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Abstract

Recently, robust reinforcement learning (RL) methods against input observation
have garnered significant attention and undergone rapid evolution due to RL’s
potential vulnerability. Although these advanced methods have achieved reason-
able success, there have been two limitations when considering adversary in terms
of long-term horizons. First, the mutual dependency between the policy and its
corresponding optimal adversary limits the development of off-policy RL algo-
rithms; although obtaining optimal adversary should depend on the current policy,
this has restricted applications to off-policy RL. Second, these methods generally
assume perturbations based only on the L,-norm, even when prior knowledge of
the perturbation distribution in the environment is available. We here introduce
another perspective on adversarial RL: an f-divergence constrained problem with
the prior knowledge distribution. From this, we derive two typical attacks and
their corresponding robust learning frameworks. The evaluation of robustness is
conducted and the results demonstrate that our proposed methods achieve excellent
performance in sample-efficient off-policy RL.

1 Introduction

In recent years, advancements in computational technology, coupled with the practical successes of
deep neural networks (DNNs) [[Krizhevsky et al., [2012} [Simonyan and Zisserman, 2014, He et al.,
2016], have fueled expectations for automated decision-making and control in increasingly complex
environments [Kober et al.| 2013| [Levine et al., 2016, |[Kiran et al., [2021]]. Deep reinforcement
learning (DRL) is a promising framework for such applications, demonstrating performance that
surpasses human capabilities by acquiring high-dimensional representational power through function
approximation [Mnih et al., 2015} |[Silver et al.,|2017]. However, in real-world applications, significant
performance degradation in control due to adverse perturbations raises practical concerns [Huang
et al., 2017, |Lin et al.l 2017]. Therefore, the development and testing of algorithms that consider such
challenges are crucial.

Recent research [Zhang et al.| [2021} |Sun et al.,[2021] [Liang et al.| [2022]] identifies there are two
types of vulnerabilities in DRL. The first is related to the smoothness of the policy function, which
primarily arises from the function approximation properties of DNNs. The second vulnerability stems
from the dynamics of the environment and is considered within the framework of Markov Decision
Processes (MDPs). To understand the latter case, imagine a situation where you are going to cross
over a deep valley and there are two bridges. The one is short length but a narrow bridge and the
other is a large bridge but has a little bit longer path. If you have clear vision, you may prefer the
former, but if you get noisy vision in foggy conditions, the latter path is the best choice to achieve
your goals without the risk of falling. To realize such comprehensive decision makings, we need to
consider long-term reward appropriately into adversaries and robustness for an RL problem, rather
than the temporal DNN smoothness or consistency of output as in the supervised learning.
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Zhang et al.|[2021], Sun et al.|[2021] theoretically prove that optimal (worst-case) adversaries for a
policy, capable of estimating long-term horizons, can be learned as an RL agent. |[Zhang et al.|[2021]
propose an approach where the (victim) policy and the corresponding (optimal) adversary are trained
alternately, resulting in a robust agent. They refer to this framework as Alternating Training with
Learned Adversaries (ATLA). Sun et al.| [2021] extend this framework to high-dimensional state
spaces and strong attacks by dividing the optimal adversary into two parts: searching for a perturbing
direction in policy space (Director) and crafting a perturbation in the state space through numerical
calculation (Actor), referring as Policy Adversarial Actor Director (PA-AD).

These methods establish robust RL frameworks on state observations with a solid foundation; however,
two main issues remain unresolved. The first issue lies in the algorithms for continuous action spaces,
which rely on on-policy Actor-Critic algorithms, making them unable to be applied to recently
developed off-policy algorithms with good sample-efficiency and performance. To learn optimal
adversary, |Zhang et al.|[2021], |Sun et al.| [2021]] use the policy’s trajectories under the corresponding
optimal adversary, but during training phase, RL’s policy is updated constantly, resulting in the fact
the gathered trajectories cannot be used for the adversary training. The second point is that these
robust learning methods assume perturbations under the constraint of L,-norm ball in the worst-case
scenario, making it difficult to consider phenomena such as Gaussian noise commonly assumed in
natural sciences and engineering. While Gaussian noise could be considered across the entire state
space, how should we consider adversarial constraints?

In this study, we treat the search for the optimal adversary as an f-divergence constrained optimization
problem, informed by the prior knowledge of perturbation distribution. From this, we derive two
typical adversarial attacks: the Soft Worst-Case Attack (SofA) and the Epsilon Wosrt-Case (EpsA).
To consider updates of the action-value function and the policy under such adversarial conditions,
we have developed theoretically sound algorithms, from the perspective of contractions and policy
improvements. At the conclusion of this introduction, we outline our contributions, which are
twofold: by introducing f-divergence constrained methods, (1) we expand the application of robust
DRL methods to recent innovative off-policy Actor-Critic algorithms, with a particular focus on the
vulnerability that arises from MDPs, and (2) we introduce more arbitrary and realistic adversaries
than those typically constrained by the conventional L,-norm.

2 Related Work

2.1 Adversarial Attack and Defense on State Observations

Building on a seminal work by |Goodfellow et al.|[2014], there has been a surge of research activity in
the field of supervised learning, particularly focusing on various adversarial attacks and corresponding
defense methods [Kurakin et al.| 2016, |Papernot et al.,|2016, 2017} |Carlini and Wagner, 2017, llyas
et al.;2018]]. In the context of RL, Huang et al.|[2017]] demonstrated that similar challenges could
arise from small perturbations, such as the Fast Gradient Sign Method (FGSM). This study led to the
early proposal of various attacks on observations and corresponding robust methods [Kos and Song]|
2017, Behzadan and Munir, 2017, Mandlekar et al., 2017} |Pattanaik et al.,[2018]].

Recently, a line of research has focused on maintaining the consistency (smoothness) of the agent’s
policy to acquire robustness against observation perturbations [Zhang et al., 2020, [Shen et al., 2020,
Oikarinen et al.| 2021} [Sun et al., 2024]). Zhang et al.|[2020] first defined the adversarial observation
problem as State Adversarial Markov Decision Processes (SA-MDPs). They proved and demonstrated
that the loss in performance due to adversarial perturbations could be bounded by the consistency of
the policy. However, in this study, they did not show practical methods to create the adversary that
could estimate the long-term reward assumed in the SA-MDPs. Due to this gap, the proposed robust
methods were not robust enough against stronger attacks [Zhang et al., 2021].

To address this issue, Zhang et al.|[2021]] proposed that the optimal (worst-case) adversary for the
policy could be learned as a DRL agent. The policy, learned alternatively with such an adversary, can
become robust against strong attacks (ATLA). Building on the ATLA framework, Sun et al.| [2021]
suggested dividing the adversary into two parts: searching for the mislead direction in the action
space for the policy and calculating the actual perturbations in the state space through numerical
approximation (PA-AD). This makes the adversary capable of handling high-dimensional state
problems (such as Atari), which are difficult to address in the ATLA framework. These frameworks
provide practical methods for on-policy algorithms (PPO, A2C), but applications for off-policy



algorithms were not shown. This is because the adversarial attacker learns from trajectories generated
by the (current) fixed policy, but the policy is constantly updated during training.

Liang et al.| [2022] introduced an additional worst-case action-value function to improve the policy’s
robustness by utilizing a mixture with the original value function, referred to as Worst-case-aware Ro-
bust RL (WocaR-RL). This approach computes the worst-case action-value through convex relaxation
and heuristic gradient iterations, thereby omitting additional environment steps, unlike ATLA-based
methods (ATLA, PA-ATLA). WocaR-RL demonstrated effectiveness in high-dimensional discrete ac-
tion domains using off-policy algorithms (e.g., DQN). However, applications for off-policy algorithms
in continuous action domains were not shown and remain unknown.

As a separate line of research, there are studies that address the ratio and temporal strategies of attacks
as a multi-agent problem [Lin et al.| 2017, |Gleave et al.l [2019} |Sun et al.| 2020 [Liu et al., 2024,
Franzmeyer et al.| 2024]]. However, these studies focus on the objectives of time-step efficiency or
the stealthiness of attacks. This motivation differs from our approach, which limits the attacker based
on constraints from an assumed distribution.

3 Preliminaries and Background

Notations We describe the environment using a Markov Decision Process (MDP) characterized
by parameters (S, A, F,r,~,So), where S is the state space, A is the action space, F : § x A —
A(S) defines the environment’s transition probabilities, where A(S) denotes the set of probability
distributions over the state space S, r is the reward function, - is the discount factor, and Sy is the set
of initial states. In RL framework, the objective is to find a policy w(a|s) : S — A(.A) that maximizes
the cumulative discounted reward along the trajectory, maxEs, =7 [0 7V 7 (st, ar)]. To reduce
the variance in episodic trajectory estimates, RL maintains an action-value function Q™ (s, a;) and/or
a state-value function V7™ (s;).

3.1 Max-Entropy Off-Policy Actor Critic Algorithm

In this study, we utilize the Soft Actor Critic (SAC) [Haarnoja et al.l 2018alb]] as our base algorithm.
SAC is one of the most popular off-policy RL methods due to its theoretically sound foundations,
sample-efficient, excellent performance, and simplicity. SAC assume a modified reward function:

P(se,a0) £ r(se, ar) + Es, o ~rlaendH(m(-|se41))], ()

where H (7 (+|s¢+1)) represents the entropy term of the policy 7 for the state at time-step ¢ + 1, and
Qent 18 an entropy coefficient to balance obtaining the original reward and encouraging exploration
of actions.

Then, policy evaluation and improvement for 7w and @™ are done as:
Q" (st,a1) = 1(st,at) + VEBsy s mr [Bay iy mn [Q7 (St41, a11) — Qenslog m(asia|ses1)]] )

|5t H eXp(Q (St’ ')/Oéent
fat exp(Q7 (st, at)/cent)das

where Dy 1, denotes Kullback-Leibler Divergence, and D(-) represents batch data from the replay
buffer. By ignoring the constant term, we derive the final loss for the policy:

L(7) = Esynp() [Banm [ent log m(ai|se) — Q" (st ar)]] - @

L(m) = Es,~p(y |Drr(r ) 3

3.2 Reinforcement Learning under Adversarial Attack on State Observation

In scenarios with noisy observations, we consider adversarial perturbations v(5;|s;) € N, where
N : 8§ — A(S) represents all possible perturbation functions mapping true state s; to the set of
probability over the state space S. The perturbation occurs at each time step ¢, misleading the agent’s
policy to output action a;, while the environment dynamics transition to state s;; based on s; and a;.
Crucially, only the policy is deceived by the perturbation v/(3;|s;), altering its action choice from
a; ~ 7(|s¢) to az ~ m(:|5;). Previous research [Pattanaik et al.l[2018} [Zhang et al.,|2020} 2021} |Sun
et al., 2021} (Oikarinen et al., 2021} |Liang et al., 2022] limits adversarial strength using an L,-norm
constraint (typically p = 00), defining a restricted perturbation subset B, (v;s;) C N.

B, (vis) = {ve, € N :ve, (5¢]se) = 0if [, — 54|, > €, other v (5¢|s;) > 0}. 3)



If the expected action-value function is learned for the policy 7 and the policy is once fixed, then we
can regard the optimal attacker problem for the policy as:

vi(Sils;) = argmin B [ E  [Q7 (s, d)], (©)

vEBe, (V;st) Se~vv(e|se) ap~m(-|34)

where Q7 (s, a) := Ex a,~rov [ pe0 V'7(St,a1)|S0 = 5, a0 = a is the action-value function learned
under the corresponding perturbation v. We will reconsider this restriction B, (v; s;) as the soft
constrained problem in the next section.

4 Methodology

4.1 Soft Constrained Representation of Adversarial Attack on State Observation

To accommodate more flexible perturbation scenarios, we revisit Eq. (), assuming prior knowledge
of the perturbation distribution p(3;|s;) € N in our target environment. We add a mild assumption
that the adversarial attacker v(8;|s;) aligns with the prior distribution Vsi, 8¢ € S, if v(5¢|s) >
0 = p(8¢]s¢) > 0. This framework allows us to define the soft constrained optimal adversary:

Definition 1 (Soft Constrained Optimal Adversary on State Observation).

v;(étlst)zarg%inlEgN i E(H[Qﬁ(st,at)] + aarekDr(v(:lse) | p(Clse)). (D)
ve ag~T(-|S¢

Here, D (v || p) represents the general f-divergence between the perturbation distribution v(5,|s;)
and the prior distribution p(8¢|s:). auttr 1s the coefficient term used to balance the worst action value
and the constraints on the attacker distribution imposed by the prior knowledge distribution p(5;|s;).

As discussed in |Sun et al.| [2021], using Q™ (s, a¢) and Q™ (s, a;) in Eq. (7) differ from a strict
perspective. Q7 (s, a;) can estimate the sequential effect of perturbation v, while Q7 (s, @;) only
estimates the one-step influence from v. Then, using Q7 (s, a;) results in a stronger attacker by
correctly estimating the long-term effects. However, from the attacker’s perspective, it is difficult
to specify whether DRL methods account for robust frameworks or not. Therefore, we widely use
Q7 (s¢, at), even though it does not account for perturbations, for practical applicability.

Although various attackers can be characterized by specifying different f-divergences, in this study,
we specifically propose two typical attacks, each detailed in subsequent subsections.

4.1.1 Soft Worst Attack (SofA) Sampling Method for the KL-divergence Constraint

When we set the f-divergence to KL-divergence, the optimal attacker for a fixed policy 7 and the
corresponding action-value function Q™ can be derived by the Fenchel-Legendre transform (detailed

in Appendix as follows:

w507t (5,[5,) = P(3¢|se) exp (Ba,~r(-f5,) [=Q" (s¢, at) / Xarer])
fgt P(§t|5t) exp (EdtNﬂ('lgt)[_QTr(st7 &t)/aattk})dgt

When dealing with continuous state and action spaces, direct access to this distribution is not possible.
We can approximate this distribution using Markov Chain Monte Carlo (MCMC) or variational
inference method; however, these methods require multiple accesses to the policy 7 and the action-
value function Q™ to obtain even a single sample at each time-step ¢. To address this, we propose
approximating a limited number (IV) of samples using the prior knowledge distribution p(§;|s;), and
then adjusting the probability with importance weights:

®)

Sts ~ p(8else), i =1,2,..., N,

1 D(3ti]5t) exXP(Bay;mm(-15,5) [~ Q7 (8¢, @ti) / atik])
Stilst) SN p(Brilse) exp(Bayymn (-1, [~ Q7 (¢, Gts) /aten])
X exp(EﬁtiNW('\én) [_Qﬁ(sh dti)/aattk})-

V;Soft(§t |st) ~ prsof

(81l st) o o . )

'This assumption is considered mild as it encompasses conventional L,-norm constraints when p(3;|s;) is
defined as a uniform distribution within the L,-norm ball.



This approximation is biased and of high variance, especially when the prior distribution p(5|s;)
significantly deviates from the soft optimal adversary v*%°f*(5;|s;), or when the number of samples
is insufficient to adequately represent v*5°/*(5;|s;). Despite these potential issues, the approximated
distribution proves highly useful when interpreted as: testing the noise p(5;|s;) with N parallel
samples at a time, then selecting a sample where the policy 7 performs suboptimally, with a soft
weighted probability determined by the temperature parameter «,;;;. By selecting the number
of samples N and adjusting the weakness parameter a1, We can simulate adversarial scenarios
that realistically consider the frequency of pre-assumed noise, without being constrained to L,-norm
noise. We refer to this attacker as the Soft (worst) Attack (SofA) and explore its use for training and
evaluation in Sections 4.2.T]and 3. 1,11

4.1.2 Epsilon Worst Approximation Attack (EpsA) for the a-divergence Constraint

Considering the case when the f-divergence in Eq.(7) is specified as the a-divergence, we can explore
broader categories that encompass the SofA case (Sectiond.1.T). These a-divergence constraint
problems tend to have more mode-seeking solutions as o decreases [Belousov and Peters| 2017, [ Xu
et al.,|2023]]. Specifically, by setting @ < 0 and restricting the attacker’s distribution selection to a
uniform distribution within the L ,-norm range with an attack scale ¢, denoted as U(5 | s — €, s + €),
we can approximate the distribution by using the mode probability, denoted as Kq,orst, as follows:

*( | ) Kworst %7 if s = arg I;linE&Nﬂ(-|§’) [Qﬂ—(sv (~l)] ’ (10)
v (s|s) ~ s'eB.
1-rworar otherwise,

el

where |S| represents the measure of the state space within the e-bounded domain. The details of
this approximation are discussed in Appendix Eq. can be approximated by combining the
uniform distribution with a numerical gradient approach, similar to the Critic attack [Pattanaik et al.|
2018} Zhang et al.,[2020]. We refer to this strategy as the Epsilon (worst) Attack (EpsA) and utilize it
for training and evaluation in Sections d.1.2)and [5.1.2]

4.2 Robust off-policy Reinforcement Learning via Soft Constrained Adversary

As the previous discussion, we introduced the two typical adversaries as the solution of the soft
constrained dual problems. By defining the soft (epsilon) worst-attack action-value function for policy
mas Q7(s,a) == Ex a,mmon [Doreo VT(St,at)|s0 = s, a0 = a], we can propose two robust off-
policy RL algorithms which assume the corresponding adversaries in the appropriate MDP manners.
We should note that this framework is sample-efficient because it can work not only with off-policy
algorithms but also does not require additional interaction with the environment for the adversary.

4.2.1 Soft Worst Max-Entropy Reinforcement Learning (SofA-SAC)

We assume the policy is degraded by the adversary, and therefore introduce an additional modification
to the reward function in Eq. (I) as follows:

P(sesae) 2 7(se,ap) + B,y or[aene H(movssolt (]s,41))]. (11)

Tent

For simplicity, we define V7 (s, 8) := Egr [Q(S,a) — Qe log 7(@|3)], then we get the following
soft worst attack for the max-entropy version:

p(3t|5t)eXP(—V (St»gt)/aattk:) .
fg,, p(3t]st) exp (=V 7 (s, 8t)/ artr) d5i

Vsl (5] s) =

(12)

Under such adversary, we can define the corresponding Bellman operator with a contraction property:

(ZsroftQ(sh at) £ T(se,ar) = r(se, a) + VEsiy1~F [—aattk log (E;le [eXp(_Vﬁ(StJrl, §t+1)/aattk)])]
(13)



For the policy improvement, we consider the KL minimization problem under the adversary as:

i exp(Q™ (51, )/ ent)
L(m) = E,,~p(, DKL(ﬂoymn{tfmd(.pt) I T exp(Q7 (51, 1) Jvnt) it

& Eypop(y |By o erort [Bayon [aentlogﬂ(&tﬁt)fQ’T(st,&t)]]Jrconst} (14)

StVment, fized

weolt . (Btlst)
= IEsth(-) E’§t~p ];f(gt |G;t) E&t’\/ﬂ [aent log 7T(Clt|8t) - Qﬂ(sta at)] 5
where v*soft , denotes the (soft) optimal adversary that is fixed during policy improvement. We

Tent, fize

call this RL framework as the Soft (worst) Attack SAC (SofA-SAC). In the practical algorithm,
we approximate using N samples for §; ~ p(-|s;). For a comprehensive derivation, theoretical
validity properties (contraction and policy improvement), and detailed practical implementation, see

Appendix [B.3] [B.4] and [B.5]

4.2.2 Epsilon Worst Max-Entropy Reinforcement Learning (EpsA-SAC)

As in the previous subsection, we assume the policy is mislead by the attack, then we consider the
max-entropy version of the epsilon worst attack in Eq. (I0) as:

Kworst + %, if § = arg rlr;in Eanr [Q7(S,a) — ont log m(al§)]
i §e
1=rworst otherwise )

o

VEPSIOn (§y]p) ~

15)

Under this perturbation, we define the epsilon-worst Bellman operator as:

(Thpeiton @) (3,06) 2 7(51,01) + oy (B sepsiton [V (5601,5041)
=1+ VB [FuorsiBs, muguorst [V (5041, 5041) | + (1= Ruorst)Esy s, [V (121, 501)
For simplicity, we again use V7 (s, 3) := Egr [Q(S, @) — Qs log 7(a|3)]. By considering the sa(r1n66)
divergence minimization problem in Eq. (T4), we can improve the policy through:
L(m) = Boyrup [By, _ycepeson [Bamr [en 108 7(4]50) — Q7 (s0,)]] -
= Eoob [ FuworstBs muziorss [<V7 (51,50] + (1= uorst)Es, gy, [~V (s1,50)] |

We refer to this RL framework as the Epsilon (worst) Attack SAC (EpsA-SAC). We can assert that this
Bellman operator also possesses a contraction property under a fixed policy, and once the adversary
is fixed, the policy can be improved monotonically. For detailed information, please see Appendix
In Eq. (T3), obtaining the analytical worst sample (5; ~ v3°"*'(-|s;)) is infeasible when
the environment comprises continuous states and actions. However, we have found that numerical
approximations of the worst samples using the Critic attack [Pattanaik et al.|[2018|[Zhang et al., 2020]]
are practically effective. We employ the policy mean p(5;) and the action-value Q™ (s, @), then

apply gradient descent iteration to solve §; ~ arg min Q™ (s, 4(3})) in subsequent experiments.
5,€eB.

S Experiments

In this section, we set up experiments to address the questions posed in the introduction: (1) Can
we develop a robust off-policy algorithm that accounts for long-term rewards without requiring
additional interactions? (2) Is it possible to incorporate more arbitrary distributions, based on prior
knowledge, beyond the conventional L,-norm constrained range, into both adversaries and defenses?
Responses to (1) are addressed in Sections[5.1.1]and [5.1.2] and those to (2) are presented in Section
511

Environments and Common settings We use four OpenAl Gym MuJoCo environments [Todorov
et al.| [2012]: Hopper, HalfCheetah, Walker2d, and Ant, as utilized in most prior works [Zhang et al.|
2020, 2021} |Oikarinen et al., 2021} |Liang et al., 2022]. Detailed settings are documented in



HalfCheetah (eps=0.15) =3 Vanilla Hopper (eps=0.3) =3 Vanilla

16000 % = cnsrcionn | 4000 = osrctar
12000 3000 E’? % ?% %
8000 ° 2000
T EE R g
5 4000 %] %] é ~—H % %1% 1000
§ o & = s 0 ° ° °
[
g Walker2d (eps=0.15) g ‘S/a::';c ©atod) Ant (eps=0.15) g Z!AHSAC(S\ 04)
g 3 SA-SAC(k3) 8000 [ SA-SAC(k3)
& 6000 % % é% 6000
3
2 4000 . 4000
@ o o
Z 2000 2000 i]
0 % ° . ;é%' 0
Y S L S~
N o D S I N N N 2 ° N N I O
A ao;/ $¢ S &Y & ¢ 55 @“vj $¢ S &Y
FF o & N & N FF o & & & &
= o ~ N4

Figure 1: Robustness evaluation results of SofA-SAC and baseline algorithms under the Gaussian
based attacks. Each boxplot depicts the 25%, 50%, and 75% percentile values of the mean returns.

Baselines and Implementations. We select the Soft Actor Critic (SAC) [Haarnoja et al.,[2018alb]]
as our base off-policy method and prepare our algorithms alongside two state-of-the-art robust
algorithms for comparison, both of which potentially operate in an off-policy manner. First, the SAC
version of SA-MDP [Zhang et al.| [2020]], referred to as SA-SAC, and second, the SAC version of
WocaR [Liang et al.l|2022], which we denote as WocaR-SAC. These comparisons aim to evaluate the
performance capabilities of these algorithms under off-policy conditions. There is no provided codeE]
for SAC-versions (off-policy) of SA-MDP, WocaR, nor evaluation methods, then we incorporate these
methods into our implementation, followed by tuning hyper-parameters and settings appropriately.
WocaR-SAC works well in small benchmarks (Pendulum, InvertedPendulum). However, we found
that during training, as the attack scale increases, the policy suddenly degrades in performance due to
the worst Q-value dropping too low in the four benchmarks. This occurred even when we used tighter
bound convex-relaxation methods [Zhang et al.| 2018, |2019] than the IBP [[Gowal et al.| 2018]] used
in the original WocaR implementation. More information for implementations and hyper-parameters
are provided in Appendix [F.1] for the base SAC, in Appendix [F:2]for SofA-SAC, in Appendix [F4] for
SA-SAC, and Appendix [F.5|for WocaR-SAC.

5.1 Training and Evaluation

We have established two evaluation metrics for our analysis. The first metric aims to assess the
effectiveness against adversaries not constrained by the L,-norm, as discussed in Sections §.1.1] and
M.2.1] The second metric evaluates the resilience of our methods against conventional strong attacks
within the L.,-norm ball, detailed in Sections[4.1.2]and [£.2.2}

5.1.1 Evaluations of Soft Worst Case Scenarios under Gaussian-Based Attacks

Task Setup In this study, we use a Gaussian distribution as the prior knowledge perturbation
p(5¢|st), setting the standard deviations for the attack scales as o = 0.15,0.30,0.15,0.15 for
HalfCheetah, Hopper, Walker2d, and Ant, respectively. We train the standard SAC (Vanilla-SAC),
SA-SAC, and our proposed defense method SofA-SAC using identical training steps. Subsequently,
we conduct evaluations under various attack settings.

We prepare four attack settings: one using the prior knowledge distribution(Gaussian) as-is, another
applying our proposed method, denoted as SofA(,11), with varying degrees of adversarial prefer-
ence parameter a,i. Finally, for reference, we report results for the MaxActionDiff (MAD) [Zhang
et al.,[2020] and the Critic [Pattanaik et al., 2018, [Zhang et al., 2020]], where the standard deviation
value serves as the noise constraint range in Appendix [D| For the sampling approximation, we use
N = 64 both for the evaluation attacker (SofA) and the proposal DRL methods (SotfA-SAC). For
SA-SAC and SofA-SAC training, we appropriately tune the coefficient terms that achieve robustness

*While SA-DDPG is implemented in|Zhang et al.|[[2020]], it appears that DDPG does not perform adequately
on the four MuJoCo benchmarks.
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Figure 2: Robustness evaluation results of EpsA-SAC and baseline algorithms under the L ,-norm
attacks. Each boxplot depicts the 25%, 50%, and 75% percentile values of the mean returns.

without compromising task performance (see Appendix [D.3). For SofA-SAC, we maintain good
performance and robustness across all tasks by a+:x = 4.0 at the end of trainings, therefore, we
consistently use this value. During tuning of the consistency parameter for SA-SAC, we find there
is a trade-off between robustness and performance without attacks (see Appendix [D.4), especially
in HalfCheetah, as reported in |Liang et al.|[2022]. To compare under equal conditions, we tune the
coefficient term of SA-SAC to achieve the same performance without attacks as SofA-SAC. Details
of these hyperparameter settings are documented in Appendix [F2]and [F.4]

Result Fig. |1| shows results of the robustness evaluation scores for Vanilla-SAC, our proposal
method (SofA-SAC), and SA-SAC. As we estimated in Section[d.1.T] task scores drop as the attacker
worst preference parameter (cvq:¢x) approaches 0, here o, — 0 means worst sample pick-up.
Though Vanilla-SAC drop its scores drastically, SofA-SAC and SA-SAC keep the performance
even as the attacker gets stronger. Among all tasks, SofA-SAC keeps superior or competitive
performance in the range ot age = [4.0,2048.0] to SA-SAC, while inferior in the range of [0.0,
1.0] for Hopper. In this study, SofA-SAC incorporates the attacked observation with the temperature
parameter, a4+ = 4 into the optimization problem during training, then stronger attack than this
assumption may occur performance deterioration. Remarkably, both SofA-SAC and SA-SAC not
only enhance robustness to observation noise but also consistently achieve high scores across multiple
seeds. Therefore, we recommend these methods to the reader, except for tasks requiring conservative
behavior where a trade-off between performance and robustness is necessary like in the HalfCheetah
task.

5.1.2 Evaluations of Strong Attackers under Conventional L.,-norm Constraints

Task Setup For the robustness evaluation, we incorporate strong attackers as used in the most
recent studies [Zhang et al., 2020, 2021} [Sun et al., [2021} |Oikarinen et al.,[2021} [Liang et al.| 2022].
In addition to the conventional Random (Uniform), MAD, and Critic attacks, we include powerful
attacks known as SA-RL [[Zhang et al.| 2021]] and PA-AD [Sun et al.,|2021]] in our main evaluations.
Furthermore, we introduce our proposed attack, EpsA (ky0rst), to €examine robustness trends across
different methods. We adopt the same attack scales as those commonly used in previous studies:
e = 0.15,0.075,0.05, 0.15 for HalfCheetah, Hopper, Walker2d, and Ant, respectively.

For EpsA-SAC training, we find that increasing the worst ratio K5t from 0.0 to 0.8 or 1.0 during
training works well, then we choose the one that is better in each task. As in Section[5.1.1] there is
a trade-off between robustness and performance without attacks in some tasks (see Appendix [T2)).
Then, we tune the coefficient term to achieve the same performance without attacks as EpsA-SAC
does. Details of these hyperparameter settings are documented in Appendix [F.3]and [F4]

Result Fig. [2|shows the evaluation results under the strong L,-norm attackers. Especially in the
more complex tasks (HalfCheetah, Ant) and strong attack evaluations (EpsA, Critic, SA-RL, PA-
AD) that estimate long-term horizon, EpsA-SAC demonstrates superior or competitive performance
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Figure 3: Ablation results for SofA-SAC’s Figure 4: Ablation results for EpsA-SAC’s

hyperparameter. We change sample number training strategy. We omit adversarial per-
and worst preference parameter, from N = turbation during policy improvement and Q
64 to 1 and from gz = 4 to 2048. updating in training.

compared to SA-SAC. In tasks with smaller perturbations (Walker), EpsA-SAC’s performance
is competitive but slightly inferior to SA-SAC. We hypothesize that in tasks sensitive to small
perturbations, simply maintaining consistent behaviors under these perturbations is more stable and
preferable than comprehensive methods that account for MDPs under perturbations.

We should note that our results are based on the SAC implementation, not PPO, so the Q-function is
trained according to the original method. Our DRL framework incorporates the adversarial effect into
the Q-function, making the evaluation metrics that use such Q-functions much stronger. However, it
is still superior to SA-SAC for the most tasks.

5.2 Ablation Studies

Due to limited space, we focus on the tasks where the influence of the hyperparameters and the effect
of the adversaries during training are most apparent. Additional results, including other tasks and
discussions, are documented in Appendices [D]and [E]

SofA-SAC’s trade-off between performance and robustness Some readers may concern dif-
ference between Sof A-SAC and SAC learning with just perturbed observation. Fig. [3|shows the
confirmation result in HalfCheetah, by changing hyperparameter o, and sample number V.
Learning with high temperature parameter, a1, = 2048, corresponding near averaged Gaussian per-
turbation, and N = 1 means using just sample from Gaussian distribution. Those both two variations
result in relatively high performance without attacks than the reference, while less robustness under
the stronger attack (¢, < 24.0). Therefore, we can say our Sof A-SAC appropriately incorporates
conservative behaviors that we assume at the training phase.

Importance of adversaries during policy improvement and action value update To analyze
the effective factors of our learning framework, we conduct two variant trainings of EpsA-SAC.
The one is lack of adversary during policy improvement, and the other is lack of adversary during
action value update. Fig. [f] shows these ablation results. Without adversaries during Q-value updates,
the results exhibit high variance and less robust performance, while the performance deteriorates
when adversaries are absent during policy improvement. In the former case, the Q-function cannot
adequately consider the pessimistic scenarios around the state s;, and in the latter case, the policy
fails to improve performance under attack, leading to low Q-values.

6 Conclusion and Future Work

We propose a new perspective on robust RL by introducing f-divergence constrained optimal ad-
versaries with prior distributions. Our methods align naturally with theoretical expectations and
demonstrate robust performance, particularly against strong attacks that comprehensively consider



MDPs. This framework offers a more flexible approach to designing robustness that closely aligns
with real-world challenges and enhances the performance of off-policy algorithms.

For future work, we identify three main directions: developing a stronger algorithm that integrates
functional smoothness; creating more efficient metrics for EpsA-SAC computation, as current
methods rely heavily on gradient iterations for both policy evaluation and policy improvement; and
extending this framework to other research domains, such as domain randomization.
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APPENDIX

We describe additional related works, provide more detailed theoretical derivations, and offer additional evalua-
tion results to help the reader gain a deeper understanding of our work. In the following, we temporarily set
aside strict notation and represent expressions like " fa A da"as "y, c.4 " When discussing continuous action
space.

A Additional Related Works

A.1 f-Divergence Constrained Methods

The use of optimization methods constrained by f-divergence has spanned various contexts from historical
applications to recent advancements. Historically, these methods were utilized for relative entropy maximization
in inverse RL [Boularias et al.||2011]]. In offline RL and imitation learning (IL), they primarily serve to constrain
divergence from the probability density distribution of state-action pairs within the dataset [Xu et al., [2023}
Kostrikov et al., 2019} Nachum and Dail, 2020, Kim et al.| [2021},2022| Ma et al.,|2022]. Moreover, methods that
limit update intervals by distribution constraints (old policy, prior) during policy updates [Peters et al.l {2010, [Fox
et al., [2015] |Schulman et al.| [2015]2017} Belousov and Peters}, 2017, 2019] are closely related to our proposed
soft-constrained adversary approach.

B Details of Soft Worst Attack (SofA) and SofA-SAC

B.1 Derivation of Soft Worst Attack (SofA)

We derive Eq. (8) from Eq. (7). At first, by flipping sign and converting arg min into arg max as:

[Q"(ﬁ@t)]] oDy (v(se) | pCls0))

vt (§]s;) = argmin  E [ E
veN  Si~v(clse) Lag~m(-]5¢) (18)

=—argmax E { E [(—Qﬁ(st:&t))]} —aarer Dy (V(:|s¢) | p(:s1))-
veN  St~v(clst) Lar~m(-|5¢)

Here, we only consider the KL-divergence case, then we derive:
v 2% (Sy|se) = —argmax  E

CE B Q@ 60| —ewn Dt a1 09
veN  Se~v(clse) Lar~m(]|5¢)

This type of optimization problem is often utilized in various context [Boyd and Vandenberghe, |2004| |Peters
et al.|[2010, Boularias et al.,|2011} Belousov and Peters|, 2017], and there are two kinds of derivations, solving
the Lagrangian with constraint or using the result of conjugate function of KL-divergence in the more general
f(a)-divergence context. In this section, we describe the former type of derivation. This problem is described as
follows:

maximize Y v(3]s) Y m(al5)(—Q"(s,@)) — ctaur Y v(3]s)(logv(3]s) — log p(3]s))

*xsoft

v(Ele) ses Ty agA ses pe
as

= vsqs — aaur »_ vs(logus — logps) = g(v) (20)

ses ses

subjectto V5 €S, wvs >0,
Z Vs = 1.
ses
The Lagrangian function for this problem is given byE]:

Lw,A) = gw) + A1 = > ws), @1

ses
where A is the Lagrange multiplier associated with the equality constraint. By rolling out the Karush-Kuhn-
Tucker (KKT)’s stationary condition:
Vug(v) + AVug(v) =0
—VseS, ¢ — agun(logrs —logps +1)—A=0

5 — A 22
—>log1/§:10gpg—1+q7 @2
Qattk

— Vs = ps exp(qs/Qattk) €Xp(—A/aarer — 1).

3We abbreviate the inequality constraint because it can be vanished in Eq. 22)
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Algorithm 1 Soft Worst Attack (SofA) Sampling Method

Input: state s;, policy m(al|s), action-value function Q7 (s, a), temperature parameter cv,¢x, number
of samples N, prior distribution function p(5|s)
Output: Soft worst sample s
1: function SOFA(s¢, m, Q™, attk, N, D)

2: Sample N times from the prior distribution p(3|s):
§ti ~ p(g‘St) fori = 1, 27 e ,N
3: Estimate the action values for the perturbed states §;; and policy 7 (als):

ari ~ (-|34), Qui = Q7 (¢, ari)
4: Calculate the probability of the Soft Worst Attack as in Eq. (9):
S, — exP(*Qtiéaattk)
V(Sn|st) E;»Vzl EXD(*Qtj/aattk)
5: Select one sample $; from 3;; based on the calculated probability weights v/(54;|s:):
Gf ager — 0, select 7 = arg_min Qi)

6: return S;
7: end function

By giving this result back into the equality constraint at Eq. (20), we can specify the Lagrange multiplier A and
optimal value for vs:
ps exp(qs/tartk)
> ses Ps exp(qs/attr)
_ p(8ls) exp{D5c 4 m(a@l35)(—Q7 (s, @)/ arir }
 ses PBls) exp{Xsea m(al3)(—Q7 (s, @)/ aarun}
This is the same equation as Eq. (8) and by giving v* back into g(v), the optimal value is:

9(v*) = aaurlog Yy p(3ls) exp{ ) m(al3)(~Q" (s, a@)/aarn)}- 24

3es acA

vi =v"(3ls) =

(23)

B.2 Procedure and Characteristics of Practical Soft Worst Attack (SofA)

To make clear vision of the practical soft worst attack, proposed in Section 1.1} we depict Algorithn{I] as

a pseudo code. When N — oo and aqur — 0, as in the line 5, §; — arg min anﬂ(,‘s/)[Q(st, at)).
s’ €supp(p)

Therefore, this procedure can be seemed as a sampling based attack, while Critic attack [Pattanaik et al.l 2018,

Zhang et al.| [2020] is the gradient iteration based attack. Compared to the Critic attack, this attack,

(1) is gradient iteration free (not use back-propagation, forward two times), and can calculate N samples in
parallel at once

(2) can consider more flexible shape of adversary even when dom(v(§|s)) is not continuous, not differentiable

(3) can incorporate realistic negative possibilities by choosing N and aattk

In cases where the state space is as large as an image, it may not be possible to sample the worst-case

scenarios, making this method unsuitable for situations where cyber attacks are anticipated. However, in realistic

engineering and development contexts, where noise is often assumed to follow a normal distribution, we
believe that the characteristic (2) and (3) are considered to be very important.

B.3 Derivation of Soft Worst Attack SAC (SofA-SAC)

In this subsection, we describe derivation of SofA-SAC in Section .21} We assume that the policy only knows
perturbed states, then the input of its max-entropy objective H is also perturbed as in Eq. (IT). To think one step
rollout, we can build modified Bellman equation associated with the Bellman operator as:

(T7Q)(st,a1) = 1(st,a6) +VEsy 1~ r [Bapyymw [Bayyymom [Q(St41, Gt41)] 4 QaneH(7(+[3i41))]] - (25)
Now we think the policy 7 is fixed and the soft constrained optimal adversary:

(IzoftQ)(stv at) £ T(stvat) + 7E5t+1N7’[

géij{l[Egtﬂw [Eale [Q(st41,ae41)] + aantH(w(-|§i+1))] + aares D (v || p)] .
(26)
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The minimization problem in this equation can be solved similarly to Eq. (I9) in Appendix [B.T] by
setting:

g5 — 3 m(@l5) (= (Q(5,) — ent log 7(al5)) e

acA
Substituting this term into Eq. and Eq. (24), we derive Eq. and Eq. (13).
For policy improvement, we consider the analytical solution to the maximization problem highlighted
in the underlined part of Eq. (26):
7 (al3;s) = arg max Eg o (.15) [Q7 (5,a)] + ent H (7' (+|5))

_ €xXp (Qﬂ— (53 ZL)/O‘em&) (28)
Z&’EA exp (QW(S, d,)/aent)
This maximization problem is identical to the original Soft Q-learning [Haarnoja et al.,2017] and

SAC papers [Haarnoja et al.,2018alb]l, so we do not derive it here. Then, we think policy update with
the perturbation,

B 10w @19)] = (Fns 0 0)(al8) = (il 5) = AL S D 0en g

Similar to the original SAC, this update is calculated by minimizing the KL-divergence between the
left and right terms. Assuming the soft worst attacker v} for v, we derive Eq. (14).

B.4 Contraction and Policy Improvement Properties of SofA-SAC

Contraction Property To demonstrate the reliability of our proposed SofA-SAC algorithm, we
discuss its contraction property in this subsection. We revisit the definition provided in Eq. (T3):

T2 Q(s1, ar) 2r(sy, ar) — VB, 7 [arer log (Bs,,,~p [
exp <E&t+1~7r [_(Q(StJrh At41) — Qlent lOg W(dt+l|§t+1)):|>:| )] . (30)

Qattk

Theorem 1. The Soft Worst Bellman Operator T, ¢ acts as a contraction operator for a fixed policy.

Proof.

For simplicity in notation, we define:

f(Q(t)) = —aatu log Z p(5tst) exp <— Z m(at|5e) (Q(st, Gt) — cvent log m(ar[5¢)) /aattk>
5:€S at€A
€1V
We assume there are two different action-value functions, Q1(s¢,a¢) and Q2 (s, at), and as the
same metric in G-learning [Fox et al.| 2015]] and Soft Q-learning [Haarnoja et al.,|2017]], we define
€ =1|Q1(s¢t, ar) — Qa2(s¢, ar)ls,,ar> here ][ .. . ||s,,q, denotes the max norm over sy, a;. Since f(Q)
is a monotonically increasing function for Q, then we can say:

Vs, F(Qi(0) < F(Qs(t) + )
= —awnlog > plilse) exp (— S w(lse) (Qalsere) + € — aent logm(a3)) / a)

5t€S atcA

= —Oattk log Z p(§t|5t) exp <—€/Oéattk - Z 7T(C~lt|§t) (Q2(5t7 at) — Qlent log 7T(5lt|§t)) /Otattk>

5teS ateA

= € — Qastk log Z p(5t]st) exp (— Z m(ae|5:) (Qa2(st,Gt) — Crent log m(at|5¢)) /aattk>

S5teS ateA
= [|Q1(st, at) — Q2(st, at)|]sp,a0 + f(Q2(2))

= f(Q1(1) — f(Q2(1)) < [Q1(st,ae) — Qa(st, at)lls,,ar-
(32)
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In the same way:
F(Q1(t) > f(Q2(t) —€) = f(Q2(t)) = |Q1(5¢, ar) — Qa(5t, at)lls,,a,
< f(Q1() — f(Q2(1) = —|Q1(s¢, ar) — Qa(st, at)lls, .-
Therefore, from the both inequalities, we derive:

1f(Q1(8) = f(Q2(t)][s, < [|Q1(st,ar) — Qa(se,at)lls a,- (34)
Then, we consider difference between the two action-value functions after our Bellman operator:
1T 50 Q1 (56, at) — T 5o Q2(5ts at)ls a0 = [V Es, 1~ [f(Q1(E + 1)) — f(Q2(t + 1))][ls, .0,
SANAQ1(E+1)) = f(Q2(t + 1)),

S ’y”Ql(St-‘rla at+1) - Q2 (St+17 at+1)||8t+1,at+1 .

(33)

(35)
Therefore, we can say 7 &, (, is a contraction operator, because we perform this operation an infinite
number of times, ; and 652 converge to a fixed point. O

Policy Improvement Property (with a fixed adversary) If we once fix the attacker v, we can
discuss the policy improvement theorem [Sutton and Bartol [1998]] as the same manner in [Haarnoja
et al.|[2017,|2018alb]]. For simplicity, we omit the entropy coefficient c; in this paragraph.

Theorem 2 (Policy Improvement Theorem with a Fixed Adversary). Given a fixed adversary v and
a policy m, define a new policy 7 such that for all states s,

Tov(|s) ocexp(Q(s, ). (36)
Assuming that Q7 and Y, 4 exp(QF (s, a)) are bounded for all s, it follows that Q% (s,a) >
QT (s, a) for all actions a and state s.
Proof.

If we extract a new policy 7 by using 7 and the corresponding action-value function 7, a following
equation holds:

Eswu [H(7(15)) + Bann (@7 (5, 0)]] < Esnn [H(7(5)) + Eanz Q7 (s, a)]] 37)
& H(mov(|s)) + Banror[@) (s, a)] < H (7 0 v(|5)) + Eanaon[@F (5, a)]-
This is proven by:
Dgrp(mov(:|s) || #ov(] Zﬂ'OI/ als) (logwov(als) — log 7 ov(als))
=—H(rov(|s)) — Zﬂ'ov als) (log & o v(als))
acA
=—H(mouv( Z mowv(als) <Qg(s,d) — log Z exp{ij(s,d’)})
acA a’'cA
= _H(ﬂ. © V("S)) - E&Nﬂ'ou(~|5) [Qg(& d)] + IOg Z €xp (Qg(& d/))
a’eA
= —[LHS of 37)] + [RHS of (37)] > 0
(38)
In the third equality, we used the result defined in Theoren@
. expQi(s,a)
Fouv(als) = S exp QL5 @) 39)
By using this result, we can confirm:
Q:(stv dt) = T(SD th) + 7E5t+1~}-[]E§t+1~V[ at+1~7l'[Q (st+1’ a‘t+1)] + H(W(lgﬂrl))]]
< T(Sh &t) + FYEStﬁ—lN]:[]Egt-f—lNV[ af+1NTI'[Q (5t+1; a’t+1)] + H(ﬁ-(|§t+1))H
rollout (40)

S er(sta dt)
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Then, under a fixed adversary v, we can improve our policy 7 o v by targeting Eq. (39). O

As the discussion in|Zhang et al.|[2020], we cannot prove optimality for the resulting policy due to
the adversary’s movement. However, we can train our algorithm (SofA-SAC) stably by pausing the
adversary during the policy improvement, using the stop-gradient function as described in Eq. (T4).
This approach ensures stability in the training process.

B.5 Practical Implementation of SofA-SAC

Algorithm [2] presents a pseudocode representing the practical implementation of the SofA-SAC
algorithm described in Section[d.2.1] In lines 5 and 6, done; is referred to as a binary flag indicating
whether the task has ended at the end of step . We basically follow learning process as in the original
SAC [Haarnoja et al., [2018b]], use two critic networks with target networks and one policy network
without a target network. We find that, though SofA-SAC also estimate a target value for the critic
in the pessimistic way, taking min value of the two critic outputs for the critic targets and the actor
objectives is needed for stable learning.

Only in Walker2d, we observe that as the training proceeds, Q-values diverged in some seeds (about
2-3 seeds in 8 seeds), then we put two measures to stabilize only for Walker2d (linell, linel6 in
Algorithm[2)) . This may be because Walker2d is a sensitive task and sometimes experiences drops in
scores even when using Vanilla-SAC. We assume once some unintended large values from a DNN
are used for updates, it cannot recover from the fallen states.
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Algorithm 2 SofA-SAC Training

1: Initialize critic Qg, , (s, a) and actor 74(s)

2: Initialize target networks Q; , (s, a) by setting 07 5 < 01 2

3: Initialize a replay buffer R < () and entropy coefficient cveps < 1.0
4: fort =1toT do

5: Execute action a; ~ my(s;), observe (s, ag, 7, Se+1, doney), and store in R
6:  Sample a mini-batch of M transitions (s}, a}, 7}, st ,,done}) ~ R
- Update Critic:

Sample N perturbed states §ﬁH ~ p(|s§ 41) foreach i
Sample perturbed actions a;’, | ~ 7 (|5, ;) for each ij

9: Estimate target values for each sample: S
’U;J,Q = Qe’m(s%ﬂ’ dgﬂ) — Qent log 7"¢>(dﬁ1|§g—1)
10: Compute targets by averaging over N using log-sum-exp for stability:
, , , N i
Yi o =ri + (1 — doney)y (—aattk log + > j—1 €XD (J;i))
11: (- optional for Walker2d, clip yiz by percentile values over N samples)

12: Update 6, » by minimizing HuberLoss:
M i ; i
L(012) = ﬁ Zi:l Ly (Q91,2(5t7 a;), min (y17 y2))

- Update Actor: N
13: Sample N perturbed states 5, ~ p(-|st) for each i
14: For each sample, sample actions for loss and importance weight calculation:

~ij ~ij’ ~ij
g, Ay N7T¢<'|5§ ) )
15: Calculate loss and importance weight:
LY = aepy log 77(25(&;] |§;J) - min91.2 Q91,2 (5125’ &17;])
w" = softmax ((ozent log 7r¢(dij |51y — meang, ,Qy, , (si,al )) /aattk)

16: (- optional for Walker2d, ignore importance weight: w® < 1)
17: Update ¢ using policy loss and importance weight:

M N i i
L(¢) = 31y 2oim1 2oy 59(w07) O LY
- Update Entropy Coefficient:

18: Re-use the entropy values during policy improvement and update cep:
Current = =% o0 105 (] |57)
current — N j=1 g o} at St
i1 )
L(Oéent) = *ﬁ Zi:l Qent (%target - Héurrent)

- Post Processing:
19: Soft update the target networks: 6] 5 <= (1 —7)0] 5 + 761 2
20: (-optional for Hopper and Ant, update the temperature o ¢+, according to the scheduling)
21: end for
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C Details of Epsilon Worst Attack (EpsA) and EpsA-SAC

C.1 Derivation (Approximation) of Epsilon Worst Attack (EpsA)

If we do not limit ourselves to only the KL-divergence case but consider a more general a-divergence
in Definition |1} we can obtain a broader perspective on the worst-case attack. This approach is
inspired by [Belousov and Peters|[2017, 2019]], which provides more detail about the derivation and
related perspectives on policy improvement.

An f-divergence is a measurements between two distribution and defined as:
_ v(8|s)
D¢(v]p) = p(§|s)f(—=

@ lp) 2 3l G

Here, f(-) : @ — Ris a convex function with the properties, Range(f) = (0, 00) and f(z') =0
2z’ = 1. An a-divergence is a sub-family of the f-divergence that is defined as:

s (@ =1)—a(r—1)
fa(z) = ala—1)
The a-divergence includes many popular divergence: for example, the case, « — 0, results in

Reverse-KL-divergence, o — 1 derive KL-divergence, and o = 2 occurs (Pearson’s) y2-divergence.
To solve dual problems, the convex conjugate function f*(y) for f(z) is known to be useful. This is

defined as:

f*(y) = Supzedom(f){<ya $> - f(.%‘)}, 43)
where (-, -) denotes the inner dot product. If f and f* are differentiable, by taking the derivative of
Eq. @3), V,f*(y) = 2* and V. {(y,z) — f(z)}|s=z+ = O, we obtain the property (f*)" = (f')~".

For the a-divergence case, its conjugate function and the derivative function of the conjugate are:

) (sis given). 41

(42)

1 a 1
* = —(1 —1 a—-1 — — 44
fi) = S+ (= )T = (#4)
(/2 () = (1 + (a = 1)y) =, for (1 - a)y < 1. (45)
To consider the case described in Eq. (I8), we can rewrite the problem as:
.. - ~i o~ . v(sl|s
maximize 3 /(515 3" #(al8)(-Q7(5.2)) ~ i Y- (a1 o)
s€8 T )T acA B ——
a vs
Vs
= vigs — qaur Y_psfa(—) == g(v) (46)
ses ses ps
subjectto Vs €S, vz >0,
Z Vs = 1.
s€s
The Lagrangian for this problem is given by:
L(V7>‘a K’) = g(V) + )‘(1 - ZV§> + ZK@V&
€S ses
with the KKT’s condition: Vs € S,
Vug(w) = A+ ks =0, 47
Vg > 07
RsVs = 07
K3 Z 0.

Here, x5 := k(5|s) represents the complementary slackness for the inequality constraint. From the
stationarity condition, Vs:

Vs
qs — Oéattkfé(;) —A+k;=0
1)1 <qg—/\+li§) (“48)

U=
= — Vs = pg(fa Catik
a

) = qs — A+ K3
Ps Qattk

= fal
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Then, using the property, where (f*)’ = ('), we derive the optimal v; as:

Yacam(@ls) (=Q7(s,a)) — A" + H(§|S)) '

Qattk

v (5ls) = p(3]s)(£2) ( 49)

This solution can be regarded as how to asign probability mass on the prior distribution p(§|s) and
it depends on 7, Q™, avattr, and o If we assume only o < 1 case, from Eq. (@3)), the term of (f*)’
must hold > 0, then p(3|s) > 0 <> v*(5]s) > 0 holds. From the complementary condition in Eq.
(@7), in this case, the slackness parameter x(s|$) must be 0. And from the constraint in Eq. (3]), we
get the condition for \:

1
Vie S\ > ;ﬁ(&lé)(—Q”(s,d)) ~ Otk T (50)

This inequality must hold for all 3, thus in the case of maximum of the right term. Then, we define:

A* := max; Z w(al$)(—Q7 (s,a)) — ozattkL + &, (51)

1—
acA @

where ¢, is a residual that satisfies £, > 0. Considering the case if &« — —o0, the optimal value
of constraint term approach the bound, \* — maxX;e supp(p) > _zea 7(@]3)(—Q7 (s, a)). Therefore,
&, approaches to zero as &« — —oo. Substituting this back into Eq. and setting £(Q; §) =
— MiNgequpp(p) 2oaea T(@3)Q7(s,a) + > ;e 4 m(al5)Q7 (s,a), we can consider the cases where
o <K 0 as follows:

v*(3]s) = p(3|s)(fa Qattk

), <_5(Qa §> + aattkﬁ - é-oz)

1
a—1

(€a +E(Q™; é))) (52)

11—«

gtk

— ()

o Qatthk 1 =5
p(s's)<1—a§a+£(czﬂ;’s‘>> '

From this equation, we can determine that v*(3|s) exhibits a strong peak at £(Q™; 5) = 0, which

corresponds to §* := arg min (3, 4 7(a|5)Q™ (s, @)). It also shows a mild probability mass for
5€supp(p)

the other perturbation states due to the term of exponential, 0 < ﬁ < 1

Now, we assume the prior p(3|s) is the uniform distribution over L.,-norm constrained range.
Then, we approximate the peak of the probability by a constant multiple of Dirac’s delta function
as Kyorst0(8%) and distribute the remaining probability equally as 1 — Kqorst- We represent this
approximation as:

Kuworst + +=7gesst,  if § = argmin Y5, 4 7(al3)Q" (s, @)
* ([~ e =7
v*(8|s) ~ 5'eB. . (53)

1—Kuyorst
AR others

C.2 Procedure of the Epsilon Worst Attack (EpsA)

We detail Algorithm [3]to clarify the procedure for utilizing the Epsilon Worst Attack (EpsA). Initially,
we sample a value b from the uniform distribution [0.0, 1.0). If b < K4,0rst, We apply the Critic attack;
conversely, if b > Ky orst, We apply a prior perturbation from the uniform distribution within the
L.-norm range. Although this attack is not conceptually new, essentially functioning as an e-greedy
strategy for the adversary, it facilitates the estimation of intermediate states between the worst-case
scenario and the prior perturbation in a natural form. This method facilitates understanding scenarios
where the worst-case occurs probabilistically and aids in integrating these adversarial elements into
robust learning frameworks such as EpsA-SAC.
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Algorithm 3 Epsilon Worst Attack (EpsA) Sampling Method
Input: state s;, policy 7(al|s), action-value function Q7 (s, a), worst rate parameter K,orst, attack
scale €
Qutput: Epsilon worst sample s;
1: function EPSA(s;, T, QT , Kworst, €)
2 Sample random value b from uniform distribution [0.0, 1.0)
3: if the case b < Kworst:
4 Calculate the worst-case state as the same as the Critic attack:

gznew — pT‘Oj(gfdd _ naae(gté;o(li:om)) )’
(n is step size, i is a mean output of the policy 7)

5: else:

6: Sample perturbed state from the uniform distribution in the L,,-normed e range:
§t ~ Z/{("St — €, 8+ 6)

7: return S;

8: end function

C.3 Contraction and Policy Improvement Properties of EpsA-SAC

Contraction Property To confirm the certainty of our proposal EpsA-SAC algorithm, we show the
contraction property in this subsection. We recall the definition:

l_:psilonQ(5t7 a’t) £ T(Si7 at) + 7E5t+1~]—'[

H’wor’stE§Z+l Nu;rzf;tmt [Ea;HNTr [Q(3t+17 INIIH) — Qlent log 71'(71:+1 |§:+1)]]

Viorst (St41)

+ (1 - Rworst)E%Jrle [EdtJrlNﬂ'[Q(St-H: ﬁt+1) — Qlent log W(&t+l|§t+1)”

Vi (st41)
]
(54)
Theorem 3. The Epsilon Worst Bellman Operator T [, is a contraction operator for a fixed
policy.
Proof.
We should remind the fact from the definition of the epsilon worst-case:
T _ : ., ~ % _ ~% ~%
Vworst(st-‘rl) - §t+lerlr31:1(5t+1)EatJANﬂ[Q(Sﬂ_l’ at+1) Qent logﬂ(at+1|st+l)]' (55)

Then, we consider difference between two action-value functions, @1, )2, after using the Epsilon
Worst Bellman operator:

HI:psiloan (5t7 at) - —gpsilonQ2(5ta at) ‘ |St7at
= ‘|’7E3t+lN\F[HV17:—wOTSt + (1 - K)‘/l‘rjp - KVZﬂ,’worst - (1 - H)Vv?‘ljp]HStyat
< 7l€| |E8t+1~~7:[vl7jworst - ‘/Z‘ijorst} | ‘styat + 7(1 - K)H]ESt-HN]:[VlTp - .V.27:—p:|||st7at

(?) ’Y’{||Est+1~-7:[v17jworst - V2Tworst]||8z7llt, + 7(1 - H)”Ql - Q2||st+17at+1 (56)

(%) 7K||Q1 - Q2H5t+17at+1 + '7(1 - K)HQl - Q2H5t+17at+1
= ’7||Q1(St+17 at+1> - Q2(St+17 at+1)||5t+17at+1'

For the inequality (1), we cancel entropy terms (under the same policy and perturbation) and use:

Esiimop [Bars o [Q1(St41, @r41) — Q2(Se41, des1)]] < [|Q1(Sea1, Gegr) — Q2(Seq1s Grr1)[ary, -

(57)
For the inequality (2), similarly to the WocaR case [Liang et al.| [2022]], we utilized:
| min A — min B| < max |A — B| (58)
seB seB seB
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Figure 5: Learning curves for Sof A-SAC and baseline algorithms on four MuJoCo control tasks.
The solid lines represent the average evaluation scores, and the shaded areas indicate the standard
deviation.

and canceling entropy terms due to the same fixed policy.

Therefore, we can say 77, iS @ contraction operator, because we perform this operation an
infinite number of times, ()1 and )5 converge to a fixed point. O

Policy Improvement Property (with a fixed adversary) We can also say EpsA-SAC can improve
the policy under a fixed adversary. Derivation is perfectly same as for SofA-SAC in Appendix
then we omit the description here. We should note that in Eq. (I7), we approximate 5, ~ v (-|s;)

by the numerical method, Projected Gradient Descent (PGD), then naturally we fix the adversary
during updating the policy.

C4 Practical Implementation of EpsA-SAC

Algorithm[]shows a pseudocode that represents practical implementation of the EpsA-SAC algorithm
in Section As for the same reason as in SofA-SA, we use two critic networks with target
networks and one policy network without a target network.

Compared to SofA-SAC, without any special measurements, EpsA-SAC can train agents stably
among all the four tasks by gradually increasing the worst-case weight £q,0-s¢ from 0.0 to the final
value (most case we found {0.8, 1.0} is preferable).

D Additional Results and Experiments for SofA-SAC

In this section, we present the results of additional experiments to detail the characteristics of
SofA-SAC and validate the observed tendencies.

D.1 Learning Curves and Evaluation Score Tables for SofA-SAC and Baseline Algorithms

Fig. [5] presents the learning curves for SofA-SAC and baseline algorithms in Section [5.1.1] We
would like to remind you that during training, Sof A-SAC utilized Gaussian-based observation
perturbations (virtually), and SA-SAC maintained the consistency of the policy output under the
L..,-norm. However, the actual trainings were executed without any perturbation. Although we
observe modest scores due to enhanced robustness in HalfCheetah, we found that the introduction of
Sof A-SAC and SA-SAC did not sacrifice performance. Furthermore, learnings were more stable than
with Vanilla-SAC in the complex task (Ant).

Table[T]shows the median values of average evaluation scores obtained from sixteen different training
seeds. Notably, the scores of Vanilla-SAC decrease significantly as the temperature parameter cvq¢x
is reduced. In contrast, our proposed method maintains performance and outperforms other baseline
models, especially when a1, > 4.

Following the recommendation in|Zhang et al.| [2021]], which suggests choosing the median seeds
from the evaluation where the methods get the weakest scores, we attempt to extract median seeds.
However, we observe that ranking scores under the strongest attack conditions occasionally results
in selecting training seeds that perform significantly worse in attack-free evaluations. This issue is
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Algorithm 4 EpsA-SAC Training

1: Initialize critic Qg, , (s, a) and actor 74(s)

2: Initialize target networks Qg , (s, a) by setting 67 5, < 612

3: Initialize a replay buffer R <+ () and entropy coefficient aveps <— 1.0
4: fort =1toT do

5:
6:

10:

11:

12:

13:

14:

15:

16:

17:

18:
19:

Execute action a; ~ mg(s;), observe (s¢, as, ¢, Se41, done), and store in R
Sample a mini-batch of M transitions (s, a}, 7}, s, |,done}) ~ R
- Update Critic:
- For random-case adversaries:
Sample perturbed states from the uniform distribution:
Sip1 ~U([st1 — €541 te)
Estimate random-case target values for each sample: ‘ ‘
ajiq ~ 7T¢('|§§+1)’ vi'y = QOQYZ (S%-H» a%+1) — Qent log 7T¢(d§+1|§%+1)
Y =1t + (1 — donel)y ming o} vifQ
- For worst-case adversaries:
Compute worst-case states 5;% ; by using PGD in the L,-norm state space (5 steps):

. . Qs (5§+1vl‘(§§iolld))
Si:_niew — proj(‘sifi-olld -7 1,2 agijrolld ) , 1) step size, u: mean action

Estimate worst-case target values for each sample: _ _
aiyq ~ 7T¢('|3§:-1)7 Uﬁ = QGLQ (3i+17 aﬁl) — Qent log 7r¢(a§j_1|s§11)
y"™* =1} + (1 — doney)yming; 5y vi%
Update 6, » by minimizing Huber-Loss:
M S S
L(91,2) = ﬁ Zi=1 (’fworstLHU(Qﬁ,z (sp.at),y™) + (1 — ’fworst)LHu(Q&g (s1,at), yw))
- Update Actor:
- For random-case adversaries:
Sample perturbed states from the uniform distribution:
8i ~U( st — €, 57+ €)
Calculate loss for the policy:
a’ ~me(ls"), o
L' = otent IOg 7r¢(a%r|sér) — g, g, Q91,2 (S%, a%r)
- For worst-case adversaries:
Compute worst-case states 5y by using PGD in the L.,-norm state space (5 steps):
9Qy, , (s1,1n(3"°'"))

Sixnew ixold __

s + proj(st
Calculate loss for the policy:
i ~ oI5,
L = Gy log s (@*[31°) — ming, 0, Qp, , (53, ")
Update ¢ by minimizing mixed policy loss:
M . .
L((b) = ﬁ Zi:l (K’worst[/z* + (1 - Kworst)LW)
- Update Entropy Coefficient:
Re-use the entropy values during policy improvement and update qey:
burrent = ~Fworst 8 T G 577) — (1= Fuorar) g mo(a|57)
L(aent) = _]TI4 Zi:l Qent (Htarget - HZurrent)
- Post Processing:
Soft update the target networks: ¢} 5 < (1 —7)0] 5 + 761 2
Update the worst-case weight parameter £.,,rs¢ according to the schedule

), 7 step size, p: action mean

20: end for

particularly pronounced with Vanilla-SAC, which sometimes fails to achieve valid scores during
strong attack evaluations. Therefore, we represent all the averaged evaluation scores in the box plots
for each method and evaluation, this can represent the variance and tendencies each methods have.
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Table 1: Median values of average episode rewards across 16 different seed models of original SAC,
SA-SAC, and SofA-SAC for four MuJoCo control tasks. Bold scores indicate the highest evaluation
scores among the three methods.

. . Gaussian SofA SofA SofA SofA SofA
Environment Method Vanilla (Cauk — 00)  Qauk = 2048 apuk =24 cuk =4 Quk =1  auk — 0
HalfCheetah Vanilla 13110.6 3075.6 2934.9 1746.7 422.7 379 -8.4

— 015 SA-SAC 7769.3 6810.6 6832.1 6369.4 3320.8 2096.4 1804.1

=0 SofA-SAC (Ours) 7720.5 7268.5 7278.2 7212.1 6025.6 3443.8 2659.9
Hovper Vanilla 3278.2 1408.0 1378.7 868.6 4142 224.6 20.3
. 713)30 SA-SAC 3334.3 31379 3102.3 3039.0 2625.8 1937.8 1415.9
S SofA-SAC (Ours) 3293.8 3221.3 32214 32253 3159.6 1551.2 567.8
Walker2d Vanilla 5587.6 4172.7 4336.6 3801.7 1848.3 438.8 384.2
c=0.15 SA-SAC 5416.0 5357.6 5205.3 5264.2 4752.7 2965.6 1149.9
U SofA-SAC* (Ours) | 5744.5 5324.6 53474 5452.4 5004.6 2457.6 811.1
Ant Vanilla 5379.1 645.4 767.8 472.3 162.3 83.8 86.7
c—015 SA-SAC 6946.8 4835.9 4800.4 4487.1 2637.2 1229.3 934.6
- SofA-SAC (Ours) 6816.9 5127.3 5273.2 4990.1 3940.2 2076.4 13394
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Figure 6: Ablation studies of Sof A-SAC were conducted on all four tasks under Gaussian-based soft
worst-case attacks. We tested versions including: neglecting the importance weight during policy
improvement (w/o IW), fully omitting adversaries during policy improvement (w/o adv_m), and
omitting adversaries during the updating of Q-values (w/o adv_Q).

D.2 Ablation Studies on SofA-SAC Procedures Across All Four Tasks

Fig. [6]shows the robustness evaluation results for SofA-SAC and its ablation variants. We tested three
variant methods in addition to Vanilla-SAC and Sof A-SAC. The first variant does not consider the
importance weight in Eq. [I4]during the policy improvement. The second does not involve adversaries
during policy improvement, as described in Eq. The last variant does not use adversaries during
Q updates, as outlined in Eq. [T3]

Effect of Importance Weight In HalfCheetah, the robustness of the variant that omits the impor-
tance weight is clearly inferior to that of Sof A-SAC. However, in other tasks, it is competitive. We
assume that the importance weight facilitates precise estimations for pessimistic scenarios under the
adversary but also introduces a variance element to training.

Effect of Adversary during Policy Improvement Across all four tasks, the absence of adversaries
during policy improvement results in a significant deterioration of robustness. These tendencies are
particularly evident in the complex task of Ant and under strong (or large) attacks.
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Figure 7: Ablation studies of SofA-SAC were conducted on all four tasks under Gaussian-based
soft worst-case attacks. We tested versions including: one where the coefficient parameter is high
(nearing randomness) with a,q = 2048, and another using only one sample to update both the policy
and Q-value (N = 1).

Effect of Adversary during Q-update Omitting adversaries during Q-update leads to high variance
and slightly inferior scores under attack evaluations. We estimate that without adversaries during
Q-updates, the action values tend to be overly optimistic (under the soft worst-case scenario), which
causes the policy behavior to become rough and fail to maintain good scores under perturbations.

D.3 Ablation Studies on SofA-SAC’s Sampling Settings Across All Four Tasks

To validate the differences between adding random perturbations during optimization, we examine
cases where the hyperparameter is adjusted to extreme values: one variant involves increasing the
temperature parameter, o+, (Which approximates Gaussian perturbation), and the other uses only
one sample (identical to a single sample from Gaussian perturbation). Fig. [/|displays the robustness
evaluation results. SofA-SAC with o, = 4 maintains higher scores even as attacks intensify.
However, especially in the case of HalfCheetah, a clear trade-off between performance without
attacks and robustness under attacked conditions is observed. The two variants outperform SofA-SAC
(aaux = 4) under attack-free conditions but exhibit lower robustness under evaluation conditions with
attacks.

D.4 Sensitivity Analysis of Coefficient Parameters for SofA-SAC and SA-SAC

To elucidate the characteristics of our methods and the tasks evaluated in our experiments, we present
Fig. [B] which shows the average evaluation scores for SofA-SAC and SA-SAC across various
coefficient trainings.

In HalfCheetah, the trade-off between performance under evaluation without attacks and robustness
against attacks is evident, influenced by the coefficient parameters (cvq¢¢1 for SofA-SAC and k.4 for
SA-SAC). Despite this trade-off, when comparing Sof A-SAC with SA-SAC at equivalent levels of
(Vanilla) evaluation, Sof A-SAC appears superior for strong attacks that related to MDPs (SofA and
Critic attack). In the context of the MAD attack, SA-SAC consistently achieves higher or competitive
scores with strong coefficient parameters due to the integration of a consistency term into the policy’s
objective function to counteract MAD attacks.

In Hopper and Walker, variants trained with weaker coefficient parameters than the main results (blue
and green) maintain equivalent performance under evaluation without attacks. However, stronger
attacks reveal the lack of robustness in these variants with weak coefficient parameters. Therefore,
we can search for parameters that do not degrade performance without attacks but maintain a certain
degree of robustness against attacks.
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Figure 8: Box plots represent the performance of SofA-SAC and SA-SAC under Gaussian-based
attacks across trainings with various coefficient parameters, including cg4s, for SOfA-SAC and kg
for SA-SAC. We use the same colors for the main settings: Vanilla (brown), SofA-SAC (blue), and
SA-SAC (green). Variants of SofA-SAC and SA-SAC with different parameters are represented by
light blue (for agsr; = 2048) and dark green, respectively.
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Figure 9: Learning curves for EpsA-SAC and baseline algorithms on four MuJoCo control tasks.
The solid lines represent the average evaluation scores, and the shaded areas indicate the standard
deviation.

In Ant, weaker coefficient parameters yield slightly inferior evaluation scores, and overly strong
attacks significantly reduce natural scores. We hypothesize that due to Ant’s high-dimensional state
space, a moderate level of pessimism or regularization aids in stabilizing learning. However, when
regularization is excessively strong, it leads to a drop in performance without attacks due to the
trade-off between the original task objective and the regularization objectives.

E Additional Results and Experiments for EpsA-SAC

In this section, we present the results of additional experiments to detail the characteristics of
EpsA-SAC and validate the observed tendencies.

E.1 Learning Curves and Evaluation Score Tables for EpsA-SAC and Baseline Algorithms

Fig. [0 presents the learning curves for EpsA-SAC and baseline algorithms in Section[5.1.2] We would
like to remind you that during training, EpsA-SAC utilized L,-norm observation perturbations, the
uniform distribution and the Critic attack, and SA-SAC maintained the consistency of the policy
output under the L,-norm. However, the actual trainings were executed without any perturbation. As
the same as in Appendix [D.I} we observe modest scores due to enhanced robustness in HalfCheetah,
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Table 2: Median values of average episode rewards across 16 different seed models of original SAC,
SA-SAC, and EpsA-SAC for four MuJoCo control tasks. Bold scores indicate the highest evaluation
scores among the three methods.

. Natural Uniform EpsA EpsA Critic
Environment Method Reward  (Fuorst = 0.0)  Kuorst = 04 Fuorst = 08 (Fuorst — 1.0)  WMAD  SA-RL - PA-AD
HalfCheetah Vanilla 13110.6 4547.8 24352 11603 769.5 12834 -11397  -32.0
P SA-SAC 7769.3 7404.3 52402 3054.9 2158.0 67947 10649 17847
=Y EpsA-SAC (Ours) | 7681.9 7572.8 6701.5 5495.0 42794 7000.7 55014  5327.9
Hovper Vanilla 32782 3290.5 3239.9 3237.9 3236.8 3225.1 1840.1 2956.6
7‘8"07, SA-SAC 3191.4 3195.7 3160.0 3145.9 3096.5 32049 31302 31410
€= 00 EpsA-SAC (Ours) |  3310.2 33194 3280.0 3249.7 3187.5 33404 31493 32432
Walker2d Vanilla 5587.6 5347.5 4976.6 4844.4 4388.5 46488 28589 2253.1
.08 SA-SAC 6056.3 6054.1 5654.4 5343.9 5169.0 60254 57414 54743
= EpsA-SAC (Ours) |  5928.8 5904.7 5769.1 5692.1 5134.8 5717.6 52246 52828
Ant Vanilla 5379.1 1907.7 177.0 158 -15.1 2190 1686  -542.0
s SA-SAC 5691.6 5258.3 1593.8 710.0 839.8 39013 30268 1173.1
=0 EpsA-SAC (Ours) | 5957.3 5610.4 3666.8 2166.4 2052.1 32692 28212 40337
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Figure 10: Ablation studies of EpsA-SAC under the L,-norm based attack. We tested versions
including: omitting adversaries during policy improvement (w/o adv_7) and omitting adversaries
during the updating of Q-values (w/o adv_Q).

however, we found that the introduction of EpsA-SAC and SA-SAC did not sacrifice performance.
Furthermore, learnings were more stable than with Vanilla-SAC in the complex task (Ant).

E.2 Ablation Studies on EpsA-SAC Procedures Across All Four Tasks

For EpsA-SAC, we also tested the absence of adversaries during training procedures. Fig. [[0]and [TT]
illustrate the learning curves and robust evaluation results for ablation studies that omit the adversary
during policy improvement and Q-update. Although we observe tendencies similar to those in the
SofA-SAC ablation study (detailed in Appendix [D.2), the absence of an adversary during policy
improvement typically results in reduced robustness, and its absence during Q-update leads to higher
variance scores. In Hopper and Walker2d, the differences are minimal, but the collapse in Ant is
severe. We assume that this is related to the observation dimension and perturbation scales that
is utilized during training. As described in Appendix [C.3] EpsA-SAC theoretically integrates the
training framework with the assumed adversary to maintain and update a unified action-value function.
However, if the attack scale increases and the observation dimensions are large, the policy can no
longer produce valid actions for subsequent action values. Consequently, the target action value
decreases progressively, leading to training collapse.
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Figure 11: Learning curves of ablation studies for EpsA-SAC. We trained versions including:
omitting adversaries during policy improvement (w/o adv_m) and omitting adversaries during the
updating of Q-values (w/o adv_Q).
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Figure 12: Box plots represent the performance of EpsA-SAC and SA-SAC under L,-norm attacks
across trainings with various coefficient parameters, including K05t for EpsA-SAC and k.4 for
SA-SAC. We use the same colors for the main settings: Vanilla (brown), EpsA-SAC (blue), and
SA-SAC (green). Variants of EpsA-SAC and SA-SAC with different parameters are represented by
dark blue and dark green, respectively.

E.3 Sensitivity Analysis of Coefficient Parameters for EpsA-SAC and SA-SAC

Fig. [12] displays evaluation scores from trainings with various coefficient parameters, ot for
EpsA-SAC and k.4 for SA-SAC. As discussed in Appendix the trade-off between performance
under attack-free evaluation and robustness is evident in HalfCheetah. In Ant, however, certain
parameters optimally balance regularization, stability, robustness, and performance without attacks,
demonstrating a sweet spot.

F Hyperparameter and Settings

In this section, we describe experiments settings and hyperparameter that are used in Section [3]
Appendix [D] and [E| We use SAC [Haarnoja et al.|, [2018alb] as the base algorithm. All variants,
including SofA-SAC, EpsA-SAC, SA-SAC, and WocaR-SAC, generally adhere to the settings and
parameters outlined in Appendix [F-1] except for their specific adjustments.
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Table 3: Common SAC Hyperparameter Settings

Hyperparameter Value

Optimizer Adam [Kingma and Ba|[2014]]
Learning Rate(Actor, Critic, ttept) 0.0003

Discount Factor () 0.99

Target Smoothing Coefficient (1) 0.005
Optimization Interval per Steps 1

Number of Nodes 256

Number of Hidden Layers 2

Activation Function RelLLU

Prioritized Experience Replay (Sper) start from 0.4 to 1.0 at the end
Replay Buffer Size 1,000,000

Batch Size 256
Temperature Parameter (cvept) Auto-tuning

Target Entropy (Hiarget) -dim|.A|, only for Hopper-v2: Hiqrger = 0.2

Normalizer state normalizer only

F.1 Vanilla SAC (Common settings)

Almost all settings follow those in the second SAC paper [Haarnoja et al.| 2018b]; however, it is
important to note that we added procedures and modified parameters to ensure stable evaluation results
across all four tasks. Specifically, we set the training steps at 1M for Hopper, 2M for HalfCheetah,
2M for Walker2d, and 3M for Ant. Table [3]lists all other settings, with underlined parts indicating the
additions or modifications we made to achieve stable experimental outcomes. We explain the reasons
for the modifications made, as detailed below.

Target Entropy for Hopper-v2 We found that the target entropy Hen = —dim|.A| = —3, as used
for Hopper-v2 in the original SAC [Haarnoja et al., [2018b], is too low to get stable final results.
Consequently, scores during training oscillated drastically, a phenomenon observed not only in our
SAC implementation but also in a well-known open-source implementation [Raffin et al., [2021].
Though a fixed temperature parameter ., = 0.2, as in the first SAC paper [Haarnoja et al., 2018al],
or decreasing learning rate for a.,; also work well, we decide to tune the target entropy only for
Hopper-v2 so as to keep stable final results.

Prioritized Experience Replay We use Prioritized Experience Replay (PER) [Schaul et al.l 2015]
to accelerate learning outcomes. While its effect is only slightly better in some tasks, we do not
observe any disadvantages to using PER. Therefore, we decide to continue to use this method.

Normalizer We normalize state inputs by recording running statistics as the agent receives infor-
mation from environments. Subsequently, when the SAC agent samples a mini-batch for learning or
calculating output from observation inputs, we use the state normalizer to set the mean and standard
deviation to 0.0 and 1.0, respectively.

We attempt to normalize rewards by episodic returns as SA-PPO [Zhang et al., 2020] and other recent
on-policy methods [Zhang et al.| 2021} |Oikarinen et al., 2021} |Sun et al.| 2021} Liang et al.,2022] did.
However, we observe that the agent’s learning became critically slow in HalfCheetah due to delays in
updating the running statistics. Therefore, we decided to abandon this normalizer.

F.2 SofA-SAC settings

SofA-SAC utilizes temperature parameter ik, Which determines the strength of the adversary, and
a sample approximation number N as its unique parameters. Typically, we set N = 64 during
Q-update and policy improvement except for ablation studies. We find that setting aepe from 4 to
oo works well across four tasks without significantly compromising performance under attack-free
evaluation, except in HalfCheetah. In Hopper and Ant, starting training with c, = 8 and gradually
decreasing it to a,qx = 4 results in stable scores and enhanced robustness. This approach likely
prevents pessimistic exploration during the initial training phase.
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When scheduling ok, we maintain the initial value until t = 2.5 - 10° steps, then linearly decrease
it to reach the final target parameter at ¢ = training-steps — 2 - 10°. Subsequently, we maintain this
final value until the end of the training. Consequently, we denote the parameters in the legends of the
graphs as *8to4’ or *4to4’ to clarify for the readers.

To avoid unintended unstable training in Walker2d-v2, we implement two special measures to exclude
outlier values that could lead to divergence. The first measure involves percentile clipping, which
restricts the next target value to the range between the 20% percentile and the 80% percentile across
the perturbed next-state samples. The second measure is to disregard the importance weight during
policy improvement, which, while potentially beneficial for incorporating the adversary, tends to
amplify the impact of outlier values.

F.3 EpsA-SAC settings

EpsA-SAC combines uniform perturbations with an approximation of the worst attack using the
mixture coefficient kyorg. We employ Projected Gradient Descent (PGD) to approximate the worst
attack, similarly to the approach used in the Critic attack [Pattanaik et al., 2018, [Zhang et al., 2020],
as detailed in Section[d.2.2] Since estimating the worst-case states that consider the entropy term of
SAC is challenging, we employ two approximations: (1) using the mean of the action outputs, and (2)
ignoring the entropy term. As the SAC-based algorithm’s Critic comprises two networks, we average
their outputs for gradient calculations.

To balance computational resources and performance, we determine that five gradient steps with a
random start during PGD suffice for our methods. To mitigate poor exploration during the initial
training phase, we start kyorse = 0 and linearly increase it to the target value by ¢ = training-steps —
2 - 10°, maintaining this level until the end of the training.

F.4 SA-SAC settings

Originally, SA-MDP [Zhang et al.,[2020]] was implemented for PPO, A2C, DDPG, and DQN. We
have adapted this to create a SAC version, termed SA-SAC, by appropriately extracting key elements
from both SA-PPO and SA-DDPG. SA-SAC updates its policy with action consistency terms to
account for cases where the attacker manipulates observations to induce actions that differ from the
original ones. This loss function for policy is represented as:

L(m) = Esvp() |Banr [aent logm(als) — Q7(s,a)] + fireg max Dz (w(:[s) || 7(-]5)) |, (59)

where k.4 is a coefficient term to balance the original SAC loss and consistency of actions. To
solve the maximization term in Eq. (39), there are two versions for computing: one using convex
relaxation and the other using Stochastic Gradient Langevin Dynamics (SGLD). We adopt SGLD due
to the higher scores reported in SA-PPO [Zhang et al., [2020]]. We carefully extract the essence from
SA-DDPG and SA-PPO and set the configurations as follows: The attack scale increases linearly
from O to the final target value according to a predefined schedule. This increase starts from step
t = 2.5 - 10° and reaches the final value at step ¢ = training-steps — 2 - 10°. Additionally, we use
five gradient steps in our calculations. Given the trade-off between robustness and performance under
attack-free evaluation, as reported in |Liang et al.|[2022], we conduct a comprehensive parameter
search for the coefficient term k.., among the values {1, 3, 10, 30, 100, 300, 1000}.

F.5 WocaR-SAC settings

WocaR [Liang et al.|[2022] is originally implemented only for PPO, A2C, and DQN. We have adapted
the essence of this method into our SAC implementation. In WocaR, the agent learns an additional
action-value function and its target network, which estimate the worst-case scenario induced by the
policy’s action. This action-value function for the worst-case scenario is represented as the Bellman
equation associated with the Worst-Case Bellman operator 7T as:

(TQ)(s¢,at) = r(s¢,as) +VEs,nr | min Q(sey1, p(5:11))] - (60)

St41€8e

To calculate the next worst-case action value during updates practically, they calculate action bounds
using convex relaxation (IBP) [[Gowal et al.,|2018|] and determine the worst action using PGD within
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these bounds. We employ auto_LiRPA [Xu et al.,2020] for the convex relaxation and perform five
iterations of PGD to ensure efficient computation within realistic time constraints.

During policy improvement, they enhance the gradient ascent objective of the policy by incorporating
the worst-case action value, aiming to balance performance under attack-free evaluation with robust-
ness in the worst-case attack scenario. For our SAC implementation, we implement two methods:
mixing the worst action value with the analytical target value (soft-max of the Q) as:

L(ﬂ-) = IEst(-) [EGNTF [aent log 7T'(a|3) - ((1 - Kworst)Qﬂ(Sva) + K1t}0rstQﬂ(57a))]] , (61)

combining DDPG’s policy loss with the worst action-value function by using the mean of the action,
u(s), as:

L(W¢) = ]ESND(') [(1 — Kuworst)Eana [Qent log m(als) — Q7 (s, a)] — ”worstgw(sa N(S))] . (62)

To mitigate poor exploration and pessimistic learning behaviors, they schedule both the attack scale
and the mixture rate of the worst-case objective throughout the policy optimization process. We
initiate the attack scale at 0.0 and maintain it until 2.5 - 10° steps, then linearly increase it to the final
scale by ¢t = training-steps — 2 - 10°, maintaining this value until the end of the training. Similarly,
we schedule £4,-5¢ to increase from 0.0 to the final target value, testing among {0.2, 0.4, 0.6}.

Both methods in Eq. (6I) and Eq. (62) learn well in smaller tasks (Pendulum, InvertedPendulum)
and at the initial stages of all four tasks. However, as the attack scale increases, the performance
drastically declines, leading to the collapse of training, even when we use more tighter bound method
[Zhang et al.l 2019]] than IBP used in WocaR. We hypothesize that this is because the policy fails to
learn from the worst-case scenarios due to the absence of adversaries during policy improvement.
Consequently, the policy cannot produce valid actions for the next target action value, causing the
worst action value to estimate increasingly poorer values as the attack scale enlarges.

A similar phenomenon is observed in the ablation experiment of EpsA-SAC in Ant-v2, which lacks
an adversary during policy improvement. Therefore, our findings indicate that directly applying
WocaR techniques to off-policy RL is challenging.

F.6 Evaluation settings

SAC requires more computational resources (GPUs) compared to PPO. Therefore, for evaluation, we
plot the mean of 20 episodic returns, using data from sixteen different training seeds for the main
result parameters (Fig. [T} Fig. 2). For other parameters and ablation studies, we conducted trainings
with eight different seeds for each setting and omitted the learning type attacker evaluations (SA-
RL/PA-AD). For attacker learning methods (SA-RL/PA-AD), we employ the same state normalizer
learned by the agent to normalize the attacker scale. Although this approach is somewhat akin to
white-box attack settings, we ensure that these settings are treated consistently, thus guaranteeing that
the results are evaluated in a uniform manner.

We use box plots to represent the average evaluation scores, mitigating the variance across different
training seeds. The box in each plot shows the 25%, 50% (median), and 75% percentile values, while
the whiskers extend to the minimum and maximum scores within the range that is not considered
outliers. Outliers are depicted as hollow circles and are defined as values beyond 1.5 x IQR from the
quartiles, where IQR (Interquartile Range) is the difference between the 75% and 25% percentiles.

Max Action Deifference (MAD) attack We basically follow as SA-PPO and SA-DDPG [Zhang
et al.,|2020]. We utilize SGLD and confirm that ten gradient iterations after random initial start are
enough for the evaluations.

Critic attack We apply the modified version of Critic attack [Zhang et al.;2020], rather than the
one originally proposed in |Pattanaik et al.| [2018]. We utilize Projected Gradient Decent (PGD) and
confirm that ten gradient iterations after random initial start are enough for the evaluations. As we
mentioned in Appendix [F:3] SAC’s Critic comprises two networks, then we use the mean of these
two action values to calculate the gradient descent.

SA-RL / PA-AD Because the network structure and the procedures (especially normalization)
of SAC are quite different from PPO, we implement the SA-RL [Zhang et al.| 2021]] and PA-AD
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Table 4: Computation times for each method

Hopper HalfCheetah  Ant

Model Time (hour)
Vanilla-SAC 7.2 16.7 23.4

SA-SAC 9.3 20.6 34.7
SofA-SAC 12.1 23.5 32.6
EpsA-SAC 17.2 35.6 53.8

[Sun et al., 2021] adversaries as the SAC agent. We use the same hyperparameter and settings as
detailed in Appendix with the exception of flipping the reward term » — —r and setting the
target entropy as Hiarger = —dim|S| only for SA-RL. We reuse the same state normalizer that was
learned for the policy to simplify the process and reduce additional variance terms when learning
adversaries.

Soft Worst Attack (SofA) As described in Appendix [B.2]and Algorithm[T]} we sample 64 perturbed
states in parallel from the prior distribution (Gaussian distribution in this study). Subsequently,
we calculate the probability weights for these samples. We then select one sample based on these
probability weights. When we set a,qx — 0, we deterministically choose the sample that has the
maximum probability weight.

Epsilon Worst Attack (EpsA) As described in Appendix [C.2]and Algorithm 3] we employ the
uniform distribution as the prior distribution and use the Critic attack [Pattanaik et al., 2018, |[Zhang
et al.| [2020] for approximating the worst-case attack. We utilize PGD for gradient descent and adopt
ten gradient iterations, consistent with the methodology used in the Critic attack evaluation.

G Computer Resources

To clarify the time and resources required to calculate our algorithms and other baselines, we present
Table [d] which shows the total training time for each algorithm. To ensure fair comparison, we use
Tesla V100 32GB GPUs for all the trainings.

H Potential Impact

Our research primarily focuses on proposing robust RL methods and evaluation techniques, which
we believe will significantly advance the practical applications of RL. However, it is important to
note that robustness methods, including those proposed in our methods, require additional computa-
tional resources compared to the original RL algorithms. Consequently, utilizing these methods in
scenarios where robustness is not a critical requirement may result in increased computational costs.
Furthermore, as with RL in general, there exists a potential risk of misuse in applications involving
automation and optimization. Nonetheless, we believe that the positive utility of assisting humanity
in creating a better society far outweighs these concerns.
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