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Abstract

This paper considers a distributed storage system, where multiple storage nodes can be reconstructed
simultaneously at a centralized location. This centralized multi-node repair (CMR) model is a generalization
of regenerating codes that allow for bandwidth-efficient repair of a single failed node. This work focuses on
the trade-off between the amount of data stored and repair bandwidth in this CMR model. In particular,
repair bandwidth bounds are derived for the minimum storage multi-node repair (MSMR) and the minimum
bandwidth multi-node repair (MBMR) operating points. The tightness of these bounds are analyzed via
code constructions. The MSMR point is characterized through codes achieving this point under functional
repair for general set of CMR parameters, as well as with codes enabling exact repair for certain CMR
parameters. The MBMR, point, on the other hand, is characterized with exact repair codes for all CMR
parameters for systems that satisfy a certain entropy accumulation property. Finally, the model proposed
here is utilized for the secret sharing problem, where the codes for the multi-node repair problem is used
to construct communication efficient secret sharing schemes with the property of bandwidth efficient share

repair.

Index Terms

Codes for distributed storage, regenerating codes, cooperative regenerating codes, centralized multi-

node regeneration, communication efficient sercret sharing.

I. Introduction

The ability to preserve the stored information and maintain the seamless operation in the event of

permanent failures and (or) transient unavailability of the storage nodes is one of the most important issues
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that need to be addressed while designing distributed storage systems. This gives rise to the so called ‘code
repair’ or ‘node repair’ problem which requires a storage system to enable mechanism to regenerate (repair)
the content stored on some (failed/unavailable) storage nodes with the help of the content stored on the
remaining (live/available) nodes in the system. A simple replication scheme where one stores multiple copies
of each data block on different nodes clearly enables the node repair as one can regenerate the data blocks
stored on a node by obtaining one of their copies from the other nodes in the system. However, replication
suffers from the decreasing rate as one increases the replication factor in order to enhance the resilience
of the system. This motives the use of erasure codes as they efficiently trade-off the storage space for the
ability to tolerate failure/unavailability of storage nodes. However, the better utilization of the storage space
should also be accompanied by a resource-efficient node repair process and efficiency of the node repair
becomes a yardstick for implementing one erasure code over another.

Towards this, Dimakis et al. propose repair bandwidth, the amount of data downloaded from the contacted
nodes during the repair of a single node, as a measure of the efficiency of the repair process in [I]. Considering
n storage nodes where any set of k nodes are sufficient to reconstruct the entire information, Dimakis et al.
further characterize an information-theoretic trade-off among the storage space vs. the repair bandwidth
for such codes. The codes which attain any point on this trade-off are referred to as regenerating codes.
Over the past few years, the problem of designing regenerating codes has fueled numerous research efforts
which have resulted into the constructions presented in [I], [2], [3], [, [5] and the references therein.

In this paper, we explore the problem of enabling bandwidth efficient repair of multiple nodes in a
centralized manner. In particular, we consider a setting where one requires the content of any k out of n
nodes in the system to be sufficient to reconstruct the entire information (as a parameter for the worst
case fault-tolerance of the system). As for the centralized repair process, we consider a framework where
the repair of ¢ > 1 node failures is performed by contacting any d out of the m — ¢ remaining storage
nodes. We also assume that 5 amount of data from each of the d contacted nodes are downloaded. We aim
to characterize the storage vs. repair-bandwidth trade-off under this centralized multi-node repair (CMR)
framework.

We believe that this framework is more suitable for the setting of large scale storage systems where there
is a need to perform repairs at a central location. Our CMR model is perhaps useful for the following
scenarios: a) Architectural and implementation related issues: Architectural constraints could make it more
efficient to regenerate the content in a centralized manner. For instance, in a rack-based node placement
architecture, a top-of-the-rack (TOR) switch failure would imply failure of nodes in the corresponding rack
to be unaccessible, and regenerating entire content of the failed rack on a per-node basis, i.e., independently
one by one, would be less efficient as compared to regenerating the content at a central location, e.g., at a
leader node in that rack. b) Threshold-based data maintenance: These schemes regenerate servers after a
threshold number of them fail. After regenerating the content stored on the failed nodes, the administrator

can recruit ¢ newcomers as replacements of the failed nodes and re-distribute the data to the newcomers
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in order to restore the state of the system prior to the failures. ¢) Availability: In the event of transient
unavailability of the t storage nodes, the centralized repair process allows the user to get access the content

stored on the unavailable nodes in a bandwidth efficient manner.

A. Related work

We note that the repair of multiple nodes in a bandwidth-efficient manner has previously been considered
under the cooperative repair model introduced in [6], [7]. There are two major differences between the
cooperative and centralized repair frameworks: a) Under cooperative repair framework [6], [7], all ¢ newcomer
nodes are not constrained to contact the same set of d out of n—¢ surviving nodes. The framework allows each
newcomer to contact any d surviving nodes independent of the nodes contacted by other ¢ — 1 newcomers.
b) Under cooperative repair framework, after downloading data from the surviving nodes, the newcomers
exchange certain amount of data among themselves. On the other hand, since a centralized entity (e.g.,
the administrator or a master server node) has access to all the downloaded information, such information
exchange is not required in the centralized repair model. Our hope is that removing the additional restriction
imposed by the cooperative repair framework will enable designing codes for a broader range of system
parameters.

The problem of centralized bandwidth-efficient repair of multiple node failures in a DSS employing has
previously been considered by Cadambe et al. [§]. However, they restrict themselves to only MDS codes and
they show existence of such codes only in the asymptotic regime where node size (amount of data stored
on a node) tends to infinity.

In addition, locality, the number of nodes contacted during repair of a single node, is another measure of
node repair efficiency which have been extensively studied in the literature [9]. Various minimum distance
bounds and constructions achieving trade-offs are presented in [9], [10], [TT], [12] and the references therein.
In particular, recent works [I3], [I4], [I5] have studied locality problem with multiple node repairs, which
is a model relevant to the framework studied in this paper.

Finally, in a recent work [16], Huang et al. proposed a model for communication efficient secret sharing,
where the system stores a secret over n nodes (shares) with the property that accessing to any z shares
does not reveal any information about the secret, and accessing to any d shares does reveal the secret.
The framework [16] is similar to that of [I] in the sense that one contacts to more than enough number of
nodes (and download a partial data from each) in order to reduce the total amount of bits downloaded (to
reveal secret in the former, and to repair a node in the latter). Given this setup, [16] provides a bound on
required amount of communication to reconstruct the secret, constructs explicit coding schemes for certain
parameter regimes achieving the stated bound, and shows an existence result for general set of parameters.
More recently, [I7] focuses on the same model and proposes codes that can achieve the bound provided
in [16] for general set of parameters. A separate body of work [I8], [19], [10], [20], [2I], [22] considers

secure regenerating codes, where eavesdropper accessing to a subset of nodes in the system does not get
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any information about the stored data in the system. These works essentially focus on characterizing the
maximum amount of secret bits that can be stored within a system that employs a given regenerating code
(e.g., MSR/MBR). In this sense, these works consider a storage of data that is composed of both public
(without security constraints) and private (with security constraints) information, and a data collector
connects to a predefined number of nodes to recover both types of information. Whereas, in [16], only the
reconstruction of the private information is the concern. In addition to this key difference, the eavesdropper
models in secure regenerating code papers also include eavesdroppers that can observe the data transferred
during node repairﬂ7 whereas the framework in [I6] does not consider repair problem. We note that
regenerating coding schemes which are secure against such eavesdroppers are presented in [18], [19], [10],
[20] and references therein. And, the problem of designing secure cooperative regenerating codes is explored

in [211, [22.

B. Contributions

The results of this work can be summarized as follows.

o We develop general repair bandwidth bounds for the CMR model at minimum per-node storage multi-
node repair and minimum bandwidth multi-node repair regimes, referred to as MSMR and MBMR
operating points respectively.

o We investigate tightness of the derived bounds with appropriate code constructions, and characterize the
fundamental limits of the CMR model. In particular, for the MSMR scenario, the fundamental limit is
characterized utilizing functional repair for all parameters. For special cases, explicit constructions that
achieve the stated bound are also provided. These constructions are based on cooperative regenerating
codes with minimum per-node storage (MSCR) codes as well as Zigzag codes. For the former set of
codes, we show a result that any MSCR code can be utilized as MSMR code achieving the stated
bounds. For the latter case, we show that multiple nodes can be repaired in Zigzag codes, and this
proposed repair process is bandwidth-wise optimal, achieving the derived bound in this paper.

e For the MBMR scenario, we define minimum repair bandwidth as the property of having amount
of downloaded data matching to the entropy of ¢ nodes. For this setup, the fundamental limit is
characterized for systems having a certain entropy accumulation property. In addition, we obtain a
general mapping from minimum bandwidth cooperative regenerating (MBCR) codes to MBMR codes,
and, utilizing MBCR with a certain entropy accumulation property, we show achievability of the stated
bounds, characterizing the MBMR operating point in this special entropy accumulation case.

o Finally, we focus on the secret sharing problem, and show that the codes for the multi-node repair

problem can be transformed into communication efficient secret sharing schemes that posses not only

1This eavesdropping model is important for non-MBR codes, as for MBR codes, the amount of downloaded content for a

node repair is same as the data stored in the node.
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the reliability (for multi-node repairs) but also the security properties. We propose a secret sharing
mechanism with repairable shares that have the highest possible repair bandwidth-efficiency in the

multi-node failure setup. Adversarial attack setup is considered to provide secrecy.

IT. Centralized multi-node repair model

We introduce a new model for simultaneous repair of multiple node failures in a distributed storage
system (DSS), namely centralized multi-node repair (CMR) model. Consider an (n, k)-DSS, i.e., the system
comprises n storage nodes and the content stored on any k nodes is sufficient to reconstruct the information
stored on the system. For an (n, k)-DSS, under (d,¢)-CMR model, any set of ¢ failed nodes in the system
can be repaired by downloading data from any set of d out of n — t surviving nodes. Let « denote the
size of each node (over a finite field F) and 8 denote the amount of data downloaded from each of the
contacted d nodes under the (d,t)-CMR model. In order to denote all the relevant system parameters,
we also expand the notation for the CMR model as (n, k,d,t, a,v)-CMR model or (d,t,a,v)-CMR model.
After downloading v = df symbols from the contacted nodes, the content stored on all ¢ failed nodes is

recovered simultaneously in a centralized mannelﬂ

III. A file size bound for the CMR model

In this section, we initiate the study of the trade-off between the per-node storage o and repair bandwidth
~ for the CMR model. We first provide a file size bound for the CMR model.

Let the system store a uniformly distributed file f of size |f| = M (over a finite field F). Consider the
case when the nodes indexed by a set K C [n] such that || = k are used to reconstruct the file f. Further,
assume that this set of nodes are partitioned into g number of distinct subsets S; with |S;| = n; <t such

g
that Y n; = k. We have the following bound.
i=1

Lemma 1. The system parameters necessarily satisfy

M < imin {nia, (d -

i—1
i=1 j=1

nj)ﬂ}. (1)

Proof: Denoting the symbols stored on the nodes indexed by the set S by xgs, we have
(@)

M= H(E) @ H(E) — H(fxi) = Too:£) < Hixe) )
(2 ZH(XSi XSIZSi—l) (3)
(é) Zmin H(xs,), (d — 4_ nj)ﬁ (4)

2The CMR. model also allow for the distributed/parallel repair of all the ¢ failed nodes by ¢ newcomers independently.

However, it is assumed that each of the ¢ newcomers have an access to all the v downloaded symbols.
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@ I '
<> ming nia, (d—Y n;)B ¢, (5)
=1

where (a) is due to recoverability constraint H(f|xx) = 0 as |[K| =k, (b) is due to K = U_S;, (¢) & (d)

are due to the following bounds for each term in the sum: H(xs, |xs,.s,_,) < H(xs,) < n;a, and

(e)
H(Xsi X3113i71) = H<X3i X8138i—1)

- H(Xsi |X$1251‘—1 ’ d,Hi*Sl:Si—l)

= I(dHi—8128171 ; X81 |X51:Si71)

i—1

< H(dH1781:Si71) < d— an B

j=1
where set of helper nodes to regenerate symbols in S; is denoted as H;, this set of d nodes is constructed by
using the sets S; - - - S;—1 and additional nodes not belonging to these sets (this is possible as zgjl n; =k <d),
i=

downloaded symbols from these additional nodes are denoted as dy, —s,.s, , with |H;—S81 : S;—1| = d—lz_:l n;,
and (e) follows as H(xs,|xs,:8,_1,dH,-81.._,) = 0 as H(xs|d#)=0 for any S such that |S| <t and aily H
such that |H| = d. ]

Given the bound in Proposition[I} we differentiate between two operating regimes of the system: Minimum
storage multi-node regeneration (MSMR) and minimum bandwidth multi-node regeneration (MBMR). The
MSMR point corresponds to having an MDS code which requires that & = M /k. Codes that attain minimum
possible repair bandwidth under this constraint, i.e., « = M/k, are referred to as MSMR codes. On the
other hand, the MBMR point restricts that H(xs) = v = df for every S C [n] such that |S| = ¢, i.e.,
the amount of data downloaded during the centralized repair of ¢ node failures is equal to the amount of
information stored on the lost ¢ nodes. MBMR codes achieve the minimum possible repair bandwidth under
this restriction, i.e., H(xs) = v = dS. In the following, we focus on the problem of characterizing these two

operating points of the CMR model.

IV. MSMR Codes

We first utilize Lemma [I] to obtain a bound on the repair bandwidth at the MSMR point, and then focus

on achievability.

A. Repair bandwidth bound

Proposition 1. Consider an (n, k)-DSS that stores a file of size M and enables repair of ¢ failed nodes under

a (d,t,apsmp = %,7)-CMR model. Then, we have

Madt
YTMSMR = i (6)

d—k+1t)
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Proof: Let a = |k/t] and b = k —at. We set ny = b and n; =t for i = 2,--- ,g = a+ 1. From the
bound , we obtain

M < min {ba,dB} + > min {ta, [d — (i — 1)t — b3} . (7)

=1

Note that we have a = % which implies that dB8 > ba and

[d—(i—1)t—b]3>ta,Vi=1,--- ,a,

From this, we obtain 8 > % and [d — (a — 1)t — b]B > ta, ie., B > [dfaioibﬂ] = [dj,‘:+t]. This implies that
t bl & Madt
Tusur = df 2 amax{d—k+t’d} K(d—Fk+t)
where (i) follows from the fact that we have b <t < k and a = %2. ]

Remark 1. Note that the same bound is also obtained by Cadambe et al. in [§] where they consider repair
of multiple failures in an MDS code.

M Mdt )

Remark 2. A code that allows for repair of ¢ failed nodes with the parameters (d, t,a= Y = Tk

CMR is an MSMR code.

Proposition 2. The bound above (@ does not improve when helper nodes are allowed to contribute different

amounts of data for regeneration of ¢ nodes.

Proof: The proof follows from the steps given in [16]. Assume that the n nodes in the DSS are indexed
by the set [n]. Let’s consider a specific failure pattern, where the ¢ nodes indexed by the set [t] C [n] are
under failure. Furthermore, we assume that the d nodes indexed by the set {t + 1,t 4+ 2,...,t + d} are
contacted to repair the ¢ failures under the centralized repair model. For j € {t +1,t+2,...,t+d}, let s;
denote the symbols downloaded from the node indexed by j in order to repair the ¢ failed nodes. Without

loss of generality, we can assume thatﬂ

|St41] > [St42| > -+ > [styal- (8)

Note that an (n, k)-coding scheme with « = % is an MDS coding scheme. Therefore, the content of the

nodes indexed by the set {t + 1,...,k} does not provide any information about the content of the failed
nodes, i.e., the nodes indexed by the set [¢t]. Therefore, in order to be able to repair the ¢ failed nodes, we

need to have
t+d

S sl >t (9)

j=t+k+1

t4d )
3Note that the proof holds even when we define 8; = %’5 = M, i.e., Bt represents the average number of symbols
downloaded from each of the contacted nodes. In the special setting where we have each contacted node contributes the equal

number of symbols during the centralized node repair process, we have 8¢ = [s¢1| = -+ = [S¢4dl-
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1 2 3 4 5 6

Zo,0 | Xo,1 To,0 + Te,1 +T22 | Xoo +X31+ X12
10 | 1,1 | T12 | 1,0 X110 FX12 1,0+ Ta1 + X222
T20 | T2,1 | T2,2 | 20+ X211 + X222 | T2,0+ Ts,1 + T12

x30 | 31 | 3,2 | 30+ X31+X32 | 3,0+ To,1+Ts2 | T30+ Te,1 + XTa2
T40 | Ta,1 | Ta2 | a0+ Ta1 +Ta2 | T40+T1,1 +T3,2 | Ta0 +T71 + T2
T50 | 51 | Ts2 | 50+ X51 +Xs52 | Ts,0+T21 +Ta2 | Tso+ Xs1 + X322
Z6,0 | Te,1 | Te,2 | Te,o + Te,1 + Te2 | Te,o0+ T3,1+ T2 | Te,o + To,1 + 7,2
T70 | T71 | Tr2 | Tro+ Trat+Tr2 | Tro+ Tan +Te2 | Tro+ T11 + Ts2
T30 | 8,1 | g2 | Tgo+ Tl + T2 | Tso+ Tsa1+ Tre | Tso+ T2+ Te2

Fig. 1: Repair of the first two systematic nodes in a (6,3)-zigzag code. (Coding coefficients of the parity
symbols are not specified.) Blue (red) colored symbols contribute in the repair of only node 1 (respectively,
2) in the case of single node failure. Green colored symbols contribute in the repair of both node 1 and
node 2 in the case of single node failure. Magenta colored symbols denote the additional symbols that need

to be downloaded to enable the centralized repair of both the nodes.

i.e., the amount of data downloaded from the remaining d + ¢ — k contacted nodes should be at least the

amount of information lost due to node failures. Therefore, we have

t+k (@) d t+d
Ve = Z Is;| = Py Z ;]

j=t+d j=tk+1
®  dta
> — 10
T d—k+t (10)

where (a) and (b) follow from and (9), respectively.
|

B. Constructions and the characterization of the MSMR point

1) Constructions from existing MSCR codes: Minimum storage cooperative regenerating (MSCR) codes
allow for simultaneous repair of ¢ storage nodes with the following scheme: Each newcomer node contacts
to d nodes and downloads 8 symbols from each. (Different nodes can contact to different live nodes.) Then,
each newcomer node sends ' symbols to each other. Under this setup, the repair bandwidth per failed

node is df + (t — 1)’. MSCR codes operate at anrscr = M/k and Syscr = Bysor = W.

Proposition 3. A code C that operates as an MSCR, code is also an MSMR, code for the CMR model.
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Proof: Consider that each failed node contact to the same set of d nodes in the MSCR code C. Then,
each failed node downloads SBpy;scr symbols from these d helper nodes, resulting in a total of at most
v =tdBrscr = % symbols. These symbols can recover each failed node, hence regenerates ¢ failed

nodes in the CMR model. Therefore, code C is an MSMR code with a = % and v = [ |

We remark that random linear network coding attains MSCR point [6], hence it provides an MSMR code
with functional repair. Explicit code constructions for the MSCR setup while ensuring exact-repair, on the
other hand, are know for a small set of parameters. The only such constructions that we are aware of are
provided in [23] for k =t = 2, in [24] for ¢t = 2 (for parameters (n,k,d) at which (n,k,d+ 1) MSR codes
exist), and in [0] for d = k. We believe that moving from the cooperative repair model [6], [7] to the CMR
model would allow us to construct MDS codes (MSMR codes) that enable repair-bandwidth efficient repair
of t nodes for an expanded set of system parameters. We exhibit this by designing a scheme to perform
centralized repair of multiple nodes in a distributed storage system employing a zigzag code [3].

2) Centralized repair of multiple node failures in a zigzag code [3]: The zigzag codes, as introduced in

[B], are MDS codes that allow for repair of a single node failure among systematic nodes by contacting

d=n—1 (all of the) remaining nodes. The zigzag codes are associated with the MSR point [I] (or MSMR

point with ¢ =1 (cf. (6)))) as each of the contacted d = n — 1 nodes contributes 8 = T = symbols

e
during the repair of a single failed node. This amounts to the repair bandwidth of v = dp = Z:}Ca. Here,

we show that the framework of zigzag codes also enable repair of multiple nodes in the CMR model.
We state the achievable parameters in the following result. We then illustrate the proposed centralized
repair scheme with the help an example of an (n = 6,k = 3)-zigzag code where we can simultaneously

repair any 2 systematic node&ﬂ

Theorem 1. For an (n = k + r, k) zigzag code with r = n — k > 2, it is possible to repair any 1 < ¢ < 3
systematic nodes in a centralized manner with the optimal repair-bandwidth (cf. @ by contacting d =n—t

helper nodes.

Proof: We provide the details of the repair process for 2 < ¢t < 3 systematic nodes along with the

necessary background on zigzag codes in Appendix [A] ]

Example 1 (Repairing ¢t = 2 systematic nodes in a (6, 3)-zigzag code). Let’s consider a zigzag code with
the parameters n = 6,k = 3 and a = 9 from [3]. This code is illustrated in Table |1| where each column
(indexed from 1 to 6) represents a storage node. Recall that, in the event of a single node failure, this code
allows for the repair of any systematic node failure by contacting d=5 remaining nodes and downloading
B = %3 = 3 symbols from each of these nodes. We now show that we can use this same construction (with

required modifications of the non-zero coeflicients in coded symbols) to repair 2 systematic node failures

4In a parallel and independent work [25], the authors present a mechanism for repairing multiple failures in zigzag codes as

well. They show that the zigzag codes can repair any t < n — k failures while achieving the lower bound in @
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10

by contacting d = n — 2 = 4 remaining nodes. We download ¢ dA:I:Jr2 = 2-%- = 6 symbols from each of the

d = 4 contacted nodes.

Assume that node 1 and 2 are in failure. We download the colored symbols from node 3 to node 6 in
Figure [I] to repair these two nodes. Using the downloaded symbols, we get the following 18 combinations
in the 18 unknown information symbols. (We suppress the coefficients of the linear combinations here.)

0,0 + X6,1, 1,0+ T4,1, T2,0 + T2,1, T30+ To,1,
T40+ 27,1,T50+ 5,1, Teo+ To,1, T7,0+ T7.1s
r8,0 + X5,1,%2,0 + T8 1, 1,0+ 27,1, T6,0 + T6.1,
T2,0 + 51, 7,0+ T4,1,T0,0 + 3,1, 8,0+ T2.1,
1,0 + 1,1, Zo,0 + To,1. (11)

Now, we need to show that it is possible to choose the coding coefficients in such a manner that these
18 equations allow us to recover the desired 18 symbols. Assuming that A denotes the 18 x 18 coefficient
matrix of the aforementioned 18 combinations, it is a necessary and sufficient (with large enough field size)
condition for the matrix A to be full rank that the natural bipartite graph associated with the matrix A
contains a perfect matchingﬂ [26], [27]. We illustrate one such perfect matching in , where the colored

unknown symbol in a combination represents the unknown symbol matched by that combination. The

similar argument can be performed for the remaining combinations of 2 failed systematic nodes.

3) MSMR point: The achievability results above together with the repair bandwidth bound reported in

the previous section, see Remark [2] results in the following characterization.

Theorem 2. The MSMR point for the (n,k,d, t, a,v)-CMR model is given by

M Mdt
OMSMR = ?7 YMSMR = m

V. MBMR Codes

In this section, we focus on the other extremal point of the storage vs. repair-bandwidth trade-off, namely

the MBMR point.
A. Repair bandwidth bound

For the MBMR point, depending on whether ¢|k or ¢ 1k, we state the following two results.

Proposition 4. Assume that ¢|k. Consider an (n, k)-DSS that stores a file of size M and enables repair of

t failed nodes under a (d,t,anprpr, Ym v r)-CMR model. Then, denoting the entropy of ¢ nodes as Hy,

5The left and the right nodes in the bipartite graph correspond to the combinations and the unknowns, respectively.
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11

we have

tappmr > He = YymMBMER, (12)

M2dt
7MBMR-‘M&1 k+t)

(13)
Proof: Note that the MBMR point has H(xs) = vmpumr for every S C [n] such that |S| = t. Therefore,
we have
yusmr = H(xs) <Y H(x;) < taypur.
€S

In order to establish the lower bound on vy R in , we use n; = t, Vi € [a] in the bound , we obtain

k/t
k(2d—k+t
< —1 - — . 14
M Z (i = 1)t)8 = t( 5 )B (14)
This implies that vy pypr = dB > %. [ ]

Proposition 5. Consider an (n, k)-DSS that stores a file of size M and enables repair of ¢ failed nodes under
a (d,t,appyvr, YmBmr)-CMR model. Then, the bounds given in and hold for the case of ¢ 1k,

if Hy > (g) [b (24tt=l) — (g)}, where b = k (mod t), and Hj denotes entropy of b nodes in the system.

Proof: The bound in follows from the similar analysis as presented in the proof of Proposition
In order to establish , we select g = |k/t] +1 = a + 1 disjoint sets of nodes indexed by the sets
S1,82,...,8y such that ny = |[Si| = b and n; = |S;| =t for i € {2,3,--- ,g = a+ 1}. Note that we have
>; ni = k. Utilizing this particular sequence of sets in along with the fact that we have H(xs,) = df
for 2 < ¢ < g, we obtain
./\/l<n111r1{Hx$1 dﬁ}—&-z Z—l)t—b)ﬁ

i=1
a

=H(xs,)+ Y _(d—(i—1)t—0)B. (15)

i=1
Note that the choice of the set S; is arbitrary and all the nodes in the system are equivalent in terms of
their information content. Therefore, Hy = H(S1) (the amount of information stored on b nodes indexed

by the set Sp) only depends on b. It follows from that

2dk+(tb))aﬁ 16)

MSHbJr( 5

In order to have the bound in we need the RHS of to be at least the RHS of , ie.,

Hb+(2d—k;(t—b)>aﬂ> /; <2d—2k:+t>ﬁ'

This implies that

2 —k+t\ k (2d—k+(t—0b)
oy > (2 )tﬁ_ (2 )aﬁ
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Remark 3. A code that allows for repair of ¢ failed nodes with Hy = v = % is an MBMR code for

the case of t|k and t 1k, if for the latter case the system also operates at Hj > (g) [b (2“%_1) — (g)}

B. Constructions and the characterization of the MBMR point

1) Constructions from existing MBCR codes: MBCR codes have aypor = %gjﬂ’:i, B = %Qdftfk’

and ' = %m A construction of MBCR codes for all parameters is provided in [28], where the

entropy accumulation for MBCR, codes is also characterized. In particular, entropy of b < k nodes is given

by Hy = (b(252) - (}))

Proposition 6. A code C that operates as an MBCR, code is also an MBMR, code for the CMR model that

operates at o = S and M2 (7) b (45 = 3))

Proof: Consider that each failed node contact to the same set of d nodes in the MBCR code C. This

results in a repair bandwidth of at most v = tdBypor = %. Entropy of ¢ nodes in this code is

given by H; = (t (%) — (;)) %2d+2t—k = k(zjgfffk) = . These and also the entropy of b nodes meet

the conditions stated in Remark [3] establishing the claimed result. [ |
Remark 4. In general, for MBMR codes, we have the condition that ta > Hy = yppargr- It is not clear if

a can be further reduced than that in Proposition [6] e.g., when b = 0.

2) MBMR point: The achievability results above together with the repair bandwidth bound reported in

the previous section results in the following characterization.

Theorem 3. Let k (mod t) = b. Then, for the CMR models satisfying H;, > (%) [b (2= — (g)], the
MBMR point is given by

" _ M2dt
P OMBME = R 0dt— k)

VI. Applications to communication and repair efficient secret sharing schemes

Recently, in [16], Huang et al. proposed a model for communication efficient secret sharing. They consider
a setting where one wants to encode a secret m € Fg into N shares s1,8g,...,sy € Fg. The encoding
from secret to shares should satisfy two requirements: 1) Given any z shares one should not be able to
learn any information about the secret m and 2) given access to any d > N — r shares one should be
able to reconstruct (or decode) the entire secret m. Huang et al. refer to such secret sharing schemes as
(N, K,r,z)q secret sharing schemes. For a naive secret reconstruction process, one downloads () symbols
over Fg from each of the d contacted shares leading to the communication bandwidth (the amount of data

downloaded for secret reconstruction) of d@) symbols over Fg. In [I6], Huang et al. explore the minimum
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possible communication bandwidth of an (N, K,r,z)g secret sharing scheme as a function of the number
of shares participating in the reconstruction process d. Towards this end, the authors obtain the following
bound on the communication bandwidth of an (N, K,r,z)g secret sharing scheme when N —r < d < N

shares are available during the reconstruction processﬂ
BW; > —K (18)
d — l )

where the communication bandwidth is counted in terms of the number of symbols over Fg. Huang et al.
further present an explicit (N, K = N —r — 2,7, z)¢ secret sharing scheme which attain the bound in
for d = k and d = N. They also show the existence of (N, K = N —r—z,r,2)g secret sharing schemes which
attain the lower bound on the communication bandwidth for all values of d in {N —r,N —r+1,...,N}.
Note that these secret sharing schemes are designed to work for a particular value d. However, it is also an
interesting question to design secret sharing schemes which simultaneously work for all the values of d. In
[17], Bitar and El Rouayheb present two explicit constructions which give (N, K = N —r — 2,7, z)q secret
sharing schemes with optimal communication bandwidth. The first construction attains the bound in
for any fixed d and the second construction simultaneously attains the bound for N —r < d < N.

In this section, we show that the communication optimal (N, K,r,z)¢o secret sharing schemes can be
designed using the codes which allow for centralized repair of multiple nodes. The added advantage of using
this approach to construct secret sharing scheme is that this method also enables bandwidth efficient repair
of shares in the secret sharing scheme. This can also be viewed as an attempt to unify the study of repair
bandwidth efficient codes for distributed storage and communication efficient efficient secret sharing. This
allows us to employ various ideas from the work on secure distributed storage literature to the setting of
communication efficient secret sharing.

Let M? be the size of the secret m (over F,) that we want secure in the secret sharing scheme. We
further assume that each of the NV shares in the secret sharing scheme consists of a symbols over F, i.e.,
we have Fg = F4«. Note that Huang et al. define the sizes of the secret and the shares over the same
alphabet Fg = Fyo [16]. However, we denote the size of the secret over a base field F, and assume that
each share comprises a symbol from the extension field Fg = Fy«. This representation is quite prevalent
in the distributed storage literature and is consistent with the rest of the paper as well. We represent the
secret sharing scheme as an (N, M?® r,2)q 4 or (N, M?, 1, 2), secret sharing scheme. First, we restate the
lower bound on the communication bandwidth of an (N, M®,r,z), secret sharing schemes (cf. (I8)) in our

nO‘atiOnS as fOHOWS.
d Z l ) 19

where we count the communication bandwidth BWj in terms of number of symbols over the base field IF,.

6In [16], the authors present this bound in terms of communication overhead CO4 which is the difference between the

communication bandwidth BW, and the size of the secret K.
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Definition 1. (z-secure distributed storage system) Consider an (n, k)-DSS storing a file £° of size M?* (over
F,) under the (d,t)-CMR model. We say that the DSS is z-secure if an eavesdropper who has access to the

content of any set of z (out of n) storage nodes does not gain any information about the file f£*.

Remark 5. Recall that when there is no security requirement, we denote the file stored on the DSS and its
size as f and M (over F,), respectively (cf. Section . The quantity M — M? denotes the loss in the file
size that the system has to bear in order to guarantee the information theoretic security of the stored file
against an eavesdropper. Or, this part of the data can be considered as public information (without any

secrecy constraints), as compared to the private counterpart (which has secrecy constraints).

The file size bounds for DSS which are secure against even a general eavesdropping model where an
eavesdropper can observe both the content stored on a set of nodes and the content downloaded during
the repair of another set of node have been previously considered in the literature. The regenerating coding
schemes which are secure against such eavesdroppers are presented in [18], [19], [I0], [20] and references
therein. Similarly, the problem of designing secure cooperative regenerating codes is explored in [21], [22].
As discussed in Section [[V] and [V] both regenerating codes and cooperative regenerating codes are specific
sub-classes of codes for centralized repair model. Therefore, both the secure regenerating codes and secure
cooperative regenerating codes which can prevent the leakage of information to an eavesdropper observing
the content stored on z-storage nodes form special cases of z-secure DSS under CMR model with respective
system parameters.

We can utilize z-secure coding scheme for DSS under the CMR model to obtain communication efficient
secret sharing schemes. We first illustrate this approach with the help of a secure MSR, code in the following
subsection. We then comment on how this approach can be employed using general secure coding schemes

for DSS under the CMR model.

A. An example

Let C be a linear systematic code which operates at (n,M,d <n —1,a = %,ﬁ = q MSR

[0}
d—(z+1)+1 )
point. Note that this C is also an MDS code where the content of any k£ = z 4+ 1 symbols is sufficient to
recover the entire file of size M. We next show how we can use C to construct a communication bandwidth

efficient (N =n—1,M* =a =M

Tr=N-z-1, 2)a secret sharing scheme.

Let m = (mq,...,mq) € g denote the secret of size a over Fy. Let r = (ri,7me,...,T2a) € Fz* be za
random symbols which are distributed uniformly at random over F,. We encode the M = (z 4 1)a-length
vector (m,r) € FQ" using the MSR code C. Let (cy,ca,...,¢,) = (m,r,c.q9,...,¢,) € Fya denote the
associated MSR codeword. Note that a code symbol, say c;, can be repaired by any set of d out of the

remaining n — 1 code symbols by downloading at most dS = a= d%'lzj\/ls symbols (over F,) from

. da
d—(z+1)+1
the contacted d nodes. In order to obtain a secret sharing scheme we puncture the symbol ¢; from each of

the codewords in C which gives us another code C € Fga_l. Let ¢ = (ca,€3,...,Cp) € IFZ;JI be the codeword
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in C which is obtained by removing the first code symbol from the codeword ¢ € C. For the secret m we
treat m — 1 symbols in ¢ as N = n — 1 shares of the secret sharing scheme. In order to reconstruct the secret
m, we can invoke the node repair process of first node (code symbol) in the original MSR, code C where we
contact d shares and download 8 = from each of these d shares. This leads to the communication

bandwidth of

o
d—k+1

d s
df = —— M7,

which matches the bound in . Using the MDS property || of C, it is easy to argue that C is a z-secure
coding scheme. Note that besides reconstructing the secret m in a communication efficient manner, the
proposed scheme also allows the bandwidth efficient repair of any of the N = n — 1 shares by using d out
of N —1=n — 2 remaining shares. This can be performed again by invoking the repair mechanism of the

original MSR code C.

M) -~ (e)

Fig. 2: Message puncturing from an MSR code gives communication efficient secret sharing with repairable

shares.

B. Construction of communication and repair efficient secret sharing schemes using MSMR. codes

Generally, we can utilize an MSMR code to obtain a communication efficient secret sharing scheme
which also enables bandwidth efficient repair of the shares in the scheme. Let C be a systematic linear
(nk=z+t,d,t,a= %, v = %%W)q—MSMR code. Recall that this code encodes a file f of size M over

F, to an n-length codeword ¢ = (c1,¢2,...,¢,) € Ffo such that we have
¢i = (fi-vatr1, fi-1ar2s - fia) EFy for 1 <i < k.

Using the code C, we now construct a communication efficient (N =n —t, M® = ta = %, r=N-—z—t=
n —k —t,z), secret sharing scheme. Let m € Fé"‘s = Fff‘ denote the secret to be encoded. Let r =
(r1,72, ..., 720) € F2* be za independent random symbols which are distributed uniformly at random over
F,. We encode the M = (z+t)a symbols long file f = (m,r) € ]ngﬂ)a using the MSMR code C. Given ¢ =

(c1,€2,...,¢Cp) € [Fja , the codeword associated with the file f in the MSMR code C, we puncture the codeword

Since C is an (n, z + 1) MDS code, it is straightforward to observe that C is an (n — 1,z + 1) MDS code.
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at the first ¢ code symbols to obtain a punctured codeword ¢ = (€1, €a,...,En) = (Ct41,Ct42,-.-,Cpn) € IFga_t.

Assuming that C denotes the codebook obtained by puncturing all the codewords in C at the first ¢ code

tM
z+t?

symbols, we have ¢ € C. We claim that C gives us a (N = n —t, M* = tar = r=N—-—z=n—k, 2)q

secret sharing scheme.

) (e - (]
¥

[cenllei] - [ e |

Fig. 3: Puncturing of the secret covering multiple symbols in an MSMR code gives communication efficient

secret sharing with multi-share repair property.

e Security: Let’s consider an adversary who has access to z shares ¢;,,€;,,...,¢;,. We make two
observations: First, we have H(¢;,,C;,,...,€¢;.) < za = H(r). Second, given m and ¢;,,€;,,...,C;,
we have access to k = z + t code symbols of ¢ € C; as a result, we can decode r (by decoding
f = (m,r)) as C is an (n,k = z +¢) MDS code. From these two observations, it follows that the
adversary does not get any information about the secret m from the z shares at its disposal [19], [10].

o Communication efficiency: Assume that we contact a set of d shares ¢;,,¢;,, ..., ¢;,. Since these d shares

form d code symbols in the codeword c of the MSMR code, we can use these d shares to recover the

secret m which constitutes the first ¢ code symbols of the code word c. Recall that we download total

tM d

Y= SR G -4 M symbols (over F,) from the d shares we contact. Note that 7 is exactly

equal to the lower bound on which establishes the communication efficiency of the obtained secret

sharing scheme.

Remark 6. Note that if we have d < N — t, by invoking the repair process of the original MSMR code

C, we can repair any t shares by contacting any set of d out of N — ¢ remaining shares and downloading

v = diz./\/ls symbols from the contacted shares. We are not necessarily required to repair the shares in
the group of ¢ failed shares at a time. If the original MSMR coding scheme also allows for bandwidth
efficient repair of less than ¢ code symbols (nodes) at a time, then we can also repair less than ¢ failed

shares at a time by using such repair mechanism. Specifically, in Section [V-B1] and [[V-B2], we discuss some

constructions of MSMR codes that are obtained from MSR codes. Therefore, the secret sharing schemes

designed by these codes enable bandwidth efficient repair of one share at a time as well.
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C. Secret sharing schemes using MBMR codes

In this subsection, we illustrate how coding schemes at the MSMR, point can be utilized to construct
communication and repair efficient secret sharing scheme. Note that this allows us to increase the size of the
share in an MDS code in order to lower the repair bandwidth. Furthermore, this also allows us to construct
explicit secret sharing schemes for a wider set of parameters n, k,d, and «. Here we note that the MBMR

coding scheme that we employ in this subsection is from [28]. We define the following quantities.
M=k@2d+t—k)=(z+t)2d+t—(24+1) =(z+1t)(2d — 2) (20)
M =t2d+t—k—z2)=t(2d+t— (z+1t) — 2) = 2t(d — 2). (21)
Given n,k = z +t and d, we construct an MBMR code as follows.

o Let {y1,92,...,Yntatrt—1} C Fq be n+d+t—1 distinct elements in F,. Similarly, we select another

set of n+d — 1 distinct elements in Fy as {z1,22,...,Tpnta—1} C Fy.
e Given an M-length message vector £ = (f1, fo,..., fm) € Fé\/t construct a bi-variate polynomial such
that
FX,Y)= Y ai; XY+ > b, XV + Y ;XY (22)
0<i<k, 0<i<k, k<i<d,
0<j<k k<j<d+t 0<j<k
Here,
(@0,1,00,25 -+ s Ql—1,k—1,00,k, 01k - -+, Dk—1,d4t—15 Ch,0, Chi,1s - - - » Cd—1,—1) = Af (23)

for an M x M matrix A with entries from F, which we specify later.
o Given the polynomial F(X,Y), the ith code symbol ¢; of the codeword associated with f in C is
obtained by evaluating F(X,Y) at

{(in, yl)a (zia yi-l—l)a ceey ('Iia yi+d+t—1)a (.131'4,_1, yl)a (Ii+2a yl)v SERE) (xi-l-d—la yl)}

That is, we have
— 2d+t—1
¢ = (F(xi,yi), F(@i,yi11)s - - F (@0, Yivare—1), F(@iv1, vi), F(@ig2,9i)s - - F(@ira-1,y:)) € Fa :

Remark 7. Note that the code symbol c¢; contains d + t evaluations of the degree-(d + t) polynomial
hi(Y) = F(x;,Y) at distinct points {y;, ¥i+1, .-, Yitd+t—1}- Therefore, the content of ¢; is sufficient to
recover the polynomial h;(Y) = F(x;,Y). Similarly, c¢; contains d evaluations of the degree-d polynomial
gi(X) = F(X,y;) at distinct points {z;,Z;41,...,2Zi+d—1}. This implies that the content of c; is sufficient
to recover the polynomial g;(X) = F(X,y;).

Remark 8. In [28], Wang and Zhang show that this construction enables repair of any ¢t code symbols

(nodes) under a cooperative repair framework. This implies that the coding scheme can also be utilized in
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the centralized repair framework. As discussed in Section [V-B] these codes operate at the MBMR point
with o = 2d +t — 1 and the repair bandwidth

M2t M2dt =
T k@A t—k)  (z+t)2d—2)

The codeword associated with the information symbols f in C is described in Figure @] Note that the
content of evaluations highlighted in Figure 4| form an information set as the original M information symbols
f can be reconstructed from the highlighted symbols [28]. Therefore, it is possible to precode the information
symbols f using an M x M matrix A (cf. ) such that the information symbols themselves appear at
the highlighted positions in the codewords of C. Note that this corresponds to a systematic encoding for
the code C.

We now describe how we can utlize the MBMR code described above to obtain a a communication efficient
(N=n—t,M°,d,r=N—2z—t=mn—2z—2t 2)q4s5ecret sharing scheme. Let m = (m1,ma,...,maps) €
Fé\’ts be a M?-length (over F,) secret that needs to be encoded in the secret sharing scheme. Let r =
(ri,re,...,TR) € IF?; be R = M — M?® = 2dz + 2t — z? i.i.d. random variables which are uniformly
distributed over F,. Given the M?-length secret m, the (M — M?*)-length random symbols r and the
precoding matrix A, we construct the M-length information vector EI f such that the secret m appears
in the code symbols c,41,...,c.4; as described in Figure El In other words, there exists a permutation

o : [M?] — [M?] such that we have

F(241,Y241) = Mo(1), F(T201,Y202) = Mo@ys o F(T2g1, Yordit—1) = Mo(att),
F(2.yy, yz+1) = Mo ((t—1)(d+t)+1)> F($z+t» Yot2) = Mo ((t—1)(d+t)+2)) - -+ 7F($z+t7 yz+d+t71) = Mg (t(d+t))
F(2opii1,Yap1) = Mo (t(d+t)+1)s F(2oqi41,Yzy2) = Mo (t(d+t)+2)s -+ s F(r.qi41,Y2010) = Mo (t(d4t)+t)>
F(zd,Y=11) = Mo(t—1)(ds0)+1)s F(Tas Yzr2) = Mo(t-1)(d+6)4+2)s - - - » F(Tdy Yztt) = Mo (a5, (25)

where we have used the fact that M?® = 2¢(d — z) in the last equality. Now, the encoding of the secret
m in the secret sharing scheme C is obtained by puncturing the code symbols ¢, t1,¢,42,...,C.4¢ for the
codeword ¢ € C (cf. Figure [5)). Thus, the N = n —t shares associated with the secret m in the secret sharing

scheme C are defined as
¢ =(C1,€,...,€n) = (C1,...,Cs,Captp1, ..., Cpn) € FNL. (26)

We now argue the security and the communication efficiency of the proposed secret sharing scheme.

8Bach of the M symbols in the vector f comprises either a symbol from m or r. Moreover, each symbol of m and r appears

in exactly one coordinate of the vector f.
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0
A

Evaluations of h1(Y) = F(x,Y)

|
Y

Evaluations of h,(Y) = F(x;,Y)

R oo oo e i R Evaluati fho (V)= F v
2% -
> valuations of h,; Xz41,
VA 208, TAeoA L2 > Evaluations of h Y)=F(x Y
VY VY vy v v > z+t Z+t

Cp > Evaluations of h,(Y) = F(x,,Y)

F(X.y1)

<
<

<
<

F(X, )/z+1)

Evaluations of g,(Y)

M Random symbols r

F(X, Yz1t)

Evaluations of g,(Y) = F(X, y,)

)=

TIIIIIN

77/ Secret symbols m

Evaluations of g,.1(Y)

Evaluations of g,:(Y
Evaluations of g,(Y) = F(X, y»)

Fig. 4: Description of the MBMR coding scheme with a particular systematic encoding utilized in this paper.
Each node (code symbol) is collection of d +¢ and d evaluations of the univariate polynomials {h;(Y)} and
{gi(X)}, respectively. Note that the systematic encoding ensures that the random symbols r and the secret

symbols m appear in the first z and the subsequent ¢ code symbols, respectively.
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Czrt41

Ch

< |

Secret symbols m

Fig. 5: Puncturing of the secret covering multiple symbols in the MBMR code gives communication efficient

secret sharing with multi-share repair property.

e Security: Assume that an adversary has access to z shares ¢;,, €;,, . .., €;_. Let these shares correspond to
the code symbols c;,, ¢, , ..., c;, in the associated codeword in the MBMR code C with {j1,j2,...,7s} C
n\{z+1,...,2z+t}. It follows from the Remark [7| that the adversary knows the following univariate

polynomialsﬂ
{hjS(Y) =F(z;,,Y),95,(X) = F(X,yjs)} for s=1,2,...,z. (27)

It is argued in [2I] that if e denote the symbols (in F,) known to the adversary by observing z shares,

then we have
H(e) < H(r) =M — M°. (28)

Next, we argue that given the observations of the adversary (cf. ) and the secret m, one can decode
the random symbols r, i.e., H(rlm,e) = 0. Note that the secret symbols m correspond to part of
the code symbols ¢, 11,...,C.4¢ As highlighted in , the secret symbols m are evaluations of the
polynomial F(X,Y) (cf. ) In particular, knowing the secret m translates to knowing d + ¢ — z
evaluations of each of the polynomials in {h;(Y) = F(z;,Y)}j=z+1,... .+¢ and d — z evaluations of each
of the polynomials in {g;(X) = F(X,y;)}j=s11,....+¢ (cf. (25)). Now, using the observations of the
adversary (cf. (27)), we can obtain z additional observations of each of the polynomials {h;(Y) =

9Knowing a polynomial means that the adversary knows the coefficients of the polynomials and can evaluate the polynomial

at any point in [y
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F(z;,Y),9;(X) = F(X,yj)}j=241,... 2+t as follows.

hi(y;,) = F(zj,y;,) =g, (x;) for je {z+1,...,z+t}and s € {1,...,2} (29)
and

g;i(z,) = F(xj,,y;) = h;,(y;) for je{z+1,...,2z+t} and s € {1,...,z}. (30)

Therefore, given the observations of the adversary and the secret symbols one has access to k =z + ¢
code symbols cj,,...,€j ,C.41,...,C4¢ Of the associated codeword in C. Now one can use a decoding
algorithm of C to decode Af and subsequently obtain f. Note that the random symbols r can now be
obtained as these symbols constitute M — M?* coordinates of the vector f.

From the two observations shown above that H(e) < H(r) and H(r|e,m) = 0, it follows that the
adversary does not get any information about the secret m from the z shares it has access to [19], [I0].

o Communication efficiency: Note that the secret m can be obtained by repairing ¢t code symbols

C.41,Cz42,--.,Cot¢ in the associated codeword c € C. Since C is an MBMR code, this repair process
can be performed by contacting a set of d shares say ¢;,,¢C,,...,¢;, and downloading total
M2dt d
"t = = M?
(z+t)2d—2) d—=z

symbols (over F,) from the d shares we contact (cf. . Comparing 7; to the lower bound on
establishes the communication efficiency of the secret sharing scheme based on the MBMR code from

8.

Remark 9. Since the secret sharing scheme C is obtained by puncturing t code symbols in the MBMR
code C. Assuming that the original MBMR code has d < N — ¢t = n — 2t, we can repair any ¢ shares in a
bandwidth efficient manner by invoking the repair mechanism of the MBMR code C. This repair process
would involve contacting any set of d out of remaining N — ¢ shares and downloading ~; = %
symbols (over F,) from the contacted shares.
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Appendix A
Zigzag codes: simultaneous repair of up to 3 failed systematic nodes
A. Description of the zigzag construction [3]

Let Z, denote the set {0,1,...,r — 1}. Let ej,ez,...,e, € Z," denote the m standard m-dimensional
unit vectors. For ¢ € [m], the vector e; has all but one of its coordinates as zero. The vector e; has value
1 at its i-th coordinate. We use ey € Z," to denote an m-dimensional all zero vector. For an integer in
[0,7™ — 1] we associate a unique vector from Z," as its vector representation. Given (m+ 1)r™ information
symbols, encoding of an (n =m + 1+ 1k =m+ 1) zigzag code works as follows.

o Arrange the (m+ 1)r™ information symbols in an r™ x (m + 1) array. For j € [m] and i € [r™ — 1], let

x; ; denote the (i 4+ 1)-th information symbol in the (j + 1)-th column of the array. The k = (m + 1)
columns of the information array represent the k systematic nodes in the zigzag code construction.

o In order to generate r parity nodes, for every [ € [0,7 — 1] and s € [0,r™ — 1], we define the zigzag set
Zé = {.’Ei)j R lej = S} (31)

Note that we use the vector representations of i, s € [0,7™ — 1] while defining the set Z. in . Given

the zigzag set Z!, (s + 1)-th symbol stored on the (I + 1)-th parity node is linear combination of the

information symbols in the zigzag set Z!. The coefficients of the linear combinations belong to non-zero
elements (multiplicative group) of a large enough finite field.

1) Repair of a single systematic node in zigzag codes [3]: Here, we briefly describe the repair mechanism

of a single systematic node in the zigzag code construction. For j € [1,m] and [ € [0,r — 1], we define the

set
X}:{ie[o,rm—l] D i-e;=r—1} (32)

Again, we use the vector representation of the integer j € [0,r™ — 1] while defining the set X; in . For

j=0and [ €[0,7 — 1], we define the corresponding set X} as follows.
Xl={iclo,r™—1] : i-(1,1,...,1) =1} (33)

For j € [0, m], those informations symbols stored on the (j+ 1)-th systematic node which are indexed by the
set X} are recovered by downloading the code symbols from the (I + 1)-th partiy node. From the remaining
k — 1 = m systematic nodes, we download those symbols which appear in the symbols downloaded from

the parity nodes. Combining the definitions in , and , we obtain the following.
Proposition 7. For [ € [0,r — 1], let D} be the set defined as follows.

Dl ={ico, "t 1] 2 i-(1,1,...,1) =1}. (34)
Furthermore, for j € [1,k — 1] and [ € [0, — 1], we define the set Dlj+1 as follows.

DIt ={ic(0,/""~1] : i-e; =0 (mod r)}. (35)
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Then, for j € [0,k —1] and [ € [0,r — 1], the set Dlj *1 denotes the indices of the parity symbols downloaded

from (I + 1)-th parity node in order to repair the (j 4 1)-th systematic node in the event of a single failure.

2) Structure of symbols downloaded to repair different node in the even of a single node failure: In our
approach to repair ¢ simultaneous node failures, we contact the remaining d = n — ¢t nodes and download
symbols in two stages. In the first stage, for each of the failed ¢ node, we download those <. = rk=2
symbols from the contacted node which would have been downloaded to repair this node in the event of
single node failure. Since some of the symbols from a helper node contribute to the repair of many nodes
during the repair of a single node failure, we end up downloading less than % symbols from each of the
d = n — k contacted node. Using the structure of the zigzag code, in the second stage, we then download
additional symbols from the helper nodes so that each helper node contributes exactly ntfak symbols. In
order to identify which symbols need to be downloaded in the second stage we need to understand the
structure of the parity symbols downloaded in the first stage. Therefore, we first explore this.

For the ease of exposition, without loss of generality, we assume that the first ¢ systematic nodes are in
failure, i.e., the systematic nodes indexed by the set [t] ;== {0,1,...,¢t — 1} experience failure. The analysis
for other t systematic nodes can be carried out in a similar manner. Recall that for j € [0,¢ — 1] and
lelo,r—1], ’D{ *1 denotes the indices of the parity symbols downloaded from (I + 1)-th parity node to

repair the (j+ 1)-th systematic node failure. The sets {Dl] +1} are defined in Proposition

j€[0,t—1], l€[0,r—1]
It follows from the definition of these sets, that for any set of u out t failed nodes, say indexed by the set

{j1,42,- -, Jut € [0, — 1], and I € [0,r — 1], we have the following.

N o=t (36)
FISFIRVERR N

Given this observations, we now define the following families of sets. For {j1,jo,...,j.} C [0, — 1] and

the (I 4 1)-th parity node which participate in the repair of exactly u < ¢ systematic nodes indexed by the

set {j1,...,Ju} in the event of single node failure. In particular, given S C [t] and [ € [0,r — 1],we have
w-nen U e o
jes SCS/C[t—1]jes’

Combining with the definitions of the sets {D{H}je[o7k71],ze[o,r71], we obtain that

1) Case 1: 1 € S,

U =i = i-(1,...,1) =1 i-e, 1 =0Vwe S\{1}; and i-e,_, Z0 Y v € [t\S} C [0,7"1 —1].
(38)
2) Case 2: 1 € [t|\S,
U =i : i-ep 1 =0YVweS; i-(1,...,1)#1; andi-e, 1 #0 VY ve[2,t\S} C[0,7F71 —1].
(39)
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Moreover, we have that

w=1N21-1 UJ Nl

jes SCS/Clt] jES!
¢~
@  k-1-|s] (1 _ 1) 7 (40)
T

where (a) follows from and (39). Note that, by construction, for a fixed I € [0,7 — 1], the family of

sets {Uz‘g}sgo,tfl]

the following sequences of disjoint sets, ul{l},ul{z},ul{?’},ul“’”,ul“’?’},ul{1’3},ul{1’2’3}. Here, for j € [0,2],

comprises disjoint sets. In case of t = 3, for a fixed value of I € [0 : r — 1], this gives us

I/{l{j 1} denotes the indices of those symbols from the (I + 1)-th parity node which participate only in the
repair of (j + 1)-th systematic node in the event of single node failure. The sets Ul(1’2) represent the sets of
symbols from (I 4 1)-th parity node that participate only in the repair of 1st and 2nd systematic nodes in
the event of single node failure. Similarly, the parity symbols from (I + 1)th parity nodes that enable repair
of each of the first 3 systematic nodes in the event of a single node failure are represented by Ul(l’Q’g).

We now characterize the sets of information symbols on the lost (failed) systematic nodes that participate
in the sets {U°}sc(y.ie0,r—1)- For a given j € [0,k — 1], € [0,7 — 1], and S C [t], let Z/I]‘-S_ﬂ denotes the
indices of the symbols from the (j 4+ 1)-th systematic node which participate in the parity symbols in the
set L{l‘s . Using and , we can explicitly characterize these sets. In particular, we consider 3 different

case.

1) Case 1 (a): j=0and 1 €S,

U]_,l ){iG[O,r—l]k_l : ZEZ/I }
Dlis i (e ) =1 ey =0 Yw e S\[1}; and i-e,1 £0 ¥ v € [[\S} C 0,75 ~ 1]
(41)

2) Case 1 (b) : 5=0and 1€ [t]\S,

U, =1{i : i-epy1=0YweS; i-(1,...,1)#1; andi-e, 1 #0 VY v e [2,t\S} C 0,771 —1].

(42)
3) Case 2 (a) : j#0and {1,j+1} C S,
us, C{icor—1" ¢ itle; U}
O i1, 1) =0 iej+1=0; i ey1=0YweS\{1,j+1}; and
i-e,_1 #£0Yve[t\S}C0,r— 1k (43)

4) Case 2 (b): j#0,1€ S and j+1 € [t]\S,
j_ﬂ—{z ci-(1,...,1)=0; i-ey_1 =0VYweS\{1}; i-e; +1# 0 and

ice,_1 0V ve [\ {SU{j+1}}} Clo,r—1F1  (44)
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5) Case 2 (¢): j#0,1€[t\Sand j+1€S,
US={i i-ej+1=0; i e, 1=0YweS\{j+1} i-(1,...,1)#0; and
ie,_1 A0V ve[2t\S}Cl0,r—1]" (45)
6) Case 2 (d): j #0 and {1, + 1} € t]\S,
U ={i : i-ey1=0YweSyi-(1,...,1)#0; i-e;+1#0; and

irep1#0Vve [\ {SU{j+1}}} C0,r—1F1 (46)

B. Repairing ¢ = 2 failed nodes

1) First stage of the download process: In the first stage, we download the symbols which enable the
repair of 1st and 2nd systematic nodes in the event of single node failure. In particular, for I € [0,r — 1],

we download the parity symbols indexed by the set
D} uD} =ut vyt vyt

from the (I + 1)-th parity node. From the remaining k — 2 systematic nodes, we download those systematic

symbols which appear in these parity nodes.

Sets =0 =1 l=r—1
1,2 1,2 1,2
Z/[l{ﬁ 1 ' Z/{l{ﬁ O} Z/[l{ﬁ O}
u{va} u{va} u{va}
1 1 1 1—2 1 1 1—2 1 1 1—1
Z’[l{ ’ u(‘){—}Ovul{—}() = u(‘){—>}1au1{—>}1 = u(){—}r—lvui{—gr—l =
1,2 1,2 1,2
ul{%r}fl ul{ﬂ'r}fl ul{HTEQ
1,2 1,2 1,2
M&—n} uo{—w} ué—»o}
6{1,;} (;{lg} L{él’?}
2 2 -+ 2 2 -+ 2 2 — 2
Ul{ ’ uo{jo = . 7u1{~>}0 u0{~>}1 = . 7“1{J1 uéj’r—l = . 7ul{4>}w-—l
U U U
1,2 1,2 1,2 1,2 1,2 1,2 1,2
ul{ ! u(){ao}vul{éo} uéal}vul{Al} e u(){%'r}717u1{—>'r'}71

TABLE I: Composition of parity symbols downloaded in the first stage of the repair process to repair of 1st
and 2nd systematic nodes. Blue color symbols correspond to the matched symbols from the 1st systematic

node. Red color symbols represent the matched symbols from the 2nd system node.

We next illustrate a strategy to match the symbols from the failed systematic nodes using the downloaded

symbols illustrated in Table [I] Formally, we have the following.
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o Matching symbols from the 2nd systematic node using parity symbols {Ul{l’Q}}: We use the symbols
for the (I + 1)-th parity node which are indexed by the set L{l{l’Q} to match those symbols from the

2nd systematic node that are indexed by the set

ULP = i-(1,...,1)=0,i-eg =71 —1}.

1—1
o Matching symbols from the 1st systematic node using parity symbols {L{l{l}}: We use the symbols

for the (I 4 1)-th parity node which are indexed by the set Z/ll{l} to match those symbols from the 1st

systematic node that are indexed by the set

Ut =i, 1) =1i-e #0}

0—1

o Matching symbols from the 1st and the 2nd systematic node using parity symbols {Z/{Z{Q}}: We use
the symbols for the (I + 1)-th parity node which are indexed by the set Z/ll{l} to match those symbols

from the 1st systematic node that are indexed by the set

USH =i (1, 1) =1+ 1,i-e =0} (47)
We use the remaining | Ul{i}l | — | L{O{i?l}ﬂ) |= (rk=2 — 2r*=3)) parity symbols to match the symbols

from the 2nd systematic node with the following indices.

{ivi-(1,... 1) ¢{0,1} i-er=r—0yCuU® ={i: i-(1,...,1)#0,i-e;=r—1}.  (48)

1—1
As it is clear from Table[[]and the matching processing described above, the following number of symbols
from the 2 failed nodes are matched by the parity symbols downloaded in the first stage.

1) Number of symbols matched from 1st systematic node (blue colored):

r—1 r—1
{1} {1,2} | _ k—2 k—3 k-3 _ _k—1 _
Z‘L{O%JFZL{O%ZH —r-(r -7 )—|—r~r =r = q. (49)
1=0 1=0
—_—
from L{l{l} from UZ{Q}

2) Number of symbols matched from 2nd systematic node (red colored):

r—1 r—1
5 (] W) S ) e
=0 =0

from L{Z{Q} from Z/ll{l’2}
(50)
2) Second Stage of download process:

e Unmatched symbols from the second systematic node : It follows from that it remains to match

r*=2 symbols from the 2nd systematic node. This requires us to download additional symbols from the

intact nodes. Towards this, let’s consider the unmatched symbols from the second systematic node in

the (I 4+ 1)-th parity node (cf. Table . These are exactly those symbols among the symbols indexed

u{172}

AINIEE It can

by the set I/{1{2} which form linear combinations with the symbols indexed by the set

—l
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be easily deduced from that the unmatched symbols from the second systematic node have the

following indices.

Rii={i : i-(1,...,1)=1,i-eg=r—1} (51)
Another way to see this is as follows. Using 7 we know that

U =i i (1, 1) =1+ 1,i-e; =0} (52)

Utilizing the definition of the zigzag set (cf. )7 the symbols from the first systematic nodes which
are indexed by the set Z/léi;ﬁl appear in those parity symbols in the (I + 1)-th parity node which are

indexed by the set
. . 1,2
(i cieulyco:rt -1 (53)

We again utilize the definition of the zigzag sets (cf. ) to identify the symbols from the second
systematic node that appear in those parity symbols from the (I + 1)-th parity node which are indexed
by the set defined in . These are exactly the symbols indexed by the following set.

Risi={i : i-(1,....,0)+1l=1+1, i-e; +1=0}
:{'l : i'(1,~'~,1):1,i'e1:’)"—l} (54)

o Additional symbols downloaded to match remaining symbols from the second systematic node : Now,
let’s consider an integer i* € [0,7 — 1] = [0,7*~! — 1] such that the following two conditions hold.
1) i*-(1,1,...,1) = 1. Note that we are using vector representation of i* in Z" ' = Z™ in defining
this relationship.
2) i*-e; =1 —1, i.e., the first coordinate of the vector representation of i* takes the nonzero value
r—1.
For j € [2,k — 1], the set of additional symbols downloaded from the (j + 1)-th systematic node have

their row indices belonging to the following set.
ST — [ 4 ay(es — e2) +as(es —ea) + -+ ap_s(ex—1 —€2) : (ay,...,ap_3) € [r—1]*73}. (55)

Note that we have |S{12}| = 7#=3, The reason behind this particular choice for the set StH2} will
become clear very soon. Now, let’s focus on the additional code symbols that need to be downloaded
from the parity nodes. For [ € [0 : r — 1], we download those parity symbols from the (I + 1)-th parity
node which involve the information symbols associated with the set St:2}. Recall that one can use
the definitions of the zigzag sets (cf. ) to identify these additional parity symbols that need to be
downloaded. In particular, for [ = 0, the additional symbols downloaded from the 1st parity node have

their row indices belonging to the set

Pt = st2h, (56)
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In general, for I € [0,r — 1], the additional parity symbols downloaded from the (I + 1)-th parity nodes

have their row indices belonging to the following sets
Pl{1!2} — 8{1’2} _|_ l . e2 — 8{1’2} _|_ l . e3 — .. = 8{172} _|_ l . ek—l' (57)

Now, let’s make sure if these additional parity symbols indexed by the sets {’Pl{l’Q}}le[o:r_l] indeed
help us match the unmatched symbols from the second systematic node. Let’s first consider the parity
symbols indexed by the set Pém}. The symbols from the second systematic node which can be mathced

using these parity symbols are the ones indexed by the set Pél’z} =52t ¢ [0: 7 — 1]* itself, i.e.,
{i : - (L,1,...;,1)=1, i-eg =r—1}. (58)

Note that these are exactly those symbol which remained unmatched as they appear together those
symbols from the first systematic nodes that are indexed by the set Uo{ié} in the 2nd parity node, i.e.,
the symbols from the second systematic node which are indexed by the set Rq_,1 (cf. . Similarly, one
can show that the symbols from the second systematic node which can potentially be matched using
the additional symbols downloaded from the (I + 1)-th parity node, i.e., the parity symbols indexed by

the set 73[{1’2}, are associated with the set.
{i i+lereP™Y={i i (L,1,...,1)=1, i-e;=r—(I+1)} (59)

Note that these are exactly those symbol denoted by the set Rq_,;11. That is, the symbols from second
systematic node which remained unmatched as they appear together those symbols from the first

systematic nodes that are indexed by the set Z/{O{:?J}FQ in the (I + 2)-th parity node.

C. Repairing ¢t = 3 failed nodes

1) First stage of the download process: In the first stage, we download the symbols which enable the
repair of the first 3 systematic nodes in the event of single node failure. In particular, for [ € [0,7 — 1], we

download the parity symbols indexed by the set
pluD?uD} =uM vy oy uut o outt ot
from the (I + 1)-th parity node. From the remaining k — 2 systematic nodes, we download those systematic

symbols which appear in these parity nodes.

o Matching symbols from first and second systematic node using parity symbols {Ul{1’2’3}}: We use the
symbols for the (I + 1)-th parity node which are indexed by the set ul{1,2,3} to match those symbols

from the third systematic node that are indexed by the set

UL =i s i (1,...,1)=0,i-e, =0,i-ey=1r—1}.

2—1

o Matching symbols from first and second systematic node using parity symbols {L{l{l’g}}: We propose

the following matching scheme for the symbols from the first and the second systematic node. Given
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Sets =0 =1 l=r—1
{1,2} {1,2} {1,3} {1,2}
Uia Ui o Uz 5o Ui o
(1,2} (1.5} (1.2} (12} (1,5}
Uy is Uyl Up_3o Ui Uy Y
1,2} {1,3} {1,2} {1,3} {1,2} {1,3}
(1} (1} ull; uil; (1} ull; u (1} u u
Z/(l MO‘)O’ 1—3 2—3 u0~>1 1—3 2—3 Z/(O_”‘_l, 1—2 2—2
{1,2} {1,3} {1,2} {1,3} {1,2} {1,3}
Uy v Uy vy Ui sr—a Uy v Ui sr—2 Uy Sva
27 2,57 T2 12,57 27 12,57
Ug31 Uy~y Us—o Uz "o Us—o Uz "o
{1,2} {1,2} {2,3} {1,2}
Ug—2 Ug—2 Uz~ Ug31
1,2} ‘ 2,3} (1,2} {1,2} ‘ (2.3}
{2} ug (2} u ull;: (2} u (2} u
U, 02 uih 2333 03 ui?h 02 ulth o 2552
{1,2} {2,3} {1,2} {2,3 {1,2} {2,3}
Uosr—1 U sr Uor—1 Ui Upsr—2 Uy ire2
1.5) 257 137 .57 1,37 .37
Uy Ui Us=o Ur=o Us—o Ur=o
(1,3} (2.3} (1.3} (2,3} (1.3} (2.3}
Uy 2 Ui s Up—2 U= Uy 31 Ui
{1,3} {2,3} {1,3} {2,3} {1,3} {2,3}
(3} Up3 U3 Ups3 U3 Upgs2 Ui s
u {1,3} {2,3} {1,3} s {2,3} {1,3} s {2,3}
l Ug3a U=y Ug—4 Uy Upg3 U=
{1,3} {2,3} {1,3} {2.,3} {1,3} {2,3}
MO—)r—l Ml—m*—l uo—vr—l Ml—)r—l Z'{0—>r—2 M1—>T—2
{1,2,3} {1,2,3} {1,2,3}
Uy {1 Uz S0 Us o
(1,2,3} Li1.2.3} Li1.2.3})
252 22 2—1
{1,2} {1,2} . {1,2} {1,2} , {1,2} {1,2} {1,2}
uy U0 U150 Ug 31 Ui Uogsr—1 Ui 1o
(1,2,3} {1,2,3} (1,2,3}
Uy sr1 Uy 371 Uy ra
11,2,37 {1,2.37 1.2,3}
Up1 Upo Up—o
{1,2,3} {1,2,3} {1,2,3}
u u u
0—2 0—2 0—1
{2,3} {2,3} {2,3} {2,3}
u UG SUTTY UL
{1,2,3} {1,2,3} {1,2,3}
Ug—sr1 Ugsr1 Ugsr—2
(1,23 112,37 11,2,57
Uy Uiso Ui o
{1,2,3} {1,2,3} {1,2,3}
U5 Ui Ui
{1.2,3} L i1.2.3} {1.2,3}
1—3 1—3 1—2
{1,3} {1,3} {1,3} {1,3} 5. {1,3} {1,3} {1,3}
g Uo—o > ”1{:?{3} U0 Up1™s ”1{:7}3} sUz 31 Ugr—1- ul{:g*?’} Uz
{1,2,3} {1,2,3} {1,2,3}
Uy i1 Uy v Uisr2
{1,2,3} {1,2,3} , {1,2,3} {1,2,3}y , {1,2,3} {1,2,3} , {1,2,3}
) Ugso - Ui0" " Upgsa U357 o e

TABLE II: Composition of parity symbols downloaded during repair of ¢ = 3 node failures. Blue colored

symbols correspond to the matched symbols from the 1st systematic node. Red colored symbols represent

the matched symbols from the 2nd system node. Green colored symbols are used to denote the matched

symbols from the 3rd systematic node.

the parity symbols from the (I + 1)-th parity node which are indexed by the set Z/ll{l’?’}, we use them

to match those symbols from the second systematic node which are indexed by the set

1,2,3 S
L{l{_ﬂ_‘_g:{z i-(1,...
This would allow us to use the remaining | Z/Il{l’g} | — | L{I{L?fg

1) =0,i-e;=r—(I+3),i-ey =0}

(60)

|= (r — 2)r*~* parity symbols indexed

by the set Z/{l{l’s} to match those symbols from the second systematic node which are indexed by the
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following set.

(i :i-(1,...,1)=li-e ¢ {0,r—3}i-ea=0} CU ={i : i-(1,...,1) =l i-e; #0,i-ey =0}
(61)

o Matching symbols from first and third systematic node using parity symbols {L{l{2’3} }: We propose the
following matching scheme for the symbols from the first and the second systematic node. Given the
parity symbols from the (I + 1)-th parity node which are indexed by the set UZ{Q’S}, we use them to

match those symbols from the first systematic node which are indexed by the set

U =t i) =1+ e =0,i-ey =0} (62)
This would allow us to use the remainin (23} _ (1235 _ (p — 9)pk—1 i i
g | U, | = [ Uy |= (r—=2)r"=* parity symbols indexed

by the set Ul{2’3} to match those symbols from the third systematic node which are indexed by the

following set.

(i i-(1,...,1)¢{0,1},i-e1=0,i-eg=r—2} U ={i : i-(1,...,1)#£0,i-e; =0,i-e;, =0}.
(63)

o Matching symbols from second systematic node using parity symbols {Z/ll{l’z} }: Given the parity symbols
from the (I+1)-th parity node which are indexed by the set Ul{m}, we use them to match those symbols

from the second systematic node which are indexed by the set

Ul =i i (1,...,1) =0ji-er =7 —Li-e; = 0}. (64)

1—1

e Matching symbols from first and third systematic node using parity symbols {Ul{l}}: We utilize the
parity symbols from the (I + 1)-th parity node which are indexed by the set {U cl{l} to match the

symbols from the third systematic node with the following indices.

U =i i (1. 1) =0i-er #£0i-ea =7 — (I + 1)} (65)
The remaining | Ul{l} | —| Z/lg{iﬁ_l |= r*=4(r — 1)2 — r*=4(r — 1) unused parity symbols indexed by the

set Ul{l} are used to match the symbols from the first systematic appearing in those parity symbols.
o Matching symbols from first and third systematic node using parity symbols {Ul{2}}: Using the parity
symbols from the (I + 1)-th parity node which are indexed by the set L{l{2}, we match the symbols from

the first systematic node with the following indices.
{1,2} S ) .
Uy e =11 = i-(1,...,1)=1+2,i-e; =0,i-ey #0}. (66)
(67)

In addition, we also use these parity symbols to match the symbols from the third systematic node

with the following indices.

¥, —fi i (1, ) =1i-e1=0,i-es=r—(+2)} cUi%,. (68)
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This leaves us with | L{l{z} | — | L{éi;ﬁZ | — | L?;iﬁQ |=rk=4(r —1)%2 —r*=%(r — 1) — 7*¥=* unused parity
symbols, which we use to match the symbols from the second systematic node appearing in those parity
symbols.

o Matching symbols from first and third systematic node using parity symbols {L{l{?’}}: Using the parity
symbols from the (I + 1)-th parity node which are indexed by the set Z/{l{g}7 we match the symbols from

the second systematic node with the following indices.

U =i s i (1., 1) #0,i-er =7 — (1+2),i-ey =0} (69)

In addition, we also use these parity symbols to match the symbols from the first systematic node with

the following indices.

UG-, 1) =143 er =7 —3,i-es =0} cUllh,. (70)
We utilize the remaining | L{l{g} | —| Ufi?b — | Zj{éiﬁs |=rk=4(r — 1)2 — r*¥=4(r — 1) — 7~ unused

parity symbols, which we use to match the symbols from the second systematic node appearing in
those parity symbols.

This concludes the first stage of the downloading process and we have utilized all the parity symbols
downloaded in the first stage to match certain systematic symbols corresponding to the three failed nodes.
We now move to the second stage of the download process where we download additional symbols in order
to match the remaining unmatched symbols associated with the three failed systematic nodes. We illustrate
our strategy to match the symbols from the failed systematic nodes using the downloaded symbols during
the first stage in Table [[Il Let’s count the number of symbols from different failed systematic nodes that
are matched according to Table [[I}

1) Symbols from 1st systematic node (blue colored):
r—1 r—1 r—1 r—1 r—1
1,3 1,2,3 1,2,3 11,3 1,2 1 1,3
Z (‘Méﬁl} - ’ul{aljtg D + Z ’u(;{aljtl}‘ + Z ‘u(;{%lJ}r?)‘ + Z ‘u(;{alJ}ﬂ‘ + Z (‘uéjl - ’Mgalj}tl D
1=0 1=0 1=0 1=0 1=0

from Z/ll{l‘?’) from Ml{z,a} from Z/ll{?’} from L{l{z} from L[l{l}

_ (kaz k=3 kas) 4ok g k=3 (kaz B kazs) 4 (qu —oph=2 4 k=3 (ph=2 kas))

= k=l (ph=2 _pk =3y, (71)
2) Symbols from 2nd systematic node (red colored):
r—1 r—1 r—1 r—1
1,2,3 1,2 2,3 2 1,2 {23
Z ’ul{—>l+?}‘ + Z ‘ui{—ﬂ}‘ + Z ’ul{—>l-}i’-2‘ + Z (’ul{—gl - ’ué—»lj—Q - ‘ul{—ﬂ-}‘;-Q‘)
1=0 1=0 1=0 1=0

from L{l{l’s} from L{l{l’Q} from Z/ll{s} from MZ{Q}

_ 7,14:73 + (Tk72 o rkf?)) + (,r,k72 . rk73)) + ((rkfl . 2?’672 + Tk73) . (Tk72 . T,k73) o rk73)

March 16, 2016 DRAFT



33

3) Symbols from 3rd systematic node (green colored):

T r—1

1,2,3 2,3 1,2,3
Z UQ{HZ }’ + Z (‘UQ{HZ} - ué%lJrl}D +
l 1=0

from ML{I’Q‘S} from Zx{l{2‘3}
r—1 r—1 r—1
{3} 7 7{1,3} {2,3} § : {1,3} § : 712,3}
(u2ﬂl - Z/{Oﬁ»l+3 - ul%l+2 + u2%l+1 + ul%l+2
=0 =0 =0
from L{Z{S} from Z/{l{l} from Z/{l(z}

— Tk_3 4 ((,rk—Z _ Tk—S) _ rk—B) T
((T’k_l . 27,!@—2 + ,r.lc—3) . Tk—S o (rk—Z o Tk_?))) + (Tk_2 o 7,,Ic—3) + T‘k_?’
= Tk71 — ’I"kiQ. (73)

2) Second Stage of download process: First, let’s identify the unmatched systematic symbols at the end
of the first stage of the downloading process.
o Unmatched symbols from the first systematic node: The symbols from the second systematic node that

are matched using the parity symbols from the (I 4+ 1)-th parity node are indexed by the set

UhP =i i (1., 1) =0i-er #0i-ea =7 — (I + 1)} (74)

Using , we can identify the indices of the partiy symbols from the (I + 1)-parity node where these

symbols participate is as follows.

20y = U ey ={i i (1, 1) =lie £0,i-es =7 —1}. (75)

The symbols from the first systematic node which remain unmatched at the end of first stage (and
require downloading additional symbols) due to their participation in the parity symbols indexed by

the set Zl{,éé:ilﬂ) in the (I + 1)-th parity node are as follows.

Rooi={i : i€ Z38 b =0 i (.. 1)=lLie #£0i-e=r—1} (76)

o Unmatched symbols from the second systematic node: The symbols from the first systematic node that
are (potentially) matched using the parity symbols downloaded from the (I 4 1)-th parity node during

the first stage are indexed by the following two sets.

U, =1 i (1, 1) =14 20 e = 0,i- ey #0). (77)
U, =i o i-(1,.., 1) =1i-e1 =0,i-ea =7 — (1+2)} CUZ,. (78)

Using , we can identify the indices of the partiy symbols from the (I + 1)-parity node where these

symbols participate as follows.

Z D ey = U =i i (1, 1) =1+ 20 e = 0,0 ey £ 0} (79)
Z0 ey =USS  Hley ={i s i (1, 1) =1+1ie  =0,i-ep=7—2}. (80)
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The symbols from the second systematic node which remain unmatched at the end of first stage (and
require downloading additional symbols) due to their participation in the parity symbols indexed by

the set Zﬂ()ﬁlﬂ) u gﬁ;il”) in the (I + 1)-th parity node are as follows.

Rii={i : itlere 270, =0+ i-(1,...,1)=2i-e;=r—Li-e#0}. (81
Rii={i : i+ler€ Z50 b ={i + i-(L,...,1)=1i-e=r—1Li e=r—2} (82)

e Unmatched symbols from the third systematic node: The symbols from the second systematic node
that are (potentially) matched using the parity symbols downloaded from the (I 4+ 1)-th parity node

during the first stage are indexed by the following two sets.

U =i, 1) #£0ier =7 — (1 +2),i-es =0} (83)
L?O{iﬁsz{i : i~(1,...,1)=l+3,i-e1=T—3,i'92=0}Cu&ﬁ3- (84)
(85)

Using , we can identify the indices of the partiy symbols from the (I + 1)-parity node where these

symbols participate as follows.

zlf?iﬁl+2)=ul{i;§i2+ze1:{i cie(1,. 1) #£lieg =1 —2,i-ey =0} (86)
N sy = Uy ={i i (1, 1) =1+3,i-e; =7 —3,i ey =0}, (87)

The symbols from the third systematic node which remain unmatched at the end of first stage (and
require downloading additional symbols) due to their participation in the parity symbols indexed by

the set Z% yU A in the (I + 1)-th parity node are as follows.

1,(1—=1+2 1,(0—1+3)
Roi={i : i+lea€ 27 b ={i + i-(1,...,1)#£0i ey =r—2i-ey=r—1} (88)
75,2*}[:{2. : Z+legez;f;l{,z(’):i};l+3)}:{l : i.(l,...71):3,i-el:r—3,i-92:r—l} (89)

We now describe the set of additional symbols downloaded to match the unmatched symbols from the
three failed systematic nodes (cf. (76)), and (B8)).
o Additional symbols downloaded to match remaining symbols from the first systematic node: Consider
a set of 7 — 1 integers Zo = {ig1,...,40—1} C [0,7%71 —1] such that the following two conditions hold.
1) d9,;-(1,1,...,1) =1V je[r—1].
2) idg;-e1 =j for je[r—1].
3) igj-ea=r—1Vjer—1].
Note that we are using vector representation of the integers from the Z; in Zf_l in order to define
these three requirements. For j € [3, k—1], the set of additional symbols downloaded from the (j+1)-th
systematic node in order to match the remaining symbols from the first systematic node have their

row indices belonging to the following set.

851’2’3} =1+ {a1(64 — 63) —+ -4 ak_4(ek_1 — e3) : (al, ey ak_4) S [’I“ — 1}k_4}. (90)
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Note that we have |S§1’2’3}| = (r — 1)r*=%. Next, we identify the set of the parity symbols in the
(I + 1)-th parity nodes where these symbols appear. Let 776{7112’3} denote the indices of these parity
symbols in the (I +1)-th parity node. Then, from the definition of the zigzeg sets (cf. , we have that

P§71l,2,3} _ 551,2,3} 4 les = 831’2’3} Y 51,2,3} Y lep s
={i :i-(1,...;,1)=1l+1,i-e1 #0,i-ea =71 —1}. (91)

We can again use to indentify the symbols from the second systematic node that appear in the

parity symbols from [ + 1-th parity symbols that are indexed by the set ’Pé’ll’l‘g}.

(i o iePdy =0 i (L. 1) =1+l e #0,i-ex=7—1}. (92)

Note that this is exactly equal to Rg—,;+1 which is the indices of the unmatched symbols from the first

systematic as they appeared in the parity symbols downloaded from the (I 4 1)-th parity node during

the first stage.

o Additional symbols downloaded to match remaining symbols from the second systematic node:
1) Consider a set of r — 1 integers Zy = {i1.1,...,491,—1} C [0,78~1 — 1] such that the following two

conditions hold.
a) i1, (1,1,...,1) =2V je[r—1].
b) i1;-e1=r—1VYjer—1].
c) i1, e =7 for jer—1J.
Note that we are using vector representation of the integers from the Z; in Zf ~! in order to define
these three requirements. For j € [3,k — 1], the set of additional symbols downloaded from the
(j + 1)-th systematic node in order to match the remaining symbols from the second systematic

node have their row indices belonging to the following set.
(1,23} _ _ _ , R
Sl =1 + {a1 (e4 63) + -4 ak_4(ek_1 83) : (0,1, S 7G,k_4) S [7" 1] } (93)

Note that we have |Sl{1’2’3}| = (r — 1)r*=%. Next, we identify the set of the parity symbols in the

{1,2,3}
1,1

(I+1)-th parity nodes where these symbols appear. Let P 7 denote the indices of these parity

symbols in the (I+1)-th parity node. Then, from the definition of the zigzeg sets (cf. [BI]), we have
that

P1{,1172’3} _ Si{1,2,3} 4 ey = 81{1’2’3} Fley= = Si{1,2,3} tlep s
={i :i-(1,...,1)=1+2,i-eg =r—1,i-ey #0}. (94)

We can again use to indentify the symbols from the second systematic node that appear in
the parity symbols from [ + 1-th parity symbols that are indexed by the set Pi{}ll’z?’}.

i ©itlerePl®™ M =1{i i (1. ,1)=2i-er=r—(I+1),i-e2#0}.  (95)
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Note that this is exactly equal to R1_,;4+1 which is the indices of the unmatched symbols from the
second systematic as they appeared in the parity symbols downloaded from the (I + 1)-th parity
node during the first stage.

2) Consider an integers 7; € [0,7%~1 — 1] such that the following two conditions hold.

a) ip-(1,1,...,1) =1.

b) i1-e; =7 — 1.

c) 1€ =1—2.

For j € [3,k — 1], we download additional symbols from the (j + 1)-th systematic node with their

row indices belonging to the following set.
~{1,2,3} _ ~ _ _ . _ k—4
81 =11 + {a1 (84 eg) 4+ -4 ak_4(ek_1 e3) : (al, - ,ak_4) S [’I“ 1] } (96)

Note that we have |§i{1’273}| = rk=4 Next, we identify the set of the parity symbols in the (I+1)-th

{1,2,3}
1,1

parity nodes where these symbols appear. Let P denote the indices of these parity symbols

in the (I + 1)-th parity node. Then, from the definition of the zigzeg sets (cf. 7 we have that
;ﬁi{}la,s} _ gi{1,2,3} tles = §1{1,2,3} fleyj= = gi{l,z,g} Y lep s
={i - (1,....,)=l+1li-es=r—1i-eg=r—2}. (97)

We can again use to indentify the symbols from the second systematic node that appear in

the parity symbols from [ + 1-th parity symbols that are indexed by the set ﬁf}ﬁ’?’}.

(i vitlereP® M =(i i (1, )=Li-es=r—(+1)i-ea=r—2}.  (98)

Note that this is exactly equal to the unmatched symbols from the second systematic node denoted
by ’fél_)lﬂ (cf. )
o Additional symbols downloaded to match remaining symbols from the third systematic node:

1) Consider a set of r — 1 integers Zp = {ig,1,...,42,—1} C [0,7871 — 1] such that the following two
conditions hold.
a) ig;-(1,1,...,1)=j for j € [r—1].
b) iz;j-er=r—2Vjer—1].
c) dgj-€=r—2VYje[r—1].
Note that we are using vector representation of the integers from the Z, in Zf ~! in order to define
these three requirements. For j € [3,k — 1], the set of additional symbols downloaded from the
(j + 1)-th systematic node in order to match the remaining symbols from the third systematic

node have their row indices belonging to the following set.

85172’3} =1+ {al(e4 — 93) + -4 ak,4(ek,1 — 93) : ((1,17 - ,ak,4) € [T — 1]k_4}. (99)
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Note that we have |SQ{1’2’3}| = (r — 1)r*=%. Next, we identify the set of the parity symbols in the
(I+1)-th parity nodes where these symbols appear. Let 775{7112’3} denote the indices of these parity
symbols in the (I+1)-th parity node. Then, from the definition of the zigzeg sets (cf. [BI]), we have

that
P =88 fles = S5V ey = - = S iy
={i:i-(,...,1)#lji-e; =r—2,i-ex =71 —2}. (100)

We can again use to indentify the symbols from the third systematic node that appear in

the parity symbols from (I + 1)-th parity symbols that are indexed by the set P;;’Z’g}.

(i v itleaeP ™y =it i-(L,...,1)#0i-e;=r—2i-es=r—(+2)}.  (101)

Note that this is exactly equal to Ro_,;42 which is the indices of the unmatched symbols from
the third systematic node as they appeared in the parity symbols downloaded from the (I + 1)-th
parity node during the first stage.
2) Consider an integers i5 € 0,7~ — 1] such that the following two conditions hold.
a) iz (1,1,...,1) =3.
b) iz-e; =1 —3.
c) ig-eg =1 —1.
For j € [3,k — 1], we download additional symbols from the (j 4 1)-th systematic node with their

row indices belonging to the following set.

55172’3} = %2 + {al(e4 — 93) + -4 ak_4(ek_1 — 63) (mod ’/‘) : (al, - ,ak_4) S [’/‘ — 1]k_4}.
(102)

1,2,3}| _

Note that we have |§2{ rF=4. Next, we identify the set of the parity symbols in the (I+1)-th

parity nodes where these symbols appear. Let ’52{1123} denote the indices of these parity symbols

in the (I + 1)-th parity node. Then, from the definition of the zigzag sets (cf. 31), we have that
752{,1l,2,3} _ G2 ey = G e, - 2 SR e,
— (i i (L...,1)=1+3i-e,=r—3,i-e=r—1}. (103)

We can again use to indentify the symbols from the third systematic node that appear in
the parity symbols from [ + 1-th parity symbols that are indexed by the set 752{1[2’3}.

(i v itleseP ™y =i ci-(L,...,1)=3i-e;=r—3,i-es=r—(I+1)}.  (104)

Note that this is exactly equal to the unmatched symbols from the third systematic node denoted

by ﬁ2_>l+1 (Cf )
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