On error linear complexity of new generalized
cyclotomic binary sequences of period p?

Chenhuang Wu'?, Chunxiang Xu!, Zhixiong Chen?, Pinhui Ke?
1. School of Computer Science and Engineering,
University of Electronic Science and Technology of China,
Chengdu 611731, P. R. China
2. Provincial Key Laboratory of Applied Mathematics,
Putian University,
Putian, Fujian 351100, P. R. China
3. Fujian Provincial Key Laboratory of Network Security and Cryptology,
College of Mathematics and Informatics,

Fujian Normal University,
Fuzhou, Fujian, 350117, P. R. China

August 12, 2018

Abstract

We consider the k-error linear complexity of a new binary sequence of period
p?, proposed in the recent paper “New generalized cyclotomic binary sequences
of period p?”, by Z. Xiao et al., who calculated the linear complexity of the se-
quences (Designs, Codes and Cryptography, 2017, https://doi.org/10.1007/s10623-
017-0408-7). More exactly, we determine the values of k-error linear complexity
over [y for almost £ > 0 in terms of the theory of Fermat quotients. Results
indicate that such sequences have good stability.
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1 Introduction

Cyclotomic and generalized cyclotomic classes are widely adopted in cryptography.
They play an important role in the design of pseudorandom sequences. The typical


http://arxiv.org/abs/1711.06063v4

examples are the Legendre sequences derived from cyclotomic classes modulo an odd
prime and the Jacobi sequences derived from generalized cyclotomic classes modulo
a product of two odd distinct primes. The generalized cyclotomic classes modulo a
general number (such as a prime-power) are also paid attention in the literature, see
the related works such as [2,[9,[10,[16,[I8,19] and references therein.

Recently, a new family of binary sequences were introduced by Xiao, Zeng, Li and
Helleseth [17] via defining the generalized cyclotomic classes modulo p? for odd prime
p. Now we introduce the way of defining generalized cyclotomic classes modulo p?.

Let p—1=-ef and g be a primitive rootl] modulo p?. The generalized cyclotomic
classes for 1 < 7 < 2 is defined by

Dépj’f) 2 LM77 (mod p/) 0 <k <e}
and
DD 2 g W) — fgl. PN (mod pl) 0 <k <e}, 1<1< fpit.

Then The authors of [17] chose even f and an integer b € Z : 0 < b < fp to define a
new p?-periodic binary sequence (s, ):

.10 if n (mod p?) € Cy, (1)
"1, ifn (modp?) €Cy,
where
1w (i
_ P P
Co = U pDi+b (mod f) U U Dz‘+b (mod pf)
i=f/2 i=pf/2
and
f/2-1 o) pf/2—1 W)
_ D.f p=.f
Ci = U PD; (mod f) Y U Diy (mod pf) {05
i=0 i=0

The notation pD](-p ) above means that pD](-p ) = {pv:ve Dj(-p o )}. They determined
the linear complexity (see below for the notion) of the proposed sequences (s,) for
f = 2" for some integer r > 1.

Theorem 1. ( [17, Thm. 1]) Let (s,) be the binary sequence of period p* defined in
Eq.([) with f = 2" (integer r > 0) and any b for defining Cy and C,. If 2P~V/f £ 1
(mod p?), then the linear complexity of (s,) is

2—(p—1)/2, if 2e DIV,
LC™2((s,)) = p2 (p—1)/ : (()p,f)
P2, it 2¢& Dy’ .

'For our purpose, we will choose g such that the fermat quotient g,(g) = 1, see the notion in
Sect. 2.




The linear complexity is an important cryptographic characteristic of sequences
and provides information on the predictability and thus unsuitability for cryptogra-
phy. Here we give a short introduction of the linear complexity of periodic sequences.
Let F be a field. For a T-periodic sequence (s,) over F, we recall that the linear
complezity over F, denoted by LC¥((s,)), is the least order L of a linear recurrence
relation over F

Sn+l = CL-1Sn+L-1 1 ...+ C18p41 + cosp for n >0,
which is satisfied by (s,) and where ¢y # 0,¢1,...,c1 € F. Let
S(X) =80+ 51X + 85X+ ... +sr 1 X eF[X],

which is called the generating polynomial of (s,). Then the linear complexity over F
of (s,) is computed by

LC"((sn)) =T — deg (ged(XT — 1, S(X))), (2)

see, e.g. [§] for details.

For a sequence to be cryptographically strong, its linear complexity should be
large, but not significantly reduced by changing a few terms. This directs to the notion
of the k-error linear complexity. For integers k > 0, the k-error linear complexity over
FF of (s,), denoted by LCF ((s,)), is the smallest linear complexity (over F) that can be
obtained by changing at most k terms of the sequence per period, see [15], and see [11]
for the related even earlier defined sphere complexity. Clearly LCg ((s,,)) = LC¥((s,,))
and

T > LCy((sn)) = LCY((s0)) = - . = LCy((s4)) = 0

when w equals the number of nonzero terms of (s,,) per period, i.e., the weight of (s,,).

The main contribution of this work is to determine the k-error linear complexity of
(sn) in Eq.(d) for any even number f (including f = 2" considered in [17]). The main
results are presented in the following two theorems. The proofs appear in Section [El
Some necessary lemmas are introduced in Section Bl A crucial tool for the proof is
the Fermat quotients, which is introduced in Section 2

Theorem 2. (Main theorem) Let (s,) be the binary sequence of period p* defined in
Eq.() with even f and any b for defining Co and Cy. If 2 is a primitive root modulo
p?, then the k-error linear complexity of (s,) satisfies

(- p?,  if k=0,
pPP—1, if 1<k<(p—1)/2,
2 : 2
F _ ) p-p it (p-1)/2<k<(p?—p)/2,
LOAED =Y o1 it k=P - )2
1, if k=(p*-1)/2,
0, if k> (p*+1)/2,
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if p=3 (mod 8), and

( 2, if k=0,
pP—1, if 1<k<(p-1)/2
pP—p+1, if k=(p-1)/2,

LC((sa)) = p’—p  if (p+1)2<k<(p’—p)/2,
1, if k= (p>—1)/2,
0, i k>(P+1))2

if p=>5 (mod 8).

2 Fermat quotients

In this section, we interpret that the construction of (s,,) in Eq.([) is related to Fermat
quotients. Certain similar constructions can be found in [3H7,[13].

For integers u > 0, the Fermat quotient g,(u) is the value in {0,1,...,p—1} at u
defined by

gp(u) = ——— (mod p),

where ged(u, p) = 1, if p|lu we set g,(u) = 0, see [14].
Thanks to the facts that

{ Gp(u+€p) = gp(u) — tu™  (mod p), )
qp(uv) = qp(u) + qP(U) (mod p),

for ged(u, p) = 1 and ged(v, p) = 1, we define
Dy={u:0<u<p’ged(u,p)=1,qu)=1} 0<I<p.

In fact, together with the second equation in (B) and the primitive root ¢ modulo p?
with ¢,(g) = 1B, we have

Dy ={g"" (mod p?):0<i<p—1}, 0<I<p.

So according to the definition of Dl(p ) in Sect. 1, we see that
l+ip

-1
D= D% 0<i<p. (4)
=0

The D;’s and Eq.(3]) help us to study the k-error linear complexity of (s,) in Eq.()
in this work.

2Such g always exists.



3 Auxiliary lemmas

In this section, we present some necessary lemmas needed in the proofs. In the sequel,
the notation |Z| denotes the cardinality of the set Z.

Lemma 1. Let D; be defined for 0 < 1 < p by Fermat quotients as in Sect.2. Then
we have for 0 <[ < p,

{nmodp:neD}={12,...,p—1}.
Proof. Since D; = {¢'™® (mod p?) : 0 <i < p—1} for 0 < < p, we get
{g"" (modp):0<i<p—1}={g"" (modp):0<i<p-—1}
which completes the proof. O

Lemma 2. Let D; be defined for 0 < [ < p by Fermat quotients as in Sect.2. Let
ve{l,2,....,p—1} and V, = {v,v +p,v+2p,...,v+ (p — 1)p}. Then for each
0 <1< p, we have |V, N Dy| = 1.

Proof. By the first equation in Eq.(@3), if ¢,(v + i1p) = ¢,(v + iap) = [ for 0 <
i1,13 < p, that is g,(v) — ;07! = g, (v) — igv™! (mod p), then iy = is. O

Lemma 3. Let Dl(pj’f) be defined for 0 <1 < fp/=t with even f and 1 < j <2 as in
Sect.1. Then we have for any 0 <1 < fp

2
{u (modp):ue D"} = Dz(m(:)mod N

Proof. It is clear. O

Lemma 4. Let Dl(pj’f) be defined for 0 <1 < fp'=! with even f and 1 < j < 2 as
in Sect.1. Letv € {1,2,....p—1} and V, = {v,v+p,v+2p,...,v+ (p— 1)p}. If
veDép’f) for some 0 < £ < f, we have for any 0 <[ <p

V. A DPD| = 1, ifi=0l—-¢ (mod f),
! 0, otherwise,

I+ip

where 0 <1 < f.

Proof. For each 0 <[ < p, we have by Lemma 2 [V, N D;| = 1. Then by Eq.(#)
there exists some i : 0 < 79 < f such that

IV, N DD =1,

I+iop

2
Now we determine 7g. Let ©w € V, N Dl(-li)-iz)J;)' We check that

u=v (modp), u (modp)€ Dl(ii];i? (mod f)
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by Lemma [ hence we get £ = [+ iop = [+ iy (mod f), that is ip = [ — £ (mod f).
We complete the proof. O

For any integer b, let
f/2-1
Q= DIP eap SL2.p—1} Ny={12,...p—1}\ Q. (5)
i=0
We see that |Qy| = |N,| = (p—1)/2.

Lemma 5. Let Dl(pj’f) be defined for 0 <1 < fp/=! with even f and 1 < j <2, and
let Cy and Cy be defined with any integer b as in Sect.1. Let v € {1,2,...,p—1} and
Vo={v,v+p,0+2p,...,0+(p—1)p}.
(1). If v € Qp, which is defined in Eq.(3), we have
|Vv ﬁC0| = (p - 1)/2> |Vv ﬁCl| = (p_l_ 1)/2
(2). If v € Ny, which is defined in Eq.(3), we have
VonCol = (p+1)/2, Ve NG| =(p—1)/2

Proof. It follows from Lemma [l O

Define polynomials in Fy[X]

"Xy = X (6)

nEDl(pJ’f)

for 0 <l < fpP~'and 1 <j <2. Let # € F, be a primitive p-th root of unity and

f/2-1
— (.f) _ n v
W= D A uoa (0) = 3 0" €T
=0 neQy

It is easy to see that

Whtf/2 = Z 0" and wy + Wyt 52 = 1.
nENb

Lemma 6. Suppose that 2 is a primitive root modulo p. Let 6 € Fy be a primitive

p-th root of unity and w, = > 0™. Then wy, & Fy for any integer b.
neQy



Proof. Write
1 n 2 n
W) =Y X WP x) =Y xm.
neQy neNy
Then we have 1 < deg(WIfl)(X)) # deg(Wb(z)(X)) <p-1
Suppose that w, = 0 for some integer b, we have for all i : 0 < i <p—1

Wi (%) = WP (6 =0

and
1+ W2(6%) = (1 + WP0)? = (1 +wppp2)> = (wp)” =0,

which tell us that both Wb(l)(X ) and 1+ Wb@) (X) have p — 1 many solutions, since
2 is a primitive root modulo p. This contradicts to that one of deg(Wb(l)(X )) and
deg(1 + Wb(z) (X)) is smaller than p — 1.

A similar proof can also lead to a contradiction if w, = 1. We complete the
proof. O

For any non-zero polynomial h(X) € Fo[X], the weight of h(X) is referred to as
the number of non-zero coefficients of h(X).

Lemma 7. Suppose that 2 is a primitive root modulo p. Let 0 € Fy be a primitive p-th

root of unity and wy, = Y. 6™ for any integer b. For any non-constant polynomial
neQy

h(X) € Fo[X] with h(8) = wy, we have wt(h(X)) > (p—1)/2.

Proof. By Lemma [ we see that w € Fy \ Fy. First, we can choose h(X) € Fy[X]
such that h(X) = W(X) = 33 X", then we have h(6) = W V(6) = w,. In this

neQy
case wt(h(X)) = (p —1)/2.

Second, suppose that there is an ho(X) € Fo[X] such that wt(hy(X)) < (p—1)/2
and ho(6) = wy. Let ho(X) = ho(X) (mod XP—1) with deg(hg) < p and let Hy(X) =
ho(X) + Wb(l)(X ), the degree of which is < p. Clearly Hy(X) is non-zero since
ho(X) # Wb(l)(X), since the weight of Wb(l)(X) is (p — 1)/2. Then we derive that
Hy(0) = 0 and Hy(0*) =0 for 1 <i < p— 1. Since 2 is a primitive root modulo p,
we see that

14+ X+ X%+ ...+ XPYHH(X),

i.e., due to deg(Hy(X)) < p, we have Ho(X) = 1+ X +X?+...+XP"! from which we
get ho(X) =1+ Wb@) (X) and wt(ho(X)) = (p+1)/2. Therefore, wt(hg) > wt(hg) =
(p+1)/2, a contradiction. O

Now we turn to prove our main result.



4 Proof of the main theorem

(Proof of Theorem [2)). From the construction ([I), we see that the weight of (s,,)
is (p? —1)/2+ 1, i.e., there are (p*> —1)/2 + 1 many 1’s in one period. Changing all
terms of 0’s of (s,) will lead to the constant 1-sequence, whose linear complexity is
1. And changing all terms of 1’s will lead to the constant 0-sequence. So we always
assume that k < (p* —1)/2.

The generating polynomial of (s,,) is of the form

pf/2—1 f/2—1
2
SX)=1+ 3 d% i o)+ D dB D a (XD €F[X],  (7)
1=0

=0

where dl(p 7f) (X) is defined in Eq.(6]). We first recall the linear complexity of (s,) that
LC3?((s,)) = p? for f =27 (r > 1) from [I7, Thm.1] and for even f from [12, Thm.8].
Then we suppose k > 0. Let

Sk(X) = S(X) + e(X) € Fo[X] (8)

be the generating polynomial of the sequence obtained from (s,) by changing exactly
k terms of (s,) per period, where e(X) is the corresponding error polynomial with k
many monomials. We note that Sy(X) is a nonzero polynomial due to k < (p*—1)/2.
We will consider the common roots of Sy(X) and X?* — 1, i.e., the roots of the form
B (n € Z,2) for Si(X), where 3 € Fy is a primitive p?-th root of unity. The number
of the common roots will help us to derive the values of k-error linear complexity of

(5n) by Eq.(@).

Case I: k < (p* — p)/2.

On the one hand, we assume that Si(8m) = 0 for some ng € Z7, = {1 < n <
p?|ged(p,n) = 1}. Since 2 is a primitive root modulo p?, for each n € Ly, there
exists a 0 < j, < (p — 1)p such that n = ny2’» (mod p?). Then we have

Si(B") = Si(B™%") = Si(B™)*" =0,

that is, all (p* — p) many elements 5" with n € Z:, are roots of Si(X). Hence we
have _
O (X)[Sk(X) in Fy[X],

where
P(X)=14+XP+ X+ . +XPUPcR,yX],

the roots of which are exactly " for n € Z;Q. Let

S(X) = ®(X)r(X) (mod X¥* —1). (9)



Since deg(S(X)) = deg(®(X)) + deg(m(X)) < p?, we see that 7(X) should be one
of the following:

71-(‘)():1771-()():)(”1—|_,>(v2—|——|—)(Ut771'()()zl_i_)('vl +X02+...—|—th;

where 1 <t <pandl <wv; <wvy <...<wv <p. Then the exponent of each monomial
in ®(X)m(X) forms theset {I{p: 0<I<p—1}or{u;+lp:1<j<t,0<I<p—1}
or {lp,v;+1Ip:1<j <t 0<I[<p-—1} for different 7(X) above.

(i). If m7(X) =1, we see that by (@)- (@)

pf/2-1

— (27f) n
e(X)= > drD (X)) + Y X
j:() nENb

which implies that k = (p* — 1)/2, where N, is in Eq.(H).
(ii). fm(X) = X" + X" 4+ ...+ X" we let

Z=Av,ve,...,0}, T ={1,2,...,p—1}\Z

and let z = [ZN Q. We have |[TN Q| = (p—1)/2— 2, |[ZNN,| =t — z and
| TNy =(p—1)/2—t+2 For V,={v+/Ip:0</{<p}, by Lemma [l we derive
that

e(X)= > X X'+ > > X"

vEINQ, nEVL,NCo veEJNQL neEV,NCy

+ > Y, X"+ X Yo X'+1+ Y X

vEINNG n€EV,NCo veEJ NNy nEV,NCy neQy

which implies that

k= 2 (p—1/24((p—1)/2—2)-(p+1)/2+ (t—2) - (p+1)/2
H(p=1)/2—t+2)-(p—1)/2+1+(p—1)/2
= (P-1)/2+1+t-2z

We can check that —(p —1)/2 <t —2z < (p—1)/2. Then k > (p* —p)/2 + 1.
(iii). For m(X) =1+ X" 4+ X" 4+ ...+ X", we can get similarly

e(X)= > > X'+ > > X"

vEINQ, nEV,NCo veEJNQL NEVL,NC1
+ > > X'+ X > X'+ Y X,
veZNNG neV,NCoy veJNN, neV,NCy neNy

and k = (p? —1)/2+t —2z. Asin (ii), we have k > (p* — p)/2.
So putting everything together, if k& < (p? — p)/2, we always have Si(8") # 0 for
all n € Z;z.



On the other hand, we note first that p = —3 (mod 8) or p = 3 (mod 8) when 2
is a primitive root modulo p?. From Eq.(7]) we have by Lemmas [I] and

S(X _1+—ZX"+ZX"+— (mod X? —1).

neQy

So let 6 = P, we get for 0 <7 < p
Sk(B7) = Su(0") = (") + S(0")
, (p*+1)/2, ifi=0,
e(0") +

1+ 3 67, if1<i<p,

neQy
' 1, if i =0, (10)
= e0)+q 1+ 3 o fieDPV o<r<y,
n€EQp ¢
. 1 ifi=0
= e(@)+4q .
() { 1+ Wt (= Wogrgpy2), if i€ Dép’f)> 0<l<f,

where w, = Y 0". We want to look for an e(X) with the least wt(e(X)) such that
neQ

e(1) =1 and e(0") = wyyeyg/2 for i € Dép’f). These help us to calculate the number
of roots for Sy,(X) of the form 87 (0 < i < p).

First, we consider the case 1 < k < (p — 1)/2. If e(X) is with 1 < wt(e(X)) <
(p —1)/2, we have e(1) = wt(e(X)) and e(6") # wyieyf/2 for 1 <4 < p by Lemma
[[l So we can use any monomial e(X) (i.e., wt(e(X)) = 1) to deduce Si(8°) = 0 but
Sk(B™®) # 0 for 1 <i < p. So by Eq.([2) we derive

LOEE 4 ol(sa)) = LCT((5) = p* — 1.

Second, we consider the case k = (p—1)/2. Let e(X) satisfy wt(e(X)) = (p—1)/2

and e(X)= > X" (mod X? —1). Then we have e(1) = (p — 1)/2 and
nENb

6(92) — Z 9”22 Z Hn:wb—i-f-i-f/Q fOI' 1 S'l<p,

neN, neENpyp

if i € D) for 0 < ¢ < f. For such e(X), it indicates that S(8°) = (p + 1)/2 and
Si(B%) =0 for 1 <4 < p. Hence

((sn)):{pz—p+1, if p=-3 (mod ),

Fo
LC p? —p, if p=3 (mod 8).

(p—1)/2

Furtherly, for the case when p =5 (mod 8), we choose an e(X) satisfying wt(e(X)) =
(p+1)/2and e(X) =1+ > X" (mod X? — 1). Then we derive Si(3%) = 0 for

neQy
0 <7 < p and hence

0572%—1 /2(( n)) :]92 —p, if p=-3 (mod 8).

10



Case II: k = (p* — p)/2.
Now we consider the case k = (p? — p)/2. From (iii) above, only that Z = Q, is
useful for us, in this case t = z = (p — 1)/2 and

e(X)=>Y" D> X"+ > D X"+ X7

vEQL nEVL,NCo ’l)ENb neV,NC1 nENb

which can guarantee Sy.(8") = 0 for all n € Z7,. We also check that by Lemma

e(B7) =e(0) = B3t 3 04+ Bg 3 04

neQy nENb
-1 ni ni -1
neQy neNy
SRR

for 1 <i < pande(f’) =e(l) = (p—1)/2. Then from Eq.([I0), we get Si(8°) =
(p+1)/2 and Si(B8%) # 0 for 1 < i < p. So we have
LC](F;LP)/Q((Sn)) =p—09,

where § = 1if p=3 (mod 8) and 6 =0 if p = —3 (mod 8).

Case IIT: k > (p* — p)/2.

If k = (p* — 1)/2, after changing the k& many 0’s in (s,), we get the 1-sequence,
whose linear complexity is 1. And if k > (p?> —1)/2, we can get the 0-sequence whose
linear complexity is 0. We complete the proof. 0

We remark that, it seems difficult for us to determine the values of LC}>((s,)) for
(p* —p)/2 < k < (p* — 1)/2 here, but it is at most p (or p — 1).

5 A lower bound

We have the following lower bound on the k-error linear complexity when 2 is not a
primitive root modulo p?.

Theorem 3. Let (s,,) be the binary sequence of period p* defined in Eq.(d) with even
f and any b for defining Cy and Cy. If 2P71 # 1 (mod p?), then the k-error linear
complezity of (s,) satisfies

L ((80)) > Ap for 0 < k < (p* —p)/2,

where 1 < A\ < p is the order of 2 modulo p.

11



Proof. First we show the order of 2 modulo p? is Ap. Under the assumption
on 2771 #£ 1 (mod p?), we see that the order of 2 modulo p? is of the form mp for
some 1 <m < p—1and m|(p—1). Then A\jm from 1 = 2™ = 2™ (mod p) since
2™ =1 (mod p?), and m|\ from 2% = 1 (mod p?) since otherwise we write for some
1<e<p

2% =1+ep (mod p?),

from which we derive

emp

1= (2’\7’)’”/’\ = (1—|—ep)m/’\ =1+ 3

(mod p?).
However ¢ # 0 (mod p), a contradiction.

Second, the fact k& < (p*> — p)/2 implies that there do exist an ng € Zy, such that
Sk(B™) # 0, where Si(X), as before, is the generating polynomial of the sequence
obtained from (s,) by changing exactly k terms per period. Since otherwise, k >
(p* — p)/2 according to Case I in the proof of Theorem 21

Thus there are at least Ap many n € {n¢2’ mod p* : 0 < j < Ap} such that
Sk(B™) # 0. Then the result follows. O

Theorem [3 covers almost all primes. As far as we know, the primes satisfyin
2P~1 =1 (mod p?) are very rare. It was shown that there are only two such primeﬁ
1093 and 3511, up to 6 x 10'7 [1].

Finally, we draw a conclusion that we have determined the values of the k-error
linear complexity of a new generalized cyclotomic binary sequence of period p? dis-
cussed recently in the journal Designs, Codes and Cryptography. Results indicate
that such sequences have large linear complexity and the linear complexity does not
significantly decrease by changing a few terms.
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