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Abstract

The problem of detecting a single anomalous process among multiple independent processes is considered. Under a constraint
on the number of processes that can be probed simultaneously, the decision maker should decide which processes to probe at each
time and when to terminate the probing. Compared with previous work considering only the observation costs, the switching costs
of switchings across processes also need to be taken into account in many practical scenarios. The objective is an active inference
strategy that minimizes the Bayesian risk taking into account of the sample complexity, switching cost, as well as detection errors.
Based on the framework of sequential design of experiments, we propose a low-complexity, low-switching deterministic policy
for two scenarios where the total switching cost is negligible and the total switching cost is comparable to the total observation
cost. We show that the proposed algorithm is asymptotically optimal in the former scenario and is order optimal in the latter

scenario. Simulation results demonstrate strong performance in the finite regime for both scenarios.

Index Terms
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I. INTRODUCTION

ONSIDER the problem of detecting anomalous processes among multiple processes. At each time, only one process
can be probed and a noisy observation is obtained from the process. The objective is to find an optimal inference
strategy consisting of a selection rule indicating which process to probe at each time, a stopping rule on when to terminate the
detection, and a decision rule on the final result. The performance measure is the Bayesian risk that takes into account various

costs during procedure, such as the detection error, the sampling delay or switching cost, etc.
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The anomaly detection problem studied in this paper relates to the sequential design of experiments problem first studied by
Chernoff in 1959 [2]] named as the Active Hypothesis Testing (AHT) problem. Differ from the classic sequential hypothesis
testing pioneered by Wald in [3] where the observation action under each hypothesis is fixed, active hypothesis testing allows
the decision maker to choose different experiments to be conducted at each time and infer the state of the probed process. The
test developed by Chernoff (referred to as Chernoff test) is a randomized test that generates random actions based on historical
observations. The actions, consequently the test statistics of log likelihood ratio, thus become independent and identically
distributed over time, allowing asymptotic analysis of the stopping time on the test statistic.

Chernoff’s work has been extended in various directions. Bessler [4] generalized Chernoff’s work to general multiple
hypothesis testing in 1960. Naghshvar and Javidi in [5]—[9]] studied this sequential problem from the perspective of minimizing
Bayesian risk considering the detection error and detection delay. In [[10]-[[12]], more general models which considered
Markovian observations and non-uniform costs on actions were proposed. Recently, K. Cohen and Q. Zhao et al. studied
AHT for anomaly detection in [[13]-[19]. In contrast to the random policies advocated in other works, they introduced a simple
deterministic model which offers the same asymptotic optimality yet with significant performance gain in the finite regime and
considerable reduction in implementation complexity. More recent studies and applications of general active hypothesis testing
problem can be found in [20]-[23].

However, Chernoff test and subsequent studies do not consider switching cost. Incorporating switching cost into Bayesian
risk is motivated by a number of applications. For example, in many searching tasks, relocating the searching agent (eg.
rescuing ships or air-crafts) incurs considerable cost in terms of energy or delay. Another example is medical diagnostics,
where frequent and fast switching across drugs and medical procedures may carry high risk and side effects.

There are few studies considering the switching cost in AHT. Vaidhiyan developed a modified Chernoff test (referred to as
Sluggish policy) in [24] and introduced a switching parameter 77 which determines the switching probability, which can be
seen as an e-greedy strategy. They claimed that Sluggish policy approaches the asymptotic performance of Chernoff test as
1n — 0. But this policy results in a higher observation cost in the finite regime as demonstrated in their simulations.

In this paper, we propose a low-complexity deterministic test for the above active hypothesis testing problem with switching
cost, referred to the Deterministic Bounded Switching (DBS) policy, which was first formulated and studied in our prior
work [[1]. The proposed policy explicitly specifies the probing action at each time based on the history of observations, which
integrates all parameters affecting the Bayesian risk: the number of processes M, the single-switching cost s, the single-
observation cost ¢, and the corresponding Kullback-Liebler (KL) divergences between the observation distributions of normal

and anomalous processes. DBS policy partitions the problem space into two cases. In the first case, the process that are most



likely to be abnormal will be probed. In the other case, DBS policy probes processes that are likely to be normal and eliminates
them one by one to reduce the number of switchings. In addition to the scenario studied in [ 1] where the single-switching cost
is of no greater order than the single-observation cost in the asymptotic regime of ¢ — 0, we further analyze the performance
of the DBS policy in the scenario where the total switching cost is negligible and the total switching cost is comparable to
the total observation cost. Then, we show that the DBS policy enjoys asymptotic optimality when the total switching cost is
negligible to the observation cost, i.e., s = o(—clogc) as ¢ approaches 0, and strong performance in the finite regime are
demonstrated in simulation part of this paper. In addition, we also analyze the performance of the DBS policy when total
switching cost is comparable to the total observation cost, i.e., s = Q(—clogc) as ¢ approches 0, and draw the conclusion that
the DBS policy is order optimal in this scenario.

In this paper, Sec. |lI| describes the system model for single anomaly detection problems. DBS policy is proposed to solve

it, and its optimality is proved in Sec. [[V-Al In Sec. [[V-B] and Sec. we compare DBS with the deterministic DGF policy

in [[13]] and the Random Sequential Probability Ratio Test (R-SPRT) policy and analyze the impact of switching cost. In Sec.
we provide numerical examples to illustrate the performance of the proposed policy compared with other algorithms. Sec.

concludes the paper.

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. System Model

Consider the problem of detecting an anomalous process among a finite number (denoted by M) of processes. Each process
may be in a normal state or an abnormal state alternatively. Let H,, denote the hypothesis that the process m is in an abnormal
state. Let 7, be the priori probability that H,, is true, where Zf\le Tm = 1, and 0 < m,, < 1 for all m. At each given time,
only one process can be probed. When process m is probed at time n, an observation y,,(n) is obtained and is independent
over time. If process m is in a normal state, y,,(n) follows distribution f(y); if process m is in an abnormal state, ¥, (n)
follows distribution g(y). We focus on the case where the distributions f(y) and g(y) are known.

Let P, be the probability measure under hypothesis H,, and E,, be the operator of expectation concerning the measure P,,,.
Let ¢(n) € 1,2, ..., M be a selection rule indicating which process is probed at time n. The vector of selection rules is denoted
by ¢ = (¢(n),n > 1). Let 7 be a stopping time (or a stopping rule), which is the time when the decision maker finishes the
detecting procedure. Let 7. and 75 be the numbers of observations and switchings by the stopping time 7, respectively, we
have 7 = 7. + 75. Let § € {1,2,..., M} be a decision rule, where § = m if the decision maker declares that H,, is true at

time 7.



An admissible policy for the sequential anomaly detection problem is denoted by

['=(7.0,9). (D

B. Objective

Let P.(I') £ Zf\:{:l Tmam (') be the probability of error under policy T', where a,,,(I') £ P,,(§ # m|T") is the probability
of declaring 6 # m when H,, is true. Let E(7|T') £ ng:l Tm En(TIT) be the expected detection time under T', while
E(r.T) & 2%21 T By (7e|T') is the expected value of the total number of observations 7. and F(7,|T) £ Z%:I T Eom (75 |T)
is the expected value of the total number of switchings 7, respectively.

We adopt a Bayesian-like approach as in Chernoff’s original study [2]] by assigning a cost of ¢ for each observation, a unit

loss for a wrong declaration, and s be the switching cost for a single position switching.

The Bayesian risk of I" under hypothesis H,, is given by
Rpy(T) £ am(T) + cEp(1|T) + sEp (75T). 2)

The average Bayesian risk is

NE

R(T) £ T R (T') = Pe(T') + cE(7|T") + sE(7,|T). 3)

m=1

The objective is finding a policy that minimizes the Bayesian risk:

i?f R(T). 4)

C. Statistics

Since only one process can be probed at a time, let 1,,(n) be the indicator function of whether process m is probed at time
n. 1,,(n) = 1 if process m is probed at time n, and 1,,(n) = 0 otherwise.

The log-likelihood ratio (LLR) of each process m is denoted as

9(Yym(n))

m(n) = log g )

) &)

A

which reflects the goodness-of-fit of which distribution a certain region belongs to. E,,(l,(n)) = D(g||f) > 0 if the
observations of region m follows distribution g(y), and E,,(l,,(n)) = —D(f|lg) < 0 if the observations of process m
follows distribution f(y), where D(-||-) is the KL divergence between two distributions.

The sum log-likelihood ratio (SLLRs) of process m at time n is given by



S (1) £ " L (t) 1 (1), ©6)

which combines the observations of the process m at multiple times, and can be regarded as the score of whether the process
is in an abnormal state. After a period of observations, the sum-LLRs of different processes may be different. Under H,,,
Sp(n) is a random walk with positive expected increment E,, (I,,(n)) = D(g||f) > 0, while S;(n), for j # m is a random

walk with negative expected increment E,,,(l;(n)) = —D(f]||g) < 0.

III. THE DBS POLICY
A. The DBS Policy

In this section, we propose a deterministic policy for the above active hypothesis testing problem, referred to as the DBS
policy. Our goal is to detect the only one anomalous process among multiple processes. Intuitively, there are two ways to solve
the detection problem. In one way, we can probe the processes that are more likely to be abnormal and confirm them one by
one; In another way, we can probe the processes that are more likely to be normal and eliminate them one by one. Thus, the

proposed DBS policy partitions the problem space into two cases by comparing D(f||g)/(M — 1) and D(g||f) + A(M), i.e.,

Case I: D(g||f) + ar) > 2U19)

M—-1’
Case 1t: D(g||f) + £(1) < DUI19)
where
(a8 2 =207 DD(N D) o

is the offset value caused by the switching cost which we will explain later. It should be noted that D(g||f) and D(f||g)/(M—1)
determine the rates at which the state of abnormal process m and normal processes j # m can be accurately inferred, where
D(g||f) represents the increasing slope of the test statistic S, (n) of the normal process m and D(f||g) represents the decreasing
slope of the test statistics S; of normal processes j # m respectively. While the observation cost is mainly determined by
D(gl|f), D(f|lg)/(M — 1) and ¢, the switching cost is mainly affected by M.

In Case I, DBS policy probes the process which is most likely to be abnormal. The selection rule, stopping rule and decision

rule are as follows:

¢(n) = m'(n), @)
T =min {n : Sy (n) > —logc}, )

§ =m!(7), (10)



where m!(n) = arg max,, S,,(n) is the index of the process owing the highest sum-LLRs (processes with the same sum-LLRs
can be ordered arbitrarily) among all the processes.
In Case II, DBS policy probes the process which is most likely to be normal and eliminates the normal processes one by

one. Specifically, let B(n) denote the set of processes that can be declared as normal at time n, i.e.,
B(n) ={m: Sn(n) <logc}. (11)

The selection rule, stopping rule, and decision rules of DBS policy in Case II are given by

#(n) =m~(n), (12)
7=min{n: |B(n)| =M — 1}, (13)
=M\ B(r), (14)

where m~!(n) = arg min,,¢p(,,) Sim(n) is the index of the process with the lowest observation sum-LLRs among all processes

that have not been declared as normal at time n, and M = {1,2,..., M} is the set of all processes.

B. Explanation

In our policy, we define stage as the time when a certain process is determined as abnormal or normal. There are only 1
stage in Case I, however, the observation process will be divided into M — 1 stages in Case II. Assume that process m is in
an abnormal state, i.e., H,, is true. The deterministic selection rule of the DBS policy can be intuitively explained as follows.

Since the observations y,,(n) of process m follow the distribution g(y), the expectation of the test statistic l,,, is Ey, (Iy) =
D(gl||f) > 0. Therefore, as the number of observations increases, the sum-LLRs of process m increases gradually with high
probability. However, since the observations y;(n) of process j # m follows the distribution f(y), the expectation of the test
statistics [; is E,(I;) = —D(f||g) < 0, which means the sum-LLRs of process j decreases gradually with high probability as
the number of observations increases. At the beginning of the detection procedure, the sum-LLRs of all processes are zero and
the decision maker randomly selects a process to probe. Subsequently, the decision maker sorts all the processes according to
the sum-LLRs at each given time n and selects the process m!(n) with the highest sum-LLRs. As a result, the sum-LLRs of
process m will gradually increases and become m!(n) with high probability.

In Case I of DBS policy, the decision maker probes the process with the highest sum-LLRs at each given time. The test
is finalized once sufficient information is gathered from the process, when the highest sum-LLRs exceeds the threshold of
— log c. Therefore, the asymptotic detection time approaches — logc¢/D(g||f) since the abnormal process can be probed with

higher probability than other processes at each time. In this case, the number of switching is bounded because the abnormal



process will quickly become the m!(n) process with high probability. In addition, the probability of switching decreases as
the time n increases, since the gap between m!(n) and m?(n) increases as n increases.

In Case II, the decision maker eliminates normal processes one by one and identifies the abnormal process finally. As a
result, the detection procedure will be divided into M — 1 stages. At each stage, the process m~*(n) which is most likely to

be normal is probed at each time and the asymptotic observation time of each stage approaches B(IJ(‘)ﬁ;)' The test is finalized

—(M—1)loge

once |B(n)| = M — 1. Thus the asymptotic observation time of entire detection procedure approaches DTl9)

With the goal of minimizing the objective function (), the selection rules of Case I and Case II are established as (7).
Considering the impact of switching on the strategy, we introduced an offset A(M) since there will be more switchings in

Case II which has M — 2 more stages than Case L. It is worthy noting that the value of A(M) changes as the sample cost

s
—cloge

¢, the single-switching cost s or the number of processes M changes. On the one hand, A(M) increases as increases

when M is fixed, which means that as _Clsogc increases, the decision maker is more inclined to choose Case I. The reason

s
—cloge

is that the effect of switching cost on the objective function increases as increases, which leads the decision maker to

choose Case I with fewer switching times. On the other hand, A(M) increases as M increases when 7Cfog_c is fixed, which

means that it’s more inclined to choose Case I as M increases, since there will be more stages in Case II as M increases, and

switching will occur at each stage which leads to an increase in switching cost.

C. Example

We illustrate the two cases of DBS policy in Fig. |I| with an example that find the only abnormal process among M = 5
processes to clarify our idea.

Fig. [I] simulates the specifics of the DBS policy for Case I and Case II, respectively, when process 3 is an anomalous
process. For Case I, the decision maker probes the process m!(n) with the highest sum-LLR. At the beginning of the detection
procedure, since sum-LLRs of all processes are zero, a process is randomly selected to probe at ¢ = 1. Suppose the decision
maker selects process 1. Since process 1 is in a normal state, the sum-LLR of process 1 will decreases, so at ¢t = 2, the order
of sum-LLRs of all processes becomes {2,3,4,5,1}. Select process 2 to probe. In the same way, the sum-LLR of process 2
will also decrease, and the order of sum-LLRs of all processes may become {3,4,5,1,2}. Assume that the decision maker
selects process 3 to probe at ¢ = 3. Since process 3 is in an abnormal state, the sum-LLR of process 3 increases and ranks first,
ie., m'(n) =3 and S,,1(,)(n) > 0. From then on, the decision maker will continue to probe process 3 with high probability
until S,,1(,,)(7) > —log c. Then the decision maker will stop the detection procedure and declares process 3 to be an anomaly.

For Case II, the decision maker probes process m~1(n) at each given time. Suppose the process 5 is randomly selected

to probe at the beginning of the detection procedure. Since process 5 is in a normal state, the sum-LLR of process 5 will
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Fig. 1. Illustration the two cases of DBS Policy (M = 5).

decreases and be ranked last. Thereafter, the decision maker will continue to probe process 5 until S,,-1,)(n) < logc, and
then stop taking observations from process 5 and declare it as normal. Repeat this operation until all processes in normal state

are declared as normal.

IV. PERFORMANCE ANALYSIS AND COMPARISON

In this section, we will analyze the performance of the DBS policy and compare DBS policy with DBS policy and R-SPRT

policy.

A. Performance Analysis

In this section, we analyze the performance of the DBS policy with different s and c. Theorem 1 and Theorem 2 are

presented to prove that the DBS policy is optimal in terms of minimizing the objective function as the observation cost ¢

approaches zero.



It is obvious that the order difference between s and c will affect the choice of strategy and the performance of the
corresponding policy. Considering the order relationship between the observation cost and switching cost, the problem is
divided into the following two scenarios:

Scenario 1: the single-switching cost s becomes insignificant relative to —clogc in the asymptotic regime of ¢ — 0, i.e.,
=0.

3 S
lim0 —clogc

Scenario 2: the single-switching cost s is bounded below by —clog ¢ in the asymptotic regime of ¢ — 0, i.e., lim, o0 —=— >

“cloge
0.
According to the subsequent analysis, it is clear that the observation time E(7.) of DBS policy satisfies E(7.) = I_*I(OA% as
¢ — 0. Thus, the observation cost can be denoted as cE(1.) = %, which is a function related to —clog c. Meanwhile, the

number of switchings is limited and the total switching cost can be denoted as a function related to s. Therefore, in order to
better analyze the performance of the DBS policy under the objective function in the form of Bayesian risk, the discussion is
based on the order of s and —clogc. Scenario 1 means that the total switching cost is much smaller than the total observation
cost and is negligible compared with the total observation cost. In Scenario 2 the total switching cost and total observation
cost are comparable.

We will analyze and prove the optimality of the DBS policy in two scenarios as ¢ — 0, respectively. The following theorems
show that DBS policy is asymptotically optimal or order optimal regarding minimizing the Bayesian risk as ¢ approaches zero.
Theorem 1 will show that the Bayesian risk of DBS policy will be infinitely close to the lower bound of Bayesian risk if
s = o(—clogc) as ¢ — 0. Theorem 2 will show that the Bayesian risk of the DBS policy is higher than the lower bound of

the Bayesian risk, but the ratio of the two is bounded.

Theorem 1 (Asymptotic Optimality of DBS Policy). Let R(DBS) and R(T") be the Bayesian risks under the DBS policy and

any other policy T', respectively. If s = o(—clogc), then,

—cloge |
DBS) ~ ~ inf R(T 1
R(DBS) () in R(T) as ¢ — 0, (15)
where,
D(gllf)s if Case I,
I"(M) =

D(fllg)/(M —1), if Case I

Proof: For a detailed proof see Appendix A. We provide here a sketch. In the first step, we prove that the objective
function based on Bayesian risk has an asymptotic lower bound infr R(I") and give the form of the asymptotic lower bound.

Then, we show that the Bayesian risk R under DBS policy approaches the asymptotic lower bound as ¢ — 0.



Based on the three perspectives of error probability, sampling cost and switching cost, the asymptotic behavior of Bayesian

risk is established. In Lemma 1, we show that the asymptotic lower bound on the total switching cost is >, (k — 1)m, the

asymptotic lower bound on the sampling cost is ;f(l?j)c, and the error probability is O(c) following the same proof idea as in

[13]].
The basic idea of proving that the DBS policy is asymptotic optimal is to prove that the Bayesian risk of the DBS policy

approaches the asymptotic lower bound as c¢ approaches 0. In App.1, we prove that the asymptotic expected detection time

—logc
I*(M)

approaches while the error probability is O(c). In addition, we prove that the number of switching has an upper bound
which is independent of c.

Then, we analyze the expected number of observations and expected switching times of the DBS policy. Take the proof of
Case II as an example, we need split the testing into M — 1 stage. Each stage is defined according to the time when a certain
process is placed into set B. Then we analysis the three last passage times at every stage k, denote as 7§, 75, 7, where 7
is the time when region m~'(n) is always normal for all n > 7F, 75 is the time when region m~!(n) no longer changes
for all n > 7¥, and 7 is the time when the region m~!(n) is placed into B. The switching only occurs during 7 and 75,
so the key point in our policy is to prove that there exist constants C' > 0 and v > 0 such that P,,,(7F > n) < Ce™" and
P,. (7% > n) < Ce~"™. Therefore, we can get the upper bound of the expected switching times as ¢ — 0, and denote d as
the upper bound. In addition, combining the above conclusion and the property of SPRT, we can draw the conclusion that

E(75) ~ —logc/D(f||g) in Case II, so the asymptotic expected detection time approaches — logc/I*(M).

Last but not Least, we will analyze the optimality of the DBS policy as ¢ approaches zero based on the relationship between

s and c. Since lim._,¢ ﬁogc = 0, which means s is much smaller than —clog ¢, the ratio of expected number of switching to
the number of observations % approaches zero as ¢ — 0. Thus, the ratio of asymptotic lower bound of Bayesian risk
to the Bayesian risk of the DBS policy iﬁﬁD}g(le) is equal to 1 as ¢ — 0, which means the DBS policy is asymptotic optimal
as ¢ — 0. [ ]

Theorem 2 (Order Optimality of DBS Policy). Let R(DBS) and R(I") be the Bayesian risks under the DBS policy and any

other policy T, respectively. If s = Q(—clogc), then,

R(DBS) = O(inf R(T)) as ¢ — 0 (16)

Proof: For a detailed proof see Appendix B. Theorem 2 can be proved in a similar way to theorem 1. Theorem 2 has the
same expected switching time and expected observation time as theorem 1. The difference between Theorem 2 and Theorem

1 is that the relationship between s and c is different. For Theorem 2, since lim._,q > 0, the ratio of asymptotic lower

s
—cloge



bound of Bayesian risk to the Bayesian risk of the DBS policy irﬁ(rng(S%) is larger than 1 but bounded by positive infinity as

¢ — 0, which means the DBS policy is order optimal as ¢ — 0. [ ]

In the following, we will analyze the DGF policy and the R-SPRT policy when they are applied to the anomaly detection
problem considering switching cost. The DGF policy has been shown to be an asymptotically optimal policy that minimizes
the detection time subject to an error probability constraint. And the R-SPRT policy is an optimal policy that minimizes the

number of switchings.

B. Comparison with the DGF Policy

As DBS policy is inspired by DGF policy in [[13]], we would like to highlight the difference between DBS policy and DGF
policy to explain how the Bayesian risk considering switching cost is reduced in DBS policy.

1) The DGF Policy: The DGF policy is a deterministic policy. At each time, the selection rule ¢(n) of the DGF policy
chooses cells according to the order of their sum-LLRs which is similar to the DBS policy. Specifically, based on the relative
order of D(g||f) and D(f||g)/(M — 1), either the process with the highest sum-LLRs or the process with the second highest

sum-LLRs are chosen, i.e.,

ml(n), if D(g||f) > 219
p(n) =

m2(n), if D(g||f) < B2,

The stopping rule and decision rule under the DGF policy are given by:
7 =inf{n : m'(n) — m3(n) > —logc},

and,

§ =m'(n).

2) Comparison: In Case I, both the DBS policy and the DGF policy are to probe the process which is most likely to
be abnormal until the decision makers declare one process as abnormal. The selection rule of DGF policy is to probe the
m!(n) process at each time, which is the same as DBS policy. The stopping rule under DGF policy is associate with the
difference between the highest observed sum-LLRs S,,1(,)(n) and the second highest observed sum-LLRs S,,,2(,,)(n). Once
Smim) () = Sm2my(n) > —log c, the decision maker of DGF policy finalizes the detection procedure. Meanwhile, the decision
maker of DBS policy stops the detection procedure once the highest observed sum-LLRs S,,1(,,)(n) is greater than —logc.
Since there is only one anomalous process, the second highest observed sum-LLRs is less than O with high probability. Because

of the setting of the selection rule and stopping rule, DGF policy has fewer excepted observation times than DGF policy while



it has the same expected switching times as DBS policy, which makes the Bayesian risk of DGF policy slightly lower than
DBS policy. However, the Bayesian risk gap between DGF and DBS policy caused by the number of observations is small
enough to not affect the asymptotic optimality of the DGF policy.

However, in Case II, DGF policy probes the process with the second sum-LLRs at each time, and the testing is terminated
once the difference between the highest and the second highest observed sum-LLRs is greater than — log c. Since the sum-LLRs
of probed process m?(n) at time n will decrease with high probability after current observation, the probed process will always
changes, which cause a large switching cost. In contrast, DBS policy always probe the process m~!(n) in Case II, since the
observed sum-LLRs of process m~'(n) at time n will decrease with high probability after current probing, DBS policy will

probe the same process with high probability until it has been declared. Thus, the number of switching times is reduced.

C. Comparison with the R-SPRT Policy

In this part, we will compare the difference between the DBS policy and the R-SPRT policy, which has the smallest expected
switching time.

1) The R-SPRT Policy: The R-SPRT policy has a random selection rule, where a series of SPRTs are performed until all
the abnormal process is tested in a random order. In other words, the decision maker selects one process to probe randomly
and performs SPRT test for the currently probed process until its state is declared. Once one process is declared as abnormal,
the detection procedure will be finished.

In R-SPRT, the stopping and decision rules are given by comparing the sum-LLRs S,,(n) with boundary values at each
time n. Thus, the R-SPRT test is carried out as follows:

o If S;n(n) € (loge, —logc), continue to take observations from process m.

o If S, (n) < —loge, stop taking observations from process m and declare it as normal. In addition, select another process

whose state hasn’t been declared randomly to probe at the next time.

e If S, (n) > —loge, stop taking observations from process m and declare it as abnormal. Then, finish the whole detection

procedure and 7 = n.
Since the R-SPRT policy selects processes randomly, each process has same probability to be selected at each stage. The

expected switching time of the R-SPRT policy can be given by

-1
2 )

M
E(7,|R-SPRT) =

while the expected observation time of the R-SPRT is

1 M—-1
E(7.|R-SPRT) = —log ¢ (D(g|f) + 2D(f||g)) :



2) Comparison: In this part, we will compare the performance of the R-SPRT policy and the DBS policy on the objective

function (). The Bayesian risks of the R-SPRT policy and the DBS policy can be given by:

R(R-SPRT) = ¢E(7.|R-SPRT) + sE(7,|R-SPRT)

—cloc( 1 n M_1>+5M_1
— O\ Dl T 2D(fl) 2

R(DBS) = ¢ - E(7.|DBS) + s - E(7|DBS)

1
= —clog CW + sE(75|DBS),

where there exist 21 < D < oo such that 21 < E(7,|DBS) < D.

Assume that R(DBS) is lower than R(R — SRPT), i.e.,

1
< — .
R(DBS) < —clog CI*( ) + sD

<clogc( 1 + M_1> sM_l
D(gllf) = 2D(fllg) 2
— R(R-SPRT),
we can draw the conclusion as follow:
1 M
s < D(gllf) " 2D(fllg)  I*(M) )

—clogec D—%

In another words, when the order relationship between s and —clog ¢ meets the above conditions, the DBS performs better

than the R-SPRT policy.

V. NUMERICAL RESULTS

In this section, we present numerical examples to illustrate the performance of DBS policy. We consider the case where
there is only one anomalous process among M processes. The DBS policy will be compared with Chernoff test [2], DGF
policy [[13[], Sluggish policy [[13|] and R-SPRT policy.

Chernoff test is a randomized policy, which works as below for anomaly detection problem in this case. When D(g||f) >
D(f||g)/(M — 1), Chernoff policy selects the m!(n) process at each given time since there is only one abnormal process
and the m!(n) is most likely to be abnormal. When D(g||f) < D(f||g)/(M — 1), the decision maker will select one process
randomly with equal probability from processes m # m!(n). As a result, the Chernoff test has a different selection rule with
the DBS policy.

Sluggish policy is an extended algorithm based on Chernoff test, which introduce costs for switching of actions. The Sluggish
policy merely slows down the switching of actions via an independent and identically distributed Bernoulli modulation process,

which performs well in the active hypothesis testing problem considering switching cost.



We set the simulations with the following parameters. When process m is probed at time m, an observation y,,(n) is
independently drawn from a Poisson distribution f ~ Pois(As) or g ~ Pois()\4), depending on whether the process is the

target or normal. It is easy to show that

A
D(gllf) = Ar = Ay + Ag log(52),
! (17)

A
D(fllg) = Ag = As + Aslog(3).
g9

Let T,.(T') be the number of observations under the policy I', and TLF = I_*l&g[? be the asymptotic lower bound on the

observation times as ¢ — 0. Define

To(T) £ (To(T) = T,P) /TP

c

as the relative ratio of observations under policy I compared to the asymptotic lower bound of observation.

—cloge

Let R(I') be the Bayesian risks under the policy I', and Rpp = F3

+s-Y . (k—1)m; be the asymptotic lower bound
on the Bayesian risk as ¢ — 0. Define

L(T) £ (R(T) — Ryp)/Rup (18)

as the Bayesian relative risk under policy I' compared to the asymptotic lower bound, which serve as performance measures
of the tests in the finite regime. Following Theorems 1,2, we expect L(DBS) to approach 0 when s = o(—clogc)as ¢ — 0

and is bounded by positive infinity when s = Q(—clogc).

A. s/c is fixed

S
—cloge

First we consider the case where M = 5 and s = 2¢, which means =0 as ¢ — 0. In this case, the loss of a single
switch and a single observation is comparable, while the total switching cost is much smaller than the total observation cost.
For Sluggish policy [[13]], the switching probability is set to p = 0.1, which means switching occurs approximately every ten
observations. We set Ay = 0.4, A; = 0.001 and obtained D(g||f) ~ 0.39, D(f||g)/(M — 1) ~ 0.50. The performance of all
algorithms is presented in Fig. [2] which are the average of 1000 trials.

It is shown that Sluggish policy has the largest number of observations and DGF policy is the smallest in Fig. [2(a). In Fig.
[2[b), we can find that the switching number of R-SPRT policy is less than other policies. Regardless of the relative ratio of
observation as Fig. [J{a) or the number of switching as Fig. [J(b), the performance of the DBS strategy is both sub-optimal.
The dashed rectangular area of Fig. [2(a) and Fig. Jb) shows that the observation delay and switching number of DBS policy

change suddenly around — log ¢ = 70. The reason is that DBS policy chooses to probe the process with the largest sum-LLRs

since it is in Case I when —logc < 70. However, because of the change of ¢, DBS policy changes to Case II and chooses to
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observe the M — 1 normal processes when —log ¢ > 70. The transition between cases increases the number of stages, leading
to an increase in the number of switchings and a decrease in the number of observations.As a result, the Bayes relative risks

will continuously decrease and approach to 0 as ¢ — 0.

B. s =o(—clogc)

s
—cloge

In this section, we consider the scenario where = 5¢, which means —=— = 0 as ¢ — 0. In this case, total switching

—cloge

cost is sufficiently small in comparison with the total observation cost. In addition, A(M) approaches 0 as ¢ — 0, so Case I

and Case II of DBS policy can be simplified to the following form,

Case 1: (gl ) > DU19).
Case I1: D(g||f) < l])\/‘([f_Hgl)

We set Ay = 0.001, A, = 0.4 and obtained D(g||f) ~ 0.39, D(fl||g)/(M — 1) ~ 0.50, when DBS policy, DGF policy and
Chernoff policy are all in Case II and inclined to probe the normal processes. In this case, DBS policy selects process m~*(n)
at each given time n, while the decision maker of DGF policy selects process m?(n) at each given time. And the Chernoff test
draws one process randomly with equal probability from processes {m?(n), m3(n),...,m™(n)} at each given time n. Since
the test statistics from normal processes are less than zero with high probability, the LLR of normal process will be lower and
lower. Thus, the decision maker of DBS policy will probe the same process at each given time with high probability, while

the decision maker of DGF policy switches the observed process constantly. The performance of all algorithms is presented

in Fig. 3

C. s=Q(—clogc)

Then we consider the case where ﬁogc = 2, which means the single-switching cost s is large enough that the cost caused
by switching cannot be ignored. In addition, A(M) does not change with the change of c¢. We set Ay = 0.4, A\, = 0.001
and obtained D(g||f) ~ 0.39, D(f||g)/(M — 1) ~ 0.50, D(g||f) + A(M) > 7, DBS policy is in Case I for all values of ¢

while DGF policy is in Case II. The performance of all algorithms is presented in Fig. 4| It is shown that DGF policy has less

observations, but DBS policy has less switching. Fig. f[c) shows that DBS policy is optimal among all algorithms.

VI. CONCLUSION

The problem of detecting an anomalous process among multiple processes considering switching cost is studied. Due to the

resource constraints, only one process can be probed at each time, and the observations from each process follow two different
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distributions, depending on whether the process is normal or abnormal. Each swithcing across processes incurs an additional
switching cost s and each observation incurs detection delay ¢, while a wrong declaration incurs a loss of 1. The objective is
to find a search strategy that minimizes the expected detection time and the expected switching cost subject to error probability
constraint. Considering the order relationship between the detection delay and switching cost, we divided the problem into
two scenarios: the total switching cost is much smaller than the detection delay(i.e., s = o(—clogc) as ¢ — 0), or the total
switching cost is comparable with the detection delay(i.e., s = (—clogc) as ¢ — 0). We propose a deterministic policy and
proved that our policy is asymptotically optimal when the total switching cost is much smaller than the total observation cost
and is order optimal when the total switching cost is comparable with the observation cost as ¢ approaches zero. We also offers
better performance in the finite regime for different scenarios respectively. Our policy can also be applied to target detection,
fraud detection and other read-world scenarios.

Deriving optimal policies for the anomaly detection problem with switching cost considered in this paper requires the
assumption that only one process is in an abnormal state and the decision maker can probe only one process at each time. In
the future, we will further extend the problem to handle the case where multiple anomalous processes are present and multiple
processes can be probed simultaneously. In this paper, we also assume that the observation distributions under both hypothesis
are completely known. In further research, we expect that the policy can be extended to the situation where the distribution of

each process is heterogeneous or the number of processes is unknown.

APPENDIX
A. The Proof of Theorem 1

In this section, we will prove the asymptotic optimality of DBS policy in the situation where s = o(—clog ¢) as ¢ approaches
0. In App A.1, we show that % +s- ]kw:l(k — 1), is an asymptotic lower bound on the Bayesian risk. Then, we show
in App A.2 that if s = o(—clogc), the Bayesian risk under DBS policy R(DBS) approaches the asymptotic lower bound as

c— 0.

1) The Asymptotic Lower Bound of the Bayesian risk

Proposition 1. Let R(T") be the Bayesian risks under any policy I'. Then,

RIT)>c-

M
—logc ,
—|—5-§ k—1)m, as ¢ — 0, (19)
I*(M) k_l( )

where 7}, denote the k' highest probability of the priori probability set {m,,}*._, and
D(gllf) if Case 1,

(M) = (20)
D(fl|lg)/(M —1), if Case Il
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Proof: We divide the discussion about the asymptotic lower bound of Bayesian risk into the following three part: the

probability of error, the expected detection cost and the expected switching cost.

In App.A.1 of DGF Policy [13], it has been proved that ;f(l?j)c is an asymptotic lower bound on the Bayesian risk without
switching cost, which can be regarded as the asymptotic lower bound on the summation of the probability of error and the

expected detection cost, i.e.,

—logc

P.(T) 4+ cE(1.]T') > c- (D)

as ¢ — 0. 2D

Then, we will analyze the lower bound of the expected switching time. Assume that each process must be probed continuously
until its state is declared. In another words, switching across processes is allowed only when the state of the currently probed
process is declared, which is the minimal number of switchings during the detection procedure. Thus at most M — 1 switchings

will occur and the expected switching time can be denoted as

where ), P(1, =t) = 1.

Sorting {m,,, }}4_, in descending order, we get the set {m} }L , where 7} > 74 > ... > m} > ... > 7}, and 7}, denote the
k-th highest probability of the priori probability set {m,}*_,. Let 7/, be the corresponding posterior probability at the i-th
choice. Let pt be the probability that process k is selected at the i-th choice. Then the probability of selecting the abnormal

process at the t-th choice can be expressed as

M
P(ry=t)=(1—P(r, <)) Y_ 7}y, D}
k=1
It is known that P(7; = t) can be expressed as an expression independent of ¢. Thus, the problem of minimizing F(7) can
be transformed into maximizing P (7, = t) for each t.
Then the probability of selecting the abnormal process at the first choice, which means the number of switching is equal to
Zero, 1S
M
P(ry =0) = Y my. - D
k=1
where 7}, = .. The solution for maximizing P(7 = 0) is to make p} be 1 and the rest to be 0. Thus, P(7, = 0) < m].

Then the probablity of selecting the abnormal process at the second choice is

M
P(ry=1)= (1= P(r, <1)) Y _mpi - b}
k=1

1

P
1—7]

— (1-P(r, = 0))

(mh - p3+ - T ph A Ty D)
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The solution for maximizing P(7, = 1) is to make p3 be 1 and the rest to be 0. Thus, P(7s = 1) < 7).

Concequently, we can draw the conclusion that

) M
B(r) = tP(rs=1t)> Y (k-1
t=0 k=1

Combining the above conclusions, the Bayesian risk considering switching cost in our problem is

R(T) = P.(T') + cE(r|T') + sE(7,]T")

—clogc
“Ton TF Z L)

where 7, denote the k" highest probability of the priori probability set {m,,}M_,. [ ]

(22)

2) Asymptotic Optimality of DBS Policy in Scenario 1
In the following part, firstly, Lemma shows that the error probability P, = O(c). Secondly, Lemma to Leamma shows
that the expected switching time of the DBS policy is upper bounded by a constant. Then, Lemma [6] shows that the expected

detection time under the DBS policy is upper bounded by —(1 + o(1)) Il*o(%v?). Finally, We will prove that the asymptotic

Bayesian risk of DBS policy approaches the asymptotic lower bound.

Lemma 1. In the asymptotic regime, the error probability of DBS policy is upper bounded by:
P, < (M -1)e (23)

Proof: Let oy, j = Ppn(6 = Hj) is the probability of declaring 6 = H; for all j # m when H,, is true. Thus,
Qi = 4y Om,j- Note that accepting H; implies that S;(n) > —logc in Case I or S;(n) < logc for all i # j in Case IL
The stopping rule of single process is the same as the stopping rule of SPRT [J3]. According to the conclusion of SPRT [3]],

we can show that for all H; # H,,,

= Y mj < (M = 1)e. (24)
j#m

Hence, (23) follows. [
Under Hypothesis H,,, S,,(n) is a random walk with positive expected increment E,, (I,,(n)) = D(g||f) > 0 for m, while
S;(n), is a random walk with negative expected increment E,,(l;(n)) = —D(f||g) < 0 for j # m. As a result, in Case I, the
process m is observed with higher probability than other processes j when n is sufficiently large, and the situation is opposite
in Case II. Next, we define a random time 7{. In Case I, 7} is the last passage time when process m!(n) (the largest observed
sum-LLRs process) is always the abnormal process for all n > 7 at stage k. In Case II, 7 is the last passage time when

process m~'(n) (the smallest observed sum-LLRs process) is always normal for all n > 7F at stage k. It should be noted

that 7 is not a stopping time and the agent does not know whether 7§ has arrived. In Lemma |2} I below we show that 7 is
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sufficiently small with high probability. We will use this result later to establish the upper bound of the actual stopping time

T, the observations time 7. and the switching time 75 under DBS policy.

Definition 1. In Case 1, denote 7 as the smallest integer such that m!(n) # j for all normal process j and all n > 7F in
stage k. In Case II, denote 7 as the smallest integer such that m~!(n) # m for the abnormal process m and all n > 7 in

stage k.

Lemma 2. If the DBS policy has not been terminated, there exist finite constants D; > 0 and p; > 0 such that
P (1F > n) < Dje=mn

for all  =1,2,..., M at the corresponding stage.
Proof: There is only one stage in Case I, our policy observes the m!(n) process and finalizes the stage once Smi(n)(n) >
—log c. Note that

Pm('rlk >n) < Py, (maxsup S;(t) — S (t) > 0)
J#Em t>n

< 373 PalS)(t) 2 S0)):

j#EmMit=n

(25)

In each stage of Case II, our policy will choose to observe the m~!(n) process and finalizes the stage once Sm-1m)(n) <
log c. Note that

P, (1f > n) < Py, (min inf (S, (t) — S;(t)) < 0)

J#Fmitzn

<D Pu(S;(t) = Sml(t).

Jj#EmMt=n

(26)

Therefore, it suffices to show that there exist finite constants D} > 0 and p} > 0 such that Py, (S;(t) > Sy (t)) < Dje ra"
for both Case I and Case II. The [[13, Lemma 7] has proved the conclusion for Case I, because the preconditions of DBS
policy is the same as the DGF policy [13]] in Case I, the conclusion is still valid in this problem. Then, we focus on Case II
and show that there exit D > 0 and p > 0 such that P, (S;(t) > Sp,(t)) < De™#".

Let Nj(n) £ 31" | 1;(n) be the number of times that process j has been observed up to time n. Each term in the summation

on the RHS of (26) can be upper bounded by

27)
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where p = m and 0 < p < 1/16. Specifically, applying ( [[13], Lemma 7, (67)) to our model, we can draw the conclusion

that there exist finite constants «; > 0 and C; > 0 such that

P (Sj(n) > Sm(n))

<2C1e™ """ 4+ P (Sj(n) > Sm(n), Nj(n) < pn, Np(n) < pn)
(28)
<2C e M4

Z P, <Nr(n) > %,Nj(n) < pn, Np(n) < pn) ,
r#j,m

From the second last inequality to the last inequality, what needs note is that the event (N;(n) < pn, Ny, (n) < pn) implies
that processes j,m are not observed at least 7 = n — N;(n) — Ny, (n) > n(1 — 2p) times. Let N,.(n) be number of times
when process r # j, m has been probed and process j, m have not been probed up to time n. We refer to each such time as

74 m-probing time. there exist a process 7 # j,m such that N,(n) > s > "(]\14:22”).

It remains to show that the second term in the summation on the RHS of decreases exponentially with n. Due to the
difference in the selection rules of DBS policy and DGF policy in Case II, it should be noted that at every r; ,,-probing
time, S;(n) > S,(n) and S,,(n) > S,(n) must occur in Case II of DBS policy because the agent always observes the process

m~(n). Let t},5, - - - ,f%r(n) be the r # j, m-probing time indices and let { £ %. The event N,.(n) > % implies

that at time fgn the inequalities S (fzn) > Sr(fzn) and Sm(fzn) > Sr(fzn) must occur. Since N,(n) is the total number of
observations taken from process r up to time ¢, then Nr(tNEn) > NT(on) = (n. Hence, each term in the summation on the

RHS of (28) can be upper bounded by

n(1—2p)

Pr,
M -2

Ny(n) >

7 N

,Nj(n) < pn, Ny (n) < pn)

IA
5
—~

+(n) > (n,Nj(n) < pn) n

Pr,

VS

~r(n) > Cna Nm(n) < p?’l) (29)

M=

< N P (85(E) > S,(E). Ny (n) < pn) +

N!=(n

53
I

NE

P, (Sm(fzn) > Sr(fzn),Nm(n) < pn) .
N,

(n

5



Using the i.i.d. property of the LLRs across time we have

P (Nr(n) % Ny(n) < pn, N () < pn)
n n N N,
<N P [ DL =) L6) |+
N/=(n N;=0 i=1 =1
n n N, N,
oI SN SIRCES oI
N!=(n Np,=0 i=1 i=1
n—_(n pn N ¢(n+q
<D D P L) = ) LG) |+
qg=0 N;=0 i=1 i=1
n—&n  pn Ny, En+q
S>> Pa (sz(z) >y lr(z)>
q=0 N,,=0 i=1 i=1

Then we need to bound each term in the summation on the RHS of (30). Note that

(n+q N; (n+q

N;
Z lr(i)+z—lj(i) = b +Z—l D(fllg)(Cn+q — N;),

where
3 k(i) — D(gl[f),if k =m,
(i) =
k(i) + D(fllg),if k # m.
Then,
(ntq N;
P | D0 100 <D 1)
=1 =1
En+q ~ n’
<P, (i) + > =1;(i) = D(f[lg)(¢n + ¢ — N;)
=1 =1
En+q n’ _
<P | Y L)+ =16 > Ci(¢n+q)
=1 i=1

Applying the Chernoff inequality and using the i.i.d. property of [,.(i), l~ i(1) across time,

§n+q

pRA +Z—l ) > Ci(¢n+q)
i=1
<E, (es(zf"f‘f L+, im)) . e=5C1(Cnta)
< (Em(es'i"(l)))gnﬂ ' (Em(e’s'ij(l)))]vj . sC1(¢nta)

< (Em(es-(l“ruwcl)))&"ﬂ . (Em(e&(*l}(l)wl)))]vf

. e 5C1(Cn+a) | o—sC1(Cntq+N;)
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(30)

€1y

(32)

(33)

for all s < 0 and C; = D(f||g). Since E,,(I(1) + C1) = Cy > 0 and E,,(—1;(1) + Cy) = C; > 0 are strictly positive,

differentiating the MGFs (Moment Generating Functions) of 1;(), l,,(¢) with respect to s yields strictly positive derivatives
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at s = 0. As a result, there exist constants s < 0 and 7 > 0 such that E,, (e5&M+C0)) | B (e (~LW+CD) and 51 are

strictly less than e™72 < 1. Hence,

< (Em(es~<m1)+cl>))5”“‘ . (Em(es«—ij(mcl)))”

e—$C1((n+q) | ,—sC1((n+g+Nj) (34
<e12(Cnta) | o=72N; | o=72(Cnta) | —r2(Cnta+N;)
— 6—72(3Cn+3q+2NJ).
Therefore,
—(n pn ¢n+q
Y S Zl > > L)
qg=0 N;=0 =1 =1
—(n  pn
Z o—72(3Cn+3q+2N) (35)
=O =0

N;
1 1

. =C e~ 13mM
l—e37r 1—e2n 3 ’

<e V23Cn

where C3 = (1767372)1(176,%2) and 3 = 3(s.

Following the minor modifications, we can prove that there exist finite constants Cy > 0 and 4 > 0 such that

n—&n  pn En+q

> > Pa (i L (i) > Z lr(i)> < Cye 1, (36)

q=0 N,,=0

Thus, we complete the proof. [ ]

In what follows we define the second random time 75, where 75 can be viewed as the last passage time when the switching
no longer occurs at stage k. It should be noted that 7§ > 7F and the agent does not know whether 7 has arrived. In Lemma
we show that the total time between 7f and 7§ is sufficiently small with high probability, which means that the number of
switching is limited.

Definition 2. In Case 1, denote 74 as the smallest integer such that the value of m!(n) no longer changes for all n > 75 in
stage k. In Case II, denote 75 as the smallest integer such that the value of m~!(n) no longer changes for all n > 75 in stage
k.

Definition 3. n§ = 7% — 7F denotes the total amount of time between 7% and 75 in stage k.

Lemma 3. If DBS policy has not been terminated, there exist Dy > 0 and ps > 0 such that

P(nk > n) < Dye H2"
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for all m =1,2,..., M at the corresponding stage.
Proof: In Case I, we have only one anomalous process. It is obvious that 74 = 7F since there is only one stage, so the
conclusion of Lemma [2| also proves that there exist constants Dy > 0 and uo > 0 such that Pm(n’2C >n) < Doe™H2m,

In Case II, it can be verified that the M — 1 normal processes are observed with higher probability than anomalous process
by Lemma Sm-1(n)(n) is likely to be a random variable with negative expected increment E(l,,~1(,)(n)) < 0. It is obvious
that Sy,—1(n)(n) < Spu—2(n)(0), 50 E(Sp—201)(t) — Sp—1(1) (1)) > 0.

Note that,

Py (nk > n)

SPp(suply -1y (t +1) + Spp-10) (1) = Spu—2(1)(t) > 0)
t>n

<3 P (T 4+ 1) + Sy (8) = Smay(8) = D(Slg)) (37)

3

o~
I
3

< Z E,, (es'(imflm(t+1)+sm*1(t>(t)_5m*2<t)(t)—5)>

t=n

. e—s(D(fllg)—€)
for all s >0 and 0 < € < D(f]|g).

The last equality follows by applying the Chernoff bound for each term in the summation on the RHS of the equality. Since
E,, ((Z~m71(t)(t + 1) + Sp-1(t)(t) = Sm—2) (1) — e) < —e < 0 are strictly negative, differentiating the MGFs of l~m71(t)(t +
1) + Spm-10)(t) — Sm—2(1) () — € with respect to s yields strictly negative derivatives at s = 0. Hence, there exist s > 0 and
~ > 0 such that F,, ((mel(t) (t+1)+ Sp-11)(t) = Sp—2p) (1) — e) and e~ *¢ are strictly less than e~” < 1. Furthermore,
there exist 4/ > 0 such that each term in the summation on the RHS less or equal to et Thus, there exist C5 > 0 and

v5 > 0 such that

3 B (e (0 (41500 (=520 00
t=n
. e—s(D(fllg)—e) (38)
o
<D e < Cre
t=n

which completes the proof. [ ]

According to the definition [T] and definition [2] we can know that the switchings between two different processes only occur

during 7f and 7. Based on this, Lemma [4] will show that the time of switchings decreases exponentially with n.
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Lemma 4. Assume that the DBS policy is implemented indefinitely. Then, there exist finite constants D3 > 0 and <3 such that
P (7F > n) < Dge "

for all m = 1,2,..., M at the corresponding stage.
Proof: Tt should be noted that the switching only occurs during 7 and n%, therefore the times of switchings at each stage

follow that Tf < Tf + ng Thus, there exist constants D3 > 0 and 3 > 0 such that,
Pm(T;C >n) < Pp(F +nk >n)

< Pu(rf > 5) + Puln} > 3) .

< Diem "™ 4 Doge™ 72"
< Dze™ 73",
which completes the proof. [ ]
Below, we difine a random time 73’?. In Case I, Té“ is the time when sufficient information for declaring process ml(n)
as abnormal process has been gathered. In Case II, denote 75 as the time when sufficient information for declaring process

m~1(n) as normal process has been gathered.

Definition 4. In Case 1, denote 7 as the smallest integer such that Sml(Téc)(T:f ) > —log c. In Case II, denote 7 as the smallest
integer such that S,,—1(,4)(74) < loge.

Definition 5. n§ = 7§ — 7% denotes the total amount of time between 75 and 75 in stage k.

Combine the above definitions and conclusions, the DBS policy does not occurs switchings during 75 to 7§. For each
process, we will stop observing once |S,,(n)| > —logc, it is equivalent to doing SPRT for each process during n%. Thus,

according to the conclusion of SPRT, we can draw the conclusion that,

Zloge i Case 1
D ’ )
Em(nfj) < (g1l.h) (40)

—loge
BIGIOE if Case II.

Next, we will analyze the expected times of switchings and observations of DBS policy in the asymptotic regime.

Lemma 5. Assume that the DBS policy is implemented indefinitely. Then, there exists Ts € (0,00) such that the expected

switching time of the DBS policy E,,(7s|DBS) satisfies

E,,(7s|DBS) < Ts. (4D
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Proof: We first focus on one stage in the entire detection procedure. Then,

o0

En(tF) =) "t -Pu(rf=1)

t=1

I (42)
< Zt Dge—’Ys(t—l)
t=1
= D3e™ Z te™ 3t = D3(1 —e773)2,
t=1
where 0 < D3 < oo and 73 > 0. Thus, there exist T € (0,00) such that
Bn(7s) = En(>_7E) = En(F)
k k (43)
<Y Ds(l—e )’ < T,
k
which completes the proof of Lemma [3] [ ]
It remains to show that the expected number of observations of the DBS policy.
Lemma 6. In the asymptotic regime, the expected detection time 7. under the DBS policy is bounded by:
1
E(r) < —(1+ 0(1))1*05\;) as ¢ — 0. (44)
Proof: Following the above definitions, in Case I,
E’rn (Tc) - E7rL(T31)
= En(ri +n3) + Em(n3)
| (45)
—logec
<T, +
D(glf)
log ¢
< —(1+0(1)) as ¢ — 0.
D(gllf)
In Case 11,
M-1
En(re) = Em (Z T3>
k=1
M-1
=Y (Em(rf +n8) + En(nf))
k=1 (46)
Nt ( —logec
<5 ()
2\ Bfllg)
(M —1)loge
<—(1+40(1)——-——asc—0.
D(fllg)
Combine the definition of (20), we complete the proof. [ |
Lemma 7. In the asymptotic regime, the Bayesian risk under the DBS policy is upper bounded by
—cl
Ry (DBS) < O(c) + (1 +0(1)) - ——8% 4 5.1, @7)

I+(M)
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forallm=1,2,..., M.

Proof: Combining Lemmas [3] [] completes the proof. [ |

Combining Proposition 1 and Lemma [/| yields the asymptotic optimality of DBS policy, presented in Theorem 1,

—logc
R(DBS c +s-Ts
1m,(7)§hm v I+ (M)
c—=0 infp R(T) ~ ¢=0 ¢. 1*(1\3) +s- Zk:l(k — 1)m,
A(T. — @
=l 1+ —— S ) (48)
c—0 C- T (M + s Zk 1( )7Tk
_ M-
=lim1+ —— 7 .
0 B el + e (k= D
Note that s = o(—clog ¢) as conditioned by Theorem 1, we can know that lim,._,q % — oo. Then,
R(DBS T, — ML
lm¥:hm1+ —clogc 1 21\1
e>0infr R(T) - e=0 s an k= (B = 1)
(49)
Ts M—
=1+ 2 =

which completes the proof.

B. The Proof of Theorem 2

The proof follows a similar line of arguments as in the proof of Theorem 1. Since the ratio of s/ — clog ¢ does not affect

the expected number of observations and switchings, the Lemma [6] and [3] still holds for Scenario 2 of the DBS policy. Thus,
—logc
R(DBS) _ . ¢ wan +5Ts
im —————— < lim 1
c—0 lnfp R( ) c—=0 . ogc +s- Zk 1( _ l)ﬂ-k

s~(T‘—E 1 (k= 1)my)

=lim1l+ — (50)
c—0 [ 1*1((}\%5 + s JVI (k — 1)7Tk
T, — _ -1
=lim1+ - Zk*l( )
c—0

—cloge M :
sog ’ I*(lM) + 2 (k= D)

Differ from the condition that s = o(—clogc) as ¢ — 0 in Scenario 1, we assume that s = 2(—clogc) as ¢ approaches 0 in

Scenario 2, which means that lim._,q % > (. Thus,

DB T — S0l (k-1
im ZOBS) gy 12"—1( —m
c—=0 infp R(T')  ¢—0 loge o + Sl (k= 1)y
M
c1q Lo zimh o Um (51)
> k=1 (k= 1)mg
T

<—F—n <
Sl (k= 1),

which completes the proof.
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