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Abstract—Blind source separation algorithms such as indepen-
dent component analysis (ICA) are widely used in the analysis
of neuroimaging data. In order to leverage larger sample sizes,
different data holders/sites may wish to collaboratively learn
feature representations. However, such datasets are often privacy-
sensitive, precluding centralized analyses that pool the data at
a single site. In this work, we propose a differentially private
algorithm for performing ICA in a decentralized data setting.
Conventional approaches to decentralized differentially private
algorithms may introduce too much noise due to the typically
small sample sizes at each site. We propose a novel protocol that
uses correlated noise to remedy this problem. We show that our
algorithm outperforms existing approaches on synthetic and real
neuroimaging datasets and demonstrate that it can sometimes
reach the same level of utility as the corresponding non-private
algorithm. This indicates that it is possible to have meaningful
utility while preserving privacy.

Index Terms—differential privacy, decentralized computation,
independent component analysis, correlated noise, fMRI.

I. INTRODUCTION

SHARING data is a major challenge facing researchers
in a number of domains. In particular, human health

studies often involve a modest number of individuals: privacy
concerns often preclude sharing “raw” data with collabora-
tors. Performing a new joint analysis across the individual
data points requires access to individuals’ data, so research
groups often collaborate by performing meta-analyses which
are limited to already-published aggregates or summaries
of the data. For machine learning (ML) applications, each
party/site may lack a sufficient number of samples to robustly
estimate features on their own, but the aggregate number of
samples across all sites can yield novel discoveries such as
biomarkers for diseases. Sending the data samples to a central
repository or aggregator can enable efficient feature learning,
but privacy concerns and large communication overhead are
often prohibitive when sharing “raw” data. Some noteworthy
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examples, in which many individual research groups or sites
wish to collaborate, include:

• a medical research consortium of several healthcare cen-
ters/research labs for neuroimaging analysis [2]–[5]

• a decentralized speech processing system to learn model
parameters for speaker recognition

• a multi-party cyber-physical system for performing global
state estimation from sensor signals.

Several previous works demonstrated how modern signal
processing and ML algorithms can potentially reveal infor-
mation about individuals present in the dataset [6]–[8]. A
mathematically rigorous framework for protection against such
information leaks is differential privacy [9]. Under differential
privacy, the algorithm outputs are randomized in such a
way that the presence or absence of any individual in the
dataset does not significantly affect the computation output.
In other words, differentially private (DP) algorithms offer a
quantifiable plausible deniability to the data owners regarding
their participation. The randomization often takes the form of
noise introduced somewhere in the computation, resulting in a
loss in performance or utility of the algorithm. Privacy risk is
quantified by a parameter or parameters, leading to a privacy-
utility tradeoff in DP algorithm design.

In this paper, we consider blind source separation (BSS)
for neuroimaging, in which several individual research groups
or sites wish to collaborate. The joint goal is to learn global
statistics/features utilizing data samples from all sites and
ensure formal privacy guarantees. Unfortunately, conventional
approaches to using differential privacy in decentralized set-
tings require introducing too much noise, leading to a poor
tradeoff. The high dimensional nature of neuroimaging data
also poses a challenge. This motivates us to develop efficient
decentralized privacy-preserving algorithms that provide utility
close to centralized case. The primary contribution of this
paper is the development of a decentralized computation
framework to reduce the amount of noise in conventional
decentralized DP schemes for applications in signal processing
and ML. We employ the scheme into our BSS application for
neuroimaging data that guarantees differential privacy with an
improved privacy-utility tradeoff.

The particular BSS algorithm we are considering is the
independent component analysis (ICA), one of the most
popular BSS techniques for neuroimaging studies [10]. ICA
assumes that the observed signals are mixtures of statisti-
cally independent sources and aims to decompose the mixed
signals into those sources. ICA has been widely used to

ar
X

iv
:1

91
0.

12
91

3v
2 

 [
st

at
.M

L
] 

 2
3 

Fe
b 

20
21



IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. XX, NO. XX, XXXX 2020 2

estimate intrinsic connectivity networks from brain imaging
data (e.g. functional magnetic resonance imaging (fMRI)) [11].
Successful application of ICA on fMRI can be attributed to
both sparsity and spatial or temporal independence between
the underlying sources [10]. The goal of temporal ICA is
to identify temporally independent components that represent
activation of different brain regions over time [12]. However, it
requires the aggregate temporal dimension (of all subjects) to
be at least similar to the voxel dimension [13]. In most cases,
the data from a single medical center may not suffice for such
analysis. We focus on the recently proposed decentralized joint
ICA (djICA) algorithm, which can perform temporal ICA of
fMRI data [13] by allowing research groups to collaboratively
learn the underlying sources.

Our Contribution. The problem with conventional decentral-
ized DP computations is that sites have to add too much noise,
resulting in degraded performance at the aggregator (see Ap-
pendix A for a simple example depicting the issues associated
with such an approach). In this paper, we propose a novel
decentralized computation framework to improve the privacy-
utility tradeoff of conventional DP schemes. We achieve this
by inducing (anti) correlated noise: our method adds correlated
noise to the output of each site to guarantee privacy locally
and an aggregator combines these noisy outputs to produce
an improved estimate due to noise cancellation. We propose
a new algorithm, capeDJICA, for (ε, δ)-DP decentralized
joint ICA using the proposed framework. We summarize our
contributions here:

• We propose a novel decentralized computation protocol,
CAPE, that improves upon the conventional decentralized
DP schemes and achieves the same level of noise variance
as the pooled data scenario in certain parameter regimes.
CAPE can be incorporated into large-scale statistical
signal processing and ML methods formulated as convex
optimization problems, such as empirical risk minimiza-
tion (ERM) and computation of loss functions that are
separable across sites. We extend the CAPE scheme to
incorporate asymmetric privacy requirements or sample
sizes at the sites.

• We propose a new algorithm, capeDJICA, for (ε, δ)-
DP decentralized joint ICA. capeDJICA significantly
improves upon our earlier work [1] by taking advantage
of the CAPE scheme. To address the multi-round nature
of the capeDJICA algorithm and to provide a tighter char-
acterization of privacy under composition, we provide an
analysis using Rényi Differential Privacy (RDP) [14] and
the moments accountant [15].

• We demonstrate the effectiveness of CAPE and
capeDJICA on real and synthetic data varying privacy
levels, number of samples and some other key parameters.
We show that the capeDJICA can provide utility very
close to that of the non-private algorithm [13] for some
parameter choices. In the regime of meaningful utility,
capeDJICA outperforms the existing privacy-preserving
algorithm [1]. Our improved accounting of privacy via
the moments accountant, enables us to achieve such
performance even for strict privacy requirements.

Note that, we showed a preliminary version of the CAPE
protocol in [16]. The protocol in this paper is more robust
against site dropouts and does not require a trusted third-party.
Related Work. There is a vast literature [17]–[22] on solving
optimization problems in decentralized settings, both with
and without privacy constraints. In the signal processing/ML
context, the most relevant ones to our current work are those
using ERM and stochastic gradient descent (SGD) [15], [23]–
[30]. Additionally, several works studied decentralized DP
learning for locally trained classifiers [31], [32]. One of the
most common approaches for ensuring differential privacy
in optimization problems is to employ randomized gradient
computations [25], [28]. Other common approaches include
employing output perturbation [24] and objective perturba-
tion [21], [24]. A newly proposed take on output perturba-
tion [33] injects noise after model convergence, which imposes
some additional constraints. In addition to optimization prob-
lems, Smith [34] proposed a general approach for computing
summary statistics using the sample-and-aggregate framework
and both the Laplace and Exponential mechanisms [35].

One approach to handling decentralized learning with pri-
vacy constraints is federated learning [36] and in particular,
cross-silo learning [37]. Many approaches use multiparty com-
putation (MPC), such as Heikkilä et al. [38], who also studied
the relationship of additive noise and sample size in a decen-
tralized setting. In their model, S data holders communicate
their data to M computation nodes to compute a function.
Differential privacy provides different guarantees (see [39],
[40] for thorough comparisons between Secure Multi-party
Computation (SMC) and differential privacy) although we can
use MPC protocols to implement part of our algorithm [41].
Other approaches to using DP in federated learning operate
in different regimes, such as learning from a large number of
individual data holders, or learning from silos with a large
number of data points at each site. This allows for privacy
amplification by subsampling [15], [42]–[44] or using a trusted
shuffler [45], [46]. In our application involving neuroimaging
analysis, such techniques do not scale as well, since sites often
have a small number of samples. Our work is inspired by the
seminal work of Dwork et al. [47] that proposed distributed
noise generation for preserving privacy. We employ a similar
principle as Anandan and Clifton [48] to reduce the noise
added for differential privacy. Our approach seeks to leverage
properties of conditional Gaussian distributions to gain some
privacy amplification when learning from decentralized data,
and is complementary to these other techniques.

In addition to generalized optimization methods, a number
of modified ICA algorithms exist for joining various data
sets [49] together and performing simultaneous decomposition
of data from a number of subjects and modalities [50]. Note
that ICA can be performed by considering voxels as variables
or time points as variables, leading to temporal and spatial
ICA, respectively [51], [52]. For instance, group spatial ICA
(GICA) is noteworthy for performing multi-subject analysis of
task- and resting-state fMRI data [11], [52], [53]. It assumes
that the spatial map components are similar across subjects
(i.e., the overall spatial networks are stable across subjects for
the experiment duration). The joint ICA (jICA) [54] algorithm
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for multi-modal data fusion assumes that the mixing process
is similar over a group of subjects. Group temporal ICA also
assumes common spatial maps but pursues statistical inde-
pendence of timecourses (activation of certain neurological
regions) [13]. Consequently, like jICA, the common spatial
maps from temporal ICA describe a common mixing process
among subjects. While very interesting, temporal ICA of fMRI
is typically not investigated because of the small number of
time points in each data set, which leads to unreliable esti-
mates [13]. The decentralized jICA overcomes that limitation
by leveraging datasets from multiple sites.

II. DATA AND PRIVACY MODEL

Notation. We denote vectors, matrices and scalars with bold
lower case letters (x), bold upper case letters (X) and unbolded
letters (M ), respectively. We denote indices with smaller case
letters and they typically run from 1 to their upper-case
versions (m ∈ {1, 2, . . . ,M} , [M ]). The n-th column of
the matrix X is denoted as xn. We denote the Euclidean
(or L2) norm of a vector and the spectral norm of a matrix
with ‖ · ‖2 and the Frobenius norm with ‖ · ‖F . Finally, the
density of the standard normal random variable is given by
φ(x) =

(
1/
√

2π
)

exp
(
−x2/2

)
.

The ICA Model. In this paper, we consider the generative
ICA model as in [1], [13]. In the centralized scenario, the
independent sources S ∈ RR×N are composed of N ob-
servations from R statistically independent components. We
have a linear mixing process defined by a mixing matrix
A ∈ RD×R with D ≥ R, which forms the observed data
X ∈ RD×N as a product X = AS. Many ICA algorithms
propose recovering the unmixing matrix W, corresponding
to the Moore-Penrose pseudo-inverse of A, denoted A+, by
trying to maximize independence between rows of the product
WX. The maximal information transfer (infomax) [55] is a
popular heuristic for estimating W that maximizes an entropy
functional related to WX. More specifically, the objective of
Infomax ICA is: W∗ = argmaxWH(G(WX)). Here, G(·)
is the sigmoid function and is given by: G(z) = 1

1+exp(−z) .
Additionally, H(z) is the (differential) entropy of a random
vector z with joint density q: H(z) = −

∫
q(z) log q(z)dz.

Note that the function G(·) is applied element-wise for matrix-
valued arguments. That is, G(Z) is a matrix with the same size
as Z and [G(Z)]ij = G([Z]ij)).
The Decentralized Data Problem. We consider a
decentralized-data model with S sites. There is a central
node that acts as an aggregator. We assume a “honest
but curious” threat model: all parties follow the protocol
but a subset are “curious” and can collude (maybe with
an external adversary) to learn other sites’ data/function
outputs. Now, for the decentralized ICA problem,
suppose each site s has a collection of data matrices
{Xs,m ∈ RD×Nm : m = 1, . . . ,Ms} each consisting of a
time course of length Nm time points over D voxels for each
of Ms individuals. We assume the data samples in the local
sites are disjoint and come from different individuals. Sites
concatenate their local data matrices temporally to form a
D ×NmMs data matrix Xs ∈ RD×Ns , where Ns = NmMs.

Let N =
∑S
s=1Ns be the total number of samples and

M =
∑S
s=1Ms be the total number of individuals (across

all sites). We assume a global mixing matrix A ∈ RD×R
generates the time courses in Xs from underlying sources
Ss ∈ RR×Ns at each site. This yields the following model:
X = [AS1 . . .ASS ] = [X1 . . .XS ] ∈ RD×N . We want to
compute the global unmixing matrix W ∈ RR×D in the
decentralized setting. Because sharing the raw data between
sites is often impossible due to privacy constraints, we
develop methods that guarantee differential privacy [9]. More
specifically, our goal is to use DP estimates of the local
gradients to compute the DP global unmixing matrix W such
that it closely approximates the true global unmixing matrix.

A. Definitions

In differential privacy we consider a domain D of databases
consisting of N records and define D and D′ to be neighbors
if they differ in a single record.

Definition 1 ((ε, δ)-Differential Privacy [9]). An algorithm
A : D 7→ T provides (ε, δ)-differential privacy ((ε, δ)-DP)
if Pr[A(D) ∈ S] ≤ exp(ε) Pr[A(D′) ∈ S] + δ, for all
measurable S ⊆ T and all neighboring data sets D,D′ ∈ D.

One way to interpret this is that the probability of the output of
an algorithm is not changed significantly if the input database
is changed by one entry. This definition is also known as the
Bounded Differential Privacy (as opposed to unbounded differ-
ential privacy [56]). Here, (ε, δ) are privacy parameters, where
lower (ε, δ) ensure more privacy. The parameter δ can be
interpreted as the probability that the algorithm fails to provide
privacy risk ε. Note that (ε, δ)-differential privacy is known as
the approximate differential privacy and ε-differential privacy
(ε-DP) is known as pure differential privacy. In general, we
denote approximate (bounded) differentially private algorithms
with DP. There are several mechanisms for formulating a DP
algorithm. Additive noise mechanisms such as the Gaussian
or Laplace mechanisms [9], [57] and random sampling using
the exponential mechanism [35] are among the most common
ones. For additive noise mechanisms, the standard deviation
of the noise is scaled to the sensitivity of the computation.

Definition 2 (L2-sensitivity [9]). The L2-sensitivity of a
vector-valued function f(D) is ∆ := maxD,D′ ‖f(D) −
f(D′)‖2, where D and D′ are neighboring datasets.

Definition 3 (Gaussian Mechanism [57]). Let f : D 7→ RD
be an arbitrary function with L2-sensitivity ∆. The Gaussian
Mechanism with parameter τ adds noise scaled to N (0, τ2)
to each of the D entries of the output and satisfies (ε, δ)

differential privacy for ε ∈ (0, 1) if τ ≥ ∆
ε

√
2 log 1.25

δ .

Note that, for any given (ε, δ) pair, we can calculate a
noise variance τ2 such that addition of a noise term drawn
from N (0, τ2) guarantees (ε, δ)-differential privacy. There are
infinitely many (ε, δ) pairs that yield the same τ2. Therefore,
we parameterize our methods using τ2 [16] in this paper.

Definition 4 (Rényi Differential Privacy [14]). A random-
ized mechanism A : D 7→ T is (α, εr)-Rényi differen-
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Algorithm 1 Generate zero-sum noise
Require: Local noise variances {τ2

s }; security parameter λ,
threshold value t

1: Each site generate ês ∼ N (0, τ2
s )

2: Aggregator computes
∑S
s=1 ês according to

SecureAgg(λ, t) [41]
3: Aggregator broadcasts

∑S
s=1 ês to all sites s ∈ [S]

4: Each site computes es = ês − 1
S

∑S
s′=1 ês′

5: return es

Algorithm 2 Correlation Assisted Private Estimation (CAPE)
Require: Data samples {xs}, local noise variances {τ2

s }
1: for s = 1, . . . , S do . at each site
2: Generate es according to Algorithm 1
3: Generate gs ∼ N (0, τ2

g ) with τ2
g =

τ2
s

S
4: Compute and send âs ← f(xs) + es + gs
5: end for
6: Compute acape ← 1

S

∑S
s=1 âs . at the aggregator

7: return acape

tially private if, for any adjacent D,D′ ∈ D, the following
holds: Dα (A(D)‖A(D′)) ≤ εr. Here, Dα (P (x)‖Q(x)) =

1
α−1 logEx∼Q

(
P (x)
Q(x)

)α
and P (x) and Q(x) are probability

density functions defined on T.

We use RDP to perform an analysis of the capeDJICA and
convert those guarantees into an (ε, δ)-DP guarantee. Con-
ventional privacy analysis of multi-shot algorithms tend to
exaggerate the total privacy loss [14], [15]. RDP offers a much
simpler composition rule that is shown to be tight [14]. Our
solution requires the SecureAgg scheme [41] as a primitive:
details about this protocol are in Appendix B-A. Briefly,
it can securely compute sums of vectors in an honest-but-
curious setup, has a constant number of rounds and a low
communication overhead.

III. CORRELATION ASSISTED PRIVATE ESTIMATION
(CAPE)

In this section, we describe our CAPE scheme which can
benefit a broad class of function computations, including
empirical average loss functions used in ML. We first discuss
the CAPE scheme and analyze the privacy and utility in the
symmetric setting (equal sample sizes and privacy require-
ments at the sites). Recognizing practical applications involv-
ing unequal sample size/privacy requirements at sites, we then
extend the CAPE scheme to incorporate such scenarios.
Trust/Collusion Model. In our proposed CAPE scheme, we
assume that all of the S sites and the central node follow
the protocol honestly. However, up to SC =

⌈
S
3

⌉
− 1 sites

can collude with an adversary to learn about some site’s
data/function output. The central node is also honest-but-
curious (and therefore, can collude with an adversary). An
adversary can observe the outputs from each site, as well as
the output from the aggregator. Additionally, the adversary
can know everything about the colluding sites (including their
private data). We denote the number of non-colluding sites

with SH such that S = SC + SH . Without loss of generality,
we designate the non-colluding sites with {1, . . . , SH}.
Correlated Noise. We design the noise generation procedure
such that: i) we can ensure (ε, δ) differential privacy of the
algorithm output from each site and ii) achieve the noise
level of the pooled data scenario in the final output from the
aggregator. We achieve that by employing a correlated noise
addition scheme.

Consider estimating the mean f(x) = 1
N

∑N
n=1 xn of N

scalars x = [x1, . . . , xN−1, xN ]> with each xi ∈ [0, 1].
The sensitivity of the function f(x) is 1

N . Assume that the
N samples are equally distributed among S sites. That is,
each site s ∈ {1, . . . , S} holds a disjoint dataset xs of
Ns = N/S samples. An aggregator wishes to estimate and
publish the mean of all the samples (see Appendix A for the
issues associated with conventional decentralized DP approach
towards this problem). In our proposed scheme, we intend to
release (and send to the aggregator) âs = f(xs) + es + gs
from each site s, where es and gs are two noise terms. The
variances of es and gs are chosen to ensure that the noise
es + gs is sufficient to guarantee (ε, δ)-differential privacy to
f(xs). Each site generates the noise gs ∼ N (0, τ2

g ) locally
and the noise es ∼ N (0, τ2

e ) jointly with all other sites such
that

∑S
s=1 es = 0. We employ the recently proposed secure

aggregation protocol (SecureAgg) by Bonawitz et al. [41]
to generate es that ensures

∑S
s=1 es = 0. The SecureAgg

protocol utilizes Shamir’s t-out-of-n secret sharing [58] and
is communication-efficient (see Section B-A).

Detailed Description of CAPE Protocol. In our proposed
scheme, each site s ∈ [S] generates a noise term ês ∼
N (0, τ2

s ) independently. The aggregator computes
∑S
s=1 ês

according to the SecureAgg protocol and broadcasts it to
all the sites. Each site then sets es = ês − 1

S

∑S
s′=1 ês′

to achieve
∑S
s=1 es = 0. We show the complete noise

generation procedure in Algorithm 1. The security parameter
λ can be chosen according to the dataset in consideration
(see Section 3.1 in [41]). Additionally, the threshold t can
be chosen to satisfy t ≥ b 2S

3 c + 1. Note that, the original
SecureAgg protocol is intended for computing sum of D-
dimensional vectors in a finite field ZDλ . However, we need
to perform the summation of Gaussian random variables over
R or RD. To accomplish this, each site can employ a mapping
map : R 7→ Zλ that performs a stochastic quantization [59] for
large-enough λ. The aggregator can compute the sum in the
finite field according to SecureAgg and then invoke a reverse
mapping remap : Zλ 7→ R before broadcasting

∑S
s=1 ês to the

sites. Algorithm 1 can be readily extended to generate array-
valued zero-sum noise terms. We observe that the variance of
es is given by τ2

e = E
[(
ês − 1

S

∑S
s′=1 ês′

)2
]

=
(
1− 1

S

)
τ2
s .

Additionally, we choose τ2
g =

τ2
s

S . Each site then generates the
noise gs ∼ N (0, τ2

g ) independently and sends âs = f(xs) +
es+gs to the aggregator. Note that neither of the terms es and
gs has large enough variance to provide (ε, δ)-DP guarantee to
f(xs). However, we chose the variances of es and gs to ensure
that the es+gs is sufficient to ensure a DP guarantee to f(xs)
at site s. The chosen variance of gs also ensures that the output
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from the aggregator would have the same noise variance as the
DP pooled-data scenario. To see this, observe that we compute
the following at the aggregator (in Step 6 of Algorithm 2):
acape = 1

S

∑S
s=1 âs = 1

S

∑S
s=1 f(xs) + 1

S

∑S
s=1 gs, where

we used
∑
s es = 0. The variance of the estimator acape is

τ2
cape = S · τ

2
g

S2 = τ2
pool, which is exactly the same as if all the

data were present at the aggregator. This claim is formalized
in Lemma 1. We show the complete algorithm in Algorithm
2. The privacy of Algorithm 2 is given by Theorem 1. The
communication cost of the scheme is shown in Appendix I.

Theorem 1 (Privacy of CAPE Algorithm (Algorithm 2)). Con-
sider Algorithm 2 in the decentralized data setting of Section I
with Ns = N

S and τ2
s = τ2 for all sites s ∈ [S]. Suppose that

at most SC =
⌈
S
3

⌉
− 1 sites can collude after execution. Then

Algorithm 2 guarantees (ε, δ)-differential privacy for each
site, where (ε, δ) satisfy the relation δ = 2 σz

ε−µz φ
(
ε−µz
σz

)
,

ε ∈ (0, 1) and (µz, σz) are given by

µz =
S3

2τ2N2(1 + S)

(
S − SC + 2

S − SC
+

9
S−SC S

2
C

S(1 + S)− 3S2
C

)
,

(1)

σ2
z = 2µz. (2)

Remark 1. Theorem 1 is stated for the symmetric setting:
Ns = N

S and τ2
s = τ2 ∀s ∈ [S]. As with many algorithms

using the approximate differential privacy, the guarantee holds
for a range of (ε, δ) pairs subject to a tradeoff constraint
between ε and δ, as in the simple case in Definition 3.

Proof. As mentioned before, we identify the SH non-
colluding sites with s ∈ {1, . . . , SH} , SH and the SC
colluding sites with s ∈ {SH + 1, . . . , S} , SC . The
adversary can observe the outputs from each site (including the
aggregator). Additionally, the colluding sites can share their
private data and the noise terms, ês and gs for s ∈ SC , with
the adversary. For simplicity, we assume that all sites have
equal number of samples (i.e., Ns = N

S ) and τ2
s = τ2.

To infer the private data of the sites s ∈ SH , the adversary
can observe â = [â1, . . . , âSH ]

> ∈ RSH and ê =
∑
s∈SH ês.

Note that the adversary can learn the partial sum ê because
they can get the sum

∑
s ês from the aggregator and the noise

terms {êSH+1, . . . , êS} from the colluding sites. Therefore, the
adversary observes the vector y =

[
â>, ê

]> ∈ RSH+1 to make
inference about the non-colluding sites. To prove differential
privacy guarantee, we must show that

∣∣∣log g(y|a)
g(y|a′)

∣∣∣ ≤ ε holds
with probability (over the randomness of the mechanism) at
least 1 − δ. Here, a = [f(x1), . . . , f(xSH )]

> and g(·|a)
and g(·|a′) are the probability density functions of y under
a and a′, respectively. The vectors a and a′ differ in only
one coordinate (neighboring). Without loss of generality, we
assume that a and a′ differ in the first coordinate. We note
that the maximum difference is 1

Ns
as the sensitivity of the

function f(xs) is 1
Ns

. Recall that we release âs = f(xs) +
es + gs from each site. We observe ∀s ∈ [S]: E(âs) =
f(xs), var(âs) = τ2. Additionally, ∀s1 6= s2 ∈ [S], we have:
E(âs1 âs2) = f(xs1)f(xs2)− τ2

S . That is, the random variable
â is N (a,Σâ), where Σâ = (1 + 1

S )τ2I−11> τ
2

S ∈ RSH×SH

and 1 is a vector of all ones. Without loss of generality,
we can assume [57] that a = 0 and a′ = a − v, where

v =
[

1
Ns
, 0, . . . , 0

]>
. Additionally, the random variable ê is

N (0, τ2
ê ), where τ2

ê = SHτ
2. Therefore, g(y|a) is the density

of N (0,Σ), where Σ =

Σâ Σâê

Σ>âê τ2
ê

 ∈ R(SH+1)×(SH+1).

With some simple algebra, we can find the expression for Σâê:
Σâê =

(
1− SH

S

)
τ21 ∈ RSH . If we denote ṽ =

[
v>, 0

]> ∈
RSH+1 then we observe∣∣∣∣log

g(y|a)

g(y|a′)

∣∣∣∣ =

∣∣∣∣−1

2

(
y>Σ−1y − (y + ṽ)

>
Σ−1 (y + ṽ)

)∣∣∣∣
=

∣∣∣∣12 (2y>Σ−1ṽ + ṽ>Σ−1ṽ
)∣∣∣∣

=

∣∣∣∣y>Σ−1ṽ +
1

2
ṽ>Σ−1ṽ

∣∣∣∣ = |z|,

where z = y>Σ−1ṽ + 1
2 ṽ>Σ−1ṽ. Using the matrix inver-

sion lemma for block matrices [60, Section 0.7.3] and some
algebra, we have

Σ−1 =

Σ−1
â + 1

KΣ−1
â ΣâêΣ

>
âêΣ
−1
â − 1

KΣ−1
â Σâê

− 1
KΣ>âêΣ

−1
â

1
K

 ,
where Σ−1

â = S
(1+S)τ2

(
I + 2

SH
11>

)
and K = τ2

ê −
Σ>âêΣ

−1
â Σâê. Note that z is a Gaussian random variable

N (µz, σ
2
z) with parameters µz = 1

2 ṽ>Σ−1ṽ and σ2
z =

ṽ>Σ−1ṽ given by (1) and (2), respectively. Now, we observe

Pr

[∣∣∣∣log
g(y|a)

g(y|a′)

∣∣∣∣ ≤ ε] = Pr [|z| ≤ ε] = 1− 2 Pr [z > ε]

= 1− 2Q

(
ε− µz
σz

)
> 1− 2

σz
ε− µz

φ

(
ε− µz
σz

)
,

where Q(·) is the Q-function [61] and φ(·) is the density for
standard Normal random variable. The last inequality follows
from the bound Q(x) < φ(x)

x [61]. Therefore, the proposed
CAPE ensures (ε, δ)-DP with δ = 2 σz

ε−µz φ
(
ε−µz
σz

)
for each

site, assuming that the number of colluding sites is at-most⌈
S
3

⌉
− 1. As the local datasets are disjoint and differential

privacy is invariant under post processing, the release of acape

also satisfies (ε, δ) differential privacy. The scheme fails to
provide formal privacy if SC ≤

⌈
S
3

⌉
− 1 is not satisfied.

Remark 2. We use the SecureAgg protocol [41] to generate
the zero-sum noise terms by mapping floating point numbers
to a finite field. Such mappings are shown to be vulnerable to
certain attacks [62]. However, the floating point implementa-
tion issues are out of scope for this paper. We refer the reader
to the work of Balcer and Vadhan [63] for possible remedies.

A. Utility Analysis

The goal is to ensure (ε, δ) differential privacy for each site
and achieve τ2

cape = τ2
pool at the aggregator (see Lemma 1).

The CAPE protocol guarantees (ε, δ) differential privacy with
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δ = 2 σz
ε−µz φ

(
ε−µz
σz

)
. We claim that this δ guarantee is much

better than the δ guarantee in the conventional decentralized
DP scheme. We empirically validate this claim by comparing δ
with δconv and δpool in Appendix F. Here, δconv and δpool are
the smallest δ guarantees we can afford in the conventional
decentralized DP scheme and the pooled-data scenario to
achieve the same noise variance as the pooled-data scenario
for a given ε. Additionally, we empirically compare δ, δconv

and δpool for weaker collusion assumptions in Appendix F. In
both cases, we observe that δ is always smaller than δconv and
smaller than δpool for some τ values. That is, for achieving the
same noise level at the aggregator as the pooled-data scenario,
we are ensuring a much better privacy guarantee by employing
the CAPE scheme over the conventional approach.

Lemma 1. Consider the symmetric setting: Ns = N
S and τ2

s =
τ2 for all sites s ∈ [S]. Let the variances of the noise terms es
and gs (Step 4 of Algorithm 2) be τ2

e =
(
1− 1

S

)
τ2 and τ2

g =
τ2

S , respectively. If we denote the variance of the additive noise
(for preserving privacy) in the pooled data scenario by τ2

pool

and the variance of the estimator acape (Step 6 of Algorithm
2) by τ2

cape then Algorithm 2 achieves the same noise variance
as the pooled-data scenario (i.e., τ2

pool = τ2
cape).

Proof. The proof is given in Appendix C.

Proposition 1. (Performance improvement) If the local noise
variances are {τ2

s } for s ∈ [S] then the CAPE scheme
provides a reduction G =

τ2
conv

τ2
cape

= S in noise variance over
conventional decentralized DP scheme in the symmetric setting
(Ns = N

S and τ2
s = τ2 ∀s ∈ [S]), where τ2

conv and τ2
cape are

the noise variances of the final estimate at the aggregator in
the conventional scheme and the CAPE scheme, respectively.

Proof. The proof is given in Appendix D.

Remark 3 (Unequal Sample Sizes at Sites). The CAPE
algorithm achieves the same noise variance as the pooled-data
scenario (i.e., τ2

cape = τ2
pool) in the symmetric setting: Ns = N

S

and τ2
s = τ2 ∀ s ∈ [S]. In general, the ratio H(n) =

τ2
cape

τ2
pool

,

where n , [N1, N2, . . . , NS ], is a function of the sample
sizes in the sites. We observe: H(n) = N2

S3

∑S
s=1

1
N2
s

. As H(n)
is a Schur-convex function, it can be shown using majorization
theory [64] that 1 ≤ H(n) ≤ N2

S3

(
1

(N−S+1)2
+ S − 1

)
,

where the minimum is achieved for the symmetric setting (i.e.,
Ns = N

S ). That is, CAPE achieves the smallest noise variance
at the aggregator in the symmetric setting.

Remark 4 (Site Dropouts). Even in the case of site drop-
out, the CAPE scheme achieves

∑
s es = 0, as long as the

number of active sites is above some threshold (see Bonawitz et
al. [41] for details). Therefore, the performance improvement
of CAPE (Proposition 1) remains the same irrespective of
the number of dropped-out sites, as long as the number of
colluding sites does not exceed SC =

⌈
S
3

⌉
− 1.

B. Applicability of CAPE

CAPE is motivated by scientific research collaborations that
are common in human health research. Privacy regulations

prevent sites from sharing the local raw data. Joint learning
across datasets can yield discoveries that are impossible to
obtain from a single site. CAPE can benefit computations with
sensitivities satisfying some conditions (see Proposition 2). In
addition to simple averages, many functions of interest have
sensitivities that satisfy such conditions. Examples include
the empirical average loss functions used in ML and deep
neural networks. Moreover, we can use the Stone-Weierstrass
theorem [65] to approximate a loss function in decentralized
setting applying CAPE and then use off-the-shelf optimizers.
Additional applications include optimization algorithms, k-
means clustering and estimating probability distributions.

Proposition 2. Consider a decentralized setting with S > 1
sites in which site s ∈ [S] has a dataset Ds of Ns samples
and

∑S
s=1Ns = N . Suppose the sites are employing the

CAPE scheme to compute a function f(D) with L2 sensitivity
∆(N). Denote n = [N1, N2, . . . , NS ] and observe the ratio
H(n) =

τ2
cape

τ2
pool

=
∑S
s=1 ∆2(Ns)

S3∆2(N) . Then the CAPE protocol

achieves H(n) = 1, if i) ∆
(
N
S

)
= S∆(N) for convex ∆(N);

and ii) S3∆2(N) =
∑S
s=1 ∆2(Ns) for general ∆(N).

Proof. The proof is given in Appendix E

C. Extension of CAPE: Unequal Sample Sizes/Privacy Re-
quirements at Sites

Recall that CAPE achieves the smallest noise variance
at the aggregator in the symmetric setting (see Remark 3).
However, in practice, there would be scenarios where different
sites have different privacy requirements and/or sample sizes.
Additionally, sites may want the aggregator to use different
weights for different sites (possibly according to the quality
of the output from a site). A scheme for doing so is shown
in [16]. In this work, we propose a generalization of the CAPE
scheme that can be applied in asymmetric settings. Note that
the challenge of this analysis is due to the correlated noise
terms with different variances (or sample sizes).

Let us assume that site s requires local noise standard
deviation τs. To initiate the CAPE protocol, each site will
generate ês ∼ N (0, σ2

s) and gs ∼ N (0, τ2
gs). The aggre-

gator intends to compute a weighted average of each site’s
data/output with weights selected according to some quality
measure. For example, if the aggregator knows that a particular
site is suffering from more noisy observations than other
sites, it can choose to give the output from that site less
weight while combining the site results. Let us denote the
weights by {µs} such that

∑S
s=1 µs = 1 and µs ≥ 0. First,

the aggregator computes
∑S
s=1 µsês using the SecureAgg

protocol [41] and broadcasts it to all sites. Each site then sets
es = ês − 1

µsS

∑S
i=1 µiêi, to achieve

∑S
s=1 µses = 0 and

releases âs = f(xs) + es + gs. Now, the aggregator computes
acape =

∑S
s=1 µsâs =

∑S
s=1 µsf(xs) +

∑S
s=1 µsgs, where

we used
∑S
s=1 µses = 0. In order to achieve the same

utility as the pooled data scenario (i.e. τ2
pool = τ2

cape), we

need Var
[∑S

s=1 µsgs

]
= τ2

pool =⇒
∑S
s=1 µ

2
sτ

2
gs = τ2

pool.
Additionally, for guaranteeing the same local noise variance
as conventional approach, we need τ2

es + τ2
gs = τ2

s , where
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τ2
es is the variance of es and is a function of σ2

s . With these
constraints, we can formulate a feasibility problem to solve
for the unknown noise variances {σ2

s , τ
2
gs} as

minimize 0 subject to τ2
es + τ2

gs = τ2
s ;

S∑
s=1

µ2
sτ

2
gs = τ2

pool

for all s ∈ [S], where {µs}, τpool and {τs} are known to the
aggregator. For this problem, multiple solutions are possible.
We present one solution here along with the privacy analysis.
Solution. We observe that the variance τ2

es of the zero-
mean random variable es = ês − 1

µsS

∑S
i=1 µiêi can be

computed as τ2
es = Var

[
ês −

∑S
i=1 µiêi
µsS

]
=
(
1− 2

S

)
σ2
s +∑S

i=1 µ
2
iσ

2
i

µ2
sS

2 . Note that we need
∑S
s=1 µ

2
sτ

2
gs = τ2

pool. One
solution is to set τ2

gs = 1
µ2
sS
τ2
pool. Using the constraint

τ2
es + τ2

gs = τ2
s and the expressions for τ2

es and τ2
gs, we have(

1− 1
S

)2
σ2
s + 1

µ2
sS

2

∑
i 6=s µ

2
iσ

2
i = τ2

s − 1
µ2
sS
τ2
pool. We can

write this expression for all s ∈ [S] in matrix form and solve
for
[
σ2

1 σ
2
2 . . . σ2

S

]>
as

(
1− 1

S

)2 µ2
2

µ2
1S

2 · · · µ2
S

µ2
1S

2

µ2
1

µ2
2S

2

(
1− 1

S

)2 · · · µ2
S

µ2
2S

2

...
...

. . .
...

µ2
1

µ2
SS

2

µ2
2

µ2
SS

2 · · ·
(
1− 1

S

)2



−1 
τ2
1 −

τ2
pool

µ2
1S

τ2
2 −

τ2
pool

µ2
2S

...

τ2
S −

τ2
pool

µ2
SS


Privacy Analysis in Asymmetric Setting. We present an
analysis of privacy for the aforementioned scheme in asym-
metric setting. Recall that the adversary can observe â =
[â1, . . . , âSH ]

> ∈ RSH and ê =
∑
s∈SH ês. In other words, the

adversary observes the vector y =
[
â>, ê

]> ∈ RSH+1 to make
inference about the non-colluding sites. As before, we must
show that

∣∣∣log g(y|a)
g(y|a′)

∣∣∣ ≤ ε holds with probability (over the
randomness of the mechanism) at least 1− δ for guaranteeing
differential privacy. Recall that we release âs = f(xs)+es+gs
from each site. We observe E(âs) = f(xs), Var(âs) =

τ2
s , ∀s ∈ [S] and E(âs1 âs2) = f(xs1)f(xs2) − µs1σ

2
s1

µs2S
−

µs2σ
2
s2

µs1S
+ 1

µs1µs2S
2

∑S
i=1 µ

2
iσ

2
i , ∀s1 6= s2 ∈ [S]. Without loss

of generality, we can assume [57] that a = 0 and a′ = a−v,

where v =
[

1
Ns
, 0, . . . , 0

]>
. That is, the random variable â is

N (0,Σâ), where

Σâ =


τ2
1 Ψ(1, 2) · · · Ψ(1, S)

Ψ(2, 1) τ2
2 · · · Ψ(2, S)

...
...

. . .
...

Ψ(S, 1) Ψ(S, 2) · · · τ2
SH

 ,

and Ψ(i, j) = − 1
S

(
µiσ

2
i

µj
+

µjσ
2
j

µi

)
+
∑S
s=1 µ

2
sσ

2
s

µiµjS2 . Additionally,

the random variable ê is N (0, τ2
ê ), where τ2

ê =
∑SH
s=1 σ

2
s .

Therefore, g(y|a) is the density of N (0,Σ), where Σ =Σâ Σâê

Σ>âê τ2
ê

 ∈ R(SH+1)×(SH+1). With some simple algebra,

we can find the expression for each entry of Σâê ∈ RSH :
[Σâê]s = σ2

s− 1
µsS

∑SH
i=1 µ

2
iσ

2
i . The rest of the proof proceeds

as the proof of Theorem 1. Note that, due to the complex
nature of the expression of Σ, we do not have a closed form
solution for µz and σz (but we can numerically compute the
values and thus, the resulting δ).

IV. IMPROVED DIFFERENTIALLY PRIVATE DJICA

In this section, we propose an algorithm that improves
upon our previous decentralized DP djICA algorithm [1]
and achieves the same noise variance as the DP pooled-data
scenario in certain regimes. Recall that we are considering
the joint ICA (jICA) [54] of decentralized fMRI data, which
assumes a global mixing process (common spatial maps).
More specifically, the global mixing matrix A ∈ RD×R is
assumed to generate the time courses in Xs from underlying
sources Ss ∈ RR×Ns at each site s ∈ [S]. Each site has
data from Ms individuals, which are concatenated tempo-
rally to form the local data matrix Xs ∈ RD×Ns . That is:
X = [AS1 . . .ASS ] ∈ RD×N . We estimate the DP global
unmixing matrix W ∈ RR×D ≈ A+ by solving the Infomax
ICA problem (see Section II) in the decentralized setting with
a multi-round gradient descent that employing CAPE.

Neuroimaging data is generally very high dimensional. We
therefore use the recently proposed [16] DP decentralized PCA
algorithm (capePCA) as an efficient and privacy-preserving
dimension-reduction step of our proposed capeDJICA algo-
rithm. For simplicity, we assume that the observed samples are
mean-centered. We present a slightly modified version of the
original capePCA algorithm in Algorithm 3 (Appendix J) to
match the robust CAPE scheme from Section III. Note that the
scheme proposed in [66] was limited by the larger variance of
the additive noise at the local sites due to the smaller sample
size. The capePCA alleviates this problem using the CAPE
scheme and achieves the same noise variance as the pooled-
data scenario in the symmetric setting.

Let the output of capePCA to be VR ∈ RD×R, which
is sent to the sites from the aggregator. Then the reduced
dimensional (R × Ns) data matrix at site s is denoted by:
Xr
s = V>RXs. These projected samples are the inputs to the

proposed capeDJICA algorithm that estimates the unmixing
matrix W through a gradient descent [67]. Our proposed
capeDJICA algorithm employs the CAPE protocol to perform
the privacy-preserving iterative message-passing between sites
and the aggregator to solve for W. We start the algorithm
by initializing W. At each iteration j, the sites adjust the
local source estimates Zs(j) = W(j − 1)Xs by their bias
estimate b(j−1)1>. Local gradients of the empirical average
loss function are computed with respect to W and b [13].
More specifically, the gradient with respect to W at site
s is given [13] by Gs = 1

Ns

(
NsI + (1− 2Ys) Z>s

)
W,

where Zs = WXr
s + b1>, Ys = g (Zs); b ∈ RR is

the bias and 1 is a vector of ones. If we denote 1 − 2Ys

with Ŷs then we have Gs = 1
Ns

(
NsI + ŶsZ

>
s

)
W =

1
Ns

∑Ns
n=1

(
I + ŷs,nz>s,n

)
W, where

(
I + ŷs,nz>s,n

)
W is the

gradient contribution of one time point of a subject’s data ma-
trix. Note that this gradient estimate is needed to be sent to the
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aggregator from the site. Therefore, we need to approximate
this gradient satisfying differential privacy. To that end, let us
consider that the norm of the gradient due to each subject
is bounded by BGNm, where Nm is the time course length
for each subject’s fMRI scan and BG is some constant. This
implies that

∥∥(I + ŷs,nz>s,n
)
W
∥∥
F
≤ BG. It is easy to see

that by changing one subject (i.e., for a neighboring dataset),
the gradient at site s can change by at most 2BGNm

Ns
= 2BG

Ms
.

Therefore, the L2 sensitivity of the function f(Xs) = Gs is
∆s
G = 2BG

Ms
. In addition to the unmixing matrix W, we update

a bias term b using a gradient descent [13]. The gradient of
the empirical average loss function with respect to the bias at
site s is given [13] by hs = 1

Ns

∑Ns
n=1 ŷs,n. Similar to the

case of Gs, we can find the L2 sensitivity of the function
f(Xs) = hs as ∆s

h = 2Bh
Ms

, where ‖ŷs,n‖2 ≤ Bh. Note that
for other neighborhood definitions (time point level instead of
subject level), one should consider the temporal correlation
in the data [68]. According to the Gaussian mechanism [9],
computing (ε, δ) DP approximates of Gs and hs requires noise
standard deviations τsG and τsh satisfy

τsG =
∆s
G

ε

√
2 log

1.25

δ
, τsh =

∆s
h

ε

√
2 log

1.25

δ
. (3)

As mentioned before, we employ the CAPE protocol to
combine the gradients from the sites at the aggregator to
achieve the same utility level as that of the pooled data
scenario. More specifically, each site generates two noise
terms: EG

s ∈ RR×R and ehs ∈ RR, collectively among all
sites (element-wise, according to Algorithm 1) at each iteration
round. Additionally, each site s generates the following two
noise terms locally at each iteration:

• KG
s ∈ RR×R; [KG

s ]ij i.i.d. ∼ N (0, τ2
Gk); τ2

Gk = 1
S τ

s
G

2

• khs ∈ RR; [khs ]i i.i.d. ∼ N (0, τ2
hk); τ2

hk = 1
S τ

s
h

2.

At each iteration round, the sites compute the noisy estimates
of the gradients of W and b: hatGs = Gs + EG

s + KG
s ,

ĥs = hs + ehs + khs . These two terms are then sent to the
aggregator and the aggregator computes: ∆W = ρ 1

S

∑S
s=1 Ĝs

and ∆b = ρ 1
S

∑S
s=1 ĥs, where ρ is the learning rate. These

gradient estimates are then used to update the variables W
and b. By Lemma 1, the variances of the noise of the two
estimates: ∆W and ∆b, are exactly the same as the pooled-
data scenario in the symmetric setting. The complete algorithm
is shown in Algorithm 4 in Appendix K.

Note that, one does not need to explicitly find the bounds
BG and Bh. Instead, the gradients due to each subject can be
clipped to some pre-determined BGNm or BhNm in L2 norm
sense (where Nm is known apriori from the data collection
stage). That is, we can replace Gs,n =

(
I + ŷs,nz>s,n

)
W with

Gs,n =
Gs,n

max
(

1,
‖Gs,n‖F
BG

) . Similarly, we can replace hs,n =

ŷs,n with hs,n =
hs,n

max
(

1,
‖hs,n‖2
Bh

) .

Remark 5 (Consequences of Norm Clipping). The norm clip-
ping destroys the unbiasedness of the gradient estimate [15].
If we choose BG and Bh to be too small, the average clipped
gradient may be a poor estimate of the true gradient. More-
over, BG and Bh dictates the additive noise level. In general,

clipping prescribes taking a smaller step “downhill” towards
the optimal point [28] and may slow down the convergence.

A. Privacy Analysis using Rényi Differential Privacy

We now analyze the capeDJICA algorithm with Rényi
Differential Privacy [14]. Analyzing the total privacy loss of
a multi-shot algorithm, each stage of which is DP, is a chal-
lenging task. It has been shown [14], [15] that the advanced
composition theorem [57] for (ε, δ)-differential privacy can
be loose. The main reason is that one can formulate infinitely
many (ε, δ)-DP algorithms for a given noise variance τ2. RDP
offers a much simpler composition rule that is shown to be
tight [14]. We review some necessary properties of RDP in
Appendix B. Recall that at each iteration j of capeDJICA,
we compute the noisy estimates of the gradients: ∆W(j) and
∆b(j). As we employed the CAPE scheme in the symmetric
setting, the variances of noise at the aggregator for ∆W(j) and

∆b(j) are: σ2
W =

ρ2τpool
G

2

∆G
and σ2

b =
ρ2τpool

h

2

∆h
, respectively,

where ∆G =
∆s
G

S and ∆h =
∆s
h

S . From Proposition 5,
we have that the computation of ∆W(j) is

(
α, α/

(
2σ2

W

))
-

RDP. Similarly, the computation of ∆b(j) is
(
α, α/

(
2σ2

b

))
-

RDP. By Proposition 4, we have that each iteration step
of capeDJICA is

(
α, α2

(
1
σ2
W

+ 1
σ2
b

))
-RDP. Denoting the

number of required iterations for convergence by J∗ then,
under J∗-fold composition of RDP, the overall capeDJICA

algorithm is (α, αJ∗

2σ2
RDP

)-RDP, where 1
σ2
RDP

=
(

1
σ2
W

+ 1
σ2
b

)
.

From Proposition 3, we can conclude that the capeDJICA

algorithm satisfies
(

αJ∗

2σ2
RDP

+
log 1

δr

α−1 , δr

)
-differential privacy

for any 0 < δr < 1. For a given δr, we find the optimal
αopt as: αopt = 1 +

√
2
J∗σ

2
RDP log 1

δr
. Therefore, capeDJICA

algorithm is
(
αoptJ

∗

2σ2
RDP

+
log 1

δr

αopt−1 , δr

)
-DP for any 0 < δr < 1.

B. Privacy Accounting using Moments Accountant

In this section, we use the moments accountant [15] frame-
work to compute the overall privacy loss of our capeDJICA
algorithm. Moments accountant can be used to achieve a much
smaller overall ε than the strong composition theorem [57].
As mentioned before, naı̈vely employing the additive nature
of the privacy loss results in the worst case analysis, i.e.,
assumes that each iteration step exposes the worst privacy
risk and this exaggerates the total privacy loss. However, in
practice, the privacy loss is a random variable that depends on
the dataset and is typically well-behaved (concentrated around
its expected value). Due to space constraints, we presented the
detailed analysis of capeDJICA in Appendix G. Briefly, we can
formulate a quadratic equation in terms of ε and then find the
best ε for a given δtarget: σ2

2J∗∆2 ε
2−ε+ J∗∆2

8σ2 +log δtarget = 0.
Here, the noise variance σ2 consists of two parts: σ2

W and σ2
b

for the capeDJICA algorithm.

C. Performance Improvement with Correlated Noise

The existing DP djICA algorithm [1] achieved J∗ε-
differential privacy (where J∗ is the total number of itera-
tions required for convergence) by adding a noise term to
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the local estimate of the source (i.e., Zs(j)). Although the
algorithm offered a “pure” DP djICA procedure, there are
a few shortcomings. The cost of achieving pure differential-
privacy (i.e., employing the Laplace mechanism [9]) was that
the neighboring dataset condition was met by restricting the
L2-norm of the samples to satisfy ‖xn‖2 ≤ 1

2
√
D

, which can
be too limiting for datasets with large ambient dimensions.
The effect of this is apparent from the experiments. Last but
not the least, the DP PCA preprocessing step was less fault
tolerant because of the pass the parcel or cyclic style message
passing among the sites, where site dropouts are more drastic
than the one employed in this paper (a certain number of site
dropouts is permitted [41]). By employing the CAPE protocol
in the preprocessing stage and also in the optimization process,
we expect to gain a significant performance boost. We validate
the performance gain in the Experimental Results (Section V).
Convergence of capeDJICA Algorithm. We note that the
gradient estimate at the aggregator (Step 14 in Algorithm
4) essentially contains the noise ρ

S

∑S
s=1 KG

s , which is zero
mean. Therefore, in expectation, the estimate of the gradient
converges to the true gradient [69]. However, if the batch size
is too small, the noise can be too high for the algorithm to
converge [25]. Since the total additive noise variance is smaller
for capeDJICA than the conventional case by a factor of S,
the convergence rate is faster.
Communication Cost of capeDJICA. We analyze the total
communication cost associated with the proposed capeDJICA
algorithm. At each iteration round, we need to generate two
zero-sum noise terms, which entails O(S+R2) communication
complexity of the sites and O(S2+SR2) communication com-
plexity of the aggregator [41]. Each site computes the noisy
gradient and sends one R×R matrix and one R dimensional
vector to the aggregator. And finally, the aggregator sends the
R×R updated weight matrix and R dimensional bias estimate
to the sites. The total communication cost is O(S+R2) for the
sites and O(S2+SR2) for the central node. This is expected as
we are estimating an R×R matrix in a decentralized setting.

V. EXPERIMENTAL RESULTS

In this section, we empirically show the effectiveness of
the proposed capeDJICA algorithm. We note the intricate
relationship between ε and δ (see Theorem 2) due to the
correlated noise scheme and the challenge of characterizing
the overall privacy loss in our multi-round capeDJICA al-
gorithm. We designed the experiments to better demonstrate
the trade-off between performance and several parameters: ε,
δ and M . We show the simulation results to compare the
performance of our capeDJICA algorithm with the existing
DP djICA algorithm [1] (DP− djICA), the non-private djICA
algorithm [13] and a DP ICA algorithm operating on only
local data (local DP− ICA). We modified the base non-private
djICA algorithm to incorporate the gradient bounds BG and
Bh. Although we are proposing an algorithm for decentralized
setting, we included the performance indices for the local
setting to show the effect of smaller sample sizes on the
performance. We note that the DP− djICA algorithm [1]
offers ε-differential privacy as opposed to (ε, δ)-differential

privacy offered by capeDJICA. For both synthetic and real
datasets, we consider the symmetric setting (i.e., Ns = N

S ,
τsG = τG and τsh = τh). We limited the maximum number
of iterations J to be 1000 (however, the number of iterations
varies with the algorithm and amount of noise). We chose
the norm bounds BG = 30, Bh =

√
BG, number of sites

S = 4, SC =
⌈
S
3

⌉
− 1, the target δ = 10−5 and the learning

rate ρ = 0.015
log(R) . We show the average performance over 10

independent runs. Note that, the choice of hyper-parameters is
non-trivial [70] and corresponding end-to-end privacy analysis
is still an open problem.
Synthetic Data. We generated the synthetic data from the
same model as [13]. The source signals S were simulated
using the generalized autoregressive (AR) conditional het-
eroscedastic (GARCH) model [71], [72]. We used M = 1024
simulated subjects in our experiments. For each subject, we
generated R = 20 time courses with 250 time points. The data
samples are equally divided into S = 4 sites. For each subject,
the fMRI images are 30 × 30 dimensional. We employ the
capePCA algorithm [16] (Appendix J) as a preprocessing stage
to reduce the sample dimension from D = 900 to R = 20. The
capeDJICA is carried out upon the R-dimensional samples.
Real Data. We use the same data and preprocessing as Baker
et al. [13]: the data were collected using a 3-T Siemens Trio
scanner with a 12-channel radio frequency coil, according to
the protocol in Allen et al. [53]. In the dataset, the resting-state
scan durations range from 2 min 8 sec to 10 min 2 sec, with
an average of 5 min 16 sec [13]. We used a total of M = 1548
subjects from the dataset and estimated R = 50 independent
components using the algorithms under consideration. For
details on the preprocessing, please see [13]. We also projected
the data onto a 50-dimensional PCA subspace estimated using
pooled non-private PCA. As we do not have the ground truth
for the real data, we computed a pseudo ground truth [13] by
performing a pooled non-private analysis on the data and esti-
mating the unmixing matrix. The performance of capeDJICA,
djICA, DP− djICA and local DP− ICA algorithms are eval-
uated against this pseudo ground truth.

Performance Index. We set τsG =
∆s
G

εi

√
2 log 1.25

10−2 and τsh =

∆s
h

εi

√
2 log 1.25

10−2 for our experiments, where εi is the privacy
parameter per iteration, ∆s

G and ∆s
h are the L2 sensitivities of

Gs and hs, respectively. To evaluate the performance of the
algorithms, we consider the quality of the estimated unmixing
matrix W. More specifically, we utilize the normalized gain
index qNGI [13], [73] that quantizes the quality of W. The
normalized gain index qNGI varies from 0 to 1, with lower
values indicating a better estimation of a set of ground-truth
components (i.e. the unmixing matrix times the mixing matrix
is closer to an identity matrix [73]). For practical usability of
the recovered A, we need to achieve qNGI ≤ 0.1 [13]. We
consider the overall ε as a performance index. We plotted
the overall ε (with solid lines on the right y-axis) along
with qNGI (with dashed lines on the left y-axis) as a means
for visualizing how the privacy-utility trade-off varies with
different parameters. For a given privacy budget (performance
requirement), the user can use the overall ε plot on the right
y-axis, shown with solid lines, (qNGI plot on the left y-axis,
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Fig. 1. Variation of qNGI and overall ε with privacy parameter εi for: (a)-(b) synthetic fMRI data, (c)-(d) real fMRI data. For capeDJICA, higher εi results
a smaller qNGI, but not necessarily a small overall ε, i.e., an optimal εi can be chosen based on qNGI or overall ε requirement.

Fig. 2. Variation of qNGI and overall ε with total number of subjects M for: (a)-(b) synthetic fMRI data, (c)-(d) real fMRI data. For capeDJICA, higher
M results a smaller qNGI and a smaller overall ε.

shown with dashed lines) to find the required εi or M on
the x-axis and thereby, find the corresponding performance
(overall ε). We computed the overall ε for the capeDJICA
and the local DP− ICA algorithms using the RDP technique
(Section IV-A) and for the DP− djICA algorithm using the
composition theorem [57]. Note that, we are reporting the
privacy spent during the course of the gradient descent. The
total privacy spent including the PCA would be slightly higher.
Performance Variation with ε. First, we explore how the
privacy-utility tradeoff between qNGI and the overall “privacy
risk” ε varies with εi. As mentioned before, we compare
the performance of capeDJICA with those of the djICA, the
DP− djICA and local DP− ICA.

In Figs. 1(a) - (d), we show the variation of qNGI and
overall ε for different algorithms with εi on synthetic and real
data. For both datasets, we show the performance indices for
two different M values, namely M = 256 and M = 1024.
We observe from the figures that the proposed capeDJICA
outperforms the existing DP− djICA by a large margin for the
range of εi values that results in qNGI ≤ 0.1. This is expected
as DP− djICA suffers from too much noise (see Section IV-C
for the explanation). capeDJICA also guarantees the smallest
overall ε among the privacy-preserving methods. capeDJICA
can reach the utility level of the non-private djICA for some
parameter choices and naturally outperforms local DP− ICA
as estimation of the sources is much accurate when more
samples are available. For the same privacy loss (i.e., for a
fixed ε), one can achieve better performance by increasing the
number of subjects. For both synthetic and real data, we note
that assigning a higher εi may provide a good qNGI but does
not guarantee a small overall ε. The user needs to choose the εi
based on the “privacy budget” and the required performance.
Performance Variation with M . Next, in Figs. 2(a) - (d), we
show the variation of qNGI and the overall ε with the total
number of subjects M for two different εi values on synthetic
and real data. We observe similar trends in performance as in

the case of varying εi. The capeDJICA algorithm outperforms
the DP− djICA and the local DP− ICA: with respect to both
qNGI and the overall ε. For the qNGI, the capeDJICA performs
very closely to the non-private djICA, even for moderate
M values, while guaranteeing the smallest overall ε. The
performance gain over DP− djICA is particularly noteworthy.
For a fixed number of subjects, increasing ε results in a slightly
better utility, albeit at the cost of greater privacy loss. We show
the performance variation with δ in Appendix H.

Reconstructed Spatial Maps. Finally, we intend to demon-
strate how the estimated spatial maps (the estimated global
mixing matrix A, see Section II) actually look like, as
interpretability is one of the most important concerns for
fMRI applications. In Figure 3, we show the true spatial
map, the ones estimated from the non-private djICA [13],
local DP− ICA, DP− djICA and capeDJICA algorithms. It
is evident from the figure that the spatial map recovered by
the proposed capeDJICA is very close to that of the ground
truth. The overall ε is also very small. The local DP− ICA,
although can achieve a small ε, cannot recover the spatial
maps well enough for practical purposes. However, increas-
ing the εi and/or increasing the number of subjects would
certainly improve the quality of the spatial maps. Finally, for
the DP− djICA, the algorithm fails to converge to anything
meaningful due to excessive amount of noise.

In Figure 4, we show the estimated spatial maps result-
ing from the proposed capeDJICA algorithm along with the
overall ε for a variety of combinations of εi and M . We
observe that when sufficiently large number of subjects are
available, the estimated spatial maps closely resemble the true
one, even for strict privacy guarantee (small overall ε). For
smaller number of samples, we may need to compensate by
allowing larger ε values to achieve good utility. In general, we
observe that capeDJICA can achieve very good approximate
to the true spatial map, almost indistinguishable from the non-
private spatial map. This emphasizes the effectiveness of the
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True Spatial Map djICA local DP-ICA (
i
 = 0.5)

Overall  = 1.9158

DP-djICA (
i
 = 0.5)

Overall  = 82.0000

capeDJICA (
i
 = 0.5)

Overall  = 1.8640

Fig. 3. Recovered spatial maps from synthetic data: the ground truth and the ones resulting from djICA, local DP− ICA, DP− djICA and capeDJICA.

i
 = 0.1, M = 128

Overall  = 12.3136

i
 = 0.1, M = 256

Overall  = 5.8759

i
 = 0.5, M = 128

Overall  = 1.6310

i
 = 0.5, M = 256

Overall  = 1.6569

i
 = 0.5, M = 512

Overall  = 1.7604

i
 = 1.0, M = 128

Overall  = 6.2133

i
 = 1.0, M = 256

Overall  = 6.5240

i
 = 2.0, M = 128

Overall  = 24.4392

i
 = 2.0, M = 256

Overall  = 26.0961

i
 = 2.0, M = 512

Overall  = 27.7530

i
 = 2.0, M = 1024

Overall  = 29.8241

i
 = 0.1, M = 1024

Overall  = 1.1191

i
 = 0.5, M = 1024

Overall  = 1.8640

i
 = 1.0, M = 1024

Overall  = 7.4560

i
 = 0.1, M = 512

Overall  = 3.1246

i
 = 1.0, M = 512

Overall  = 7.0418

Fig. 4. Spatial maps (synthetic data) resulting from capeDJICA for different parameters. capeDJICA estimates spatial maps that closely resemble the true
ones, even for strict privacy guarantee (small overall ε).

proposed capeDJICA in the sense that very meaningful utility
can be achieved even with strict privacy guarantee.

VI. CONCLUSION

We proposed a novel decentralized DP computation scheme,
CAPE, which is best suited for ML applications involving
locally held private data. Example scenarios include health
care research with legal and ethical limitations on the degree of
sharing the “raw” data. CAPE can greatly improve the privacy-
utility tradeoff when (a) all parties follow the protocol and (b)
the number of colluding sites is not more than dS/3e − 1.
Our proposed CAPE protocol is based on an estimation-
theoretic analysis of the noise addition process for differen-
tial privacy and therefore, provides different guarantees than
cryptographic approaches such as SMC. CAPE can achieve
the same level of additive noise variance as the pooled data
scenario in certain regimes (assuming the availability of some
reasonable resources), and can be extended to asymmetric
network/privacy settings. We analytically show that CAPE
can be applied to numerous decentralized ML problems of
interest. Leveraging the effectiveness of the CAPE scheme,
we proposed a new and improved algorithm for DP decentral-
ized joint independent component analysis (capeDJICA) for
collaborative source separation. Additionally, to address the
privacy composition for multi-round algorithms, we analyzed
our capeDJICA algorithm using Rényi differential privacy. To
better measure for the privacy loss per iteration, we used
the moments accountant method. We empirically compared
the performance of the proposed algorithms with those of
conventional, non-private and local algorithms on synthetic
and real datasets. We varied privacy parameters and relevant
dataset parameters to show that the proposed algorithms out-
performed the conventional and local algorithms comfortably
and matched the performance of the non-private algorithms for
some parameter choices. In general, the proposed algorithms
offered very good utility even for strong privacy guarantees –
indicating achievability of meaningful privacy even without

loosing much utility. An interesting future work could be
to extend the CAPE framework to (ε, 0)-differential privacy,
perhaps using the Staircase Mechanism [74] for differential
privacy. Another possible direction is to extend CAPE to be
employable in arbitrary tree-structured networks.
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[38] M. Heikkilä, E. Lagerspetz, S. Kaski, K. Shimizu, S. Tarkoma, and
A. Honkela, “Differentially Private Bayesian Learning on Distributed
Data,” in Advances in Neural Information Processing Systems 30,
I. Guyon, U. V. Luxburg, S. Bengio, H. Wallach, R. Fergus, S. Vish-
wanathan, and R. Garnett, Eds. Curran Associates, Inc., 2017, pp.
3229–3238.

[39] S. Goryczka, L. Xiong, and V. Sunderam, “Secure Multiparty
Aggregation with Differential Privacy: A Comparative Study,” in
Proceedings of the Joint EDBT/ICDT 2013 Workshops, ser. EDBT ’13.
New York, NY, USA: ACM, 2013, pp. 155–163. [Online]. Available:
http://doi.acm.org/10.1145/2457317.2457343

[40] P. Kairouz, S. Oh, and P. Viswanath, “Secure Multi-party Differential
Privacy,” in Advances in Neural Information Processing Systems 28,
C. Cortes, N. D. Lawrence, D. D. Lee, M. Sugiyama, and R. Garnett,
Eds. Curran Associates, Inc., 2015, pp. 2008–2016.

[41] K. Bonawitz, V. Ivanov, B. Kreuter, A. Marcedone, H. B.
McMahan, S. Patel, D. Ramage, A. Segal, and K. Seth,
“Practical Secure Aggregation for Privacy-Preserving Machine
Learning,” in Proceedings of the 2017 ACM SIGSAC Conference
on Computer and Communications Security, ser. CCS ’17. New
York, NY, USA: ACM, 2017, pp. 1175–1191. [Online]. Available:
http://doi.acm.org/10.1145/3133956.3133982

[42] S. A. Kasiviswanathan, H. K. Lee, K. Nissim, S. Raskhodnikova, and
A. Smith, “What can we learn privately?” in IEEE 49th Annual IEEE
Symposium on Foundations of Computer Science (FOCS), 2008, pp.
531–540. [Online]. Available: http://dx.doi.org/10.1109/FOCS.2008.27

[43] A. Beimel, K. Nissim, and U. Stemmer, “Characterizing the sample
complexity of private learners,” in Proceedings of the 4th Conference

http://dx.doi.org/10.1371/journal.pone.0073309
https://doi.org/10.1109/RBME.2012.2211076
https://doi.org/10.1109/RBME.2012.2211076
http://dx.doi.org/10.1016/0165-1684(94)90029-9
http://www.sciencedirect.com/science/article/pii/S1053811918320536
http://arxiv.org/abs/1702.07476
http://doi.acm.org/10.1145/2976749.2978318
https://doi.org/10.1109/JSTSP.2018.2877842
http://dx.doi.org/10.1561/2200000016
http://dx.doi.org/10.1561/2200000016
http://dl.acm.org/citation.cfm?id=1953048.2021036
http://dl.acm.org/citation.cfm?id=1953048.2021036
http://dx.doi.org/10.1109/FOCS.2014.56
http://papers.nips.cc/paper/6823-practical-locally-private-heavy-hitters.pdf
http://papers.nips.cc/paper/6823-practical-locally-private-heavy-hitters.pdf
http://doi.acm.org/10.1145/3035918.3064047
http://doi.acm.org/10.1145/1993636.1993743
http://dx.doi.org/10.1109/FOCS.2007.41
http://proceedings.mlr.press/v54/mcmahan17a.html
https://arxiv.org/abs/1912.04977
http://doi.acm.org/10.1145/2457317.2457343
http://doi.acm.org/10.1145/3133956.3133982
http://dx.doi.org/10.1109/FOCS.2008.27


IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. XX, NO. XX, XXXX 2020 13

on Innovations in Theoretical Computer Science, ser. ITCS ’13. New
York, NY, USA: Association for Computing Machinery, 2013, pp.
97–110. [Online]. Available: https://doi.org/10.1145/2422436.2422450

[44] B. Balle, G. Barthe, and M. Gaboardi, “Privacy amplification by sub-
sampling: Tight analyses via couplings and divergences,” in Advances
in Neural Information Processing Systems 31, S. Bengio, H. Wallach,
H. Larochelle, K. Grauman, N. Cesa-Bianchi, and R. Garnett, Eds.
Curran Associates, Inc., 2018, pp. 6277–6287.

[45] B. B., B. J., G. A., and N. K., “The privacy blanket of the shuffle model,”
in Advances in Cryptology – CRYPTO 2019. CRYPTO 2019, ser. Lecture
Notes in Computer Science, B. A. and M. D., Eds. Cham: Springer,
2019, vol. 11693.
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APPENDIX A
PROBLEMS WITH CONVENTIONAL DECENTRALIZED DP

COMPUTATIONS

As mentioned before, DP algorithms often introduce noise
in the computation pipeline to induce the randomness. For
additive noise mechanisms, the standard deviation of the noise
is scaled to the sensitivity of the computation [57]. To illus-
trate, consider estimating the mean f(x) = 1

N

∑N
n=1 xn of N

scalars x = [x1, . . . , xN−1, xN ]> with each xi ∈ [0, 1]. The
sensitivity of the function f(x) is 1

N . Therefore, for computing
the (ε, δ)-DP estimate of the average a = f(x), we can follow
the Gaussian mechanism [9] to release âpool = a + epool,

where epool ∼ N
(

0, τ2
pool

)
and τpool = 1

Nε

√
2 log 1.25

δ .
Suppose now that the N samples are equally distributed

among S sites. That is, each site s ∈ {1, . . . , S} holds a
disjoint dataset xs of Ns = N/S samples. An aggregator
wishes to estimate and publish the mean of all the samples.
For preserving privacy, the conventional DP approach is for
each site to release (or send to the aggregator node) an (ε, δ)-
DP estimate of the function f(xs) as: âs = f(xs)+es, where
es ∼ N

(
0, τ2

s

)
and τs = 1

Nsε

√
2 log 1.25

δ = S
Nε

√
2 log 1.25

δ .
The aggregator can then compute the (ε, δ)-DP approximate
average as âconv = 1

S

∑S
s=1 âs = 1

S

∑S
s=1 as + 1

S

∑S
s=1 es.

The variance of the estimator âconv is S · τ
2
s

S2 =
τ2
s

S , τ2
conv.

We observe the ratio:
τ2
pool

τ2
conv

=
τ2
s /S

2

τ2
s /S

= 1
S . That is, the

decentralized DP averaging scheme will always result in a
poorer performance than the pooled data case. We propose a
protocol that improves the performance of such systems by
assuming some reasonable resources.

APPENDIX B
ADDITIONAL BACKGROUND CONCEPTS

Rényi Differential Privacy. Analyzing the total privacy loss
of a multi-shot algorithm, each stage of which is DP, is a chal-
lenging task. It has been shown [14], [15] that the advanced
composition theorem [57] for (ε, δ)-differential privacy can
be loose. The main reason is that one can formulate infinitely
many (ε, δ)-DP algorithms for a given noise variance τ2. RDP
offers a much simpler composition rule that is shown to be
tight [14]. We review some properties of RDP [14].

Proposition 3 (From RDP to differential privacy [14]).
If A is an (α, εr)-RDP mechanism, then it also satisfies(
εr +

log 1
δr

α−1 , δr

)
-differential privacy for any 0 < δr < 1.

Proposition 4 (Composition of RDP [14]). Let A : D 7→ T1

be (α, εr1)-RDP and B : T1 ×D 7→ T2 be (α, εr2)-RDP, then
the mechanism defined as (X,Y ), where X ∼ A(D) and
Y ∼ B(X,D), satisfies (α, εr1 + εr2)-RDP.

Proposition 5 (RDP and Gaussian Mechanism [14]). If A has
L2 sensitivity 1, then the Gaussian mechanism GσA(D) =
A(D) + E, where E ∼ N (0, σ2) satisfies (α, α

2σ2 )-RDP. Ad-
ditionally, a composition of J Gaussian mechanisms satisfies
(α, αJ2σ2 )-RDP.

The proofs of the Propositions 3, 4 and 5 are provided in [14].

The Moments Accountant. The moments accountant method
can be used to achieve a much smaller overall ε than the strong
composition theorem [57]. As mentioned before, naı̈vely em-
ploying the additive nature of the privacy loss results in the
worst case analysis, i.e., assumes that each iteration step
exposes the worst privacy risk and this exaggerates the total
privacy loss. However, in practice, the privacy loss is a random
variable that depends on the dataset and is typically well-
behaved (concentrated around its expected value). Let us
consider the randomized mechanism A : D 7→ T. For a
particular outcome o ∈ T of the mechanism and neighboring
datasets D,D′ ∈ D, the privacy loss random variable is
defined [15] as

Z = log
Pr[A(D) = o]

Pr[A(D′) = o]
w.p. Pr[A(D) = o]. (4)

Note that the basic idea of [15] for accounting for the total
privacy loss is to compute the moment generating function
(MGF) of Z for each iteration, use composition to get the
MGF of the complete algorithm and then use that to compute
final privacy parameters (see Theorem 2 of [15]). The stepwise
moment for any t at iteration j is defined [15] as

αj(t) = sup
D,D′

logE [exp(tZ)] . (5)

If total number of iterations is J∗ then the overall moment
is upper bounded as α(t) ≤

∑J∗

j=1 αj(t). Finally, for any
given ε > 0, the overall mechanism is (ε, δ) DP for δ =
mint exp (α(t)− tε).

A. The Secure Aggregation Protocol
For completeness, we describe the SecureAgg scheme [41]

in more detail; this method generates correlated noise that fits
our honest-but-curious setup. SecureAgg can securely compute
sums of vectors. It has a constant number of rounds and a
low communication overhead. It requires only one aggregator
with limited trust and is robust to site-dropouts (up to a certain
fraction). The aggregator only learns the inputs from the sites
in aggregate and the overall scheme is proven to be secure
against honest but curious adversaries. The scheme relies on
Shamir’s t-out-of-n Secret Sharing [58] and Diffie-Hellman
(DH) key agreement [75]. It is parameterized over a finite field
F of size at least l > 2λ (where λ is the security parameter of
the scheme). The scheme has four stages: i) advertise keys, ii)
share keys, iii) masked input collection and iv) unmasking. In
the first stage, each site generates DH key pairs and sends the
public keys to the aggregator. The aggregator waits for enough
nodes and then broadcasts received public keys. In the second
stage, each site s1 generates a random seed bs1 and computes
shared private key ks1,s2 with site s2. Site s1 then computes
t-out-of-n shares of bs1 and ks1,s2 and sends encrypted shares.
The aggregator again waits for enough sites to send these
encrypted shares. In the third stage, the aggregator forwards
the received encrypted shares. Each site s1 computes and sends
masked input es1 . The aggregator waits for enough sites. In the
last stage, the aggregator broadcasts a list of non-dropped-out
sites. Each site s1 sends shares of bs1 for these sites and the
public keys kPKs1 for dropped-out sites. Finally, the aggregator
reconstructs the sum

∑
s es and broadcasts to sites.
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APPENDIX C
PROOF OF LEMMA 1

Proof. We prove the lemma according to [16]. Recall that in
the pooled data scenario, the sensitivity of the function f(x)
is 1

N , where x = [x1, . . . ,xS ]. Therefore, to approximate
f(x) satisfying (ε, δ) differential privacy, we need to have
additive Gaussian noise standard deviation at least τpool =
1
Nε

√
2 log 1.25

δ . Next, consider the distributed data setting (as
in Section II) with local noise standard deviation given by
τs = 1

Nsε

√
2 log 1.25

δ = S
Nε

√
2 log 1.25

δ = τ . We observe

τpool = τs
S =⇒ τ2

pool = τ2

S2 . We will now show that the
CAPE algorithm will yield the same noise variance of the
estimator at the aggregator. Recall that at the aggregator we
compute acape = 1

S

∑S
s=1 âs = 1

N

∑N
n=1 xn + 1

S

∑S
s=1 gs.

The variance of the estimator acape is: τ2
cape , S · τ

2
g

S2 =
τ2
g

S =
τ2

S2 , which is exactly the same as the pooled data scenario.
Therefore, the CAPE algorithm allows us to achieve the same
additive noise variance as the pooled data scenario in the
symmetric setting (Ns = N

S and τ2
s = τ2 ∀s ∈ [S]), while

satisfying (ε, δ) differential privacy at the sites and for the final
output from the aggregator, where (ε, δ) satisfy the relation
δ = 2 σz

ε−µz φ
(
ε−µz
σz

)
.

APPENDIX D
PERFORMANCE IMPROVEMENT OF CAPE

Fig. 5. Variation of δcape, δconv and δpool with (a) – (b) τs and (c) – (d)
SC
S

for different values of S and ε

Proof of Proposition 1. The local noise variances are {τ2
s }

for s ∈ [S]. In the conventional decentralized DP scheme,
we compute the following at the aggregator: aconv =
1
S

∑S
s=1 as + 1

S

∑S
s=1 es. The variance of the estimator is:

τ2
conv =

∑s
s=1

τ2
s

S2 = 1
S2

∑s
s=1 τ

2
s . In the CAPE scheme, we

compute the following quantity at the aggregator: acape =
1
S

∑S
s=1 as + 1

S

∑S
s=1 es + 1

S

∑S
s=1 gs. The variance of the

estimator is: τ2
cape =

∑s
s=1

τ2
g

S2 = 1
S3

∑s
s=1 τ

2
s . Therefore, the

CAPE scheme provides a reduction G =
τ2
conv

τ2
cape

= S in noise
variance over conventional decentralized DP approach in the
symmetric setting (Ns = N

S and τ2
s = τ2 ∀s ∈ [S]), which

completes the proof.

APPENDIX E
PROOF OF PROPOSITION 2

First, we review some definitions and lemmas [64, Propo-
sition C.2] necessary for the proof.

Definition 5 (Majorization). Consider two vectors a ∈ RS
and b ∈ RS with non-increasing entries (i.e., ai ≥ aj and
bi ≥ bj for i < j). Then a is majorized by b, denoted a ≺ b,
if and only if the following holds:

S∑
s=1

as =

S∑
s=1

bs and
J∑
s=1

as ≤
J∑
s=1

bs ∀J ∈ [S].

Consider nsym , N
S [1, . . . , 1] ∈ RS for some positive N .

Then any vector n = [N1, . . . , NS ] ∈ RS with non-increasing
entries and

∑S
s=1 |Ns| = N majorizes nsym, or nsym ≺ n.

Definition 6 (Schur-convex functions). The function K :
RS 7→ R is Schur-convex if for all a ≺ b ∈ RS we have
K(a) ≤ K(b).

Lemma 2. If K is symmetric and convex, then K is Schur-
convex. The converse does not hold.

Proof of Proposition 2. As the sites are computing the func-
tion f with L2 sensitivity ∆(N), the local noise standard
deviation for preserving privacy is proportional to ∆(Ns)
by Gaussian mechanism [9]. It can be written as: τs =
∆(Ns)C, where C is a constant for a given (ε, δ) pair.
Similarly, the noise standard deviation in the pooled data
scenario can be written as: τpool = ∆(N)C. Now, the
final noise variance at the aggregator for CAPE protocol
is: τ2

cape =
∑S
s=1

τ2
g

S2 = 1
S3

∑S
s=1 ∆2(Ns)C

2. Observe:

H(n) =
τ2
cape

τ2
pool

=
∑S
s=1 ∆2(Ns)

S3∆2(N) . As we want to achieve
the same noise variance as the pooled-data scenario, we
need S3∆2(N) =

∑S
s=1 ∆2(Ns), which proves the case for

general sensitivity function ∆(N). Now, if ∆2(N) is convex
then the by Lemma 2 (Supplement) the function K(n) =∑S
s=1 ∆2(Ns) is Schur-convex. Thus, the minimum of K(n)

is obtained when n = nsym =
[
N
S , . . . ,

N
S

]
. We observe:

Kmin(n) =
∑S
s=1 ∆2

(
N
S

)
= S · ∆2

(
N
S

)
. Therefore, for

convex ∆(N), we have H(n) = 1 if ∆(NS ) = S∆(N).

APPENDIX F
EMPIRICAL COMPARISON OF δ AND δconv

Recall that the CAPE protocol guarantees (ε, δ)-DP with
δ = 2 σz

ε−µz φ
(
ε−µz
σz

)
. We claim that this δ guarantee is much

better than the δ guarantee in the conventional distributed DP
scheme. As δcape is an implicit function of S, SC and τ2

s ,
we experimentally compare δcape with δconv and δpool, where
δconv and δpool are the smallest δ guarantees we can afford in
the conventional distributed DP scheme and the pooled-data
scenario, respectively, to achieve the same noise variance as
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the pooled-data scenario for a given ε. Additionally, we are
interested in how the δcape, δconv and δpool vary with weaker
collusion assumption (i.e., fewer colluding sites). To that end,
we first plot δcape, δconv and δpool against different τs values
for SC =

⌈
S
3

⌉
− 1 and different combinations of ε and S in

Figure 5(a)-(b). Next, we vary the fraction SC
S and plot the

resulting δcape, δconv and δpool for different combinations of
ε, S and τs in Figure 5(c)-(d). We observe from the figures
that δcape is always smaller than δconv and smaller than the
δpool for some τ values. That is, we are ensuring a much better
privacy guarantee by employing the CAPE scheme over the
conventional approach for achieving the same noise level at
the aggregator output as the pooled data scenario.

APPENDIX G
ANALYSIS OF capeDJICA WITH THE MOMENTS

ACCOUNTANT METHOD

We presented some preliminaries regarding moments ac-
countant method in Appendix B. We now employ the frame-
work to our capeDJICA algorithm and find the best ε
for a given δ. For a Gaussian mechanism GσA(D) =
A(D) + E, where E ∼ N (0, σ2), the privacy loss ran-
dom variable defined in (4) can be written as Z =

log
exp

(
− (o−fD)2

2σ2

)
exp

(
− (o−f′D)

2

2σ2

) =
2o(fD−f ′D)−(f2

D−f
′
D

2)
2σ2 . Here, the

random variable o is Gaussian with o ∼ N (fD, σ
2).

Therefore, it can be shown that the random variable Z

is Gaussian: Z ∼ N
(

(fD−f ′D)2

2σ2 ,
(fD−f ′D)2

σ2

)
. Using the

moment generating function of generalized Gaussian, we
have E[exp(tZ)] = exp

(
(fD−f ′D)2

2σ2 t+ 1
2

(fD−f ′D)2

σ2 t2
)

=

exp
(

(fD−f ′D)2

2σ2 (t+ t2)
)

. If the L2 sensitivity of the func-
tion A(D) is ∆ then αj(t) = supD,D′ logE[exp(tZ)] =

supD,D′
(fD−f ′D)2

2σ2 (t+ t2) = ∆2

2σ2 (t+ t2). We can compute the
upper bound of the overall moment: α(t) ≤

∑J∗

j=1 αj(t) =
J∗∆2

2σ2 (t + t2). Now, for any given ε > 0, we have δ =

mint exp (α(t)− tε) = mint exp
(
J∗∆2

2σ2 (t+ t2)− tε
)

. We

compute the minimizing t as topt = 1
2

(
2εσ2

J∗∆2 − 1
)

. Using

this, we find δopt = exp
(
J∗∆2

2σ2 (topt + t2opt)− toptε
)

. As we
are interested in finding the best ε for a given δtarget, we
rearrange the above equation to formulate a quadratic equation
in terms of ε and then solve for ε: σ2

2J∗∆2 ε
2 − ε + J∗∆2

8σ2 +
log δtarget = 0. Now, for the capeDJICA algorithm, we release
two noisy gradients: ∆W(j) and ∆b(j), at iteration j with
noise variances σ2

W and σ2
b, respectively. Adjusting for this,

we plot the total ε against the total iterations J∗ for the strong
composition [76], RDP and the moments accountant in Figure
6. We observe that the moments accountant and RDP methods
provide a much smaller overall ε than the strong composition.

APPENDIX H
PERFORMANCE VARIATION WITH δ

Recall that, the proposed capeDJICA algorithm guarantees
(ε, δ) differential privacy, where (ε, δ) satisfy the relation

0 200 400 600 800 1000
Number of iterations (J * )

100

101

To
ta

l 

target = 1e-05, 2 = 0.50, = 0.01

RDP
Moments accountant
Strong composition

Fig. 6. Variation of total ε with number of iterations J∗: σ2
W = σ2

b = 0.25
and δtarget = 1e−5. Moments accountant and RDP methods provide a much
smaller overall ε than the strong composition.
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Fig. 7. Variation of qNGI and overall ε with privacy parameter δ: (a) synthetic
and (b) real fMRI data. Fixed parameters: S = 4, εi = 0.5. capeDJICA
achieves very close utility to the non-private djICA with small overall ε.

δ = 2 σz
ε−µz φ

(
ε−µz
σz

)
. In Figure 7, we show the variation of

qNGI with overall δ on synthetic and real data. Recall that
δ is essentially the probability of failure of a DP algorithm.
Therefore, we want δ to be small. However, a smaller δ also
results in a larger noise variance, which affects the utility.
From the figure, we can observe how the performance of
the proposed capeDJICA algorithm varies with δ for a fixed
εi = 0.5. capeDJICA achieves very close utility to the non-
private djICA for both synthetic and real data. For both cases,
the overall ε is also very small. However, we can opt for even
smaller δ values at the cost of performance.

APPENDIX I
COMMUNICATION OVERHEAD FOR CAPE

The conventional D-dimensional averaging needs only one
message from each site, thus SD or Θ(SD) is the communi-
cation complexity. Our CAPE scheme employs the SecureAgg
protocol to compute the zero-sum noise. The SecureAgg proto-
col [41] entails an O(S+D) overhead for each site and O(S2+
SD) for the server/aggregator. The rest of our scheme requires
Θ(D) and Θ(SD) communication overheads for the sites and
the aggregator, respectively. On the other hand, the scheme
proposed in [38] has a communication cost proportional to
(S+1)DM or Θ(SDM), where M is the number of compute
nodes. Goryczka et al. [39] compared several secret sharing,
homomorphic encryption and perturbation-based secure sum
aggregation and showed their communication complexities.
Except for the secret sharing approach (which requires O(S2)
overhead), the other approaches are O(S) in communication
complexity. A comparison of communication overhead for
different algorithms are shown in Table I.
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TABLE I
COMPARISON OF COMMUNICATION OVERHEAD

Algorithm Site Aggregator

CAPE O(S +D) O(S2 + SD)

Heikkilä et al. [38] Θ(DM) Θ(SDM)

Bonawitz et al. [41] O(S +D) O(S2 + SD)

Algorithm 3 Improved Decentralized Differentially Private
PCA (capePCA) [16]
Require: Data matrix Xs ∈ RD×Ns with ‖xs,n‖2 ≤ 1, local

noise variances {τ2
s } for s ∈ [S]; reduced dimension R

1: for s = 1, 2, . . . , S do . at the local sites
2: Generate Es ∈ RD×D using Algorithm 1 (element-

wise)
3: Compute Cs ← 1

Ns
XsX

>
s

4: Generate D ×D symmetric Gs, where {[Gs]ij : i ∈
[D], j ≤ i} are drawn i.i.d. ∼ N (0, τ2

g = 1
S τ

2
s ), [Gs]ij =

[Gs]ji
5: Compute and send: Ĉs ← Cs + Es + Gs

6: end for
7: Compute Ĉ← 1

S

∑S
s=1 Ĉs . at the aggregator

8: Perform SVD: Ĉ = VΛV>

9: Release / send to sites: VR

10: return VR

APPENDIX J
DECENTRALIZED DIFFERENTIALLY PRIVATE PCA

As mentioned before, neuroimaging data samples are gen-
erally very high dimensional. We therefore use the recently
proposed [16] DP decentralized PCA algorithm (capePCA) as
an efficient and privacy-preserving dimention-reduction step
of our proposed capeDJICA algorithm. We have shown a
slightly modified version of the original capePCA algorithm
in Algorithm 3 to match the robust CAPE scheme [77] we
proposed in Section III.

APPENDIX K
IMPROVED DIFFERENTIALLY PRIVATE DECENTRALIZED

JOINT ICA (capeDJICA) ALGORITHM

A. Privacy Analysis

For completeness, we present a theorem that provides the
privacy guarantee of the capeDJICA algorithm using the
conventional composition theorem [57]. For a tighter privacy
bound, please see Section IV-A and Section IV-B.

Theorem 2 (Privacy of capeDJICA Algorithm). Consider
Algorithm 4 in the decentralized data setting of Section II
with Ns = N

S , τsG = τG and τsh = τh for all sites s ∈ [S].
Suppose that at most SC =

⌈
S
3

⌉
− 1 sites can collude after

execution and the required number of iterations is J∗. Then
Algorithm 4 computes an (2J∗ε, 2J∗δ)-DP approximation to
the optimal unmixing matrix W∗, where (ε, δ) satisfy the
relation δ = 2 σz

ε−µz φ
(
ε−µz
σz

)
and (µz, σz) are given by (1)

and (2), respectively.

Proof. The proof of Theorem 2 follows from using the Gaus-
sian mechanism [9], the decentralized Stochastic Gradient
Descent algorithm [15], [28], [78], the L2 sensitivities of the
functions f(Xs) = Gs and f(Xs) = hs and the privacy of
the CAPE scheme [77]. We recall that the data samples in
each site are disjoint. By the CAPE scheme (see Theorem
1), each iteration round is (2ε, 2δ)-DP. If the required total
number of iterations is J∗ then by composition theorem of
differential privacy [57], the capeDJICA algorithm satisfies
(2J∗ε, 2J∗δ)-differential privacy, where (ε, δ) satisfy the rela-
tion δ = 2 σz

ε−µz φ
(
ε−µz
σz

)
.
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Algorithm 4 Improved Differentially Private Decentralized Joint ICA (capeDJICA)

Require: data {Xr
s ∈ RR×Ns : s ∈ [S]}, tolerance level t = 10−6, maximum iterations J , ‖∆W(0)‖22 = t, initial learning

rate ρ = 0.015/ log(R), local noise standard deviations {τsG, τsh}, gradient bounds {BG, Bh}
1: Initialize j = 0, W ∈ RR×R . for example, W = I
2: while j < J , ‖∆W(j)‖22 ≥ t do
3: for all sites s = 1, 2, . . . , S do
4: Generate EG

s ∈ RR×R and ehs ∈ RR using Algorithm 1 (element-wise)
5: Generate KG

s ∈ RR×R and khs ∈ RR, as described in the text
6: Compute Zs(j) = W(j − 1)Xs + b(j − 1)1>

7: Compute Ŷs(j) = 1− 2g(Zs(j))

8: Compute Gs(j) = 1
Ns

∑Ns
n=1 Gs,n(j), where Gs,n(j) =

(I+ŷs,nz
>
s,n)W(j−1)

max
(

1, 1
BG

∥∥(I+ŷs,nz>s,n)W(j−1)
∥∥
F

)
9: Compute hs(j) = 1

Ns

∑Ns
n=1 hs,n(j), where hs,n(j) =

ŷs,n

max
(

1, 1
Bh

∥∥ŷs,n∥∥
2

)
10: Compute Ĝs(j) = Gs(j) + EG

s + KG
s

11: Compute ĥs(j) = hs(j) + ehs + khs
12: Send Ĝs(j) and ĥs(j) to the aggregator
13: end for
14: Compute ∆W(j) = ρ 1

S

∑S
s=1 Ĝs(j) . at the aggregator, update global variables

15: Compute ∆b(j) = ρ 1
S

∑S
s=1 ĥs(j)

16: Compute W(j) = W(j − 1) + ∆W(j)
17: Compute b(j) = b(j − 1) + ∆b(j)
18: Check upper bound and perform learning rate adjustment (if needed)
19: Send global W(j) and b(j) back to each site
20: j ← j + 1
21: end while
22: return The current W(j)


	I Introduction
	II Data and Privacy Model
	II-A Definitions

	III Correlation Assisted Private Estimation (CAPE)
	III-A Utility Analysis
	III-B Applicability of CAPE
	III-C Extension of CAPE: Unequal Sample Sizes/Privacy Requirements at Sites

	IV Improved Differentially Private djICA
	IV-A Privacy Analysis using Rényi Differential Privacy
	IV-B Privacy Accounting using Moments Accountant
	IV-C Performance Improvement with Correlated Noise

	V Experimental Results
	VI Conclusion
	References
	Appendix A: Problems with Conventional Decentralized DP Computations
	Appendix B: Additional Background Concepts
	B-A The Secure Aggregation Protocol

	Appendix C: Proof of Lemma 1
	Appendix D: Performance Improvement of CAPE
	Appendix E: Proof of Proposition 2
	Appendix F: Empirical Comparison of  and conv
	Appendix G: Analysis of capeDJICA with the Moments Accountant Method
	Appendix H: Performance Variation with 
	Appendix I: Communication Overhead for CAPE
	Appendix J: Decentralized Differentially Private PCA
	Appendix K: Improved Differentially Private Decentralized Joint ICA (capeDJICA) Algorithm
	K-A Privacy Analysis


