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Abstract—Machine Learning models, extensively used for var-
ious multimedia applications, are offered to users as a blackbox
service on the Cloud on a pay-per-query basis. Such black-
box models are commercially valuable to adversaries, making
them vulnerable to extraction attacks to reverse engineer the
proprietary model thereby violating the model privacy and
Intellectual Property. Here, the adversary first extracts the model
architecture or hyperparameters through side channel leakage,
followed by stealing the functionality of the target model by
training the reconstructed architecture on a synthetic dataset.
While the attacks proposed in literature are empirical, there is a
need for a theoretical framework to measure the information
leaked under such extraction attacks. To this extent, in this
work, we propose a novel probabilistic framework, AIRAVATA,
to estimate the information leakage in such model extraction
attacks. This framework captures the fact that extracting the
exact target model is difficult due to experimental uncertainty
while inferring model hyperparameters and stochastic nature of
training to steal the target model functionality. Specifically, we use
Bayesian Networks to capture uncertainty in estimating the target
model under various extraction attacks based on the subjective
notion of probability. We validate the proposed framework under
different adversary assumptions commonly adopted in literature
to reason about the attack efficacy. Alternatively, we show that
this can be viewed as the information gained (reduction in
entropy) about the blackbox target model on performing different
attacks. This provides a practical tool to infer actionable details
about extracting blackbox models and help identify the best
attack combination which maximises the knowledge extracted (or
information leaked) from the target model.

Index Terms—Machine Learning Extraction, Privacy Leakage,
Uncertainty Modelling, Bayesian Networks.

I. INTRODUCTION

Machine Learning (ML) algorithms, specifically Deep Neu-
ral Networks, undergo an iterative design and development
process to achieve state of the art performance on complex
human level tasks such as speech recognition and object
tracking and identification, using a variety of multimedia data.
Companies invest significant human resources and capital to
design these Neural Networks making them an important
Intellectual Property. For instance, Amazon, Google, BigML,
and Microsoft have adopted the business paradigm of ML as
a Service (MLaaS). The ML models are provided as a com-
mercial service to customers on a pay-per-query basis which
makes them commercially valuable to motivated adversaries.
An adversary, in such a setting, aims to train a substitute model
with functionality and architecture close to the target model
which are referred to as model extraction attacks.

In order to successfully mount a model extraction attack,
the adversary’s goal is to extract the knowledge stored in the
model which includes both the hyperparameters (architecture)
and the weights or parameters (functionality) of the target
model. For the specific case of extracting Deep Neural Net-
works, as considered in this work, the adversary is required
to infer various model attributes (hyperparameters): number of
layers, number of parameters in each layer and type of layers
(maxpool, convolution, fully connected). Once the adversary
has an architecture similar to the target model, the next task
is to steal the functionality of the model by training the
substitute model through active learning on a synthetic dataset
[6](33]. In a blackbox setting, such as MLaa$S, the adversary
can only query the target model through an API and get the
corresponding output predictions. Here, ML-based models can
be trained to infer the target model hyperparameters based on
the input-output pairs [32] or iteratively solving the equations
for unknown parameter variables to extract the functionality
[33)[43]. However, assuming a stronger adversary with access
to the hardware executing the model, side-channel leakage
such as power consumption [4]], timing [11] and cache side
channels [47]][19] can be exploited to infer details of confiden-
tial applications running on the hardware. While the attacks
proposed in literature are empirical, a theoretical framework
to study the attacks and their efficacy is lacking. In this work,
we propose a theoretical framework to bridge the gap between
the empirical attacks and a theoretical approach to evaluate the
efficacy of various model extraction attacks. Specifically, we
address the following research question,

How much knowledge about the target model can an
adversary infer from model extraction attacks?

In other words,

How much information does a Machine Learning
model leak under different model extraction attacks?

Motivation. Deep Learning models are extensively used for
various multimedia applications which are kept as a blackbox
to protect against adversaries [38]. The knowledge about the
blackbox models enables an adversary to mount various other
security and privacy attacks: generate adversarial examples
[36], violate user’s privacy [41] and identify the inputs passed
to the model [45][13]. This makes model extraction the first
step to a wide range of attacks to violate the security of a
multimedia system and privacy of user’s data. The problem
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of end-to-end model extraction attack: from inferring target
model architecture to stealing its functionality, is viewed as
the problem of maximising the information gained about
the target blackbox model. Here, each of the attack is a
probe to identify a subset of hyperparameters about the target
model which alleviates the adversary’s knowledge about the
blackbox. The adversary benefits the most only by combining
different attacks together available under the assumed threat
model to infer maximum possible information about the
target model. Despite combining different attacks together,
it is unlikely that the knowledge of the blackbox model is
extracted with complete certainty. In other words, it is very
challenging to reconstruct and train a model with architecture
and functionality exactly same as the target model. This arises
due to the uncertainty from two major sources:

« Inferring and predicting the target model hyperparameters
through different attacks are inherently stochastic and
uncertain such as ML based attacks [33][29].

« Despite knowing the exact architecture, the reconstruction
process to steal the model functionality (Knowledge
Distillation and Active Learning) are stochastic, making
it hard to steal the exact functionality [25][18].

Both these factors add to the overall uncertainty in performing
end-to-end model extraction attacks. On performing a single
attack, the adversary obtains incomplete knowledge about the
target model. Hence, the collective opinion of multiple attack
vectors iteratively reduces the uncertainty from black box
(incomplete knowledge) to white box (complete knowledge).
In order to quantify the knowledge extracted by the adversary
or information leaked by the model under various model ex-
traction attacks, we mathematically model these uncertainties
using Bayesian Networks [17].

Contributions. We propose a novel probabilistic framework,
AIRAVATA, to quantify the information leakage about the
model parameters and architecture by capturing the uncer-
tainty in performing various extraction attacks. This uncer-
tainty is captured using subjective probability distributions
of different attacks and the inferred attributes of a Neural
Network represented as random variables with cause-effect
relationship within a Bayesian Network. The total knowledge
about the target model is computed as the conditional proba-
bility from the number of model attributes inferred given that
the adversary selects a combination of attacks. Instead of using
the frequentist approach of probability which requires large
data, we use the subjective notion of probability where the
probability is defined as the belief of occurrence of a particular
event. We experimentally validate our model by training a
Bayesian Network on the data capturing the relation between
different attacks and corresponding inferred hyperparameters.
The total knowledge extracted, representing the success of
attacks, is computed using exact inference algorithm (Variable
Elimination) on the joint probability distribution captured by
the Bayesian Network. This helps to analyze different possible
combinations of attacks and reason about their effectiveness
in extracting the target blackbox model. Viewing these inter-

actions of conflict between the attackers and defenders as a
game, we identify the optimal attack combination of attacks
to maximize and accordingly set up defences.

II. BACKGROUND
A. Machine Learning

Given the space of data instances X and space of corre-
sponding truth labels Y, ML algorithms learn a classification
function f : X — Y that accurately map data samples in
X to its corresponding class in Y. This is modelled as an
optimisation problem where the parameters are computed by
minimising the loss function I(f (), y) over each data instance
(z,y) as the difference in model’s prediction f(z) and the
ground truth label y. Instead of performing the optimisation on
the entire data population P(X,Y), we estimate the loss (L p)
over training dataset D C X x Y where each data point (z,y)
ES) However, ML models tend to overfit on the training
data, i.e, the accuracy of the training data is much higher than
the accuracy of evaluation (previously unseen) data [S]. To
ensure that the model does not overfit, a regularisation function
(J) is added to the loss function L p which is balanced by the
regularisation hyperparameter \.

mfin Lp+XJ )

Neural Networks are a class of ML algorithms comprising
of multiple computational units, called nodes, arranged in
layers which are stacked sequentially. Each layer performs
matrix-vector multiplication between the updated parameter
matrix and corresponding input activation from the previous
layer. This computation is followed by an activation function
that restricts the output from growing too large.

B. Probabilistic Graphical Models

Complex systems are characterised by multiple inter-related
attributes modelled as random variables to capture uncertain-
ties in the system. This can be modelled using the joint
probability distribution over the set of random variables X
but computing the entire distribution is computationally ex-
pensive, especially, for high dimensional networks with large
number of variables. Alternatively, Probabilistic Graphical
Models encode the complex high dimensional joint probability
distribution using a graphical structure [26[][17]. The nodes in
the graphs represent the random variables characterising the
complex system while the (lack of) edges between the nodes
represent the conditional dependence or independence between
the variables.

Bayesian Networks are a natural choice to model problems
with uncertainty and causal relation between the variables [37].
Firstly, Bayesian Networks can learn from sparse incomplete
datasets by probabilistically encoding dependencies between
variables. Secondly, they encode the causal relationship to
help reason and infer about prior knowledge. Further, Bayesian
Networks provide declarative representation by encoding the
system details while enabling algorithms to infer and reason
about the knowledge captured in the models.



DEFINITION 1. A Bayesian Network is a Directed Acyclic
Graph G = (V, E) with a random variable x; ¥ i € V charac-
terised by a conditional probability distribution p(x;|pa(x;))
per node specifying the probability of node x; conditioned on
all the parent nodes p 4.

Using the chain rule, the joint probability distribution

p(z1,2,...,z,) can be written as the product of factors,
p(x1, .. xn) = pla)plae | 21) - p(@n | Tp—1,...,21)
2

Using Bayesian Networks for a problem has three com-
ponents: (a) finding the graph structure to encode the causal
relationship between variables from the data, (b) learning
the conditional distributions between the variables and (c)
identifying the probability of hypothesis variable.

Structure Representation. Structure learning algorithms
search the structure of the graphical model and identify the
dependencies of different variables on each other using the
data. This is typically done by defining a score function,
such as log-likelihood, to search among different DAGs for
a structure which maximises the score using greedy or local
search. Alternatively, the constraint-based approach defines
constraints on the edges of the graph and searches the optimal
graph satisfying those constraints. In this work, however, we
build the graph structure based on our subjective knowledge
about the domain due to the small number of variables.

Parameter Learning. Given the graph structure, we es-
timate the factors (conditional probabilities) for each of the
nodes which make up the joint probability distribution. In
this work, we focus on Bayesian parameter estimation which
explicitly models uncertainty over the node variables z; as
well as the parameters of the Bayesian Network 6 with a prior
distribution p(#) which encodes our subjective beliefs [28].
This deviates from the frequentist notion of probability which
requires to enumerate all possibilities for a given hypothesis
which is not possible for complex systems with an exponential
number of cases and partial observability. For each data point
from the dataset D, the model updates its prior beliefs using
the Bayes’ rule,

p(D | 0)p(f)

p(D) )

p(0| D) =

Here, the prior distribution assumed for the parameters 6 is
Dirichlet distribution which is iteratively updated based on new
data samples. This is specifically useful in our case of model
extraction attacks where the data for training the Bayesian
model is limited.

Inference. Given a Bayesian Network encoding dependen-
cies between different random variables characterising the
system, we estimate the probabilities of interest (inference).
The model encodes all probabilities to calculate all marginal,
conditional and joint probabilities. In this work, we focus on
variable elimination algorithm which is an exact inference al-
gorithm. Given the joint probability distribution across random

variables z;, we compute the marginal probability of z,, by
summing across all the other variables, i.e,

p(xn)zz---Zp(gcl,...

Tn—1

,Tn) “

III. MODEL EXTRACTION ATTACKS

The end-to-end model model extraction attack, viewed as
a game between attacker and defender, is categorised into
two problems: (a) inferring architecture and (b) stealing the
functionality by training the substitute model (fsubstitute)
to have performance similar to target model (fiqrger). In
summary, the adversary aims to train a fgyupstitute With both
the architecture and functionality close to fiarget-

Attacker Knowledge. For both architecture inference and
stealing functionality: the fiq,qe¢ is a blackbox, i.e, the archi-
tecture and parameter details of the model are not known to
the adversary or any other user. However, the strength of the
adversary varies from having remote access to the target model
to physical access to the hardware executing the model. This
results in leveraging different attacks with varying granularity
and accuracy of the information extracted.

A. Architecture Inference

Attacker Goal. The first step of model extraction is to
identify the architecture of fsypstitute as close as possible to
ftarget. Though, it is possible to have different architectures
with similar functionality, extracting fsypstitute t0 be close to
ftarget improves the success of stealing the functionality as
well as other security and privacy attacks to be mounted by
the adversary. The large number of hyperparameters of Deep
Neural Networks makes the problem of identifying the exact
ftarget challenging. Hence, finding fsupstitute is modelled as a
search problem, where the goal of the adversary is to leverage
different attacks: side channels based and ML based, to reduce
the overall search space [11].

Attacker Action. The attacker, to infer the hyperparameters,
relies either on attacks exploiting cache, power, memory
and timing side channels or using ML models to predict
hyperparameters using input-output pairs of the target model.
Here, the attack varies from either performed remotely (timing
and ML based attacks) or requiring hardware access (cache,
power and memory side channel). These are considered within
adversary models given in Section

Defender Action. The goal of the defender is to protect
against side channel leakage which is the primary approach for
extracting architectural details. Here, the defender can leverage
various hardware optimisations to protect against timing side
attack [[12], disallowing shared resources for cache attacks [47]]
and masking computation for power side channel leakage [39].

B. Stealing Functionality

Adversary Goal. Given a blackbox target Neural Network,
the goal of the adversary is to train feyupstitute € S, Where
S is the search space for all possible models with different
hyperparameters, such that the functionality of fsupstitute
approximates fiqrge: USing minimum possible queries. The



test accuracy is used as a measure of performance and the
objective function trains fsypstitute t0 minimize the difference
between the predictions of figrger and foupstitute for inputs
(z,y) sampled from the data (D). This ensures that the model
resultant model makes predictions close to the target model
predictions.

Adversary Action. The adversary has no knowledge about
the underlying data and relies on creating a synthetic dataset to
train fsypstitute- The assumptions about the adversary knowl-
edge of the data and sampling mechanisms for creating the
synthetic data from its underlying distribution, results in differ-
ent stealing attacks with different performance [35][I33][6][36].
In this work, all these variants are considered within a single
node “StealFunction” in the Bayesian Network which helps
infer the parameters and hyperparameters in the objective
function for fsyupstitute-

Defender Action. One proposed defence against stealing
functionality of the model is based on identifying the differ-
ence in distribution between benign and adversarial queries
[23]. Further, defences relying on reducing the granularity of
the output predictions and adding an additional layer in the
network to add noise have also been considered [43]][34][30].
Alternatively, stateful defences such as monitoring the infor-
mation gained by a user with each query and raising an alarm
when it exceeds a threshold has also been proposed [24].

C. Adversary Models

Based on the above attacks for both architecture inference
and functionality stealing, we consider three different adver-
sary models enabling us with a tool to study and compare
the effectiveness of different attacks specific to a particular
setting. Adversary models can be classified based on whether
the attacker has physical access to the hardware running the
target model or not.

Adversary 1 (remote API interface) is weak and does not
have physical access to the underlying target model hardware.
Instead, the adversary can query the target model through
an API interface, where given an input image the attacker
will receive the corresponding output prediction. Here, the
adversary can perform ML based architecture inference attack,
timing side channel attack and functionality stealing attack
since they do not require physical access to the hardware and
can be performed remotely.

Adversary 2 (physical access without API interface) has
physical access to the underlying hardware. For example, the
adversary monitors the memory access pattern and measures
the side channel information leakage including power side
channel and cache accesses to infer architecture details. Here,
the adversary does not steal the functionality since there is no
API for querying the model and this setting is used to evaluate
the performance of only side channel leakage.

Adversary 3 (physical access with API interface) has both
API and physical access and hence can combine and evaluate
the attacks executed by both Adversary 1 and Adversary 2. In
this case, the adversary can perform all the attacks to infer all
possible information attributes about the target model.

D. Sources of Uncertainty

Uncertainty in model extraction occurs at two levels: (a)
inferring model attributes by performing side channel based
attacks and (b) reconstructing (training) the approximate archi-
tecture to have similar functionality as fi4ge+ Using stochastic
learning algorithms. While inferring model attributes, vari-
ability of experimental measurement while using ML models
to infer target model attributes could result in experimental
uncertainty in both side channel based extraction attacks and
ML based attacks. Further, while training the attack models,
there exists parameter uncertainty where the model parameters
are optimised and exact values are stochastic. These inherent
uncertainty in ML approaches [29] can lead to imprecision in
inferring the exact fi4,4e¢. Further, no single attack can extract
the entire model with complete certainty and each attack infers
only a subset of the overall model attributes. Quantifying
this uncertainty probabilistically determines the best possible
performance of the fqypstitute that the adversary can achieve
compared to fiqrger based on the degree of knowledge that
the attacker has inferred.

IV. AIRAVATA FRAMEWORK

In this section, we describe the proposed Bayesian Frame-
work which represents various attacks and the inferred model
attributes as random variables with a cause-effect relationship.
In other words, if an adversary chooses an attack, there
exists a link between the attack variable to the corresponding
attributes inferred in the Bayesian Network. The structure of
the Bayesian Network is designed based on the attacks and
the corresponding attributes inferred proposed in literature.
This makes the framework practical and applicable to analyse
the efficacy of real attacks in the literature. Figure [I shows
the proposed Bayesian Network with the attack nodes at the
top layer followed by the inferred attributes and finally the
knowledge of fi4rget €xtracted by the adversary.

The model knowledge (last layer) is the hypothesis variable
whose values are of interest to our problem. The attack nodes
(top layer) are the information variables for which the values
are observed and influence the probability distribution of the
hypothesis variable. The information variables are linked to
the hypothesis variable through intermediary variables (middle
layer) which represent the inferred attributes.

A. Attack Variables

The modelling within Bayesian Framework categorises the
attacks into different random variables (nodes in Bayesian
Network) based on similarity of attack requirements (adversary
models) and inferred attributes. We consider that each attack
node (information variable) represents the state of the art
attack and are linked to the corresponding attributes inferred
as described in the literature.

Stealing Functionality (StealFunction). Given large num-
ber of input-output pairs (z, f(x)), solving overdetermined
system of equations for the unknown variables in terms of the
known variables estimates the regularization hyperparameter
from the objective function [44][43]. Further, all the attacks
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Fig. 1: AIRAVATA Framework for Model Extraction Attacks in ML to estimate the knowledge extracted from the target model by the

adversary.

falling within functionality stealing using active learning or
retraining the model on synthetic data is considered within
this variable [33]]. The node “StealFunction” captures these
attacks and enables to infer the hyperparameters used in the
learning objective as well as estimate the values of the model
parameters.

ML against ML (MLvsML). Machine Learning models
can be trained to predict model attributes from the inputs-
output predictions [32]. Since, the attack uses ML models, they
have uncertainty and error in predicting the model attributes
correctly. These attacks are abstracted within the “MLvsML”
node in the Bayesian Network and infer the number of layers,
type of activation, number of parameters per layer and the type
of layer.

Timing Side Channel (TimingSC). For a weak adversary
with no knowledge about the target model, it is possible to
infer the number of layers by computing the total execution
time of the network [[11]. The attack is based on the idea
that all the nodes in a single layer are computed in parallel
while all the layers are computed sequentially due to which
the total execution time is strongly correlated to the number
of layers. Within the framework, this attack is captured in the
node “TimingSC” and infers only the number of layers in the
Neural Network.

Hardware Side Channel (HardwareSC). An adversary
with physical access to the hardware can monitor the memory
access patterns during the model execution on the hardware
(memory side channel) as well as exploit shared resources
between processes to extract the process details (cache side
channel) [19]][47]. Other hardware details like hardware perfor-
mance counters, cache misses and data flow reveal significant
internal model details [31)][21][42][20]. All these attacks are
abstracted as the “HardwareSC” node and helps to infer the
number of layers, type of activation, number of parameters per
layer and the type of layer. This is similar to “MLvsML”, how-
ever, the information inferred is more granular and accurate
due to stronger adversary model.

Power Side Channel (PowerSC). During the execution
of the neural network on hardware, a strong adversary with
physical access to the target hardware, can monitor the power
consumed to extract information about the application. Given
the power consumption traces, the attacker uses algorithms
like differential power analysis, correlated power analysis and
horizontal power analysis to infer the target black box model
details [4]. This is modelled as “PowerSC” nodes within the
framework and on successful execution, helps the adversary
to infer the number of parameters in each layers, values of
parameters, total number of layers and the type of activation
function.

B. Inferred Model Attributes

Neural Networks have a large hyperparameter space where
each hyperparameter can take different range of possible
values. The architecture details of the Neural Networks play
a significant role in determining the performance. Within
AIRAVATA, we model the major architecture attributes with
significant influence on the performance of fiorget-

e Objective Function Hyperparameters (ObjHyper-
Param). The objective function for training the Neu-
ral Network requires several hyperparameters such as
the learning rate and momentum to control parameter
updates, and weight decay to improve generalization.
The choice of loss functions along with the optimisation
techniques determine the model performance.

o Number of Layers (Depth). Typically, deeper the Neural
Network the higher the performance due to which the
ML community has focuses on scaling Neural Networks
to large number of layers [16][22].

« Parameters per Layer (Nodes). The number of param-
eters per layer along with the model depth influences the
complexity of the Neural Network which in turn affects
the performance.

o Activation Function Type (Activation). The type of
activation function, ReLU, Sigmoid or Tanh, maps the



intermediate matrix-vector computation of each node to
a range of output values.

o Layer Type. The types of layers, convolutional, maxpool
or fully connected, layer play an important role in deter-
mining the computation complexity and performance.

The causal relations between different nodes in the Bayesian
Network enables one random variable to influence the proba-
bility distribution of other random variables. In the proposed
Bayesian Network, the V-Structure (A — B < () indicates
that the attribute random variables are independent of each
other. Hence, all attributes are independently inferred by an
attack performed by the adversary.

C. Extracted Knowledge

The degree of knowledge extracted will be different for
different attacks which the proposed model is required cap-
ture. Formally, let the model attributes M; € M where
M={Mj,---,M,} and inferred attributes and the attacks
A; € Awhere A={A;,---, Ay, }. The ultimate goal is to infer
the hypothesis random variable, i.e, the degree of knowledge
extracted K. The final knowledge is estimated as P(/C|.A) is
the probability of the hypothesis random variable /C given the
evidence of the attack performed .A. Training the Bayesian
Network on data (described in Equation B) captures the
joint probability distribution across all the random variables
P(KC, M, A). This distribution of K is then inferred using
Variable Elimination algorithm as indicated in Equation @l In
our case, the total number of inferred attributes N (M) = 6
while the number of attack types considered N(A) = 5. The
final knowledge extracted (K) is categorized into three classes
based on the number of attributes influenced or linked (N (M))
on choosing different attack variables.

High,  if N(M)=6
K ={ Medium, if3<N(M)<5
Low, if0< N(M) <3

These are subjective thresholds chosen based on the the
reduction of search space on inferring different attributes
about the target model. The attack variables in turn influence
the probability distribution of the intermediate information
variable (model attributes) influencing the final probability
distribution of “Model Knowledge”. The resultant probability
of the hypothesis variable estimated after inference using
Variable Elimination indicates the degree of knowledge about
the model extracted by performing model extraction attacks.
By evaluating different combination of attacks one can prob-
abilistically infer the model information leakage using on the
knowledge acquired.

Capturing Uncertainty. Within the framework, each at-
tack does not deterministically infer the final attribute, i.e,
each attack is not assumes to have its intended effect with
complete accuracy. In other words, there is a probability
associated with correctly inferring an attribute on choosing
an attack. This captures the uncertainty in model extraction
attacks by associating a conditional probability over inferring

an attack attribute given a particular combination of attacks.
This probabilistic approach of estimating the attack success
makes the framework a powerful tool for realistic settings with
uncertainty. The framework is scalable and can be extended
to other novel attacks that are proposed in the literature with
ease to study their attack efficacy.

V. EVALUATION

In this section, we design and evaluate the Bayesian Net-
work on data generated for model extraction attacks. We
implement the Bayesian Network using pgmpyﬂ library and
design the structure of the Bayesian Network subjectively
using expert knowledge as shown in Figure [II The code
and the data used for experiments is available online for
reproducing the results.

A. Dataset

The dataset captures the cause-effect relation between the
different attacks, corresponding attributes and the overall
knowledge inferred. The data is compiled from real attacks and
the corresponding inferred attributes based on the proposed
literature to represent the real attack settings. We consider
the attack and corresponding attributes inferred to be binary
variables, i.e, the attack can either be performed or not (“yes”
or “no”) based on which the corresponding attributes are
inferred. This dataset considers five attack types: HardwareSC,
PowerSC, MLvsML, TTimingSC and StealFunction attack.
The total attack combinations are hence, 2° and the dataset has
all the labels as discrete. For each of the attack combinations,
we have the corresponding inferred attributes as “yes” while
other attributes which are not inferred by the attack combi-
nation are labelled as “no”. The final hypothesis variable is
classified into “High”, “Medium” and “Low” based on the
total number of inferred attributes on selecting a particular
attack combination as described in Section While the
dataset captures the attacks and their corresponding inferred
variables as binary values, training of the Bayesian Network
on the dataset updates the probability distributions to capture
the probabilistic relation between different random variables.

B. Inference: Adversary 1

Given the Bayesian Network model capturing the joint
probability distribution across the random variables, we query
the model to reason about the effectiveness of different attacks
based on the belief of their extracted knowledge. In the case
of Adversary 1, we assume that the adversary is weak and has
only remote API access to the target model. In other words,
the adversary can send queries (input images) to the target
model and get the corresponding output predictions. Here,
the adversary can only perform attacks remotely and includes:
TimingSC, MLvsML and StealFunction attack which can be
mounted remotely according to their respective threat models.

The belief of knowledge extracted for remote black box
setting corresponding to Adversary 1 is shown in Table [l In
the remote setting, we can reason that since the number of

Thttps:/pgmpy.org/



TABLE I: Adversary 1: Belief in knowledge extracted in a remote
black box setting with API.

Attack Combination Knowledge Extracted (Leaked)

Low Medium High

MLvsML 0.0992 0.7983 0.1024

StealFunction 0.7272 0.1586 0.1142

TimingSC 0.7681 0.1178 0.1141

MLvsML + StealFunction 0.0824 0.1822 0.7354
StealFunction + TimingSC 0.1606 0.7262 0.1132
MLvsML + TimingSC 0.0992 0.7983 0.1024
MLvsML + TimingSC + StealFunction 0.0824 0.1822 0.7354

attributes inferred by TimingSC and the functionality stealing
attacks are less compared to MLvsML, the corresponding
belief of extracting “Low” knowledge is 0.7681 and 0.7272
respectively. While for strong black box attacks like MLvsML,
the knowledge extracted has been classified as “Medium” with
a belief score of 0.7983. The StealFunction attack is typically
performed after inferring some target model attributes to get
an approximate architecture. For the specific case of individual
attack in Row 2 (Table [I), the consideration is for a random
architecture chosen by the adversary.

However, the adversary best benefits from performing the
attacks in combination rather than in isolation. Specifically,
we see that the adversary on combining all the three attacks
has a belief score of 0.7354 for “High” degree of knowledge
extraction, i.e, likelihood of correctly inferring all the attributes
in the network. Interestingly, not performing TimingSC attack
results in the same belief as TimingSC infers only the number
of layers which is also inferred by MLvsML and hence, does
not contribute to any further increase in the belief.

In summary, under Adversary 1, the adversary’s best
attack combination is MLvsML with StealFunction to
extract the maximum possible knowledge about the target
model.

C. Inference: Adversary 2

In case of Adversary 2, we assume a stronger adversary
with physical access to the hardware executing the Neural
Networks. However, the adversary does not have an API
access to query the model and hence, can analyse side channel
based hyperparameter inference attacks. Here, the adversary
can perform hardware based side channel attacks such as
cache side channels, memory access patterns and power side
channels by monitoring the power consumed by the hardware
during the execution of Neural Networks.

TABLE II: Adversary 2: Belief in knowledge extracted when
adversary has physical access to the hardware.

Attack Combination Knowledge Extracted (Leaked)
Low Medium High
HardwareSC 0.0992 0.7983 0.1024
PowerSC 0.0894 0.8181 0.0925
HardwareSC + PowerSC 0.0693 0.8142 0.1166

Here, we see that the improvement in belief in using a
combination of HardwareSC and PowerSC is not significant
compared to performing the attacks independently (Table [I)).
From this we can reason, that both these attacks are equally
strong in terms to extracting knowledge from the target
model. However, on combining both the attacks we see that
the overall belief for “High” knowledge increases from
0.1024 to 0.1166. However, the PowerSC has a higher belief
for “Medium” Knowledge extraction (0.8181 to 0.7983) com-
pared to HardwareSC and MLvsML attack (remote adversary
(Table ).

D. Inference: Adversary 3

The third setting that we consider as part of our framework
is where the adversary has physical access the hardware as
well as the remote API to query the model. This hypothetical
setting allows to combine attacks from the above two settings
to estimate the overall belief in extracting the target model
knowledge.

TABLE III: Adversary 3: Belief in knowledge extracted when
adversary has physical access to the hardware and remote API to
query the target model.

Attack Combination Knowledge Extracted (Leaked)
Low Medium High

HardwareSC + StealFunction 0.0824 0.1822 0.7354
PowerSC + StealFunction 0.0893 0.7743 0.1364
HardwareSC + PowerSC + StealFunction 0.0824 0.1822 0.7354
HardwareSC + MLvsML 0.0992 0.7983 0.1024
PowerSC + MLvsML 0.0693 0.8142 0.1166
All Attacks 0.0824 0.1822 0.7354

As shown in Table [l combining different attacks together,
results in a maximum belief of 0.7354 for extracting “High”
knowledge about target model. However, the same level of
knowledge can be inferred by choosing a careful combination
of other attacks. For instance, HardwareSC + StealFunction
and HardwareSC + PowerSC + StealFunction result in the
same belief of extracting the overall knowledge instead of
combining all the five attacks.

VI. DISCUSSION: INFORMATION GAIN

The subjective notion of probability used in Bayesian Net-
works can be viewed as reduction in entropy [10]. Various
attacks performed on fiqr4c: leak only a subset of attributes,
reducing the overall entropy of the blackbox model. This
reduction in uncertainty due to model extraction attacks is
the amount of information that the adversary acquires on
performing various attacks. Formally, consider X and Y as
discrete random variables taking values 1, - - - , x,, with some
probability P(X = x;) = P(x;) and y1,- - ,y, with some
probability P(Y = y;) = P(y;). In order to specifically mea-
sure the uncertainty a particular attack reduces the blackbox
model, we can compute the mutual information I(X;Y) as,

P (SCZ', yj)

1067 = Y3 Pnlerpsegy O



The Mutual Information captures the uncertainty reduced in
variable X given random variable Y. In other words, this is
the information gained about the target model’s knowledge X
given different attacks performed by the adversary Y.

TABLE 1V: Inferring attributes reduces the overall entropy of the
target model.

Attribute Information Gain (bits)
Activation 0.372
Parameters/Layer 0.372
ObjHyperparam 0.556
Layer Type 0.346
Number of Layers 0.251
Parameters 0.227

The information gain for different parameters is given in
Table This helps to understand how important different
features are in the overall extraction of the knowledge. Further,
it provides the overall information gained by an adversary
on inferring that particular attribute. While this is specific to
the attacks considered in the dataset, it helps to provide an
additional tool to understand why some attacks perform better
than others. For instance, the attacks which are able to infer
parameters with higher information gain will result in a higher
leakage compared to other parameters.

VII. RELATED WORK

Privacy Leakage in Machine Learning. Machine Learning
models leak information violating (a) data privacy through
inference attacks and (b) model privacy through extraction
attacks. In data privacy, the goal of the adversary is to infer
whether a given a data point is part of the training data or
not by exploiting the difference in model’s performance on
training and testing data [40]. Alternatively, an adversary can
infer attributes of training data which can further result in
reconstruction attacks [15]. In this work, the case of model
extraction attacks is considered where the adversary aims to
reverse-engineer the target black-box model.

Applications of Bayesian Networks. Bayesian Networks
have been used extensively to model problems with inherent
uncertainty. This has a crucial application in cybersecurity
threat detection where the uncertainty of the adversary’s
actions have to be taken into account [46][3][14]. A similar
modelling can be done for network security attacks with vari-
ous threats and exploits can be modelled as random variables
in Bayesian Network [27]]. Further, identifying data privacy
risks by monitoring data access pattern and time duration can
provide a tool based on Bayesian Networks to identify data
privacy breaches [2].

Quantifying Information Leakage. Quantifying informa-
tion leakage by measuring information flow from systems can
help to identify and mitigate information leakage. The state
of the art approaches quantify information leakage about the
input based on the frequency of occurrence of input and out-
puts (frequentist approach) [8]. However, these mathematical
measures compute the leakage measure from the conditional
probabilities of outputs given the inputs but require large

number of input-output data points [9][1]. This requirement
can be lifted by using machine learning models to quantify the
leakage [7]. Orthogonal to work on quantifying information
flow, this work focuses on modelling the black box systems
itself and leakage corresponding to the model parameters and
attributes using a Bayesian Networks (subjective approach of
probability).

VIII. CONCLUSIONS

Model extraction attacks are a major threat to ML which
violate the privacy and Intellectual Property of the proprietary
algorithms deployed by companies. In this work, we propose
to unify such attacks under a single theoretical framework,
AIRAVATA, based on probabilistic graphical models which
captures the uncertainty in performing model extraction at-
tacks. We model the attacks and inferred attributes as random
variables with cause-effect relationship within the Bayesian
Network and experimentally validate the framework under
different adversary assumptions. The inference of Bayesian
Network enables to estimate the reduction of entropy (in-
formation gained) about the blackbox model. The proposed
framework enables to reason about the combination of attacks
that maximise information leakage and provides a practical
metric to compare the efficacy of various extraction attacks.
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