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We consider the problem of implementing two-party interactive quantum communication
over noisy channels, a necessary endeavor if we wish to fully reap quantum advantages for
communication. For an arbitrary protocol with n messages, designed for a noiseless qudit
channel over a poly (n) size alphabet, our main result is a simulation method that fails with
probability less than 27©("<) and uses a qudit channel over the same alphabet n(1 + O(,/€))
times, of which an e fraction can be corrupted adversarially. The simulation is thus capacity
achieving to leading order, and we conjecture that it is optimal up to a constant factor in the /€
term. Furthermore, the simulation is in a model that does not require pre-shared resources such
as randomness or entanglement between the communicating parties. Our work improves over
the best previously known quantum result where the overhead is a non-explicit large constant
[Brassard et al., FOCS’14] for low e.
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1 Introduction

1.1 Motivation
1.1.1 The main questions.

Quantum communication offers the possibility of distributed computation with extraordinary prov-
able savings in communication as compared with classical communication (see, e.g., [RK11] and
the references therein). Most often, if not always, the savings are achieved by protocols that as-
sume access to noiseless communication channels. In practice, though, imperfection in channels is
inevitable. Is it possible to make the protocols robust to noise while maintaining the advantages
offered by quantum communication? If so, what is the cost of making the protocols robust, and how
much noise can be tolerated? In this article, we address these questions in the context of quantum
communication protocols involving two parties, in the low noise regime. Following convention, we
call the two parties Alice and Bob.

1.1.2 Channel coding theory as a special case.

In the special case when the communication is one-way (say, from Alice to Bob), techniques for
making the message noise-tolerant, via error correcting codes, have been studied for a long time.
Coding allows us to simulate a noiseless communication protocol using a noisy channel, under
certain assumptions about the noise process (such as having a memoryless channel). Typically,
such simulation is possible when the error rate (the fraction of the messages corrupted) is lower
than a certain threshold. A desirable goal is to also maximize the communication rate (also called
the information rate), which is the length of the original message, as a fraction of the length of its
encoding. In the classical setting, Shannon established the capacity (i.e., the optimal communication
rate) of arbitrarily accurate transmission, in the limit of asymptotically large number of channel
uses, through the Noisy Coding Theorem [Sha48]. Since then, researchers have discovered many
explicit codes with desirable properties such as good rate, and efficient encoding and decoding
procedures (see, for example, [Sto02, [Ari09]). Analogous results have been developed over the
past two decades in the quantum setting. In particular, capacity expressions for a quantum
channel transmitting classical data [Hol98, [SW97] or quantum data [L1097, [Sho02, Dev05] have been
derived. Even though it is not known how we may evaluate these capacity expressions for a general
quantum channel, useful error correcting codes have been developed for many channels of interest
(see, for example, [CS96, [CRSSI7, BDSWI6l Bom15]). Remarkably, quantum effects give rise to
surprising phenomena without classical counterparts, including superadditivity [DSS98, [Has09], and
superactivation [SY08]. All of these highlight the non-trivial nature of coding for noisy quantum
channels.

1.1.3 Communication complexity as a special case.

In general two-party protocols, data are transmitted in each direction alternately, potentially over
a number of rounds. In a computation problem, the number of rounds may grow as a function
of the input size. Such protocols are at the core of several important areas including distributed



computation, cryptography, interactive proof systems, and communication complexity. For example,
in the case of the Disjointness function, a canonical task in the two-party communication model, an
n-bit input is given to each party, who jointly compute the function with as little communication as
possible. The optimal quantum protocol for this task consists of © (y/n) rounds of communication,
each with a constant length message [BCW98, [HDW02, [AA03], and such a high level of interaction
has been shown to be necessary [KNTZ07, JRS03, BGK™15|. Furthermore, quantum communication
leads to provable advantages over the classical setting, without any complexity-theoretic assumptions.
For example, some specially crafted problems (see, for example, [Raz99, RK11]) exhibit exponential
quantum advantages, and others display the power of quantum interaction by showing that just
one additional round can sometimes lead to exponential savings [KNTZ07].

1.1.4 The problem, and motivation for the investigation.

In this paper, we consider two-party interactive communication protocols using noisy communication.
The goal is to effectively implement an interactive communication protocol to arbitrary accuracy
despite noise in the available channels. We want to minimize the number of uses of the noisy
channel, and the complexity of the coding operations. The motivation is two-fold and applies
to both the classical and the quantum setting. First, this problem is a natural generalization of
channel coding from the 1-way to the 2-way setting, with the “capacity” being the best ratio of the
number of channel uses in the original protocol divided by that needed in the noisy implementation.
Here, we consider the combined number of channel uses in both directions. Note that this scenario
is different from “assisted capacities” where some auxiliary noiseless resources such as a classical
side channel for quantum transmission are given to the parties for free. Second, we would like
to generalize interactive protocols to the noisy communication regime. If an interactive protocol
can be implemented using noisy channels while preserving the complexity, then the corresponding
communication complexity results become robust against channel noise. In particular, an important
motivation is to investigate whether the quantum advantage in interactive communication protocols
is robust against quantum noise. Due to the ubiquitous nature of quantum noise and fragility
of quantum data, noise-resilience is of fundamental importance for the realization of quantum
communication networks. The coding problem for interactive quantum communication was first
studied in [BNTT19|. In Section we elaborate on this work and the questions that arise from
it.

1.2 Fundamental difficulties in coding for quantum interactive communication

For some natural problems the optimal interactive protocols require a lot of interaction. For example,
distributed quantum search over n items [BCW98, [HDWO02, [AAO3| requires O (y/n) rounds of
constant-sized messages [KNTZ07, JRS03, BGK™15|. How can we implement such highly interactive
protocols over noisy channels? What are the major obstacles?

1.2.1 Standard error correcting codes are inapplicable.

In both the classical and quantum settings, standard error correcting codes are inapplicable. To see
this, first suppose we encode each message separately. Then the corruption of even a single encoded



message can already derail the rest of the protocol. Thus, for the entire protocol to be simulated
with high fidelity, we need to reduce the decoding error for each message to be inversely proportional
to the length of the protocol, say n. For constant size messages, the overhead of coding then grows
with the problem size n, increasing the complexity and suppressing the rate of simulation to 0
as n increases. The situation is even worse with adversarial errors: the adversary can invest the
entire error budget to corrupt the shortest critical message, and it is impossible to tolerate an error
rate above &~ 1/number of rounds, no matter what the rate of communication is. To circumvent
this barrier, one must employ a coding strategy acting collectively over many messages. However,
most of these are generated dynamically during the protocol and are unknown to the sender earlier.
Furthermore, error correction or detection may require communication between the parties, which
is also corruptible. The problem is thus reminiscent of fault-tolerant computation in that the steps
needed to implement error correction are themselves subject to errors.

1.2.2 The no-cloning quantum problem.

A fundamental property of quantum mechanics is that learning about an unknown quantum state
from a given specimen disturbs the state [BBJT94]. In particular, an unknown quantum state
cannot be cloned [Die82, (WZ82]. This affects our problem in two fundamental ways. First, any
logical quantum data leaked into the environment due to the noisy channel cannot be recovered by
the communicating parties. Second, the parties hold a joint quantum state that evolves with the
protocol, but they cannot make copies of the joint state without corrupting it.

1.3 Prior classical and quantum work

Despite the difficulties in coding for interactive communication, many interesting results have been
discovered over the last 25 years, with a notable extension in the quantum setting.

1.3.1 Classical results showing positive rates.

Schulman first raised the question of simulating noiseless interactive communication protocols using
noisy channels in the classical setting [Sch92) [Sch93l [Sch96]. He developed tree codes to work with
messages that are determined one at a time, and generated dynamically during the course of the
interaction. These codes have constant overhead, and the capacity is thus a positive constant.
Furthermore, these codes protect data against adversarial noise that corrupts up to a ﬁ fraction
of the channel uses. This tolerable noise rate was improved by subsequent work, culminating to the
results by Braverman and Rao [BR14]. They showed that < % adversarial errors can be tolerated
provided one can use large constant alphabet sizes and that this bound on noise rate is optimal.

1.3.2 Classical results with efficient encoding and decoding.

The aforementioned coding schemes are not known to be computationally efficient, as they are
built on tree codes; the computational complexity of encoding and decoding tree codes is unknown.
Other computationally efficient encoding schemes have been developed [BK12, BN13, BKNI4,



GMS11, IGMS14, [GH14]. The communication rates under various scenarios have also been studied
[BEL7, IGHS14, [EGH15, [FGOS15]. However, the rates do not approach the capacity expected of
the noise rate.

1.3.3 Classical results with optimal rates.

Kol and Raz [KR13] first established coding with rate approaching 1 as the noise parameter
goes to 0, for the binary symmetric channel. Haeupler [Hael4] extended the above result to
adversarial binary channels corrupting at most an € fraction of the symbols, with communication rate

1-0 ( eloglog (i)), which is conjectured to be optimal. For oblivious adversaries, this increases

to 1 —O(y/€). Further studies of capacity have been conducted, for example, in [HV17, [ABY17]. For
further details about recent results on interactive coding, see the extensive survey by Gelles |[GT17].

1.3.4 Quantum results showing positive rates.

All coding for classical interactive protocols relies on “backtracking”: if an error is detected, the
parties go back to an earlier stage of the protocol and resume from there. Backtracking is impossible
in the quantum setting due to the no cloning principle described in the previous subsection. There is
no generic way to make copies of the quantum state at earlier stages without restarting the protocol.
Brassard, Nayak, Tapp, Touchette, and Unger [BNT™19] provided the first coding scheme with
constant overhead by using two ideas. The first idea is to teleport each quantum message. This
splits the quantum data into a protected quantum share and an unprotected classical share that
is transmitted through the noisy channels using tree codes. Second, backtracking is replaced by
reversing of steps to return to a desirable earlier stage; i.e., the joint quantum state is evolved back
to that of an earlier stage, which circumvents the no-cloning theorem. This is possible since local
operations can be made unitary, and communication can be reversed (up to more noise). Together,
a positive simulation rate (or constant overhead) can be achieved. In the noisy analogue to the
Cleve-Buhrman communication model where entanglement is free, error rate < % can be tolerated.
In the noisy analogue to the Yao (plain) model, a noisy quantum channel with one-way quantum
capacity @ > 0 can be used to simulate an n-message protocol given O (%n) uses. However, the
rate can be suboptimal and the coding complexity is unknown due to the use of tree codes. The
rate is further reduced by a large constant in order to match the quantum and classical data in
teleportation, and in coordinating the action of the parties (advancing or reversing the protocol).

1.4 Results in this paper, overview of techniques, and our contributions

Inspired by the recent results on rate optimal coding for the classical setting [KR13, Hael4] and
the rate suboptimal coding in the quantum setting [BNT™19], a fundamental question is: can we
likewise avoid the loss of communication rate for interactive quantum protocols? In particular,
is it possible to protect quantum data without pre-shared free entanglement, and if we have to
generate it at a cost, can we still achieve rate approaching 1 as the error rate vanishes? Further,
can erroneous steps be reversed with noisy resources, and with negligible overhead as the error rate



vanishes? What is the complexity of rate optimal protocols, if one exists? Are there other new
obstacles?

To address all these questions, in this paper we start by studying a simpler setting where the input
protocol IT and the noisy communication channel operate on the same communication alphabet
of polynomial size in the length of II. This simplifies the algorithm while still capturing the main
challenges we need to address. The analysis is easier to follow and shares the same outline and
structure with our main result, namely simulation of noiseless interactive communication over
constant-size alphabets, which we will present in an upcoming paper. The framework we develop in
this work, sets the stage for a smooth transition to the small alphabet case. We focus on alternating
protocols, in which Alice and Bob exchange qudits back and forth in alternation. Our main result
in this paper is the following:

Theorem 1.1. Consider any alternating communication protocol I1 in the plain quantum model,
communicating n messages over a noiseless channel with an alphabet ¥ of bit-size © (logn). We
provide a simulation protocol I which given IL, simulates it with probability at least 1 —2-9M)  oper
any fully adversarial error quantum channel with alphabet ¥ and error rate €. The simulation uses
n (1 + © (Ve)) rounds of communication, and therefore achieves a communication rate of 1—© (y/€).

Our rate optimal protocol requires a careful combination of ideas to overcome various obstacles.
Some of these ideas are well-established, some are not so well known, some require significant
modifications, and some are new. A priori, it is not clear whether these previously developed
tools would be useful in the context of the problem. For the clarity of presentation, we first
introduce our main ideas in a simpler communication model, where Alice and Bob have access to
free entanglement and communicate over a fully adversarial error classical channel. We introduce
several key ideas while developing a basic solution to approach the optimal rate in this scenario.
Inspired by [BNTT19|, we use teleportation to protect the communication and the simulation is
actively rewound whenever an error is detected. We develop a framework which allows the two
parties to obtain a global view of the simulation by locally maintaining a classical data structure.
We adapt ideas due to Haeupler [Hael4] to efficiently update this data structure over the noisy
channel and evolve the simulation. Then, we extend these ideas to the plain model of quantum
communication with large alphabet size. In the plain quantum model, Alice and Bob communicate
over a fully adversarial error quantum channel and do not have access to any pre-shared resources
such as entanglement or shared randomness. As a result any such resources need to be established
through extra communication. This in particular makes it more challenging to achieve a high
communication rate in this setting. Surprisingly, an adaptation of an old technique called the
Quantum Vernam Cipher (QVC) [Leu(2] turns out to be the perfect method to protect quantum
data in our application. QVC allows the two parties to recycle and reuse entanglement as needed
throughout the simulation. Building on the ideas introduced in the teleportation-based protocol, one
of our main contributions in this model is developing a mechanism to reliably recycle entanglement
in a communication efficient way.



2 Preliminaries

We assume that the reader is familiar with the quantum formalism for finite dimensional systems; for
a thorough treatment, we refer the interested reader to good introductions in a quantum information
theory context [NC00, Chapter 2], [Watl6l Chapter 2] [Will3, Chapters 3, 4, 5].

Let A be a d-dimensional Hilbert space with computational basis {|0),...,|d —1)}. Let X and Z be
the operators such that X |k) = def |k + 1) and Z |k) = Lef gi2ng d |k). The generahzed Pauli operators also
known as the Heisenberg-Weyl operators, are defined as {XJ Zk} ) . Let ¥ =10,...,d—1}.
0<j,k<d—1
For N € N, the operators in
Pan E (X2 @ - @ XTIy v eqw (1)

form a basis for the space of operators on A®YN. For F € Pa.n, We denote by wt (E) the weight
of E, i.e., the number of A subsystems on which E acts non-trivially. For j, k € X, we represent
the single qudit Pauli error XJZ* by the string jk € ¥2. Similarly, a Pauli error on multiple qudits
is represented by a string in (22)* The Fourier transform operator F' is defined to be the operator

such that F\j>def L Zd L2l a |k).

Proposition 2.1. Let {XJ Zk}0< ed be the set of generalized Pauli operators on a d-dimensional
S)H,rRsa—

Hilbert space. It holds that XIZF = e_i'%%ZI‘CXj,FXjFT =7/ and FZF" = XU for every j, k €
Definition 2.2. Let A, B be d-dimensional Hilbert spaces with computational bases {[7) 4 }y<;<4_1
and {[4) g }o<;<q_1s respectively. The set of Bell states in A ® B is defined as

{]¢jvk>A E (X2 ©1) ¢ ap:0<Gk<d—1}

where |¢) 45 1 Z o |i) 4 1) 5. For 4,k € Z, we define ‘dﬂk> o

¢j mod d,k mod d>.

It is easy to see that ‘¢3k> 73 Zd Lei2m 'y d [t +j,t).

Proposition 2.3. The Bell states {‘(b]’ >}0<'k<d ) form an orthonormal basis in A® B.
S)H,Rsa—

Proposition 2.4. For any unitary operator U on register A, it holds that

UeL)|¢)p=0U")|d) 5
where UT =754 (3| U k) [k)(j|. In particular, (F @ 1) |¢) sp = (1 © F)|$) 4p

2.1 Quantum Communication Model

The definitions for the noiseless and noisy quantum communication models are copied from
Ref. [BNTT19]. We refer the reader there for a more formal definition of the noisy quantum
communication model, as well as the relationship of the noiseless quantum communication model to
well-studied quantum communication complexity models such a Yao’s model and the Cleve-Buhrman
model.



2.1.1 Noiseless Communication Model

In the noiseless quantum communication model that we want to simulate, there are five quantum
registers: the A register held by Alice, the B register held by Bob, the C register, which is the
communication register exchanged back-and-forth between Alice and Bob and initially held by
Alice, the F register held by a potential adversary Eve, and finally the R register, a reference
system which purifies the state of the ABCFE registers throughout the protocol. The initial state
[init ) A PCPE € H(A® B® C ® E® R) is chosen arbitrarily from the set of possible inputs, and is
fixed at the outset of the protocol, but possibly unknown (totally or partially) to Alice and Bob.
Note that to allow for composition of quantum protocols in an arbitrary environment, we consider
arbitrary quantum states as input, which may be entangled with systems RE. A protocol II is then
defined by the sequence of unitary operations Uy, Us, - - - ,Upy1, with U; for odd ¢ known at least
to Alice (or given to her in a black box) and acting on registers AC, and Uj; for even i known at
least to Bob (or given to him in a black box) and acting on registers BC'. For simplicity, we assume
that n is even. We can modify any protocol to satisfy this property, while increasing the total
cost of communication by at most one communication of the C' register. The unitary operators of
protocol II can be assumed to be public information, known to Eve. On a particular input state
|tVinit), the protocol generates the final state |1/1ﬁna1>ABCER =Upy1--- U1 ]winit)ABCER, for which at
the end of the protocol the A and C registers are held by Alice, the B register is held by Bob, and
the E register is held by Eve. The reference register R is left untouched throughout the protocol.
The output of the protocol resides in systems ABC, i.e., II(|¢init)) = Trer (|wﬁnal><¢ﬁna1|ABCER>,
and by a slight abuse of notation we also represent the induced quantum channel from ABCFE
to ABC simply by II. This is depicted in Figure Note that while the protocol only acts on
ABC, we wish to maintain correlations with the reference system R, while we simply disregard
what happens on the E system assumed to be in Eve’s hand. Since we consider local computation
to be free, the sizes of A and B can be arbitrarily large, but still of finite size, say m4 and mp
qubits, respectively. Since we are interested in high communication rate, we do not want to restrict
ourselves to the case of a single-qubit communication register C, since converting a general protocol
to one of this form can incur a factor of two overhead. We thus consider alternating protocols in
which the register C is of fixed size, say d dimensions, and is exchanged back-and-forth. We believe
that non-alternating protocols can also be simulated by adapting our techniques, but we leave this
extension to future work. Note that both the Yao and the Cleve-Buhrman models of quantum
communication complexity can be recast in this framework; see Ref. [BNT™19].

We later embed length n protocols into others of larger length n’ > n. To perform such noiseless
protocol embedding, we define some dummy registers A, B, C isomorphic to A, B, C, respectively.
A and C are part of Alice’s scratch register and B is part of Bob’s scratch register. Then, for
any isomorphic quantum registers D, D, let SWAP Do p denote the unitary operation that swaps
the D, D registers. Recall that n is assumed to be even. In a noiseless protocol embedding,
for i € {1,2,---n — 1}, we leave U; untouched. We replace U, by (SWAP  5U,) and U,41 by
(SWAP 4, 3¢Un+1)- Finally, for i € {n+2,n43,---n'+1}, we define U; = I, the identity operator.
This embedding is important in the setting of interactive quantum coding for the following reasons.
First, adding these U; for ¢ > n makes the protocol well defined for n’ 41 steps. Then, swapping the
important registers into the safe registers A B C ensures that the important registers are never
affected by noise arising after the first n + 1 steps have been applied. Hence, in our simulation, as
long as we succeed in implementing the first n 4 1 steps without errors, the simulation will succeed
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Figure 1: Depiction of a quantum protocol in the noiseless communication model.

since the A, B, C registers will then contain the output of the simulation, with no error acting on
these registers.

2.1.2 Noisy Communication Model

There are many possible models for noisy communication. For our main results, we focus on
one in particular, analogous to the Yao model with no shared entanglement but noisy quantum
communication, which we call the plain quantum model. In Section [3] we consider and define an
alternative model.

For simplicity, we formally define in this section what we sometimes refer to as alternating com-
munication models, in which Alice and Bob take turns in transmitting the communication register
to each other, and this is the model in which most of our protocols are defined. Our definitions
easily adapt to somewhat more general models which we call oblivious communication models,
following Ref. [BR14]. In these models, Alice and Bob do not necessarily transmit their messages
in alternation, but nevertheless in a fixed order and of fixed sizes known to all (Alice, Bob and Eve)



depending only on the round, and not on the particular input or the actions of Eve. Communication
models with a dependence on inputs or actions of Eve are called adaptive communication models.

Plain Quantum Model In the plain quantum model, Alice has workspace A’, Bob has workspace
B’, the adversary Eve has workspace E’, and there is some quantum communication register C’ of
some fixed size d’ dimensions (we will consider only d’ = d in this work), exchanged back and forth
between them n’ times, passing through Eve’s hand each time. Alice and Bob can perform arbitrary
local processing between each transmission, whereas Eve’s processing when the C’ register passes
through her hand is limited by the noise model as described below. The input registers ABCFE
are shared between Alice (AC), Bob (B) and Eve (E) and the output registers ABC are shared
between Alice (AC) and Bob (B). The reference register R containing the purification of the input
is left untouched throughout. Alice and Bob also possess registers Cp and Cg, respectively, acting
as virtual communication register C' from the original protocol II of length n to be simulated. The

communication rate of the simulation is given by the ratio n’f }gg g,.

We are interested in two models of errors, adversarial and random noise. In the adversarial noise
model, we are mainly interested in an adversary Eve with a bound dn’ on the number of errors
that she introduces on the quantum communication register C’ that passes through her hand.
The fraction ¢ of corrupted transmissions is called the error rate. More formally, an adversary
in the quantum model with error rate bounded by 0 € [0,1] is specified by a sequence of instru-

E'CY E'C! . . . . . L
ments A ',..., N, ™ acting on register E’ of arbitrary dimension d” and the communication

register C’ of dimension d’ in protocols of length n’. For any density operator p on H(E' ® C'®"),
the action of such an adversary is

E'C! EIC,/
Ny T Ny (p) = D GipGl 2)
i
for 7 ranging over some finite set, subject to >, GIGi = o , where each G; is of the form
Gi= Y Y ahgFFeHc . (3)
FE’Pd//J HE’Pd/m/
wt(H)<dn’

In the random noise model, we consider n’ independent and identically distributed uses of a noisy
quantum channel acting on register C’, half the time in each direction. Eve’s workspace register
E’ (including her input register E) can be taken to be trivial in this noise model. Note that the
adversarial noise model includes the random noise model as a special case.

For both noise models, we say that the simulation succeeds with error ¢ if for any input, the output
in register ABC corresponds to that of running protocol II on the same input, while also maintaining
correlations with system R, up to error € in trace distance.

Note that adversaries in the quantum model can inject fully quantum errors since the messages
are quantum, in contrast to adversaries corrupting classical messages which are restricted to be
modifications of classical symbols. On the other hand, for classical messages the adversary can read
all the messages without the risk of corrupting them, whereas in the quantum model, any attempt
to “read” messages will result in an error in general on some quantum message.



2.2 Entanglement distribution

In our algorithm in the plain quantum model, Alice and Bob need to use MESs as a resource in
order to simulate the input protocol. To establish the shared MESs, one party creates the states
locally and sends half of each MES to the other party using an appropriate error correcting code of
distance 4ne, as described in Algorithm

Algorithm 1: Robust Entanglement Distribution(¢)
Input: ¢ (desired number of MESs)
1 C « Error Correcting Code with rate 1 — ©(H (¢)) guaranteed by quantum
Gilbert-Varshamov bound [FMO04];
if Alice then
3 Prepare £ MESs in registers A, B’ each holding half of every MES;
Transmit C (B’) to Bob;

5 else if Bob then
Receive C'(B');
| Decode C'(B’) into register B;

N

8 return Robust Entanglement Distribution;

2.3 Hashing for string comparison

We use randomized hashes to compare strings and catch disagreements probabilistically. The hash
values can be viewed as summaries of the strings to be compared. A random bit string called the
seed is used to select a function from the family of hash functions. We say a hash collision occurs
when a hash function outputs the same value for two unequal strings. In this paper we use the
following family of hash functions based on the e-biased probability spaces constructed in [NN93].

Lemma 2.5 (from [NN93]). For any l, any alphabet 3, and any probability 0 < p < 1, there exist
s = O(log(llog |X]) + log Z%), 0= 0O(log %), and a simple function h, which given an s-bit uniformly
random seed S maps any string over % of length at most [ into an o-bit output, such that the collision
probability of any two [-symbol strings over X is at most p. In short:

1 1
VI,¥,0<p<1: 3s=0(log(llog|x|)+log=), o=0(og=), h:{0,1}* x 2= = {0,1}° s.t.
p p
vx,ye u=t x+#v,5 € {0,1}* i.i.d. Bernoulli(1/2) : Plhs(X) = hs(V)] < p

In our application, the hash family of Lemma is used to compare O (n)-bit strings, where n is
the length of the input protocol. Therefore, in the large alphabet setting, the collision probability
can be chosen to be as low as p = 1/poly (n), while still allowing the hash values to be exchanged
using only a constant number of symbols. In the teleportation-based model, where Alice and Bob
have access to free pre-shared entanglement, they generate the seeds by measuring the MESs they
share in the computational basis. In our simulation protocol in the plain quantum model, where
Alice and Bob do not start with pre-shared entanglement, they use Algorithm [I| at the outset of
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the simulation to distribute the MESs they need for the simulation. A fraction of these MESs are
measured by both parties to obtain the seeds.

One advantage of generating the seeds in this way is that the seeds are unknown to the adversary.
This is in contrast to the corresponding classical model with no pre-shared randomness, were the
seeds need to be communicated over the classical channel and the adversary gets to know the seeds.
The knowledge of the seeds enables the adversary to introduce errors which remain undetected
with certainty. As a result, Haeupler [Hael4] adds another layer of hashing to his algorithm for
the oblivious noise model to protect against fully adversarial noise, dropping the simulation rate

from 1 - © (/€) to 1 - © (/eloglog 1/¢).

2.4 Extending randomness to pseudo-randomness

In our simulation algorithm in the plain quantum model, Alice and Bob need to share a very long
random string which they need to establish through communication. A direct approach would be
for them to distribute enough MESs and measure them in the computational basis to obtain a
uniformly random shared string. However, this would lead to a vanishing simulation rate. Instead,
they distribute a much shorter i.i.d. random bit string R’ and using Lemma below stretch it to
a pseudo-random string R of the desired length which is statistically indistinguishable from being
independent. Before stating Lemma [2.10, we need the following definitions and propositions.

Definition 2.6. Let X be a random variable distributed over {0,1}" and J C [n] be a non-empty
set. The bias of J with respect to distribution X, denoted bias; (X), is defined as

Pr(ZXi—1>—Pr<ZXi—0>' ,

ieJ icJ

bias; (X) &

where the summation is mod 2. For J = (), bias is defined to be zero, i.e., biasy (X) = 0.
Definition 2.7. Let § € [0,1]. A distribution X over {0,1}" is called a d-biased sample space if
biasy (X) < 4, for all non-empty subsets J C [n].

Intuitively, a small-bias random variable is statistically close to being uniformly distributed. The

following lemma quantifies this statement.

Proposition 2.8. Let X be an arbitrary distribution over {0,1}" and let U denote the uniform
distribution over {0,1}". Then we have

X —U|3<2™" > biasj (X)
JC[n]

In particular, for §-biased x we have || X — Ul|2 < 9.

We will make use of the following proposition providing an alternative characterization of the
L1-distance between two probability distributions.

Proposition 2.9. Let p and q be probability distributions over some (countable) set Z, then

Ip = gqlls = 2 sup [p(A) — q(A)]
ACZ
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We use the following lemma in our algorithms.

Lemma 2.10 ([NN93]). For every § € (0,1), there exists a deterministic algorithm which given
0 (logn + log %) uniformly random bits outputs a d-biased pseudo-random string of n bits. Any

such 8-biased string is also e-statistically close to being k-wise independent for ¢ = 6°1) and
k=0 (log}).

2.5 Protocols over qudits

In this section, we revisit two quantum communication protocols, both of which are essential to our
simulation algorithms and analyze the effect of noise on these protocols.

2.5.1 Quantum teleportation over noisy channels

The protocol given here is an extension of quantum teleportation to qudits. Readers may refer to
Chapter 6 in [Will3] for more details.

Definition 2.11. Quantum teleportation protocol

Alice possesses an arbitrary d-dimensional qudit in state [t)) 4, which she wishes to communicate
to Bob. They share an MES in the state [¢) 4, g, -

1. Alice performs a measurement on registers AA; with respect to the Bell basis {‘qﬁjk >} "
]7
2. She transmits the measurement outcome (7, k) to Bob.

3. Bob applies the unitary transformation Z’jél ngl on his state to recover [1)).

In the rest of the paper the measurements implemented in Definition [2.11] are referred to as the
teleportation measurements and the receiver’s unitary transformation to recover the target state is
referred to as teleportation decoding operation.

If Bob receives (j', k") due to a corruption on Alice’s message, the state he gets after decryption
will be the following:

ZEXEXEI7AK |y = o G —IW X —IgH =k |y @

2.5.2 Quantum Vernam cipher over noisy qudit channels

In this section, we revisit quantum Vernam cipher (QVC) introduced by Leung [Leu02], which is a
quantum analog of Vernam cipher (one-time-pad). For a unitary operation U, the controlled gate

c-U is defined as
def

(c-U)ap )4 lk)p = 15) U7 |K)

The extension of quantum Vernam cipher to qudit systems goes as follows.

12



Definition 2.12. Quantum Vernam cipher

Alice possesses an arbitrary d-dimensional qudit in state [t)) ,, which she wishes to communicate
to Bob. They share an MES pair in the state |¢) 4, g, |#) 4,5,, With Alice and Bob holding registers
A1As and By Bs, respectively.

1. Alice applies the unitary transformation (c-Z) 4, 4 (¢-X) 4, 4-
2. She transmits the register A to Bob.

3. Bob applies the unitary transformation (c-X~1) BB (c-Z71) BB

Quantum Vernam cipher uses entanglement as the key to encrypt quantum information sent through
an insecure quantum channel. In sharp contrast with the classical Vernam cipher, the quantum key
can be recycled securely. Note that if no error occurs on Alice’s message, then Bob recovers the
state |¢) perfectly, and at the end of the protocol the MES pair remain intact. The scheme detects
and corrects for arbitrary transmission errors, and it only requires local operations and classical
communication between the sender and the receiver.

Ay
A, Alice
®
L A N
[p)
1
B, * Bob
| |
A L€ B
W)——— X H Zz =z X!
Alice ' Bve | Bob
| BVve |

Figure 2: sending one qudit through quantum channel € using quantum Vernam cipher.

In particular, if Alice’s message is corrupted by the Pauli error X/ZF, the joint state after Bob’s
decryption is

(C‘Xfl)BlA (C'Zfl)BQA XIZF(¢-2) pyn (¢X) 4, 4 10) A, B, 19) 4, 1) 4

1 _ _ .
= 22 (ex7), (e27) X2 (e B) 4,0 (X) a4 04, 1005, 1) 4y 11D, 1) 0

i_gl Y .
= S I ) ) |8, ), X2 )

s |P7) 4, © X ). (5)
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Note that by Equation , there is a one-to-one correspondence between the Pauli errors and the
state of the maximally entangled pair. An X7 error on the cipher-text is reflected in the state of
the second MES as a Z~7 error and a Z* error on the cipher-text is reflected in the state of the first
MES as a ZF error. Note that for every integer s we have

(Ferf)e=) = (Fzer)ly) = (FeFlet)l) = X ei)l).

Therefore, in order to extract the error syndrome, it suffices for Alice and Bob to apply F and FT,
respectively, on their marginals of the MESs and measure them in the computational basis. By
comparing their measurement outcomes they can determine the Pauli error.

When quantum Vernam cipher is used for communication of multiple messages, it is possible to
detect errors without disturbing the state of the MES pairs at the cost of an additional fresh MES.
This error detection procedure allows for recycling of MESs which is crucial in order to achieve a
high communication rate, as explained in Section Here we describe a simplified version of the
detection procedure. First we need the following two lemma.

Proposition 2.13. It holds that

_ A - J1,k1 ‘ J2,k2 — ’ j1,k1—k2 i1+72,k2
(C X)AlAg (C X)B132 ¢ >AlBl QS >A2B2 qu >AlBl ¢] >A2B2 .
In particular,
X (X 0,k1 ’ 0,k2 _ ‘ 0,k1—ks 0,k2 _
(eX) a4, " (¢ X)p, B, | >A1B1 ¢ >A232 ¢ >A181 ¢ >A232
Proof.
- A(c- 1,k1 j2, k2
(c X)A1A2 (c-X)p, 5, |/ >A1B1 ¢ >A232
1 — 127 (¢ k k .
= g Z X)a,a, - (©X)p,p, €70 CFTRRD |14y ) g [t o) 4, [t2) g,
t1,t2=0
d—1 .
= Z i3 (b1 k1 t2ks) |t1 + ]1>A1 |t1>B1 lta + 2+t +]1>A2 |t2 + t1>
tl,tg 0
_ J1,k1—k2 1+72,k2
‘(ﬁ >A131 ¢ >A232'

O

Suppose that Alice and Bob start with m copies of the MES |¢) and use them in pairs to com-
municate messages using QVC over a noisy channel. By Equation all the MESs remain in

span {‘¢0’k > 0<k<d—- 1}. This invariance is crucial to the correctness of our simulation. Let

‘¢0’ki>A_B_ be the state of the i-th MES after the communication is done. In order to detect errors,

Alice and Bob use an additional MES |¢) AoBy- For i =1,...,m, Alice and Bob apply (c-X) AoA,
and (c-X)p p., respectively. By Proposition the joint state of the register AgBy will be

‘¢07_2111k"> . Now, all Alice and Bob need to do is to apply F and F' on registers Ay and

AoBo
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By, respectively, and measure their marginal states in the computational basis. By comparing
their measurement outcomes they can decide whether any error has occurred. In this procedure
the MESs used as the keys in QVC are not measured. Note that if the corruptions are chosen so
that > ki = 0 mod d then this procedure fails to detect the errors. We will analyze a modified
version of this error detection procedure in detail in Section [£.3.2) which allows error detection with
high probability independent of the error syndrome.
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3 Teleportation-based protocols via classical channel with large
alphabet

3.1 Overview

We adapt from [BNT™19] the ideas to teleport each quantum message and to rewind the protocol
instead of backtracking.

We also adapt Haeupler’s template [Hael4] to make a conversation robust to noise: Both parties
conduct their original conversation as if there were no noise, except for the following:

e At regular intervals they exchange concise summaries (a © (1)-bit hash value) of the conversa-
tion up to the point of the exchange.

e If the summary is consistent, they continue the conversation.

e If the summary is inconsistent, an error is detected. The parties backtrack to an earlier stage
of the conversation and resume from there.

This template can be interpreted as an error correcting code over many messages, with trivial (and
most importantly message-wise) encoding. The 2-way summaries measure the error syndromes
over a large number of messages, thereby preserving the rate. It works (in the classical setting)
by limiting the maximum amount of communication wasted by a single error to O (1). The worst
case error disrupts the consistency checks, but Alice and Bob agree to backtrack a constant amount
when an inconsistency is detected. As the error fraction vanishes, the communication rate goes to 1.
In addition, these consistency tests are efficient, consisting of evaluation of hash functions.

3.1.1 Insufficiency of simply combining [BNT"19] and [Hael4].

Suppose we have to simulate an interactive protocol II that uses noiseless classical channels in the
teleportation-based model. When implementing II with noisy classical channels, it is not sufficient to
apply Haeupler’s template to the classical messages used in teleportation, and rewind as in [BNT™19)
when an error is detected. The reason is that, in [BNT™19|, each message is expanded to convey
different types of actions in one step (simulating the protocol forward or reversing it). This also
maintains the matching between classical data with the corresponding MES, and the matching
between systems containing MESs. However, this method incurs a large constant factor overhead
which we cannot afford to incur.

3.1.2 New difficulties in rate-optimal simulations.

Due to errors in communication, the parties need to actively rewind the simulation to correct errors
on their joint quantum state. This itself can lead to a situation where the parties may not agree
on how they proceed with the simulation (to rewind simulation or to proceed forward). In order to
move on, both parties first need to know what the other party has done so far in the simulation.
This allows them to obtain a global view of the current joint state and decide on their next action.
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In Ref. [BNTT19], this reconciliation step was facilitated by the extra information sent by each
party and the use of tree codes. This mechanism is not available to us.

3.1.3 Framework.

Our first new idea is to introduce sufficient yet concise data structures so that the parties can detect
inconsistencies in (1) the stage in which they are in the protocol, (2) what type of action they should
be taking, (3) histories leading to the above, (4) histories of measurement outcomes generated by
one party versus the potentially different (corrupted) received instruction for teleportation decoding,
(5) which system contains the next MES to be used, (6) a classical description of the joint quantum
state, which is only partially known to each party. Each of Alice and Bob maintain her/his data
(we collectively call these Da, D respectively, here), and also an estimate of the other party’s data
(Dg, Dp respectively). Without channel noise, these data are equal to their estimates.

3.1.4 A major new obstacle: out-of-sync teleportation.

At every step in the simulation protocol I, Alice and Bob may engage in one of three actions: a
forward step in I, step in reverse, or the exchange of classical summaries. However, the summaries
can also be corrupted. This leads to a new difficulty: errors in the summaries can trigger Alice
and Bob to engage in different actions. In particular, it is possible that one party tries to teleport
while the other expects classical communication, with only one party consuming his/her half of
an MES. They then become out-of-sync over which MESs to use. This kind of problem, to the
best of our knowledge, has not been encountered before, and it is not clear if quantum data can be
protected from such error. (For example, Alice may try to teleport a message into an MES that Bob
already “used” earlier.) One of our main technical contributions is to show that the quantum data
can always be located and recovered when Alice and Bob resolve the inconsistencies in their data
(Da, Dg) and (Da, Dg) in the low noise regime. This is particularly surprising since quantum data
can potentially leak irreversibly to the environment (or the adversary): Alice and Bob potentially
operate in an open system due to channel noise, and out-of-sync teleportation a priori does not
protect the messages so sent.

3.1.5 Tight rope between robustness and rate.

The simulation maintains sufficient data structures to store information about each party’s view so
that Alice and Bob can overcome all the obstacles described above. The simulation makes progress
so long as Alice’s and Bob’s views are consistent. The robustness of the simulation requires that the
consistency checks be frequent and sensitive enough so that errors are caught quickly. On the other
hand, to optimize interactive channel capacity, the checks have to remain communication efficient
and not too frequent neither. This calls for delicate analysis in which we balance the two. We also
put in some redundancy in the data structures to simplify the analysis.
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3.2 Result

In this section, we focus on the teleportation-based quantum communication model with polynomial-
size alphabet. In more detail, Alice and Bob share an unlimited number of copies of an MES before
the protocol begins. The parties effectively send each other a qudit using an MES and communicating
two classical symbols from the communication alphabet. The complexity of the protocol is the
number of classical symbols exchanged, while the MESs used are available for free. We call this
model noiseless if the classical channel is noiseless.

The following is our main result in this model for simulation of an n-round noiseless communication
protocol over an adversarial channel that corrupts any € fraction of the transmitted symbols.

Theorem 3.1. Consider any n-round alternating communication protocol 11 in the teleportation-
based model, communicating messages over a mnoiseless channel with an alphabet Y of bit-size
O (logn). Algorithm [3 is a computationally efficient coding scheme which given II, simulates it
with probability at least 1 — 2799 over any fully adversarial error channel with alphabet ¥ and
error rate €. The simulation uses n (1 + © (y/€)) rounds of communication, and therefore achieves
a communication rate of 1 — © (y/€). Furthermore. the computational complexity of the coding
operations is O (n?).

3.3 Description of Protocol

We follow the notation associated with quantum communication protocols introduced in Section
in the description below.

Recall that in the teleportation-based quantum communication model, Alice and Bob implement a
protocol Iy with prior shared entanglement and quantum communication by substituting telepor-
tation for quantum communication. For simplicity, we assume that Ilj is alternating, and begins
with Alice. In the implementation II of Iy, the message register C' from Il has two counterparts,
Ca and Cg, held by Alice and Bob, respectively. The unitary operations on AC in Il are applied
by Alice on ACp in II. When Alice sends the qudit in C to Bob in Ilj, she applies the teleportation
measurement to Ca and her share of the next available MES, and sends the measurement outcome
to Bob in II. Then Bob applies a decoding operation on his share of the MES, based on the message
received, and swaps the MES register with Cg. Bob and Alice’s actions in IT when Bob wishes to do
a local operation and send a qudit to Alice in Il are analogously defined. For ease of comparison
with the joint state in Iy, we describe the joint state of the registers in II (or its simulation over
a noisy channel) in terms of registers ABC. There, C stands for Cp if Alice is to send the next
message or all messages have been sent, and for Cp if Bob is to send the next message.

Starting with such a protocol II in the teleportation-based model, we design a simulation protocol IT’
which uses a noisy classical channel. The simulation works with blocks of even number of messages.
By a block of size r (for even r) of II, we mean a sequence of r local operations and messages
alternately sent in II by Alice and Bob, starting with Alice.

Roughly speaking, Alice and Bob run the steps of the original protocol II as is, in blocks of size
def @(ﬁ)7 with r even. They exchange summary information between these blocks, in order to

check whether they agree on the operations that have been applying to the quantum registers ABC
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in the simulation. The MESs used for teleportations are correspondingly divided into blocks of r
MESs, implicitly numbered from 1 to r: the odd numbered ones are used to simulate quantum
communication from Alice to Bob, and the even numbered ones from Bob to Alice. If either party
detects an error in transmission, they may run a block of II in reverse, or simply communicate
classically to help recover from the error. The classical communication is also conducted in sequences
equal in length to the ones involving a block of II. A block of II' refers to any of these types of
sequences.

3.3.1 Metadata

In more detail, Alice uses an iteration in II’ for one out of four different types of operations: evolving
the simulation by running a block of IT in the forward direction (denoted a “+41” block); reversing
the simulation by applying inverses of unitary operations of II (denoted a “—1” block); synchronizing
with Bob on the number of MESs used so far by applying identity operators between rounds of
teleportation or reversing such an iteration (denoted a “0” block, with 0 standing for the application
of unitary operations U? which are 14¢); catching up on the description of the protocol so far by
exchanging classical data with Bob (denoted a “C” block, with C standing for “classical”). Alice
records the sequence of types of iterations as her “metadata” in the string FullMA € {£1,0,C}*.
FullMA gets extended by one symbol for each new iteration of the simulation protocol II'. The
number of blocks of r MESs Alice has used is denoted qj;4 which corresponds to the number of
non-C symbols in FullMA. Similarly, Bob maintains data FullMB and qpp.

FullMA and FullMB may not agree due to the transmission errors. To counter this, the two players
exchange information about their metadata at the end of each block. Hence, Alice also holds MB
and ¢ g S her best estimation of Bob’s metadata and the number of MESs he has used, respectively.

Similarly, Bob holds MA and q374- We use these data to control the simulation; before taking any

action in II', Alice checks if her guess MB equals FullMB. Bob does the analogous check for his
data.

3.3.2 Number of MESs used

Once both parties reconcile their view of each other’s metadata with the actual data, they might
detect a discrepancy in the number of MESs they have used. The three drawings in Figure 3|represent
the [4-(1 4 O(re))] blocks of r = O(+/1/€) MESs at different points in the protocol: first, before
the protocol begins; second, when Alice and Bob have used the same number of MESs; and third,
when they are not synchronized, say, Alice has used more blocks of MESs than Bob. A difference
in gp4 and qpp indicates that the joint state of the protocol II can no longer be recovered from
registers ACpACgB alone. Since one party did not correctly complete the teleportation operations,
the (possibly erroneous) joint state may be thought of as having “leaked” into the partially measured
MESs which were used by only one party. We will elaborate on this scenario in Section [3.3.4]
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Figure 3: These figures represent the MES blocks at different stages of the protocol. The systems
depicted by circles have not been used yet for teleportation, those depicted by squares have been
used already. (either “Measured” or teleportation-decoded.) Figure (a) represents the MES blocks
at the beginning of the protocol, when none have been used. Figure (b) represents them when Alice
and Bob have used the same number of them; this is the desired situation. Figure (c) represents
a situation when Alice and Bob are out of sync; e.g., Alice has used more MES blocks than Bob.
They then work to get back in sync before resuming the simulation.

3.3.3 Pauli data

The last piece of information required to complete the description of what has happened so far on
the quantum registers ABC is about the Pauli operators corresponding to teleportation, which we
call the “Pauli data”. These Pauli data contain information about the teleportation measurement
outcomes as well as about the teleportation decoding operations. Since incorrect teleportation
decoding may arise due to the transmission errors, we must allow the parties to apply Pauli
corrections at some point. We choose to concentrate such Pauli corrections on the receiver’s side
at the end of each teleportation. These Pauli corrections are computed from the history of all
classical data available, before the evolution or reversal of II in a block starts. The measurement
data are directly transmitted over the noisy classical communication channel and the decoding data
are directly taken to be the data received over the noisy channel. If there is no transmission error,
the decoding Pauli operation should correspond to the inverse of the effective measurement Pauli
operation and cancel out to yield a noiseless quantum channel. Figure [f] depicts the different types
of Pauli data in a block corresponding to type +1 for Alice and —1 for Bob. The Pauli operations
applied on Alice’s side are in the following order:
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teleportation measurement for the first qudit she sends,

decoding operation for the first qudit she receives,

correction operation for the same qudit (the first qudit she receives);
teleportation measurement for the second qudit she sends,

decoding operation for the second qudit she receives,

correction operation for the same qudit (the second qudit she receives);
and so on.

The Pauli operations applied on Bob’s side are in a different order:

decoding operation for the first qudit he receives,

correction operation for the same qudit (the first qudit he receives),
teleportation measurement for the first qudit he teleports;

decoding operation for the second qudit he receives,

correction operation for the same qudit (the second qudit he receives),
teleportation measurement for the second qudit he sends;

and so on.

Alice records as her Pauli data in the string FullPA € (X37)*, the sequence of Pauli operators that
are applied on the quantum register on her side. Each block of FullPA is divided into 3 parts of r
symbols from the alphabet set X. The first part corresponds to the 5 teleportation measurement
outcomes with two symbols for each measurement outcome. Each of the § teleportation decoding
operations are represented by two symbols in the second part. Finally, the third part contains two
symbols for each of the § Pauli corrections. Similarly, Bob records the sequence of Pauli operators
applied on his side in FullPB. As described above, the measurement outcome and the decoding
Pauli operations are available to the sender and the receiver, respectively. Based on the message
transcript in H’As/o far, Alice maintains her best guess PB for Bob’s Pauli data and Bob maintains
his best guess PA for Alice’s Pauli data. These data also play an important role in the simulation.
Before taking any action in II’, Alice checks if her guess PB equals FullPB. Bob does the analogous
check for his data.

Alice and Bob check and synchronize their classical data, i.e., the metadata and Pauli data, by
employing the ideas underlying the Haeupler algorithm [Hael4]. Once they agree on each other’s
metadata and Pauli data, they both possess enough information to compute the content of the
quantum register (to the best of their knowledge).

3.3.4 Out-of-Sync Teleportation
Basic out-of-sync scenario

Consider an iteration in which Alice believes she should implement a 41 block, while Bob believes
he has to resolve an inconsistency in their classical data. Alice will simulate one block of the input
protocol II, consuming the next block of MESs. On the other hand, Bob will try to resolve the
inconsistency through classical communication alone, and not access the quantum registers. Thus
Alice will treat Bob’s messages as the outcomes of his teleportation measurements, and she performs
the teleportation decoding operations according to these messages. The situation is even worse,
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Figure 4: Representation of the teleportation scheme for a size r block. The figure on the left
corresponds to Alice and Bob having blocks of type +1, the most common block type, and the one
on the right to a block of type —1 for both. The large rectangles correspond to unitary operations
of the original protocol or their inverses, or even an identity operator, being applied by Alice or
by Bob to AC or BC, respectively. Bob has /2 rectangles and applies a unitary operation or an
inverse in each of them whenever he has a block of type +1. Alice has r/2 + 1 rectangles and uses
the first 7/2 to apply unitary operations in a block of type +1 and apply an identity on the last
one, while she applies an identity in the first one and inverses of unitary operations in the r/2 last
ones in a block of type —1. This is so that a —1 block for Alice can be the inverse of a +1 block
for Alice, and vice-versa. The small circles correspond to the Pauli operations due to teleportation
measurement and teleportation decoding, with the teleportation being from Alice to Bob on odd
numbered MESs and from Bob to Alice on even numbered MESs. The small squares on the receiver
side right after the teleportation decoding circle corresponds to the Pauli corrections made in order
to try to correct errors in previous blocks.

since Alice sends quantum information to Bob through teleportation of which Bob is unaware, and
Bob views the teleportation measurement outcomes sent by Alice as classical information about
Alice’s local Pauli data and metadata corresponding to previous iterations. Note that at this point
the quantum state in registers ABC may potentially be lost. This scenario could continue for
several iterations and derail the simulation completely. To recover from such a situation, especially
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to retrieve the quantum information in the unused MESs at his end, it would seem that Alice
and Bob would have to rewind the simulation steps in I’ (and not only the steps of the original
protocol II') to an appropriate point in the past. This rewinding itself would be subject to error,
and the situation seems hopeless. Nonetheless, we provide a simple solution to address this kind of
error, which translates out-of-sync teleportation to errors in implementing the forward simulation
or rewinding of the original protocol II.

As explained in the previous subsection, Alice and Bob first reconcile their view of the history of
the simulation stored in their metadata. Through this, suppose they both discover the discrepancy
in the number of MESs used. (There are other scenarios as well; for example, they may both think
that gura = qup. These scenarios lead to further errors, but the simulation protocol I’ eventually
discovers the difference in MESs used.) In the scenario in which Alice and Bob both discover
that qaa # qup, they try to “gather” the quantum data hidden in the partially used MESs back
into the registers ABC. In more detail, suppose Bob has used fewer MESs than Alice, and he
discovers this at the beginning of the i-th iteration. Let F4 Fs - - - E,. be registers with Bob that hold
the halves of the first block of MESs that Alice has used but Bob has not. Note that E1, Fs, ..., F._
contain quantum information teleported by Alice, and Es, Fy, ..., E,. are MES-halves intended for
teleportation by Bob. The MES-halves corresponding to Fo, Fy, ..., F, have already been used by
Alice to “complete” the teleportations she assumed Bob has performed. Say Alice used this block of
MESs in the #’-th iteration. In the i-th iteration, Bob teleports the qudit Fy using the MES-half E»,
Es with Fy4, and so on. That is, Bob teleports qudit E; using the MES-half F; ; in increasing
order of j, for all odd j € [r], as if the even numbered MESs had not been used by Alice. The effect
of this teleportation is the same as if Alice and Bob had both tried to simulate the local operations
and communication from the original protocol in the #’-th iteration (in the forward direction or to
correct the joint state), except that the following also happened independently of channel error:

1. the Pauli operations used by Bob to decode E1, Ej3, ..., E,._1 were all the identity,
2. the unitary operations used by Bob on the registers BC' were all the identity, and

3. the Pauli operations applied by Alice for decoding Bob’s teleportation were unrelated to the
outcome of Bob’s teleportation measurements.

This does not guarantee correctness of the joint state in ABC, but has the advantage that quantum
information in the MES-halves E1, E3, ..., E,_1 that is required to restore correctness is redirected
back into the registers ABC. In particular, the difference in the number of MESs used by the two
parties is reduced, while the errors in the joint quantum state in ABC potentially increase. The
errors in the joint state are eventually corrected by reversing the incorrect unitary operations, as in
the case when the teleportations are all synchronized.

To understand the phenomenon described above, consider a simpler scenario where Bob wishes to
teleport a qudit |£) in register By to Alice using an MES in registers F/ E1, after which Alice applies
the unitary operation V to register Ej. If they follow the corresponding sequence of operations,
the final state would be V' [£), stored in register E]. Instead suppose they do the following. First,
Alice applies V to register Ef, then Bob measures registers B1F; in the generalized Bell basis and
gets measurement outcome (j, k). He sends this outcome to Alice. We may verify the state of
register Ef conditioned on the outcome is V(X7ZF)|¢). Thus, the quantum information in ¢ is
redirected to the correct register, albeit with a Pauli error (that is known to Alice because of his
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message). In particular, Alice may later reverse V' to correctly decode the teleported state. The
chain of teleportation steps described in the previous paragraph has a similar effect.

3.3.5 First representation of the quantum registers

A first representation for the content of the quantum registers ABC' in II' can be obtained directly
and explicitly from the metadata and the Pauli data, and is denoted JS1, as in Eq. @ below, with
JS standing for “joint state”. We emphasize that this is the state conditioned on the outcomes of
the teleportation measurements as well as the transcript of classical messages received by the two
parties. However, the form JS1 is essentially useless for deciding the next action that the simulation
protocol II’ should take, but it can be simplified into a more useful representation. This latter form,
denoted JS2, as in Eq. below, directly corresponds to the further actions we may take in order
to evolve the simulation of the original protocol or to actively reverse previous errors. We first
consider JS1 and JS2 in the case when g4 = quB.

We sketch how to obtain JS1 from FullMA, FullMB, FullPA and FullPB (when qya = qus)-
Each block of r MESs which have been used by both Alice and Bob corresponds to a bracketed
expression [xj] for some content “xj” corresponding to the j-th block that we describe below. The
content of the quantum registers is then the ABC part of

JS1 = [xqara] - - - [¥2)[¥1] [thinie) “POER (6)

with |winit>AB OFR 16ing the initial state of the original protocol. (To be accurate, the representation
corresponds to the sequence of operations that have been applied to |[¢init), and knowledge of [tinit)
is not required to compute the representation.) It remains to describe the content *j of the j-th
bracket. It contains from right to left 5 iterations of the following:

Alice’s unitary operation - Alice’s teleportation measurement outcome -

Bob’s teleportation decoding - Bob’s Pauli correction - Bob’s unitary operation - Bob’s
teleportation measurement outcome -

Alice’s teleportation decoding - Alice’s Pauli correction.

It also allows for an additional unitary operation of Alice on the far left when she is implementing a
block of type —1; we elaborate on this later. If Alice’s block type is +1, all her unitary operations are
consecutive unitary operations from the original protocol (with the index of the unitary operations
depending on the number of £1 in FullMA), while if it is —1, they are inverses of such unitary
operations. If Alice’s block type is 0, all unitary operations are equal to the identity on registers
AC\. Similar properties hold for Bob’s unitary operations on registers BC. Alice’s block type
corresponds to the content of the j-th non-C element in FullMA, and Bob’s to the content of the
j-th non-C element in FullMB. Alice’s Pauli data corresponds to the content of the j-th block in
FullPA, and Bob’s to the content of the j-th block in FullPB. The precise rules by which Alice and
Bob determine their respective types for a block in I, and which blocks of II (if any) are involved,
are deferred to the next section. Note that when ¢4 = qup, the first gpra MES blocks have been
used by both parties but not necessarily in the same iterations. Nevertheless, the remedial actions
the parties have taken to recover from out-of-sync teleportation have reduced the error on the joint
state to transmission errors as if all the teleportations were synchronized and the adversary had
introduced those additional errors; see Section3.3.4]
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To give a concrete example, suppose from her classical data, Alice determines that in her j-th
non-C block of II, she should actively reverse the unitary operations of block k of II to correct some
error in the joint state. So her j-th non-C block of IT' is of type —1. Suppose Alice’s Pauli data
in the j-th block of FullPA correspond to Pauli operators pa 1pa2---pa3sr/2 in the order affecting
the joint state. Le., the Pauli operators pa1, pa4, ..., PA3(r/2—1)+1 correspond to the sequence
of Alice’s teleportation measurement outcomes, the Pauli operators pas, pas; -+ 5 PA3(r/2—1)42
are her teleportation decoding operations and pa3, pag, --- , PA3r/2 are her Pauli corrections,
respectively. Consider Bob’s j-th non-C block of II'. Note that this may be a different block
of IT" than Alice’s j-th non-C block. Suppose from his classical data, Bob determines that in
his j-th non-C block of IT', he should apply the unitary operations of block [ of II to evolve the
joint state further. So his j-th non-C block of II' is of type +1. Suppose Bob’s Pauli data in
the j-th block of FullPB correspond to Pauli operators pg1pg2- - pp3r/2, in the order affecting
the joint state. Le., the Pauli operators pg 1, pga, --- , PB3(r/2—1)+1 are Bob’s decoding operations
and pg2, PB5, - - » PB3(r/2—1)+2 are his Pauli corrections and pg 3, pg6, - - - , PB3,/2 COrrespond to
his teleportation measurement outcomes, respectively. Then from FullMA, FullMB, FullPA, FullPB,
we can compute a description of the joint state as in Eq. @, with *j equal to

Upia
X (pA,B(r/Qfl)Jr?) PA,3(7~/271)+2) (pB,3(r/271)+3 Uirir PB,3(r/2—1)+2 pB,3(r/271)+1)

X (PA,3(r/2—1)+1 U;;,Lg)

X oo
X (pA,3(s—1)+3 pA,3(5—1)+2) (pB,3(s—1)+3 Ulr+2s PB,3(s—1)+2 pB,3(5—1)+1>

-1
X (pA:3(5*1)+1 kr+(r—25+3))

NEEE

X (pa6 Pas) (PB6 Urta PB5 PB4) (pA,4 ka,ﬂi(r,l))
X (pa3 pa2) (B3 U2 pB2 PB1) (PA1 1)

Note that Alice and Bob are not necessarily able to compute the state JS1. Instead, they use their
best guess for the other party’s metadata and Pauli data in the procedure described in this section
to compute their estimates JS1# and JS1B of JS1, respectively. Note that Alice and Bob will not
compute their estimates of JS1 unless they believe that they both know each other’s metadata and
Pauli data and have used the same number of MES blocks.

3.3.6 Second representation of the quantum registers

To obtain JS2 from JS1, we first look inside each bracket and recursively cancel consecutive Pauli
operators inside the bracket. In case a bracket evaluates to the identity operator on registers ABC,
we remove it. Once each bracket has been cleaned up in this way, we recursively try to cancel
consecutive brackets if their contents correspond to the inverse of one another (assuming that no
two Uj; of the original protocol are the same or inverses of one another). Once no such cancellation
works out anymore, what we are left with is representation JS2, which is of the following form
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(when qpa = qup):
JS2 = [#b] -+ [#1[Ugr - Upg—1yryaUlg-1yrs1] -+ [Ur - UaUn] [imie) PP R (7)

Here, the first g brackets starting from the right correspond to the “good” part of the simulation,
while the last b brackets correspond to the “bad” part of the simulation, the part that Alice and
Bob have to actively rewind later. The integer g is determined by the left-most bracket such
that along with its contents, those of the brackets to the right equal the sequence of unitary
operations Uy, U, ...,Uy from the original protocol II in reverse. The brackets to the left of the
last g brackets are all considered bad blocks. Thus, the content of [#1] is not [Uggi1y, -« Ugri1],
while the contents of [#2] to [#b] are arbitrary and have to be actively rewound before Alice and
Bob can reverse the content of [#1].

Once the two parties synchronize their metadata, the number of MESs they have used and their
Pauli data, they compute their estimates of JS1. Alice uses JS1% in the above procedure to compute
her estimate JS2* of JS2. Similarly, Bob computes JS2B from JS1B. These in turn determine their
course of action in the simulation as described next. If b > 0, they actively reverse the incorrect
unitary operators in the last bad block, while assuming the other party does the same. They start
by applying the inverse of [#b], choosing appropriately whether to have a type +1 or 0 block, and
also choosing appropriate Pauli corrections. Else, if b = 0, they continue implementing unitary
operations Ugy41 to U1y, of the original input protocol II to evolve the simulation. Note that
each player has their independent view of the joint state, and takes actions assuming that their view
is correct. In this process, Alice and Bob use their view of the joint state to predict each other’s
next action in the simulation and extend their estimates of each other’s metadata and Pauli data
accordingly.

We describe a few additional subtleties on how the parties access the quantum register in a given
block, as represented in Figure [d First, each block begins and ends with Alice holding register C'
and being able to perform a unitary operation. In +1 blocks, she applies a unitary operation at the
beginning and not at the end, whereas in —1 blocks she applies the inverse of a unitary operation
at the end and not at the beginning. This is in order to allow a —1 block to be the inverse of a
+1 block, and vice-versa. Second, whenever Alice and Bob are not synchronized in the number of
MESs they have used so far, as explained in Section the party who has used more will wait
for the other to catch up by creating a new type C block while the party who has used less will
try to catch up by creating a type 0 block, sequentially feeding the C' register at the output of
a teleportation decoding to the input of the next teleportation measurement. Notice that due to
errors in communication, it might happen that +1 blocks are used to correct previous erroneous
—1 blocks and 0 blocks are used to correct previous erroneous 0 blocks. As illustrated in Figure
the block on the right is the inverse of the one on the left if the corresponding Pauli operators are
inverses of each other.

3.3.7 Representations of quantum registers while out-of-sync
We now define the JS1 and JS2 representations of the joint state in the case when a4 # qup- Note

that in this case, conditioned on the classical data with the two parties, JS1 and JS2 represent a
pure state. However, in addition to the ABCER registers, we must also include the half-used MES
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registers in the representation. Let u def |grpra — qup|. For concreteness, suppose that gya > qus.
Then the JS1 representation is of the following form:

JS1 = [rqua] -+ Peanss] - [R2)leL] i) 2O (8)

The content of the first ¢psp brackets from the right, corresponding to the MES blocks which
have been used by both parties are obtained as described in Subsection [3:3.5] The leftmost u
brackets correspond to the MES blocks which have been used only by Alice. We refer to these
blocks as the ugly blocks. These brackets contain Alice’s unitary operations from the input protocol,
her teleportation decoding operations and Pauli correction operations in her last v non-classical
iterations of the simulation. Additionally, they contain the u blocks of MES registers used only
by Alice. In each of these blocks, the registers indexed by an odd number have been measured on
Alice’s side and the state of the MES register has collapsed to a state which is obtained from Alice’s
Pauli data.

The representation JS2 is obtained from JS1 as follows: We denote by [Qu] - - - [@1] the leftmost u
brackets corresponding to the ugly blocks. We use the procedure described in Subsection (3.3.6| on
the rightmost ¢jsp brackets in JS1 to obtain JS2 of the following form:

JS2 = [@u] - [Q1)[#b] - [#1[Ugr - - Uty 1yr 12Uy 1yrs1] -+~ [Ur - - UsT1] [himie) PEFR L (9)

with g good blocks, and b bad blocks, for some non-negative integers g, b.

Thus, in the rest of this section, we assume that JS2 is of the form of Equation @D at the end of
each iteration for some non-negative integers g, b, u which are given by

g 4t he number of good unitary blocks in JS2, (10)

b % the number of bad unitary blocks in JS2, and (11)
def

u = |quma — qusl. (12)

We point out that Alice and Bob compute their estimates of JS1 and JS2 only if, based on their
view of the simulation so far, they believe that they have used the same number of MES blocks.
Therefore, whenever computed, JS14, JS1B and J524, JS2B are always of the forms described in
Subsections and respectively.

Notice that if there are no transmission errors or hash collisions and Alice and Bob do as described
earlier in this section after realizing that gya > qup, then the ugly blocks [Qu]---[@2] remain
as they were while block [@1] becomes a standard block of unitary operations acting on registers
ABC only, quite probably being a new bad block, call it [#b+ 1]. More generally, if there is either
a transmission error or a hash collision, Bob might not realize that g4 > qup. Then he might
either have a C type of iteration in which case block [@1] also remain as is, or else it is a +1, —1
or 0 (non-C) type of iteration and then he may apply non-identity Pauli operations and unitary
operations on registers BC', which still results in block [@1] becoming a standard block of unitary
operations acting on registers ABC only. Similarly if there is either a transmission error or a hash
collision, Alice might not realize that a4 > qyp. Then she might have a non-C type of iteration
in which case a new ugly block, call it [@Qu + 1], would be added to the left of [Qu].
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3.3.8 Summary of main steps

The different steps that Alice and Bob follow in the simulation protocol II' are summarized in
Algorithm Recall that each party runs the simulation algorithm based on their view of the
simulation so far.

Algorithm 2: Main steps in one iteration of the simulation for the large alphabet teleportation-
based model

1 Agree on the history of the simulation contained in the metadata, i.e., ensure FullMA = MA

and FullMB = MB. This involves Algorithm rewindMD, and Algorithm EFextendMD.

2 Synchronize the number of MESs used, in particular, ensure gp4 = ¢ B and qup = ¢q A
This involves Algorithm [7}—syncMES.

3 Agree on Pauli data for all the teleportation steps and additional Pauli corrections for
addressing channel errors, i.e., ensure FullPA = PA and FullPB = PB. This is done via
Algorithm [§—rewindPD and Algorithm [9}—extendPD.

a4 Compute the best guess for JS1 and JS2. If there are any “bad” blocks in the guess for JS52,
reverse the last bad block of unitary operations. I.e., implement quantum rewinding so
that b = 0 in JS2. This is done in Algorithm [I1}—simulate.

5 If no “bad” blocks remain, implement the next block of the original protocol. This results in
an increase in g in JS2, and is also done through Algorithm [I1}—simulate.

The algorithms mentioned in each step are presented in the next section. Figure [5| summarizes the
main steps in flowchart form.

In every iteration exactly one of the steps listed in Algorithm [2]is conducted. Alice and Bob skip
one step to the next only if the goal of the step has been achieved through the previous iterations.
The simulation protocol is designed so that unless there is a transmission error or a hash collision
in comparing a given type of data, Alice and Bob will go down these steps in tandem, while never
returning to a previous step. For instance, once Alice and Bob achieve the goal of step 1, as long
as no transmission error or hash collision occurs, their metadata will remain synchronized while
they are conducting any of the next steps. This is in fact a crucial property which we utilize in the
analysis of the algorithm. In particular, to ensure this property, Alice and Bob need to synchronize
the number of MESs they have used before synchronizing their Pauli data.

3.4 Algorithm

In this section, we present our simulation protocol II' in the teleportation-based model when
the communication alphabet is polynomial-size. We first introduce the data structure used in
our algorithm in this model, which summarizes the definition of the variables appearing in the
pseudocodes.
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Figure 5: Flowchart of the teleportation-based scheme for high rate noisy interactive quantum
communication. Most of the communication is spent actually trying to simulate the protocol, in
the simulate subroutine.

3.4.1 Data structure

e Metadata: In every iteration NewMetaA € {£1,0,C} corresponds to Alice’s block type
which determines how the simulation of the input protocol proceeds locally on Alice’s side.
NewMetaA = C corresponds to a classical iteration, in which Alice does not access the quantum
registers. NewMetaA € {£1,0} determines the exponent of the unitary operators from the
input protocol IT applied by Alice in the current iteration of the simulation. Alice records her
metadata in FullMA which is concatenated with NewMetaA in every iteration and has length
i after ¢ iterations. Her best guess of Bob’s block type in the current iteration is denoted

by NewMetaB. Alice maintains a guess for Bob’s metadata in MB which gets modified or
corrected as she gains more information through interaction with Bob. Note that MB is not
necessarily full-length in every iteration and its length may decrease. ¢ B denotes the length

of MB. Bob’s local data, NewMetaB, FullMB, NeMaA, MA and ¢ 74 are defined similarly.
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Alice maintains a guess £y for the length of m, which is with Bob. We define MA to be the

prefix of FullMA of length £ys4, i.e., MA 4t putiviA [1:¢pr4]. When MA appears in any of

the algorithms in this section, it is implicitly computed by Alice from FullMA and £p;4. The
number of MES blocks used by Alice for teleportation is denoted by ¢gara. We use 457 to
denote Alice’s guess of the number of MES blocks used by Bob. Note that gp4 and ¢ g are

the number of 0, 1 and —1 symbols in MA and ]\7[23’, respectively. Bob’s MB, ¢y, qup and
457, are defined similarly.

Pauli data: In every iteration NewPauliA € (Z’")3 consists of three parts: The first part
corresponds to the outcomes of Alice’s teleportation measurements in the current iteration;
the second part corresponds to the received transmissions which determine the teleportation
decoding operation and the last part which corresponds to Pauli corrections.

The Pauli data are recorded locally by Alice in FullPA. Starting from the empty string, FullPA
is concatenated with NewPauliA whenever Alice implements /wn—C iteration. Alice’s best
guess for Bob’s NewMetaB in each iteration is denoted by NewMetaB. She maintains a string
PB as an estimate of Bob’s Pauli data. The length of PB is denoted by Elgé. Alice also

maintains £py4, her estimate for the length of m, which is with Bob. PA denotes the prefix of

FullPA of length ¢py, i.e., PA f pulipA [1:¢pyg]. When PA appears in any of the algorithms

in this section, it is implicitly computed by Alice from FullPA and £ps. Bob’s local Pauli data
NewPauliB , FullPB, NewPauliA , PA , Elg;l , Lpp , PB are defined similarly.

A critical difference between the metadata and the Pauli data is that the metadata assigns
one symbol for each block while the Pauli data assigns 3r symbols for each block.

We use H with the corresponding data as subscript to denote the hashed data, e.g., Haa
denotes the hash value of the string MA.

The data with ’ denote the received data after transmission over the noisy channel, e.g., ¢},
denotes what Alice receives when Bob sends £;5.

The variable Itertype € {MD, PD, MES, SIM} determines the iteration type for the party: MD
and PD correspond to iterations where metadata and Pauli data are processed or modified,
MES is used for iterations where the party is trying to catch up on the number of used MESs,
and SIM corresponds to iterations where the party proceeds with evolving the simulation of
IT by applying a block of unitary operators from II or the inverse of such a block of unitary
operators in order to fix an earlier error.

The variable RewindEzxtend € {R,E} determines in classical iterations if a string of the local
metadata or Pauli data is extended or rewound in the current iteration.

3.4.2 Pseudo-codes

This section contains the pseudo-codes for the main algorithm and the subroutines that each party
runs locally in the simulation protocol. The subroutines are the following: Preprocess, which
determines what will happen locally to the classical and quantum data in the current iteration of
the simulation; rewindMD and extendMD, which process the local metadata; syncMES which handles
the case when the two parties do not agree on the number of MES blocks they have used; rewindPD
and extendPD, process the local Pauli data; and finally, simulate, in which the player moves on with
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the simulation of the input protocol according to the information from subroutine Computejointstate
of Preprocess. When the party believes that the classical data are fully synchronized, he or she
uses the subroutine Computejointstate to extract the necessary information to decide how to evolve
the joint quantum state next. This information includes JS1 and JS2 defined in @ and ([7]),

respectively, NewMetaA, RewindExtend, NewMetaB, Block which represents the index of the block
of unitary operations from the input protocol II the party will perform, Pcg,, representing Alice’s
Pauli corrections and Pgo;r representing Alice’s guess of Bob’s Pauli corrections.

For the subroutines used in the simulation protocol, we list all the global variables accessed by the
subroutine as the Input at the beginning of the subroutine. Whenever applicable, the relation
between the variables when the subroutine is called is stated as the Promise and the global variables
which are modified by the subroutine are listed as the Qutput.

Remark 3.2. The amount of communication in each iteration of Algorithm [3]is independent of
the iteration type.

Remark 3.3. Since in every iteration of Algorithm [3] the lengths of FullMA and FullMB increase
by 1, in order to be able to catch up on the metadata, Alice and Bob need to communicate two
symbols at a time when extending the metadata. This is done by encoding the two symbols into
strings of length r of the channel alphabet ¥ using the mapping encodeMD in Algorithm [4] and
decoding it using the mapping decodeMD in Algorithm [6]

Algorithm 3: Main algorithm (Alice’s side)
Input: n round protocol II in teleportation-based model over polynomial-size alphabet 3

1 Initialize
r+ O(1/Ve) ;
Riotal <+ [5- +O(ne)] ;
ama bma, i Upas g < 05
MA, MB, PA, PB « () ;

2 h < hash function of Lemma [2.5| with p = 1/n® and 0 = s = O(logn) ;
3 Measure O (Riota1) MESs in the computational basis and record the binary representation of

the outcomes in Si,...,S4R,... ;
// 4Riota seeds of length s for the hash function h
4 For i =1 — Rigtal
> Preprocessing phase
5 HMA <— h34i73 (MA) ;
Hy « hsy, (MB) ;
Hpp < hg,,_, (PA) ;

Hyp « hs, (PB) ;

® N o
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Algorithm 3: Main algorithm (Alice’s side, cont. from previous page)

9
10 Send

(HMAJMA,H%,E%,HPAJPA,H;;glgé) ;
11 Receive

(H;\%vg/]\’/ﬁpH;\JBv /]\/[BvH;’;‘Avgll’pj/leH;DBv /PB>;
12 Preprocess;

13 if Itertype # SIM then
14 Send msg;
15 Receive msg';

// messages are communicated alternately

> Case i.A
16 if Itertype = MD and RewindFxtend = R then
17 L rewindMD;

> Case i.B
18 else if Itertype = MD and RewindFExtend = E then
19 | extendMD;

> Case ii.A

20 else if Itertype = MES and NewMetaA = C then
21 L return;

> Case ii.B
22 else if Itertype = MES and NewMetaA = 0 then

23 L syncMES;

> Case iii.A
24 else if Itertype = PD and RewindEzrtend = R then

25 L rewindPD;

> Case iii.B
26 else if Itertype = PD and RewindEztend = E then

27 L extendPD:;

// Classical data are synchronized
> Case iv

28 else

29 L simulate.

30 return Main algorithm;
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Algorithm 4: Preprocess (Alice’s side)

Input:
HMA,EMA, H o Uy Hpa, Epa, PB,EPB

MA EMA HMngMB’HN 5 HPB? PB

FullMA, MB FullPA PB qMA

Output: (Itertype, RewindExtend, NewMetaA, FullMA, £y, NewMetaB, EMB, msg)

[any

if (Hua, Hypp) = (He—, Hyyp) and baya = £'— = (10 = Oy =i — 1 then
L Compute 4575

N

> Processing metadata

> Case i.A
3 if (HMA’HI\/JVB’EMA’KA?/B) 75 (H’ HMB,EIN /MB) then
4 Itertype <— MD;
5 RewindFExtend <+ R;
6 NewMetaA + C;
7 FullMA «+ (FullMA, NewMetaA);
8 msg < dummy message of length r;
> Case i.B
9 else if (fpya <i—1) or (E% <i-— 1) then
10 Itertype <— MD;
11 RewindFExtend < E;
12 NewMetaA + C;
13 FullMA < (FullMA, NewMetaA);
14 if {y;4 <i—1 then
15 L msg < encodeMD (FullMA [€pa + 1, a4 + 2)); // Encode MD in X"
16 else
17 L msg < dummy message of length r;

> Comparing number of used MES blocks
> Case ii.A
18 else if qua > q;7 then
19 Ttertype <+ MES;
20 NewMetaA + C;
21 FullMA < (FullMA, NewMetaA);
22 Cpa < Lya + 1;
23 NewMetaB <+ 0;
24 MB «+ (]\/479 NewMetaB);
25 Ui Ui + 1
26 msg — dummy message of length r;
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Algorithm 4: Preprocess (Alice’s side, cont. from previous page)

> Case ii.B
26 else if gya < ¢ then
27 Itertype <+ MES;
28 NewMetaA + 0;
29 FullMA «+ (FullMA, NewMetaA);
30 Cpa < Lya + 1

31 NewMetaB + C;

32 MB «+ (]\A[B, NewMetaB);

KA//TB — 61\’/}13 +1;

34 msg < dummy message of length r;

33

> Processing Pauli data
> Case iii.A
35 else if (HPA,HFB,EPA,EFB) 4 (Hﬁ,H}DB,Eﬁ,E}B) then
36 Ttertype < PD;
37 RewindFExtend <+ R;
38 NewMetaA + C;
39 FullMA «+ (FullMA, NewMetaA);
40 Crpa < Lya + 1

41 NewMetaB + C;
42 MB + (]\A[B, NewMetaB);
43 KA//TB — 61\,/}13 +1;

44 msg < dummy message of length r;

> Case iii.B
a5 else if ({pg < 3qpa-7) or (Elg‘é <3455 7") then
46 Itertype < PD;
47 RewindFExtend <+ E;
48 NewMetaA + C;
49 FullMA «+ (FullMA, NewMetaA);
50 Cpa < Lya + 1;

51 NewMetaB « C;

52 MB «+ (MVB, NewMetaB);

Eﬁé — 61\’/[79 + 1;

54 if /pg < 3qpa - T then

55 L msg < FullPA [lpa + 1,0ps + 7]

53
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Algorithm 4: Preprocess (Alice’s side, cont. from previous page)

56 else
57 Ttertype < SIM;
58 computejointstate;

59 FullMA = (FullMA, NewMetaA);
60 Cppa < Lya + 1

61 MB «+ (]\A[B NeJJ\ZI?taB);

62 € 5 lm + 1

63 return Preprocess,

> Processing joint quantum state
> Case iv

Algorithm 5: rewindMD (Alice’s side)

l—~ A —

Input: (HMA>€MA’H MB’ MA MA’

MB’

Higp, Cyp)

Promise: (HMA7 MB,EMA, MB # H/ HMB’ ‘€/~ KMB)

Output: (KMA,EMB)
1 1f€MA7é€~ or {i— #EMB then

2 if ¢ >€’~ then
3 LZ\?A <—1\ng—1‘
4 1f€ >€ Bthen
LEMBeé
6 else
if HMA#H then
8 LEM/M—EMA—I
9 if H - #HMB then
10 L ZN Al — 1

11 return rewindMD:;
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Algorithm 6: extendMD (Alice’s side)

Input: (EMA,K%,]\YE, msg’,i)
Promise: (HMA,H%,KMA,K%) = (H;m,HMB,Km,E’]\/[B),
bya<i—1 or €%<z’—l.
Output: (KMA,]\A/./E?,K%)
1 if {4 <i—1 then
2 | Lyalya+2;
3 else if {4 =i — 1 then
| laa < Lya+ 1
5 if€%<i—1then
6 MB [6%4—1,6%—1—2} + decodeMD (msg’); // decode MD from X"
T Ui Ui + 2
8 else if E% =1 — 1 then
9 MB «+ (Z\?E,C);
0 | €A7[/B<—€%—|—l;

11 return extendMD;

Algorithm 7: syncMES (Alice’s side)

Input: (FullPA, qpa)
Promise: (HMA, HM/B,ZMA,E%> - (H;m Hiyp, U + 1,6y + 1),
Cya =Lz =1, qua < 4355
Output: g4, NewPauliA, FullPA
1 Recall that A’B’C’ are the registers that are used to generate the joint quantum state of the
protocol being simulated, and C” is the communication register;
2 Let E1Es--- E,. be the r registers with Alice containing halves of the block of » MESs with
indices in the interval (quma -7, (gma +1) - 7] ;
3 Teleport C’ using Ey; then teleport Es using E3, E4 using Es, and so on (i.e., teleport Ej
using F;;1 for even j € [r — 2]), and then store E, in register C’ ;
// See Section for the rationale, and Bob’s analogue of this step
Store the teleportation measurement outcomes in m € X7;
NewPauliA < (m,0",0");
FullPA + (FullPA, NewPauliA);
qma < qua +1;
return syncMES;

® N O o
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Algorithm 8: rewindPD (Alice’s side)

fuy

Input: (HPA,EPA,H;,E,KPB, S K’PA H};B,K’PB)

Promise: (HMA, H%, ZMA,EMB) =

bya =Ly =i

Output: (ﬁpA, Zlgé>

if {py # E’N or {5z # lpp then

2 if /py > K then

3 LEPAFKPA—T

4 if €~ > (/o then
5 t EN —lop—
6 else

. /

7 if Hpy # Hﬁl then
8 LEPAFEPA_T'
9 if Ho- #HPB then
10 L €~ oy —

11

return rewindPD;

! !/ / /
(H'— Hyp: O + 1,65 +1)
— —~ __ . ! ! / /
y qMA = qMB ; (HPA’HPB’KPA’EPB> 7& (H’PT47HPB)E’PSI“47EPB)‘

Algorithm 9: extendPD (Alice’s side)

N =

w

4

[

Input: (fPA,f;jB7 PB, qua, Q5 mSQ')
Promise: (HMA, MB,EMAJMB) (H' Hiyg U + 1,0 B+1) ,

bya =Ly =i

s aMA = Q55 5 (HPa, PB,EPA,KPB

Lpa < 3qpua-r oOr f~<3qMB

'“PB
if pg < 3qpa - r then

LEPAFKPA-FT"
if €~ <3¢y - T then

Output: (EpA,PB o )

LPB[€%+1.€13§+7’} +— msg'’;

Elgé%glgé—l—r;

return extendPD;

= (HL, Hpp, 0 U )
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Algorithm 10: Computejointstate (Alice’s side)

Input: (FullMA, MB, FullPA, 1379)
ise: — R / ! / /
Promlse. (HMA,HMB’EMA7€MB) — (Hm’HMB’ m’KMB)7
oy o N ) = / / / /
ZMA - Z]\43 =1 1 y qMA = qMB7 (HPA’HPB’gpA’ng) - (HPNA7HPB> A’ PB)7
KPAIE%JZ:?)(]MA'T’, EEE;ZK/PBZSQM“B'T'
Output: (JSIA, JS24 . NewMetaA, NewMetaB, Block, RewindExtend, Pcopr, PCorr)
Compute JS14;
Compute JS24;

Compute NewMetaA;
Compute RewindEztend;

Compute NewMetaB;
Compute Block;
Compute Pcorr;

N N

@ =N O wm

Compute Z/DEOJH;

// Refer to Sections , to see how these variables are computed

9 return Computejointstate;

Algorithm 11: simulate (Alice’s side)

Input: (qMA, FullPA, (pa, PB, {5, RewindEutend, NewMetaA, Block, Peor:, FCV)

Promise: (HMA,H%,EMA,E%,(JMA) = (H;V[Z’ H;MB,E’M74 + 1,85+ 1,qA7[/B>,
a = Lo = 1, (HPA,HP,E,KPA,EEE) - (Hﬁ,H}B,%,%B),
Cpa =Llpp = 3qma -7
Output: (FullPA,EpA7FE,EJ;B)
Continue the simulation of the input protocol according to Block, NewMetaA and Pcopy;
Record all teleportation measurement outcomes in «;
Record all received Bob’s teleportation measurement outcomes in 3;
NewPauliA < (o, B, Pcorr);
FullPA + (FullPA, NewPauliA);
lpg < Lpy + 3r;

NewPauliB (5, a, FJ/OH);
PB « (PB, NeMMB);
9 lop < o + 31
10 qmA < qua + 1
11 return simulate;

S Rk W N =

N1

®
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3.5 Analysis

In order to show the correctness of the above algorithm, we condition on some view of the metadata
and Pauli data, i.e., FullMA, MA, MA FullMB, MB, MB FullPA, PA, PA FullPB, PB and PB.
We define a potentlal function ® as

def
® = &g + dyp + Ppp
where ®\p and ®pp measure the correctness of the two parties’ current estimate of each other’s
metadata and Pauli data, respectively, and ®q measures the progress in reproducing the joint state
of the input protocol. We define

mdf L the length of the longest prefix where MA and MA agree; (13)
mdy 4l the length of the longest prefix where MB and MB agree; (14)
_ def
md, = max{lya, i} — mdy; (15)
_ def
mdg = max{lyp, {73} — md; (16)
ef | 1 N
pdj{ def L; X the length of the longest prefix where PA and PA agree]; (17)
ef | 1 N
di def L; x the length of the longest prefix where PB and PB agree]; (18)
_def 1 +
pdy = ;max{épA,ﬁg;l} — pdy; (19)
_def 1
pdg = - max{/pp, {55} — pd;. (20)
Also, recall that
g 4 the number of good unitary blocks in JS2, (21)
b % the number of bad unitary blocks in JS2, and (22)
def
u = |qua — qusl, (23)

with g4 and ¢psp the number of non-C iterations for Alice and Bob, respectively.

Now we are ready to define the components of the potential function. At the end of the i-th
iteration, we let

Qq Clifg—b—5u (24)
Oyp © mdl — 3mdy + md — 3mdg — 2, (25)
Oppy L pdA — pdy + pdf; — pdy — 3qma — 3qus, (26)
o ®q + Pvmp + Ppp. (27)

where g, b and and u are defined in Egs. , , and .
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Lemma 3.4. Throughout the algorithm, it holds that

o Oyip < 0 with equality if and only if Alice and Bob have full knowledge of each other’s metadata,
i.e., mdf = mdg =14 and md, = mdg = 0.

o Opp < 0 with equality if and only if Alice and Bob have full knowledge of each other’s Pauli
data, i.e., pdj{ = 3qMm4, pdg = 3qup and pdy = pdz = 0.

Proof. The first statement follows from the property that md}, mdg < i, and the second statement
holds since de < 3quma and pdg < 3quB- ]

Note that if g—b—wu > n/2r, the noiseless protocol embedding described in Sectionm guarantees
that not only is the correct final state of the original protocol produced and swapped into the safe
registers A, B and C, but also they remain untouched by the bad and ugly blocks of the simulation.
Therefore, by Lemma [3.4] for successful simulation of an n-round protocol it suffices to have
® > n/2r, at the end of the simulation.

The main result of this section is the following;:

Theorem 3.1 (Restated). Consider any n-round alternating communication protocol I1 in the
teleportation-based model, communicating messages over a moiseless channel with an alphabet % of
bit-size © (logn). Algom'thm@ s a computationally efficient coding scheme which given 11, simulates
it with probability at least 1 — 270" over any fully adversarial error channel with alphabet ¥ and
error rate €. The simulation uses n (1 + O (\/€)) rounds of communication, and therefore achieves
a communication rate of 1 — © (\/€). Furthermore. the computational complexity of the coding
operations is O (n?).

Proof Outline. We prove that any iteration without an error or hash collision increases the
potential by at least one while any iteration with error or hash collision reduces the potential by
at most some fixed constant. As in Ref. [Haeld], with very high probability the number of hash

collisions is at most O(ne), the same order of magnitude as the number of errors, therefore negligible.

Finally, our choice of the total number of iterations, Riota def [n/2r 4+ kne| (for a sufficiently large

constant k), guarantees an overall potential increase of at least n/2r. As explained above, this
suffices to prove successful simulation of the input protocol.

Lemma 3.5. Fach iteration of the Main Algorithm (Algom'thm@ without a hash collision or error
increases the potential ® by at least 1.

Proof. Note that in an iteration with no error or hash collision, Alice and Bob agree on the iteration
type. Moreover, if Itertype = MD or PD (Case i or iii), they also agree on whether they extend or
rewind the data (the subcase A or B), and if Itertype = MES (Case ii), then exactly one of them
is in Case A and the other one is in Case B. We analyze the potential function in each of the cases,
keeping in mind that we only encounter Case ii or later cases once the metadata of the two parties
are consistent and of full length, and similarly, that we encounter Case iv once the parties have
used the same number of MESs and the Pauli data with the two parties are consistent and of full
length. Lemma guarantees that ®yp becomes 0 on entering Case ii, and that ®yp = ®pp =0
on entering Case iv.
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Alice and Bob are in Case i.A:

— ®pp and P stay the same.

— ¢ increases by 1.

— mdi{ and mdg stay the same.

— None of md, and mdy increases, and at least one decreases by 1.
Therefore, ®\p increases at least by 3 — 2 = 1, and so does ®.
Alice and Bob are in Case i.B:

— ®pp and P stay the same.
— ¢ increases by 1.
— md, and mdg stay at 0.

— At least one of £y4 or £)p is smaller than ¢ — 1; If only £);4 < ¢ — 1, then mdj{ increases
by 2, and de by 1. The case where only £yp < ¢ — 1 is similar. If both are smaller than
i — 1, then de and mdg both increase by 2.

Therefore, ®yp increases by at least 3 — 2 = 1, and so does P.
Alice is in Case ii.A, Bob is in Case ii.B:
— &y p stays at 0.
— qupB increases by 1.
— qMA, pd]:, pdy, pdg, pdg all stay the same.
— ¢ remains the same, b increases by at most 1, and u decreases by 1.

Therefore, ®q increases by at least 5 — 1 = 4, and ®pp decreases by 3. So ® increases by at
least 1.

Alice is in Case ii.B, Bob is in Case ii.A: This case is similar to the above one.
Alice and Bob are in Case iii.A

— Pyip stays at 0, and ®q stays the same

— de, pdE, qma and qpp stay the same.

— None of pd, and pdy increases, and at least one decreases by 1.
Therefore, ®pp increases by at least 1, and so does ®.
Alice and Bob are in Case iii.B

— Pyip stays at 0, and ®q stays the same.

— pdy, pdg stay at 0, and g4, qup stay the same.

— At least one of the following holds: £pg < 3qua - 7, in which case pdj{ increases by
1 (otherwise it remains unchanged), or pp < 3qup - 7, and then pdE increases by 1
(otherwise it remains unchanged).

Therefore, ®pp increases by at least 1, and so does ®.
Alice and Bob are in Case iv

— ®yp and Ppp stay at 0.
— u stays at 0

— Either g stays the same and b decreases by 1 (when b # 0) or b stays at 0 and g increases
by 1.
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Therefore, ®q increases by 1, and so does ®.

Hence @ increases at least by 1 for each iteration of the algorithm without a hash collision or error.

O

Lemma 3.6. FEach iterations of Algorithm[3, regardless of the number of hash collisions and errors,
decreases the potential ® by at most 45.

Proof. At each step, ¢ increases by 1 while, in the worst case, g, mdj{,mdg, de and pdg decrease
by at most 1, b, u, g4 and qpp increase by at most 1, md, and mdy increase by at most 3 and
pd, and pdg increase by at most 4. Hence, ®q, ®\p and ®pp decrease at most by 7, 22, and 16,
respectively. So in total, ¢ decreases by at most 45. O

The following lemma is from [Hael4].

Lemma 3.7. The number of iterations of Algorithm [3 suffering from a hash collision is at most
6ne with probability at least 1 — 2-9(en),

Proof of Theorem : Let Riotal = [5=| 4 368ne. The total number of iterations is less than 2n,
so the total number of iterations with an error is at most 2ne. By Lemma with probability
at least 1 — 279(") the number of iterations with a hash collision is at most 6ne. Therefore, by
Lemma in the remaining Riotal — 8ne = [ | + 360ne iterations, the potential  increases by at
least one. The potential decreases only when there is an error or hash collision and it decreases by
at most 45. So at the end of the simulation, we have

g—b—u>®qg>d> Riga — 8ne — 45 X 8ne > %
Hence the simulation is successful. Furthermore, note that the of amount communication in each
iteration is independent of the iteration type and is always 2r + ©(1) symbols: in every iteration
each party sends ©(1) symbols to communicate the hash values and the lengths of the metadata
and Pauli data in line 9 of Algorithm [3} each party sends another r symbols, either in line 13 of
Algorithm [3], if Itertype # SIM or in Algorithm [1] to communicate the teleportation measurement
outcomes. So the total number of communicated symbols is

n

Riona - (2 -+ ©(1)) = ([

14 0(ne) ) (2r + ©(1)) = n(1 + O(v2), (25)

as claimed. O
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4 Recycling-based protocol via quantum channel with large alpha-
bet

4.1 Overview
4.1.1 Teleportation is inapplicable

Switching from the teleportation-based model to the plain quantum model, suppose we are given
a protocol Il using noiseless quantum communication, and we are asked to provide a protocol
IT" using noisy quantum channels under the strongly adversarial model described earlier. In the
absence of free entanglement, how can we protect quantum data from leaking to the environment
without incurring a non-negligible overhead? First, note that some form of protection is necessary,
as discussed in Section Second, teleportation would be too expensive to use, since it incurs an
overhead of at least 3: we have to pay for the MES as well as the classical communication required.

Surprisingly, an old and relatively unknown idea called the Quantum Vernam Cipher (QVC) [Leu02]
turns out to be a perfect alternative method to protect quantum data with negligible overhead as
the noise rate approaches 0.

4.1.2 Quantum Vernam Cipher (QVC)

Suppose Alice and Bob share two copies of MESs, each over two d-dimensional systems. For Alice to
send a message to Bob, she applies a controlled-X operation with her half of the first MES as control,
and the message as the target. She applies a controlled-Z operation from her half of the second
MES to the message. When Bob receives the message, he reverses the controlled operations using
his halves of the MESs. The operations are similar for the opposite direction of communication. A
detailed description is provided in Section [2.5.2

QVC is designed so that given access to an authenticated classical channel from Alice to Bob, Bob
can determine and correct any error in the transmission of the quantum message. This can simply
be done by measuring Z! type changes to one half of the two MES. They can also run QVC many
times to send multiple messages and determine the errors in a large block using a method called
“random hashing”, and recycle the MESs if the error rate (as defined in our adversarial model) is low.
This is a crucial property of QVC and leads to one of the earliest (quantum) key recycling results
known. What makes QVC particularly suitable for our problem is that encoding and decoding are
performed message-wise, while error detection can be done in large blocks, and entanglement can
be recycled if no error is detected. It may thus be viewed as a natural quantum generalization to
Haeupler’s consistency checks.

As an aside, in Appendix E of Ref. [Leu02], the relative merits of teleportation and QVC were
compared (those are the only two ciphers with complete quantum reliability), and it was determined
that entanglement generation over an insecure noisy quantum channel followed by teleportation is
more entanglement efficient than QVC with entanglement recycling in some test settings. However,
this difference vanishes for low noise. Furthermore, the comparison assumes authenticated noiseless
classical communication to be free. QVC requires an amount of classical communication for the
consistency checks which vanishes with the noise parameter (but this cost was not a concern in that
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study). Furthermore, QVC was also proposed as an authentication scheme, but the requirement for
interaction to authenticate and to recycle the key or entanglement was considered a disadvantage,
compared to non-interactive schemes. (Those are only efficient for large block length, and cannot
identify the error when one is detected. So, these authentication schemes are inapplicable). We
thus provide renewed insight into QVC when interaction is natural (while it is considered expensive
in many other settings).

4.1.3 Entanglement recycling and adaptations of QVC for the current problem

In the current scenario, we have neither free MESs nor an authenticated classical channel. Instead,
Alice and Bob start the protocol by distributing the MESs they need, using a high rate quantum error
correcting code over the low-noise channel. Then, they run the input protocol II as is over the noisy
channel, while frequently checking for errors by performing quantum hashing [BDSW96, [Leu02],
using the same noisy quantum channel instead of an authenticated classical channel. If they detect
an inconsistency, assuming that the errors are most likely recent, they measure a small block of
MESSs in the recent past to determine the errors. They continue this process until they get matching
quantum hash values indicating (with constant probability) that they have located and identified all
the errors and the remaining MESs can be recycled and reused to encrypt the messages. Frequent
quantum hashing allows Alice and Bob to boost their confidence about recyclability of the earlier
MESs and reuse MESs in a cyclic way. Note that for successful simulation it is crucial to ensure
that the recycled MESs are indeed not corrupted and that Alice and Bob recycle the same sequence
of MESs. One of our main contributions in this section is developing a framework for recycling
entanglement in a communication efficient way. We show that entanglement generation of O (n+/€)
MESs, where n is the length of the input protocol II and € is the noise parameter, is sufficient to
last through the whole simulation.

4.1.4 Framework

As in the case of the teleportation-based protocols, due to transmission errors and collisions, Alice
and Bob do not necessarily always agree on their actions in the simulation. Therefore, in every
iteration both parties need to obtain a global view of the history of the simulation so far to correctly
decide their next actions. They achieve this goal by maintaining a similar data structure as in the
teleportation-based case. The data structure now contains additional information to keep track of
their measurements, which Alice and Bob use in the recycling process.

4.1.5 Additional out-of-sync problems

Due to transmission errors introduced by the adversary, Alice and Bob may get out of sync in QVC.
In such a scenario, the QVC operations are performed by only one party and the quantum data
intended to be sent to the other party leaks into the MES registers used to encrypt the messages.
Furthermore, the parties may not agree on the subset of MESs they have already measured when
they perform quantum hashing. As we will explain in Section [£.3.4] in the worst case, this can
further lead to the leakage of the quantum data into all the MES registers involved in the quantum
hashing procedure.
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We show that, surprisingly, once again the quantum data can be recovered once Alice and Bob
reconcile the differences in the data structure developed for the task. This is in spite of the fact
that there is no reason to expect out-of-sync QVC to be sufficient to protect the quantum data
from leaking to the environment when encoding and decoding operations are performed incorrectly
and quantum data is sent via the noisy quantum channel.

4.2 Result

Our main result in the plain quantum model with polynomial-size communication alphabet is
the simulation of an n-round noiseless communication protocol over a fully adversarial channel of
error-rate € defined in Section 2.1.2

Theorem 4.1. Consider any n-round alternating communication protocol I1 in the plain quantum
model, communicating messages over a noiseless channel with an alphabet X of bit-size © (logn).
Algorithm is a quantum coding scheme which given I, simulates it with probability at least
1—2799) over any fully adversarial error channel with alphabet X and error rate €. The simulation
uses n (1 + O (y/€)) rounds of communication, and therefore achieves a communication rate of

1-0 (Vo).

4.3 Description of Protocol
4.3.1 General Description

Our simulation of noiseless protocols in the plain quantum model of communication proceeds
using the same idea of running O (1) rounds of the input protocol as is, while checking if the
adversary has corrupted the communication during the previous iterations and if necessary, actively
rewinding the simulation to correct errors. The quantum messages are protected using QVC against
corruptions by the adversary. In order to detect potential transmission errors, the MES pairs
used as the key in QVC may be measured after each communication round. The measurement
outcomes may be stored and later on compared to obtain the error syndrome. Therefore, using a
data structure similar to the one introduced in the previous section, one can obtain a coding scheme
for simulating any protocol in the plain quantum model. However, this approach is not efficient
in using the entanglement. Recall that in the plain quantum model, the parties do not pre-share
any entanglement, hence they need to establish the shared MESs through extra communication.
Rather than measuring the MES pairs immediately after each round of communication, we use the
quantum hashing procedure described in Section to check whether any transmission error
has occurred so far. Note that if Alice and Bob detect an error, they need to determine the error
and eventually actively rewind the simulation to correct it and resume the simulation from there.
However, similar to the teleportation-based protocol, due to transmission errors Alice and Bob
may not always agree on how they proceed with the simulation in every iteration. Thus, in every
iteration before taking further actions, each party needs to know the actions of the other party so
far. More accurately, they first need to obtain a global view of their joint quantum state. Alice
and Bob locally maintain a similar data structure as in the teleportation-based protocol containing
metadata and Pauli data, which needs to be synchronized in the algorithm. They first need to
ensure they have full knowledge of each other’s metadata. Then similar to the teleportation-based
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case, in order to avoid out-of-sync scenarios in communication using QVC, it is crucial for them
to synchronize the number of MESs they have used (see Section . We denote by gévc and
Egvc, the number of blocks of MES pairs used by Alice and Bob, respectively. After ensuring
gégvc = Egvc (to the best of their knowledge), they compare their quantum hash values to check for
errors. Note that quantum hashing does not indicate in which round of communication the error
has occurred. If the hash values do not match, they measure the last block of MES pairs which has
not gained as much trust as the older blocks through quantum hashing. This effectively collapses
the adversary’s action on this block to Pauli errors. The effective errors can be determined jointly
from the measurement outcomes, which are recorded by Alice and Bob as part of their local Pauli
data. Otherwise, if the hashes do match, then Alice and Bob synchronize their Pauli data. Note
that similar to the teleportation-based protocol, the Pauli corrections performed by Alice and Bob
are also recorded as part of the Pauli data. Together with the metadata, this gives Alice and Bob
all the information they need to compute their estimate of the current joint state. Hence, they can
determine how to proceed with the simulation next.

Recycling entanglement and recycling data. An important complication arising in simula-
tion of protocols in the plain quantum model is that in order to achieve the simulation rate of
1 — ©(y/€), we cannot afford to access a new MES pair in every round of communication using
QVC. This is where we use a crucial property of QVC, namely the key recycling property. Note
that in communication using QVC if no error occurs on the message then the pair of MESs used
will remain intact, hence they can be recycled and used in later rounds. Otherwise, at some point
Alice and Bob need to measure the MES pair to get the error syndrome, in which case the pair
cannot be recycled. By performing quantum hashing regularly and carefully keeping track of the
measured MES blocks, Alice and Bob can recycle MES pairs as needed and run the simulation by
establishing a smaller number of MESs at the beginning of the protocol.

In order to correctly simulate the input protocol we need to ensure that the recycling is successful
in every iteration, namely that the same sequences of MES blocks are recycled by the two parties
and that they are indeed not corrupted when being recycled. Note that if the two parties reuse
an MES pair which has been corrupted due to an earlier transmission error in QVC, then even if
Alice and Bob detect the error and measure the MES pair, they have no way of knowing whether
the error has occurred the last time the MES pair were used or in an earlier round. Moreover, if a
block of MES pairs has been locally measured by only one party, say Alice, then the other party,
Bob, needs to measure the block and avoid this block when encrypting future messages using QVC.

In order to achieve successful recycling, we modify the metadata so that it contains additional
information to keep track of each party’s measurements. Alice maintains a string RA € {S,M}*,
where each M symbol corresponds to a measured MES block and S is used for an MES block still
in superposition. In each iteration, Alice finds the next reusable MES block, records the index of
the block in a string, IndexA, of recycled MESs and concatenates RA with a new S symbol. The
string IndexA serves as Alice’s queue of reusable MES blocks. Moreover, if she measures an MES
block in the current iteration, she changes the corresponding S symbol in RA to M. Similarly, Bob
maintains the strings RB and IndexB. Note that the recycled MES blocks are not necessarily reused
immediately or even in the same iteration by the two parties.

Alice and Bob need to ensure that the strings RA and RB are the same. Using her full-length
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estimate MB of Bob’s metadata FullMB, Alice computes an estimate RB of RB. Note that if
MB = FullMB then RB = RB. Similarly, Bob computes his estimate RA of RA from his full-length
estimate MA of Alice’s metadata FullMA. After synchronizing their metadata and ensuring that
they have used the same number of MES blocks, they synchronize their recycling data. Alice
recycles MES blocks using RA and IndexA and Bob using RB and IndexB. Frequent hashing of
the metadata allows them to be highly confident that their recycling data agree in a sufficiently
long prefix. Furthermore, quantum hashing ensures that with high probability all the recycled MES
blocks are indeed reusable.

Note that the synchronization of the recycling data is slightly different from the synchronization of
the metadata and the Pauli data. For the latter, Alice and Bob just need to know each other’s local
data, i.e., Alice needs to know FullMB and FullPB and Bob needs to know FullMA and FullPA
and the corresponding data need not be the same. Whereas for the recycling data, Alice and Bob
need to learn each other’s data and match them, i.e., they need to ensure RA = RB.

Entanglement distribution. At the outset of the simulation, Alice and Bob use the Robust
Entanglement Distribution protocol (Algorithm [1)) introduced in Section[2.3]to share ©(n+/€) copies
of the MES |¢0’0>, defined in Definition The shared MESs are used as follows:

e O (ny/e) MESs are used in pairs to serve as the key for encryption of messages using QVC.
They are divided into Lgovc = © (ne) blocks of 2r MES pairs, where r = @(ﬁ) In each
block the MES pairs are implicitly numbered from 1 to 2r. The odd-numbered pairs are used
in QVC to send messages from Alice to Bob and the even-numbered pairs are used to send

messages from Bob to Alice.
e O(ny/e) MESs are reserved to be used in quantum hashing.

e The remaining O(n./¢) MESs are measured in the computational basis by both parties to
obtain a common random string to be used as the seed for classical and quantum hashing.

We show that with the limited error budget of the adversary, the ©(n\/e) MESs established at the
beginning of simulation are sufficient to successfully simulate the input protocol. This allows us to
achieve a simulation rate of 1 — ©(/e).

4.3.2 Quantum Hashing

By performing local measurements on the MES pairs used as the keys for encrypting the messages in
QVC and comparing the measurement outcomes on both sides, one can extract the error syndrome
corresponding to the corruptions introduced over the noisy communication channel. As explained in
the previous subsection, although this allows the two parties to detect errors immediately, it is not
efficient for our application. In Subsection we introduced an error detection procedure which
allows the parties to check for corruptions when QVC is used over several rounds of communication
to send multiple messages at the cost of losing only one MES which is measured at the end. However,
this error detection procedure is not directly useful in our application since the adversary can always
choose the corruptions in a way that makes it impossible for Alice and Bob to detect errors; see
subsection Instead, Alice and Bob use the quantum hashing procedure described below to
check whether there is an undetected error. To avoid the adversary from hiding her corruptions
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Figure 6: These figures represent the blocks of MES pairs at different stages of the protocol.
To simplify the figure, we represent each block by a single MES. Note that these are used in a
circular pattern, corresponding to recycling some of the previously used blocks of MES pairs. Those
depicted as circles are assumed to be good and usable for QVC, those depicted by squares have
been measured already in order to extract the error syndrome. Figure (a) represent the MES blocks
at the beginning of the protocol, when none have been measured. Figure (b) represents them when
Alice and Bob agree on which ones have been measured and have used the same amount of them
for QVC, which is the desired state. Figure (c) represents a situation when Alice and Bob have
gotten out-of-sync, e.g., Alice has measured some blocks that Bob has not (and maybe used QVC
more often than Bob). They then work to get back in sync before resuming the simulation.

from the detection procedure above, Alice and Bob choose a random subset of the MESs and try
to detect errors in this subset rather than all MESs used in QVC. More precisely, quantum hashing
involves the following steps in our algorithm. At the beginning of the i-th iteration, Alice and
Bob pick a fresh MES serving as the control system used in the error detection procedure. Recall
that Alice and Bob locally maintain the strings IndexA and IndexB, respectively, corresponding
to their recycled MES blocks. Alice uses the shared randomness established at the outset of the
protocol to choose a random subset of the MES registers contained in the blocks specified by
IndexA {z —t+1: ﬁgvc}, for t € © (ne). Using her recycling data RA, she locally determines the
MESs in this random subset which she has not measured already. She performs her operations
in the detection procedure described in Subsection [2.5.2] only on these MESs. Bob does the same
locally, based on IndexB and RB. Alice and Bob store their measurement outcomes in QHA
and QHB, respectively, and exchange the values. We prove that except with exponentially small
probability, recycling is successful throughout the execution of the algorithm. Therefore we can
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assume InderA = IndexB in every iteration. But RA and RB do not necessarily match in every
iteration. Therefore, in some iterations, Alice and Bob may perform the quantum hashing on
different subsets of the MESs. Moreover, if the two parties are not synchronized in the number
of MES blocks they have used , they might perform quantum hashing on an MES that is only
used by one party but not the other. We discuss these out-of-sync quantum hashing scenarios in

Subsection 4341

Alice and Bob compare their quantum hash values only when they believe they have full knowledge
of each other’s metadata, have used the same number of MES blocks and agree on their recycling
data. If they get the same hash values, they assume no error has occurred. Otherwise, they believe
they have detected an error. Note that similar to all other types of data that are communicated
over the noisy channel, the quantum hash values may get corrupted by the adversary. We say a
quantum hash collision has occurred in an iteration only when recycling has been successful so far,
Alice and Bob are indeed synchronized in their metadata, the number of MES blocks they have
used and their recycling data and QHA = QHB despite the fact that there are non-measured MES
blocks in the last ¢t blocks of IndexA = IndexB, which are not in the |¢0’0>®4r state.

The following lemma shows that in every iteration of the algorithm, assuming successful recycling
up to that point, the probability of a quantum hash collision is at most 1/2.

Lemma 4.2. Let m € N and k = ky ...k, € {0,1,...,d — 1}"™. Suppose that Alice and Bob
0,0 0,k
share the states |¢ >AoBo |0 1>AlBl e

{0,1}™, interpreted as a subset of [m]. Alice and Bob apply c¢-Xa,4, and c-Xp,p,, for alli € S.
Then they apply the quantum Fourier transform operator F and its inverse FT on Ay and By,
respectively. They measure the registers in the computational basis with outcomes QHA and QHB,
respectively. Then for k = 0™, independent of the random variable S, we have

POk and a random variable S distributed over
AnB

mPm

Pr[QHA = QHB] =1 .

Moreover, for uniformly random S, for all k # 0™, we have

Pr[QHA = QHB] < % i
Proof. Let S = 5155...S5;,. By Lemma the state in register AgBy before the measurements is
(Fort) - Xiisk) = (Fz- LSk @ Ft) [600) = (P2 25 ShF 0 1) [¢00)

- (X‘ 2ty Siki g ]1) ‘¢070> — ‘¢— Z?Llsiki70> :

where the first and the last equality follow from Definition 2.2} the second equality holds by
Proposition and the fact that F = FT. The third equality follows from Proposition Hence

Pr[QHA = QHB] = Pr[Y" Sik; =0 mod d|

If £ = 0™ then the above probability equals 1. Suppose that k is non-zero in a non-empty subset J
of coordinates in [m]. Consider the set Z of all s € {0,1}"™ such that Y s;k; =0 mod d. Note that
the minimum Hamming distance of elements of Z restricted to J is at least 2, since otherwise there
exists j € J such that d divides k;, contradicting k; € [d —1]. Fix j € J and let e; € {0,1}" be
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the string which is 1 in the j-th coordinate and zero everywhere else. For every s € Z, the string
s+ e; is not in Z. Therefore, |Z| < 2™~ and for S uniformly distributed over {0,1}™ we have

Pr|}" Siki =0 mod d| < %

Note that the above bound is tight when |J| = 1. Finally, by Lemma the state in the registers
A1 By, ..., Ay, B, remains unchanged. O

In order to reduce the collision probability to a smaller constant, quantum hashing may be repeated
for a constant number of times in every iteration with fresh control MESs and independent random
subsets S.

Classical seeds needed for quantum hashing. Alice and Bob perform quantum hashing and
communicate the hash values in every iteration but they only compare their hash values in a subset
of iterations. We choose to do so in order to avoid the two parties from getting out-of-sync on
which MES register to use in quantum hashing. As the hashing procedure only consumes a constant
number of MESs in each iteration, the total number of MESs used in quantum hashing in the entire
simulation is © (Ryota1) = © (n4/€), and they constitute a constant fraction of the MESs distributed
at the outset of the protocol; see Subsection [£.3.1] On the other hand, generating independent
© (rt)-bit seeds, with r € © (1/1/€) and t € © (ne), for each of the Ry, iterations would require
O (n26) bits of shared randomness. The shared randomness is obtained by measuring a fraction of
the MESs established at the beginning of the algorithm. Even in the large-alphabet case, sharing
C] (n2e) bits of randomness would require too much communication.

To circumvent this obstacle Alice and Bob start with a smaller number of i.i.d. random bits and
extend them to a much longer pseudo-random string. In more detail, they measure © (n./¢) MESs
in the computational basis and record the binary representation of the outcomes in R’. Then they
each use the deterministic algorithm of Lemma with § = 2_@(”‘/g), to obtain a shared J-biased
string R’ of length © (rtRyota1) = © (n%€). The following lemma bounds the collision probability
when instead of a uniformly random seed, a J-biased seed is used in quantum hashing. Note that
in our application of Lemma we have m = O (rt) = O (n\/e).

Lemma 4.3. Suppose that the random variable S in Lemma[4.3 is 6-biased. Then for all k # 0™,
we have

Pr[QHA = QHB] < % +2m/%5

Proof. Let U denote the uniform distribution on {0,1}™ and Z be the subset of all s € {0,1}"
such that > s;k; = 0 mod d. By Propositions [2.8 and we have

1 1
U(2) = S(D)| < 5IU = Sy < 5 x 22U = S|l < 2725 .
Therefore, by Lemma we have

1
Pr[QHA = QHB] = Pr[>" Sik; =0 mod d| = $(2) < 5 +2m%
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4.3.3 Out-of-Sync Quantum Vernam Cipher

Consider the scenario where Alice, based on her view of the simulation so far, implements a +1
block, while Bob believes their classical data are not consistent and therefore implements a C
iteration. Alice simulates a block of the input protocol II while using the next block of MES pairs
in the queue IndezxA to encrypt her messages using QVC. At the same time, Bob tries to reconcile
the inconsistency through classical communication and does not send his messages using QVC.
In this scenario, they also interpret the messages they receive incorrectly. Alice believes Bob is
also encrypting his messages using QVC and she applies QVC decoding operations and her Pauli
corrections on Bob’s messages. Moreover, she potentially applies unitary operations of the input
protocol on her local registers. Meanwhile, Bob treats Alice’s messages as classical information
about the data he believes they need to synchronize. More importantly, since he does not perform
the QVC operations (decoding operations in odd rounds and encoding operations in even rounds)
on his side, in each round the corresponding MES pair becomes entangled with the message register.
So crucial information for continuing the simulation spreads to multiple registers. Moreover, this
scenario could continue for several iterations. Nonetheless, we provide a simple way to redirect the
quantum information back to the ABC registers, while effectively reducing this type of error to
corruptions introduced in the joint state due to transmission errors by the adversary. Once reduced
to such errors, Alice and Bob can actively rewind the incorrect part of the simulation and resume
from there.

As explained earlier, the first step for Alice and Bob is to ensure they have full knowledge of each
other’s metadata. Once they both achieve this goal, they discover the discrepancy in the number
of MES blocks they have used. Suppose Bob has used fewer blocks of MES pairs than Alice, i.e.,
Bévc > ggvc and he discovers this at the beginning of the i-th iteration. Let E1F> ... Ey. be the
registers with Bob containing halves of the 4r MESs in the first MES block that Alice has used,
say in the ¢'-th iteration, but Bob has not so far. Note that in iteration i/, Alice has used the MES
pairs corresponding to E1FEs, EsFg, ..., Ey._3FE4-—9 on her side to encrypt quantum information
using QVC and she has performed QVC decoding operations on Bob’s messages and her marginal
of MES pairs corresponding to FsEy4, E7Es, ..., E4y_1F-. In the i-th iteration, Alice and Bob
both send dummy messages to each other. Let Cy,Cs,...,C, denote the r message registers sent
from Alice to Bob after communication over the noisy channel. For every j € [r], upon receiving
C}, Bob applies QVC decoding operations on C; and Ey;_3FE4; 2, and then applies QVC encoding
operations on C; and Fy;_1E4;, i.e., he applies

—1 -1
(D)0, Xy, ie, (XT) o (27,

and then he discards the message register C;. The effect of these operations is the same as if Alice
and Bob had both used the MES block in sync, i.e., in the i'-th iteration, except the following also
happened independently of channel error:

1. Alice’s messages in the i'-th iteration were replaced by C1,...,C, and Bob applied his QVC
decoding operations on these dummy messages rather than the messages Alice intended to
communicate,

2. the unitary operations used by Bob on the registers BC' were all identity, and
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3. Bob’s messages were replaced by his messages of the ’-th iteration and Alice’s QVC decoding
operations were applied on these (classical) messages.

The above procedure redirects the quantum information leaked to the MES registers back to the
ABC registers, while introducing errors which act exactly the same as transmission errors introduced
by the adversary. As in the case of corruptions by the adversary, once Alice and Bob measure
the MES block, the error collapses to a Pauli error which can be determined by comparing the
measurement outcomes by Alice and Bob. We choose to perform the measurements at the end of
the i-th iteration, rather than leaving the algorithm to detect the error through quantum hashing
(as in the case of transmission errors).

4.3.4 Out-of-Sync Quantum Hashing

Consider the scenario in which Alice and Bob have used the same number of MES blocks for
communication using QVC but have measured different subsets of MES blocks. Suppose that
when they perform quantum hashing, the random subset of MESs they choose contains an MES in
registers Aj By, which has been measured by only one party, say Alice. Let VA Vg be the registers
used as the control registers by Alice and Bob in quantum hashing. Alice and Bob compare their
quantum hash values only if they believe they have measured the same subset of MES blocks.
Therefore, if they compare their hash values in this iteration, it is due to a transmission error
or a metadata hash collision. Note that in this scenario Bob applies a controlled-X operation
on the partially measured MES, while Alice who has measured her marginal does not. Since A
is already measured by Alice, after Bob’s controlled-X operation the registers A;B; do not get
entangled with VAVg. However, the state in the Vi Vp registers will be mapped to ]d)o’a>, for a
random a € {0,1,...,d — 1} corresponding to Alice’s measurement outcome. This (quite probably)
results in Alice and Bob taking incorrect actions from which they can recover once they realize the
inconsistency in their classical data. The algorithm is designed to ensure that the register B is
measured by Bob and Ay B; is not reused by the two parties in future iterations. Moreover, Bob’s
controlled-X operation does not change the outcome of his measurement on B;. This ensures that
Alice and Bob can correctly learn any potential error on the message register in the corresponding
communication round once they learn each other’s Pauli data.

A subtler scenario occurs when Alice and Bob perform quantum hashing when they have used
different numbers of MES blocks. Suppose that ngc > 68\107 i.e., Alice has used more MES blocks
and the random subset of MESs they choose for quantum hashing contains an MES which has been
only used on Alice’s side. As explained in the previous section, when QVC operations are performed
only on one side, the MES pair used as the key becomes entangled with the message register and
the quantum information in the message register leaks to these MESs. In the above scenario, once
quantum hashing is done the information leaks into the additional MES used in hashing. Since
the same MES register is used as the control system when applying the ¢-X operations on all the
MESs in the random subset, the information may leak even further into those registers as well.
Surprisingly, the simple solution we provided to recover from out-of-sync QVC resolves this issue as
well. The first measure we need to take is to ensure quantum hashing is performed in a sequential
way on the MESs in the random subset, starting from the MES used earliest to the latest one. This
ensures that the states in the MES registers which have been used both by Alice and Bob do not
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get disturbed. However, the remaining MESs in the random subset become entangled with the
additional MES used in hashing and potentially each other. We need to ensure that these MES
registers are not reused in future iterations. Once the two parties synchronize their metadata and
realize that they are out of sync on the number of MESs they have used, Bob completes QVC
on his side as described in the previous section and immediately measures his marginal of the
MES block. This ensures that he will never reuse this block in future iterations. The algorithm
is designed so that by the time Alice needs to decide whether to recycle this MES block or not,
she will have measured her marginal of the MES registers. We prove that except with probability
2-0(n¢) recycling is successful in all iterations and such a block of MES registers is never recycled.

Despite the fact that quantum hashing is performed before Bob completes the QVC operations
on his side, this procedure has the same effect as if Bob had completed QVC before the quantum
hashing was performed. To understand this phenomenon, consider the following simpler scenario.
Suppose that Alice and Bob share 3 copies of the MES ](bO’U) in registers A1 By, AsBs and Va V3.
Alice uses the MES pair in registers A1 B; and A3 Bs as the key to encrypt a message in register C
using QVC and sends the message register to Bob. Suppose that the adversary applies the Pauli
error X*ZY on the message register for some a,b € {0,1,...,d — 1}. Now suppose that before Bob
applies his QVC decoding operations, Alice applies ¢-X on Vi A1 with V being the control system.
Then their joint state is

(X7, 0 (27 (@ XDya, (X2°) | (2) gy (X)

’¢0,0> ¢0,0> ¢070>A232 )¢

Note that (c-X)y, 4, commutes with Bob’s QVC decoding operation (c¢-Z) 4, (¢-X) 4, Therefore,
by Equation their joint state is given by

VaVB A1 By

¢0,b> ¢0,—a>

Note that VAVg and A1 B are entangled as a result of the controlled-X operation. Nevertheless,
Alice and Bob still extract the correct error syndrome when they measure A;, As and Bi, Bo,
respectively, and compare their measurement outcomes, as if Bob’s QVC decoding operations were
performed before Alice’s (c-X)y, 4, operation. This is due to the fact that the error on the message
register is reflected in the MES pair as phase errors and the phase error in each MES can still be
detected correctly by local measurements in the Fourier basis even after the controlled-X operation
is applied. In the out-of-sync quantum hashing scenario described above a similar effect occurs.
Finally, note that when Alice and Bob do not agree on the number of MES blocks they have used,
they do not compare their quantum hash values unless a transmission error or a meta data hash
collision occurs.

(cX)y, a, (X2") [6°0) )

VaVe A1By Ao Bs

4.3.5 First representation of the joint quantum state

As in Section [3.3] we start by introducing a first representation of the joint state, denoted JS1, which
in turn is simplified into a more informative representation. This latter representation, denoted
JS2, is the representation which Alice and Bob need to compute correctly in order to make progress
in simulation of the input protocol IT and decide their next action in II'. Recall that due to the
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recycling of MESs, each block of MES pairs may be used multiple times to encrypt messages using
QVC. The representations JS1 and JS2 defined below are valid only if the recycling has been
successful so far in II', namely that Alice and Bob have recycled the same blocks of MES registers
and that these registers were indeed in the |¢0’0> state when recycled. We prove that except with
probability 279 the recycling is successful throughout the algorithm.

Recall that in the adversarial noise model, the adversary Eve can introduce arbitrary errors on the
quantum communication register C’ that passes through her hand subject to the constraints given
by Eq. and Eq. . Furthermore, as explained in Section the algorithm is designed so
that once the two parties agree on the number of blocks of MES pairs they have used, the error in
the joint state due to out-of-sync QVC in any iteration is translated to a transmission error on the
message registers, as if the MES blocks were used in sync and transmission errors were introduced
by the adversary. We emphasize that in both cases, the error on the message register is a mixture
of linear combinations of Pauli errors and once Alice and Bob measure a block of MES pairs to
extract (part of) the syndrome, the error on the corresponding message register collapses to a Pauli
error. Then the joint state can be written in terms of a new mixture of linear combinations of Pauli
errors conditioned on the measurement outcomes, which are recorded in the Pauli data by the two
parties. To simplify the joint state representation and the analysis of the algorithm, without loss of
generality, we focus on a fixed but arbitrary error syndrome in any such linear combination of Pauli
errors arising in the simulation protocol II'. We prove the correctness of the algorithm for any such
error syndrome which by linearity implies the correctness of the algorithm against any adversary
defined in Section Let E € Pg,y be a Pauli error with wt (E) < en/. In the remainder of this
section, we assume E is the error introduced by the adversary into the n’ communicated qudits in
IT.

We first define the representations JS1 and JS2 after ¢ iterations of the algorithm in the case
when the two parties have used the same number of blocks of MES pairs, i.e., ESVC = Egvc- In
Subsection we explain how these representations are modified when Alice and Bob are out of
sync in the number of MES blocks they have used.

We sketch how to obtain JS1 from FullMA, FullMB, FullPA and FullPB, when the error syndrome is
given by W € (22)*. Recall that when ESVC = 58\/07 there is a one-to-one correspondence between
the state of each MES register and the Pauli error on the message register in the corresponding
communication round. Therefore, in order to simplify the representations, without introducing any
ambiguity, we omit the MES registers from the representations JS1 and JS2. The first representation
JS1 of the joint state after ¢ iterations (when egvc = ngc) is given by

JS1 = [#l8ye] -+ [#2][¥1] [thine) A POFR, (29)

where |@/Jinit>ABCER is the initial state of the original input protocol Il and the content of each

bracket is described below. The j-th bracket corresponds to the j-th block of MES pairs which
have been used by both Alice and Bob and contains from right to left r iterations of the following:

Alice’s unitary operation -

Pauli error on Alice’s message -

Bob’s Pauli correction - Bob’s unitary operation -
Pauli error on Bob’s message -

Alice’s Pauli correction.

54



Similar to the teleporation-based protocol, we allow for an additional unitary operation by Alice on
the far left when she implements a block of type —1. Using the same rules described in Section [3.3.6
in each bracket, the block of unitary operations of the input protocol II applied by Alice (if any)
and her block type (£1 or 0) can be computed from FullMA. Moreover, her Pauli corrections are
recorded in FullPA and the block of FullPA containing these Pauli corrections can be located using
FullMA. Recall that each block of FullPA may correspond to two different types of iterations: when
Alice measures a block of MES pairs to extract the error syndrome she concatenates FullPA with a
new block containing her measurement outcomes (with no Pauli corrections), whereas in iterations
in which she communicates using QVC, she may apply Pauli corrections in between and records
the Pauli corrections in FullPA. Therefore, FullMA may be used to distinguish these two different
types of blocks and locate the corresponding Pauli corrections in FullPA. Similarly, in each bracket,
the block of unitary operations of II applied by Bob, his block type and his Pauli corrections are
obtained from FullMB and FullPB. Finally, in JS1, the Pauli errors on the messages in each bracket

2rXQve defined below.

The communication in each iteration of the algorithm has two parts. In the first part, the parties
use a constant number of rounds to communicate the pointers and hash values. Any transmission
error introduced by the adversary on these messages only affects the actions of the two parties in the
current and future iterations, which will be recorded in the metadata and Pauli data and reflected
in the joint state representation. The second part involves 2r rounds of communication, in which
either classical information is communicated (e.g., to reconcile inconsistencies in the data structures)
or QVC is used to communicate quantum information (on one side or both). Transmission errors on
these messages can directly modify the joint state and need to be separately taken into account in
the joint state representation. Let W' = W{W;... Wy denote the error syndrome corresponding
to the restriction of F to these messages over the Riota iterations of the algorithm, where each WJ’

are specified in terms of the error syndrome W = W1 Ws ... Wf%vc € (22)

is a string in (22)% representing a Pauli error on 2r qudits. For every j € [ﬁévc}, if the j-th block
of MES pairs has been used in sync on both sides, say in iteration j', we let W; = VVJ{,. Otherwise,
the j-th block of MES pairs has been used out of sync and we define W; to be the error syndrome
arising on the message registers in the corresponding communication rounds due to the remedial
actions the parties take to recover from the out-of-sync QVC; see Section for more details.
Each W; € (EQ)W specifies the 2r Pauli errors in the j-th bracket from the right.

Note that in order to compute the representation JS1, one needs to know FullMA, FullMB, FullPA,
FullPB and W. This information is not necessarily available to Alice and Bob at any point during
the simulation. In fact, We use the representation in order to analyze the progress in the simulation.
Alice and Bob compute their best guess for JS1 based on their estimate of each other’s classical
data. They only compute their estimates of JS1 when they believe that they have full knowledge of
each other’s metadata and Pauli data, fully agree on the recycling data, have used the same number
of MES blocks and have measured all blocks of MES pairs which were corrupted in communication
using QVC or due to out-of-sync QVC.

Alice’s estimate JS14 of JS1 is of the same form as in Equation , except she uses her best
guess of FullMB and FullPB in the above procedure. Moreover, the string W in JS1 is replaced by

A
WA =WH. .. WZ} € (ZQ)WXEQVC computed by Alice as follows. For every j € [Eévc}v
QVC

e if RA[j] =S, then she sets WjA = (02)%. Recall that when Alice computes JS14, she believes
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that they have used the same number of MES blocks and have both already measured all
blocks of MES pairs which were corrupted in communication using QVC. Therefore, in Alice’s
view the remaining rounds of communication using QVC have not been corrupted.

e Otherwise, RA[j] = RB[j] = M, i.., Alice has measured the corresponding block of MES
pairs and believes Bob has measured them as well. Using FullMA and MB, Alice locates
the corresponding measurement outcomes in FullPA and PB and sets W]A to be the error
syndrome obtained from the measurement outcomes.

Note that if Alice computes JS14 in an iteration with no transmission errors or hash collisions, then
the computed representation JS14 is indeed equal to JS1. Bob computes JS1B similarly based on
his best estimate of FullMA and FullPA.

4.3.6 Second representation of the joint quantum state

The representation JS2 is obtained from JS1 as follows. In JS1, starting from the rightmost
bracket, we recursively try to cancel consecutive brackets if their contents correspond to inverse
of one another. Once no further such cancellation is possible, what we are left with is the J52
representation, which is of the following form (when févc = Egvc):

JS2 = [#b] - [#U[Ugr - Uty 1yrs2Utg-1yr1a] -+~ [Ur - - UaUs] [thimie) *BOER (30)

where ¢ is the largest integer such that the concatenation of the first g brackets starting from the
right equals the sequence Uy,,...,Us, U of unitary operations of II. As in Section we refer
to these brackets as the “good” blocks, and the remaining b brackets which need to be actively
rewound are called the “bad” blocks.

Once the parties have synchronized their classical data (to the best of their knowledge) as described
earlier, they have all the information they need to compute their best guesses JS1* and JS1B of
JS1. Using the same procedure described above, from JS14 Alice computes her estimate JS24 of
JS2. Similarly, Bob computes JS2B from JS1B. Note that the two parties may have different views
of their joint state, based on which they decide how to further evolve the state in II'. The rules by
which Alice and Bob decide their respective types (&1 or 0) for the next block in IT'; and which
blocks of unitary operations of II (if any) are involved, are the same as the teleportation-based
protocol; see Section [3.3.6

4.3.7 Representation of the joint state while out-of-sync

We now define the representations JS1 and JS2 in the case when ESVC #* Egvc. Note that in this
case similar to the teleportation-based protocol, conditioned on the classical data with Alice and
Bob and a fixed error syndrome W' by the adversary, JS1 and JS2 represent a pure state. However,
in addition to the ABCER registers we need to include the MES blocks which have been used by
only one party. Let u def Mévc — ngd. For concreteness suppose that ngc > Egvc- Then the
JS1 representation is of the following form:

JS1 = [*gévc] o [*55\/0] - [%2][1] [himie) ABOER (31)
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The content of the first ngc brackets from the right corresponding to the MES blocks which have
been used by both parties are obtained as described in Subsection The leftmost u brackets,
correspond to the MES blocks which have been used only by Alice. We refer to these blocks as the
ugly blocks. These brackets contain Alice’s unitary operations from the input protocol II, her Pauli
correction operations and QVC encoding and decoding operations, as well as all the MES registers
involved in these iterations which remain untouched on Bob’s side.

The representation JS2 is obtained from JS1 as follows: We denote by [Qu] - - - [@1] the leftmost u
brackets corresponding to the ugly blocks. We use the procedure described in Subsection on
the rightmost egvc brackets in JS1 to obtain JS2 of the following form:

782 = [@u] - [@U[#b] - - [#1)[Ugr - - Ug-1yrp2Ug-yra] - - [Ur -+ UsUn] [huie) 77 (32)

for some non-negative integers g and b, which we refer to as the number of good blocks and the
number of bad blocks in JS2 representation, respectively. We point out that Alice and Bob do
not compute their estimates of JS1 and JS2 unless, based on their view of the simulation so far,
they believe that they have used the same number of MES blocks. Therefore, whenever computed,
JS1A, JS1B and JS24,JS2B are always of the forms described in Subsections [4.3.5 and [4.3.6]
respectively. Note that Alice and Bob can realize that Eévc % ﬁgvc by learning each other’s meta
data. Then if they do as described in Subsection if no error or collision occurs, they will
reduce the number of ugly blocks in JS2 by one.

4.3.8 Constant collision probability for classical hashing suffices

As in the teleportation-based algorithm, in our algorithm in the plain model the hash function
of Lemma [2.5] is used to check for inconsistencies in the classical data maintained by Alice and
Bob. Recall that in Section [3] the collision probability p for the hash function h of Lemma is
chosen to be 1/poly(n). The output of the hash function is of length 0o = © <log %) = O(logn) bits.
Therefore, in the large-alphabet case the hash values corresponding to the classical data can be
communicated using only a constant number of rounds. However, in the small-alphabet case, using
a logarithmic number of rounds to communicate the hash values leads to a vanishing simulation
rate. In our algorithm in this section, we use the hash family of Lemma [2.5| with a constant collision
probability and show that p = © (1) suffices to keep the number of hash collisions low. We address
this issue in the simpler large-alphabet setting to simplify the proof in the small-alphabet case at
the conceptual level.

Following Haeupler [Hael4], we circumvent the barrier explained above using the observation that
hashing only makes one-sided errors. In other words, collision only occurs when the data to be
compared are not equal, which in turn is a result of corruptions by the adversary. As the error
budget of the adversary is bounded by 2ne, one would expect the total number of rounds in which
the classical data being compared are not equal to be bounded by © (ne). In fact, this allows us to
have a constant collision probability while keeping the number of hash collisions in the same order
as the number of transmission errors.

57



4.3.9 Summary of main steps

In Algorithm we summarize the outline of the steps which are followed by Alice and Bob in
the simulation. Note that since synchronizing recycling data creates new Pauli data, we choose
to do this step before synchronizing the Pauli data. Similar to the teleportation-based case, the
algorithm is designed so that unless there is a transmission error or a hash collision in comparing a
given type of data, Alice and Bob will simultaneously go down these steps while never returning to
a previous step. This in fact is a crucial property used in the analysis of the algorithm.

Algorithm 12: Main steps in one iteration of the simulation for the large alphabet recycling-
based model

1 Agree on the history of the simulation contained in metadata, i.e., ensure FullMA = MA and
PullMB = MB. This involves Algorithm [5| rewindMD and Algorithm [6] extendMD.
2 Synchronize the number of MES blocks used in QVC, in particular, ensure ZSVC = ngc and

Egvc = ESVC. This is done via Algorithm E»Q-syncM ES.

3 Agree on the measurement pointers and the recycling data up to the pointers, in particular,
ensure ({pa, RA[l : lral) = (f}jg,}fﬁé [1 : Eg;gD and
(Ugp, RB[1: lpp]) = ([1::4, RA [1 : E’RZD This involves Algorithm rewindRD.

4 Ensure no undetected quantum error from earlier rounds exists. This is done by ensuring
QHA = QHB and involves Algorithm 20| —measuresyndrome.

5 Ensure fp4q = ngc and fgrp = ngc. This is achieveil/ia Algorithm extendRD.

Agree on Pauli data, in particular, ensure FullPA = PA and FullPB = PB. This is done via

Algorithm 22}—Q-rewindPD and Algorithm [23}—-Q-extendPD.

7 Compute the best guess for JS1 and JS2. If there are any “bad” blocks in the guess for JS2,
reverse the last bad block of unitary operations. I.e., implement quantum rewinding so
that b= 0 in JS2. This is done in Algorithm [25}—Q-simulate.

8 If no “bad” blocks remain, implement the next block of rounds of the original protocol. This
results in an increase in g in JS2, and is also done through Algorithm 25}—Q-simulate.

(=]

Note that although in step 1 we use the same algorithms for synchronizing the metadata as in the
teleportation-based case (rewindMD and extendMD), the alphabet over which the metadata strings
are defined are now different (see Subsection [£.4.1)). The algorithms mentioned in the remaining
step are presented in the next section. Figure [7] summarizes the main steps in flowchart form.

4.4 Algorithm

For each subroutine, we list all the global variables accessed by the subroutine as the Input at
the beginning of the subroutine. Whenever applicable, the relation between the variables when the
subroutine is called is stated as the Promise and the global variables which are modified by the
subroutine are listed as the Output.
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Figure 7: Flowchart of the recycling-based scheme for high rate noisy interactive quantum commu-

nication.

4.4.1 Data structure

Alice and Bob maintain a data structure obtained by modifying the one introduced in Section [3.4.1
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e Metadata: The metadata now contain new symbols corresponding to recycling operations
and error detection measurements. In every iteration NewMetaA € {£1,0,C,0gp, M, C'}
specifies Alice’s action in the current iteration. Similar to the teleportation-based algorithm,
in an iteration with NewMetaA = C, Alice does not access the quantum registers and if
NewMetaA € {£1,0}, then the unitary operators of the original protocol applied locally by
Alice in the current iteration have exponent NewMetaA. If NewMetaA = M Alice measures
the block of MES registers specified by her measurement pointer and moves the pointer back
by 1. NewMetaA = C' corresponds to a classical iteration for Alice in which she just moves
her measurement pointer forward by 1. Finally, in an iteration with NewMetaA = Ogp, Alice
completes QVC on her side as explained in Section[4.3.3] The notation Ogp is used to emphasize
that similar to an iteration with NewMetaA = 0 no unitary operator of the original protocol
is applied by Alice, but she measures the block of MES registers at the end of the iteration
for error detection.

Alice records her metadata in FullMA which is concatenated with NewMetaA in each iteration
and has length i at the end of the i-th iteration. Similar to the teleportation-based algorithm,
Alice maintains a string MB as an estimate of Bob’s metadata, which is not necessarily full-
length. The length of MB is denoted by £;=. Alice also maintains {4, her estimate for

the length of ]\7;1, which is with Bob. MA is defined as the prefix of FullMA of length £,

ie., MA 4 puliva [1:¢pr4]. When MA appears in any of the algorithms in this section, it

is implicitly computed by Alice from FullMA and fj;4. We denote by gévc the number of
iterations in which Alice has performed QVC so far. Note that Egvc can be computed from
FullMA and is equal to the number of +1, 0, Ogp symbols in FullMA. Bob’s local metadata
variables are defined similarly.

e Recycling data: Quantum recycling data are used to decide whether a block of MES pairs
can be reused for communication using QVC. The recycling data alphabet consists of the
symbol M corresponding to a measured block of MES pairs and the symbol S, used for a block
of MES pairs still in superposition. Alice records her recycling data in a string RA, which is
also computable from FullMA. Alice maintains a queue, IndexA, of indices corresponding to
recycled MES blocks to be reused in QVC. In every iteration, NextMESIndexA holds the index
of the recycled MES block by Alice and the string IndexA is concatenated with the index. If no
such index exits in an iteration, it is assigned the value L and the protocol aborts. £neztmEsa
is a pointer on RA and IndezA used by Alice in the recycling process. In every iteration, Alice
moves this pointer to the next S symbol in RA (if it exists) and records the value of IndexA
in this coordinate into NextMESIndexA. Alice also maintains a measurement pointer, g4,
which specifies the block of MES pairs to be measured in iterations with NewMetaA = M.
The measurement pointers serve as reference points up to which Alice and Bob compare their
recycling data in each iteration. The pointer {4 can stay the same or move backward or
forward by 1 and can be computed from FullMA. In every iteration, if the protocol does not
abort, RA is concatenated with an S symbol corresponding to the recycled MES block and if
an MES block is measured the corresponding element of RA is changed from S to M. Bob’s
recycling data variables are defined similarly. Alice computes RB and {grp as her estimate of
Bob’s BB and (pp, respectively, based on her full-length estimate MB of FullMB. Note that
if MB = FullMB then Alice’s estimates of Bob’s recycling data are correct.

e Pauli data: In any iteration, new Pauli data is generated on Alice’s side if and only if she
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measures a block of MES pairs or performs QVC locally. NewPauliA has three parts: If a block
of r MES pairs is measured locally by Alice in the current iteration then the measurement
outcome, (mq,mz) € L4 is recorded in the first two parts of NewPauliA, and the third part
contains 12", corresponding to no Pauli corrections. Otherwise, if Alice performs QVC then
12" is recorded in each of the first two parts and the third part similar to the teleportation-based
protocol specifies the Pauli corrections.

Alice records her Pauli data in FullPA. Starting from the empty string, FullPA is concatenated
with NewPauliA whenever Alice measures an MES block or performs QVC. She maintains a
string PB as an estimate of Bob’s Pauli data. The length of PB is denoted by E Alice

also maintains £p4, her estimate for the length of PA which is with Bob. PA denotes the

prefix of FullPA of length £py, i.e., PA 4t pui1pA [1:¢ps]. When PA appears in any of the

algorithms in this section, it is imphc1tly computed by Alice from FullPA and ¢psy. We define

N def | FullPA| /6r. Note that g4 can be computed from FullMA. Alice computes her
estimate ¢ of qyp using her full-length estimate MB of FullMB. Bob’s Pauli data variables
are defined similarly.

e As in Section [3, we use H with different variables as subscript to represent hash values, e.g.,
Hprq represents a hash value corresponding to MA. We use QHA and QHB to represent
quantum hash values. The data variables with a superscript / denote the received data after
transmission over the noisy channel, e.g., ¢,;5 denotes what Alice receives when Bob sends
LyB.

e The variable Itertype takes two new values: RD corresponding to recycling data synchronization
and QH corresponding to an iteration in which the received quantum hash value does not
match the locally computed quantum hash value.

Finally, Lqoyc denotes the total number of MES blocks to be used as the keys in QVC.

Remark 4.4. We point out an additional subtlety in interpreting the Pauli data by the two parties.
Recall that when Alice and Bob compute their estimates of the joint state, they use the metadata
to locate in the Pauli data, the measurement outcomes for each block of measured MES pairs.
However, due to transmission errors or collisions, it is possible to have an inconsistency between the
metadata and the Pauli data. For instance, MA may indicate that a specific block of PA contains
the measurement outcomes on an MES block, whereas it actually has 1%" in the first two parts and
corresponds to an iteration in which Alice has performed QVC. In any such scenario, Alice and
Bob interpret the 1 symbols as 0 and compute the joint state. This most likely introduces new
errors on the joint state from which Alice and Bob can recover once they obtain a correct view of
the simulation.

4.4.2 Pseudo-codes

This section contains the pseudo-codes for the main algorithm and the subroutines that each party
runs locally in the simulation protocol.
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Algorithm 13: Q-Main (Alice’s side)

10
11

12

13

14

15

16
17
18

19

20

21
22

23
24

25
26

Input: n round protocol II in plain quantum model over polynomial-size alphabet 3
Q-Initialization;

For i =1 — Riotal

Recycle;
if NextMESIndexA =1 then
L Abort;
IndexA < (IndexA, NextMESIndexA);
RA + (RA,S);

> computing hash values
Hpya < hS4z‘73 (MA>;
H + hs,_, (MB);
Hpy + hg4i71 (PA);
Hi, « hs, (PB);

Quantum-hash;

Send
(HMA,KMA, H i Uy Hpa, Upas Hpg Usgs QHA> ;
Receive
!/ / !/ / ! / ! / /\ .
(Hma Ema HMB> MB> Hﬁ’gﬁi’ HPB? PB> QHB ) )
Q-Preprocess; > Determining iteration type
if Itertype # SIM then
Send msg;
Receive msg';
// messages are communicated alternately
> Case i.A
if Itertype = MD and RewindFExtend = R then
L rewindMD;
> Case i.B
else if Itertype = MD and RewindExtend = E then
L extendMD;
> Case ii.A
else if Itertype = MES and NewMetaA = C then
L return,;
> Case ii.B

else if Itertype = MES and NewMetaA = Ogp then
| Q-syncMES;
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Algorithm 13: Q-Main (Alice’s side, cont. from previous page)

27

> Case iii
28 else if Itertype = RD and RewindEzxtend = R then

29 L rewindRD;

> Case iv
30 else if Itertype = QH then
31 L measuresyndrome;

> Case v
32 else if Itertype = RD and RewindExtend = E then
33 L extendRD;

> Case vi.A
34 else if Itertype = PD and RewindEztend = R then
35 L rewindPD;

> Case vi.B
36 else if Itertype = PD and RewindFxtend = E then
37 L extendPD:;

> Case vii
38 else
39 L Q-Simulate;

40 return Q-Main;

Algorithm 14: Q-Preprocess (Alice’s side)

Input:
H;MA,{MAa%@7{%7?PA7€PA7%§1§7€FB7 QHA,
PullMA, 63yc, MB, RA, {pa, FullPA, PB

Output: (Itertype, RewindExtend, NewMetaA, FullMA, ly4, Ne;_]\\JEfaB, ]\A[B, E%, msg)

1 if (HMA,HAZZ/: (H;\%HMB) and aa = 0~ = (i = lyyp =i — 1 then
2 Compute égvc, RB, lgp, 457
> Processing Metadata
> Case i.A
if (HMA,H%,EMA,K%) 4 (H;\%,HMB,E’A%,E’MB) then
Ttertype < MD;
RewindFExtend <+ R;
NewMetaA + C;
FullMA <+ (FullMA, NewMetaA);
msg < dummy message of length r;

o g o ok~ W
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Algorithm 14: Q-Preprocess (Alice’s side, cont. from previous page)

9
10
11
12
13
14
15

16
17

18
19
20
21
22

23

24

25
26

27
28
29
30
31

32

33

34
35

> Case i.B

else if ({4 <i—1) or (EATB <i— 1) then
Ttertype < MD;
RewindFExtend + E;
NewMetaA + C,;
FullMA <+ (FullMA, NewMetaA);
if {yr4 <i—1 then

L msg «— encodeMD (FullMA [Cpa + 1, €p4 + 2)); // Encode MD in X"

else
L msg < dummy message of length r;

> Comparing number of used MES blocks
> Case ii.A
else if gévc > Egvc then
Ttertype <+ MES;
NewMetaA + C;
FullMA «+ (FullMA, NewMetaA);
Lppa — Ly + 1,
NewMetaB < Ogp;
MB «+ (MB, NewMetaB);
El\f/l\é — g]\’/ffg + 1;
msg < dummy message of length r;

> Case ii.B

—~—

else if Egvc < Egvc then

Itertype < MES;

NewMetaA < Ogp;

FullMA <+ (FullMA, NewMetaA);
Cya < Lya + 1

NewMetaB + C;

MB + (ME, NewMetaB);

Ui L + 1

msg < dummy message of length r;
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Algorithm 14: Q-Preprocess (Alice’s side, cont. from previous page)

36

37
38

39
40

41

42

43

44

45
46

47
48
49
50
51
52

53
54
55
56
57

58

59

60
61

62
63
64
65
66
67
68
69

70
71

else if ((pa, RA[1: pa]) # ({gp, BB [1: (gp)) then
Itertype < RD;
RewindFExtend <+ R;

if lpa > E/RVB then
NewMetaA < M;

| NewMetaB < C;

Ise if lpy < KETB then
NewMetaA + C;

| NewMetaB < M;

else
NewMetaA <+ M;

| NeMaB — M;

FullMA «+ (FullMA, NewMetaA);
Cya < lua+ 15

MB «+ (]\A/[E, NewMetaB);

BA,/}/B — g]\,/fB + 1;

msg < dummy message of length r;

0

Ise if QHA # QHB' then
Ttertype + QH,
NewMetaA < M;
FullMA < (FullMA, NewMetaA);
Cpa < Lya + 1;
NewMetaB <+ M;
MB «+ (]\/ﬂ?, NeEAEQB);
f% — E]T/[TB + 1;
msg < dummy message of length r;

]

else if (p4 < EéVC then

Itertype < RD;

RewindFExtend + E;

NewMetaA < C';

FullMA «+ (FullMA, NewMetaA);
Cya < Lya + 1

NewMetaB < C';

MB « (]\7[3, NewMetaB);

€A7I/B — E]\//TB + 1;

msg < dummy message of length r;

o)
Q

> Processing recycling data
> Case iii

> Case iv

> Case v




Algorithm 14: Q-Preprocess (Alice’s side, cont. from previous page)

> Processing Pauli data
> Case vi.A
72 else if (HPA,HI;B,EPA,EJ;B) 4 (Hﬁ,H}DB,E%DZ,E’PB) then
73 Ttertype < PD;
74 RewindFExtend <+ R;
75 NewMetaA + C;
76 FullMA <+ (FullMA, NewMetaA);
77 Cpa < Lya + 1

78 NeMaB +— G

79 MB «+ (]\A[B, NewMetaB);

80 6% — K% +1;

81 msg < dummy message of length r;

> Case vi.B
82 else if ({py < 6qpa - 7T) Or (61373 < 6q575 - 7“) then
83 Itertype < PD;
84 RewindFExtend <+ E;
85 NewMetaA + C;
86 FullMA «+ (FullMA, NewMetaA);
87 Cppa — Lya + 1

88 NewMetaB + C;
89 MB + (MVB, NewMetaB);

90 EME(—E%+1;

91 if /pg < 6qp4 - T then
92 L msg < FullPA [lpa + 1,0pa + 7]

> Case vii
93 else

94 Q-Computejointstate;

95 Itertype < SIM;

96 FullMA = (FullMA, NewMetaA);

97 Cppa < Cya + 1

98 MB «+ (]\/ﬂ?, NEE]\WEQB);

99 +1;

L ‘s < s
100 return Q-Preprocess;
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Algorithm 15: Q-Initialization (Alice’s side)

1 Initialize
Lovc < © (ne) ;
r+0(1/Ve);
Riotal < [n/2r + @(ne)] ;
t < O (ne) ;
Caaas g Cras U €oves LRAS ENeatmmsa = 0 ;
FullMA, MB, FullPA, PB + () ;
RA «+ (S,...,S) of length ¢ ;
InderA + (LQVC —t+1,..., Lch) ;
// The indexing of the strings RA and InderA starts from —t+1

2 h < hash function of Lemma With p=06(1),0=06(1),s =0 (logn) ;

3 Robust Entanglement Distribution(© (n./¢)) ;

4 Reserve Lqyc - 4r MES pairs to be used as the keys in QVC ;

5 Reserve 10Riota1 MESs to be used in quantum hashing ;

6 Measure © (Riota1) MESs in the computational basis and record the binary representation of
the outcomes in S1, ..., S4R 0 ;

// 4Riota1 seeds of length s for the hash function h

7 Measure the remaining O (ny/¢) MESs in the computational basis and record the binary
representation of the outcomes in R’ ;

8 Extend R’ to a d-biased pseudo-random string R = Ry, ..., RioR,,,,, using the deterministic

algorithm of Lemma [2.10] where § = 27@(%) ;
// 10Riota seeds of length 4rt used in quantum hashing

9 return Q-Initialization;

Algorithm 16: Recycle (Alice’s side)

Input: (RA, IndexA, {NegiviEsA, 1)
Output: ({yemmresa, NextMESIndezA)

juy

if i < Lqgyc then // No recycling in first Lqyc iterations
L NextMESInderA < 1 ;

N

else

while (gNextMESA < ’L) and (RA [ZNethESA] = M) do

3

4 CNextMESA < CNextmESA + 1 ;

5

6 | INewtmpsa < CNestmEsA + 1 ;

7 if gNextMESA =4 then
8 L NextMESIndexA <1 ;

9 else
10 L NextMESIndexA < IndexA [{newnigsal ;

11 return Recycle;
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Algorithm 17: Quantum-hash (Alice’s side)

1

Output: QHA

QHA + 0 ;

Input: (RA, IndezA,i, R)

2 for k=1—10do

3

©

Choose a fresh MES from "Quantum Hash" category, and let F' denote the register
containing Alice’s half of the state;

for j=1— 4r (t + gévc —i) do // Hashing between blocks i —t+ 1 and ggvc
if RlOz—I—k [ ] =1land RA
t Apply (c-X)p 4, , Where b = 4r - IndexA {z —t+ Lfr” + (j mod 4r);

z—t+[4 }]#Mthen

Apply the Fourier transform operator on F', measure it in the computational basis and

record the outcome in qh;
| QHA «+ (QHA, qh);

return Quantum-hash;

4.5 Analysis

To simplify the analysis of the algorithm, without loss of generality, we assume that the error
introduced by the adversary on the n’ message registers in II' is a Pauli error of weight at most en’.
We prove the correctness of the algorithm for any such error syndrome, which by linearity implies
the correctness of the algorithm against any adversary defined in Section In order to track
the simulation progress and show the correctness of the algorithm, we condition on some view of
the local classical data recorded by Alice and Bob.

Similar to Section the analysis of Algorithm [13]is in terms of potential functions which measure
the correctness of the two players’ views of what has happened so far in the simulation and quantify
the progress in reproducing the joint state of the input protocol. We recall the following definitions
from Section [3.5

mdj{ 4 the length of the longest prefix where MA and MA agree;

mdg e the length of the longest prefix where MB and MB agree;

md, def max{lya, -} — mdy;

mdg def max{ﬁMB,ﬁm} — de;

1 N
{f X the length of the longest prefix where PA and PA agree];

— X the length of the longest prefix where PB and PB agree ;

max{ﬁpA, bt — pdf;

M—t\z\)—t '—

max{épB, 61379} — pdg.
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Algorithm 18: Q-syncMES (Alice’s side)

10
11

Input: (Indea:A, ESVC’ msq’, FullPA)

Promise: (HMA,H]%anAvE%) - (H;\Zl

——

Hpyp, € + 1,6 + 1),

byua =g =i 5 Love < Lova
Output: (févo NewPauliA, FuuPA)

Let Cjy be the communication register at the beginning of the current iteration (which is in
Alice’s possession) and for every j € [r], let C; denote the communication register
containing msg’(j), Bob’s j-th message in this iteration;

A A .

Let E1FEs - - - Ey4, be the registers with Alice containing halves of the 4r MESs in the block

indexed by IndezA [zgvc} ;

Apply
(C—Z)E2C0 (C_X)ElCo

For every j € [r — 1], upon receiving C; apply

1 1
(C_Z)E4j+2cj (C_X)E4j+1cj (C_X )134]-,10]- (C_Z )E4jC

Upon receiving C,. apply
(C_Xil)E4r—1Cr (C_Z71>E4r0r

// See Section for the rationale and Bob’s analogue of above steps
Apply the Fourier transform operator to Ey, Eo, - - , Fy4. and measure them in the
computational basis. Store the measurement outcomes in (my, ms) € £47;

RA [6yyc] < M

NewPauliA < (my,ma, L%7);
FullPA + (FullPA, NewPauliA);
return Q-syncMES;
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Algorithm 19: rewindRD (Alice’s side)

Input: (NewMetaA, RA, {4, IndexA, FullPA)

—_—~—

Promise: (HMA,H%,ZMA,E%,EQWC) - <H;%,HMB,£'A% + 1,00, + 1»53\/(:) ,

Cua =iy =i, (Cpa, RA[L: Cpa)) # (Cgp, BB [1: Lrp))
Output: (NewPauliA, FullPA, RA,lR4)
if NewMetaA =M and RA[{gra] =S then
Sequentially apply the Fourier transform operator to all the MESs in the block indexed
by IndexA [(ra] and measure them in the computational basis ;
Store the measurement outcomes in (my,ms) € X4;
NewPauliA <+ (my,mg, L%7);
FullPA <+ (FullPA, NewPauliA);
RA[lga] < M;

lpa < Lpa —1;
8 return rewindRD;

N =

[ L B N

~

Algorithm 20: measuresyndrome (Alice’s side)

Input: (RA,lga, IndexA, FullPA)
Promise: (HMA,H%,EMA,E%,ESVC) — <H;7A,Hm,zfm F1,00 + Mgm) ,

Cua =iy =i, (Cpa, RA[L: Cpa)) = (Cgp, BB [1: lpp)) , QHA # QHB'
Output: (NewPauliA, FullPA, RA,lR)

if RA[lga] =S then
Sequentially apply the Fourier transform operator to all the MESs in the block indexed
by IndexA [(ra] and measure them in the computational basis ;
Store the measurement outcomes in (my,ms) € X4;
NewPauliA <+ (my,mg, L%7);
FullPA <+ (FullPA, NewPauliA);
RA[lga] < M;

ERA < ERA —1
8 return measuresyndrome;

N =

[ B N

3

Algorithm 21: extendRD (Alice’s side)

Input: /4
Promise: (HMA,H%,EMA,E%,%VC) = (H;m,HMB,E’]% F 1,00, + L%vc) ,
Cua = =1, (Cra, RA[L: tpa]) = (Crp, RB[1: fgp) , QHA = QHE

Output: fry

1 lpa < lpa +1;
2 return extendRD;
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Algorithm 22: Q-rewindPD (Alice’s side)

Input: (HPA,sz,H];é,zpB,H;A e, H;DB,K’PB)
Promise: (HMA, MB’EMA’EMB’KQVC) (H/ HMBvEI +1,7 B—i—l,ﬁgvc) ,
Cyia =Ly =i, (Cpa, RA[L: Cra)) = (frp, RB [1 :lrs]) , QHA = QHB'
_ pA _ P
KRA - ‘eQVC ’ <HPA7HPBV€PA7£PB) 7é <H;’5;17H}’Ba‘€/j5"’47elPB)
Output: (€pA,€};B,)
if {pa # 5’1374 or {5z # Upp then

[u=y

2 if {py >€/ﬁ’4 then
3 LEPA%EPA_T'
4 1f€ >€PB then
LEPBFK
6 else
if Hpy # H~ then
8 LEPA%KPA_T
9 if HPB7éHPB then
10 LKPB%K

11 return Q-rewindPD;

Algorithm 23: Q-extendPD (Alice’s side)

IHPUt: (EPAaéjg\E?]/SEv QMAaq]g/Bv msy,)

Promise: (HMA, MB’KMA’gMB’EQVC) (H’ JHyg, U A—i—l,E’MB—l-l,ﬁgVC) ,
Coia =iy =i, (Cpa, RA[L: Cpa)) = (Cgp, BB [1: fgp) , QHA = QHB'
ERA = ESVC ) (HPAa %7£PA7€1’3\B) = (Hiﬁga-H}’Bagl’ﬁgvg%B) )
Ipy < 6qupa-T oOr €~ < 6qMB

Output: (EpA,PB o )

' “PB
if lpsy < 6qpa - T then

L lpa < Lpg+;
if EN <O6qym-T then
4 L PB[€~+1.€~+T} +— msg';

N =

w

Usg < lop 15

(S}

6 return Q—extendPD;
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Algorithm 24: Q-computejointstate (Alice’s side)

Input: (FuuMA, MB, RA, FullPA, ﬁ?)

—

Promise: (HMA, MB’KMA’KMB’KQVC) (H’ H}VIB,EN EMB7€QVC> ,
Ca =Ll =i—1, (tra, RA[L: £pa]) = (Crp, BB [1: (np|) , QHA = QHB'
_ pA — — ) =
KRA - eQVC ) (HPAaHP37£PA7£PB) - (Hé‘A7H}’Baelj§A7elPB)a
Cpa = 6quma -1, lsy = 6q57 - T,
Output: (JSIA, JS24, NewMetaA, NewMetaB, Block, RewindExtend, Pcopr, 138;)

1 Compute JS14;
Compute JS24;
Compute NewMetaA,;
Compute Nezﬁe/taB;
Compute RewindEztend;
Compute Block;
Compute Pcorr;

«w N

("SRR BN NS BN

Compute Pcorr;
// Refer to Sections , to see how these variables are computed
9 return Q-computejointstate;

Algorithm 25: Q-simulate (Alice’s side)

Input: (KQVC,IndexA FullPA EPA,PB {—, NewMetaA, RewindExtend, Block, PCorra]:/)_C\o:r)

PB’
Promise: (HMA, MB’EMA’gMB’gQVC) <H’ HMBafl =+ 1 E + ngvc) )
ra =L, =i, (Cpa, RA[L: £ga]) = (eRB,RB [1 : 633]) ., QHA = QHB'
_ /A . )=
Cpa = 6qpa -1 lpy = 6q57 - T,

Output: (zgm, NewPauliA, FullPA, (ps, NewPauliB, PB, {5, eRA)

2 Continue the simulation of the noiseless protocol according to the output of
Q-computejointstate using the block of MESs indexed by IndezA {Kévc};

8 NewPauliA < (1%, 1% Pooy);
4 FullPA < (FullPA, NewPauliA);
5 {py < Ups + 6r1;

6 NewPauliB < (J_Q’”,J_Z’”, 13(;;),
7 PB + <73\§, NewPaulz’B);

8 Uop < Loy + 613

9 lpa < fpa+1;

10 return Q-simulate;
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We recall the definition of g, b, u from Subsection [1.3.7}

g 4t he number of good blocks in JS2, (41)
b % the number of bad blocks in JS2, and (42)
u ™ |6y — Bvel, (43)
We define
rd” “ max{j: j < min{lpa,lrp}, RA[L:j] = RB[L: ]
, Wi, = 0" for all k < j with RA[k] = S}; (44)
rd~ Y max{tpa, rp} — rd*, (45)

where W in Equation[44)is the string corresponding to the error syndrome defined in Subsection[1.3.5]
At the end of the i-th iteration, we let

Oyp 2 — mdf + 3mdy — mds + 3mdg, (46)
Orp  tlye + Bye + 13rd™ — 2rd™, (47)
®pp = 6qua + 6qup — pdf + pdy — pdf + pd, (48)
Pq def g —b—9u, (49)
Y oo — By — Prp — Ppp. (50)

The following lemma states an important property of potential functions ®yp, Prp and Ppp
defined above which we use in the analysis of the algorithm.

Lemma 4.5. Throughout the algorithm, it holds that

o O\ip > 0 with equality if and only if Alice and Bob have full knowledge of each other’s metadata,
i.e., de = de =1 and md, = mdg = 0.

e Opp > 0 with equality if and only if Alice and Bob have used the same number of MES blocks
(ESVC = egvc); their measurement pointers Lra and Lrp agree and are equal to ESVC, they

fully agree on the recycling data (RA = RB) and Wy = 0*" for all k < gévc with RA[k] =S,
i.e., ngc = ngc =rd" and rd~ = 0.

o Opp > 0 with equality if and only if Alice and Bob have full knowledge of each other’s Pauli
data, i.e., de = 6qup4, pdg = 6qymp and pd, = pdg = 0.

Proof. The first statement follows from the property that md,,mdg > 0 and de, mdg <. The
second statement holds since rd~ > 0, rd™ < min{lga, {gp} and the property that {4 < févc and

lrp < Egvc- The third statement follows since pd , pdg > 0, pdj{ < 6gpa , and pdﬁ < 6gqyp. O

In order to avoid ambiguity, whenever necessary we use a superscript ¢ to indicate the value of the
variables of the algorithm at the end of the i-th iteration. For instance, we denote Alice’s recycling
data at the end of the i-th iteration by RA’. Before presenting the analysis of Algorithm E we
formally define successful recycling.

73



Definition 4.6. We say recycling is successful in the i-th iteration of Algorithm [13]if the following
hold:

e The algorithm does not abort in the i-th iteration, i.e., NextMESIndezA*, Next MESIndexB® #.1,
o NextMESIndexA' = NextMESIndexB',

e The block of MES registers indexed by NextMESIndezA® are in the ]¢0’0>®4r state at the
beginning of the i-th iteration.

Note that the conditions of Deﬁnition@are all satisfied in the first Lqyc iterations of the algorithm,
since in fact no recycling is done in those iterations. Moreover, we have IndezA[l : Lovc] =
IndexB[1: Lgyc] = 1: Lgvc.

Proof Outline of Theorem In order to prove successful simulation of an n-round protocol,
it suffices to show that ® > n/2r, at the end of the simulation. In Section we showed that
except with exponentially small probability, the total number of hash collisions is O (ne). Then,
for sufficiently large number of iterations, to prove the correctness it was sufficient to show that in
any iteration with no error or hash collision the potential function increases by at least one, while
any iteration with errors or hash collisions decreases the potential by at most some fixed constant.
However, this statement is not necessarily true for Algorithm [I3]if the recycling of MESs has not
been successful in an earlier iteration. In fact, the potential function is defined in terms of J52
which is a valid representation of the joint state at any stage in the simulation only if recycling has
been successful so far. Therefore, to use such an argument, one needs to prove successful recycling
first. On the other hand, to prove successful recycling in an iteration, we need to bound the number
of iterations with a hash collision, as well as the number of iterations dedicated to “recovery” from
hash collisions and transmission errors. Therefore, the analysis of the recycling-based protocol
involves an inductive argument.

The analysis in this section involves constants
c1<cg<cz3<yu<cg<cgg<cecr<ceg<c ,
chosen such that ¢; is sufficiently large depending only on ¢; with j <.

Definition 4.7. We say an iteration of Algorithm [13|suffers from a metadata hash collision when
Hyg = Hm despite the fact that MA # m, or Hyg = HM/B despite the fact that MB # MB.
Note that we distinguish between the above scenario and when, for instance, Hyqa = H ;\7[:4 due to a
transmission error on H vk despite the two might have similar effects.

The following lemma bounds the number of iterations with a metadata hash collision up to any
point in the simulation assuming successful recycling in the earlier iterations.

Lemma 4.8. Suppose that recycling is successful in the first i iterations of Algorithm [13. Then
the number of iterations of the algorithm suffering from a metadata hash collision in the first
iterations is at most cine with probability at least 1 — 2-©(€),

Proof. Note that a metadata hash collision occurs in an iteration only if md, + mdy # 0 at the
beginning of the iteration. Let app denote the number of such iterations in the first ¢ iterations of
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Algorithm [T3] It suffices to prove that
Pr (aMD > clne) < 2-0(ne)

Note that in any iteration md, + mdg increases by at most 6. Moreover, in an iteration with
md, + mdg # 0, if md, + mdy decreases, it decreases by at least 1. Therefore, in at least anp/7
iterations, md, +mdy increases or remains unchanged at a nonzero value. Note that md, +mdg > 0
increases or remains unchanged only if a transmission error or a metadata hash collision occurs.
Moreover, when md, + mdy increases from zero in an iteration, it is due to a transmission error.
The number of iterations is less than 2n. So the total number of iterations with transmission errors,
is at most 2ne. This implies that in all the remaining iterations, i.e., at least ayp /7 — 2ne iterations
a metadata hash collision occurs. Since the algorithm uses independent seeds in each iteration and
the probability of collision is chosen to be 0.1, the expected number of collisions is at most ayp/10.
If app > cine for a sufficiently large ¢q, then the Chernoff bound implies that the probability of
having so many collisions is at most 27©(€) O

Definition 4.9. We refer to an iteration of Algorithm [13]as a recovery iteration of type I if at least
one of Alice or Bob conducts one of the cases i.A, i.B, ii.A, or ii.B.

We use the following lemma to bound the number of type I recovery iterations.

Lemma 4.10. Suppose that in the first i iterations of Algorithm[13, recycling is successful and the
number of iterations suffering from a metadata hash collision is at most cine. Then the number of
type I recovery iterations in the first i iterations is at most cone.

Proof. Let
def

P = u+ Pyp .
By Lemma and the definition of u in Eq. , ®;1 is always non-negative and is equal to zero
if and only if Alice and Bob know each other’s full metadata and have used the same number of

MES blocks for QVC.

Note that if ®; = 0 at the beginning of an iteration, then the iteration is a type I recovery iteration
only if a transmission error in communication of metadata messages occurs. The total number of
such iterations is at most 2ne.

Let 51 denote the number of iterations in the first ¢ iterations starting with ®; > 0. Note that in any
iteration, @1 increases or remains unchanged at a nonzero value only if a metadata hash collision or
a transmission error occurs. In each iteration, regardless of the number of errors and collisions, ®1
increases by at most 23. Moreover, if ®1 decreases, it decreases by at least 1. Assuming the number
of metadata hash collisions is at most c¢ine, this implies that the number of iterations in which &
decreases is at most 23 (¢; + 2) ne. So we have f; < 24 (¢; + 2) ne.

Therefore, the total number of type I recovery iterations is at most cone, where cg def oy (c1+2)+
2. O

Definition 4.11. We say an iteration of Algorithm [L3|suffers from a quantum hash collision when
recycling has been successful so far, Alice and Bob know each other’s metadata, have used the
same number of MES blocks (ESVC = egvc) and agree on their measurement pointers and their
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recycling data up to the measurement pointers ({r4 = fgp and RA[l:{lgs] = RBI1: {pp]) but
despite the fact that there is an undetected quantum error from earlier iterations, their quantum
hash values match, i.e., QHA = QHB. Note that we distinguish between the above scenario and
when QHA = QHB' due to a transmission error on QHB.

We use the following lemma to bound the number of iterations suffering from a quantum hash
collision.

Lemma 4.12. Suppose that in the first i iterations of Algorithm[13 recycling is successful and the
number of iterations suffering from a metadata hash collision is at most cyne. Then the number
of iterations suffering from a quantum hash collision in the first i iterations is at most csne with
probability at least 1 — 2-0(1€)

Proof. Note that a quantum hash collision occurs in an iteration only if rd~ # 0 at the beginning of
the iteration. Let arp denote the number of such iterations in the first ¢ iterations of Algorithm
It suffices to prove that

Pr (agrp > czne) < 2799

Note that in any iteration rd~ increases by at most 2. Moreover, in an iteration with rd— # 0, if
rd~ decreases, it decreases by at least 1. Therefore, in at least agp/3 iterations, rd~ increases or
remains unchanged at a nonzero value. Note that rd~ > 0 increases or remains unchanged only if

e A metadata hash collision or a transmission error on metadata messages (i.e., Hya, {ara, Hup,
Cyvp, Hymo Uiy His Km) occurs, or else,

e The iteration is a type I recovery iteration. Alice and Bob are still reconciling an earlier
inconsistency in their metadata and they are both in case i.A or case i.B, or one of them is in
case ii.A and the other one in case ii.B. Else,

e A transmission error on quantum hash values or a quantum hash collision occurs. At least one
party does not realize that rd~ > 0 and conducts one of the cases v, vi.A, vi.B, or vii.

Moreover, the value of rd~ increases from zero in an iteration only if

e A metadata hash collision occurs and Alice and Bob act based on incorrect estimates of each
other’s recycling data, or else,

e A transmission error on metadata messages occurs, or else,

e A transmission error on quantum hash values occurs and only one party conducts case iv, or
else,

e A transmission error on the Pauli data messages (i.e., Hpa, {pa, Hpp, {pp, H];é, Elgé, HFZ’
6}5;1) occurs and one party conducts case vi.A or vi.B while the other is in case vii. Else,

e A transmission error occurs on the communicated QVC messages when both parties conduct
case Vii.

Assuming the number of metadata hash collisions is at most ¢ine, by Lemma the total number
of type I recovery iterations is at most cone. The total number of transmission errors is at most
2ne. Therefore, in at least arp/3 — (¢1 + c2 + 2) ne iterations a quantum hash collision occurs.
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The shared random string used as the classical seed for quantum hashing is J-biased with § =
9=0(nve), By Lemma Ij the seeds are also 6°(1-statistically close to being © (Ryotal)-wise inde-
pendent. Therefore, all hashing steps are statistically close to being fully independent. Combined
with Lemma this implies that the expected number of quantum hash collisions is at most
10 3agrp. For sufficiently large cs, if arp > c3ne, the Chernoff bound implies that the probability
of having at least arp/3 — (1 + ¢2 + 2) ne quantum hash collisions is at most 2~ O

Definition 4.13. We refer to an iteration of Algorithm [13]as a recovery iteration of type II if it is
not a type I recovery iteration and at least one of Alice or Bob conducts one of the cases iii, iv, or
V.

We use the following lemma to bound the number of type II recovery iterations.

Lemma 4.14. Suppose that in the first i iterations of Algorithm recycling is successful, the
number of iterations suffering from a metadata hash collision is at most cyne and the number of
iterations suffering from a quantum hash collision is at most csne. Then the total number of type
11 recovery iterations in the first i iterations is at most cyne.

Proof. Note that by Lemma [£.5] ®rp is always non-negative. If at the beginning of an iteration
®drp = 0, then the iteration is a type II recovery iteration only if

e ®pp > 0 but due to a metadata hash collision or a transmission error on metadata messages
both Alice and Bob do not realize that. In this case they compute their estimates of each
other’s recycling data based on incorrect estimates of each other’s metadata.

e ®\p = 0 but a transmission error in communication of quantum hashes occurs.

Therefore, in the first ¢ iterations the total number of type II recovery iterations starting with
Orp = 0 is at most (¢; + 2) ne.

Let Brp denote the number of iterations starting with ®rp > 0 in the first i iterations. Assuming
successful recycling in the preceding iterations, ®grp > 0 increases or remains unchanged in an
iteration only if

e The iteration is a type I recovery iteration, or else,

e ®\ip > 0 but due to a metadata hash collision or transmission errors on metadata messages,
Alice and Bob don’t realize that and act based on their incorrect estimates of each other’s
recycling data.

e Oyip = 0, ie., Alice and Bob have correct estimates of each other’s recycling data but a
quantum hash collision or a transmission error on quantum hash values occurs.

Moreover, ®rp increases from zero in an iteration only if

e A transmission error occurs, or else,

e A metadata hash collision occurs and the two parties act based on incorrect estimates of each
other’s recycling data.
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Therefore, the number of iterations in the first ¢ iterations with ®grp increasing or remaining
unchanged at a nonzero value is at most (¢ + c2 + ¢3 + 2) ne. Note that in each iteration, regardless
of the number of errors and collisions, ®rp increases by at most 30. Moreover, if ®rp decreases,
it decreases by at least 1. This implies that the number of iterations in which ®rp decreases is at
most 30 (¢1 + c2 + ¢3 + 2) ne. So, we have Srp < 31 (c1 + c2 + c3 + 2) ne.

Therefore, the total number of recovery iterations of type II in the first ¢ iterations is at most cqne,

where ¢4 & 31 (c1 + co + c3 + 2) + (c1 +2). O

Definition 4.15. We say an iteration of Algorithm [L3]| suffers from a Pauli data hash collision
when recycling has been successful so far, Alice and Bob know each other’s metadata, agree on
the number of MES blocks they have used (gévc = Egvc), agree on their recycling data, their

measurement pointers satisfy fgra = {rp = Eévc, all the non-measured MES blocks are in the
|¢0’0>®4T state and Hpy = H; despite the fact that PA # PAor Hpg = H 7 despite the fact that

PB #£ PB. Note that we distinguish between the above scenario and when for instance Hpy = H 3374
due to a transmission error on H i

We use the following lemma to bound the number of iterations suffering from a Pauli data hash
collision.

Lemma 4.16. Suppose that in the first i iterations of Algorithm recycling is successful, the
number of iterations suffering from a metadata hash collision is at most cyne and the number of
iterations suffering from a quantum hash collision is at most csne. Then the number of iterations
suffering from a Pauli data hash collision in the first ¢ iterations is at most csne with probability at
least 1 — 200e)

Proof. Note that a Pauli data hash collision occurs in an iteration only if pd, + pdg # 0 at the
beginning of the iteration. Let app denote the number of such iterations in the first ¢ iterations of
Algorithm We prove that

Pr (OépD > C5TL€) < 206

Note that in any iteration pd, + pdg increases by at most 8. Moreover, in an iteration with
pdy + pdy # 0, if pdy + pdy decreases, it decreases by at least 1. Therefore, in at least app/9
iterations, pd, +pdp increases or remains unchanged at a nonzero value. Note that when pd, +pdy >
0 increases or remains unchanged in an iteration, it is due to one of the following reasons:

e The iteration is a type I recovery iteration, or else,
e The iteration is a type II recovery iteration, or else,
e A Pauli data hash collision or a transmission error on Pauli data messages (i.e., Hpa, {pa,

Hpp, {pp, Hﬁé’ / H—, () occurs.

PB’ 1Pa tPaA

Moreover, pd, + pdg increases from zero in an iteration only if

e A metadata hash collision or transmission error on the metadata messages occurs, or else,
e A transmission error on the quantum hash values occurs, or else,

e A transmission error on the Pauli data messages occurs, or else,
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e Both parties conduct case vi.B and due to a transmission error, at least one of Alice or Bob
extends her/his estimate of the other party’s Pauli data incorrectly.

Assuming the number of iterations of Algorithm [13] suffering from a metadata hash collision is at
most cine and the number of iterations suffering from a quantum hash collision is at most cgne, the
total number of type I and type II iterations is at most (c2 + ¢4) ne. The number of transmission
errors is at most 2ne. Therefore, in at least app/9 — (c1 + ¢2 + ¢4 + 2) ne iterations a Pauli data
hash collision occurs.

Since the algorithm uses independent seeds in each iteration and the probability of a collision
is chosen to be 0.1, the expected number of Pauli data hash collisions is at most app/10. For
sufficiently large cs, if app > csne, the Chernoff bound implies that the probability of having so
many Pauli data hash collisions in the first 4 iterations is at most 2-©(¢). O

Definition 4.17. We refer to an iteration of Algorithm [13] as a recovery iteration of type III if it
is not a type I or type II recovery iteration and at least one of Alice or Bob conducts one of the
cases vi.A or vi.B.

We use the following lemma to bound the number of type III recovery iterations.

Lemma 4.18. Suppose that in the first i iterations of Algorithm[13, recycling is successful and the
number of iterations suffering from metadata , quantum and Pauli data hash collisions is at most
c1ne, cgne and csne, respectively. Then the total number of type III recovery iterations in the first i
iterations s at most cgne.

Proof. Note that by Lemma ®pp is always non-negative and it is equal to zero if and only if
Alice and Bob have full knowledge of each other’s Pauli data. If at the beginning of an iteration
®pp = 0, then the iteration is a type III recovery iteration only if

e A transmission error occurs on the Pauli data messages, or else,

e A metadata hash collision or a transmission error on metadata messages occurs. In this case
at least one party incorrectly believes that his/her estimate of the other party’s Pauli data is
not full-length.

Therefore, in the first ¢ iterations the total number of type II recovery iterations starting with
®pp = 0 is at most (1 + 2) ne.

Let Bpp denote the number of iterations starting with ®pp > 0 in the first i iterations. Note that
in any iterations ®pp > 0 increases or remains unchanged only if

e The iteration is a type I recovery iteration, or else,
e The iteration is a type II recovery iteration, or else,

e A Pauli data hash collision or a transmission error on Pauli data messages occurs.
Moreover, $pp increases from zero in an iteration only if

e A metadata hash collision or transmission error on the metadata messages occurs, or else,
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e The iteration is a type I recovery iteration in which one party conducts case ii.A and the other
case ii.B, or else,

e A transmission error on the quantum hash values occurs, or else,

e The iteration is a type II recovery iteration in which both parties conduct case iii or both
conduct case iv, or else,

e A transmission error on the Pauli data messages occurs.

Therefore, the number of iterations in the first ¢ iterations with ®pp increasing or remaining
unchanged at a nonzero value is at most (¢; + c2 + ¢4 + ¢5 + 2) ne. Note that in each iteration,
regardless of the number of errors and collisions, ®pp increases by at most 22. Moreover, if ®pp
decreases, it decreases by at least 1. This implies that the number of iterations in which ®pp
decreases is at most 22 (¢c1 + ¢2 + ¢4 + ¢5 + 2) ne. So, we have Bpp < 23 (¢1 + ¢2 + ¢4 + ¢5 + 2) ne.

Therefore, the total number of recovery iterations of type III in the first ¢ iterations is at most cgne,
where cg d§f23(cl—|—02+C4+C5+2)+(61+2). O

Let w; denote the number of iterations suffering from a transmission error or a hash collision in the
first 4 iterations, plus the number of recovery iterations of type I, II, or III, in the first ¢ iterations.
Note that the bounds and probabilities in Lemmas are all independent of the iteration
number ¢. As a corollary we have:

Corollary 4.19. There exist q¢ = 29 and a constant c; such that, for every i € [Riotal]
assuming successful recycling in the first i iterations of Algorithm [13, except with probability at
most q, we have w; < crne.

The following lemma is the last ingredient we need to prove successful recycling in every iteration of
the simulation. Recall that RA* and RB" denote the recycling data of Alice and Bob, respectively,
at the end of the i-th iteration.

Lemma 4.20. Let t = cgne where cg > 3c¢7. Then for every i € [Riotal] where i > t, if recycling is
successful in the first i — 1 iterations and w;_1 < cyne, then:

1. RA'[1:i—t] = RB'[1:i—t], i.c., at the end of iteration i, the recycling data of Alice and
Bob agree in a prefix of length at least i — t.

2. RA'[1:i—t] = RA™[1:i—t], i.e., the prefiz of RA of length i —t does not get modified in
the next iteration. The same statement holds for RB.

3. For every k € [i —t] such that RA'[k] = RB'[k] =S, we have Wy, = 0%

Proof. Part 1:

Toward contradiction, suppose that there exists t' € [t,i — 1] such that RA*[i —t'] # RB'[i —t'].
Without loss of generality, assume that RA[i — '] = M and RB'[i — t'] = S. Suppose that the last
time Alice’s measurement pointer £z was equal to ¢ — t’ was to iterations earlier, i.e., iteration
i — to. In that iteration, /g4 has distance t; def t' — to from i — to9, the iteration number. Note that
the distance between the iteration number and ¢r4 increases only in (some) recovery iterations and
it increases by at most 2: the distance remains the same if Alice is in case v or case vii. Otherwise,
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it increases by 1 if /4 does not move and increases by 2 when it moves back. This implies that in
the first ¢ — ¢ iterations, there have been at least ¢; /2 recovery iterations. In the ¢y iterations after
that, there is an inconsistency in the recycling data which does not get resolved. In any of these
iterations one of the following holds:

e A metadata hash collision or a transmission error on metadata messages occurs, or else,

e The iteration is a type I recovery iteration and Alice and Bob are still trying to reconcile an
inconsistency in their metadata, or else,

e The iteration is a type II recovery iteration. In this case, no metadata transmission error or
collision occurs and the iteration is not a type I recovery iteration. So Alice and Bob know
each other’s recycling data and aware of the inconsistency, they are trying to resolve it.

Therefore, in the first ¢ — 1 iterations, the number of recovery iterations plus the number of iterations
suffering from a transmission error or a collision is at least

t1/2+t2—12t'/2—12t/2—12%Sne—l :

contradicting w;_1 < cyne. Note that here we implicitly use the reasonable assumption that ne is
at least a constant.

Part 2:

Suppose that recycling is successful in the first i — 1 iterations and w;—1 < c¢7ne. Note that by the
same argument as in part 1, at the end of iteration ¢ + 1, the difference between the measurement
pointers and the iteration number is at most 2w;_1 + 4 < 2¢yne + 4 < t. Therefore, the prefixes of
both RA and RB of length i — ¢ do not get modified in the next iteration.

Part 3:

Note that the difference between the iteration number and BSVC increases only in (some) recovery
iterations and it increases by at most 1: The difference remains the same if Alice is in case ii.B
or case vii. Otherwise, ZSVC remains unchanged and the distance increases by 1. The number of
recovery iterations in the first ¢ iterations is at most w;—1 + 1 < t. Therefore, at the end of the
i-th iteration we have min{févc,ﬁgvc} > ¢ —t. Toward contradiction, suppose that there exists
t' € [t,i — 1] such that RA'[i — /] = RB'[i — /] = S and W;_y # 0. This is due to one of the
following scenarios:

e The corresponding block of MES registers has been used by both parties for communication
using QVC, but in different iterations (out-of-sync QVC).

e It has been used in the same iteration by both parties for communication using QVC but
transmission errors have occurred on the messages.

In any case, suppose that the last time one of the pointers févc or ngc was equal to 7 — t' was
to iterations earlier, i.e., iteration ¢ — t9 and without loss of generality, suppose that févc is that
pointer. In iteration i — to, the pointer ZSVC has distance t; def to from i — to, the iteration
number. This implies that in the first i —t5 iterations, there have been at least ¢t recovery iterations.
In the t; iterations after that, the block of MES registers indexed by IndexA [i — t'] are not measured
by any of the parties. In any of these iterations one of the following holds:
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A metadata hash collision or a transmission error on metadata messages occurs, or else,

The iteration is a type I recovery iteration and Alice and Bob are still trying to reconcile an
inconsistency in their metadata, or else,

A quantum hash collision or a transmission error on quantum hash values occurs, or else,

The iteration is a type II recovery iteration. In this case, no metadata transmission error or
collision occurs and the iteration is not a type I recovery iteration. So Alice and Bob know
each other’s recycling data. So Alice and Bob are both be in case iii or both in case iv.

The above argument implies that in the first ¢ — 1 iterations, the number of recovery iterations plus
the number of iterations suffering from a transmission error or a collision is at least

ti+to—1=t'—1>t—1>cgne—1,

contradicting w;—1 < crne. O

We are now ready to prove that except with exponentially small probability recycling is successful
in every iteration of the algorithm. Recall that we denote Alice’s recycling pointer at the end of
iteration i by £y ,.1mea- We use mi* to denote the number of M symbols in RA* [1: €4, .1/me4]-
Similarly, Oy, ivess denotes Bob’s recycling pointer at the end of iteration ¢ and the number of M
symbols in RB" [1: €%, ,1/msp] is denoted by mP.

Lemma 4.21. Let Lqyc = cone, where cg > c7 + cg. Then with probability at least 1 — 2_9("5),
recycling is successful throughout the execution of Algorithm [13

Proof. The proof is based on induction on the iteration number. Note that recycling starts from
iteration Lqvc + 1.

Base case (i = Lqyc+1): Note that the conditions of Definition [4.6|are satisfied in the first Loy it-
erations of the algorithm and we have IndezA [1 : Lgyc] = IndexzB |1 : Lgyc] =1 : Lgyc. Therefore,
by Corollary except with probability at most ¢ = 27979 we have WLgve < crne. Assum-
ing wrqgye < crne, by Lemma RALavetl[y . Lovc +1—1t] = RBLavetl|y . Lgovc +1 —t]and
for every k € [Lqvc + 1 — t] such that RAFeve™! [k] = RBLavet! (k] = S| we have W), = 0%". Note
that the number of M symbols in RA*@VeT![1: Loyc + 1 —t] and RBMve™ [1: Loye + 1 — ] is
at most the number of type I and type II recovery iterations so far, hence at most wr,yc+1 <
Wigve t1 < eme+1 < Lgvc + 1 —t. Therefore, after running the Recycle subroutine, the algo-
rithm does not abort and at the end of iteration Lqyc + 1, the recycling pointers are equal, i.e.,
Ei%;ﬁ;gm = éfvgztﬁZ;SB. Together with the fact that IndezA [l : Lqvc]) = IndexB[1: Lgyc], this
implies that the conditions of Definition are satisfied. Therefore, there exists an event € of
probability at most ¢ = 279 such that if =& then,

e recycling is successful in iteration Lovc + 1,

Lgvc+1  )Lqvc+1
CNestmrsa = CNeatmesp a0d

Lch+1 o A LQVC+1 _ B
CNewtMESA = Migyer1 T 1 and ycynpsp = mpo o1 + 1.

For Lovc <@ < Riotal, let T; be the following statement in terms of the iteration number i:
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e Recycling is successful in the first ¢ iterations of the algorithm,

o Ui iimsa = Unesmpss, 1-€., the recycling pointers are equal at the end of iteration 4, and

i A i _ B
® Unemmpsa =M +1— Love and Ly ypsp = my” + i — Love.

Induction hypothesis: For Lovc < ¢ < Rioal, there exists an event &; of probability at
most (i — Lqgvc) - ¢ such that if =&; then T; holds.

Inductive step: Assuming —&;, by Corollary except with probability at most ¢ = 279(m)
we have w; < crne. Let &' be the event that w; > c7ne. Note that Pr(&'|-&;) < g. Suppose further
that —&’. Since Oy, ipsa = miA + ¢ — Lqvc, we have

i =t = Uyveanipsa = Lavo —t —mit > Love — t — wi > Q(ne).

Therefore, by induction hypothesis, we also have i — t — £%, ., ymep > Q(ne). By part 1 of
Lemma we have RA™ [1:9+1—1] = RB™[1:i+1—t]. Since w;_1 < w; < crne, by part
2 of Lemma we have RA[1:i—t] = RA'[1:i—t] and RB"™'[1:i —t] = RB'[1:i —t].
Therefore, the algorithm does not abort in iteration ¢ + 1 and we have elj';ftzi:tMES 4 = E’J'vtatMESB.
Moreover, (41 oy = mi, + (i+ 1) — Lgvc and O iEsE = mP,, + (i + 1) — Lovc. Note that
since recycling is successful in the first ¢ iterations, at the beginning of iteration ¢ + 1, we have
IndezA = IndexzB. So NextMESIndezA'™™' = NextMESIndezB™t' #1, i.e., the first and second
conditions of Definition [£.6] are satisfied for iteration ¢ + 1.

By part 3 of Lemma for every k € [i + 1 — ] such that RA™™ [k] = RB"™' [k] = S, we have
Wj, = 0%". Note that in the strings IndezA and IndexB, while each index in [Lqvc]| may appear
several times before the recycling pointers, it can only appear at most once after these pointers.
Therefore, the block of MES registers indexed by NextMESIndezA™! is indeed in the ‘¢0’0>®4T
state when it is recycled in iteration ¢ + 1 and the third condition of Definition is also satisfied.

For €;411 def &; VvV &' we have
Pr(&i41) <Pr(&)+Pr(&|=&) < (i—Lgvc) - q+q=(i+1— Lgvc) - q -
By the above argument, if =€; 1 then T;;1 holds. Note that for Lovc < i < Riotal, we have
(i — Lqve) -q =270
O

Lemma 4.22. Assuming successful recycling throughout the execution of Algorithm each it-
eration with no transmission error or hash collision increases the potential function ® defined in
FEquation by at least 1.

Proof. Note that in an iteration with no error or hash collision Alice and Bob agree on the iteration
type. Moreover, if Itertype = MD,RD or PD, they also agree on whether they extend or rewind
the data and if Itertype = MES (Case ii), then exactly one of them is in sub-case A and the other
one in sub-case B. We analyze the potential function in each case keeping in mind the hierarchy of
the cases; e.g., Case ii or later cases are encountered only if Alice and Bob have full knowledge of
each other’s metadata. Lemma guarantees that ®yp = 0 on entering Case ii, Pyp = Prp =0
on entering Case vi and ®yp = Prp = Ppp = 0 on entering Case vii.
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e Alice and Bob are in Case i.A:

— ®rp, Ppp and Pq stay the same.

— ¢ increases by 1.

— de and mdg stay the same.

— None of md, and mdy increases and at least one decreases by 1.

Therefore, ®yp decreases by at least 3 — 2 =1 and ® increases by at least 1.

e Alice and Bob are in Case i.B:

— Prp, Ppp and Pq stay the same.

— 4 increases by 1.

— md, and mdg stay at 0.

— At least one of £y4 or £yp is smaller than ¢ — 1; If only €374 < i — 1, then mdjg increases
by 2, and mdg by 1. The case where only ¢y;p < ¢ — 1 is similar. If both are smaller than
1 — 1, then de and de both increase by 2.

Therefore, ®yp decreases by at least 3 — 2 = 1 and & increases by at least 1.
e Alice is in Case ii.A, Bob is in Case ii.B:

— ®yp stays at 0.

— rd* and rd~ stay the same.

- Eézvc stays the same and Egvc increases by 1.

— qua stays the same and qyp increases by 1.

— de, pdg,pdg,pdg stay the same.

— g stays the same, b increases by at most 1 and u decreases by 1.
Therefore, ®rp, Ppp and ®q increase by 1, 6 and at least 8, respectively. So ® increases by
at least 1.

e Alice is in Case ii.B, Bob is in Case ii.A: This case is similar to the one above.
e Alice and Bob are in Case iii:

— ®yp stays at 0.

— rd*, Eézvc and EE’WC stay the same.

— rd~ decreases by 1.

pdj{, pdy, pdg, pdy stay the same.
— Nomne of gpa and qup decreases. qpq increases by 1 if RA[(ra] = S. Similarly, qup
increases by 1 if RB[(rp] =S.

— ®q stays the same.
Therefore, drp decreases by 13 and ®pp increases by at most 12. So ® increases by at least 1.
e Alice and Bob are in Case iv:

— ®&y\p stays at 0.

— rd", ESVC and ggvc stay the same.
— rd~ decreases by 1.

- de,pdg, deBr, pdy stay the same.
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— Nomne of gpa and qup decreases. qpq increases by 1 if RA[(ra] = S. Similarly, ¢z
increases by 1 if RB[(gp] =S.
— P stays the same.
e Alice and Bob are in Case v:
— &y p stays at 0.
— rd~ stays at 0 and rd™ increases by 1.
- gévc and Egvc stay the same.
— ®pp and P stay the same.
Therefore, drp decreases by 2 and ® increases by 2.
e Alice and Bob are in Case vi.A:
— ®yp and PRrp stay at 0.
- pd+,pdg,qMA, qumB stay the same.
— None of pd, and pdy increases and at least one decreases by 1.
— ®q stays the same.
Therefore, ®pp decreases by at least 1. So ® increases by at least 1.
e Alice and Bob are in Case vi.B:
— ®yp and PRrp stay at 0.
— qma4, qup stay the same and pdy, pdg stay at 0.

— At least one of the following holds: £ps < 6qpra - 7, in which case pdi{ increases by
1 (otherwise it remains unchanged), or ¢pp < 6qup - r, and then pd;; increases by 1
(otherwise it remains unchanged).

— ®q stays the same.
Therefore, ®pp decreases by at least 1. So ® increases by at least 1.
e Alice and Bob are in Case vii:
— ®yp, Prp and Ppp stay at 0.
— u stays at 0.
— If b # 0 then g stays the same and b decreases by 1, otherwise, b stays at 0 and g increases
by 1.

Therefore, ®q increases by 1 and so does ®.

So assuming successful recycling throughout the execution of the algorithm, the potential function
® increases by at least 1 in every iteration with no transmission error or hash collision. O

Lemma 4.23. Assuming successful recycling throughout the execution of Algorithm each itera-
tion of the algorithm, regardless of the number of hash collisions and transmission errors, decreases
the potential function ® by at most 85.

Proof. In any iteration, ¢ increases by 1, while g, mdjg, mdg, rd", de and pdg decrease by at most
1; b, u, ﬂé‘zvc, Egvc, gma and qyp increase by at most 1; md, and mdy increase by at most 3; rd~
increases by at most 2; and pd, and pdg increase by at most 4. Hence, ®\ip, ®rp, Ppp increase
by at most 22, 30 and 22, respectively, and ®q decreases by at most 11. So in total, ® decreases
by at most 85. O
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Finally, we are ready to prove the main result of this section.

Theorem 4.1 (Restated). Consider any n-round alternating communication protocol II in the
plain quantum model, communicating messages over a noiseless channel with an alphabet % of bit-
size © (logn). Algom'thm is a quantum coding scheme which given 11, simulates it with probability
at least 1 — 279 over any fully adversarial error channel with alphabet ¥ and error rate €. The
simulation uses n (1 + © (\/€)) rounds of communication, and therefore achieves a communication

rate of 1 — O (/e).

Proof. Let Riotal = (2%1 + 86 (¢1 + ¢3 + ¢5 + 2) ne. By Lemma recycling is successful through-
out the execution of the algorithm with probability at least 1 — 279 Assuming successful
recycling, by Lemmas and the total number of iterations with a hash collision is at
most ¢1 + ¢3 + ¢5 except with probability 2-©("€). Since the number of iterations is less than 2n, the
total number of iterations with a transmission error is at most 2ne. Therefore, by Lemma in
the remaining Riotal — (¢1 + ¢3 + ¢5 + 2) ne iterations the potential function ® increases by at least
1. The potential function decreases in an iteration only if a hash collision or a transmission error
occurs and by Lemma [£.23] it decreases by at most 85. So at the end of the simulation, we have

g—b—u>®q > P> Rigtal — (c1+c3+c5+2)ne—85(cy + 3+ cs5+2)ne > % .
Therefore the simulation is successful. The cost of entanglement distribution is © (n+/€). Moreover,
the amount of communication in each iteration is independent of the iteration type and is always
(2r +©(1)): in every iteration each party sends O(1) symbols to communicate the hash values and
the value of the pointers in line 13 of Algorithm each party sends another r symbols either in
line 17 of Algorithm [I3] if Itertype # SIM or in Algorithm Hence, we have

Total number of communicated qudits = © (nv/€) + Riotal - (2r + O(1))
— 0 (nve) + ([; +0 (ne)D (2r +O(1))
—n(1+6(v0)

5 Conclusion

In this paper, we study efficient simulation of noiseless two-party interactive quantum communication
via low noise channels. For noise parameter ¢, a lower bound of 1 — ©(y/€) on the communication
rate is proved in the plain quantum model with large communication alphabets. To achieve this goal,
we first study the teleportation-based model in which the parties have access to free entanglement
and the communication is over a noisy classical channel. In this model, we show the same lower
bound of 1 — ©(y/€) in the large alphabet case. We adapt the framework developed for the
teleportation-based model to the plain quantum model in which the parties do not have access to
pre-shared entanglement and communicate over a noisy quantum channel. We show how quantum
Vernam cipher can be used in the interactive communication setting to efficiently recycle and reuse
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entanglement, allowing us to simulate any input protocol with an overhead of only 1+ ©(1/€). In
an upcoming paper, we will show how the same communication rate can be achieved when the
communication alphabet is of constant size.

Acknowledgments

D. Leung’s research supported in part by an NSERC Discovery grant and a CIFAR research grant
via the Quantum Information Science program; A. Nayak’s research supported in part by NSERC
Canada; A. Shayeghi’s research supported in part by NSERC Canada and OGS; D. Touchette’s
research supported in part by NSERC, partly via PDF program, CIFAR and by Industry Canada;
P. Yao’s research is supported by the National Key R&D Program of China 2018YFB1003202,
National Natural Science Foundation of China (Grant No. 61972191), a China Youth 1000-Talent
grant and Anhui Initiative in Quantum Information Technologies Grant No. AHY150100; N. Yu’s
research supported in part by the Australian Research Council (Grant No: DE180100156). Most
of this project was done while D. Touchette was a postdoctoral fellow at Institute for Quantum
Computing (IQC) and Perimeter Institute for Theoretical Physics (PI). Part of the work was done
while P. Yao visited PI, and P. Yao thanks PI for its hospitality. Part of the work was done while
N. Yu visited IQC, and N. Yu thanks IQC for its hospitality. IQC and PI are supported in part by

the Government of Canada and the Province of Ontario.

References

[AA03] Scott Aaronson and Andris Ambainis. Quantum search of spatial regions. In Foundations
of Computer Science, 2003. Proceedings. 44th Annual IEEE Symposium on, pages 200—
209. IEEE, 2003.

[ABY17] Young-Han Kim Assaf Ben-Yishai, Ofer Shayevitz. Interactive coding for markovian
protocols. In Proceedings of the 55th Annual Allerton Conference on Communication,
Control, and Computing, Allerton ’17, page to appear, 2017.

[Ari09] Erdal. Arikan. Channel polarization: A method for constructing capacity-achieving
codes for symmetric binary-input memoryless channels. IEEE Transactions on Infor-
mation Theory, 55(7):3051-3073, July 2009.

[BBJT94] Charles H Bennett, Gilles Brassard, Richard Jozsa, Dominic Mayers, Asher Peres,
Benjamin Schumacher, and William K Wootters. Reduction of quantum entropy by

reversible extraction of classical information. Journal of Modern Optics, 41(12):2307—
2314, 1994.

[BCW98] Harry Buhrman, Richard Cleve, and Avi Wigderson. Quantum vs. classical communica-
tion and computation. In Proceedings of the 30th Annual ACM Symposium on Theory
of Computing, pages 63—68. ACM, 1998.

[BDSWO96] Charles H Bennett, David P DiVincenzo, John A Smolin, and William K Wootters.
Mixed-state entanglement and quantum error correction. Phys. Rev. A, 54(5):3824-3851,
1996.

87



[BE17]

[BGK*15]

[BK12]

[BKN14]

[BN13]

[BNT*+19]

[Bom15]
[BR14]

[CRSS97]

[CS96]
[Dev05]

[Die82]
[DSS98]

[EGH15]

[FGOS15]

[FM04]

Mark Braverman and Klim Efremenko. List and unique coding for interactive communi-
cation in the presence of adversarial noise. SIAM Journal on Computing, 46(1):388-428,
2017.

Mark Braverman, Ankit Garg, Young Kun Ko, Jieming Mao, and Dave Touchette.
Near-optimal bounds on bounded-round quantum communication complexity of dis-
jointness. In Proceedings of the 2015 IEEE 56th Annual Symposium on Foundations
of Computer Science (FOCS), FOCS ’15, pages 773791, Washington, DC, USA, 2015.
IEEE Computer Society.

Zvika Brakerski and Yael Tauman Kalai. Efficient interactive coding against adversarial
noise. In Proceedings of the 53rd Annual IEEE Symposium on Foundations of Computer
Science, pages 160-166. IEEE, 2012.

Zvika Brakerski, Yael Tauman Kalai, and Moni Naor. Fast interactive coding against
adversarial noise. J. ACM, 61(6):35:1-35:30, December 2014.

Zvika Brakerski and Moni Naor. Fast algorithms for interactive coding. In Proceedings
of the 24th Annual ACM-SIAM Symposium on Discrete Algorithms, pages 443—456.
Society for Industrial and Applied Mathematics, 2013.

Gilles Brassard, Ashwin Nayak, Alain Tapp, Dave Touchette, and Falk Unger. Noisy
interactive quantum communication. SIAM Journal on Computing, 48(4):1147-1195,
2019.

Hector Bombin. Gauge color codes: optimal transversal gates and gauge fixing in
topological stabilizer codes. New Journal of Physics, 17(8):083002, 2015.

Mark Braverman and Anup Rao. Toward coding for maximum errors in interactive
communication. IEEE Trans. Inform. Theory, 60(11):7248-7255, 2014.

A. R. Calderbank, E. M. Rains, P. W. Shor, and N. J. A. Sloane. Quantum error
correction via codes over gf(4). In Proceedings of IEEE International Symposium on
Information Theory, pages 292—, Jun 1997.

A. R. Calderbank and Peter W. Shor. Good quantum error-correcting codes exist. Phys.
Rev. A, 54:1098-1105, Aug 1996.

Igor Devetak. The private classical capacity and quantum capacity of a quantum channel.
IEEE Trans. Inform. Theory, 51(1):44-55, 2005.

DGBJ Dieks. Communication by EPR devices. Phys. Lett. A, 92(6):271-272, 1982.

David DiVincenzo, Peter Shor, and John Smolin. Quantum-channel capacity of very
noisy channels. Physical Review A, 57(2):830-839, 1998.

Klim Efremenko, Ran Gelles, and Bernhard Haeupler. Maximal noise in interactive
communication over erasure channels and channels with feedback. In Proceedings of
the 2015 Conference on Innovations in Theoretical Computer Science, ITCS 15, pages
11-20, New York, NY, USA, 2015. ACM.

M. Franklin, R. Gelles, R. Ostrovsky, and L. J. Schulman. Optimal coding for streaming
authentication and interactive communication. IEEFE Transactions on Information
Theory, 61(1):133-145, Jan 2015.

Keqin Feng and Zhi Ma. A finite gilbert-varshamov bound for pure stabilizer quantum
codes. IEEE Transactions on Information Theory, 50(12):3323-3325, Dec 2004.

88



[G+17)

[GH14]

[GHS14]

[GMS11]

[GMS14]

[Hael4]

[Has09]
[HDW02]
[Hol9g]

[HV17]

[JRSO03]

[KNTZ07]
[KR13]
[Leu02]
[L1697]

[NCO0]

Ran Gelles et al. Coding for interactive communication: A survey. Foundations and
Trends® in Theoretical Computer Science, 13(1-2):1-157, 2017.

Mohsen Ghaffari and Bernhard Haeupler. Optimal error rates for interactive coding ii:
Efficiency and list decoding. In Proceedings of the 55th Annual IEEE Symposium on
Foundations of Computer Science, pages 394-403. IEEE, 2014.

Mohsen Ghaffari, Bernhard Haeupler, and Madhu Sudan. Optimal error rates for
interactive coding i: Adaptivity and other settings. In Proceedings of the Forty-sixth
Annual ACM Symposium on Theory of Computing, STOC ’14, pages 794-803, New
York, NY, USA, 2014. ACM.

Ran Gelles, Ankur Moitra, and Amit Sahai. Efficient and explicit coding for interactive
communication. In Proceedings of the 52nd Annual IEEE Symposium on Foundations
of Computer Science, pages 768-777. IEEE, 2011.

R. Gelles, A. Moitra, and A. Sahai. Efficient coding for interactive communication.
IEEE Transactions on Information Theory, 60(3):1899-1913, March 2014.

Bernhard Haeupler. Interactive channel capacity revisited. In Proceedings of the 2014
IEEE 55th Annual Symposium on Foundations of Computer Science, FOCS 14, pages
226-235, Washington, DC, USA, 2014. IEEE Computer Society.

Matthew B Hastings. Superadditivity of communication capacity using entangled inputs.
Nature Physics, 5(4):255, 2009.

Peter Hgyer and Ronald De Wolf. Improved quantum communication complexity bounds
for disjointness and equality. In STACS, pages 299-310. Springer, 2002.

Alexander S Holevo. The capacity of the quantum channel with general signal states.
IEEE Trans. Inform. Theory, 44(1):269-273, 1998.

Bernhard Haeupler and Ameya Velingker. Bridging the capacity gap between interactive
and one-way communication. In Proceedings of the Twenty-Eighth Annual ACM-SIAM
Symposium on Discrete Algorithms, SODA ’17, pages 21232142, Philadelphia, PA,
USA, 2017. Society for Industrial and Applied Mathematics.

Rahul Jain, Jaikumar Radhakrishnan, and Pranab Sen. A lower bound for the bounded
round quantum communication complexity of set disjointness. In Foundations of Com-
puter Science, 2003. Proceedings. 44th Annual IEEE Symposium on, pages 220-229.
IEEE, 2003.

Hartmut Klauck, Ashwin Nayak, Amnon Ta-Shma, and David Zuckerman. Interaction
in quantum communication. IEEE Trans. Inform. Theory, 53(6):1970-1982, 2007.

Gillat Kol and Ran Raz. Interactive channel capacity. In Proceedings of the 45th Annual
ACM Symposium on Theory of Computing, pages 715-724. ACM, 2013.

Debbie W. Leung. Quantum vernam cipher. Quantum Info. Comput., 2(1):14-34,
December 2002.

Seth Lloyd. Capacity of the noisy quantum channel. Phys. Rev. A, 55(3):1613-1622,
1997.

Michael A Nielsen and Isaac L Chuang. Quantum computation and quantum information.
Cambridge University Press, Cambridge, UK, 2000.

89



[NN93]

[Raz99]

[RK11]

[Sch92]

[Sch93]

[Sch96]
[Sha4s]
[Sho02]
[Sto02]
[SW97]
[SY08]

[Wat16]
[Will3]

[WZ82]

Joseph Naor and Moni Naor. Small-bias probability spaces: Efficient constructions and
applications. SIAM Journal on Computing, 22(4):838-856, 1993.

Ran Raz. Exponential separation of quantum and classical communication complexity.
In Proceedings of the 31st Annual ACM Symposium on Theory of Computing, pages
358-367. ACM, 1999.

Oded Regev and Bo’az Klartag. Quantum one-way communication can be exponentially
stronger than classical communication. In Proceedings of the forty-third annual ACM
symposium on Theory of computing, pages 31-40. ACM, 2011.

Leonard J Schulman. Communication on noisy channels: A coding theorem for computa-
tion. In Proceedings of the 33rd Annual IEEE Symposium on Foundations of Computer
Science, pages 724-733. IEEE, 1992.

Leonard J Schulman. Deterministic coding for interactive communication. In Proceedings
of the 25th Annual ACM Symposium on Theory of Computing, pages 747-756. ACM,
1993.

Leonard J Schulman. Coding for interactive communication. IEEE Trans. Inform.
Theory, 42(6):1745-1756, 1996.

C. E. Shannon. A mathematical theory of communication. Bell System Tech. J.,
27:379-423, 623656, 1948.

Peter W Shor. The quantum channel capacity and coherent information. Lecture notes,
MSRI Workshop on Quantum Computation, 2002.

Norbert Stolte. Rekursive Codes mit der Plotkin-Konstruktion und thre Decodierung.
PhD thesis, TU Darmstadt, Fachbereich Elektrotechnik und Informationstechnik,, 2002.

Benjamin Schumacher and Michael D Westmoreland. Sending classical information via
noisy quantum channels. Phys. Rev. A, 56(1):131-138, 1997.

Graeme Smith and Jon Yard. Quantum communication with zero-capacity channels.
Science, 321(5897):1812-1815, 2008.

John Watrous. Theory of quantum information. Draft of a book, 2016.

Mark M Wilde. Quantum information theory. Cambridge University Press, Cambridge,
UK, 2013.

William K Wootters and Wojciech H Zurek. A single quantum cannot be cloned. Nature,
299(5886):802-803, 1982.

90



	Introduction
	Motivation
	The main questions.
	 Channel coding theory as a special case.
	Communication complexity as a special case.
	The problem, and motivation for the investigation.

	Fundamental difficulties in coding for quantum interactive communication
	Standard error correcting codes are inapplicable.
	The no-cloning quantum problem.

	Prior classical and quantum work 
	Classical results showing positive rates.
	Classical results with efficient encoding and decoding.
	Classical results with optimal rates.
	Quantum results showing positive rates.

	Results in this paper, overview of techniques, and our contributions

	Preliminaries
	Quantum Communication Model
	Noiseless Communication Model
	Noisy Communication Model

	Entanglement distribution
	Hashing for string comparison
	Extending randomness to pseudo-randomness
	Protocols over qudits
	Quantum teleportation over noisy channels
	Quantum Vernam cipher over noisy qudit channels


	Teleportation-based protocols via classical channel with large alphabet
	Overview
	Insufficiency of simply combining BNTTU14 and Haeupler:2014.
	New difficulties in rate-optimal simulations.
	Framework.
	A major new obstacle: out-of-sync teleportation.
	Tight rope between robustness and rate.

	Result
	Description of Protocol
	Metadata
	Number of MESs used
	Pauli data
	Out-of-Sync Teleportation
	First representation of the quantum registers
	Second representation of the quantum registers
	Representations of quantum registers while out-of-sync
	Summary of main steps

	Algorithm
	Data structure
	Pseudo-codes

	Analysis

	Recycling-based protocol via quantum channel with large alphabet
	Overview
	Teleportation is inapplicable
	Quantum Vernam Cipher (QVC)
	Entanglement recycling and adaptations of QVC for the current problem
	Framework
	Additional out-of-sync problems

	Result
	Description of Protocol
	General Description
	Quantum Hashing
	Out-of-Sync Quantum Vernam Cipher
	Out-of-Sync Quantum Hashing
	First representation of the joint quantum state
	Second representation of the joint quantum state
	Representation of the joint state while out-of-sync
	Constant collision probability for classical hashing suffices
	Summary of main steps

	Algorithm
	Data structure
	Pseudo-codes

	Analysis

	Conclusion

