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Abstract

The majority of adversarial machine learning research
focuses on additive attacks, which add adversarial perturba-
tion to input data. On the other hand, unlike image recog-
nition problems, only a handful of attack approaches have
been explored in the video domain. In this paper, we pro-
pose a novel attack method against video recognition models,
Multiplicative Adversarial Videos (MultAV), which imposes
perturbation on video data by multiplication. MultAV has
different noise distributions to the additive counterparts and
thus challenges the defense methods tailored to resisting
additive adversarial attacks. Moreover, it can be generalized
to not only £,-norm attacks with a new adversary constraint
called ratio bound, but also different types of physically re-
alizable attacks. Experimental results show that the model
adversarially trained against additive attack is less robust to
MultAV.

1. Introduction

Recent advances in machine learning have led deep neu-
ral networks (DNNs) to perform extremely well in a variety
of problems, but researchers have shown that DNNs are eas-
ily misled when presented by adversarial examples, causing
serious security concerns. The majority of existing adver-
sarial attacks, including £,-bounded attacks [14, 4, 11] and
physical attacks [12, 1, 16] emphasize the additive attack
approach where perturbation is added to input data; that is,

Xady = X + Oady- (D

Lately, researchers have been studying some other attack
types. Yang and Ji [19] presented a type of perturbation
that multiplies input images by trained binary masks, but
such perturbation is perceptible and requires complicated
gradient estimators to optimize. Besides, their purpose is to
regularize semi-supervised learning, so the adversarial attack
strength is not evaluated. Some other recent works consider
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spatial attacks, which fool DNNs by small spatial pertur-
bations [17, 2]; and coloring-based attacks, which generate
adversarial examples by re-coloring the input images [8].
Solely delving into a handful of attack approaches would
make the research community overlook many other possi-
ble adversarial examples that are threatening our machine
learning systems. Hence, novel attacks need to be explored.

On the other hand, adversarial examples for videos have
not been investigated much in the literature. Wei et al. [15]
explored temporally sparse attacks against video recognition
models. Zajac et al. [20] attached adversarial framings on
the border of video frames. Li et al. [9] produced adversarial
videos by a generative model. Jiang et al. [7] developed
V-BAD against video recognition networks in the black-box
setting. All of these attacks are additive attacks.

In this paper, we propose a novel attack method, Multi-
plicative Adversarial Videos (MultAV), which can be applied
to both ratio-bounded attacks and physically realizable at-
tacks. Many coherent imaging systems such as synthetic
aperture radar (SAR) and ultrasound often suffer from multi-
plicative noises, known as speckle [3]. Inspired by this noise
type, MultAV generates adversarial videos by multiplying
crafted noise with input examples:

Xadv = X © Oado, 2

where ® denotes element-wise multiplication. MultAV can
be imposed by different regularizations to keep the changes
imperceptible using a new constraint on adversaries called ra-
tio bound (RB). The ratio bound restricts the pixel-wise ratio
of an adversarial example to an input example, correspond-
ing to the £,-norm of additive counterparts that restricts the
pixel-wise difference. Furthermore, MultAV also applies to
salt-and-pepper attack (SPA) [10] and physically realizable
attacks, where we consider the video version of rectangular
occlusion attack (ROA) [16] and adversarial framing (AF)
[20] in this work. We demonstrate that these attack types
can be generated by the proposed multiplicative algorithm
as well.

MultAV produces different perturbation distributions to
the additive counterparts and thus challenges the defense
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Figure 1. MultAV examples generated against 3D ResNet-18 (top); and difference maps (15x magnified for PGD-{+,, PGD-{2, MultAV-{,
and MultAV-/,) between clean and each MultAV example (bottom). The first frame of the video is displayed here. Detailed attack settings

are presented in Sec. 3.1.

approaches which are tailored to defending against additive
adversarial attacks. Specifically, given MultAV examples of
an attack type (the multiplicative version of this attack), the
model adversarially trained against the additive counterpart
is less robust than the model adversarially trained against
MultAV directly. This gap also appears on Feature Denois-
ing [18], a state-of-the-art defense, which demonstrates the
threat of our MultAV and encourages more general and ro-
bust methods.

2. Multiplicative Adversarial Video

We propose MultAV to fool video recognition systems.
Recall that FGSM [4] builds the foundation for additive
adversarial attacks, then PGD [1 1] extends FGSM to iterative
versions for producing stronger attacks. Given a video data
sample x € RFXCXHXW ([ is the number of video frames,
C is the number of channels, H and W are height and width),
ground-truth label y, target model parameters 6 and loss
function L, these iterative FGSM-based attacks generate

adversarial examples X, by
X"t = Clipz {x" + a - sign(Vx L(X',y; 0))}, (3)

where « is step size, t € [0,7 — 1] denotes the number
of attacking iterations and thus x = x° and X4, = X'.
Clip’e:{-} denotes element-wise clipping with perturbation
size € such that [x!™! — x| < ¢. This £,-norm is the initial
constraint used by the FGSM-based attacks. These attacks

can also be bounded in f5-norm:

thﬁ(xt,y; 0) }
| Vxt L(xt,y; 0)]]27

where Clip’? {-} is a £,-norm constraint with € such that
|x!T1 — x]||2 < €. In this case, the attacks take steps in the
normalized gradient values instead of the sign of them.

MultAV belongs to gradient methods as well, and it can be
formulated in a single step or iterative version. The iterative
MultAV is defined as

X = ClipfB—t={x' & a%gn(vxtﬁ(xt,y; 6))} (5)

X, €

x'T = Clipfje{xt +a-

“4)




where v, is the multiplicative step size, ClipftZ—f={.}

performs clipping with ratio bound €, such that
max(%, <77) < €m. MultAV takes the sign of the gra-
dients as the exponent of «,,, so that xt would be mul-
tiplied by either a,,, or 1/«,,, which is corresponded to
the additive counterparts added either o or —«. The ratio
bound is favorable to the multiplicative cases because the
{~-norm would biased clip more perturbation in brighter
pixels (having larger pixel values). Both the ratio bound and
the ¢, -norm limit the perturbation maximum but in terms of
addition and multiplication, respectively. MultAV can also

be extended to an £5-norm variant:

Vot £(x<P .y 6)

. — 17t £0xE,y5 0) I
Xt = ClipZ - {x' @ =TT (6)

RB—{3
x76’"L

such that ||$||2 < (€ + 1). Adding 1 is just an offest,
so that we can find a proper ¢, value easier. In this case,
MultAV takes the normalized gradient values as the exponent
of oy,

SPA [10] and the physically realizable ROA [16] and AF
[20] examples can be generated by Eq. 3, but the perturba-
tion is restricted in pre-defined regions, such as a rectangular,
a framing and selected pixels. These attacks allow a large
perturbation size since they can be perceptible. Similarily,
their multiplicative versions can be produced by Eq. 5. Mul-
tAV is a general algorithm that applies to various attack
types.

The perturbation generated by MultAV has distinct proper-
ties from that of additive adversarial examples. In particular,
we can rewrite Eq. (5) as

xt+l — Cllpfg:eoo {Xt_|_ [XtQ(afyign(vxtﬁ(Xt’y;0))—1):| },
(7

where Clip {-} a £3-norm ratio constraint with ¢,

and rewrite Eq. (6) as

Vot £0xF Ly 0)

. RB- ERECE
x" = ClipfP—t2{x" + [xt O (oo =TT

-]}

®)
Eq. (7) and Eq. (8) indicate that the multiplicative pertur-
bation can be treated as so-called signal-dependent additive
perturbation, which involve the input data component in the
additive perturbation.

Fig. 1 shows different types of additive adversarial exam-
ples and MultAV examples. We can observe that the additive
and the multiplicative perturbation distributions are different.
Particularly, there is a clear object contour in the MultAV-{,
perturbation map, showing the signal-dependency of MultAV.
The signal-dependent perturbation is more difficult to deal
with since they are related to input data (signals). Because of
the uniqueness of MultAV, the defenses tailored to resisting
additive attacks may be ineffective, posing a new challenge
to video recognition systems.

3. Experiments

We apply the proposed MultAV on ¢,,-norm PGD [11],
f>-norm PGD, ROA [16], AF [20] and SPA [10] attacks
(MultAV-£,, MultAV-{5, MultAV-ROA, MultAV-AF and
MultAV-SPA), then evaluate them on adversarial training-
based state-of-the-art defense approaches. Furthermore, we
look into the visualized feature maps under these adversarial
attacks.

3.1. Exmerimental Setup

We conduct our experiments on the UCF101 dataset[ | 3],
an action recognition dataset consisting of 13,320 videos
with 101 action classes. We use 3D ResNet-18 [5], a 3D
convolution version of ResNet-18 [6], as our video classifi-
cation network. All the models are trained or adversarially
trained by SGD optimizer.

We adversarially train models against different MultAV
types respectively and evaluate their robustness to these Mul-
tAV examples. The MultAV settings for both inference and
adversarial training in our experiments are described as fol-
lows:

¢ MultAV-Y.: ¢,, = 1.04, a,,, = 1.01, and T = 5.
¢ MultAV-{5: €,, = 160, oy, = 3.55,and T = 5.

* MultAV-ROA: Rectangle size 30x30, ¢,, = 1.7, o,y =
3.55,and T = 5.

e MultAV-AF: Framing width 10, ¢,,, = 3.55, o, = 1.7,
and T = 5.

e MultAV-SPA: 100 adversarial pixels on each video
frame, €,,, = 3.55, ai,,, = 1.7, and T = 5.

We also adversarially train models against the additive
counterparts and evaluate their robustness to MultAV. The
additive counterparts for adversarial training are set to similar
attacking strength to their corresponding MultAV examples.
The settings are as below:

¢ PGD-(oo: € = 4/255, a = 1/255, and T = 5.
« PGD-ly: € = 160, « = 1.0, and T = 5.

* ROA: Rectangle size 30x30, e = 255/255, a =
70/255,and T = 5.

¢ AF: Framing width 10, ¢ = 255/255, a = 70/255,
and T' = 5.

SPA: 100 adversarial pixels on each video frame, € =
255/255, « = 70/255, and T = 5.

We test these attack approaches on 3D ResNet-18 with
standard training and Madry’s adversarial training method



Table 1. Video recognition accuracy (%) on the UCF101 dataset. The Clean column corresponds to the models that are trained and tested on
clean data. The Training column refers to the data type for training/adversarial training, where Mult is a MultAV type corresponding to each
of the last five colums, and Add is an additive counterpart of each of the last five colums. The numbers in parentheses are the accuracy
differences between Mult Model and Add Model.

Network Clean | Training | MultAV-/,, MultAV-¢4 MultAV-ROA  MultAV-AF  MultAV-SPA
3D ResNet-18 | 76.90 Clean 7.19 2.67 2.30 0.26 4.02
3D ResNet-18 | 76.90 Mult 47.00 16.23 44.12 66.35 55.54
Add 41.61 9.94 42.45 51.23 54.74

(-5.39) (-6.29) (-1.67) (-15.12) (-0.80)

3D ResNet-18 | 70.82 Mult 42.69 14.75 39.31 60.53 48.37
+ 3D Denoise Add 31.46 9.15 37.72 48.98 48.06
(-11.23) (-5.60) (-1.59) (-11.55) (-0.31)

3D ResNet-18 | 69.47 Mult 41.87 14.04 40.34 58.97 47.48
+ 2D Denoise Add 30.16 10.23 39.65 47.82 47.18
(-11.71) (-3.81) (-0.69) (-11.15) (-0.30)

MultAV-£e
on Mult Model

MultAV-{«=
on Add Model

Figure 2. MultAV-/, examples generated on Mult Model and Add Model (top); and their corresponding feature maps (bottom). Three
frames of the video are displayed here.



[11]. Madry’s method performs minimax-based adversar-
ial training on an original network architecture. We also
evaluate a feature denoising-based state-of-the-art defense
approach [18]. Feature Denoising adds feature denoising
blocks to an original network and performs the same ad-
versarial training protocol as Madry’s method on the entire
network. We use the Gaussian version of non-local means
denoising, which is their top-performing denoising operation.
Feature Denoising is designed for only image data, so we
extend it to video recognition tasks in two ways: 3D Denoise
changes its operations to the 3D domain directly, and 2D
Denoise performs the original 2D operations on each video
example frame-by-frame. Following the deployment in [18],
we insert 3D Denoise/2D Denoise after the conv2, conv3,
conv4 and convS5 blocks of 3D ResNet-18.

3.2. Evaluation Results

The experimental results are reported in Table 1. Doing
adversarial training makes models more robust to MultAV.
However, we can see a serious robustness gap between the
adversarially trained models against the additive counterparts
(Add Model) and against MultAV directly (Mult Model). In
particular, Add Model is less robust than Mult Model against
MultAV, showing that the defenses tailored to defending
against additive treat models fail to fully display their robust-
ness under MultAV. Such gap appears not only across all
the considered MultAV types but also across the networks
with and without Feature Denoising, which demonstrates the
uniqueness and the threat of the proposed MultAV.

The gap size depends on MultAV types. It ranges from
5.39% to 11.71% on MultAV-{ ., from 3.81% to 6.29% on
MultAV-¢5, and from 0.69% to 1.67% on MultAV-ROA. The
gap on MultAV-SPA is small. The reason is that the SPA
perturbation is composed of scattered single pixels, and such
noise distribution has no obvious difference between additive
and multiplicative perturbation. Instead, the distribution
differences are apparent on the other MultAV types. The
most significant gap can be up to 15.12%, which appears on
MultAV-AF.

On the other hand, Feature Denoising [ 8] does not per-
form well for the video recognition task. For both 3D De-
noise and 2D Denoise, their clean data performance and
adversarial robustness are degraded as compared with the
original architecture. This indicates that an excellent defense
for image recognition may be ineffective for videos. Our
MultAV can be a good attack method motivating deeper
exploration for adversarial robustness in the video domain.

3.3. Feature Map Visualization

Fig. 2 shows the effect of adversarial perturbation on
features. As can be seen from this figure, Mult Model is able
to capture semantically informative content in video frames.
By contrast, Add Model’s feature maps are blurred, which

means Add Model is easier to be distracted by multiplicative
adversarial perturmation and thus cannot focus on seman-
tically informative regions. This visual result is consistent
with the quantitive results in Table 1. The proposed MultAV
poses a new and strong threat to video recognition models.

4. Conclusion

In this paper, we propose a new attack method against
video recognition networks, MultAV, which produces multi-
plicative adversarial videos having different noise distribu-
tions to the additive counterparts. It is a general multiplica-
tive algorithm that applies to various attack types ranging
from ratio-bounded attacks to physically realizable attacks.
It challenges the defense approaches tailored to resisting
additive adversarial attacks. Moreover, adversarial robust-
ness in the video domain still lacks exploration. This clearly
shows the threat of our MultAV. We hope this work will
encourage the research community to look into more general
and more powerful defense solutions for video recognition
networks.
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