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Abstract

Multi-source extractors are functions that extract uniform randomness from multiple (weak)
sources of randomness. Quantum multi-source extractors were considered by Kasher and Kempe
[KK10] (for the quantum independent adversary and the quantum bounded storage adversary),
Chung, Li and Wu (for the general entangled adversary) and Arnon-Friedman, Port-
mann and Scholz [AFPS16] (for the quantum Markov adversary).

One of the main objectives of this work is to unify all the existing quantum multi-source
adversary models. We propose two new models of adversaries: 1) the quantum measurement
adversary (gqma), which generates side information using entanglement and on post-measurement
and 2) the quantum communication adversary (qca), which generates side information using
entanglement and communication between multiple sources. We show that,

1. gma is the strongest adversary among all the known adversaries, in the sense that the side
information of all other adversaries can be generated by gqma.

2. The (generalized) inner-product function (in fact a general class of two-wise independent
functions) continues to work as a good extractor with matching parameters as that of Chor
and Goldreich [CG8H| against classical adversaries.

3. A non-malleable extractor proposed by Li [Lil2] (against classical adversaries) continues to
be secure against quantum side information. This result implies a non-malleable extractor
result of Aggarwal, Chung, Lin and Vidick [ACLV19] with uniform seed. We strengthen
their result via a completely different proof to make the non-malleable extractor of Li
secure against quantum side information even when the seed is not uniform.

4. A modification (working with weak local randomness instead of uniform local randomness)
of the Dodis and Wichs protocol for privacy-amplification is secure against active
quantum adversaries (those who arbitrarily modify the messages exchanged in the proto-
col). This strengthens on a recent result due to Aggarwal, Chung, Lin and Vidick [ACLV19]
which uses uniform local randomness.

5. A tight efficiency lower bound for the (generalized) inner-product function (in fact a general
class of two-wise independent functions).
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1 Introduction

Randomized algorithms are designed under the assumption that randomness used within the al-
gorithms is uniformly distributed. However, random sources in nature are often not necessarily
uniform (aka weak). Thus, it is important to understand how to extract uniform randomness
from weak-sources. Extractors are functions that transform weak-sources to uniform randomness.
Extractors have numerous applications including privacy-amplification, pseudo-randomness, de-
randomization, expanders, combinatorics and cryptography. A general model of weak-sources is
the so-called min-entropy source (please refer to Section [2 for definitions of information-theoretic
quantities). Let n,t,m be positive integers and k, k1, ko, k], kb, b1, b2, | be positive reals.

Definition 1 ([Zuc90]). An (n,k)-source denotes an n-bit source X € {0,1}" with the min-entropy
bound k, i.e. Hyin(X) > k.

It can be argued that no deterministic function can extract even one uniform bit given an
(arbitrary) (n, k)-source as long as k < n — 1 [CG85|. This lead to designing extractors using an
additional uniform source (aka seed) called seeded extractors [FS]. Another approach is to consider
multiple independent weak-sources.

Definition 2 ([Zuc90l, [CLW14]). An (n,k1,ka,...,kt)-source denotes t independent n-bit sources
X1, Xo, ..., Xy with min-entropy bounds Hyin (X;) > k; for every i € [t].

Multi-source extractors are functions that transform multiple weak-sources to uniform ran-
domness. Multi-source extractors have been studied extensively in the classical setting [Bou05,
CG85l [KLRZ08, [Rao06), Raz05, [KLR09]. With the advent of quantum computers, it is natural
to investigate the security of extractors against a quantum adversary with quantum side infor-
mation on weak-sources. As expected quantum side information presents many more challenges
compared to classical side information. Gavinsky et al. [GKKT07] gave an example of a seeded
extractor secure against a classical adversary but not secure against a quantum adversary (even
with a very small side information). Several definitions of quantum multi-source adversaries have
been proposed in the literature. Kasher and Kempe [KK10] introduced quantum bounded storage
adversary (gqbsa), where the adversary has bounded memory. They also introduced quantum inde-
pendent adversary (qia) which obtains independent side information from various sources. Arnon-
Friedman, Portmann and Scholz [AFPS16] introduced quantum Markov adversary (qMara), such
that X — E—Y forms a Markov-chain (I(X : Y|E) = 0) [}, where E is adversary’s side information.
Chung, Li and Wu [CLW14] introduced general entangled adversary (gea). A natural question that
arises is what is the relationship/hierarchy between these different adversary models. Previous
works [CLW14], [KK10, [AFPS16] also ask if there is a model which is stronger than the existing
models. To quote [KK10]

In light of this, it is not clear if and how entangled guessing entropy sources can be
incorporated into the model, and hence we only consider bounded storage adversaries
in the entangled case.

A difficulty that they point is that in the quantum setting (unlike the classical setting), measuring
the adversary side information might break the independence of the sources [KK10]. Quantum
entanglement between various parties, used to generate side information raises additional issues.

(A B|C’)p represents conditional mutual information between registers A, B given register C in state p.



Entanglement is of course known to yield several unexpected effects with no classical counterparts,
e.g., non-local correlations [Bel64] and super-dense coding [BW92| etc.

A main objective of this work is to unify all the existing quantum multi-source adversary
models. We propose two new models of adversaries: 1) the quantum measurement adversary
(gma, Definition []), which generates side information using entanglement and conditioned on post-
measurement outcomes and 2) the quantum communication adversary (qca, Definition @), which
generates side information using entanglement and communication between multiple sources.

Definition 3 (I-gma, l-gma-state). Let Ty %, Tyy be canonical purifications of uniform sources
X,Y respectively (registers XY with Reference ).

1. Alice and Bob hold X,Y respectively. They also share an entangled state Tnps (Alice holds
N, Bob holds M ).

2. Alice applies an (safe) isometry Vi : Hx @ Hy — Hx @ Hy' @ Ha and Bob applies an (safe)
isometry Vp : Hy @ Hyr — Hy ® Haypr @ Hp. Registers A, B are single qubit registers. Let

Pxxanarpyy = (Va® V) (Txx @ Tvm @ 1yp) (VA ® V).

3. Alice and Bob perform a measurement in the computational basis on the registers A and B
respectively. Let

1
[ =log <Pr(A —1,B= 1)p> D Pxsnryy = Pxsanvpyyl(A=1,B=1).

4. Adversary gets access to either ®xn: or ®ypy. The pure state ® is called an -gma-state.

Motivation for the I-gma model. A general model classically for two sources with side informa-
tion is the Markov model of the form

C = {X —-F-Y: Hmin(X’E) > kl and Hmin(Y’E) > kg}.

We can generate Markov-chain as above via the following procedure. Let Alice and Bob hold
independent and uniform sources X’ and Y’ respectively. In addition, let Alice and Bob share
independent randomness E’. Let Alice generate a local random variable A € {0,1} (using X'E’)
and Bob generate a local random variable B € {0,1} (using Y'E’). It can be readily verified that
(X'E'Y' | A= B =1) is a Markov-chain. It can also be checked that any Markov-chain X — F —Y
can be generated using this procedure.

The natural analogue of this procedure in the quantum setting is as described in Definition [3]
A key difference with the classical setting is that, in the quantum setting, the resultant post-
measurement state, does not form a Markov-chain and thus bringing the elusive nature of quantum
side information. This brings us to consider sources [ of the form

Q= {UXXN’M'YY Lo N oyy 1S an l-gma-state}.

A question may be asked if one can provide both the registers M’ and N’ as side information to
the adversary. However this may allow adversary to gain complete knowledge of X,Y (since N’

2Even though the state contain adversary side information, we call entire pure state as source for simplicity.



may contain a copy of X and M’ may contain a copy of Y) making the model trivial. Thus we
settle on the model as in Definition [Bl

We next define 2-source quantum communication adversary inspired from quantum communi-
cation protocols.

Definition 4 ((k1, k2)-qca, (k1, k2)-qca-state). Let 7y ¢, Tyy be the canonical purifications of the
independent sources X,Y respectively (registers XY with Reference).

1. Alice and Bob hold X,Y respectively. They also share an entangled pure state Tyns (Alice
holds N, Bob holds M ).

2. Alice and Bob execute a quantum communication protocol, at the end of which the final state
is 19) gy gy noage (Alice holds XN' and Bob holds Y M), with Huin (X[M'YY) = ky and

Hynin (Y‘N/XX)q) > k.

3. Adversary gets access to either one of ®xn: or ®ypp of its choice. The state ® is called a
(k1, k2)-qca-state.

Remark. We note to the reader that indeed every (ki, ke)-qca-state is a (k1, ko)-qpa-state (where,

gpa-state stands for quantum purified adversary state) defined in Boddu, Jain and Kapshikar [BJK22]
(see Definition [I0). But, it is apriori not clear if every (ki,ks)-qpa-state can be generated via a

communication protocol as in Definition [4)

Our results

We show that,

1. gma is the strongest adversary among all the known adversaries (Theorem [I]), in the sense
that the side information of all other adversaries can be generated by gma.

2. The (generalized) inner-product function (in fact a general class of two-wise independent
functions) continues to work as a good extractor against gqma (Theorem [2]) with matching
parameters as that of Chor and Goldreich [CG85] against classical adversaries.

3. A non-malleable extractor proposed by Li [Li12] (against classical adversaries) continues to be
secure against quantum side information (Theorem [B]). A non-malleable extractor (nmExt)
for sources (X,Y) is an extractor such that nmExt(X,Y’) is uniform and independent of
nmExt(X,Y")YY’, where Y’ # Y is generated by the adversary using Y and the side infor-
mation on X.

This result implies a non-malleable extractor result of Aggarwal, Chung, Lin and Vidick
[ACLV19] with uniform Y. We strengthen their result via a completely different proof to
make the non-malleable extractor of Li (nmExt(X,Y) = (X, Y||Y2)) secure against quantum
side information even when Y is not uniform.

4. A modification (working with weak local randomness instead of uniform local randomness) of
the Dodis and Wichs [DW09] protocol for privacy-amplification (PA) is secure against active
quantum adversaries (those who arbitrarily modify the messages exchanged in the protocol).
This strengthens on a recent result due to [ACLVI19] which uses uniform local randomness.



5. We also show a tight efficiency lower bound (Corollary [I)) for the (generalized) inner-product
function (in fact a general class of two-wise independent functions).

gma can simulate other adversaries

We show that the side information of all the adversaries can be simulated (see Definition 22]) in the
model of gma.

Theorem 1. Quantum side information of (b1,be)-gbsa (see Definition[23), (ki1,k2)-qia (see Def-
inition [24), (k1,k2)-gea (see Definition[23), acting on an (n, k], kb)-source can be simulated by an
I-qma for some | < 2min{by,ba} +2n — K} — kb, 1 <2n — ky — ko, | < 2n — ky — ko respectively.

Quantum side information of (ki,ks)-qMara (see Definition [26) and (ki,k2)-qca (see Defini-
tion[f)) can be simulated e-approximately by an l-qma for some | < 2n — ki — ko + 25 4 6log(1/e),
1 <2n—Fky — ko + 25+ 6log(1/e) respectively.

Inner-product is secure against qma

A 2-source extractor secure against [-qma is defined as follows:

Definition 5. An (n,n,m)-2-source extractor 2Ext : {0,1}" x {0,1}" — {0,1}™ is said to be
(1,€)-quantum secure against l-qma if for every l-qma-state ® (chosen by l-qma), we have

[ Poexe(x,v )N — Unm @ @1 < € and || Popge(x,yymr — U @ @oprl1 < e
The extractor is called Y -strong if

[Poexe(x,v)mry — Um @ aryllh <,
and X -strong if
[Poexe(x,y)vx — Un @ ®nrxl1 < e.

We show that the inner-product extractor (in fact a general class of X-two-wise independent
function (Definition [I6] [])) of Chor and Goldreich [CG85| continues to be secure against I-gma.

Theorem 2. Let p = 2" and n' =nlogp. Let py ¢ nyy s be an l-gma-state such that | X| = 1X| =
Y| = |Y| =n' and XY classical (with copies XY respectively). Let f : X xY — Z be a X-two-wise
independent function such that X =Y =¥y, Z =F, and (X,Y) € (X,)). Let Z = f(X,Y) € Z.
Then,
lpzym — Un @ pyml <e,

for parameters | < (n’ —m — 40 + 8log (¢)) /2.

Symmetric results follow for a YV-two-wise independent function f: X x Y — Z by exchanging
(N, X) < (M,Y) above.

As a corollary of Theorem 2, we also get a tight efficiency (Definition 21]) lower bound for a
X-two-wise independent function.

Corollary 1 (Efficiency lower bound for a X-two-wise independent function). Let function f :
X x)Y — Z be a X-two-wise independent function such that |X| = |Y|. Let U be the uniform
distribution on X x Y. For any v > 0,

) 1 L
log (effw(f, U)) > 3 <log|X| —log |Z] — 40 + 8log (1 - - @>> .
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Noting entanglement-assisted communication complexity of a function f is lower bounded by
efficiency of a function f (Fact[29]) and that the (generalized) inner-product function is a X-two-wise
independent function (note X = F))), we immediately get the following as a corollary.

Corollary 2. Let IP; : F} x Fj — ), be defined as,

1Py (z,y) = Zﬂfz’yi mod p .

i=1
We have,

~11 1
QW(IPZ)ZW+Iog<1—7—]—Q> ~20 .

A quantum secure weak-seeded non-malleable extractor

Quantum secure non-malleable extractors [ACLV19| are studied when the seed is completely uni-
form. That is for a state oxary, we have ox py = oxm ®oy, oy = Uy and we have Hy,in(X|M), >
k. In this work, we extend the definition to study when the seed is not uniform.

Let ox vy be such that oxyy = oxyp ® oy, Hmin(X’M)g > k1 and Hmin(Y)U > ko. One may
consider register Y as weak-seed and register M as adversary quantum side information on source
X. We consider the pure state extension of oxpy denoted by Ox xNMYY = Oxinm @ Oyy and
call it a (kq, ko )-wqpa-state.

Definition 6 ((k1, k2)-wqpa-state). We call a pure state oy ¢ vy with (XY') classical and (XY)
copy of (XY), a (ki, k2)-wgpa-state iff

Oxxnmyy = Oxxnm @0yy 5 Hmn(X[M), >k 5 Hupin(Y)o > ko

A non-malleable extractor (nmExt) is an extractor such that nmExt(X,Y") is uniform and in-
dependent of nmExt(X,Y')YY'M’, where Y’ # Y is generated by the adversary using Y and the
side information on X, i.e. M. Without any loss of generality, we consider the adversary operation
to be isometry (since one can consider Stinespring extension of a CPTP map as an isometry (see
Fact [I8)) if the adversary operation is a CPTP map). This leads us to consider (k1, k2)-wgnm-state.

Definition 7 ((k1, k2)-wqnm-state). Let oy ¢y yy be a (k1, k2)-wqpa-state. Let V : Hy @ Hy —
Hy @ Hyr @ Hy, @ Hppr be an isometry such that for p = VoV, we have Y’ classical (with copy
Y') and Pr(Y #Y"'), = 1. We call state p a (k1,ks)-wgnm-state.

Since we require the non-malleable extractor to extract from every (ki,ks)-wgnm-state, we
phrase an adversary gnma (short for quantum non-malleable adversary) to choose the (k1, k2 )-wgnm-state.

Definition 8 (Quantum secure weak-seeded non-malleable extractor). An (nq,ng, m)-non-malleable
extractor nmExt : {0,1}™ x {0,1}" — {0,1}™ s (kq, ko, e)-secure against qnma if for every
(k1, ko)-wgnm-state p (chosen by the adversary gnma),

| PnmExt(X, ¥ )nmExt(X,y )Yy M’ — Um ® Pamexe(x,yyvy mrll1 < €.

Following is an inner-product based non-malleable extractor proposed by Li [Lil2].



Definition 9 ([Lil2]). Let p # 2 be a prime and n be an integer. Define nmExt : F x FZ/2 —

F, given by nmExt(X,Y) def (X,Y||Y?), where || represents concatenation of strings and Y? is

computed via multiplication in Fpn/z.

We show that the inner-product based non-malleable extractor proposed by Li [Lil2] continues
to be secure against quantum side information.

Theorem 3. Let p # 2 be a prime, n be an even integer and € > 0. The function nmExt(X,Y") is
a (ki,ka,€)-quantum secure weak-seeded non-malleable extractor against qnma for the parameters
ki+ko > (n+17)logp + 33 + 161og (2).

Privacy-amplification with weak-sources

We study the problem of privacy-amplification (PA) [BBR88, Mau92, BBCM95, MW97]. In this
problem, two parties, Alice and Bob, share a weak secret X (with Hy,i, (X|E) > k, where E is
adversary Eve side information). Using X and an insecure communication channel, Alice and Bob
would like to securely agree on a secret key R that is close to uniformly random to an active ad-
versary Eve who may have full control over their communication channel. In all prior protocols
including [ACLV19], we assume that Alice and Bob have local access to uniform sources of random-
ness. In practice, uniform sources are hard to come by, and it is more reasonable to assume that
Alice and Bob have only weak-sources of randomness. For this we make use of breakthrough result
by Dodis and Wichs [DW09], who were first to show the existence of a two-round PA protocol with
optimal (up to constant factors) entropy loss, for any initial min-entropy. We modify the protocol
of [DW09], to accommodate the non-uniform local randomness at Alice and Bob side. Based on
our construction of a quantum secure weak-seeded non-malleable extractor (Theorem [B]) we obtain
a PA protocol working with weak local sources of randomness and is secure against active quantum
adversaries as long as the initial secret X has min-entropy rate of more than half.

Proof overview

For the proof of Theorem [M we first prove Lemma [l To prove Lemma [ we first establish
Claims [l and 2 using the standard quantum information-theoretic techniques. Claim [l corresponds
to correlating independent and uniform X with quantum side information while Claim [2 corre-
sponds to correlating independent and uniform Y with quantum side information conditioned on
post-measurement by Alice. In particular, we used a quantum analogue of the rejection-sampling
argument of [JRS09] to prove them. Next, using Lemma[Il we generate side information (of other
adversary models) in the [-gma model, since it suffices to showing appropriate conditional-min-
entropy and modified-conditional-min-entropy bounds of various adversary models in the purifica-
tion picture.

For the proof of Theorem [ let initial state of I-qma model be 7, state after the Alice mea-
surement outcome A = 1 be p and state after the Bob measurement outcome B = 1 condi-
tioned on Alice post-measurement outcome A = 1 be ¢. We first reduce the task of bounding
|Pzyp — Uz @ Py pr]|1 to bounding the collision-probability I'(pzy ar|pyar) at the expense of multi-

plicative factor given by ‘Iilrl?g(zzl))‘ using Cauchy Schwarz inequality as key ingredient. Notice, in state

p, we have py v ¢y = py @ py - Thus, this enables us to use the argument of Renner [Ren03]
to further bound the collision-probability I'(pzyar|py am) to be exponentially small in min-entropy



Hpin (XY M) , for pairwise-independent function f such that Z = f(X,Y). Additionally when

v = pu, the proof follows by noting the relation of Hunin (XY M) p with probability of Alice’s
measurement outcome A =1 (Pr(A =1)).

For the proof of Theorem [ we first make use the result of [ACLVI9] which reduces the task
of showing non-malleable extractor security of Li’s extractor to showing hardness of inner-product
in a guessing game. We note that it is equivalent to showing hardness of inner-product in a
(K1, k2)-wgnm-state (see Definition [7]). We next show that we can get the conditional-min-entropy
bounds required to make use of Fact B0 to simulate (k1, k2)-wgnm-state as (k1, k2)-qpa-state. Thus,
hardness of inner-product in a guessing game further reduces to showing security of inner-product
against (ki, ka)-qpa-state. Using Fact [30], the proof now follows.

Comparison with [ACLV19]

Both [ACLV19] and Theorem Bl have considered the inner-product based non-malleable extractor
proposed by Li [Lil2]. [ACLV19|] extends the first step of classical proof, the reduction provided
by the non-uniform XOR lemma, to the quantum case. This helps in reducing the task of showing
non-malleable extractor property of inner-product to showing security of inner-product in a certain
communication game. They then approach the problem of showing security of inner-product in
a communication game by using the “reconstruction paradigm” of [DPVRI12] to guess the entire
input X from the modified side information.

On the other hand, in Theorem B], we reduce the security of inner-product in a communication
game to the security of inner-product against the quantum measurement adversary. In the process,
both [ACLV19] and Theorem [ crucially use the combinatorial properties of inner-product. For
example, in the proof of Theorem Bl we heavily uses the pairwise independence property of inner-
product.

Other related works

Seeded extractors have been studied extensively in the classical setting [ILL89, [FS]. Konig et
al. [KTO§| showed that any one-bit output extractor is also secure against quantum adversaries,
with roughly the same parameters. Ta-Shma [TS09], De and Vidick [DV10], and later De et al.
[DPVRI2| gave seeded extractors with short seeds that are secure against quantum side information
and can extract almost all of min-entropy and are based on Trevisan’s extractor [Tre0l]. The
extractor of Impagliazzo et al. [ILL89] was shown to be secure against quantum side information
by [KMRO05 Ren05, RKO05].

In the multi-source setting, a probabilistic argument shows the existence of 2-source extractors
for min-entropy k = logn + O(1). Explicit constructions of multi-source extractors with access to
more than 2-sources has been considered in the successful line of work [BIWO06, [Li12] Li11l Rao09,
Li13| leading to a near optimal 3-source extractor that works for polylogarithmic min-entropy and
has negligible error [Lil5]. Explicit constructions of 2-source extractors has been first considered
in [CG&5] who showed that inner-product is a 2-source extractor for min-entropy k& > n/2. After
nearly two decades, Bourgain [Bou05] broke the “half entropy barrier”, and constructed a 2-source
extractor for min-entropy (1/2 — d)n, for some tiny constant 6 > 0. A long line of research starting
with [CGS85, Bou05, Raz05l [CZ19) [Li19] leading to a near optimal 2-source extractor that works
for polylogarithmic min-entropy and has inverse polynomial error [CZ19| [Li19].



Subsequent works

Inspired from our work, Boddu, Jain and Kapshikar [BJK22] have defined (ki, k2)-qpa-state as
specified below.

Definition 10 ((k1, k2)-qpa-state). A pure state oy ¢ vy With (XY) classical and (XY) copy
of (XY), a (ki, ka)-qpa-state iff
Hioia (X‘MYY) >k Hupm <Y(NXX> > ky.
They showed that every l-qma-state is also a (k1, k2)-qpa-state as stated in the below fact.

Fact 1 ([BJK22|). Let 0 ¢ vy be an l-gma-state such that | X| = | X|=|Y|=|V|=n. There

exists k1, ky such that o is a (k1,ko)-qpa-state, k1 > n —1 and ky > n — .

They also showed that for every (ki,ko)-gpa-state there is a close-by l-gma-state as stated in
the below fact.

Fact 2 ([BJK22|). Let py ¢ nyyas e @ (ki, k2)-qpa-state such that |X| = X| =1|Y| = |V] = n.
There exists an l[-gma-state p(l) such that,

1
AB(p(l);p)SGE and [ <2n—ky —ky+4+6log <E>
Furthermore,
. N 1 - - 1
Honin <X‘MYY) > ky — 2log (-) - Hpin (Y‘NXX) > ky — 4 — 4log <—> :
p(l) E p(l) £

They used (ki, k2)-qpa-state framework to construct the first explicit quantum secure non-
malleable extractor for (source) min-entropy > polylog (%) and seed length of polylog (%) (n is the
length of the source and ¢ is the error parameter) which lead to a 2-round privacy-amplification
protocol that is secure against active quantum adversaries with communication polylog (%), expo-
nentially improving upon the linear communication required by the protocol due to [ACLV19].

In addition, using our result, the security of inner-product against I-qma as key ingredient, they
constructed the first explicit quantum secure 2-source non-malleable extractor for min-entropy
k1, ke > n — nfM with an output of size n/4 and error 9—n),

Also, recently Aggarwal, Boddu and Jain [ABJ22] have extended the connection of [CG14]
between 2-source non-malleable extractors and non-malleable codes in the split-state model in
classical setting to quantum setting. They further used quantum secure 2-source non-malleable
extractor [BJK22] to construct the first explicit quantum secure non-malleable code in the split-
state model for message length m = n?(1) | error ¢ = 27" and codeword size 2n.

Additionally, Jain and Kundu [JK22] have used our efficiency lower bound result (Corollary @)
to obtain a direct-product result for two-wise independent functions including for the generalized
inner-product function (IP).

Organization

In Section 2] we present our notations, definitions and other information-theoretic preliminaries.
In Section Bl we present the proof of Theorem (] and Fact In Section Ml we present the proof of
Theorem [II In Section [Bl we present the proof of Theorem Bl



2 Preliminaries

Quantum information theory

Let X,), Z be finite sets (we only consider finite sets in this paper). We use z < X to denote z
drawn uniformly from X'. All the logarithms are evaluated to the base 2. Consider a finite dimen-
sional Hilbert space 1 endowed with an inner-product (-,-) (we only consider finite dimensional
Hilbert-spaces). A quantum state (or a density matrix or a state) is a positive semi-definite matrix
on H with trace equal to 1. It is called pure if and only if its rank is 1. Let |¢)) be a unit vector
on H, that is (¢,9) = 1. With some abuse of notation, we use 1 to represent the state and also
the density matrix |1) (1|, associated with [¢)). Given a quantum state p on H, support of p, called
supp(p) is the subspace of H spanned by all eigenvectors of p with non-zero eigenvalues.

A quantum register A is associated with some Hilbert space H4. Define |A] := logdim(H ).
Let L(H,) represent the set of all linear operators on H,4. For operators O,0" € L(H4), the
notation O < O’ represents the Lowner order, that is, O’ — O is a positive semi-definite matrix.
We denote by D(H4), the set of quantum states on the Hilbert space H 4. State p with subscript
A indicates p4 € D(H ). If two registers A, B are associated with the same Hilbert space, we shall
represent the relation by A = B. For two states pa,op, we let pa = op represent that they are
identical as states, just in different registers. Composition of two registers A and B, denoted AB, is
associated with the Hilbert space H4 ® Hp. For two quantum states p € D(H4) and o € D(Hp),
p® o € D(Hap) represents the tensor product (Kronecker product) of p and o. The identity
operator on H 4 is denoted I4. Let U,y denote maximally mixed state in H 4. We also use U, to
denote uniform distribution supported on m-bit strings. Let pap € D(Hap). Define

def def . .
pp = Trapap = Y (il @ 1p)pan(|i) ® Ip),

7

where {]7)}; is an orthonormal basis for the Hilbert space H4. The state pp € D(Hp) is referred
to as the marginal state of pap. Unless otherwise stated, a missing register from subscript in a
state will represent partial trace over that register. Given ps € D(H4), a purification of p4 is a
pure state pap € D(Hap) such that Trppap = pa. Purification of a quantum state is not unique.

Suppose A = B. Given {|i)4} and {|i)p} as orthonormal bases over H4 and Hp respectively, the

1
canonical purification of a quantum state p4 is [pa) o (pi®1) (> ;i) ali)B).

A quantum map € : L(H4) — L(Hp) is a completely positive and trace preserving (CPTP)
linear map (mapping states in D(H 4) to states in D(Hp)). A unitary operator Vg : Ha — Ha is
such that V);VA = VAV); = I4. The set of all unitary operators on H4 is denoted by U(H,4). An

isometry V : Ha — Hp is such that VIV =14 and VVT =1Ip. A POVM element is an operator

0 < M < 1. We use shorthand M L Y , where I is clear from the context. We use shorthand

M to represent M ® I, where I is clear from the context.

Definition 11 (Classical register in a pure state). Let X' be a set. A classical-quantum (c-q) state
pPxE is of the form
pxe =Y p()|z)(z| @ p,
TEX
where pf, are states.
Let pxpa be a pure state. We call X a classical register in pxga, if pxg (or pxa) is a c-q
state. We identify random variable X with the register X, with Pr(X = x) = p(z).
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Definition 12 (Copy of a classical register). Let py ¢ be a pure state with X being a classical
register in py ¢ (see Definition [I1) taking values in X. Similarly, let X be a classical register in
Pxxp taking values in X. Let llgq = Yy |2)(x| ® |)(x| be the equality projector acting on the
registers XX. Wecall X and X copies of each other (in the computational basis) if Tr (HEquX) =
1.

Definition 13 (Conditioning). Let

PXE = Z p(z)|z)(z| @ p,

ze{0,1}"

be a c-q state. For an event S C {0,1}", define

df
SN " plx) 5 (plxes)E Zp (x| ® pf.
z€S p zeS

We sometimes shorthand (p|X € S) as (p|S) when the register X is clear from the context.

Let pap be a state with |A| = n. We define (p|A € S) = &t (0|S), where oap is the c-q state
obtained by measuring the register A in pap in the computational basis. In case S = {s} is a

singleton set, we shorthand (p|A = s) o Tra(p|A =s).

Definition 14 (Extension). Let

PXE = Z p(z)|z)(z| @ P,

z€{0,1}"

be a c-q state. For a function Z : X — Z, define the following extension of pxg,

pzxe S Y p@)|Z(@)(Z(2)] @ |z) (x| © p.

TEX

Definition 15 (Safe maps). We call an isometry V : Hx @ Ha — Hx ® Hp, safe on X iff
there is a collection of isometries V, : Ha — Hp such that the following holds. For all states

V) xa =Y, azlr) x|1) 4,
VW}>XA = Za:c‘x>XVx’wx>A

We call @ CPTP map @ : L(Hx @ Ha) = L(Hx ® Hp), safe on classical register X iff there is a
collection of CPTP maps ®, : L(Ha) — L(Hp) such that the following holds. For all c-q states

pxa =), Pr(X =x),lz)(z| ® pj,

®(pxa) ZPF = z)plz) (x| @ Pu(ph).

All isometries (or in general CPTP maps) considered in this paper are safe on classical registers
that they act on. CPTP maps applied by adversaries can be assumed w.l.o.g as safe on classical
registers, by the adversary first making a (safe) copy of classical registers and then proceeding as
before. This does not reduce the power of the adversary.

11



Definition 16.

1.

2.

10.

11.

12.

For p > 1 and matriz A, let ||A|, denote the Schatten p-norm.

Let A(p;0) = def 1 sllp —olli. We write =, to denote A(p;0) < e

Let d(X), € A(px:Ux) and d(X]Y), & Alpxy: Ux @ py).

. X-two-wise independent function: We call a function f : X x Y — Z, X-two-wise

independent iff for any two distinct r1,x9 € X,

y{P_g)(f(xby) = f(aa,y)) = E

Fidelity: For states p,o : F(p;o0) o lvevol.

Bures metric: For states p,o : Ap(p;o def V1 —=F(p;0). Being a metric, it satisfies the
triangle inequality.

Max-divergence [Dat09, [JRS09]: For states p,o such that supp(p) C supp(o),
Dmax (p]|o) & min{\ € R: p < 2%0}.

Sandwitched-Rényi-divergence: Let 1 # « > 0. For states p,o such that supp(p) C
supp(c),

1 o 1-a\@
Da(pllo) ' —— log Tr (0% po 7).

Collision-probability [Ren05]: For state pap,
T(palon) T (pa(la @ %) = 224r0o120m) = (14 ) pan(la © 515

Min-entropy: For a random variable X,

1
Hpin(X)= min lo
)= o (7575 ).
Conditional-min-entropy: For state px g, min-entropy of X conditioned on E is defined
as,
Huin (X|E), = — crEein)l(fHE) Diax (pxellx ® 0p) .
Max-information [Dat09]: For a state pap,

def

max(A B)p = inf Dmax(pAB||pA®0'B)-

op€D(Hp)

If p is a classical state (diagonal in the computational basis) then the inf above is achieved by
a classical state op.
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13. Modified-conditional-min-entropy: For state pxg, the modified-min-entropy of X con-
ditioned on E is defined as,

Hinin (X|E), = —Dmax (px5lllx ® p5)-

14. Markov-chain: A state pxpy forms a Markov-chain (denoted (X—E-Y),) iff (X : Y|E),
0.

For the facts stated below without citation, we refer the reader to standard text books [NC00),
Wat11l, Will2, Wat1§].

Fact 3. For evenp: ||A|h = Tr(ATA)P/2.

Fact 4 ([BJL23]). For a c-q state pxa (X classical): pxa <Ix @ pa and pxa < px @ 1I4.

Fact 5 ([BJL23]). Let pxpp be a c-q state (X classical) such that pxp = px ® pp. Then,
Imax (X : BD), < 2|D).

Fact 6. For a quantum state pxp : Hmin(X|E)p > I:Imin(X|E)p.

Fact 7 ([BJK22]). Let p € D(Hap). There exists p' € D(Hap) such that

~ ~ 1
Ap(pip) <+ Tn(AIB), < Huin (AIB), < luin (A|B),, + 210g <g)

Fact 8 ([CLW14]). Let ® : L(Hpr) — L(Har) be a CPTP map and let oxpr = (1@ @) (pxnr)-

Then
Hmin (X|M/)U > Hmln(X|M)p .

Fact 9. Let p,o, 7 be quantum states. Then A(p;o) < A(p;7) + A(o; 7).
Fact 10 ([FvdGO06]). Let p,o be two states. Then,
1—=F(p;0) < Alp;0) <V1T-F2(p;0) 5 Ak(pio) < Alp;o) < V2Ap(p;0).

Fact 11 (Data-processing). Let p,o be quantum states and ® be a CPTP map. Then

o A(@(p); ®(0)) < A(p; 0).

o Ap(®(p); @(0)) < Ap(p;0).

® Dinax (®(p)[[®(0)) < Dimax (pllo) -

e ([Beild]) For all1# a>0: Dy(®(p)||[®(c)) < Dalpllo).
Fact 12 ([HJPWO04]). A Markov-chain (X — E —Y), can be decomposed as follows:

pxpy = > Pr(T =1)|1)(t| @ (pxp, ® pvp,)
¢
where T is some classical register over a finite alphabet.
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Fact 13 (|[AHJ"21]). For a Markov-chain (X — E —Y),, there exists a CPTP map ® : L(Hg) —
L(Hg ® Hy) such that pxpy = (Ix ® ®)pxE.

Fact 14 (Holder’s inequality). For matrices A, B, for any real p,q > 0 and % + % = 1 we have
[ Te(ATB)| < [|All,|IBllq-

Fact 15 (Holder’s inequality, special case). For matrices A, B : ||[BAB'||; < || All2|| B3
Fact 16 (Cyclicity of trace). For matrices A,B,C : Tr(ABC) = Tr(BCA) = Tr(CAB).

Fact 17. Let pap € D(Ha ® Hp) be a state and M € L(Hp) such that MTM < 1. Let pap =

MpapMFT
Tedlpap T Then,

1
DmaX 0 S 1 Y Y] .
(Pallpa) < log <Tr Vonn MT>

Fact 18 (Stinespring isometry extension [Watll]). Let ® : L(Hx) — L(Hy) be a CPTP map.
There exists an isometry V : Hx — Hy @ Hyz (Stinespring isometry extension of ®) such that
D(px) = Trz(Vpx V1) for every state px.

Fact 19 (Corollary 5.5 in [Watll]). Let pap € D(Ha ® Hp) be a pure state and Vi : L(Hp) —
L(Hp @ He) be an isometry such that |C| = 1. Let oapc = (Ia ® VB)pap(Ia ® V)T and
®ap = (0apc|C =1). There exists an operator Mp such that 0 < M;MB <Ip and

Dup = (Ia ® Mp)pap(la ® Mp)!
Tr(Ia ® Mp)pas(la ® Mp)

Fact 20 (Lemma 5.4.3 [Ren05]). Let pxar be a c-q state (X classical). Let Z = f(X), where
f < F is drawn from a two-wise independent hash function family F. Let oy € D(Hyr) be any
state. Then,

o PriC =1] = TrMBpBM;.

— 2 — —
Eﬁ_]: |:T1" <(IZ &® UMl/z)(pf(X)M —Uz ® pM)> :| < Tl“pXM(IX ® O'M1/2)pXM(IX ® O-M1/2).

Fact 21 (|[Ren05]). Let p be a prime number and n be a positive integer. Let pxpr be a c-q state
(X classical) with px € Fy. Let Z = f(X), where f < F is drawn from a two-wise independent
hash function family F. Then,

_ ) o
Eper [Tr ((Iz®PMl/2)(Pf(X)M —Ug ®PM)) } <9 Apnin(X[M),

Proof. Consider,

~1/2 2
Efer |Tr ((IZ ® ppr N ppxym — Uz ® PM))

< Troxa(Lx ® py ) pxn (Ix @ py ) (Fact 20)
< 111x ® py ) poxar (x @ py) ) oo (Fact )
= 9~ Hmin(X|M),, (Definition [I6] [I3])
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Fact 22 (Uhlmann’s theorem [ULI76]). Let pa,04 € D(Ha). Let pap € D(Hag) be a purification
of pa and oac € D(Hac) be a purification of 4. There exists an isometry V' (from a subspace of
He to a subspace of Hp) such that,

F(10){0]a; [p){plap) = F(pa;oa),
where [0) ap = (14 @ V)|o) ac.

Fact 23 (Rejection-sampling [JRS09]). Let X,Y be random variables such that Dpax (X]|Y) < k.
There exits a random variable Z € {0,1}, correlated with Y such that X = (Y|Z = 1) and
Pr(Z =1) > 27F.

Fact 24 ([JRS09]). Let parp,oap be pure states such that Dy (pBllop) < k. Let Alice and Bob
share o ag. There exists an isometry V : A — A'C' such that,

1. (V®Ig)oap(V @1p)t = ¢papc, where C is a single qubit register.
2. Let C be the outcome of measuring ¢c in the standard basis. Then Pr(C = 1) > 27F,
3. Conditioned on outcome C' = 1, the state shared between Alice and Bob is pap.

We present a proof here for completeness.

Proof. Since Dyax (pBllog) < k, let o = 27%pp + (1 — 27%)7p. Let 74 be a purification of 5.
Consider,

pcap =1/ (1 =27F)|0)c ® Tarp + V27F[1)c @ parp.
Notice ¢ 4/gc is purification of og. From Fact 22], there exists an isometry V : A — A’C such that
(V®@Ig)oap(V @ 1)1 = ¢papc. The desired properties can be readily verified. O

Fact 25 ([BJK22]). Let papc € D(HA®HpRH() be a state and M € L(Hc) such that MTM < 1c.
N t
Let papc = %. Then,

1
Hmin(A|B); > Hyuin (A|B), — 1 —_— .
(A1B); > Huin(A1B), ~ ot (g
Furthermoreﬁ if pp = pp, we also get,
. . 1
Humin (A|B) 5 > Hyin (A|B),, — 1 —_— ]
(A1B); > Foin (A1), ~ o ()
Fact 26 ([BJK22]). Let pza,p'y4 be states such that A(p;p') < &'. If d(Z|A)y < € then d(Z]A), <

25’4—6.@

Claim 1. Let ¢xx/ap be a pure state such that Hyin(X|B)s > k. Let X be a classical register
(with copy X'). Let 0x,x, be the canonical purification of 0x, such that Ox, = Ux. Let 0x,x, be
shared between Reference (X1) and Alice (X3). There exists a pure state o4p such that when shared
between Alice (A) and Bob (B), Alice can perform a measurement which succeeds with probability
at least 2°71X| and on success joint shared state is ¢x,x'ap between Reference (X1), Alice (X'A)
and Bob (B) such that ¢x, x'AB = ¢xX'AB-

3The proof in [BJK22] can be easily modified to prove the inequality for Humin (.].).
4Claim holds even when Ag() is replaced with A().
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Proof. Since Hpin(X|B)g > k, we have

iongDmax(cﬁXBHUX ®op) < |X| —k.

Let the infimum above be achieved by op and let o4p be its purification shared between Alice (A)
and Bob (B). The desired now follows from Fact 24l by treating Bob (in Fact 24]) as Reference and
Bob (here), state o4p (in Fact 24)) as 0x,x, ® oap (here) and state pap (in Fact 24) as ¢x, x'ap
(here). O

Claim 2. Let ¢xx ayy’'B be a pure state such that
Huin(X|BYY")g > ki and  Huin (V| XX'A) ) > ko,

Let XY be classical registers (with copy X' and Y’ respectively). Let Ox,x, be a canonical purifi-
cation of Ox, such that Ox, = Ux. Let 0x, x, be shared between Reference (X1) and Alice (X3). Let
Ty,v, be a canonical purification of Ty, such that 7y, = Uy. Let Ty,y, be shared between Reference
(Y1) and Bob (Y2). There exists a pure state o spyy+ such that when shared between Alice (A) and
Bob (BYY'), Alice and Bob can each perform a measurement which jointly succeeds with probabil-
ity at least 281k~ IXI=IY1 4nd on success the joint shared state is dx,x'Ay,y'B between Reference
(X1Y1), Alice (X’A) and Bob (Y'B), such that ¢x, x'av,v'B = OXX'AYY'B-

Proof. Since Hpin(X|BY'Y")s > k1, we have

inf Dmax(¢xByy/||Ux ® opyy) < | X[ — k1.
9BYY’
Let the infimum above be achieved by opyys and let o4pyys be its purification shared between
Alice (A) and Bob (BYY’). From Claim [I, Alice can do a measurement such that on suc-
cess ¢x,x/ayy'p is shared between Reference (X;), Alice (X'A) and Bob (YY’'B) (such that
dx,X'AYY'B = ¢xx/Ayy'B). Also, since Hunin (Y\AXX’)d) > ko, we have

Diax (dy ax, x/ Uy ® dpax,x1) < Y| — ka.

Again from Claim [I Bob can do a measurement such that on success ¢x,x’ay,y’p is shared
between Reference (X7Y7), Alice (X’A) and Bob (Y'B) (such that ¢x, x/ay,vy'B = ¢xx/AvY'B)-
This completes the proof by noting probability of success in the first and second steps as ok1—|X|
and 22—V respectively. O

Claim 3. Let ¢xx ayy'B be a pure state such that
Homin (X‘BYY’)(z) >k and Hppn (Y!XX’A)¢ > ko.

Let X, Y be classical registers (with copy X' and Y’ respectively). Let 0x,x, be a canonical purifi-
cation of Ox, such that 0x, = Ux. Let 0x, x, be shared between Reference (X1) and Alice (X2). Let
vy, be a canonical purification of Ty, such that 7y, = Uy. Let Ty,y, be shared between Reference
(Y1) and Bob (Ys). There exists a pure state oagyy: such that ogyy = ¢pyy: and when shared
between Alice (A) and Bob (BYY'), Alice and Bob can each perform a measurement which jointly
succeeds with probability at least 281k =IXI=Y1 4nd on success the joint shared state is DX, X'AY1Y'B
between Reference (X1Y1), Alice (X'A) and Bob (Y'B), such that ¢x, x'av,y'B = OXX'AYY'B-
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Proof. The proof follows in similar lines of Claim [ after a simple modification. We state the
modification required and do not repeat the entire argument. Considering o4pyy’ to be any
purification of ogyy- such that ogyy’ = ¢pyy+ in Claim Pl and repeating the argument of Claim 2]
the result follows. O

Lemma 1. Let py ¢y be a pure state such that | X| = IX| = |Y|=|Y| =n, XY classical
(with copies Xy respectively) and

Hyio (X(YYM)p >k ;o M (Y(XXN)p > ky.

Then p is also an l-qma-state (see Definition[3) for some | < 2n — ki — ko.

Proof. Simulation of the state p in the model of I-qgma follows from Claim Pl Using Claim 2] with
the following assignment of registers (below the registers on the left are from Claim ] and the
registers on the right are the registers in this proof)

X,Y,X'\Y',A,B,®) + (X,Y,X,Y,N,M,p),
p

we have
I <log(2n—kitn=hey —on _ k) — k.

O

Corollary 3. Let p be a (ki, ko)-wqpa-state such that | X| = |Y| =n. Then p is also an l-qma-state
for the parameters | < 2n — k1 — ks.

Proof. Note pyxnuyy = Pxxny @ Pyys where py ¢y is the purification of pxps such that
Hmin(X\M)p > ky and Hppin(Y), > k2. Since py g yayy = Pxsavm @ Pyy s We have

Huim (XYY M) >k
(x|ryar) =
and
Dinax (IOYXXNHUY ® ,oXXN) < log(dim(Hy)) — ko = n — ke.

The first inequality follows since py, y ¢ = Py ®py ¢y and Hyin(Y'), > k2. Thus, ﬁmin(Y‘X XN ) >
o
ky. Simulation of the (k1, k2)-wqgpa-state in the model of I-gma now follows from Lemma [l O

Extractors

Definition 17 (Quantum secure seeded extractor). An (n,d,m)-seeded extractor Ext : {0,1}"™ x
{0,1}¢ — {0,1}™ is said to be (k,e)-quantum secure if for every state px s, such that Huyin (X |E), >
k and pxps = pxe ® Ug, we have

PExt(x,9)E — Um @ pEl1 < €.

In addition, the extractor is called strong if

lPExt(x,5)5E — Um @ Ug ® pElli < e.

S is referred to as the seed for the extractor.
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Fact 27 ([DPVRI12| [CV1T]). There exists an explicit (2m,¢e)-quantum secure strong (n,d,m)-
seeded extractor Ext : {0,1}" x {0,1}¢ — {0,1}™ for parameters d = O(log?(n/c)logm).

Definition 18 (2-source extractor against an adversary [KK10, [CLW14, [AFPS16]). An (n,n,m)-
2-source extractor 2Ext : {0,1}" x {0,1}" — {0,1}™ is (-, 5)-quantum|§ secure against an adversary
if for every pxy g (generated appropriately in the adversary model, adversary holds E ), we have

| p2ext(x,v)E — Um @ pEll1 < €.

The extractor is called Y -strong if

lp2ext(x,v)EY — Um @ pEY[1 <€,

and X -strong if
[P2ext(x,v)EX — Um @ pEX|]1 < €.
Definition 19. A function MAC : {0,1}*™ x {0,1}™ — {0,1}™ is an e-information-theoretically
secure one-time message authentication code if for any function A :{0,1}" x {0,1}"™ — {0,1}"™ x
{0,1}™ it holds that for all € {0,1}™
. {Eo)li}2 [(MAC(k, i) =a") A (W # 1) : (W, 0") + A(p, MAC(k, n))] < e.
< , m
Efficient constructions of MAC satisfying the conditions of Definition [[9 are known. The follow-

ing fact summarizes some parameters that are achievable using a construction based on polynomial
evaluation.

Fact 28 (Proposition 1 in [KR09]). For any integer m > 0, there exists an efficient family of
27 -information-theoretically secure one-time message authentication codes

MAC : {0,1}*™ x {0,1}™ — {0,1}™.

Quantum communication complexity

In a quantum communication protocol II for computing a function f : X x) — Z, theinputs z € X
and y € Y are given to Alice and Bob respectively. They also start with an entangled pure state
independent of the inputs. They perform local operations and exchange quantum messages. The
goal is to minimize the communication between them. Please refer to preliminaries of [Yao93l [(CB97]
for details of an entanglement-assisted quantum communication protocol. Let O(z,y) refer to the
output of the protocol, on input (x,y). Let C; (on ¢; qubits) refer to the i-th message sent in the
protocol.

Definition 20. Define,

Worst-case error: err(II) e I(Il&))({Pr[O(x,y) # f(z,y)]}
@,y

Communication of a quantum protocol: ~QCC(II) def Z c;.
i

Entanglement-assisted communication complexity of f: Q. (f) o - Hl(hn)< QCC(II).
err(I1) <~

5 .7 in (-,¢) indicates the parameters of adversary model used to define pxgy. For example, (I,¢)- quantum

secure against gma (for [-qgma-state’s chosen by gma).
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Protocols with abort and efficiency

Consider the following zero-communication protocol with abort for a function f: X x Y — Z. Let
the inputs X € X and Y € ) be given to Alice and Bob respectively according to distribution .
They also start with an entangled pure state 7y, independent of the inputs (Alice holds N and
Bob holds M). They apply local operations and measurements and are allowed to abort with some
probability. Let the state shared between Alice and Bob after their local operations be Txn/p/v AB-
Let L represent the abort symbol. Let Pr(A =1 VB =1), <1 —n, and

xnvryaB = (TxnwmryaBlA #LAB #1)

where Alices holds XN’A and Bob holds M'YB. Let v > 0. The goal of Alice and Bob is to

maximize 71 such that
Pr(B # f(X,Y))e <.

Definition 21. Define:

def

Error of II under p on non-abort: err(1l, u) et Pr(B # f(X,Y))s.
~ 1
Efficiency of II under p: eff(II, u) = ;

Efficiency of f under u: e~ff7(f,,u) e in eff (I, 1)
I:err(I1,pu) <~y

Efficiency of f: e~ffy(f) def max e?FV(f, ).

Fact 29 (Theorem 5 in [LLR12]). For a function f: X xY — Z and v > 0,

0,(f) > 3 los(eft, (1))

3 Inner-product is secure against gma

We show that the inner-product extractor of Chor and Goldreich [CG85| is secure against qma
(with nearly the same parameters as that of classical adversary). More generally we show any
X-two-wise independent function (Definition [I6] [4]) continues to be secure against -qma. We first
show that the security of X-two-wise independent function against [-gma.

Theorem 4. Let f: X x Y — Z be a X-two-wise independent function such that |X| =1)|.

1. Let T = 7xx, ®TNM ® Tyy,, where Txx, is the canonical purification of Tx (mazimally mized
in X), Tyy, is canonical purification of Ty (maximally mized in Y ) and Ty is a pure state.

2. Let Va:Hx, @ Hy = Hx, @ Hy' @ Ha be a (safe) isometry. Let p = (VATV); | A=1).

3. Let Vg : Hy @ Hyy — Hy @ Hapr @ Hp be a (safe) isometry. Let © = VBpVg and ® =
(©| B=1).

4. Let Z=f(X,Y) € Z and e 2 |® sy rr — Uy @ Dyapr|s.
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Then ]
Hinin (X |M),, = log | 2] + log (Pr(B = 1)e) < 2log —.

Additionally if Tpr = par, we further have,
1
log | X| —log | Z]| + log (Pr(A =1,B= 1)(VA®VB)T(VA®VB)T> < 2log -

Symmetric results follow for a Y-two-wise independent function f : X x Y — Z by exchanging
(N,A, X) < (M,B,Y) above.

Proof. From Fact [[9 there exists operator Cy s such that 0 < C;r/ wvCvm < lyp and,

CympzxymCl
TrCyppzxymCy

This implies,
Cympzym C';T/ M

@ZYM/ =

TTCYMPZYMC;r/M‘

Define ¢ % IZ ® Cypr and D« IZ ® py / Consider (below we use cyclicity of trace, Fact [I6],
several times without mentioning),

ICD|4 = Tr(1z ® pi/ 2, Ch 1 Oy aipian)? (Fact )
= |Z] 'Tr(pY/MCYMCYMpY/MCYMCYM)
< |21 Iy 3 Chr Cyarpy ar 111G s Oyl (Fact [14)
< 2] [0y 3 Ch s Oy mny/ s (IC} 3 Cymllo < 1)
= [Z] - Te(py 5 CY 1Oy maprtay) (03 31 CYaCrarpy/ sy > 0)
= |Z] 'TF(CYMPYMCYM)
=|Z|-Pr(B = 1)e.

20



Consider,

1D 2y 0 — Uz @ @y a3
1

- WHC(PZYM —Uz® pYM)CT”%

1 - p—
ZWHCDD Yozym — Uz @ pya) D EDCT|2

1 _ _

< m”CD”Zl 1D (pzym — Uz @ pyrr) D73 (Fact I5)
|Z|-Pr(B =1)e

~ (Pr(B=1)p)?
|Z|

~ Pr(B=
Z
o By (1029 03 g~ Uz & )1z 3 1]

2 — 2
- ﬁ “Eyepy [TT <(Iz ®,0Ml/2)(psz — Uy ®PM)> ]

NID N pzym — Uz @ pyr) D73

1/4) 2

o 10z ® py i Y o2y — Uz @ pyar)(1z @ py i3

|Z| —Fin(X|M)
S BB =1)e 2 ,. (Fact [21))

We get the first result by taking log on both sides and rearranging terms.

Now, let pys = 7as. Noting 73 = (VATVI:D m and using Fact 28] with the following assignment
of terms (below the terms on the left are from Fact 25 and the terms on the right are from this
proof)

(paBc,pas) < (VatVD)xaa, pxar),

we get

Flain (X|M),, > Pl (X|M) ;1) + log(Pr(A = 1 — log | X| + log(Pr(A = 1

)(VATV,Z)) )(VATV,D)'

We get the second result now by noting,
Pr(A=1)qy, vi) Pr(B=1e =Pr(A=1,B = 1),0vm)(r)(Vaova)-
O

Lemma 2. Let p = 2™ and n' = nlogp. Let py¢nyy s e @ pure state such that | X| = | X| =
V| =|Y|=n', XY classical (with copies XY respectively) and

Hunin (X(YYM) >k Hupm <Y(XXN> > ky.
p p
Let Z = IPy(X,Y). Then p is also an l-qma-state (see Definition[3) for some | < 2n' — ki — ka.

Furthermore,
lpzxn —Un®pxnlli <e 5 |lpzyym —Un ® pyumlh <e,

for parameters ki + ky > n' +m + 2log ().
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Proof. Simulation of the state p in the model of I-qgma follows from Claim Bl Using Claim Bl with
the following assignment of registers (below the registers on the left are from Claim [3] and the
registers on the right are the registers in this proof)

(X,Y,X",Y',A,B,®) « (X,Y,X,Y,N,M,p),

we have
I <log(2" Rt =ky = on' — k) — ks.
Let X € X,Y € Y. Note that IP} is a X-two-wise independent function. Further state
Px % Nyy s 1S an l-gma-state with (727, par) in Theorem Hl equivalent to (py -y 5/, Pyy5,) in the sim-

ulation of the state p using Claim [Bl Let & def 2A(pzym 3 Uz @ pyar). Using Theorem Ml we get
—(k1+kg—n'—m)
g <2 L . For the choice of parameters ki + ks > n' +m + 2log (%) , we get ¢/ < . Thus,

lozym — Uz @ pyulli < e. Symmetric result follows noting IPZ is also a Y-two-wise independent
function.
O

Using Lemma [2] as a key ingredient, [BJK22] showed that inner-product extractor (in fact a
general class of X-two-wise independent function (Definition [I6] [4])) of Chor and Goldreich [CG85]
is secure against gpa-state. We state the result from [BJK22|] as follows.

Fact 30 ([BJK22[). Let p = 2™ and n' = nlogp. Let py ¢ nyyas b€ @ (K1, ko)-qpa-state such that
|X| = |X|=|Y|=|V|=n and XY classical (with copies XY respectively). Let f : X x Y — Z
be a X-two-wise independent function such that X =Y =T}, Z =F), and (X,Y) € (X,)). Let
Z =f(X,Y) € Z. Then,
lpzym — Un @ pymll <e,

for parameters ki + ko > n' +m + 40 + 8log (%) .

Symmetric results follow for a YV-two-wise independent function f: X x Y — Z by exchanging
(N, X) < (M,Y) above.
Theorem 5. Let p=2" and n’ = nlogp. Let PXINYY M be an l-qma-state such that |X| = |X| =

Y| = |Y|=n' and XY classical (with copzes XY respectively). Let f: X xY — Z be a X-two-wise
independent function such that X =Y =F;, Z =TF, and (X,Y) € (X,)). Let Z = f(X,Y) € Z.
Then,

lpzymr — Um @ pymlh <,

for parameters | < (n' —m — 40 + 8log (¢)) /2.
Symmetric results follow for a YV-two-wise independent function f : X x Y — Z by exchanging
(N, X) < (M,Y) above.

Proof. The proof follows from Fact [30] after noting Fact [1I O
We also get a tight efficiency (Definition 2I]) lower bound for a X'-two-wise independent function.

Corollary 4 (Efficiency lower bound for a X-two-wise independent function). Let function f :
X x)Y — Z be a X-two-wise independent function such that |X| = |Y|. Let U be the uniform
distribution on X x Y. For any v > 0,

) 1 L
log <effﬁ/(f, U)) > 5 <log|X| —log |Z] — 40 + 8log (1 - - @>> .
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Proof. Let the inputs X € X and Y € )Y be given to Alice and Bob respectively according to
distribution U. Consider an optimal zero-communication protocol II with error of protocol under
U on non-abort being v. Let the state shared between Alice and Bob after their local operations
be Txn'amyap- Let L represent the abort symbol. Let Pr(A =1 vB =1), <1 -7, and

Sxnmryap = (TxnmryaplA#LAB #1)
where Alices holds X N’A and Bob holds M'Y B. We have,
Pr(BAF(X,Y)e <y  —  PrB=f(X,V)e>1-7.

Let [|®pynr — Ulog 2| @ @y ar |1 4 ¢, This implies, 1 — v < Pr(B = f(X,Y))s < ‘—é‘ + ¢. Noting
A #1 (here) as A = 1 (in Definition Bl), B #L (here) as B = 1 (in Definition []), state ® is an
l—qma—state with [ = log (m) . Since, H@BYM’ — U10g|2| ® CI)YM/H1 =€ Z 1— ¥ — %7
using Theorem [{] we have

~ 1 1 1
log <effﬁ,(f,U)) > log <Pr(A 1B #J-)T> > 3 <log|X| —log|Z| — 40 + 8log (1—7—E>>

which gives the desired.

O

From Fact 29 and noting that the (generalized) inner-product function is a X-two-wise inde-
pendent function (note X' = [F}}), we have,

Corollary 5. Let IP; : F} x F — ), be defined as,

IP?(x,y) = > ay; modp .

i=1

We have,
Q. (IP7) > (n=1logp 2 98P | 1og <1 - %) —920 .
Corollary 6. Let p = 2™ and n' = nlogp. Let py¢yyya be o (ki k2)-qpa-state such that
|X| = |X| = |Y| = |Y]| =/, XY classical (with copies XY respectively). Let Z = IP7(X,Y).
Then,
lpzxn —Un®@pxnli <e 5 llpzym — Un @ pymlh <,

for parameters ki + ko > n' +m + 40 + 8log (1)

Proof. Let X € X,Y € Y such that X =Y =[F}. The result follows from Fact [30] and noting that
IP;; is both X-two-wise independent function and Y-two-wise independent function. O

Corollary 7. Let p = 2™ and n' = nlogp. Let oxpy = oxg @ oy such that Hyin (X |E), > ki1,
Huin(Y)o > k2 and |X| = Y| =n". Let Z =P,(X,Y). Then,

lozxe —Un ®oxgli <,
for parameters ki + ko > n’ +m + 40 + 8log (%) .

Proof. Consider 0y ¢ppyvy = Oxspp @ 0yy, the purification of oxpy such that o ¢z 5 is the
canonical purification of o x g and o,y is the canonical purification of oy. Note o is a (k1, k2)-qpa-state.
Now, the result follows from Corollary [l O
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4 gma can simulate other adversaries

We show how gma can simulate all adversaries known in the literature and qca as well. By simulation
we mean that the quantum side information of an adversary can be generated by gqma. More
precisely,

Definition 22 (Simulation). Let pxpy be the final state generated appropriately in the adversary
model, adversary holds pg. We say pxgy can be simulated by qma for parameter 1, if there exists
an l-qma-state, @ ¢\ pyy (Ama gets registers EM ﬁ) and ®xyrp = pxyve. Analogously, we
say pxpy can be simulated e-approrimately by qma for parameter l, if there exists an [-qma-state,

Qv enmeyy d PxyE e pXYE-

Theorem 6. Quantum side information of (b1,bs)-qbsa (see Definition[23), (k1,k2)-qia (see Def-
inition [24), (ki1,k2)-gea (see Definition [23) acting on an (n,kj, kb)-source can be simulated by an
l-gma for some | < 2min{by,ba} + 2n — k| — kb, 1 <2n — kg — ko, | < 2n — ki — ko respectively.

Quantum side information of (ki,ks)-qMara (see Definition [26) and (ki,k2)-qca (see Defini-
tion[4)) can be simulated e-approximately by an l-qma for some | < 2n — ki — ko + 25 4 6log(1/e),
1 <2n—ky —ka+ 25+ 6log(1/e) respectively.

Proof. The proof follows from Claims [, [ [ [7 and 8 O

4.1 Quantum bounded storage adversary

Kasher and Kempe [KK10] introduced the quantum bounded storage adversary (gbsa) model, where
the adversary obtains quantum side information of bounded memory from both sources.

Definition 23 ((b1,b2)-gbsa [KK10]). Let 7y ¢, 7y be the canonical purifications of independent
sources X, Y respectively (registers XY with Reference).

1. Alice and Bob hold X,Y respectively. They also share an entangled pure state ¢npr (Alice
holds N, Bob holds M ).

2. Alice applies a CPTP map 4 : L(Hx @Hn) — L(Hx @ Hy+) and Bob applies a CPTP map
v L(Hy @ Hyr) = L(Hy @ Hpyr). Let

Pxxnmryy = Wa@UB)(Tyx @ ONM @ Tyy ).

3. Adversary gets access to pynsap with log dim(H ) < by, logdim(H ) < by respectively.
We show how to simulate a (b1, b2)-gbsa in the model of an [-gma.

Claim 4. A (by,bs)-gbsa acting on an (n, ki, ke)-source can be simulated by an l-qma for some
l < 2min{b1,bg} +2n — kl — kg.

Proof. Let Vo : Hx @ HN — Hx @ Hy' ® HN” Ve : Hy @ Hvy — Hy @ Hypr & HM’ be the
Stinespring isometry extensions of CPTP maps 14, ¥ respectively i.e. 14(0) = Tr N,(VAHV);) for
every state Oxn and ¢p(0) = TrM,(VBHV;) for every state 8y ;. Let

P eniy = Va@D(ryg ® dna)(Va@ DT,

5This amounts to giving more quantum side information (ME) than other adversary model provide (E).
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Pxxnnryy = (VA® VB)(Ty ¢ @ dna @ Ty ) (Va ® V)T

a <

Note 'O?ZN'M is such that ng = 7¢ ® ¢p. Thus, from Fact B, we have ImaX(X : N'M),

2log(dim(Hpr)) < 2b;. Let on/ps be such that
A A
Dmax (pXN,MHPX ® O'N/M) < 2b;.

Also, note p;}( =74 < 2 k1] - The inequality follows since the min-entropy of 7x is at least k1 and
T is canonical purification of 7x. Thus, we further have

Dmax (P?(MN/ IX’ ®UMN’) < 2bl - kl-

Thus Hmin(X]N’M)pA = Hin (X‘N/M> , = k1—2b1. Note the first equality is because PN =
P

p?( nray Using Fact B, we further have
Hoin (X|N'MMYY) > i (X|N'M) 4 > by — 201
p
Note Dpax (pY/XXN' Uy ® pXXN') < n — kg since Py x i = Ty @Px % nms the min-entropy of 7y is

at least k2 and 7y is canonical purification of 7y. Thus I:Imin<Y‘X XN ) = ICImin<Y‘X XN ) > ko.
P

p
Note the first equality is because py y ¢ x50 = Py x x5/

Simulation of the state p in the model of I-gma follows from Lemma [Il Using Lemma [II, with
the following assignment of registers (below the registers on the left are from Lemma [ and the

registers on the right are the registers in this proof)
(XY, X,Y,N,M,p) ¢ (XY, X,Y,N',N'M'M", p),

we have | < 2n + 2b; — k1 — ko.
A similar argument can be given by exchanging the roles of Alice and Bob. The desired follows.
O

As a corollary, we reproduce the security of one-bit output inner-product against (by, ba)-gbsa
acting on (n, k1, ko )-source from [KK10] as follows.

Corollary 8 ([KK10]). An (n,n,1)-2-source extractor IP5 : {0,1}" x {0,1}" — {0,1} is (b1, ba,€)-
quantum secure against gbsa on (n, k1, ke)-source for parameters ki + ko —2min {by, b} > n+41+
8log(1/e).

Proof. The proof follows from Claim @ (noting I-qma is also a (k1 —2b1, k2)-gpa or (ki, ko —2bs)-qpa)
and Corollary [6l O
4.2 Quantum independent adversary

Kasher and Kempe [KK10| introduced the quantum independent adversary (qgia) model, where the
adversary obtains independent side information from both sources.

Definition 24 ((k1, k2)-qia, (k1, k2)-qia-state [KK10]). Let 7y ¢, 7,y be the canonical purifications
of independent sources X,Y respectively (registers XY with Reference).
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1. Alice and Bob hold X, Y respectively. They also share a product state ¢y = ¢n Q@ dpr (Alice
holds N and Bob holds M ).

2. Alice applies CPTP map s : L(Hx @ Hn) — L(Hx @ Hys) and Bob applies CPTP map
Yp: L(Hy @ Hy) — L(Hy @ Hayr). Let

Pxinaryy = (PA®YB)(Txx @ dNM @ Tyy) ; PxXNMYY = PXXN' © Prryy
with Hmin(X|N’)p > ki and Hmin(Y|M’)p > ko.
3. Adversary gets access to pyippr. The state p is called a (ky, ke)-qia-state.
We show how to simulate a (k1, k2)-qia in the model of an [-gma.
Claim 5. A (ki, k2)-qia-state is an [-qma-state for some | < 2n — k; — k.

Proof. Let Vy : Hx @ HyN — Hx @ Hy' ® 7‘[]\7/, Ve : Hy @ Huy — Hy @ Hypr ® HM’ be the
Stinespring isometry extensions of CPTP maps 14, ¢p respectively. Let ¢y 50 = P @ Purmr
be the purification of ¢nps. Let

Pxsnsrsmnrnryy = VA®Ve) Ty x ® by ® ye)(Va @ Vi),

Since p RN N R MY Y = PXANNR © Pt iryy s We have the conditional-min-entropy bound

Honin (XYY MNININ') = i (X|N'), 2
p
Also, since Huyin (Y|M'), > ko, using Fact Bl we have Hpin(Y), > ko. Since py g5 = py ®
Px %N We have
Dunax (0y x 357570 ® Py g i) < log(dim(Hy)) — ka = n — ko.

Thus, i (Y(XXN/N) > ky.

p

Simulation of the state p in the model of [-gma follows from Lemma [Il Using Lemma [I, with

the following assignment of registers (below the registers on the left are from Lemma [l and the
registers on the right are the registers in this proof)

(X,Y,X,Y ,N,M,p) « (X,Y,X,Y,N'N,M'M'MN', p),

we have | < 2n — k1 — ko.

4.3 General entangled adversary
Chung, Li and Wu [CLW14] introduced general entangled adversary (gea) defined as follows:

Definition 25 ((k1, k2)-gea, (K1, k2)-gea-state [CLW14]). Let 7y ¢, 7y be the canonical purifica-
tions of independent sources X,Y respectively (registers XY with Reference).

1. Alice and Bob hold X,Y respectively. They also hold entangled pure state ¢npr (Alice holds
N, Bob holds M ).
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2. Alice applies a CPTP map ¥4 : L(Hx @HN) = L(Hx @ Hy+) and Bob applies a CPTP map
vp: L(Hy @ Hy) — L(Hy @ Hayr). Let

p?{XN'MYY = (Ya® I)(TXX' R ONM ® Tyfx),

Pxsnmyy = TOUB)(Txx ® onm @ Tyy),

PxXN'MYY = (TpA ® ¢B)(TX)Z ® dNM ® Ty{/) = (I ® TpB)pj)q(N’MY’
with Hunin (X|N'M) 4 > ky and Huyin (YINM') 5 > k.

3. Adversary gets access to pniyyr. The state p is called a (ky, ka)-gea-state.
We show how to simulate a (k1, k2)-gea in the model of an [-gma.
Claim 6. A (ki, ko)-gea-state is an [-qma-state for some | < 2n — ki — ko.

Proof. Let Vy : Hx @ HN — Hx @ Hy' ® HN” Ve : Hy Q Hyy — Hy @ Hyr ® H]\?[’ be the
Stinespring isometry extensions of CPTP maps 14, ¥p respectively. Let

pxsnsaryy = (Va® Ve)(Ty g © onu ® 1yp)(Va © V)T
Let
Py = Va@ Dy g @ onan)(Va@ D' 5 pPoorm = 1@ Va)(dnm © 7y ) (1@ Vp)'.

Note ,0‘)4( RNR M is the purification of p;‘( N From Hp,in (X|N'M) ph 2 k1 and from Fact B it
follows that X
Hioia (X‘N’M’M/YY) > k.
p

Also, since Hmin(Y\NM’)pB > kg, using Fact B, we have Hyin(Y') ,5 > k2. Noting pBy = pEepl
(since Vg is safe on register Y'), we have

Dinax (pgNHUy ® pﬁ) < log(dim(Hy)) — ko = n — ko.

Using Fact [I1], we have
Dunax (0y x 5 57| Uy ® pxgx0) < n— ko
Thus, Fyin (V| XEN) > ko,
Simulation of the state p in the model of I-gma follows from Lemma [l Using Lemma [II, with

the following assignment of registers (below the registers on the left are from Lemma [l and the
registers on the right are the registers in this proof)

X, Y,X,Y,N,M,p) « (X,Y,X,Y,N',N MM, p),
p p

we have | < 2n — k1 — ko.
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4.4 Quantum Markov adversary

Arnon-Friedman, Portmann and Scholz [AFPS16] introduced quantum Markov adversary
(gMara), such that adversary’s side information forms a Markov-chain with the both sources.

Definition 26 ((k1, k2)-qMara, (k1, k2)-qMara-state) [AFPS16]). Let px gy be a Markov-chain (X —
E -Y), with Hyi, (X|E)p > k1 and Hmin(Y|E)p > ko. Adversary gets access to quantum register
E. The state p is called a (k1, k2)-qMara-state.

Claim 7. A (ki, k2)-gMara-state can be simulated e-approzimately by an l-qma for some | < 2n —
ki — ko + 25+ 6log(1/e).

Proof. From Fact [[2]
PXEY = ZPF It @ (Pxe, @ Pym,)

where T is some classical register over finite alphabet. Let p, XTTE B BBy be a pure state
extension of pxpy = pxp,TE,y such that,

_ _ t
PXXTTE B By = ) VPI(T = 1) r710Yx % £, B, B2 By
t

Hmin(X’E) > kl ) Hmin(Y’E)p > k27

registers (XY T) are classical (with copies XYT) and |p)?
Additionally, note for every T' = t, |p)°,

with ‘p>XXE By’ ’p>E 125%%
using Fact EIIL we have

t t
XXE1E1E2ExYY ‘p>XXE1E1 ® ’p>E2E:2YY’

. t t
NS BB, ®|p)t s YY is the pure state extension of py g ®py p,

canonical purifications of p By o4 g, respectively. Since B = E1TEs,

Huin (X|E1T), 2 Hun (X]E), 2 k1 5 Hua(V|EoT), = Hun(V|E), > ko (1)
Consider,
Honin <X‘YYE2E1T>p > Hyin <X‘YYE2E2E1T) )
— Huin (X|E1T),
> ki

. . o, . _ t _ t t
The first equality is because conditioned on every T' = t, p B BBy Y — PXEn ®p EyBaY ¥ The first
inequality follows from Fact [§ and second inequality follows from Eq. (Il). Consider,

Hynin (Y‘XXEQE@)/J > Hypin (Y(XXE2E1E1T>p
— Hoi (Y‘EgT)p
— Hoin (V| EoT),
> ky.

. . . . - _ + _ + +
The first equality is because conditioned on every T = t, Py BiEXX = PYE, ® PE bix %" The
second equality is because p,, By = PYEST- The first inequality follows from Fact 8 and second

inequality follows from Eq. ().
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For the state p with the following assignment (terms on the left are from Definition [I0] and on
the right are from here),

(X,X,N,M,Y,Y) « (X,X,EE\T, B, E\T,Y,Y),

we have p is a (kq, k2)-qpa-state. Using Fact 2] we have an [-qma-state p’ such that | < 2n — ky —
ko 4+ 25+ 6log(1/e) and p’ =~ p. O

4.5 Quantum communication adversary
We show how to simulate a (ki, k2)-qca (see Definition M) in the model of an I-gma.

Claim 8. A (ky, k2)-qca-state can be simulated e-approzimately by an l-qma for some | < 2n—k; —
ko 4+ 25 4 6log(1/e).

Proof. Let @y ¢ /vy, De the end state after the action of (K1, k2)-qca (adversary gets registers
either M'Y or N'X of his choice).

We note to the reader that every (ki, ks)-qca-state is a (k1, k2)-qpa-state. Now using Fact 2 we
have an [-qma-state p’ such that | < 2n —k; — ko + 25+ 6log(1/¢) and p’ ~. p. This completes the

proof.
O

5 A quantum secure weak-seeded non-malleable extractor and
privacy-amplification

5.1 A quantum secure weak-seeded non-malleable extractor

Theorem 7. Let p # 2 be a prime, n be an even integer and € > 0. The function nmExt(X,Y")
as defined in Definition [ is a (k1, k2)-quantum secure weak-seeded non-malleable extractor against
gnma for the parameters ki + ko > (n + 17)log p + 33 + 16 log (%)

Proof. Let p be a (k1, k2)-wgnm-state. From [ACLV19| (see Theorem 1), to show,

||pnmExt(X,Y)nmExt(X,Y’)YY’M’ — Ulogp ® pnmExt(X,Y’)YY’M’Hl <e,
for nmExt(X,Y") as defined in Definition [d it is enough to show,

2¢2
lox.gv,y vy e — Uiogp @ pyy i < S

where g : IE‘;L/ % IE‘;L/ 2 [ is an (appropriately defined) function such that for any z € [} there are
at most two possible pairs (y,y') and y # y' such that g(y,y’) = z. Let U : Hy @Hyr — Hy QHy' ®
Hz @ H; be a safe isometry such that Z = g(Y,Y”). Let 0 = UpUT. Noting Ox vy = pxaryy,
we have [|0x zyyy ar — Ulogp @ Oyyrllt = px,g(v.y ) vy v — Ulogp @ pyy 1. From Claim [
for parameters

2
ki + ks > (n+1)log p + 41 + 8log <§?>

we get |0 x, 2y vy’ —Ulogp @0y mry |1 < if—;. Rearranging terms we get the desired which completes

the proof.
O
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Claim 9. [|0x 7y mry’ — Uogp @ Oy ary |1 < €7, for parameters,

1
k1+k22(n+1)logp+4l+810g< )

o
Proof. Note 6 is a (k1, k2)-wgnm-state. Note,
Hynin <X(M’YY’YY’ZZ>6 > k.

Also,

Dinax (pYY’NXX HIYY’ ® pNXX) < Drax (IOYNXX HIY ® pNXX) < —ks.
The first inequality follows from Fact @l The second inequality follows since Hmin(Y), > k2 and
Pynxx = PY @ pyx - Thus,

Pyy' nxx < 2Rt BP Uy PNXX)>
which from Fact [II] implies
Osnxx < g~ hatnlosp (TZ ® HNXX) )

where 77 = g(Uyy+). Since there are at most two possible pairs (y,y’) and y # y’ such that
9(y,y') = z, we have 77 < 2-Uy. Thus,

Dimax (07 x5 |Uz @ Oy ) < nlogp —ky + 1.

This implies,
Honi <Z‘NXX)€ > oin (Z‘NXX)G > kg — 1.

We note that the state 6 is a (ki, ko — 1)-gpa-state. Using Corollary [0 with the following
assignment of registers (below the registers on the left are from Corollary [l and the registers on
the right are the registers in this proof)

(X,Y,X,Y,N,M,p) « (X,Z,X,Z,NM'YY'YY",0),

. _ . Z
we get H9<X’Z>YM,Y,Y),,Z Ulogp @ Oy ppiy iy 7l < € for parameters,

5”

1
k1+k22(n+1)logp+4l+810g< )

Since [|0(x, zyy vy = Utogp @ Oy vyt < W10 x 2y apryr9v17 — Viogp @ Oy ppry iy gll15 we get the
desired. O

5.2 Privacy-amplification with local weak-sources

Let n,m,d,l be positive integers and k, k1, ko,e,0 > 0. We start with the definition of a quan-
tum secure privacy-amplification protocol against active adversaries. The following description is
from [ACLV19]. A privacy-amplification protocol (P4, Pp) is defined as follows. The protocol is exe-
cuted by two parties Alice and Bob sharing a secret X € {0, 1}", whose actions are described by Py,
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Pg respectively E In addition there is an active, computationally unbounded adversary Eve, who
might have some quantum side information E correlated with X but satisfying Hmin(X|E), > k,
where px g denotes the initial state at beginning of the protocol.

Informally, the goal for the protocol is that whenever a party (Alice or Bob) does not reject, the
key R output by this party is random and statistically independent of Eve’s view. Moreover, if both
parties do not reject, they must output the same keys R4 = Rp with overwhelming probability.

More formally, we assume that Eve is in full control of the communication channel between
Alice and Bob, and can arbitrarily insert, delete, reorder or modify messages sent by Alice and
Bob to each other. At the end of the protocol, Alice outputs a key Ry € {0,1} U {L}, where
L is a special symbol indicating rejection. Similarly, Bob outputs a key R € {0,1}} U {L}. For
a random variable R € {0,1} U {1}, let purify(R) be a random variable on I-bit strings that is
deterministically equal to L if R =1, and is otherwise uniformly distributed over {0, 1}1. The
following definition generalizes the classical definition in [DLWZ14].

Definition 27. Let k,l be integer and e > 0. A privacy-amplification protocol (P4, Pg) is a (k,l,¢)-
privacy-amplification protocol secure against active quantum adversaries if it satisfies the following
properties for any initial state px g such that Hyin(X|E), > k, and o being the joint state of Alice,
Bob and Eve at the end of the protocol given by (Pa, Pg) including purify(R4) and purify(Rp).

1. Correctuness. If the adversary does not interfere with the protocol, then Pr[Rq4 = RpA Ry #L
AN Rp #1],=1.

2. Robustness. This property states that even in the presence of an active adversary, Pr[Rs #
RpN Ry #L N Rp#1],<e.

3. Extraction. Let oz be the final quantum state possessed by Eve (including the transcript of
the protocol). The following should hold:

HURAE - Upurify(RA)Eul <e and ”URBE - Upurify(RB)Eul <e¢.

In other words, whenever a party does not reject, the party’s key is (approximately) indistin-
guishable from a fresh random string to the adversary.

The quantity k — [ is called the entropy loss.

Our protocol. In Protocol[Il we describe a slight modification of the DW protocol [DW09], that
achieves PA in the setting where Alice and Bob only have weak local randomness A and B respec-
tively, such that A, B, (X, F) are independent. Let A be (n/2, ki)-source and B be (n, k2)-source.
We need the following primitives.

e Let nmExt : {0,1}" x {0,1}"/2 — {0,1}*™ be a (k, k1, €)-quantum secure (n,n,/2, 2m)-weak-
seeded non-malleable extractor against qnma. Then we have from Theorem [1]

1
k+ ki >n+34m+ 33+ 161og <E>

"It is not necessary for the definition to specify exactly how the protocols are formulated; informally, each player’s
actions is described by a sequence of efficient algorithms that compute the player’s next message, given the past
interaction.
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Alice: X Eve: E Bob: X

Sample local weak-source A Sample local weak-source B
A— A
S = nmExt(X, A) S = nmExt(X, A")
W’ = Ext(X, B)

W,T +— W', T' = MACg/ (W)
If T £ MACg(W) reject
Set final R4 = Tre(X, W) Set final Rp = Tre(X, W)

Protocol 1: New 2-round privacy-amplification protocol with weak local sources.

e Let Ext : {0,1}" x {0,1}" — {0,1}™ be IPS/,Lm. For any state oxgp such that oxgpp =
oxg ®op, Hmin(X‘E)o > k and Hmin(B)J > ko, we have

loexe(x,ByxE — Un @ oxkll1 <e,
for the parameters k + ko > n + m + 40 + 8log (%) from Corollary [7l

e Let MAC: {0,1}?™ x {0,1}™ — {0,1}™ be a one-time 2~ ™-information-theoretically secure
message authentication code from Fact 28 for m = O (log?’(%)). Note 27 <e.

e Let Tre : {0,1}" x {0,1}™ — {0,1}¢ be a (2l,&)-quantum secure strong (n,m, l)-seeded
extractor for m = O(log3(n/e)) from Fact Taking [ = (1 — 0)k for any small constant
6 > 0 suffices for the privacy-amplification application.

In Protocol I there are only two messages exchanged, A from Alice to Bob and (W', T") from
Bob to Alice. To each of these messages the adversary may apply an arbitrary transformation, that
may depend on its side information.

Definition 28 (Active attack). An active attack against PA protocol is described by 3 parameters.
o A c-q state pxp (of adversary choice) such that Huyin (X|E), > k.
e ACPTP map T1 : Hg Q@ Has — Hp QHARQ Har.
e A CPTP map To:Hp QHw QHp — Her @ Hyw @ Hp @ Hyy @ Hr.

Theorem 8. For any active attack (pxg, T1, T2), Protocoldlis (k, (1 — §) k, O(e))-secure as defined

in Definition [27 as long as,

1 1
k+k22n+m+40+810g<g> ; k+k12n+34m+33+1610g<g> . m = O0(log3(n/e)).

Proof. The security of Protocol [l follows from the observation that the protocol is nearly identical
to that in [ACLV19] [BJK22|. There are two main differences:

o The seed A for the non-malleable extractor is a weak-source. This is secure via Theorem [Tl
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e In the protocol from [ACLV19] [BJK22|], Bob has immediate access to uniform W’. Here,
we obtain W' using strong extractor property of inner-product from Corollary [7l Since B is
independent of X, A, we get that W' is independent of X, A, and hence independent of X, S,
which is required in the proof of security in [ACLV19|] [BJK22].

We refer the reader to Appendix.D of [BJK22] for the complete proof of privacy-amplification when
the sources A, B are completely uniform. The proof of security follows similar to that of [BJK22]
privacy-amplification protocol, with the following assignment of terms (terms on left are from
privacy-amplification protocol of [BJK22| and terms on right are from Protocol [I)

(X7 Y7 57 S/7B/7T/7B7T7 RAyRB) <~ (X7 Av Sv S/v W/vT/7 I/Vva RAyRB)'

Open questions

1. We have shown that the inner-product function is secure against qma. It is natural to ask
if the other known 2-source extractors are secure against gma. For example is Bourgain’s
extractor [Bou05], which works for 2-sources with min-entropy (3 — §)n (for constant 4),
secure against qma?

2. Are the multi-source extractor constructions of [Raz05l [CZ19, Li19, BIWO06, Li12, Lil1l Lil3,
Rao09] secure against (a natural multi-source extension of) gma ?

3. We have shown the security of Li’s non-malleable extractor against quantum side information.
Recently [BJK22] have shown another non-malleable extractor secure against quantum side
information in the 2-source setting. Several near optimal non-malleable extractor construc-
tions are known in the classical setting, for example constructions of [Lil2), [Lil7], [Li19]. Are
they secure against quantum side information?
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