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The Capacity of Causal Adversarial Channels
Yihan Zhang, Sidharth Jaggi, Michael Langberg, Anand D. Sarwate

Abstract

We characterize the capacity for the discrete-time arbitrarily varying channel with discrete inputs, outputs, and states when
(a) the encoder and decoder do not share common randomness, (b) the input and state are subject to cost constraints, (c) the
transition matrix of the channel is deterministic given the state, and (d) at each time step the adversary can only observe the
current and past channel inputs when choosing the state at that time. The achievable strategy involves stochastic encoding together
with list decoding and a disambiguation step. The converse uses a two-phase “babble-and-push” strategy where the adversary
chooses the state randomly in the first phase, list decodes the output, and then chooses state inputs to symmetrize the channel in
the second phase. These results generalize prior work on specific channels models (additive, erasure) to general discrete alphabets
and models.
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I. INTRODUCTION

In introductory courses on information theory and coding theory students encounter two basic models for communication

channels. The Shannon-theoretic model [Sha48] for memoryless channels treats the effect of the channel as random, where each

input symbol is transformed to an output symbol through the same conditional distribution at each time step. Two canonical

examples are the binary symmetric channel (BSC) and binary erasure channel (BEC). With high probability, for sufficiently

large n, a BSC flips close to pn bits for a codeword of blocklength n and the probability of error is average-case, measured over

the randomness in the channel. By contrast, in the basic coding theory model, errors and erasures are modeled as worst-case:

for a blocklength n the goal is to design a code which can correct any pattern of pn errors or erasures.

One way to understand the difference between these models is to frame them both in the context of arbitrarily varying channels

(AVCs) [BBT60] under constraints [CN88a], [CN88b]. In the AVC there are three participants: Alice (the transmitter/encoder),

Bob (the receiver/decoder), and James (an adversarial jammer). When communicating over an AVC, Alice encodes her message

into a codeword x of blocklength n and James can choose an equal-length vector of channel states s. The output y is formed

by applying a channel law Wy|x,spy|x, sq letter-by-letter to px, sq. The difference between the two classical communication

models can be captured by modeling the information James has about the transmitted codeword. The Shannon-theoretic model

is similar to an oblivious adversary who must choose s without any knowledge of x. The coding-theoretic model is similar to

a omniscient adversary in which James can choose s as a function of the entire codeword x.

Once we frame the difference between average and worst case models in terms of the AVC, a variety of “intermediate case”

models become natural by changing what James can know about the transmitted codeword. In this paper we consider one

such model: the causal (or online) adversary in which James chooses the channel state sptq at time t based on knowledge of

the current and past inputs pxp1q, xp2q, . . . , xptqq. The online adversary is a special case of the delayed adversary [LJD09],

[DJLS10].

Much of the prior work on causal adversaries deals with specific channel models. Capacity results for special cases of

causal adversaries with “large alphabets” [DJL13], the erasure setting [BS14], [CJL15], [CJL19], the bit-flip/symbol-error

setting [DJLS13], [CJL19], and the quadratically-constrained scenario [LDJ`18] are known. Other related channel models

explored include settings with a memoryless jammer [Maz14], and bit-flip and erasure models in which the channel is not

state-deterministic but James can observe the channel output [SRL21].

In this work we focus on AVCs with finite input, state, and output alphabets which are state-deterministic, meaning the the

channel output yptq at each time t is a deterministic function of xptq and sptq. In such models, James can compute the channel

output. Our goal is to establish capacity results for general state-deterministic AVC models with cost constraints.

After defining our model in Section III, and key concepts in Section IV, we present an overview of our capacity analysis in

Section II. At a high level, both our achievability and converse proofs follow those appearing in [DJLS13], [CJL19] addressing

the causal bit-flip/symbol-error setting. The main technical contribution in this work thus lies in the highly non-trivial nature

of expanding the concepts and analysis in [DJLS13], [CJL19] to fit the generalized model of AVCs with both state and input

constraints. We highlight the major challenges of analyzing general AVCs and the tools used to overcome these challenges in

the overview of Section II.

II. PROOF SKECTH

The converse argument, broadly speaking, generalizes the two-phase “babble-and-push” jamming strategy and analysis

introduced in [DJLS13], [CJL19] in the bit-flip/symbol-error setting, with some novelties required for the general setting. In

particular the recently developed Generalized Plotkin bound [WBBJ19] plays a critical role, since via combinatorial arguments

it guarantees that regardless of Alice’s encoding strategy, with positive probability the joint type of randomly sampled pairs

of codeword suffixes will fall within a restricted range (just as the classical Plotkin bound for binary codes can be used to

argue that for any code of positive rate, for any ε ą 0 the Hamming distance of a randomly chosen pair of codewords does

not exceed n
2

p1` εq with probability Ωpεq). In particular, the Generalized Plotkin bound ensures that with positive probability

the joint type of a randomly sampled pairs of codewords (or, in the converse argument here, randomly sampled codeword

suffixes) is a convex combination of product distributions. The implication of these types of bounds is that if James just wishes

his attack to work with positive probability bounded away from zero, rather than probability 1, then in general he can use a

significantly less costly state sequence (just as in the binary setting, with probability Ωpεq he only needs to flip about n
4

p1` εq
bits to confuse Bob between the truly transmitted codeword and some other codeword which differ in n

2
p1 ` εq bits, rather

than n
2

as in the worst-case when the two codewords differ in every bit).

Let ε be an arbitrarily small positive constant that will help specify various slack parameters in what follows. In particular,

James’ attack strategy operates on consecutive length-εn chunks of Alice’s codewords, and hence operates on K “ 1{ε chunks.

In James’ attack below, summarized first for the special case when Alice employs a deterministic coding strategy (i.e., her

transmission is a deterministic function of the message she wishes to transmit to Bob). Steps 1 and 2 correspond to James

analyzing Alice and Bob’s chosen codebook C prior to transmission, and steps 3 and 4 comprise respectively the babble and

push phases during the actual transmission.
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1) Sub-code extraction: First, given Alice’s codebook C of rate R, James finds a subcode C1 Ď C which has both the

following two properties:

(a) The subcode C1 contains a constant fraction of the codewords in C, and

(b) Each codeword in C1 is chunk-wise δ-approximately constant composition, i.e., for each codeword x P C1 and each

chunk with index u P t1, . . . ,Ku, the u-th chunk-wise type of x, denoted Txpuq and defined as the type of x restricted

to symbols in the u-th chunk, differs in the ℓ8 norm from a given distribution Px|u“u by at most δ.

Such a sub-code can always be extracted for the following reason. There are 1{ǫ chunks, and so the simplex of all possible

chunkwise-types of a length-n code can be δ-approximated by a δ-net with Opp1{δq|X |{ǫq elements. Hence picking the

cell of the δ-net with the most codewords in it gives us the subcode C1 with a constant fraction (at least Ωpδ|X |{ǫq-fraction)

of the codewords in C. Let this cell correspond to the set tPx|u“uuKu“1 of distributions. Going forward, James’ attack

is only guaranteed to succeed with positive probability for codewords x P C1. Despite this restriction, due to (b), this

nonetheless happens with strictly positive probability, bounded away from zero independently of the blocklength n.

2) Choice of attack parameter/jamming distributions: James then simultaneously selects a prefix-length parameter α ď 1

(w.l.o.g. it is assumed that αK is an integer – if not, α can be appropriately quantized), and two corresponding sets of

jamming distributions:

(a) Prefix-babbling distributions: These comprise of a set of αK distributions tVs|x,u“uuαKu“1 that James will use in the

corresponding prefix chunks, as described in 3 below.

(b) Suffix-symmetrization distributions: These comprise of a set of αK distributions tVs|x,x1,u“uuKu“αK`1 that James will

use in the corresponding suffix chunks, as described in 4 below.

In particular, these two sets of distributions are required to satisfy both the following:

(i) State-feasibility: The prefix-babbling and suffix-symmetrization jamming distributions are required to jointly satisfy

a certain state-feasibility condition – see Definition 6. This condition can be thought of as ensuring that the overall

jamming vector s that James chooses satisfies the state cost constraint imposed by the AVC by separately computing

the cost of the prefix jamming sequence psp1q, . . . , spαnqq induced by the prefix-babbling distributions, and the cost

of the suffix jamming sequence pspαn ` 1q, . . . , spnqq induced by the suffix-pushing distributions. It is important to

highlight here that due to the Generalized Plotkin bound [WBBJ19] the suffix state cost only needs to be computed

with respect to Px,x1 distributions that are convex combinations of product distributions.

(i) Suffix-symmetrizability: The suffix-symmetrization jamming distributions are required to satisfy a certain suffix-symmetrizability

condition – see V in Definition 10. This condition can be thought of ensuring that the suffix pypαn ` 1q, . . . , ypnqq
observed by Bob was equally likely to have been generated by either the codeword suffix xąα “ pxpαn`1q, . . . , xpnqq or

the codeword suffix x1ąα “ px1pαn`1q, . . . , x1pnqq (with the jamming distribution Vy|x,x1 acting on the pair of codeword

suffixes pxąα, x1ąαq in the first case, and on the pair px1ąα, xąαq in the second case – note the reversal/symmetrization

in the two scenarios).

After this pre-transmission analysis, once Alice starts transmitting, James proceeds with his jamming attack as follows.

3) Prefix-babbling phase: For the initial αK chunks (henceforth called the α-prefix of x, or just the prefix) James uses a

“babble” attack. That is, for each time index t in chunk u ď αK he selects his jamming symbols sptq via the probabilistic

map tVs|x,u“uuαKu“1 applied symbol-by-symbol to the corresponding observed transmission xptq. For these chunks in the

prefix James thereby induces effective DMCs tWy|x,u“uuαKu“1 from Alice to Bob. If the rate R of Alice’s code is too high

(i.e., is not δ-good – see Definition 11), then for some α ď 1 there will be a chunk number αK such that in addition to

James’ jamming sequence s satisfying the state-feasability and suffix-symmetrizability conditions described in 2) above,

he can also force the “Large prefix-list” condition described below.

‚ Large prefix-list: For the prefix, the normalized cumulative mutual information
řαK

i“1
1
K
IpPx|u“u,Wy|x,u“uq (repeated

in Definition 8) is less than the rate R of Alice’s code. Via standard information-theoretic arguments such as strong

converses, this can be used to argue that at this point in the transmission Bob must still have a large set (say of size

2Ωpnq) of potential messages that are compatible with Alice’s coebook C, his prefix observation yďα and the prefix

channels tWy|x,u“uuαKu“1 induced by James.

4) Suffix-pushing phase: Since the channel Wy|x,s is state-deterministic (this is the precise reason we need to restrict to

state-deterministic AVCs the class of channels for which we can claim our achievability and converse arguments match),

therefore at this αn point James can compute the same large prefix-list that Bob would have computed. He then randomly

selects some m1 in this prefix list, and sets the “spoofing suffix” x1ąα
m1 as the codeword suffix corresponding to this m1, and

for any time-index t in suffix chunk u, applies the corresponding suffix symmetrizing distribution Vs|x,x1,u“up¨|xptq, x1ptqq
symbol-by-symbol on the xptq he (causally) observes and the x1ptq in his chosen spoofing suffix.

Via analysis paralleling but significantly generalizing to a general class of AVCs the symbol-error analysis in [CJL19] it can

be shown that for any code with rate that is not δ-good the strategy outlined and motivated above results, with probability

bounded away from zero, in James being able to cause a decoding error by Bob. We emphasize again that incorporating the

recently discovered Generalized Plotkin bound was a key step in this converse, without which any converse would have resulted
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in a significantly weaker rate-bound for general AVCs. Further, by the synthesis of information-theoretic and coding-theoretic

techniques introduced in [DJLS13], these arguments can be generalized even to settings where Alice uses a stochastic encoder.

Therefore, by choosing among all possible choices of feasible attack parameter/jamming distributions in Step 2 that attains the

infimum of the “not δ-good” rates, we can ensure that if Alice wishes to reliably communicate to Bob, James will be able to

confuse Bob between the truly transmitted message and a spoofing message.

To complement this impossibility argument, we can also demonstrate that for the class of AVCs considered any rate that is

δ-good is indeed achievable. Again, this broadly parallels the scheme for symbol-error AVC in [CJL19], while significantly

generalizing it to a general class of AVCs. In particular, the achievability analysis required novel interpolating arguments to

ensure that certain algebraic conditions on distributions (δ-goodness of the code, non-symmetrizability of the suffix) ensures

that if Bob follows a certain iterative decoding mechanism, he will, with high probability, be able to decode correctly.

1) Codebook parameter choices: First, for each chunk Alice chooses a length-K time-sharing vector u and corresponding

chunk-wise input distributions tPx|u“uuKu“1 such that the overall time-averaged input distribution Px “ 1
K

řK
u“1 Px|u“u

satisfies the input constraint set specified in the AVC problem. Among all possible such choices of u and tPx|u“uuKu“1,

Alice chooses the time-sharing vector and chunk-wise input distributions for which the supremum of all δ-good rates is

as large as possible, and sets this supremum (minus a δ slack) as the rate R of her code.

2) Chunk-wise stochastic code design: Alice then designs a random chunk-wise stochastic code as follows. In particular, for

each chunk u P t1, . . . ,Ku and each message m P t1, . . . , 2nRu, she chooses 2ε
3n random length-εn codeword chunks

of type Px|u“u. These codeword-chunks for chunk number u and message m are denoted x
puq

pm,rpuqq
, where rpuq is an

index varying in the set t1, . . . , 2nε
3

u. These multiple codeword-chunks for a given message are used, as described below,

to ensure that at any time t James always has some uncertainty about the actual codeword to be transmitted in the next

chunk even if he knows Alice’s message.

3) Chunk-wise stochastic encoding: Given the message m and the chunk-wise stochastic code described above, for each

chunk u P t1, . . . ,Ku Alice picks a uniformly random rpuq from the set t1, . . . , 2nε
3

u and transmits the codeword-chunk

x
puq

pm,rpuqq
. For small ε, note that the entropy of rpuq (which equals nε3) is significantly smaller than the chunk-length nε.

This is important in the list-decoding steps described below.

4) Chunkwise-iterative decoding: On receiving the vector y, Bob’s decoding scheme then proceeds iteratively over K stages

in a manner that conceptually parallels the babble-and-push jamming strategy described above. (We emphasize that we

do not assume that James follows a babble-and-push jamming strategy – rather, as a consequence of our analysis it turns

out to be the case that for the class of AVCs considered the babble-and-push jamming strategy is an extremizing strategy

in the sense that it results in the lowest reliable throughput.)

We describe this chunkwise-iterative decoding scheme in more detail now as follows. First, Bob initializes his prefix-chunk

counter αK to 1. Then, for this value of α he performs the following two-step decoding attempt.

a) Prefix list-decoding: For the given α, Bob considers all the tuples pα, tVs|x,u“uuαKu“1, tVs|x,x1,u“uuKu“αK`1q which are

feasible in the sense of Definition 6, and for which α is the first chunk for which the the normalized cumulative

mutual information
řαK

i“1
1
K
IpPx|u“u,Wy|x,u“uq (in the sense of Definition 8) is more than the rate R of the code.

Via relatively standard list-decoding arguments (adapted to the chunkwise stochastic encoding scheme here) ensure that

with overwhelming probability over code-design (indeed, with probability say 1 ´ 2Ωpn2q) Bob can decode down to a

“small” list (of size say Opnq).

b) Suffix disambiguation: For this value of α and the corresponding list of messages obtained from the prefix, Bob uses

the suffix to disambiguate the correct message from the list, by performing a suffix consistency check. This comprises

of checking to see if any of the codeword suffixes for any message in the prefix-list is jointly typical with respect to

the observed suffix. If more than one message in the prefix list passes this suffix consistency test then Bob declares

a decoding error and aborts; if none of the messages in the prefix list pass this consistency test then Bob increments

the value of α and tries again; and if a unique message passes this test then Bob outputs that message as the decoded

message and terminates. To show that this decoding strategy suffices to attain the capacity, we need to show two things.

Firstly we need to demonstrate that the truly transmitted message does indeed pass Bob’s suffix consistency check, and

secondly that with high probability over the private randomness in the suffix no other message in Bob’s prefix list passes

the consistency check. The former argument is relatively standard, relying mostly on concentration arguments to show

that joint typicality decoding in the suffix results in the true message being suffix-consistent. The latter argument is more

delicate – we first demonstrate that at the true α value, over the private randomness in suffix chunks that is currently

unknown to James, the joint types of most codeword suffixes for the truly transmitted codeword will be jointly typical

(with respect to a convex combination of a product distribution) with every suffix codewords for all other messages

in Bob’s prefix message list (here, importantly, we use the fact that the private-randomness rate is vanishing relative

to the suffix length, and hence suffix joint-types are closely concentrated around their expectation). This coupled with

suffix non-symmetrizability ensures that the true codeword suffix typicality implies that no other message codeword

suffix can be jointly typical. Another non-trivial aspect to this analysis is to demonstrate that even for decoding points
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preceding the “true” α, this decoding rule works in the sense that no other suffix passes the suffix consistency test –

this is done by carefully choosing two interpolating jamming trajectories and using convexity arguments to argue that

non-symmetrizability with respect to the true α also implies non-symmetrizability with respect to preceding αs.

It should be emphasized that, perhaps surprisingly, input distributions Px|u“u that are uniform in the time-sharing variable

u do not necessarily attain capacity for general AVCs. For the special case of the finite alphabet symbol-error/erasure

channels considered in [CJL19] the uniform input distribution is indeed optimizing as shown there, but for the quadratically

constrained casual model [LDJ`18] it can be shown that uniform power allocation is not capacity-achieving. The reason for

this phenomenon, which might seem counter-intuitive given the convexity of mutual information function and the linearity of

the symmetrizability condition, is that since Alice has to choose a rate R and design her corresponding codebook distribution to

simultaneously be δ-good for any possible choice of α (and the corresponding feasible input distributions), therefore the problem

becomes highly non-convex. We are currently actively investigating alternating optimization approaches to computationally

tractable well-approximate the capacity function for general AVCs, and simultaneously obtain the corresponding extremizing

input/jamming distributions.

III. MODEL

Notation: alphabets are in calligraphic script (e.g. X ). In this paper, all alphabets are finite. A boldface letter (e.g. x) is a

random variable, with the non-boldface (e.g. x) as its realization. The set rM s “ t1, 2, . . . ,Mu. Tuples are written with an

underline sign and individual entries with the time index in parentheses (e.g. x “ pxp1q, xp2q, . . . , xpnqq) and xp1 : iq “
pxp1q, xp2q, . . . , xpiqq). The type of a tuple Tx is the empirical distribution of x. The set of all probability distributions on an

alphabet X is ∆pX q. The set of all conditional distributions (randomized maps) from X to S is ∆pS|X q. The length n type

class corresponding to P P ∆pX q is denoted by TnpP q “
 
x P Xn : Tx “ P

(
. For a joint distribution Px,s we write rPx,ssx

and rPx,sss for the marginal distributions of x and s.

A. Channels and codes

We consider a class of arbitrarily varying channels (AVCs) with cost constraints on the input and state. Our formulation

of the cost constraint generalizes the standard definition [CN88a] by modeling the constraint as requiring that the type of the

channel input or state belong to a specified set.

Definition 1 (AVC). An arbitrarily varying channel (AVC) is a sextuple pX ,S,Y, λx, λs,Wy|x,sq. Here, X ,S,Y are the

input, state and output alphabets, respectively. The input and state constraints are specified by λx Ă ∆pX q and λs Ă ∆pSq,

respectively. The channel law is Wy|x,s P ∆pY|X ˆ Sq.

Our goal is to communicate one of M messages reliably over this AVC. For a positive integer M , let M :“ rM s denote

all possible messages that the transmitter may send.

Definition 2 (Codes). A code for a causal AVC pX ,S,Y, λx, λs,Wy|x,sq is a pair pEnc,Decq. Here Enc P ∆pXn|Mq is a

(potentially stochastic) encoder. For m P M, we use Encpmq P Xn to denote the (possibly random) encoding of m. Each

such an encoding is called a codeword. The set EncpMq of all codewords is called the codebook, denoted by C. The length

n of each codeword is called the blocklength. The rate of C is defined as RpCq :“ 1
n
logM . The code is required to satisfy

the input constraint: for every x P C, Tx P λx. The decoder is given by Dec P ∆pM|Ynq. We use Decpyq P M to denote the

(potentially random) message output by the decoder given y.

Definition 3 (Jamming strategies). A jamming strategy of blocklength n is a set of maps Jam “ pJam1, ¨ ¨ ¨ , Jamnq where

Jamt P ∆pS|Xnq is the jamming function at time t. In a causal jamming strategy, Jamt P ∆pS|X tq.

Definition 4 (Communication over causal/online AVC). Communication over a causal (a.k.a. online) AVC pX ,S,Y, λx, λs,Wy|x,sq
has the following requirements. Let C be a code with an encoder-decoder pair pEnc,Decq and Jam “ pJam1, ¨ ¨ ¨ , Jamnq be

a causal jamming strategy. We use Jamipxp1q, ¨ ¨ ¨ , xpiqq to denote the jamming symbol generated by the adversary at time i.

Before communication happens, pEnc,Decq are fixed and revealed to the transmitter Alice, the receiver Bob and the adversary

James. James then fixes a causal jamming strategy Jam “ pJam1, ¨ ¨ ¨ , Jamnq which can depend on pEnc,Decq.

The code is required to satisfy the input constraint Tx P λx for every x P C. Once a particular encoding x of a certain message

m is transmitted by Alice, James observes x causally. That is, for any i P rns, he observes xpiq after observing xp1q, ¨ ¨ ¨ , xpi´
1q. Given his causal observation, he computes spiq “ Jamipxp1q, ¨ ¨ ¨ , xpiqq which depends only on xp1q, ¨ ¨ ¨ , xpiq (and

pEnc,Decq, C which are known to everyone). The channel then outputs y according to the following distribution

Pr
“
y “ y

ˇ̌
x “ x, s “ s

‰
:“

nź

i“1

Wy|x,spypiq|xpiq, spiqq.

Receiving y, Bob decodes to Decpyq.

Communication reliability is measured by:
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Definition 5 (Error probability). Consider a causal AVC pX ,S,Y, λs, λs,Wy|x,sq. Let pEnc,Decq and Jam be a coding scheme

and a jamming strategy for this channel, respectively. Define the maximum error probability Pe,maxpEnc,Dec, Jamq as follows

Pe,maxpEnc,Dec, Jamq :“ max
mPM

ÿ

xmPM
xm‰m

ÿ

yPYn

ÿ

sPSn

ÿ

xPXn

Encpx|mq ¨

˜
nź

i“1

Jamipspiq|xp1 : iqqWy|x,spypiq|xpiq, spiqq

¸
¨ Decppm|yq.

The average error probability is defined analogously by averaging over messages m:

Pe,avgpEnc,Dec, Jamq :“
1

|M|

ÿ

xmPM
xm‰m

ÿ

yPYn

ÿ

sPSn

ÿ

xPXn

ÿ

mPM

Encpx|mq¨

˜
nź

i“1

Jamipspiq|xp1 : iqqWy|x,spypiq|xpiq, spiqq

¸
¨ Decppm|yq. (1)

Here we view Enc P ∆pXn|Mq and Dec P ∆pM|Ynq as conditional distributions.

B. State-deterministic AVCs

We consider a class of AVCs which are state deterministic and have a single cost constraint on the state. More precisely,

we require the following five assumptions to hold:

1) All alphabets X ,S,Y are finite.1

2) The input constraint set λx Ă ∆pX q is convex. This is a natural restriction – a non-convex set λx would imply that the

encoder is not allowed to time-share between some potential transmissions.

3) The set λs Ă ∆pSq is specified by a single constraint:

λs :“

#
Ps P ∆pSq :

ÿ

sPS

PspsqBpsq ď Λ

+
,

for some B P R
|S| and Λ P R.

4) The channel law Wy|x,s is deterministic, i.e., for every px, sq P X ˆS, there is a unique y P Y such that Wy|x,spy|x, sq “ 1.

Alternatively, we write the channel law as a (deterministic) function W : X ˆ S Ñ Y . 2

5) There exists a zero-cost state s0 P S and a one-to-one mapping φ : Y Ñ X for which for every x, Wy|x,spφpxq|x, s0q “ 1.

This final assumption is rather natural and corresponds to many channel models. It intuitively implies that there is a stand-

down state for James that on one hand has zero cost and on the other does not corrupt communication at all, e.g., the

“non-erasure” state in an erasure channel.

IV. CAPACITY CHARATCTERIZATION

In order to state our main result we must define a notion of symmetrizability [Eri85], [CN88b] that is appropriate to the

causal AVC model. Symmetrizabillity conditions play an important role in characterizing AVC capacities under deterministic

coding. Roughly speaking, a channel is symmetrizable if James can, via selecting the state sequence s, cause the channel

to behave like a symmetric two-user multiple-access channel Wy|x,x1py|x, x1q. Operationally, this means James can select an

alternative (“spoofing”) codeword x1 and use it to create a state s such that Bob cannot tell if Alice sent x and James chose

x1 or if Alice sent x1 and James chose x.

There are two aspects of the causal AVC which make it tricky to define a notion of symmetrizability. First is the online

nature of the adversarial attack: James has to choose the elements of s sequentially as opposed to selecting x1 and then s.

Second is the cost constraint on s: if we think of the cost as “power,” then James faces a power allocation problem. Taken

together, James could spend little power at the beginning and more power at the end of the transmission or vice versa. In the

former case, Bob can get a good estimate of the message initially but then the channel becomes much worse. In the latter,

Bob has a very bad estimate of the message but the channel is less noisy at the end, allowing him to potentially decode to the

true message. Since James does not know the transmitted codeword a priori, he has to choose how to allocate the power “on

the fly” while satisfying the cost constraint.

1The quadratically-constrained infinite alphabet setting was considered in [LDJ`18].
2Our achievability result actually does not require this restriction – it holds even if the AVC is not state-deterministic. However, our current converse

arguments providing a capacity upper bound asymptotically matching the rate achievable by our achievability scheme rely on state-determinism, since they
rely on the jammer being able to predict the channel output resulting from a specific jamming strategy.
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A. Symmetrizing distributions

Let K P Zě1, U :“ rKs and A :“ t0, 1{K, 2{K, ¨ ¨ ¨ , 1 ´ 1{Ku. For α P A, let Uďα :“ t1, 2, ¨ ¨ ¨ , αKu and Uąα :“
tαK ` 1, αK ` 2, ¨ ¨ ¨ ,Ku. Let Pu :“ UnifpUq. Fix Px|u P ∆pX |Uq such that

“
PuPx|u

‰
x

P λx.

In our achievable scheme we will use a code in which the total blocklength n is broken into K subblocks. In each block,

we characterize the jammer by a single letter channel.

Definition 6 (Feasible jamming distributions). Let Px|u P ∆pX |Uq. Define, for α P A,

FαpPx|uq :“

$
’&
’%

pVs|x,uďα , Vs|x,x1,uąαq P ∆pS|X ˆ Uďαq ˆ ∆pS|X 2 ˆ Uąαq :

1

αK

αKÿ

u“1

“
Px|u“uVs|x,uďα“u

‰
s

`
1

p1 ´ αqK

Kÿ

u“αK`1

”
Pb2
x|u“u

Vs|x,x1,uąα“u

ı
s

P λs

,
/.
/-
,

and

FpPx|uq :“

#
Vs|x,u P ∆pS|X ˆ Uq :

1

K

Kÿ

u“1

“
Px|u“uVs|x,u“u

‰
s

P λs

+
.

Generalizing the definition above for any Pu and slackness δ we have:

Definition 7 (δ-feasible jamming distributions). Let pPu, Px|uq P ∆pUq ˆ ∆pX |Uq. Define, for α P A,

Fα,δpPu, Px|uq :“

$
&
%

pVs|x,uďα , Vs|x,x1,uąαq P ∆pS|X ˆ Uďαq ˆ ∆pS|X 2 ˆ Uąαq :ÿ

uPUďα

Pupuq
“
Px|u“uVs|x,uďα“u

‰
s

`
ÿ

uPUąα

Pupuq
”
Pb2
x|u“u

Vs|x,x1,uąα“u

ı
s

P intδpλsq

,
.
- ,

and

FδpPx|uq :“
 
Vs|x,u P ∆pS|X ˆ Uq :

“
PuPx|uVs|x,u

‰
s

P intδpλsq
(
.

Definition 8 (Cumulative mutual information). Fix Px|u, α P A and Vs|x,uďα P ∆pS|X ˆ Uďαq. The cumulative mutual

information w.r.t. Px|u and Vs|x,uďα is defined as

IpPx|u, Vs|x,uďαq :“ Ipx;y|uďαq “
1

K

αKÿ

u“1

Ipxu;yuq,

where the joint distribution of pxu,yuq is given by

Pxu,yu
px, yq :“

ÿ

sPS

Px|upx|uqVs|x,uďαps|x, uqWy|x,spy|x, sq.

Similarly, we generalize the above definition for any Puďα .

Definition 9 (Cumulative mutual information). Define the cumulative mutual information w.r.t. pPuďα , Px|uďα , Vs|x,uďαq P
∆pUďαq ˆ ∆pX |Uďαq ˆ ∆pS|X ˆ Uďαq as

IpPuďα , Px|uďα , Vs|x,uďαq :“ Ipx;y|uďαq “ α
ÿ

uPUďα

PuďαpuqIpxu;yuq,

where the joint distribution of pxu,yuq is given by

Pxu,yu
px, yq :“

ÿ

sPS

Px|uďαpx|uqVs|x,uďαps|x, uqWy|x,spy|x, sq.

Remark 1. In the above definition, the time-sharing distribution Puďα is over the prefix Uďα. However, the information

throughput is measured w.r.t. the whole block of transmissions of length n. Therefore, we need an α factor to account for that.

If we instead define the cumulative mutual information with Pu P ∆pUq, then no α factor is needed.

Definition 10 (Symmetrizing distributions). Define

V :“

$
&
%

Vs|x,x P ∆pS|X 2q :

@px, x1, yq P X 2 ˆ Y,
ÿ

sPS

Vs|x,x1ps|x, x1qWy|x,spy|x, sq “
ÿ

sPS

Vs|x,x1 ps|x1, xqWy|x,spy|x1, sq

,
.
- ,

Vδ :“

$
’&
’%

Vs|x,x P ∆pS|X 2q :

@px, x1, yq P X 2 ˆ Y,

ˇ̌
ˇ̌
ˇ
ÿ

sPS

Vs|x,x1ps|x, x1qWy|x,spy|x, sq ´
ÿ

sPS

Vs|x,x1 ps|x1, xqWy|x,spy|x1, sq

ˇ̌
ˇ̌
ˇ ď δ

,
/.
/-
,
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V 1 :“

$
&
%

pVs|x,x, V
1
s|x,x1q P ∆pS|X 2q2 :

@px, x1, yq P X 2 ˆ Y,
ÿ

sPS

Vs|x,x1ps|x, x1qWy|x,spy|x, sq “
ÿ

sPS

V 1
s|x,x1 ps|x1, xqWy|x,spy|x1, sq

,
.
- ,

V 1
δ :“

$
’&
’%

pVs|x,x, V
1
s|x,x1q P ∆pS|X 2q2 :

@px, x1, yq P X 2 ˆ Y,

ˇ̌
ˇ̌
ˇ
ÿ

sPS

Vs|x,x1ps|x, x1qWy|x,spy|x, sq ´
ÿ

sPS

V 1
s|x,x1 ps|x1, xqWy|x,spy|x1, sq

ˇ̌
ˇ̌
ˇ ď δ

,
/.
/-
.

In what follows, we show that C defined below is the causal-capacity for general AVC channels. We start by defining CK

for every positive integer K . Let |U | “ K .

CK :“ max
P

x|uP∆pX |Uq

rPuPx|us
x

Pλx

min
!

min
V
s|x,uPFpP

x|uq
IpPx|u, Vs|x,uq,

min
pα,pV

s|x,uďα ,V
s|x,x1,uąα qqPAˆFαpPu,Px|uq

@uPUąα, pV
s|x,x1,uąα“u,V

1
s|x,x1,uąα“u

qPV 1

IpPx|uďα , Vs|x,uďαq
)
. (2)

Averaging over
V
s|x,x1,uąα“u`V 1

s|x,x1,uąα“u

2
in the rightmost min in the expression above, we have

CK :“ max
P

x|uP∆pX |Uq

rPuPx|us
x

Pλx

min
!

min
V
s|x,uPFpP

x|uq
IpPx|u, Vs|x,uq,

min
pα,pV

s|x,uďα ,V
s|x,x1,uąα qqPAˆFαpPu,Px|uq

@uPUąα, V
s|x,x1,uąα“uPV

IpPx|uďα , Vs|x,uďαq
)
. (3)

Let C “ lim supKÑ8 CK .

Theorem 1 (Achievability). For any δ0 ą 0 rate C ´ δ0 is achievable.

Theorem 2 (Converse). For any δ0 ą 0 rate C ` δ0 is not achievable.

Before we prove the theorems above we state a technical claim. For U :“ rKs and δ ą 0, CK,δ defined below will be used

in the proof of Theorem 1. The remainder of this work includes several slackness parameters that are mutually related and

highlighted in blue to ease the reading and verification process.

CK,δ :“ max
P

x|uP∆pX |Uq

rPuPx|us
x

Pλx

min

$
’’’’’&
’’’’’%

min
V
s|x,uPFpP

x|uq
IpPx|u, Vs|x,uq, min

pα,pV
s|x,uďα ,V

s|x,x1,uąα qqPAˆFαpP
x|uq

pV
s|x,uďα ,V 1

s|x,x1,uąα qPFαpP
x|uq

@uPUąα, pV
s|x,x1,uąα“u,V

1
s|x,x1,uąα“u

qPV 1
δ

IpPx|u, Vs|x,uďαq

,
/////.
/////-

.

Averaging over
V
s|x,x1,uąα“u`V 1

s|x,x1,uąα“u

2
in the rightmost min in the expression above, we have

CK,δ :“ max
P

x|uP∆pX |Uq

rPuPx|us
x

Pλx

min

$
’’&
’’%

min
V
s|x,uPFpP

x|uq
IpPx|u, Vs|x,uq, min

pα,pV
s|x,uďα ,V

s|x,x1,uąα qqPAˆFαpP
x|uq

@uPUąα, V
s|x,x1,uąα“uPVδ

IpPx|u, Vs|x,uďαq

,
//.
//-
.

For U :“ rKs, δ ą 0, and sstatepδq “ polypδq, CK,δ defined below will be used in the proof of Theorem 2.

CK,δ :“ max
P

x|uP∆pX |Uq

rPuPx|us
x

Pλx

min

#
min

V
s|x,uPFsstatepδqpP

x|uq
IpPx|u, Vs|x,uq,

min
pα,pV

s|x,uďα ,V
s|x,x1,uąα qqPAˆFα,sstatepδqpP

x|uq

@uPUąα, V
s|x,x1,uąα“uPV

IpPx|uďα , Vs|x,uďαq

+
. (4)
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Averaging over
V
s|x,x1,uąα“u`V 1

s|x,x1,uąα“u

2
in the rightmost min in the expression above, we have

CK,δ :“ max
P

x|uP∆pX |Uq

rPuPx|us
x

Pλx

min

#
min

V
s|x,uPFsstatepδqpP

x|uq
IpPx|u, Vs|x,uq,

min
pα,pV

s|x,uďα ,V
s|x,x1,uąα qqPAˆFα,sstatepδqpP

x|uq

@uPUąα, V
s|x,x1,uąα“uPV

IpPx|uďα , Vs|x,uďαq

+
. (5)

Claim 3. Let K be a positive integer. Let δ be sufficiently small and let sstatepδq “ polypδq, it holds that |CK´CK,δ| ď sGAPpδq
and |CK ´CK,δ| ď sGAPpδq, where sGAPpδq depends only on polypδq , the parameters of the channel W , and the cost function

cost.

Proof. Let δ ą 0 be a sufficiently small slackness parameter (the requirements on δ will be discussed below). Let |U | “ K .

Let Px|u P ∆pX |Uq come δ-close to optimizing CK as defined in Equation (2). We compare the first and second expressions

in the definition of CK with those of CK,δ and CK,δ when evaluated with U and Px|u P ∆pX |Uq. By our definitions, it

follows that CK ď CK,δ and CK ě CK,δ . Thus to prove our assertion, it suffices to compare the first and second expressions

in CK,δ and CK,δ to bound CK,δ ´ CK,δ, and thus, in turn, to bound |CK ´ CK,δ| and |CK ´ CK,δ|.
We note that once Px|u is fixed, the sets F , Fα, and V are convex sets defined by linear constraints. Similarly for the

“sstatepδq-contracted” versions Fsstatepδq and Fα,sstatepδq or the “δ-extracted” variant Vδ . We also note that by the properties

given in Section III-B, for sufficiently small δ, we have that Fsstatepδq and Fα,sstatepδq are non-empty.

One can bound the difference between the first expression in CK,δ and CK,δ using our observation that Fsstatepδq and

Fα,sstatepδq are non-empty combined with standard bounds on the mutual-information function. More formally, for any opti-

mizing V
s|x,u P F for CK,δ one can find V s|x,u P Fsstatepδq for CK,δ for which }V

s|x,u´V s|x,u}8 is at most a linear function

of sstatepδq and other constant parameters involved in the definition of F .

For the second expression, we study the set V and Vδ in combination with Fα and Fα,sstatepδq. Namely, we study the set

V X rFα,sstatepδqsV
s|x,x1,uąα (where the latter set Fα,sstatepδq in the intersection is projected onto the variables of Vs|x,x1,uąα). If

this intersection is non-empty for any sufficiently small δ, then so is VδXrFαsV
s|x,x1,uąα , and thus, as previously discussed in the

analysis of the first expression, for any optimizing pα, pV
s|x,uďα, V s|x,x1,uąαqq P AˆFα such that @u P Uąα, V

s|x,x1,u“u P Vδ

in CK,δ one can find a corresponding pα, pV s|x,uďα , V s|x,x1,uąαqq P A ˆ Fα,sstatepδq such that @u P Uąα, V s|x,x1,u“u P V

in CK,δ for which }pV
s|x,uďα , V s|x,x1,uąαq ´ pV s|x,uďα, V s|x,x1,uąαq}8 is at most a linear function of δ, sstatepδq and other

constant parameters involved in the definitions of F and V .

If, alternatively, for some small δ the intersection Vδ X rFαsV
s|x,x1,uąα is empty, then so is V X rFα,sstatepδqsV

s|x,x1,uąα and

CK,δ and CK,δ are not impacted by the second expressions under study.

Finally, if for any δ ą 0, Vδ X rFαpPx|uqsV
s|x,x1,uąα is non-empty but V X rFα,sstatepδqpPx|uqsV

s|x,x1,uąα is empty, we slightly

modify the studied Px|u to P 1
x|u to guarantee that the new sets Vδ XrFαpP 1

x|uqsV
s|x,x1,uąα and VXrFα,sstatepδqpP 1

x|uqsV
s|x,x1,uąα

are both non-empty, which brings us to a case analyzed above. Our modification on Px|u will be of limited statistical distance

implying a corresponding limited impact on the objective IpPx|uďα , Vs|x,uďαq. To modify Px|u, we fix an element V s|x,x1,uąα P
V X rFαpPx|uqsV

s|x,x1,uąα and its corresponding V s|x,uďα , the existence of which follows from our assumption that for any

δ ą 0, Vδ X rFαpPx|uqsV
s|x,x1,uąα is non-empty. With pV s|x,uďα , V s|x,x1,uąαq in mind, Fα is a structured quadratic function of

Px|u. One can now reduce the state-cost of pP 1
x|u, pV s|x,uďα , V s|x,x1,uąαqq when compared to pPx|u, pV s|x,uďα, V s|x,x1,uąαqq by

sstatepδq by modifying Px|u to P 1
x|u with }Px|u´P 1

x|u}8 bounded by a polynomial in sstatepδq and other constant parameters

involved in the definition of Fα. Accordingly, the objective IpP 1
x|u, V s|x,uďαq when compared to IpPx|u, V s|x,uďαq is similarly

bounded. This now implies that both Vδ X rFαpP 1
x|uqsV

s|x,x1,uąα and V X rFα,sstatepδqpP 1
x|uqsV

s|x,x1,uąα are non-empty, and we

may use the analysis of the similar case studied above.

V. PROOF OF ACHIEVABILITY (THEOREM 1)

Proof. Let δ0 ą 0. Let R “ C ´ δ0. Let δ be a sufficiently small function of δ0 to be determined shortly. Let sMINpδq be a

function of δ defined shortly through Claim 4. Let εpδq “ δsMINpδq2{2. Let K “ 1{ε. Take δ to be sufficiently small such that

|C ´ Ck| ď δ0{4 and, by Claim 3, |CK ´ CK,δ| ď δ0{4, implying that R ď CK,δ ´ δ.

Let sUBpδq :“ ε, sLBpδq :“ sUBpδq`ε log |X |, and sx|upδq :“ 3ε. Note, with this setting of parameters, that 2sx|upδq{sMINpδq2 “
δ (this fact will be used later in our proof). Without loss of generality, assume n is sufficiently large so that nε is an integer.

Let γ :“ ε4. Let M :“ 2nR, N :“ 2nγ and M :“ rM s,R :“ rN s.
Let

u :“ p1, ¨ ¨ ¨ , 1

nε

, 2, ¨ ¨ ¨ , 2

nε

, ¨ ¨ ¨ ,K, ¨ ¨ ¨ ,K

nε

q P Un.
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For a vector v P Σn over some alphabet Σ and α P A, let

vďα :“ pvp1q, ¨ ¨ ¨ , vpαnqq P Σαn,

vąα :“ pvpαn ` 1q, ¨ ¨ ¨ , vpnqq P Σp1´αqn;

for u P U , let

vpuq :“ pvppu´ 1qnε` 1q, vppu ´ 1qnε` 2q, ¨ ¨ ¨ , vpunεqq P Σnε.

For two vectors v1 P Σn1 and v2 P Σn2 , denote their concatenation by

v1 ˝ v2 :“ pv1p1q, ¨ ¨ ¨ , v1pn1q, v2p1q, ¨ ¨ ¨ , v2pn2qq P Σn1`n2 .

For two sets of vectors V1 P Σn1 and V2 P Σn2 , let

V1 ˝ V2 :“ tv1 ˝ v2 : v1 P V1, v2 P V2u .

Our proof uses the following notion of code-goodness:

Definition 11 (Rate goodness). Let δ ą 0. Fix Px|u P ∆pX |Uq. We say that a rate R ě 0 is δ-good w.r.t. pPu, Px|uq if

1)

R ď min
V
s|x,uPFpP

x|uq
IpPx|u, Vs|x,uq;

2) For any pα, pVs|x,uďα , Vs|x,x1,uąαqq P AˆFαpPx|uq satisfying α ď 1´1{K andR P rIpPx|u, Vs|x,uďαq´sLBpδq, rIpPx|u, Vs|x,uďαq´
sUBpδqs, the following property holds.

‚ For every V 1
s|x,x1,uąα P ∆pS|X 2 ˆUąαq such that pVs|x,uďα , V 1

s|x,x1,uąαq P FαpPx|uq, there exists u P Uąα such that

pVs|x,x1,uąα“u, V
1
s|x,x1,uąα“u

q R V 1
δ.

A. Determining a Px|u for code design

We first show using Claim 4 below that there exists a Px|u P ∆pX |Uq with
“
PuPx|u

‰
x

P λx, such that for any u P U , it

holds that

min
x;P

x|u“upxqą0
tPx|u“upxqu ě sMINpδq

and in addition

CK,δ ´ δ{2 ď min

$
’’’’’&
’’’’’%

min
V
s|x,uPFpP

x|uq
IpPx|u, Vs|x,uq, min

pα,pV
s|x,uďα ,V

s|x,x1,uąαqqPAˆFαpP
x|uq

pV
s|x,uďα ,V 1

s|x,x1,uąα qPFαpP
x|uq

@uPUąα, pV
s|x,x1,uąα“u,V

1
s|x,x1,uąα“u

qPV 1
δ

IpPx|u, Vs|x,uďαq

,
/////.
/////-

. (6)

Claim 4. Let δ ą 0. For a suitable sMINpδq that depends polynomially on δ and additional parameters of the channel W at

hand it holds that for any Px|u P ∆pX |Uq with
“
PuPx|u

‰
x

P λx there exists P 1
x|u P ∆pX |Uq with

”
PuP

1
x|u

ı
x

P λx such that

1) minx;P 1
x|u“u

pxqą0tP 1
x|u“u

pxqu ě sMINpδq.

2) The right-hand-side of (6) when evaluated on Px|u P ∆pX |Uq or P 1
x|u P ∆pX |Uq differs by at most δ{2.

Proof. Follows lines similar to those presented in the proof of Claim 3.

Fix Px|u P ∆pX |Uq to satisfy the above. We now show that R is δ-good w.r.t. pPu, Px|uq. Namely, by our definition of Px|u P
∆pX |Uq, R ď CK,δ ´ δ ď minV

s|x,uPFpP
x|uq IpPx|u, Vs|x,uq. Moreover, let pα, pVs|x,uďα , Vs|x,x1,uąαqq P AˆFαpPx|uq satisfy

α ď 1´ 1{K and R P rIpPx|u, Vs|x,uďαq ´ sLBpδq, rIpPx|u, Vs|x,uďαq ´ sUBpδqs, then for every V 1
s|x,x1,uąα P ∆pS|X 2 ˆUąαq

such that pVs|x,uďα , V 1
s|x,x1,uąαq P FαpPx|uq, there exists u P Uąα such that pVs|x,x1,uąα“u, V

1
s|x,x1,uąα“u

q R V 1
δ. As otherwise,

the right-hand-side of (6) would be less than R ` sLBpδq “ CK,δ ´ δ ` sLBpδq ă CK,δ ´ δ{2 in contradiction to (6).

B. Code construction

We describe below the construction of the codebook C Ă Xn. It is a concatenation of K short codebooks: C “ Cp1q ˝ Cp2q ˝
¨ ¨ ¨ ˝ CpKq. Here for each u P U , Cpuq Ă Xnε is sampled randomly and independently. Specifically, |Cpuq| “ M ¨ N and each

xpuq P Cpuq is independent and uniformly distributed in TnεpPx|u“uq. We label codewords in Cpuq using a pair pm, rq P MˆR,

i.e., Cpuq “ tx
puq
pm,rqupm,rqPMˆR.
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C. Encoding

The encoder Enc is stochastic. To encode a message m P M, the encoder first samples a sequence of random seeds

r “ pr1, ¨ ¨ ¨ , rKq P RK , where ru
i.i.d.
„ UnifpRq for each u P U . These seeds are private to the encoder and not revealed to

any other parties. The encoding of m with a random seed r is given by Encpm, rq :“ x
p1q
pm,r1q ˝ x

p2q
pm,r2q ˝ ¨ ¨ ¨ ˝ x

pKq
pm,rKq, where

we make the dependence on r explicit.

D. Decoding

Bob’s decoder runs iteratively. Suppose the channel output is y P Yn. For each α P A (from small to large values, i.e.,

α “ 0, 1{n, 2{n, ¨ ¨ ¨ , 1) and for each Vs|x,uďα for which there exists a Vs|x,x1,uąα such that pVs|x,uďα , Vs|x,x1,uąαq P FαpPx|uq
satisfying R P rIpPx|u, Vs|x,uďαq ´ sLBpδq, IpPx|u, Vs|x,uďαq ´ sUBpδqs, the decoder performs the following two-step decoding.

1) List-decoding. The decoder first list-decodes the prefix pyp1q, ¨ ¨ ¨ , ypαKqq to the following list MpPx|u, Vs|x,uďαq:

MpPx|u, Vs|x,uďαq :“

#
m P M :

Dpr1, ¨ ¨ ¨ , rαKq P RαK , Dpsp1q, ¨ ¨ ¨ , spαKqq P pSnεqαK s.t.

@u P Uďα, T
x

puq

pm,ruq
,spuq,ypuq “ Px|u“uVs|x,uďα“uWy|x,s

+
.

In words, the list consists of all messages whose corresponding codewords are jointly typical with the prefix of the

received vector according to the joint distribution PuPx|uVs|x,uďαWy|x,s. We also define LpPx|u, Vs|x,uďαq as the set of

codewords whose corresponding messages are in MpPx|u, Vs|x,uďαq.

2) Unique decoding. Bob examines each codeword x1 P LpPx|u, Vs|x,uďαq and outputs the message m1 corresponding to x1

if and only if y could have been obtained from x1 through a feasible s1. In particular, if there exists a vector s1 and Vs|x,uąα

for which pVs|x,uďα , Vs|x,uąαq P FαpPx|uq and @u P Uąα, Tx1puq,s1puq,ypuq “ Px|u“uVs|x,uąα“uWy|x,s. I.e., corrupting x1

using s1 results in the received word y. If no x1 P LpPx|u, Vs|x,uďαq passes the test above, Bob continues in studying the

next pair pα, Vs|x,uďαq until eventually finding a codeword and a corresponding message that pass the test. Once such a

codeword is found the decoding process is terminated. If no codewords pass the test in any of Bob’s iterations, a decoding

error is considered.

E. Analysis

We now show that with high probability over code design it is the case that for every transmitted message m with high

probability over the stochasticity of Alice the decoding process will succeed. Namely, with high probability over the stochasticity

of Alice, only the the codeword xpm,rq corresponding to m will pass the unique decoding step.

1) Code properties: We start by analyzing some properties of our code:

Claim 5 (List size). With probability at most prob1 “ 2´nγ{4 over the code design, if we choose γ ă sUBpδq{2, for any pair

pα, Vs|x,uďαq, the size of the list produced in the first step of Bob’s decoding exceeds ListSize “ 2 log |Y|
sUBpδq .

Proof: Fix a pair pα, Vs|x,uďαq such that pVs|x,uďα , Vs|x,x1,uąαq P FαpPx|uq. For each u P U , define the joint distribution

Px,y|u“u “ rPx|u“uVs|x,u“uWy|x,ssx,y|u“u and the “reverse channel” Vx|y,u“u by conditioning Px,y|u“u. Consider any output

prefix yďα “ pyp1q, yp2q, . . . , ypαKqq where ypuq corresponds to chunk u of yďα. For each u, let Aupypuqq “ tx P Xnε :

Tx “ Vx|y“Typuq,u“uu be the set of x P Xnε which are jointly typical with ypuq. Define sTYPpδq “ 1
n

p|X | ´ 1q logpnε ` 1q,

which goes to 0 as n Ñ 8. We have |Ak| ď 2nεHpx|y,u“uq. From the code construction, for each u P Uďα we have

|TnεpPx|u“uq| ě 2nεpHpx|u“uq´sTYPpδqq.

We want to show that with high probability over the construction of the code that the list size will be guaranteed. To

emphasize that codewords are random variables, we write x
puq
pm,rq for the codeword symbols corresponding to to message m,

randomness r, and chunk u. Fix a message m and let Cpuqm “ tx
puq
pm,rq : r P Ru be the set of codeword chunks representing

message m in chunk u. The probability over the code construction that a single x
puq
pm,rq uniformly selected from TnεpPx|u“uq

falls in Akpypuqq is

ηu ď
2nεHpx|y,u“uq

2nεpHpx|u“uq´sTYPpδqq
“ 2´nεpIpx;y|u“uq´sTYPpδqq (7)

Hence by a union bound, the probability that any element of Cpuqm falls in Aupypuqq is at most Nηu.

With some abuse of notation, we use exppaq “ 2a. Since the codebooks in each chunk are chosen independently, the

probability that there exists an r such that x
puq
pm,rq is jointly typical with ypuq in each chunk u ď αK is at most

η “
αKź

u“1

N2´nεpIpx;y|u“uq´2sTYPpδqq (8)
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“ exp

˜
´n

1

K

αKÿ

u“1

Ipx;y|u “ uq ` αsTYPpδqn` γn

¸
(9)

“ exp
`
´n

`
IpPx|u, Vs|x,uďαq ´ sTYPpδq ´ γ

˘˘
. (10)

We next have to find an upper bound on the list size. The probability that a particular set of L ` 1 messages is in the list

is upper bounded by ηL`1. Taking a union bound over all possible lists (there are at most 2nRpL`1q) and all 2n log |Y| choices

for y, the probability that codebook generation places more than L` 1 messages in the list produced by Bob is at most

ψ “ exp
`
´n

`
IpPx|u, Vs|x,uďαqpL` 1q ´RpL` 1q ´ pL` 1qsTYPpδq ´ pL` 1qγ ´ log |Y|

˘˘
(11)

By assumption, sUBpδq ď IpPx|u, Vs|x,uďαq ´R ď sLBpδq, so

ψ ď exp p´npL` 1qpsUBpδq ´ sTYPpδq ´ γq ` n log |Y|q (12)

To make this probability less than 1 we can choose

L ą
log |Y|

sUBpδq ´ sTYPpδq ´ γ
. (13)

Now set γ ă sUBpδq{2. For sufficiently large n we can make sTYPpδq as small as we like and set

L ą
2 log |Y|

sUBpδq
. (14)

to make the probability of not generating a good code smaller than 2´nγ{2. To guarantee that that the above holds for any

pair pα, Vs|x,uďαq that may be used in our decoding procedure, we apply the union bound over 2φpnq such pairs where

φpnq ď p|S||X | ` 1q logpnεq ` logp1{εq. All in all, for sufficiently large n, we conclude that the probability of not generating

a good code is smaller than 2´nγ{4.

For a distribution P , let ∆δpP q includes all distributions within ℓ8 distance δ from P .

Claim 6 (Typicality properties). With probability prob2 over code design it holds for any message m and any list L of size

at most ListSize obtained in the decoding process, that
ˇ̌
ˇ
!

prαK`1, . . . , rKq P RKp1´αq : @m1 P L, @u P Uąα, @pr1
αK`1, . . . , r

1
Kq P RKp1´αq, (15)

T
x

puq
pm,ruq

,x
1puq

pm1,r1
uq

P ∆sx|upδqpPb2
x|u“u

q

*ˇ̌
ˇ̌ ě p1 ´ prob3q|R|Kp1´αq

Proof: For any m1 P L with m1 ‰ m and fixed prαK`1, . . . , rKq and pr1
αK`1, . . . , r

1
Kq, by Sanov’s theorem followed by

Pinsker’s inequality, and finally by setting sx|upδq “ 3ε, we have that for any sufficiently large n,

Pr
x

puq

pm,ruq

ˆ
Du P Uąα, T

x
puq
pm,ruq

,x
1puq

pm1,r1
uq

R ∆sx|upδqpPb2
x|u“u

q

˙
(16)

ď exp
´

´nεDpPb2
x,x1|u“u

}Pb2
x|u“u

q
¯

` c1 logpnq

ď exp

˜
´nε

}Pb2
x,x1|u“u

´ Pb2
x|u“u

}21

2 lnp2q

¸
` c1 logpnq

ď exp
`
´3nε3

˘
.

(In the inequalities above, c1 is a constant independent of the blocklength n.)

Taking a union bound over all |R|K “ 2nγ{ε “ 2nε
3

values of pr1
αK`1, . . . , r

1
Kq and all |L| elements m1 in L, we have that

the probability that the condition in (15) is not satisfied for fixed prαK`1, . . . , rKq is at most |L| exp
`
´2nε3

˘
ă exp

`
´ 3

2
nε3

˘

(by bounding |L| from above, very loosely, by Claim 5).

Hence for any given m the expected fraction of prαK`1, . . . , rKq not satisfying the event of (15) is at most exp
`
´ 3

2
nε3

˘
.

By standard tail inequalities, and additional ideas appearing in the analysis of Claim III.21 in [CJL19], the probability that the

fraction of prαK`1, . . . , rKq not satisfying the event of (15) exceeds exp
`
´nε3

˘
“ 1 ´ prob3 is at most exp

`
´n2

˘
.

The above computation is for a given α, m, and list L. Hence to conclude the asserted claim we take the union bound over

all possible α, m, and list L, to obtain, for sufficiently large n, prob2 “ 1 ´ expp´n2{2q.

From this point on, we assume our code C holds the properties of Claims 5 and 6.
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2) Decoding analysis: Consider a message m, corresponding codeword transmitted by Alice xpm,rq, and a jamming vector

s used by James to obtain the received y. Let V ˚
s|x,u P FpPx|uq satisfy @u P U , Txpuq,spuq,ypuq “ Px|u“uV

˚
s|x,uWy|x,s. Let α˚ sat-

isfy R P rIpPx|u, Vs|x,uďα˚ q´sLBpδq, IpPx|u, Vs|x,uďα˚ q´sUBpδqs. By the facts that R “ CK,δ´δ ď minV
s|x,uPFpP

x|uq IpPx|u, Vs|x,uq´

δ ď IpPx|u, V
˚
s|x,uq ´ δ; and that sLBpδq ´ sUBpδq ě 1

K
log |X | we conclude that such α˚ P rK ´ 1s exists.

Theorem 7 (Correct decoding with pα˚, V ˚
s|x,uďαq). When Bob decodes using the pair pα˚, V ˚

s|x,uďαq, the message m will

pass the two-step decoding of Bob.

Proof. (of Theorem 7) Follows directly by the suggested decoding scheme.

Theorem 8 (No decoding when α ď α˚). When Bob decodes using a pair pα, Vs|x,uďαq in which α ď α˚, if for the transmitted

message xpm,rq Alice’s stochasticity r of falls into the set of size p1´ prob3q|R|Kp1´αq of Claim 6, no message different from

m will be decoded (specifically, no codeword x1 ‰ x will pass the test in the unique-decoding step).

Proof. (of Theorem 8) Assume in contradiction that there exists pα, Vs|x,uďαq in which α ď α˚ and x1 ‰ x P LpPx|u, Vs|x,uďαq
such that the message m1 ‰ m corresponding to x1 is decoded by Bob. Let Txpuq,x1puq “ Px,x1|u“u, @u P U . In partic-

ular, there exists a vector s1 and Vs|x,uąα for which pVs|x,uďα , Vs|x,uąαq P FαpPx|uq and @u P Uąα, Tx1puq,s1puq,ypuq “

Px|u“uVs|x,uąα“uWy|x,s. I.e., corrupting x1 using s1 results in the received word y.

Using the pair x, x1 let V ˚
s|x,x1,uąα satisfy

@px, x1, s, yq, @u P Uąα, Txpuq,x1puq,spuq,ypuq px, x1, s, yq “ Px,x1|u“upx, x1qV ˚
s|x,x1,uąα“ups|x, x1qWy|x,spy|x, sq

and let Vs|x,x1,uąα satisfy

@px, x1, s, yq, @u P Uąα, Txpuq,x1puq,s1puq,ypuq px, x1, s, yq “ Px,x1|u“upx1, xqVs|x,x1,uąα“ups|x1, xqWy|x,spy|x1, sq

It follows that pVs|x,uďα , Vs|x,x1,uąαq P FαpPx|uq and pV ˚
s|x,uďα , V

˚
s|x,x1,uąαq P FαpPx|uq.

Claim 9. There exists

V s|x,uďα P argmin
V
s|x,uďα

RěIpP
x|u,Vs|x,uďαq´sLBpδq

costprPx|uVs|x,uďαssďαq (17)

such that

1) pV s|x,uďα , Vs|x,x1,uąαq P FαpPx|uq.

2) pV s|x,uďα , V ˚
s|x,x1,uąαq P FαpPx|uq.

3) R P rIpPx|u, V s|x,uďαq ´ sLBpδq, IpPx|u, V s|x,uďαq ´ sUBpδqs.

Proof. (of Claim 9) Let V s|x,uďα be any distribution satisfying (17). The first claim that pV s|x,uďα , Vs|x,x1,uąαq P FαpPx|uq
follows from the fact that R P rIpPx|u, Vs|x,uďαq ´ sLBpδq, IpPx|u, Vs|x,uďαq ´ sUBpδqs and thus costprPx|uV s|x,uďαssďαq ď
costprPx|uVs|x,uďαssďαq (here we use the nature of λs). A similar analysis holds for the second claim, pV s|x,uďα, V ˚

s|x,x1,uąαq P

FαpPx|uq, with the additional observation that as α ď α˚ we have IpPx|u, V
˚
s|x,uďαq ď IpPx|u, V

˚
s|x,uďα˚ q P rR` sUBpδq, R`

sLBpδqs.
Finally, the third claim follows from standard convexity arguments coupled by our assumption that there exists a zero-

cost state s0 P S and a one-to-one mapping φ : Y Ñ X for which for every x, Wy|x,spφpxq|x, s0q “ 1. More formally,

consider V
p0q
s|x,uďα for which for every x and u ď α, V

p0q
s|x,uďαps0|x, uq “ 1. It holds that costprPx|uV

p0q
s|x,uďαssďαq “ 0, and

that IpPx|u, V
p0q
s|x,uďαq ě IpPx|u, Vs|x,uďαq ě R ` sUBpδq. Assume in contradiction that for every V s|x,uďα satisfying (17) it

holds that R R rIpPx|u, V s|x,uďαq ´ sLBpδq, IpPx|u, V s|x,uďαq ´ sUBpδqs or equivalently that R ą IpPx|u, V s|x,uďαq ´ sUBpδq.

Consider one such V s|x,uďα and define the convex combination V λ
s|x,uďα “ λV s|x,uďα ` p1 ´ λqV

p0q
s|x,uďα for an arbitrarily

small λ ą 0. From the linear nature of our cost function, it follows that costprPx|uV
λ
s|x,uďαssďαq ď costprPx|uV s|x,uďαssďαq

with equality only if costprPx|uV s|x,uďαssďαq “ 0.

For costprPx|uV s|x,uďαssďαq ą 0, we have that costprPx|uV
λ
s|x,uďαssďαq ă costprPx|uV s|x,uďαssďαq. Moreover, from

the continuity of IpPx|u, V
λ
s|x,uďαq (in λ), for sufficiently small λ ą 0 we have that R ą IpPx|u, V s|x,uďαq ´ sUBpδq ě

IpPx|u, V s|x,uďαq ´ sLBpδq in contradiction to the definition of V s|x,uďα in (17). If costprPx|uV s|x,uďαssďαq “ 0, again

from the continuity of IpPx|u, V
λ
s|x,uďαq (in λ), there exists a λ P p0, 1q for which R “ IpPx|u, V

λ
s|x,uďαq ´ sUBpδq P

rIpPx|u, V
λ
s|x,uďαq ´ sLBpδq, IpPx|u, V

λ
s|x,uďαq ´ sUBpδqs, inplying that V λ

s|x,uďα satisfies (17) and can be used to conclude

the assertion.
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Using Claim 9 and recalling that R P Rδ we conclude that there exists u P Uąα such that pVs|x,x1,uąα“u, V
˚
s|x,x1,uąα“u

q R V 1
δ.

However, this latter fact is in contradiction with the definition of V ˚
s|x,x1,uąα and Vs|x,x1,uąα . In particular, we have for u “ u

that:

@px, x1, yq, Txpuq,x1puq,ypuq px, x1, yq “
ÿ

sPS

Px,x1|u“upx, x1qV ˚
s|x,x1,uąα“ups|x, x1qWy|x,spy|x, sq,

@px, x1, s, yq, Txpuq,x1puq,ypuq px, x1, yq “
ÿ

sPS

Px,x1|u“upx1, xqVs|x,x1,uąα“ups|x1, xqWy|x,spy|x1, sq.

In addition, by the assumption that Claim 6 holds, we have that

T
x

puq
pm,ruq

,x1puq “ Px,x1|u“u P ∆sx|upδqpPb2
x|u“u

q.

Moreover, from our code design, we have for x for which Px|u“upxq “ 0 we have for any x1 that Px,x1|u“upx, x1q “ 0. This

implies that

@px, x1q, |Px,x1|u“upx, x1q ´ Px|u“upxqPx|u“upx1q| ď sx|upδq ¨ 1P
x|u“upxq‰0 ¨ 1P

x|u“upx1q‰0

Now, the above implies that

@px, x1, yq, Px,x1|u“upx, x1q
ÿ

sPS

V ˚
s|x,x1,uąα“ups|x, x1qWy|x,spy|x, sq “ Px,x1|u“upx1, xq

ÿ

sPS

Vs|x,x1,uąα“ups1|x1, xqWy|x,spy|x1, sq

and thus @px, x1, yq for which Px|u“upxq ‰ 0 and Px|u“upx1q ‰ 0:
ˇ̌
ˇ̌
ˇ
ÿ

sPS

V ˚
s|x,x1,uąα“ups|x, x1qWy|x,spy|x, sq ´

ÿ

sPS

Vs|x,x1,uąα“ups1|x1, xqWy|x,spy|x1, sq

ˇ̌
ˇ̌
ˇ ď

2sx|upδq

Px|u“upxqPx|u“upx1q

In contradiction to pVs|x,x1,uąα“u, V
˚
s|x,x1,uąα“u

q R V 1
δ as δ “

2sx|upδq

sMINpδq2 ě
2sx|upδq

minxtP 2

x|u“u
pxqu

where the denominator-minimization

is taken over x for which Px|u“upxq ‰ 0. This concludes our proof.

VI. CONVERSE

To prove Theorem 2 it suffices to prove the following theorem.

Theorem 10. Let pX ,S,Y, λx, λs,Wy|x,sq be a causal channel satisfying Items 1 to 4 in Section III-B. For any δ ą 0,K ě
2 log |X |

δ
`
`

|X |`1
2

˘
and any code C Ă Xn satisfying

1) C is equipped with an encoder-decoder pair pEnc,Decq P ∆pXn|Mq ˆ ∆pM|Ynq (both potentially stochastic);

2) Tx P λx for every x P C;

3) RpCq ě CK,δ ` δ,

the average error probability is at least

sup
Jam

Pe,avgpEnc,Dec, Jamq ě fpδq

for some fpδq ą 0 such that fpδq
δÑ0

ÝÝÝÑ 0. The supremum above is taken over all feasible causal jamming strategies as per

Definition 3. The rate bound CK,δ is defined (for general Pu) as follows:

CK,δ :“ max
pPu,Px|uqP∆pUqˆ∆pX |Uq

rPuPx|us
x

Pλx

min

#
min

V
s|x,uPFsstatepδqpPu,Px|uq

IpPx|u, Vs|x,uq,

min
pα,pV

s|x,uďα ,V
s|x,x1,uąα qqPAˆFα,sstatepδqpPu,Px|uq

@uPUąα, V
s|x,x1,uąα“uPV

IpPuďα , Px|uďα , Vs|x,uďαq

+
,

where K1 ě 2 log |X |
δ

, K2 ě
`

|X |`1
2

˘
, Uďα “ tu1, ¨ ¨ ¨ , uK1

u, Uąα “ tv1, ¨ ¨ ¨ , vK2
u, Puďα “ UnifpUďαq, Puąα P ∆pUąαq,

U “ Uďα \ Uąα, K “ K1 `K2, Pu P ∆pUq defined as

Pupuq “

#
αPuďα , u P Uďα

p1 ´ αqPuąαpuq, u P Uąα
,

and sstatepδq “ pK1|X ||S| `K2|X |2|S|qδ.

Remark 2. In the above upper bound, the distribution Pu P ∆pUq may not be uniform. Specifically, though its restriction Puďα

is uniform over Uďα, the counterpart Puąα in the suffix is not necessarily uniform over Uąα. This is because the latter is
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given by a decomposition of a CP distribution extracted from the code. However, without loss of generality, one can always

fine quantize the alphabet Uąα to make Puąα uniform at the cost of increasing |Uąα|. The resulting bound will match our

achievability bound (Equation (2)) upon taking δ Ñ 0 and we therefore have a capacity characterization.

VII. PROOF OF CONVERSE (THEOREM 10)

Let C Ă Xn be an arbitrary codebook such that Tx P λx for every x P C. Suppose RpCq “ R ě CK,δ ` δ. Let

M :“ 2nR and M :“ rM s. Without loss of generality, the (potentially stochastic) encoder associated with C can be assumed

to take the form Enc: M ˆ R Ñ Xn for a certain finite alphabet R. The stochastic encoding of a message m P M is

then given by Encpm, rq P Xn where r „ UnifpRq. See [DJLS13] for why the randomness in Enc can be assumed to

come from r „ UnifpRq. Let N :“ |R|. For notational convenience, we will also use xpm,rq to denote Encpm, rq. We use

Px|m P ∆pXn|Mq to denote the distribution over codewords induced by Enc:

Px|mpx|mq “
1

N
|tr P R : Encpm, rq “ xu| .

Assume also that the decoder associated with C is Dec P ∆pM|Ynq.

Let K ě 2 log |X |
δ

and ε :“ 1{K . Set

u :“ p1, ¨ ¨ ¨ , 1

nε

, 2, ¨ ¨ ¨ , 2

nε

, ¨ ¨ ¨ ,K, ¨ ¨ ¨ ,K

nε

q P rKsn.

Let sinputpδq “ δ{2. James examines all chunk-wise approximate constant composition subcodes with a constant fraction of

messages. To find such subcodes, for each pPx|u P ∆pX |rKsq, James computes

M1 :“
!
m P M : Dx P Xn, Px|mpx|mq1

!›››Tu,x ´ UnifprKsq ˆ pPx|u

›››
8

ď sinputpδq
)

ą 0
)
. (18)

Let M 1 “ |M1|. If
ÿ

mPM1

ÿ

xPXn

Px|mpx|mq1
!›››Tu,x ´ UnifprKsq ˆ pPx|u

›››
8

ď sinputpδq
)

ě cM (19)

for some constant c ą 0 that depends only on sinputpδq,K and |X | (but not on n), then the following subcode

C1 :“
!
x P C :

›››Tu,x ´ UnifprKsq ˆ pPx|u

›››
8

ď sinputpδq
)

(20)

will be considered by James. Define also the set R1 of encoder randomness associated with C1 as:

R1 :“
 
r1 P R : Dm1 P M1, Encpm1, r1q P C1

(
. (21)

Note that, for each subset M1 Ă M, the associated distribution pPx|u may not be unique and therefore the corresponding

subcode C1 may not be unique. However, by a standard Markov argument, a pair pM1, pPx|uq such that Equation (19) holds

for some c ą 0 must exist, and therefore there exists at least one subcode C1 which James is looking for.

A. Babble-only attack

Let U :“ rKs and Pu :“ UnifpUq. James picks a jamming distribution Vs|x,u P FsstatepδqpPx|uq. James causally observes

xp1q, xp2q, ¨ ¨ ¨ , xpnq. He samples the jamming symbols in the following way: independently for each 1 ď i ď n,

spiq „ Vs|x“xpiq,u“upiq.

B. Babble-and-push attack

1) Division point and jamming distributions: Suppose James is examining a subcode C1 Ă C with composition pPx|u P
∆pX |rKsq and a message set M1 Ă M of size M 1 such that Equation (19) holds for some constant c ą 0.

James picks α P t0, 1{K, 2{K, ¨ ¨ ¨ , 1u. Let Uďα :“ rαKs. Let uďα P pUďαqαn be the vectors containing the first αn entries

of u P rKsn. Let Puďα :“ UnifpUďαq. Let Px|uďα P ∆pX |Uďαq be the natural restrictions of pPx|u P ∆pX |rKsq, i.e.,

Px|uďαpx|uq :“ pPx|upx|uq, @u P Uďα.

Since the subcode C1 is chunk-wise constant composition, James can compute the average type Pxąα P ∆pX q of the suffices:

Pxąα :“
1

p1 ´ αqK

ÿ

uPUąα

pPx|u“u.
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Now James finds a distribution pPx,x P CPpPxąαq such that the number (or more precisely the probability mass induced by

the stochastic encoder) of pairs of codewords from C1 whose types are approximately pPx,x1 is maximized, i.e.,

pPx,x1 :“ argmax
Q

x,x1 PCPpP
x

ąα q

ÿ

pm,m1qPpM1

2 q

ÿ

px,x1qPpC1q2

Px|mpx|mqPx|mpx1|m1q1
 ››Tx,x1 ´Qx,x1

››
8

ď sCPpδq
(
,

where sCPpδq “ δ{2. Again by a standard Markov-type argument, note that

ÿ

pm,m1qPpM1

2 q

ÿ

px,x1qPpC1q2

Px|mpx|mqPx|mpx1|m1q1
!›››Tx,x1 ´ pPx,x1

›››
8

ď sCPpδq
)

ě c1

ˆ
M 1

2

˙
(22)

for some constant c1 ą 0 independent of n. Suppose that pPx,x1 admits a CP decomposition of the following form:

pPx,x1 “
K1ÿ

i“1

PvpviqP
b2
x|v“vi

,

for a constantK 1 Ă Zě1, a time-sharing distribution Pv P ∆ptv1, ¨ ¨ ¨ , vK1 uq and a conditional distribution Px|v P ∆pX |tv1, ¨ ¨ ¨ , vK1 uq.

We then define the overall time-sharing structure. Define Uąα :“ tv1, ¨ ¨ ¨ , vK1 u and U :“ Uďα \ Uąα. Let Pu P ∆pUq be

defined as

Pupuq :“

#
1{K, u P Uďα

p1 ´ αqPvpuq, u P Uąα
.

Note that Pu is a valid distribution since

ÿ

uPU

Pupuq “ αK ¨
1

K
` p1 ´ αq

ÿ

vPUąα

Pvpvq “ α ` p1 ´ αq “ 1.

The input distribution Px|u P ∆pX |Uq under this time-sharing structure can be defined as follows:

Px|upx|uq :“

#
Px|uďαpx|uq, u P Uďα

Px|vpx|uq, u P Uąα
.

For each subcode, James is able to perform the above computation. James examines every chunk-wise (approximate)

constant composition subcode that satisfies Equation (19) for some constant c ą 0 (independent of n), and finds α P A

and pVs|x,uďα , Vs|x,x1,vq P Fα,sstatepδqpPu, Px|uq that minimizes IpPuďα , Px|uďα , Vs|x,uďαq. Finally, James picks the subcode

C1 Ă C (as per Equation (20)) whose induced minimum mutual information is the minimum among all subcodes under

consideration. Suppose that this C1 is associated with a message set M1 Ă M (as per Equation (18)) and encoding randomness

R1 Ă R (as per Equation (21)). By the assumption

R ě CK,δ ` δ, (23)

the coding rate R must be larger than the minimum mutual information induced by C1 by at least an additive factor « δ. More

precisely, James can guarantee that

R ě IpPuďα , Px|uďα , Vs|x,uďαq ` δ{2, (24)

where the RHS is the mutual information computed from the subcode C1, by setting K to be sufficiently large, e.g., K ě
p2 log |X |q{δ. Indeed, this follows from the following simple bound: for any u P rKs,

1

K
Ipxu;yuq ď

1

K
Hpxuq ď

1

K
log |X | ď

δ

2
.

Remark 3. In the suffix, we allow James to ignore the chunk-wise (approximate) constant composition structure of the subcode

C1. In principle, he could have tailored his jamming distribution to Px|uąα (which is the natural restriction of pPx|u to u P
rKszUďα). This will create a two level time-sharing structure in the suffix: the top level being the chunk-wise structure given

by uąα, and the bottom level being the time-sharing structure given by CP distributions in each suffix chunk. However, this

will not have an effective impact on the converse bound we are aiming for. This is because piq the suffix is symmetrized by

James and hence does not effectively carry positive amount of information, and piiq the chunk-wise composition structure does

not change the zero-rate threshold (i.e., the Plotkin point) of the suffix. Therefore, for simplicity of presentation, we let James

forget the chunk-wise composition of C1 in the suffix and only use the average composition Pxąα .

Once James has chosen C1 (and the associated M1 and R1), we will also reveal this particular subcode to Bob. This will

make Bob have access to knowledge that he is not supposed to have in the original model. Under he error probability under

the optimal decoder can cannot increase. Therefore, our lower bound on error probability will continue to hold for Bob without

such knowledge.
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2) DMC attack in the prefix: In the prefix, James causally observes xp1q, xp2q, ¨ ¨ ¨ , xpαnq. He samples the jamming symbols

in the following way: independently for each 1 ď i ď αn,

spiq „ Vs|x“xpiq,uďα“uďαpiq.

3) Posterior distribution: Observing xďα P Xαn, James can compute Bob’s observation yďα “ W pxďα, sďαq P Yαn in the

prefix since he himself designed sďα P Sαn and the channel law is given by a deterministic function W : X ˆ S Ñ Y . Given

yďα, he can further compute the posterior distribution of pm, rq P M ˆ R conditioned on yďα. In fact, he can compute the

joint distribution Ppm,rq,yďα P ∆ppM ˆ Rq ˆ Yαnq as follows:

Ppm,rq,yďαppm, rq, yďαq “
1

MN

ÿ

psp1q,¨¨¨ ,spαnqqPSαn

nź

i“1

´
Vs|x,uďαpspiq|xpm,rqpiq, u

ďαpiqqWy|x,spypiq|xpm,rqpiq, spiqq
¯
.

The conditional distribution Ppm,rq|yďα can therefore be computed from the above joint distribution. Define then P 1
pm,rq|yďα“yďα

as the restriction of Ppm,rq|yďα“yďα to the subset M1 ˆ R1:

P 1
pm,rq|yďα“yďαppm, rqq “

1

Zpyďαq
Ppm,rq|yďα“yďαppm, rqq1

 
pm, rq P M1 ˆ R1

(
(25)

and Zpyďαq is a normalizing factor

Zpyďαq :“
ÿ

pm,rqPM1ˆR1

Ppm,rq|yďα“yďαppm, rqq.

Note that P 1
pm,rq|yďα“yďα is in fact consistent with Bob’s posterior distribution on pm, rq given his observation yďα since we

assume that Bob knows M1 ˆ R1.

4) Symmetrization in the suffix: James samples pm1, r1q P M ˆ R as follows

pm1, r1q „ P 1
pm,rq|yďα“yďα .

Using this spoofing message-key pair, James computes the encoding Encpm1, r1q “ xpm1,r1q P Xn. Oftentimes we will write

x1 for simplicity.

Let vąα P pUąαqp1´αqn to be determined below. For each i “ αn ` 1, αn ` 2, ¨ ¨ ¨ , n, suppose pxpiq,x1piqq “ px, x1q for

some px, x1q P X 2. Upon observing xpiq, James dynamically assigns time-sharing symbols to each time index in a greedy

manner. If it happens to be the case that

›››Txąα,x1ąα ´ pPx,x1

›››
8

ď sCPpδq, then after i “ n, each entry of the time-sharing

sequence vąα will be assigned values from rK 1s so that
›››Tvąα,xąα,x1ąα ´ PvP

b2
x|v

›››
8

ď sCPpδq. (26)

Then James samples spjq as follows

spjq „ Vs|x“xpjq,x1“x1pjq,uąα“u.

If James is not able to assign values to vąα in a way that is consistent with PvP
b2
x|v, then this indicates that

›››Txąα,x1ąα ´ pPx,x1

›››
8

ą

sCPpδq and he declares an attack failure.

If at any time i ă n in any stage of the attack, James runs out of his jamming budget, i.e., the jamming sequence

psp1q, ¨ ¨ ¨ , spiqq already violates the power constraint λs, then he declares an attack failure.

C. Analysis of the babble-only attack

The error analysis of the babble-only attack described in Section VII-A will be completely subsumed by the following

analysis for the babble-and-push attack (described in Section VII-B) by setting α “ 1. We therefore omit the analysis of the

former and proceed with that of the latter.

D. Analysis of the babble-and-push attack

Define

E0 :“
 

pm, rq P M1 ˆ R1
(
. (27)

Since a message-key pair uniquely specifies a codeword, by Equation (19), we have the following lemma.

Lemma 11. For E0 defined in Equation (27), it holds that Pr rE0s ě c where c ą 0 is given by Equation (19).

In the rest of the analysis, we will condition on E0 and suppress the notation for conditioning.
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Conditioned on E0, the joint distribution of the triple pm,x,yďαq is given by

Pm,x,yďαpm,x, yďαq “
1

Z

ÿ

sďαPSnα

1

|M|
Px|mpx|mqVs|x,uďαpspiq|xpiq, uďαqWy|x,spypiq|xpiq, sďαpiqq1

 
x P C1

(
(28)

where

Z :“ Pr
pm,rq„MˆR

”
xpm,rq P C1

ı
“ Pr rE0s .

W.r.t. the above joint distribution, define

A1 :“
 
yďα P Ynα : Hpm|yďα “ yďαq ě nδ{4

(
, E1 :“

 
yďα P A1

(
. (29)

We will exhibit a lower bound on the probability of E1, that is, we will show that with at least a constant probability, the

the transmitted message m has a nontrivial amount of residual entropy given the received vector yďα in the first stage.

Lemma 12. For E0, E1 defined in Equations (27) and (29), it holds that

Pr rE1 |E0s ě
δ

4
´

1

n
log

1

c
,

where c ą 0 is given by Equation (19).

Proof. By the Data Processing Inequality (Lemma 20),

Ipm;yďαq ď Ipxďα;yďαq

ď
ÿ

uPUďα

Ipxpuq;ypuqq

ď
ÿ

uPUďα

nεIpxďα
u ;yďα

u q (30)

“ nα
ÿ

uPUďα

1

αK
Ipxďα

u ;yďα
u q

“ nαIpxďα;yďα|uďαq. (31)

All information measures involving m,x,yďα are computed according to Equation (28). In Equation (30), pxďα
u ,yďα

u q is

distributed according to P
x

ďα
u ,yďα

u
P ∆pX ˆ Yq defined as

P
x

ďα
u ,yďα

u
px, yq “

ÿ

sPS

Px|u“upxqVs|x,u“ups|xqWy|x,spy|x, sq.

In Equation (31), the mutual information is evaluated according to Puďα,xďα,yďα P ∆pUďα ˆ X ˆ Yq defined as

Puďα,xďα,yďαpu, x, yq “
ÿ

sPS

1

αK
Px|upx|uqVs|x,ups|x, uqWy|x,spy|x, sq.

Therefore,

Hpm|yďαq “ Hpmq ´ Ipm;yďαq ě nR ´ log
1

c
´ nαIpxďα;yďα|uďαq ě nδ{2 ´ log

1

c
.

The first inequality follows since conditioned on E0, m is uniformly distributed in M1, and we use the bound |M1| ě c2nR.

To see the latter bound, one simply notes that |M1| is obviously at least the LHS of Equation (19) since the inner summation

(over x) of the LHS is at most 1. The second inequality above follows from the choice of the rate (see Equation (23)) and the

guarantee of the subcode (see Equation (24)).

We now argue that the event E1 has a nontrivial probability to happen. This follows from a Markov-type argument.

nδ{2 ´ log
1

c
ď Hpm|yďαq “

ÿ

yďαPYnα

Pr
“
yďα “ yďα

‰
Hpm|yďα “ yďαq

“
ÿ

yďαPA1

`
ÿ

yďαRA1

Pr
“
yďα “ yďα

‰
Hpm|yďα “ yďαq

ď Pr rE1 | E0s ¨ nR ` p1 ´ Pr rE1 | E0sq ¨ nδ{4 ď Pr rE1 | E0s ¨ n ` nδ{4.

Therefore Pr rE1 | E0s ě δ{4.

Let pm1, r1q be the message-key pair that James sampled during the second stage of his attack. For James attack to be

successful, it is required that the spoofing message m1 is different from the Alice’s chosen message m. This will indeed be

the case with a constant probability.
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It was shown in [DJLS13] that as long as the entropy of a source distribution is high, then i.i.d. samples from that distribution

are unlikely to collide.

Lemma 13 ([DJLS13]). Let V be a finite set and P P ∆pVq. Let v1, ¨ ¨ ¨ ,vk be i.i.d. samples from P . Then

Pr r|tv1, ¨ ¨ ¨ ,vku| “ ks ě

ˆ
HpP q ´ 1 ´ log k

log |V |

˙k´1

.

Let

E2 :“
 
m ‰ m1

(
, (32)

E3 :“
!›››Txąα

pm,rq
,xąα

pm1,r1q
´ pPx,x1

›››
8

ď sCPpδq
)
. (33)

Since conditioned on yďα, m and m1 are i.i.d. according to P 1
pm,rq|yďα (cf. Equation (25)), Lemma 13 immediately yields

a lower bound on Pr rE2 | E0 X E1s.

Lemma 14. For E0, E1, E2 defined in Equations (27), (29) and (32), respectively, it holds that

Pr rE2 | E0 X E1s ě
nδ{2 ´ 1 ´ log 2

logM
ě
δ

2
´

1

n
.

We then would like to lower bound Pr rE2 X E3 |E0 X E1s. To this end, we first recall a useful combinatorial theorem (which

we call the Generalized Plotkin Bound) proved in [WBBJ19]. It concerns a structural property of a generic set of sequences.

Theorem 15 (Generalized Plotkin bound, [WBBJ19]). Let X be a finite set and sinputpδq, sCPpδq ą 0 be small constants.

There exists a large constant NPlokin P Zě1 depends on sinputpδq, sCPpδq, |X | but not on n such that for any sufficiently large

n P Zě1 and any set tx1, ¨ ¨ ¨ , xMu Ă Xn of distinct vectors satisfying

1)
››Tx ´ Px

››
8

ď sinputpδq for some Px P ∆pX q;

2) M ě NPlotkin,

there must exist 1 ď i ‰ j ď M and Px,x1 P CPpPxq such that
›››Txi,xj

´ Px,x1

›››
8

ď sCPpδq.

We now use Theorem 15 to prove a lower bound on Pr rE2 X E3 | E1s.

Lemma 16. For E0, E1, E2, E3 defined in Equations (27), (29), (32) and (33), respectively, it holds that

Pr rE2 X E3 | E0 X E1s ě
1

N2

ˆ
δ

2
´

1 ` logN

n

˙N´1

,

where N “ NPlotkin P Zě1 is given by Theorem 15. In particular N depends only on sinputpδq, sCPpδq, |X |, but not on n.

Proof. Let N P Zě1 be a sufficiently large constant to be specified later and pm1, r1q, ¨ ¨ ¨ , pmN , rN q be i.i.d. according to

P 1
pm,rq|yďα“yďα . Define

E 1
2 :“ t|tm1, ¨ ¨ ¨ ,mNu| “ Nu , Ei,j :“ tmi ‰ mju X

!›››Txąα
pmi,riq

,xąα
pmj ,rjq

´ pPx,x1

›››
8

ď sCPpδq
)
.

Now, for one thing, we have by the union bound

Pr

«
E 1
2 X

ď

1ďi,jďN

Ei,j

ˇ̌
ˇ̌
ˇ E0 X E1

ff
ď N2 Pr rE2 X E3 | E0 X E1s . (34)

For another thing,

Pr

«
E 1
2 X

ď

1ďi,jďN

Ei,j

ˇ̌
ˇ̌
ˇ E0 X E1

ff
“ Pr

“
E 1
2

ˇ̌
E0 X E1

‰
Pr

« ď

1ďi,jďN

Ei,j

ˇ̌
ˇ̌
ˇE0 X E1 X E 1

2

ff
“ Pr

“
E 1
2

ˇ̌
E0 X E1

‰
, (35)

where the last equality follows since by the Generalized Plotkin bound (Theorem 15), the event
ŤN

i,j“1 Ei,j happens with

probability 1 given E0 X E1 X E 1
2. Specifically, once N is chosen to be larger than NPlotkin given by Theorem 15, E1 implies

the existence of a pair of (distinct) codewords whose joint type is approximately completely positive.

By Lemma 13,

Pr
“
E 1
2

ˇ̌
E0 X E1

‰
ě

ˆ
nδ{2 ´ 1 ´ logN

logM

˙N´1

. (36)
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Therefore, Equations (34) to (36) imply the following lower bound

Pr rE2 X E3 | E0 X E1s ě
1

N2

ˆ
nδ{2 ´ 1 ´ logN

logM

˙N´1

ě
1

N2

ˆ
δ

2
´

1 ` logN

n

˙N´1

,

as promised in Lemma 16.

Let

E4 :“
 
Ts P λs

(
. (37)

Lemma 17 (Concentration of jamming cost). For E0, E1, E2, E3, E4 defined in Equations (27), (29), (32), (33) and (37),

respectively, it holds that

Pr rE4 | E0 X E1 X E2 X E3s ě 1 ´ e´Ωpδ2nq.

Proof. Conditioned on E1 X E2 X E3, during the symmetrization phase of the attack (Section VII-B4), James is able to

learn a time-sharing sequence vąα P pUąαqp1´αqn that is consistent with the completely positive structure of pPx,x1 . That is,

Equation (26) holds. This implies that the cost of the suffix jamming vector sąα is feasible with high probability. Indeed, by

the Chernoff bound (Lemma 21),

Pr

„›››Tsąα|xąα
pm,rq

,xąα

pm1,r1q
,vąα ´ Vs|x,x1,uąα

›››
8

ą
δ

8

ˇ̌
ˇ̌ E0 X E1 X E2 X E3



“ Pr

„
Dpv, x, x1q P Uąα ˆ X 2,

›››Tsąα|xąα
pm,rq

,xąα

pm1,r1q
,vąαp¨|x, x1, vq ´ Vs|x,x1,uąαp¨|x, x1, vq

›››
8

ě
δ

8

ˇ̌
ˇ̌ E0 X E1 X E2 X E3



ď
ÿ

pv,x,x1qPUąαˆX 2

ÿ

sPS

Pr

„ˇ̌
ˇTsąα|xąα

pm,rq
,xąα

pm1,r1q
,vąαps|x, x1, vq ´ Vs|x,x1,uąαps|x, x1, vq

ˇ̌
ˇ ą

δ

8
Vs|x,x1,uąαps|x, x1, vq

ˇ̌
ˇ̌ E0 X E1 X E2 X E3



ď
ÿ

pv,x,x1,sqPUąαˆX 2ˆS

2 exp

ˆ
´

pδ{8q2

3
nPvpvqPx|vpx|vqPx|vpx1|vqVs|x,x1,uąαps|x, x1, vq

˙

“ e´Ωpδ2nq. (38)

Similarly, the jamming cost in the prefix is also bounded with high probability

Pr

„›››Tsďα|xďα
pm,rq

,uďα ´ Vs|x,uďα

›››
8

ą
δ

8


ď

ÿ

pu,x,sqPUďαˆXˆS

2 exp

ˆ
´

pδ{8q2

3
nεVs|x,uďαps|x, uq

˙
“ e´Ωpδ2nq. (39)

By the triangle inequality, Equations (38) and (39) imply
›››Tuďα,xďα

pm,rq
p¨|uqT

sďα|xďα
pm,rq

,uďα ´ PuďαPx|uďαVs|x,uďα

›››
8

ď sinputpδq ` δ{8 ` sinputpδqδ{8 ď sinputpδq ` δ{4,

(40)›››TvąαTxąα
pm,rq

,xąα

pm1,r1q
|vąαTsąα|xąα

pm,rq
,xąα

pm,r1q
,vąα ´ PvP

b2
x|vVs|x,x1,uąα

›››
8

ď sCPpδq ` δ{8 ` sCPpδqδ{8 ď sCPpδq ` δ{4, (41)

with high probability. Note that

Ts “ α
”
TuďαTxďα

pm,rq
|uďαTsďα|xďα

pm,rq
,uďα

ı
sďα

` p1 ´ αq
”
TvąαTxąα

pm,rq
,xąα

pm1,r1q
|vąαTsąα|xąα

pm,rq
,xąα

pm,r1q
,vąα

ı
sąα

.

Define

Ps :“ α
“
PuďαPx|uďαVs|x,uďα

‰
sďα ` p1 ´ αq

”
PvP

b2
x|vVs|x,x1,uąα

ı
sąα

.

Equations (40) and (41) further imply
››Ts ´ Ps

››
8

ď |Uďα||X ||S|psinputpδq ` δ{4q ` |Uąα||X |2|S|psCPpδq ` δ{4q. (42)

Since Ps P intsstatepδqpλsq and sstatepδq was set to be larger than the RHS of Equation (42), we have Ts P λs with probability

1 ´ e´Ωpδ2nq by the triangle inequality.

Lemma 18 (Lower bound on error probability). For any code with a (potentially stochastic) encoder-decoder pair pEnc,Decq
and the babble-and-push attack Jam described in Section VII-B, the average error probability defined in Equation (1) is lower

bounded as follows:

Pe,avgpEnc,Dec, Jamq ě
c

2
¨

ˆ
δ

4
´

1

n
log

1

c

˙
¨

1

N2

ˆ
δ

2
´

1 ` logN

n

˙N´1

¨
´
1 ´ e´Ωpδ2nq

¯
,
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where c ą 0 is given by Equation (19) and N “ NPlotkin P Zě1 is given by Theorem 15, both independent of n.

Proof. Since conditioned on yďα, pm, r1q and pm1, r1q are i.i.d. (more specifically, independent and both following the posterior

distribution P 1
pm,rq|yďα“yďα), we have

Pyďα,pm,rq,pm1,r1qpyďα, pm, rq, pm1, r1qq “PyďαpyďαqPpm,rq,pm1,r1q|yďαppm, rq, pm1, r1q|yďαq

“PyďαpyďαqP 1
pm,rq|yďαppm, rq|yďαqP 1

pm,rq|yďαppm1, r1q|yďαq

“PyďαpyďαqPpm1 ,r1q,pm,rq|yďαppm, rq, pm1, r1q|yďαq

“Pyďα,pm1,r1q,pm,rqpyďα, pm, rq, pm1, r1qq. (43)

We also claim that conditioned on E0 X E1 X E2 X E3,

Pyąα|yďα,pm,rq,pm1,r1q “ Pyąα|yďα,pm1,r1q,pm,rq. (44)

To see this, by Bayes’ theorem,

Pyąα|yďα,pm,rq,pm1,r1q “ Pyąα,pm,rq,pm1,r1q|yďα{Ppm,rq,pm1,r1q|yďα . (45)

The distribution in the denominator, as we just argued (Equation (43)), is conditionally exchangeable. For the numerator, we

have

Pyąα,pm,rq,pm1,r1q|yďαpyąα, pm, rq, pm1, r1q|yďαq

“ P 1
pm,rq|yppm, rq|yďαqP 1

pm,rq|yppm1, r1q|yďαq

ÿ

sPSn

nź

i“αn`1

´
Vs|x,x1,uąαpspiq|xpm,rqpiq, xpm1,r1qpiq, vąαpiqqWy|x,spypiq|xpm,rqpiq, spiqq

¯

“ P 1
pm,rq|yppm, rq|yďαqP 1

pm,rq|yppm1, r1q|yďαq

nź

i“αn`1

ÿ

spiqPS

´
Vs|x,x1,uąαpspiq|xpm,rqpiq, xpm1,r1qpiq, vąαpiqqWy|x,spypiq|xpm,rqpiq, spiqq

¯

“ P 1
pm,rq|yppm1, r1q|yďαqP 1

pm,rq|yppm, rq|yďαq

nź

i“αn`1

ÿ

spiqPS

´
Vs|x,x1,uąαpspiq|xpm1,r1qpiq, xpm,rqpiq, v

ąαpiqqWy|x,spypiq|xpm1,r1qpiq, spiqq
¯

(46)

“ Pyąα,pm,rq,pm1,r1q|yďαpyąα, pm1, r1q, pm, rq|yďαq. (47)

where Equation (46) follows since Vs|x,x1,uąα P V (cf. Definition 10) and therefore satisfies the symmetrization equation.

Combining Equations (43), (45) and (47) proves Equation (44).

Now, consider the joint distribution of py, pm, rq, pm1, r1qq given E0 X E1 X E2 X E3.

Py,pm,rq,pm1,r1q “ Pyďα,yąα,pm,rq,pm1,rq

“ Pyďα,pm,rq,pm1,r1qPyąα|yďα,pm,rq,pm1,r1q

“ Pyďα,pm1,r1q,pm,rqPyąα|yďα,pm1,r1q,pm,rq

“ Py,pm1,r1q,pm,rq.

Define Qy,pm,rq,pm1,r1q as a truncated version of Py,pm,rq,pm1,r1q in which y results only from feasible s. Specifically,

Qy,pm,rq,pm1,r1qpy, pm, rq, pm1, r1qq

:“
1

|M||R|

ÿ

sďαPSαn

αnź

i“1

”
Vs|x,uďαpsďαpiq|xpm,rqpiq, u

ďαpiqqWy|x,spy
ďαpiq|xpm,rqpiq, sďαpiqq

ı
Ppm,rq|yďαppm1, r1q|yďαq

ÿ

sąαPSp1´αqn

nź

i“αn`1

”
Vs|x,x1,uąαpsąαpiq|xpm,rqpiq, xpm1,r1qpiq, vąαpiqqWy|x,spy

ąαpiq|xpm,rqpiq, sąαpiqq
ı
1E4

. (48)

We also define Q
y,pm,rq,pm1,r1q as the same expression as Equation (48) with 1E4

replaced with 1Ec
4
. Note that

Qy,pm,rq,pm1,r1q “ Py,pm,rq,pm1,r1q ´Q
y,pm,rq,pm1,r1q.
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Suppose Dec : Yn Ñ rM s is the (potentially stochastic) decoder associated with C. Let Pxm|y denote the conditional

distribution induced by Dec. Then

Pe,avgpEnc,Dec, Jamq “
ÿ

pm,rq,pm1,r1q,y

Qy,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq
ÿ

xm‰m

Pxm|yppm|yq

ě
ÿ

pm,rq,pm1,r1q,y

´
Py,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq ´Q

y,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq
¯
1E0XE1XE2XE3

ÿ

xm‰m

Pxm|yppm|yq

“
ÿ

pm,rq,pm1,r1q,y

Py,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq1E0XE1XE2XE3

ÿ

xm‰m

Pxm|yppm|yq

´
ÿ

pm,rq,pm1,r1q,y

Q
y,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq1E0XE1XE2XE3

ÿ

xm‰m

Pxm|yppm|yq.

The second term can be upper bounded as follows:
ÿ

pm,rq,pm1,r1q,y

Q
y,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq1E0XE1XE2XE3

ÿ

xm‰m

Pxm|yppm|yq

ď
ÿ

pm,rq,pm1,r1q,y

Q
y,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq1E0XE1XE2XE3

“ Pr rE0 X E1 X E2 X E3 X Ec
4 s

“ Pr rE0 X E1 X E2 X E3sPr rEc
4 | E0 X E1 X E2 X E3s .

For the first term, we have
ÿ

pm,rq,pm1,r1q,y

Py,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq1E0XE1XE2XE3

ÿ

xm‰m

Pxm|yppm|yq

“
ÿ

pm1,r1q,pm,rq,y

Py,pm,rq,pm,r1qpy, pm1, r1q, pm, rqq1E0XE1XE2XE3

ÿ

xm‰m1

Pxm|yppm|yq

“
ÿ

pm,rq,pm1,r1q,y

Py,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq1E0XE1XE2XE3

ÿ

xm‰m1

Pxm|yppm|yq.

Therefore,

2
ÿ

pm,rq,pm1,r1q,y

Py,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq1E0XE1XE2XE3

ÿ

xm‰m

Pxm|yppm|yq

ě
ÿ

pm,rq,pm1,r1q,y

Py,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq1E0XE1XE2XE3

˜ ÿ

xm‰m

Pxm|yppm|yq `
ÿ

xm‰m1

Pxm|yppm|yq

¸
. (49)

Note that
ÿ

xm‰m

Pxm|yppm|yq `
ÿ

xm‰m1

Pxm|yppm|yq “
ÿ

xm
Pxm|yppm|yq

`
1tpm ‰ mu ` 1

 
pm ‰ m1

(˘

ě min
xm

 
1tpm ‰ mu ` 1

 
pm ‰ m1

((

“ 1
 
m ‰ m1

(
. (50)

Substituting Equation (50) into Equation (49), we get

2
ÿ

pm,rq,pm1,r1q,y

Py,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq1E0XE1XE2XE3

ÿ

xm‰m

Pxm|yppm|yq

ě
ÿ

pm,rq,pm1,r1q,y

Py,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq1E0XE1XE2XE3
1
 
m ‰ m1

(

“
ÿ

pm,rq,pm1,r1q,y

Py,pm,rq,pm,r1qpy, pm, rq, pm1, r1qq1E0XE1XE2XE3
(51)

“ Pr rE0 X E1 X E2 X E3s .

In Equation (51), we remove 1tm ‰ m1u since the event coincides with E2. Finally, the overall error probability is at least

Pe,avgpEnc,Dec, Jamq ě
1

2
Pr rE0 X E1 X E2 X E3s ´ Pr rE0 X E1 X E2 X E3sPr rEc

4 | E0 X E1 X E2 X E3s
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ě
1

2
Pr rE0 X E1 X E2 X E3s

´
1 ´ 2 ¨ e´Ωpδ2nq

¯

“
1

2
Pr rE0sPr rE1 | E0sPr rE2 X E3 | E0 X E1s

´
1 ´ e´Ωpδ2nq

¯

ě
c

2
¨
δ

4
¨

1

N2

ˆ
δ

2
´

1 ` logN

n

˙N´1

¨
´
1 ´ e´Ωpδ2nq

¯
.

This finishes the proof of Lemma 18.

APPENDIX A

BASIC TOOLS

We recall some useful facts.

Lemma 19 (Markov). If X is a nonnegative random variable with mean E rXs then for any a ą 0 we have Pr rX ě as ď
E rXs{a.

Lemma 20 (Data processing). If X Ñ Y Ñ Z is a Markov chain, then IpX ;Zq ď IpX ;Y q.

Lemma 21 (Chernoff). Let X1, ¨ ¨ ¨ , Xn be independent t0, 1u-valued random variables and S :“
řn

i“1Xi. Then for any

δ P r0, 1s,

Pr r|S ´ E rSs| ě δE rSss ď 2 exp

ˆ
´
δ2

3
E rSs

˙
.
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