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The Capacity of Causal Adversarial Channels

Yihan Zhang, Sidharth Jaggi, Michael Langberg, Anand D. Sarwate

Abstract

We characterize the capacity for the discrete-time arbitrarily varying channel with discrete inputs, outputs, and states when
(a) the encoder and decoder do not share common randomness, (b) the input and state are subject to cost constraints, (c) the
transition matrix of the channel is deterministic given the state, and (d) at each time step the adversary can only observe the
current and past channel inputs when choosing the state at that time. The achievable strategy involves stochastic encoding together
with list decoding and a disambiguation step. The converse uses a two-phase “babble-and-push” strategy where the adversary
chooses the state randomly in the first phase, list decodes the output, and then chooses state inputs to symmetrize the channel in
the second phase. These results generalize prior work on specific channels models (additive, erasure) to general discrete alphabets
and models.
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I. INTRODUCTION

In introductory courses on information theory and coding theory students encounter two basic models for communication
channels. The Shannon-theoretic model [Sha48] for memoryless channels treats the effect of the channel as random, where each
input symbol is transformed to an output symbol through the same conditional distribution at each time step. Two canonical
examples are the binary symmetric channel (BSC) and binary erasure channel (BEC). With high probability, for sufficiently
large n, a BSC flips close to pn bits for a codeword of blocklength n and the probability of error is average-case, measured over
the randomness in the channel. By contrast, in the basic coding theory model, errors and erasures are modeled as worst-case:
for a blocklength n the goal is to design a code which can correct any pattern of pn errors or erasures.

One way to understand the difference between these models is to frame them both in the context of arbitrarily varying channels
(AVCs) [BBT60] under constraints [CN88a], [CN88b]. In the AVC there are three participants: Alice (the transmitter/encoder),
Bob (the receiver/decoder), and James (an adversarial jammer). When communicating over an AVC, Alice encodes her message
into a codeword z of blocklength n and James can choose an equal-length vector of channel states s. The output y is formed
by applying a channel law Wy (y|z, s) letter-by-letter to (z,s). The difference between the two classical communication
models can be captured by modeling the information James has about the transmitted codeword. The Shannon-theoretic model
is similar to an oblivious adversary who must choose s without any knowledge of z. The coding-theoretic model is similar to
a omniscient adversary in which James can choose s as a function of the entire codeword z.

Once we frame the difference between average and worst case models in terms of the AVC, a variety of “intermediate case”
models become natural by changing what James can know about the transmitted codeword. In this paper we consider one
such model: the causal (or online) adversary in which James chooses the channel state s(¢) at time ¢ based on knowledge of
the current and past inputs (z(1),z(2),...,z(t)). The online adversary is a special case of the delayed adversary [LID09],
[DJLS10].

Much of the prior work on causal adversaries deals with specific channel models. Capacity results for special cases of
causal adversaries with “large alphabets” [DJL13], the erasure setting [BS14], [CJL15], [CIJL19], the bit-flip/symbol-error
setting [DJLS13], [CJL19], and the quadratically-constrained scenario [LDJ*18] are known. Other related channel models
explored include settings with a memoryless jammer [Maz14], and bit-flip and erasure models in which the channel is not
state-deterministic but James can observe the channel output [SRL21].

In this work we focus on AVCs with finite input, state, and output alphabets which are state-deterministic, meaning the the
channel output y(¢) at each time ¢ is a deterministic function of z(¢) and s(¢). In such models, James can compute the channel
output. Our goal is to establish capacity results for general state-deterministic AVC models with cost constraints.

After defining our model in Section III, and key concepts in Section IV, we present an overview of our capacity analysis in
Section II. At a high level, both our achievability and converse proofs follow those appearing in [DJLS13], [CJL19] addressing
the causal bit-flip/symbol-error setting. The main technical contribution in this work thus lies in the highly non-trivial nature
of expanding the concepts and analysis in [DJLS13], [CJL19] to fit the generalized model of AVCs with both state and input
constraints. We highlight the major challenges of analyzing general AVCs and the tools used to overcome these challenges in
the overview of Section II.

II. PROOF SKECTH

The converse argument, broadly speaking, generalizes the two-phase “babble-and-push” jamming strategy and analysis
introduced in [DJLS13], [CIJL19] in the bit-flip/symbol-error setting, with some novelties required for the general setting. In
particular the recently developed Generalized Plotkin bound [WBBJ19] plays a critical role, since via combinatorial arguments
it guarantees that regardless of Alice’s encoding strategy, with positive probability the joint type of randomly sampled pairs
of codeword suffixes will fall within a restricted range (just as the classical Plotkin bound for binary codes can be used to
argue that for any code of positive rate, for any € > 0 the Hamming distance of a randomly chosen pair of codewords does
not exceed % (1 +¢) with probability €2(¢)). In particular, the Generalized Plotkin bound ensures that with positive probability
the joint type of a randomly sampled pairs of codewords (or, in the converse argument here, randomly sampled codeword
suffixes) is a convex combination of product distributions. The implication of these types of bounds is that if James just wishes
his attack to work with positive probability bounded away from zero, rather than probability 1, then in general he can use a
significantly less costly state sequence (just as in the binary setting, with probability €2(¢) he only needs to flip about % (1 +¢)
bits to confuse Bob between the truly transmitted codeword and some other codeword which differ in 5 (1 + ) bits, rather
than 3 as in the worst-case when the two codewords differ in every bit).

Let € be an arbitrarily small positive constant that will help specify various slack parameters in what follows. In particular,
James’ attack strategy operates on consecutive length-en chunks of Alice’s codewords, and hence operates on K = 1/e chunks.
In James’ attack below, summarized first for the special case when Alice employs a deterministic coding strategy (i.e., her
transmission is a deterministic function of the message she wishes to transmit to Bob). Steps 1 and 2 correspond to James
analyzing Alice and Bob’s chosen codebook C prior to transmission, and steps 3 and 4 comprise respectively the babble and
push phases during the actual transmission.



1) Sub-code extraction: First, given Alice’s codebook C of rate R, James finds a subcode C’ = C which has both the
following two properties:

(a) The subcode C’ contains a constant fraction of the codewords in C, and
(b) Each codeword in C’ is chunk-wise d-approximately constant composition, i.e., for each codeword z € C’ and each
chunk with index w € {1,..., K}, the u-th chunk-wise type of x, denoted T, (., and defined as the type of z restricted

to symbols in the u-th chunk, differs in the /o, norm from a given distribution Py,—, by at most é.

Such a sub-code can always be extracted for the following reason. There are 1/¢ chunks, and so the simplex of all possible
chunkwise-types of a length-n code can be J-approximated by a d-net with O((1/8)!*1/€) elements. Hence picking the
cell of the d-net with the most codewords in it gives us the subcode C’ with a constant fraction (at least (5*1/€)-fraction)
of the codewords in C. Let this cell correspond to the set {Px‘u:u}ff:l of distributions. Going forward, James’ attack
is only guaranteed to succeed with positive probability for codewords z € C’. Despite this restriction, due to (b), this
nonetheless happens with strictly positive probability, bounded away from zero independently of the blocklength n.

2) Choice of attack parameter/jamming distributions: James then simultaneously selects a prefix-length parameter o < 1
(w.l.o.g. it is assumed that oK is an integer — if not, o can be appropriately quantized), and two corresponding sets of
jamming distributions:

(a) Prefix-babbling distributions: These comprise of a set of aK distributions {I/S|x7u:u}g§1 that James will use in the
corresponding prefix chunks, as described in 3 below.

(b) Suffix-symmetrization distributions: These comprise of a set of oK distributions {Vs|x7x/_’u:u}ff:a K+ that James will
use in the corresponding suffix chunks, as described in 4 below.

In particular, these two sets of distributions are required to satisfy both the following:

(i) State-feasibility: The prefix-babbling and suffix-symmetrization jamming distributions are required to jointly satisfy
a certain state-feasibility condition — see Definition 6. This condition can be thought of as ensuring that the overall
jamming vector s that James chooses satisfies the state cost constraint imposed by the AVC by separately computing
the cost of the prefix jamming sequence (s(1),...,s(an)) induced by the prefix-babbling distributions, and the cost
of the suffix jamming sequence (s(an + 1),...,s(n)) induced by the suffix-pushing distributions. It is important to
highlight here that due to the Generalized Plotkin bound [WBBJ19] the suffix state cost only needs to be computed
with respect to Px x- distributions that are convex combinations of product distributions.

(1) Suffix-symmetrizability: The suffix-symmetrization jamming distributions are required to satisfy a certain suffix-symmetrizability

condition — see V' in Definition 10. This condition can be thought of ensuring that the suffix (y(an +1),...,y(n))
observed by Bob was equally likely to have been generated by either the codeword suffix =% = (z(an+1),...,z(n)) or
the codeword suffix 2/~ = (z/(an+1),...,2'(n)) (with the jamming distribution Vj | . acting on the pair of codeword

suffixes (=%, x' in the first case, and on the pair (z/~%, z~%) in the second case — note the reversal/symmetrization
) p ) y

in the two scenarios).

/>O¢)

After this pre-transmission analysis, once Alice starts transmitting, James proceeds with his jamming attack as follows.

3) Prefix-babbling phase: For the initial oK chunks (henceforth called the a-prefix of z, or just the prefix) James uses a
“babble” attack. That is, for each time index ¢ in chunk u < oK he selects his jamming symbols s(¢) via the probabilistic
map {Vijxu—u}os; applied symbol-by-symbol to the corresponding observed transmission z(t). For these chunks in the
prefix James thereby induces effective DMCs {Wy‘x,u:u}g‘fl from Alice to Bob. If the rate R of Alice’s code is too high
(i.e., is not 9-good — see Definition 11), then for some « < 1 there will be a chunk number K such that in addition to
James’ jamming sequence s satisfying the state-feasability and suffix-symmetrizability conditions described in 2) above,
he can also force the “Large prefix-list” condition described below.

o Large prefix-list: For the prefix, the normalized cumulative mutual information Zf;Kl %I (Px|u:u, Wy|x7u:u) (repeated
in Definition 8) is less than the rate R of Alice’s code. Via standard information-theoretic arguments such as strong
converses, this can be used to argue that at this point in the transmission Bob must still have a large set (say of size
29(n)) of potential messages that are compatible with Alice’s coebook C, his prefix observation y=* and the prefix
channels {Wyx u—}5X; induced by James.

4) Suffix-pushing phase: Since the channel Wy, s is state-deterministic (this is the precise reason we need to restrict to
state-deterministic AVCs the class of channels for which we can claim our achievability and converse arguments match),
therefore at this an point James can compute the same large prefix-list that Bob would have computed. He then randomly
selects some m/ in this prefix list, and sets the “spoofing suffix” z/~* as the codeword suffix corresponding to this m’, and
for any time-index ¢ in suffix chunk u, applies the corresponding suffix symmetrizing distribution Vyjx x u—u (:[2(t), Z'(t))
symbol-by-symbol on the x(¢) he (causally) observes and the z’(¢) in his chosen spoofing suffix.

Via analysis paralleling but significantly generalizing to a general class of AVCs the symbol-error analysis in [CJL19] it can
be shown that for any code with rate that is not §-good the strategy outlined and motivated above results, with probability
bounded away from zero, in James being able to cause a decoding error by Bob. We emphasize again that incorporating the
recently discovered Generalized Plotkin bound was a key step in this converse, without which any converse would have resulted



in a significantly weaker rate-bound for general AVCs. Further, by the synthesis of information-theoretic and coding-theoretic
techniques introduced in [DJLS13], these arguments can be generalized even to settings where Alice uses a stochastic encoder.
Therefore, by choosing among all possible choices of feasible attack parameter/jamming distributions in Step 2 that attains the
infimum of the “not §-good” rates, we can ensure that if Alice wishes to reliably communicate to Bob, James will be able to
confuse Bob between the truly transmitted message and a spoofing message.

To complement this impossibility argument, we can also demonstrate that for the class of AVCs considered any rate that is
d-good is indeed achievable. Again, this broadly parallels the scheme for symbol-error AVC in [CJL19], while significantly
generalizing it to a general class of AVCs. In particular, the achievability analysis required novel interpolating arguments to
ensure that certain algebraic conditions on distributions (5-goodness of the code, non-symmetrizability of the suffix) ensures
that if Bob follows a certain iterative decoding mechanism, he will, with high probability, be able to decode correctly.

1) Codebook parameter choices: First, for each chunk Alice chooses a length-K time-sharing vector u and corresponding

chunk-wise input distributions { Py|y,—, }/—; such that the overall time-averaged input distribution Py = e Zle Pyju=—u
satisfies the input constraint set specified in the AVC problem. Among all possible such choices of u and {Px‘u:u}ff:l,
Alice chooses the time-sharing vector and chunk-wise input distributions for which the supremum of all §-good rates is
as large as possible, and sets this supremum (minus a J slack) as the rate R of her code.

2) Chunk-wise stochastic code design: Alice then designs a random chunk-wise stochastic code as follows. In particular, for

each chunk w e {1,..., K} and each message m € {1,...,2"R}, she chooses 2¢°" random length-en codeword chunks

of type Pyju—,. These codeword-chunks for chunk number v and message m are denoted gg;)_r(u)), where 7(*) is an

index varying in the set {1,..., 2”53}. These multiple codeword-chunks for a given message are used, as described below,
to ensure that at any time ¢ James always has some uncertainty about the actual codeword to be transmitted in the next
chunk even if he knows Alice’s message.

3) Chunk-wise stochastic encoding: Given the message m and the chunk-wise stochastic code described above, for each

chunk u € {1,..., K} Alice picks a uniformly random () from the set {1,...,2""} and transmits the codeword-chunk
L1 () For small ¢, note that the entropy of 7(*) (which equals ne®) is significantly smaller than the chunk-length ne.
This is important in the list-decoding steps described below.

4) Chunkwise-iterative decoding: On receiving the vector y, Bob’s decoding scheme then proceeds iteratively over K stages
in a manner that conceptually parallels the babble-and-push jamming strategy described above. (We emphasize that we
do not assume that James follows a babble-and-push jamming strategy — rather, as a consequence of our analysis it turns
out to be the case that for the class of AVCs considered the babble-and-push jamming strategy is an extremizing strategy
in the sense that it results in the lowest reliable throughput.)

We describe this chunkwise-iterative decoding scheme in more detail now as follows. First, Bob initializes his prefix-chunk
counter oK to 1. Then, for this value of a he performs the following two-step decoding attempt.

a) Prefix list-decoding: For the given v, Bob considers all the tuples (ct, {Vapx,uzu 921, { Vejx,x/,u—u ok +1) Which are
feasible in the sense of Definition 6, and for which « is the first chunk for which the the normalized cumulative
mutual information Zf‘:Kl %I (Px‘u:u, Wy x,u=u) (in the sense of Definition 8) is more than the rate R of the code.
Via relatively standard list-decoding arguments (adapted to the chunkwise stochastic encoding scheme here) ensure that
with overwhelming probability over code-design (indeed, with probability say 1 — 29("2)) Bob can decode down to a
“small” list (of size say O(n)).

b) Suffix disambiguation: For this value of o and the corresponding list of messages obtained from the prefix, Bob uses
the suffix to disambiguate the correct message from the list, by performing a suffix consistency check. This comprises
of checking to see if any of the codeword suffixes for any message in the prefix-list is jointly typical with respect to
the observed suffix. If more than one message in the prefix list passes this suffix consistency test then Bob declares
a decoding error and aborts; if none of the messages in the prefix list pass this consistency test then Bob increments
the value of « and tries again; and if a unique message passes this test then Bob outputs that message as the decoded
message and terminates. To show that this decoding strategy suffices to attain the capacity, we need to show two things.
Firstly we need to demonstrate that the truly transmitted message does indeed pass Bob’s suffix consistency check, and
secondly that with high probability over the private randomness in the suffix no other message in Bob’s prefix list passes
the consistency check. The former argument is relatively standard, relying mostly on concentration arguments to show
that joint typicality decoding in the suffix results in the true message being suffix-consistent. The latter argument is more
delicate — we first demonstrate that at the true « value, over the private randomness in suffix chunks that is currently
unknown to James, the joint types of most codeword suffixes for the truly transmitted codeword will be jointly typical
(with respect to a convex combination of a product distribution) with every suffix codewords for all other messages
in Bob’s prefix message list (here, importantly, we use the fact that the private-randomness rate is vanishing relative
to the suffix length, and hence suffix joint-types are closely concentrated around their expectation). This coupled with
suffix non-symmetrizability ensures that the true codeword suffix typicality implies that no other message codeword
suffix can be jointly typical. Another non-trivial aspect to this analysis is to demonstrate that even for decoding points




preceding the “true” «, this decoding rule works in the sense that no other suffix passes the suffix consistency test —
this is done by carefully choosing two interpolating jamming trajectories and using convexity arguments to argue that
non-symmetrizability with respect to the true « also implies non-symmetrizability with respect to preceding as.

It should be emphasized that, perhaps surprisingly, input distributions Py|,—,, that are uniform in the time-sharing variable
u do not necessarily attain capacity for general AVCs. For the special case of the finite alphabet symbol-error/erasure
channels considered in [CJL19] the uniform input distribution is indeed optimizing as shown there, but for the quadratically
constrained casual model [LDJ*18] it can be shown that uniform power allocation is not capacity-achieving. The reason for
this phenomenon, which might seem counter-intuitive given the convexity of mutual information function and the linearity of
the symmetrizability condition, is that since Alice has to choose a rate R and design her corresponding codebook distribution to
simultaneously be J-good for any possible choice of « (and the corresponding feasible input distributions), therefore the problem
becomes highly non-convex. We are currently actively investigating alternating optimization approaches to computationally
tractable well-approximate the capacity function for general AVCs, and simultaneously obtain the corresponding extremizing
input/jamming distributions.

III. MODEL
Notation: alphabets are in calligraphic script (e.g. X). In this paper, all alphabets are finite. A boldface letter (e.g. x) is a
random variable, with the non-boldface (e.g. x) as its realization. The set [M] = {1,2,..., M}. Tuples are written with an
underline sign and individual entries with the time index in parentheses (e.g. z = (z(1),2(2),...,2z(n))) and z(1 : ) =

(z(1),2(2),...,z(7))). The type of a tuple T, is the empirical distribution of z. The set of all probability distributions on an
alphabet X' is A(X). The set of all conditional distributions (randomized maps) from X' to S is A(S|X). The length n type
class corresponding to P € A(X) is denoted by T, (P) = {g eX": T, = P}. For a joint distribution Py ¢ we write [Px s]x
and [P s]s for the marginal distributions of x and s.

A. Channels and codes

We consider a class of arbitrarily varying channels (AVCs) with cost constraints on the input and state. Our formulation
of the cost constraint generalizes the standard definition [CN88a] by modeling the constraint as requiring that the type of the
channel input or state belong to a specified set.

Definition 1 (AVC). An arbitrarily varying channel (AVC) is a sextuple (X,S,V, A, As, Wy |xs). Here, X', S, are the
input, state and output alphabets, respectively. The input and state constraints are specified by Ax < A(X) and A\s < A(S),
respectively. The channel law is Wy x s € A(Y|X x S).

Our goal is to communicate one of M messages reliably over this AVC. For a positive integer M, let M = [M] denote
all possible messages that the transmitter may send.

Definition 2 (Codes). A code for a causal AVC (X, S, Y, A, As, Wy x ) is a pair (Enc, Dec). Here Enc € A(X™|M) is a
(potentially stochastic) encoder. For m € M, we use Enc(m) € X™ to denote the (possibly random) encoding of m. Each
such an encoding is called a codeword. The set Enc(M) of all codewords is called the codebook, denoted by C. The length
n of each codeword is called the blocklength. The rate of C is defined as R(C) := %log M. The code is required to satisfy
the input constraint: for every x € C, T, € Ax. The decoder is given by Dec € A(M]|Y™). We use Dec(y) € M to denote the
(potentially random) message output by the decoder given . B

Definition 3 (Jamming strategies). A jamming strategy of blocklength n is a set of maps Jam = (Jam;,--- ,Jam,) where
Jam; € A(S|X™) is the jamming function at time ¢. In a causal jamming strategy, Jam; € A(S|X?).

Definition 4 (Communication over causal/online AVC). Communication over a causal (a.k.a. online) AVC (X, S, Y, Ax, As, Wy\x,s)
has the following requirements. Let C be a code with an encoder-decoder pair (Enc, Dec) and Jam = (Jamy, - -- ,Jam,,) be
a causal jamming strategy. We use Jam;(z(1),--- ,z(7)) to denote the jamming symbol generated by the adversary at time 4.
Before communication happens, (Enc, Dec) are fixed and revealed to the transmitter Alice, the receiver Bob and the adversary
James. James then fixes a causal jamming strategy Jam = (Jam;,-- - , Jam,,) which can depend on (Enc, Dec).

The code is required to satisfy the input constraint 7, € Ax for every x € C. Once a particular encoding z of a certain message
m is transmitted by Alice, James observes z causally. That is, for any i € [n], he observes z (i) after observing z(1),--- ,z(i—
1). Given his causal observation, he computes s(i) = Jam;(z(1),---,z(i)) which depends only on z(1),---,z() (and
(Enc, Dec),C which are known to everyone). The channel then outputs y according to the following distribution

n

Priy =ylx=xz.5=s| = [ Wyps(u(i)lz(i), s(i).

i=1
Receiving y, Bob decodes to Dec(y).

Communication reliability is measured by:



Definition 5 (Error probability). Consider a causal AVC (X, S, Y, A, As, Wy« s)- Let (Enc, Dec) and Jam be a coding scheme
and a jamming strategy for this channel, respectively. Define the maximum error probability Pe max(Enc, Dec, Jam) as follows

Pemax(Enc, Dec, Jam) := max DT DT D D] Enc(zlm) - nJamZ |2(1 2 9)) Wy s (y(i)|2(i), 5(3)) | - Dec(inly).
me./\/l yey" SES™ zeX™

m#m -~

The average error probability is defined analogously by averaging over messages m:

P, avg(Enc, Dec, Jam) :: Z Z Z Z Z Enc(z|m)-

me./\/l yeYn" seS” zeX™ meM
m#£m

HJamz( (D)]z(1 : 1)) Wy s (y(9)|2(i), (i) | - Dec(mly). M

3

Here we view Enc € A(X"| M) and Dec € A(M]|Y"™) as conditional distributions.

B. State-deterministic AVCs

We consider a class of AVCs which are state deterministic and have a single cost constraint on the state. More precisely,
we require the following five assumptions to hold:
1) All alphabets X, S, ) are finite.'
2) The input constraint set \x < A(X) is convex. This is a natural restriction — a non-convex set A\x would imply that the
encoder is not allowed to time-share between some potential transmissions.
3) The set A = A(S) is specified by a single constraint:

Ae = { P A(S): D Pa(s)B(s) <A,
seS

for some B € RISl and A € R.

4) The channel law Wy, s is deterministic, i.e., for every (z, s) € X' x S, there is a unique y € ) such that Wy, s(y|z,s) = 1.
Alternatively, we write the channel law as a (deterministic) function W: X x § — ). 2

5) There exists a zero-cost state s € S and a one-to-one mapping ¢ : J — & for which for every x, Wy x s(¢(z)|z, 50) = 1.
This final assumption is rather natural and corresponds to many channel models. It intuitively implies that there is a stand-
down state for James that on one hand has zero cost and on the other does not corrupt communication at all, e.g., the
“non-erasure” state in an erasure channel.

IV. CAPACITY CHARATCTERIZATION

In order to state our main result we must define a notion of symmetrizability [Eri85], [CN88b] that is appropriate to the
causal AVC model. Symmetrizabillity conditions play an important role in characterizing AVC capacities under deterministic
coding. Roughly speaking, a channel is symmetrizable if James can, via selecting the state sequence s, cause the channel
to behave like a symmetric two-user multiple-access channel Wy  (y|x, 2'). Operationally, this means James can select an
alternative (“spoofing”) codeword z’ and use it to create a state s such that Bob cannot tell if Alice sent z and James chose
2’ or if Alice sent 2’ and James chose z.

There are two aspects of the causal AVC which make it tricky to define a notion of symmetrizability. First is the online
nature of the adversarial attack: James has to choose the elements of s sequentially as opposed to selecting 2’ and then s.
Second is the cost constraint on s: if we think of the cost as “power,” then James faces a power allocation problem. Taken
together, James could spend little power at the beginning and more power at the end of the transmission or vice versa. In the
former case, Bob can get a good estimate of the message initially but then the channel becomes much worse. In the latter,
Bob has a very bad estimate of the message but the channel is less noisy at the end, allowing him to potentially decode to the
true message. Since James does not know the transmitted codeword a priori, he has to choose how to allocate the power “on
the fly” while satisfying the cost constraint.

'The quadratically-constrained infinite alphabet setting was considered in [LDJ*118].

2Qur achievability result actually does not require this restriction — it holds even if the AVC is not state-deterministic. However, our current converse
arguments providing a capacity upper bound asymptotically matching the rate achievable by our achievability scheme rely on state-determinism, since they
rely on the jammer being able to predict the channel output resulting from a specific jamming strategy.



A. Symmetrizing distributions

Let K € Z>1, U = [K] and A == {0,1/K,2/K,---,1 —1/K}. For a € A, let US® = {1,2,--- ,aK} and U~ :=
{aK +1,aK +2,---,K}. Let Py := Unif(U). Fix Py, € A(X|U) such that [Pqu‘u]x € Ax-

In our achievable scheme we will use a code in which the total blocklength n is broken into K subblocks. In each block,
we characterize the jammer by a single letter channel.
Definition 6 (Feasible jamming distributions). Let Py, € A(X|U). Define, for a € A,

(Vvs|x,u<°‘7‘/s\x,x/,u>ﬂ) € A(8|X X u<o¢) (S|X2 X L{>O‘) :
aK
Fa(Px|u) = L ®2 ,
OCK ugl [leu:u‘/s‘x-,uéazu] K Z}<+1 I:Px‘u uV |x7x/7u>a:u:|s € AS

and
K

]:(Px\u) = { slx,u € A(S|'X x Z/[ Z X\u u S|x u—u] € /\S}'

Generalizing the definition above for any P, and slackness 6 we have:
Definition 7 (d-feasible jamming distributions). Let (Py, Pxju) € A(U) x A(X|U). Define, for a € A,
(Vajx,uses Ve, xruza) € A(S|X x US*) x A(S| X2 x UT?) -
FaslPurBew) =1 Y] Puli) PrguesVimaeocaly + 2 Puli) [P Voo intshe) |-

x|lu=u
UEUS™ weU>
and
]:5(Px|u) = {Vs\x,u € A(S|X X Z/[) : [Pupx\u‘/s|x,u]s € intg(/\s)} .
Definition 8 (Cumulative mutual information). Fix Pyy, a € A and Vjjx y<e € A(S|X x US®). The cumulative mutual
information w.r.t. Py, and Vg y<o is defined as

aK
o 1
I(Px\ua‘/s\x,ug‘l) = I(X;Y|u< ) = F 2 I(Xu;yu)u

u=1
where the joint distribution of (x,,y,) is given by
qu Yu (I 1/ Z Px\u |u) s|x, ug"‘( |x u) y|x, s(y|a7 S)
seS
Similarly, we generalize the above definition for any Py<a.

Definition 9 (Cumulative mutual information). Define the cumulative mutual information w.rt. (Pysa, Pyju<a, Vsjx,u<e) €
AUSY) x A(XUSY) x A(S|X x USY) as
I(Pugo‘ ) Px|u<f¥7 s|x,u<a) = I(X; y|u<a) = Z Py<a (U)I(Xlu yu)a
UEUS™
where the joint distribution of (x,,y,) is given by
Py, y.(2,Y) 2 Px‘u<a($|u) S, usa (8|, u)Wy‘xs( |z, s)
seS

Remark 1. In the above definition, the time-sharing distribution Py<o is over the prefix U/<®. However, the information
throughput is measured w.r.t. the whole block of transmissions of length n. Therefore, we need an « factor to account for that.
If we instead define the cumulative mutual information with P, € A(U), then no « factor is needed.

Definition 10 (Symmetrizing distributions). Define
s|x x € A(SP(Q)

V= V(ZC ! y) € XQ X y Z V\xx |£C 'r) ylx, s( |I58) = Z ‘/s\x,x’(shjlv'r)Wy\x,S(y|x/aS) ’
seS seS

Valxx € A(S]A?) :

V(ZC ZC y) € XQ X y Z ‘/s|xx |I x ) y|x, S(y|x S Z ‘/s\x,x’(‘sh:/v'r)Wy\x,s(ykclaS) < d ’
seS seS

Vs =



(‘/;|x X ‘/;/|x x/ ) € A(S|)(2)2
/o
V= V(.I{E y)EXQXy Zv\xx |{E£C) ylx,s y|I S Z‘/s\xx’ |I 'r) \xs(y|'r S) ’
seS seS
(Vale, e Vajexr) € A(S]x?)?
V=
b V(IE :E y) € X2 X y Z ‘/s|xx |aj x ) y|x, s(y|x S Z Vs/\x,x/(8|xlvx)Wy\x,s(mx/a S) < 4
seS seS

In what follows, we show that C' defined below is the causal-capacity for general AVC channels. We start by defining Cx
for every positive integer K. Let |U| =

Ckg = max min{ min I(Pxju, Vsjx,u)
Px\uEA(X‘u) Vs\x,uEJ:(Px\u)
[Pqu‘u]xe)\
min I(Px\u<°‘a s|x ug"‘)}- 2)
( (V\x usa; Vs\x,x’,u>°¢))E-AX]:CX(Pu'rPx\u)
Yueld ™« s (VS‘X x/,u>a=u,Vs"x x! u>a:u)ev,

VS‘XVX,«U>0‘*H+V s|x,x/ , u> =y

Averaging over in the rightmost min in the expression above, we have

2
Ck = max min{ min I(Pyju, Vsjx,u)
Px\uEA(X‘u) Vs\x,uEJ:(Px\u)

[PuPrju], €Xx

i I(Pyjuzes Vil use } 3
( (V\x usa; Vs\x,x’I,zliIi))E-AX]:CX(Pu'rPx\u) ( ‘u Sl " ) ( )

Yueld™ <, V,

s‘x’x/’u>a=uEV

Let C = limsupg_,,, Ck.
Theorem 1 (Achievability). For any dg > 0 rate C — dq is achievable.
Theorem 2 (Converse). For any dy > 0 rate C + dq is not achievable.

Before we prove the theorems above we state a technical claim. For ¢/ := [K] and § > 0, C i 5 defined below will be used
in the proof of Theorem 1. The remainder of this work includes several slackness parameters that are mutually related and
highlighted in blue to ease the reading and verification process.

Crsi= max  min min I(Pyju; Vajxou) min I(Pyu, Vajx.use)
~ K, x|us Vs|x,u/y x|uy Vs|x,use
Px\uEA(-Xllf{) Vs\x,uEJ:(Px\u) (O‘ ( s|x,use 7Vs\x x/, u>o<))€-A><~7:a (Px\u)
[Pqu\u]xEAx (V, s|x,us<a s‘x x/, u>a)e-7:oc(Px\u)
VU™, (Vapse el su=0 m s Vi et u> = JEVS

+V

VS‘Xﬁxlyu>o‘*u s|x,x/ , u>¥=qy

Averaging over in the rightmost min in the expression above, we have

2
Cks=  max min min I(Pyju, Vsixu)s min I(Pyju, Vsjx u<e)
~K,§ x|uy Vs|x,u x|uy Vs|x,us
PX\UEA(Xlu) VS\X,UEJ:(PX\U) (a ( s|x,usa> s\x x/ u>(’<))e~AX]:0¢(PX\u)
[Pqu‘u]xekx Vuel ™, Vi st u>a—u€Vs

For U = [K], § > 0, and sgtate(d) = poly(d), UK,J defined below will be used in the proof of Theorem 2.

Cks:=  max min min I(Pxjus Vsjx,u)
x\UEA(Xlu) VS\X “e]:sstate((;)(Px‘“)
[PuPyju] €Xx

min I(P <a V éa) . (4)
(0 Ve Vo e EAX Py (Pa)
VUEU™, Ve st a0 — o €V

» Valx,x



’
Vs\x,x’,u>0‘:u+V5‘x’x/,u>a=u
2

Averaging over

in the rightmost min in the expression above, we have

Cks = max  min min I(Pyju, Vsjx,u)
i Px\uEA(-Xllf{) Vs\x,uE}-sstate(é) (Px\u) ’
[P Pacju] €
min I(Pxju=e, Vsjx,u<a) ¢ 5)
(O‘)(Vs\x,uSOt 7V5\x,x',u>o‘))E‘AX]:O‘uSstate(é)(Px‘u)
Yuel~™, V. eV

s|x,x/, u> =y

Claim 3. Let K be a positive integer. Let § be sufficiently small and let Sgyare(5) = poly(d), it holds that |Crc—C'k 5| < seap(0)
and |Cx — Ck 5| < saap(0), where scpp(9) depends only on poly(d) , the parameters of the channel W, and the cost function
cost.

Proof. Let 6 > 0 be a sufficiently small slackness parameter (the requirements on § will be discussed below). Let || = K.
Let Py, € A(X|U) come d-close to optimizing Cxk as defined in Equation (2). We compare the first and second expressions
in the definition of Cx with those of C'rc s and C ks When evaluated with ¢ and Py, € A(X|U). By our definitions, it
follows that C'x < UK_,(; and Cx = C K5 Thus to prove our assertion, it suffices to compare the first and second expressions
in Ck s and C 5 to bound C' s — C 4, and thus, in turn, to bound |Cx — C' 5| and |Cx — C 5]

We note that once Px‘u is fixed, the sets F , Fa, and V are convex sets defined by linear constraints. Similarly for the
“Sstate(d)-contracted” versions Fy . (5) and Fq ... (5) OF the “d-extracted” variant V5. We also note that by the properties
given in Section III-B, for sufficiently small §, we have that 7 (5) and F, s . . (5) are non-empty.

One can bound the difference between the first expression in Ck s and C 5 using our observation that F_  (s) and
F,500a0(5) are non-empty combined with standard bounds on the mutual-information function. More formally, for any opti-
mizing Vg, , € F for C 5 one can find Vig)x u € Fs,,... () for Ck,s for which (% Vsjx,ullco s at most a linear function
of Sgtate(d) and other constant parameters involved in the definition of F.

For the second expression, we study the set VV and Vs in combination with F, and F, ... (5)- Namely, we study the set
Vn [faxsstate((s)]Vs‘x’x/’u>01 (where the latter set F, g, ..., (5) in the intersection is projected onto the variables of V5| x/ y>«). If
this intersection is non-empty for any sufficiently small §, then so is Vs N [F4 ] Vil u=r? and thus, as previously discussed in the
analysis of the first expression, for any optimizing (a, (Vjx y<os Vjx x/,uza)) € AX Fy such that Yu e U=, V. € Vs
in C 5 one can find a corresponding (a, (Vigjxuze: Vsjxx/uz=)) € A X Fos.o(s) sSuch that Vu € U™, Vjx v ueu € V
in C 5 for which [|(Vy u=ar Ve xruza) = (Vsixuses Vsjx,x/u=« )]0 is at most a linear function of 8, sstate(d) and other
constant parameters involved in the definitions of F and V.

If, alternatively, for some small § the intersection Vs N [Fo]v.

s|x,x/, u>

s|lx,u

s|x,x’, u=u

is empty, then so is V N [Fo 5. (5] and

Vi e
Cks and C k,s are not impacted by the second expressions under study. |

Finally, if for any § > 0, V5 n [}'Q(Px‘u)]vs‘x,x,’um is non-empty but ¥V n []:a,sstate(é)(leu)]Vs‘x,x/,uw is empty, we slightly
modify the studied P/, to P)/c|u to guarantee that the new sets Vs N [-Fa(P;/qu)]Vs\x,x/,um and V0 [Fo s.na(6) (P)/Clll)]vs\x,x’,u>°‘
are both non-empty, which brings us to a case analyzed above. Our modification on Py, will be of limited statistical distance
implying a corresponding limited impact on the objective 1 (Px|u<a , ‘/S‘x)uéa). To modify Py, we fix an element Vg v/ y>a €
Vn [}'a(Px\u)]v and its corresponding Vg |y y<a, the existence of which follows from our assumption that for any

s|x,x/ , u>o —

6 >0, Vs 0 [Fa(Pxju)]V, s uso is non-empty. With (Vg)x y=a, Vgjx x/,u>«) in mind, F, is a structured quadratic function of

Pyju- One can now reduce the state-cost of (P, (Vejxuze, Vsjxe,x/,u=o)) when compared to (Pyju, (Vsjx,uze, Vsjx,x/u=a)) by
Sstate(0) by modifying Py, to P, u with || Py — P)’(‘un bounded by a polynomial in Sgiate(d) and other constant parameters
involved in the definition of F,. Accordingly, the objective I (P)/c|u’ Vs‘x7u<a) when compared to I( Py, Vs‘x7u<a) is similarly
bounded. This now implies that both V5 n [}'Q(P)’(‘u)]vs‘xyx,yum and V N [Fo s.ee(6) (P/|u)]Vs‘x,x’,u>a are non-empty, and we

X
may use the analysis of the similar case studied above.

V. PROOF OF ACHIEVABILITY (THEOREM 1)

Proof. Let 69 > 0. Let R = C' — §y. Let § be a sufficiently small function of § to be determined shortly. Let syry(0) be a
function of ¢ defined shortly through Claim 4. Let (&) = dsumy(8)%/2. Let K = 1/e. Take § to be sufficiently small such that
|C — Ck| < 0p/4 and, by Claim 3, |Cx — Ck 5| < do/4, implying that R < Cy 5 — d.

Let syp(0) = ¢, sts(6) := sup(0)+elog|X|, and s,,(0) := 3e. Note, with this setting of parameters, that 2s,,(0)/sum(0)* =
0 (this fact will be used later in our proof). Without loss of generality, assume 7 is sufficiently large so that ne is an integer.
Let v := ¢* Let M = 2"E N :=2"7 and M := [M],R := [N].

Let
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For a vector v € X" over some alphabet > and « € A, let
v=% = (u(1), -+ p(an)) € B,
0™ = (v(an + 1), ,u(n)) € ST
for u e U, let
o™ = (u((u — )ne + 1), v((u — 1)ne +2),--- ,v(une)) € L.
For two vectors v; € ¥™' and v, € ¥"2, denote their concatenation by
vy 0wy = (uy (1), vy (1), 05(1), -+ s wa(m2)) € BT
For two sets of vectors V; € X™ and Vs € X272, let
VioVy = {v; 00y : 0y € V1,05 € Vo).
Our proof uses the following notion of code-goodness:
Definition 11 (Rate goodness). Let 0 > 0. Fix Py, € A(X|U/). We say that a rate R > 0 is 6-good w.r.t. (Py, Pypy) if
1)

R < min I(Px|u7 Vvs|x,u%
Ve, u€F (Pxju)
2) For any (OL, (‘/s|x,u<"<vvs\x,x’,u>0‘)) € AxFq ( x|u ) Satleylng a<1- l/K and R € [ ( x|uy Vs\x U\"‘) SLB((S)a [I(Px\ua ‘/S|x,u<0<)7
syg(0)], the following property holds.
€ A(S|X? xUU=) such that (Vg y<a, V.

s|x,x’,u>

« For every V’lx .
! /
(‘/;|x,x uT =y Vvs|x7xl_’u>a:u) ¢ V5-

€ Fo , there exists u € U~ such that
) x\

A. Determining a Py, for code design

We first show using Claim 4 below that there exists a Py, € A(X|U) with [Pqu|u]x € Ax, such that for any v € U, it
holds that
' Pyjucu(®)} = sum(0
o 0o Prlumu(@)} = urn(0)

and in addition

QK,J - 5/2 < min min I(Px|u7 Vvs|x,u)7

I(P, V. <a . 6
Vajse.u€F (Pju) (Pxjus Vsjx,u=e) 6)

min
( (V s|x, u\D‘7Vs\x,x’,u>0¢))EAX]:OL(PX\u)
(V |x,use )Vs‘xyx/yu>o¢)e-7:oé(Px\u)
v’

s|x,x/ , u> =y

Vuel” )EV

) ( s|x,x/, u>¥=u>

Claim 4. Let 6 > 0. For a suitable sury(0) that depends polynomially on 6 and additional parameters of the channel W at
hand it holds that for any Py, € A(X|U) with [Pqu‘u]x € M\x there exists P)/(|u e A(X|U) with [P P ] € Ax such that

|u

]) mln;ﬂ P’ (m)>0{ x|u= u(.’L’)} = SMIN(6)~

2) The rzght hand-side of (6) when evaluated on Py, € A(X|U) or P}’(Iu € A(X|U) differs by at most 6/2.
Proof. Follows lines similar to those presented in the proof of Claim 3.
Fix Pyjy € A(X[U) to satisfy the above. We now show that R is -good w.r.t. (Py, Px|y). Namely, by our definition of Py, €

(X|L{) R<Cks—0<miny  cr(p.) I(Pxju, Vsjx,u). Moreover, let (o, (Vsjx,u<es Vsjx,x/,u=o)) € A X Fo(Pxu) satisfy

<1-1/K and R € [I(Pyu, V|x u<e) = s18(0), [{ (Pxju; Vsjx,u<e) — sUB(5)] then for every V‘x xu=a € A(S| X2 x UZ*)

such that (Vs\x-,u@vvs\x,x/,uw) € Fo(Pxju), there exists u € U~ such that (Vyx x/,u>o—u- Vs/\x,x/,um:u) ¢ V.. As otherwise,
the right-hand-side of (6) would be less than R + s15(d) = C 5 — 0 + s1e(d) < Cf¢ 5 — 0/2 in contradiction to (6).

B. Code construction

We describe below the construction of the codebook C = X™. It is a concatenation of K short codebooks: C = C(Y) 0 C(?) o
-~ 0 CX), Here for each u € U, C*) = X" is sampled randomly and independently. Specifically, |C(*)| = M - N and each
z(™ € € is independent and uniformly distributed in 7;,. (Pxju=u). We label codewords in €™ using a pair (m,r) € M xR,

ie., CW = {Egum)ﬂr)}(m,r)eMxR-
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C. Encoding

The encoder Enc is stochastic. To encode a message m € M, the encoder first samples a sequence of random seeds
r=(ry, - ,rg) e RE, where r, i Unif (R) for each u € U. These seeds are private to the encoder and not revealed to
any other parties. The encoding of m with a random seed r is given by Enc(m,r) := 251) 2 where

0 0gt)
. m,r1)
we make the dependence on r explicit.

oL Limri)

m,ra)

D. Decoding

Bob’s decoder runs iteratively. Suppose the channel output is y € V". For each a € A (from small to large values, i.e.,
a=0,1/n,2/n,---,1) and for each Vyx y<« for which there exists a Vyx x/ w=o such that (Vyjx u=e, Vsx,x/,u=o) € Fa(Pxju)
satisfying R € [I( xlws Vslx,use ) = S18(0), I (Pxju, Vsjx,u<e) — sus(0)], the decoder performs the following two-step decoding.

1) List-decoding. The decoder first list-decodes the prefix (y(1),---,y(ak)) to the following list M (Pxy, Vsjx,use):

I(ry, - s rar) € ROK, (W, . s(@F)) e (§m€)K g t,
M(Px\uu Vvs|x,u<t><) =<meM: Yu € u<a T () = Px|“:7lVS\X-,u<°‘:uWy\x_,s .

7(771 Tu)’

s(w) gy

In words, the list consists of all messages whose corresponding codewords are jointly typical with the prefix of the
received vector according to the joint distribution Py Pyju Vs|x,u<e Wy|x,s- We also define L(P, xus Vs|x, u<a) as the set of
codewords whose corresponding messages are in ./\/l( xus Vs|x,use

2) Unique decoding. Bob examines each codeword z’ € L( Py, Vsix, uga) and outputs the message m’ correspondlng to z’
if and only if y could have been obtained from 2" through a fea51ble s'. In particular, if there exists a vector 5" and Vy|x >«
for which (Vg|x u<e, Vsjx,u==) € Fa(Pxju) and Yu € U™, Ty g w0 = Puju=uVspx,uzo=uWyx,s- Le., corrupting z’
using s’ results in the received word y. If no z' e L(P, s Vs|x, uéa) passes the test above, Bob continues in studying the
next pair (o, Vgjx u<o) until eventually finding a codeword and a corresponding message that pass the test. Once such a
codeword is found the decoding process is terminated. If no codewords pass the test in any of Bob’s iterations, a decoding
error is considered.

E. Analysis

We now show that with high probability over code design it is the case that for every transmitted message m with high
probability over the stochasticity of Alice the decoding process will succeed. Namely, with high probability over the stochasticity
of Alice, only the the codeword z,, ,.y corresponding to m will pass the unique decoding step.

1) Code properties: We start by analyzing some properties of our code:

Claim 5 (List size). With probability at most prob, = 2-"/% over the code design, if we choose v < syg(0)/2, for any pair

(@, Vyjx,use ), the size of the list produced in the first step of Bob’s decoding exceeds ListSize = 231%(?)}'.

Proof: Fix a pair (a, Vyx,u<e) such that (Vyjx u=<e, Vajx,x/,uze) € Fa(Pxju). For each u € U, define the joint distribution
Py yju=u = [Px|u7uV Ix,u=uWy|x, slx ,y|u=u and the “reverse channel” V|, ,,—,, by conditioning Py y|u—,. Consider any output
prefix y<* = (y(1),y(2),...,y(aK)) where y(u) corresponds to chunk u of y=<%. For each u, let A, (y(u)) = {z € X" :
T, = Vx|y: (wy.u=u) e the set of z € X" which are jointly typical with y(u). Define sryp(d) = %(|2?| —1)log(ne + 1),
which goes to 0 as n — 0. We have |Ag| < 2neH(xly:.u=v) From the code construction, for each u € US* we have
| Tne (P, x|u= w)| = gre(H(x[u=u)-sme(9)),
We want to show that with high probability over the construction of the code that the list size will be guaranteed. To
emphasize that codewords are random variables, we write xE u) ” for the codeword symbols corresponding to to message m,

randomness 7, and chunk u. Fix a message m and let C(Wm = {x ;) iTE R} be the set of codeword chunks representing

message m in chunk u. The probability over the code construction that a single ggum) . uniformly selected from 7y, (Pxju=u)

falls in Ag(y(u)) is

2naH(x\y,u:u)

< _ —ne(I(x;y|lu=u)—sp(9))
e S Sne(Hxu=u)—srve () 2 ™
Hence by a union bound, the probability that any element of C(“)= falls in A, (y(u)) is at most Nn,,.

With some abuse of notation, we use exp(a) = 2%. Since the codebooks in each chunk are chosen independently, the

probability that there exists an r such that ggum) " is jointly typical with y(u) in each chunk u < oK is at most

aK
n= H No—ne(l(xylu=u)—2sme(5)) ©

u=1
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1 aK
= exp <—n? Z I(x;y|u = u) + astyp(d)n + 7n> &)

u=1
= exp (777’ (I(Px|ua ‘/s|x,u<°‘) - STYP((S) - FY)) . (10)

We next have to find an upper bound on the list size. The probability that a particular set of L + 1 messages is in the list
is upper bounded by n”*!. Taking a union bound over all possible lists (there are at most 2"7(Z+1) and all 27181Vl choices
for y, the probability that codebook generation places more than L + 1 messages in the list produced by Bob is at most

¥ = exp (=1 (I(Pyu, Vasu=e) (L +1) = R(L+1) = (L + Dsree(8) — (L + 1)y = log|])) (an
By assumption, sys(0) < I(Pxju; Vs|x,use) — R < s18(6), so
¥ < exp (—n(L + 1)(sus(8) — s1vp(8) — ) + nlog|V]) (12)

To make this probability less than 1 we can choose

log [V|

L> . (13)
sus(d) — stvp(d) — ¥
Now set v < syg(d)/2. For sufficiently large n we can make styp(9) as small as we like and set
2log |V
L> . 14
Sus (5) ( )

to make the probability of not generating a good code smaller than 2-"7/2, To guarantee that that the above holds for any

pair (c, Vgxu<o) that may be used in our decoding procedure, we apply the union bound over 29(") such pairs where

p(n) < (|S]|X| + 1) log(ne) + log(1/¢). All in all, for sufficiently large n, we conclude that the probability of not generating

a good code is smaller than 2—"7/4, [ ]
For a distribution P, let As(P) includes all distributions within ¢4, distance § from P.

Claim 6 (Typicality properties). With probability prob, over code design it holds for any message m and any list L of size
at most ListSize obtained in the decoding process, that

H(rQKH, k) €REO=0) gl e £ VU e U, V(i giq,. . i) € REA=), (15)

Ty o EASH<5>(P§3_U)} > (1 — prob,)|R|¥ (=)

Zm,ru) Em! v,

Proof: For any m’ € L with m # m and fixed (rox+1,-..,7x) and (7 1,---,7%), by Sanov’s theorem followed by
Pinsker’s inequality, and finally by setting s, (0) = 3¢, we have that for any sufficiently large n,

(Br (Elu € U>a, Tm(u) /(u) ¢ Asx‘u((;) (Pf?li_u)) (16)

Xlm.ru) STt

< exp (—mSD(P®2 | P®2 )) + ¢1 log(n)

x,x’'|lu=ull" xju=u

HPx®)2c'|u:u - Px®\i:u‘|%
< exp | —ne—= + ¢ log(n)

21n(2)
< exp (731153) .

(In the inequalities above, c; is a constant independent of the blocklength n.)

Taking a union bound over all |[R|X = 277/ = 27=° values of ("l 41+ T ) and all | L] elements m/ in £, we have that
the probability that the condition in (15) is not satisfied for fixed (rax+1,...,7x) is at most |£] exp (—2ne?) < exp (—2ne?)
(by bounding |£| from above, very loosely, by Claim 5).

Hence for any given m the expected fraction of (rox+1, ...,k ) not satisfying the event of (15) is at most exp (—%n53).
By standard tail inequalities, and additional ideas appearing in the analysis of Claim III.21 in [CJL19], the probability that the
fraction of (rox+1,...,7K) not satisfying the event of (15) exceeds exp (fna?’) = 1 — prob, is at most exp (an).

The above computation is for a given «, m, and list £. Hence to conclude the asserted claim we take the union bound over
all possible o, m, and list £, to obtain, for sufficiently large n, prob, = 1 — exp(—n?/2). [

From this point on, we assume our code C holds the properties of Claims 5 and 6.
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2) Decoding analysis: Consider a message m, corresponding codeword transmitted by Alice 2, .y, and a jamming vector
s used by James to obtain the received y. Let Vs’i‘x’u € F(Pxju) satisty Yu € U, Ty g0 yu) = PXIu:uVsTx,uWy\X-,S' Let o* sat-

iSfy Re [I(Px\ua ‘/s\x.,u<°‘* )_SLB((S)u I(Px|u7 Vvs|x7u<o<* )_SUB (6)] By the facts that R :70K76_5 < minVS‘x’ue}"(PX‘u) I(Px\ua ‘/s\x,u)_
§ < I(Pygju, V. ) — 0; and that si5(6) — sys(6) > 4 log |X| we conclude that such o* € [K — 1] exists.

s|x,u

Theorem 7 (Correct decoding with (a*, V*

slx u<a))- When Bob decodes using the pair (o, V;
pass the two-step decoding of Bob.

olx w<o)» the message m will

Proof. (of Theorem 7) Follows directly by the suggested decoding scheme. o

Theorem 8 (No decoding when a < a*). When Bob decodes using a pair (o, ‘/s‘x_VUSQ) in which o < o, if for the transmitted
message (,, .y Alice’s stochasticity 1 of falls into the set of size (1- prob3)|R|K(1—0‘) of Claim 6, no message different from
m will be decoded (specifically, no codeword x' # x will pass the test in the unique-decoding step).

Proof. (of Theorem 8) Assume in contradiction that there exists (a, Vyjx u<e) in Wwhich @ < o™ and 2" # z € L(Pxju, Vsjx,u<e)

such that the message m' # m corresponding to z’ is decoded by Bob. Let T iw) = Py x/ju=u» Yu € U. In partic-

ular, there exists a vector s’ and Vgx y>o for which (Vgx u=e, Vsjxu=e) € Fal(Pxu) and Yu € U, Ty g you) =

Pyju—uVsx,u>o—uWy|x,s- L&., corrupting 2’ using s’ results in the received word y. -
Using the pair z, 2’ let V¥ satisfy

s|x,x’/,u>

V(x, o', s,y), YVueld™?, Ty ) ) g0 (z,2',5,y) = Py xrjuu(z, 2" )V (s, 2" ) Wyxs (ylz, s)

s|x,x/, u*=y
and let V5| x/ u>o satisfy
V((E, ‘T,u S, y)7 Vu e u>oz, T£(1b)7£'(u)7§/(u)7g(u) (x7 .’L'/, S, y) = Px,x’\u:u(‘rbla x)‘/;|x,x’,u>azu(s|x/7 x)Wy\x,s(y|x/7 S)

Vi ) € Jra(Px|u)"

s|x,x/,u>

It follows that (Vgjx u<e, Vsjx x/,u>o) € Fa(Pxu) and (VI

s|x,use?

Claim 9. There exists

Vs|x7u<a € {a/rgmin COSt([leu‘/slx7u<oc]s<a) (17

s|x,usS®

R>I(Pyju, Vg x u<e)—s(9)

s|x,us

such that

1) (Ks|x,u<0‘a ‘/s|x,x’,u>°‘) € Fa(Px|u)~
2) (V5|x7u<a, VE ) € Fa(th,_).

s|x,x’,u>e

3) Re [I(Px|uvvs|x,u<°‘) - SLB((S)v I(Px\uvvs|x,u<0<) - SUB(5)]~

Proof. (of Claim 9) Let VS‘X)USQ be any distribution satisfying (17). The first claim that (Vslx7uéa, sixx/u=e) € Fo(Pylu)
follows from the fact that R € [I(Pxju, Vsjx,u<e) — 88(0), I (Pxjus Vsjx,use) — sus(d)] and thus cost([ Py Vsjx,u<e]s<e) <
cost([ PxjuVs|x,u<eJs<o) (here we use the nature of \s). A similar analysis holds for the second claim, (V g/« y=<e, VSTX)X/MM) €
Fo(Pxju), with the additional observation that as a < a* we have I(Pxjy, VSTXMSQ) < I(Pyju, VsTx,u@*) € [R+sw(d), R+
s1e(9)]-

Finally, the third claim follows from standard convexity arguments coupled by our assumption that there exists a zero-
cost state sp € S and a one-to-one mapping ¢ : ) — A for which for every z, Wy« s(¢(z)|z,s0) = 1. More formally,

consider Vs(‘i)_u@ for which for every z and u < «, Vs(li)u@(sdx,u) = 1. Tt holds that cost([Px‘uVs(‘i)_u@]s@) = 0, and
that 1(Pyu, Vs(‘i)_u@) = I(Pxpu, Vsjx,use) = R + sys(0). Assume in contradiction that for every Vs|x7u<a satisfying (17) it

holds that R ¢ [I(Pxju, Vgjx,u<e) — s18(6), I (Pxjus Vsjx,u<e) — sus(d)] or equivalently that R > I(ngu,Vs‘x,u@) — sup(9).
= /\Vs|x,u<ﬂ + (1 — /\)V(O

s|x,us®

Consider one such Vg y<o and define the convex combination Va2

s|x,use for an arbitrarily

small X\ > 0. From the linear nature of our cost function, it follows that cost([Px|uVSTx)u@]S<a) < cost([PyuVsjx,u<e]s<)

with equality only if cost([PyjyV sjx,uzeJs<e) = 0.

For cost([PejuVs|x,u<als<e) > 0, we have that cost([Px‘uVs"\x_’u@]sga) < cost([PxjuVs|x,ue]s<e). Moreover, from
the conti_nuity of I(Px|u,Vs)|‘x7u@) (in \), for sufficiently small i > 0 we have that R > I(Px_‘u,Vs‘x,u@) — syg(0) =
I(Pxju, Vsjx,u<e) — s1e(d) in contradiction to the definition of Vjx y<a in (17). If cost([PxjuVsjx,u<e]s<e) = 0, again
from the continuity of I(Pyy, V2 ) (in A), there exists a A € (0,1) for which R = I(Pyu, Vg, y=a) — sus(d) €

s|x,us®
[ (Px|us Vs’l\xméa) — s18(9), I (Pxju, Vs)l‘xméa) — sy(9)], inplying that VS"\x)u@ satisfies (17) and can be used to conclude

the assertion. O
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Using Claim 9 and recalling that R € Rs we conclude that there exists u € &/~ such that (1/'5|x7x/7u>a:u, VSTX ouroey) & Vs.
However, this latter fact is in contradiction with the definition of V_* and Vg|x x/ u>«- In particular, we have for u = u

s|x,x’, u>e

that:
V(,T, x/, y)7 T£(1b),£/(u)7g(u) (LL', LL'/, y) = Z Px,x’\u:u(‘ru ‘T,)VvsTxyx',u>ﬂ:u(s|x7 x/)Wy\x,s(ylxa S),
seS
V(.’II, xlu S, y)7 Tg(u)_g’(u)_ﬂ(u) (‘Tu xlv y) = Z Px,x/|u:u($/7 :E)‘/s\x,x/,u>°‘:u(8|x/7 :I:)Wy\x.,s(mwlu S)-
seS

In addition, by the assumption that Claim 6 holds, we have that

— X2
Tz(u) zw T Px,x’\u:u € Asx‘“(é) (Px|u:u)'

=(m,ru)

Moreover, from our code design, we have for = for which Pyj,—,(x) = 0 we have for any 2’ that Py x/ju—,(2,2") = 0. This
implies that

V(Ia I,)v |Px,x’|u:u(x7x/) - Px|u:u(x)Px\u:u(x/)| < Sx|u(5) ’ ]-Px‘u:u(;v)#o ’ ]-Px‘uzu(m')#o
Now, the above implies that
V(,T, x/, y)7 Px,x/|u:u(x7 LL'/) Z ‘/;Tx,x/,u>ﬂ:u(s|x7 x/)Wy\x,s(ylxa S) = Px,x/\u:u(‘rla JJ) Z ‘/;|x,x’,u>a:u(s/|x/u ‘T)Wy|x,s(y|$,7 S)
seS seS
and thus V(z,2’,y) for which Pyjy—,(2) # 0 and Pyjy—,(z") # 0:

28,414(9)
e oz (817, ) Wy s (Y], 5) — Z Vajx,x umo—u (82, 2) Wy x s (y]2', 5)| < P (:;;‘IUD @)
seS seS x|lu=u x|lu=u
In contradiction o (V| s/ u>e=u; VsTx uroy) £ V5 as 0 = 20:2(0) 26242(0) where the denominator-minimization

s (8)? Z min, {PZ,_, (2)}
is taken over x for which Pyjy—, () # 0. This concludes our proof.
O

VI. CONVERSE
To prove Theorem 2 it suffices to prove the following theorem.

Theorem 10. Ler (X, S,V Ax, As, Wy‘x)s) be a causal channel satisfying Items 1 to 4 in Section III-B. For any 6 > 0, K >
21%\2(\ + (|X|2+1) and any code C < X" satisfying

1) C is equipped with an encoder-decoder pair (Enc, Dec) € A(X™| M) x A(M|Y™) (both potentially stochastic);
2) Ty € Ax for every z € C;

3) R(C) =2 Ckys+4,

the average error probability is at least
sup Pe avg (Enc, Dec, Jam) > f(6)
Jam

Jor some f(8) > 0 such that f(0) 220, 0. The supremum above is taken over all feasible causal jamming strategies as per

Definition 3. The rate bound UKJ; is defined (for general P,) as follows:

Cks = ax min I(Px|ua ‘/s|x,u)7

m min
(Puvpx\u)eA(u) XA(X‘Z’{) Vs\x,uE}—sstate(é) (PU7Px\u)
[PuPrju] €Xx

(O‘)(Vs\x,uéa7Vs\x,x’,u>0<))EAXFG,Sstate(5)(P‘“Px\u)
VuEZ/{>°‘, Vs‘x’x/’u>a=uEV

min I(Pusa,Px‘usa, sx,ugo‘)}a

where K1 = N%W, Ky > (‘X‘QH), U™ = {uy, - ur, ), U7 = {v1, -+ 0K, }, Pusa = Unif(USY), Py« € A(UTY),
U=US* LU K = K1 + Ky, Pye A(U) defined as

aPuéa, u6u<a
Pu(u) = > ?
(1 — Oz)Pu>a(u), ueld™
and sgtare(0) = (K1|X||S| + Ka| X |?|S])6.

Remark 2. In the above upper bound, the distribution P, € A({/) may not be uniform. Specifically, though its restriction Py<a
is uniform over /<S¢, the counterpart Py« in the suffix is not necessarily uniform over />“. This is because the latter is
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given by a decomposition of a CP distribution extracted from the code. However, without loss of generality, one can always
fine quantize the alphabet U~% to make P,>« uniform at the cost of increasing |/~“|. The resulting bound will match our
achievability bound (Equation (2)) upon taking 6 — 0 and we therefore have a capacity characterization.

VII. PROOF OF CONVERSE (THEOREM 10)
Let C = X™ be an arbitrary codebook such that T, € A\, for every z € C. Suppose R(C) = R > Cks + J. Let

M := 2"f and M := [M]. Without loss of generality, the (potentially stochastic) encoder associated with C can be assumed
to take the form Enc: M x R — X" for a certain finite alphabet R. The stochastic encoding of a message m € M is
then given by Enc(m,r) € X™ where r ~ Unif(R). See [DILS13] for why the randomness in Enc can be assumed to
come from r ~ Unif(R). Let N := [R]. For notational convenience, we will also use z,, .y to denote Enc(m,r). We use

Pyjm € A(X™|M) to denote the distribution over codewords induced by Enc:
1
P§|m(£|m) =N {r € R : Enc(m,r) = z}|.

Assume also that the decoder associated with C is Dec € A(M|Y™).
Let K > QI%‘X‘ and ¢ := 1/K. Set

Let Sinput (6) = §/2. James examines all chunk-wise approximate constant composition subcodes with a constant fraction of
messages. To find such subcodes, for each Py, € A(X|[K]), James computes

M = {m eM:3ze X",P§|m(g|m)ﬂ{‘T££ — Unif([K]) x ﬁxluHoo < Sinput(5)} > 0}- (18)
Let M’ = | M|, If
> Y Pamam)1{|Tue — Unif(K]) x Bau| < siapu(0)} > el (19)

meM’ zeXn

for some constant ¢ > 0 that depends only on sinput(0), K and |X| (but not on n), then the following subcode

C = {geC:

Tye — Unif([K]) x Pyu| < siapue(®) | 20)
0
will be considered by James. Define also the set R’ of encoder randomness associated with C’ as:
R :={r'eR:3m' € M, Enc(m/,r") e C'}. (21)

Note that, for each subset M’ — M, the associated distribution ﬁx‘u may not be unique and therefore the corresponding

subcode C’ may not be unique. However, by a standard Markov argument, a pair (M’, ﬁx|u) such that Equation (19) holds
for some ¢ > 0 must exist, and therefore there exists at least one subcode C’ which James is looking for.

A. Babble-only attack
Let U := [K] and P, := Unif(!/). James picks a jamming distribution Vyjx,u € Fs_,...(5)(Px|u). James causally observes

z(1),z(2), -+ ,z(n). He samples the jamming symbols in the following way: independently for each 1 < i < n,

s(1) ~ Vajx=z(i),u=u(i)-

B. Babble-and-push attack

1) Division point and jamming distributions: Suppose James is examining a subcode ¢’ < C with composition f’xm €
A(X|[K]) and a message set M’ = M of size M’ such that Equation (19) holds for some constant ¢ > 0.

James picks a € {0,1/K,2/K,---,1}. Let US® := [aK]. Let uS® € (US*)*" be the vectors containing the first an entries
of u € [K]™. Let Py<o := Unif(US®). Let Pyjy<e € A(X[US™) be the natural restrictions of Py, € A(X|[K]), ie.,

~

Pyjuse (zlu) i= Pqu(zlu), VYue Us®.

Since the subcode C’ is chunk-wise constant composition, James can compute the average type Py>o € A(X) of the suffices:

1 ~
Peoi= ——— > Pyuu-
(I-a)K 24,
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Now James finds a distribution ﬁ,gx € CP(Px>«) such that the number (or more precisely the probability mass induced by
the stochastic encoder) of pairs of codewords from C’ whose types are approximately Px x/ i maximized, i.e.,

ﬁx,xf = argmax Z Z Pz\m(£|m)P§\m@/|m/)]l{HTLy — Qxx||, < SCP(5)}=
Qy ' ECP(Py>a) (m,m/)E(ﬁg/) (z,2')e(C’)?

where scp(d) = §/2. Again by a standard Markov-type argument, note that

2, > Pagm(zlm) Py e/ Im')1{

(m,m/)e(ﬂg,) (z,z')e(C’)?

~
TL! - Px,x’

M/
_<sa(d)} > c’< ) > (22)

for some constant ¢’ > 0 independent of n. Suppose that ﬁx)x/ admits a CP decomposition of the following form:

x|v=v;’

KI
Prxr = Y Py(v;) P2
i=1

for a constant K’ < Z1, a time-sharing distribution Py, € A({vy,--- ,vk}) and a conditional distribution Py}, € A(X[{v1, -+ ,vK’}).
We then define the overall time-sharing structure. Define U~ := {vy, -+ ,vx/} and U := US* U™, Let P, € A(U) be
defined as
1K, ueUse
Py(u) = / e
(1 —-a)Py(u), ueld™™

Note that P, is a valid distribution since

ZPu(u)zalf%Jr(l—a) D P =a+(1l-a)=1

ueld velU >

The input distribution Py, € A(X|U) under this time-sharing structure can be defined as follows:

Pyjuse (zlu), uels*

Pyju(w|u) = P o
v (z|u), ueld

For each subcode, James is able to perform the above computation. James examines every chunk-wise (approximate)
constant composition subcode that satisfies Equation (19) for some constant ¢ > 0 (independent of n), and finds o € A
and (Vgjx,u<e, Vajx,x',v) € Fa,sune(8) (Pas Pxju) that minimizes I(Py<a, Pyju<e, Vs|x,u<e ). Finally, James picks the subcode
C’ < C (as per Equation (20)) whose induced minimum mutual information is the minimum among all subcodes under
consideration. Suppose that this C’ is associated with a message set M’ < M (as per Equation (18)) and encoding randomness

R’ < R (as per Equation (21)). By the assumption
R>Ckys+3, (23)

the coding rate R must be larger than the minimum mutual information induced by C’ by at least an additive factor ~ ¢. More
precisely, James can guarantee that

R 2 I(Puéa,Px‘uéa, ‘/Slx7u<o<) + 6/2, (24)

where the RHS is the mutual information computed from the subcode C’, by setting K to be sufficiently large, e.g., K >
(2log | X])/d. Indeed, this follows from the following simple bound: for any u € [K],

1 1 1)
- <= <z
KH(xu) K10g|X| 5

Remark 3. In the suffix, we allow James to ignore the chunk-wise (approximate) constant composition structure of the subcode
C’. In principle, he could have tailored his jamming distribution to Pyju>« (which is the natural restriction of Py, to u €
[K\US®). This will create a two level time-sharing structure in the suffix: the top level being the chunk-wise structure given
by u”?, and the bottom level being the time-sharing structure given by CP distributions in each suffix chunk. However, this
will not have an effective impact on the converse bound we are aiming for. This is because (i) the suffix is symmetrized by
James and hence does not effectively carry positive amount of information, and (i) the chunk-wise composition structure does
not change the zero-rate threshold (i.e., the Plotkin point) of the suffix. Therefore, for simplicity of presentation, we let James
forget the chunk-wise composition of C’ in the suffix and only use the average composition Py>a.

1
El(xu;yu) <

Once James has chosen C’ (and the associated M’ and R'), we will also reveal this particular subcode to Bob. This will
make Bob have access to knowledge that he is not supposed to have in the original model. Under he error probability under
the optimal decoder can cannot increase. Therefore, our lower bound on error probability will continue to hold for Bob without
such knowledge.



17

2) DMC attack in the prefix: In the prefix, James causally observes (1), 2(2), - -+ , z(an). He samples the jamming symbols
in the following way: independently for each 1 <7 < an,

§(Z) ~ ‘/S|x:§(i).,u<°‘:g<0‘(i) .

3) Posterior distribution: Observing 2<% € X", James can compute Bob’s observation y<® = W (2<%, s5%) € Y in the

prefix since he himself designed s<“ € S*" and the channel law is given by a deterministic function W: X x S — ). Given
yS%, he can further compute the posterior distribution of (m,r) € M x R conditioned on y<0‘ In fact, he can compute the
Jomt distribution Py, y) y<a € A((M x R) x Y°") as follows:

s|x,u a s ) .
(m,r), ga((mv )7y< ) m E | | (V‘ < )|x(m )( ) U < (Z))W | s( ( )|I - )(1)7 (Z))) '
(§(1)7“'-,S(a'n,))e$om i=1 y|x,

The conditional distribution Py, r)jy<e can therefore be computed from the above joint distribution. Define then P( m,r)ly<e=y<e

as the restriction of Py pyjy<a—y<o to the subset M' x R':
1

P(’m r)ly<e=y<e o((m,r)) = WP(mﬂr)‘yga:gga((m,r))ll{(m,r) e M x R/} (25)
and Z(y<®) is a normalizing factor
Z(ESQ) = Z P(m r)|ySse=ys« ((mv T))
(m,r)eM’' xR’

Note that P(m r)ly<e=y<e is in fact consistent with Bob’s posterior distribution on (m, r) given his observation y\o‘ since we
assume that Bob knows M’ x R’.
4) Symmetrization in the suffix: James samples (m’,r') € M x R as follows
/ / /
(m ,r ) ~ P(myr)lyéa:yéa

Using this spoofing message-key pair, James computes the encoding Enc(m’,r’) = Ly py € A™. Oftentimes we will write
x’ for simplicity.

Let v™% € (U>*)(1=*)" to be determined below. For each i = an + 1,an + 2,--- ,n, suppose (z(i),x'(i)) = (z,2') for
some (x,2') € X2. Upon observing z(i), James dynamlcally assigns time-sharing symbols to each time index in a greedy

manner. If it happens to be the case that ‘T£>o¢7§/>o¢ — Px,x/ < scp(0), then after i = n, each entry of the time-sharing

sequence v~ % will be assigned values from [K'] so that

|

Ty=o g=o xr=a — Py P2

x|v

< sep(0). (26)
Then James samples s(j) as follows

8(7) ~ Vepxma(i) o =x () u=o =u-
>

If James is not able to assign values to v~ ¢ in a way that is consistent with P, Px®|3, then this indicates that ‘ Ty>o x> — If’x_’x/

scp(0) and he declares an attack failure. ”

If at any time 7 < n in any stage of the attack, James runs out of his jamming budget, i.e., the jamming sequence
(s(1),---,s(4)) already violates the power constraint \s, then he declares an attack failure.

C. Analysis of the babble-only attack

The error analysis of the babble-only attack described in Section VII-A will be completely subsumed by the following
analysis for the babble-and-push attack (described in Section VII-B) by setting o = 1. We therefore omit the analysis of the
former and proceed with that of the latter.

D. Analysis of the babble-and-push attack
Define

& = {(mr)e M xR'}. 27)
Since a message-key pair uniquely specifies a codeword, by Equation (19), we have the following lemma.
Lemma 11. For & defined in Equation (27), it holds that Pr[£y] = ¢ where ¢ > 0 is given by Equation (19).

In the rest of the analysis, we will condition on &, and suppress the notation for conditioning.
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Conditioned on &y, the joint distribution of the triple (m, x,y<®) is given by

1 1 ) ) o . . -

Pm'élga (m, z, y<a) = VA Z sz\m(ﬂm)vslxméa (§(z)|§(z)vﬂ< )Wy\X,S(g(l)|§(l)7§< (z))]l{g € C/} (28)

§<a€$no¢
where
o o
7= (m,r)P:E\/lxR [Q(m,r) eC ] Pr [50] '

W.r.t. the above joint distribution, define

Ay ={yS* e V" : HmlyS* = y=%) = né/4}, & = {y~“ecA}. (29)

We will exhibit a lower bound on the probability of &;, that is, we will show that with at least a constant probability, the
the transmitted message m has a nontrivial amount of residual entropy given the received vector X@‘ in the first stage.

Lemma 12. For &, & defined in Equations (27) and (29), it holds that

1 1
Pr(&i|&] = i log

VN ]
n c

where ¢ > 0 is given by Equation (19).
Proof. By the Data Processing Inequality (Lemma 20),

I(m;y=®) < I(xS%y=?)

N
ad
=
e
E
<
E

< D) nel(x5yE) (30)

= nal (xS%yS*us?). 31)

All information measures involving m, x, X@‘ are computed according to Equation (28). In Equation (30), (x5, yS%) is
distributed according to Py<a y<a € A(X x )) defined as

Px§“7y§°‘ (.’L’, y) = 2 Px|u:u(x)‘/;|x,u:u(s|x)Wy\x,s(y|‘r7 S)'
seS

In Equation (31), the mutual information is evaluated according to Py<o x<o y<a € AUS® x X x Y) defined as

Puga,xsa,yéa (uu ZC, y) = Z
seS

1
pr\u(xlu)‘/ﬂx,u(slxu U)Wy\x,s(mxa S)

Therefore,
1 1
H(m|yS®) = H(m) — I(m;y<®) > nR — log = — nal (xS% yS*us?®) = nd/2 — log —.
= = c c

The first inequality follows since conditioned on &, m is uniformly distributed in M’, and we use the bound |M’| > c2"E.
To see the latter bound, one simply notes that |AM’| is obviously at least the LHS of Equation (19) since the inner summation
(over z) of the LHS is at most 1. The second inequality above follows from the choice of the rate (see Equation (23)) and the
guarantee of the subcode (see Equation (24)).

We now argue that the event £; has a nontrivial probability to happen. This follows from a Markov-type argument.

1
nd/2 — log o< H(mlys®) = Z Pr[yS® = y=¢| H(m|y=* = y=%)
giaeyna
— Z 4 Z Pr [Xéa _ Eéa] H(m|X<oz _ géa)
ySeedr  y<egA
< Pr [51 |(€0] -nR+ (1 —Pr [51 |50]) . n6/4 < Pr [51 |(€0] “n + n6/4
Therefore Pr [&; | £o] = 0/4. O

Let (m’,r’) be the message-key pair that James sampled during the second stage of his attack. For James attack to be
successful, it is required that the spoofing message m’ is different from the Alice’s chosen message m. This will indeed be
the case with a constant probability.
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It was shown in [DJLS13] that as long as the entropy of a source distribution is high, then i.i.d. samples from that distribution
are unlikely to collide.

Lemma 13 ([DJLS13]). Let V be a finite set and P € A(V). Let v1,- - , vy be i.i.d. samples from P. Then

H(P)—1—1logk\" !
log V|

Prflfvivees vl =4 > (

Let
& ={m#m'}, (32)
&y = {) < scp(5)}. 33)

Since conditioned on y<%, m and m’ are i.i.d. according to P(/m )y<e (cf. Equation (25)), Lemma 13 immediately yields

ﬁxx’)

)

Tl?rs,r) 7£(>r:/,r/) -

a lower bound on Pr [52_| Eo N &l
Lemma 14. For &y, &1, &, defined in Equations (27), (29) and (32), respectively, it holds that

nd/2—1—log2 _ 6 1
S
Pri&z[&n &l log M 2 n

We then would like to lower bound Pr [£2 n €3] &y N &1]. To this end, we first recall a useful combinatorial theorem (which
we call the Generalized Plotkin Bound) proved in [WBBJ19]. It concerns a structural property of a generic set of sequences.

Theorem 15 (Generalized Plotkin bound, [WBBJ19]). Let X' be a finite set and Sinput(9),scp(6) > 0 be small constants.
There exists a large constant Npiokin € Z=1 depends on sinput(0), scp(0),|X| but not on n such that for any sufficiently large
n € Zs1 and any set {x, -+ ,x,,} < X" of distinct vectors satisfying

1) HT£ — PXHOO < Sinput(0) for some Px € A(X);

2) M = Npioin,
there must exist 1 <1i # j < M and Px x» € CP(Px) such that

|

We now use Theorem 15 to prove a lower bound on Pr[&2 n &5 &1].
Lemma 16. For &y, &1, &2, E3 defined in Equations (27), (29), (32) and (33), respectively, it holds that

1 <5 1 —l—logN)Nl

N2\2  n

- Px,x/

J

Tli s L

< Scp((s).
0

Pr[82053|50051] =

where N = Npiowin € Zz1 is given by Theorem 15. In particular N depends only on Sinput(9), scp(9),|X|, but not on n.

Proof. Let N € Zx; be a sufficiently large constant to be specified later and (mi,r1),- -, (mpy,ry) be i.i.d. according to
P(’m)r)‘y@:y@. Define
& = {lfmr, - omn}l = N}, &= fmi 2 mgh o {|Tee | ane = Pos| < se(0)]
T JoTi 0
Now, for one thing, we have by the union bound
Pr ls; nJ &jlén 511 SN2Pr[& n &) & n &l (34)
1<i,j<N
For another thing,
Pr [gé N U 51'_’j 80 N 51] =Pr [gé |80 (@) 81] Pr [ U 51'.,3' 50 N 81 ) Eé] =Pr [8& |80 N 81] y (35)
1<ij<N 1<ij<N

where the last equality follows since by the Generalized Plotkin bound (Theorem 15), the event Uf\fj:l &;.; happens with

probability 1 given & n &1 N &}. Specifically, once N is chosen to be larger than Npjowin given by Theorem 15, & implies
the existence of a pair of (distinct) codewords whose joint type is approximately completely positive.
By Lemma 13,

(36)

nd/2 —1 —logN)N_1

PI’[(S‘£|5QH(€1]> ( Tog M
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Therefore, Equations (34) to (36) imply the following lower bound
1 (n6/2—1—1ogN\""" 1 (/6 1+logN\"!
Z Z——=|\lg—— ;
Pr [52 M 53 | 50 M 51] N2 ( 10gM )
as promised in Lemma 16. o

Let

Er={Ts € X} (37)

Lemma 17 (Concentration of jamming cost). For &, &1,&2,E3,Ey defined in Equations (27), (29), (32), (33) and (37),
respectively, it holds that

Prl€s|€onérinéanés]=>1— 6—9(5%).

Proof. Conditioned on £ N & N &, during the symmetrization phase of the attack (Section VII-B4), James is able to
learn a time-sharing sequence v™ € (U/>*)(1=®)™ that is consistent with the completely positive structure of Px «/. That is,

Equation (26) holds. This implies that the cost of the suffix jamming vector s~ is feasible with high probability. Indeed, by
the Chernoff bound (Lemma 21),

e

=Pr [3(1},17,:17’) eU™ x X2,

4]

T§>a‘£ > g 50 N 51 N 52 N 53]

- ‘/s\x,x/,u>a

>a
(m, r)’m(m/ l,/))U

5 ¢
~8

T§>°‘\g(>°‘ v>o (|Ia I,a 1)) - ‘/s\x,x’,u>0‘ (|$, {E/, U)H

>a
m,r) 7£(m/,r/)),

50(\81(\82(\53]

4]
< Z Z Pr [ seleng ) ans v sa(s]x, 2, v) = Vajx xrumo (s|z, 2", v)| > gvs‘x)x/)um(sh, 0| EnE nEn 53]
(v,z,2")EU> > x X2 s€S
§/8)%
< Z 2 exXp <_%npv(U)Px|v(x|U)Px|v(x/|v)‘/sx,x/,u>0‘ (Sl,T, x/, U))
(v,z,2’,8)EU>*x X2 xS
_ 6752(5%).

(38)
Similarly, the jamming cost in the prefix is also bounded with high probability

2 2
Pr ‘ > 0 < Z 2exp | — (9/8) neVsx,use (8o, u) | = e, (39)
0 8 ( 3 ’

u,x,8)EUSEX X XS
By the triangle inequality, Equations (38) and (39) imply

),Ega - ‘/s\x,uso‘

iy (-lu)Ty s<elaly use T Py<a x|use Vs|x,use . < Sinput(5) +46/8 + Sinput(5)5/8 < Sinput((S) +6/4,
(40)
< SCP((S) + 5/8 + Scp((S)(S/s < Scp(5> + 5/4, (41)
w0

with high probability. Note that

TE>QT£>0¢ >, " \””‘TS”\VH‘? e - Py Px‘vv|xx u>o

(m,r)E(m/, )L (m,r) 2

T§ = I:Tﬁéoch(éa )‘uganga‘wftx )7u<a:| B + (1 — Oé) I:Tv>o<T >a
m,r) = = “(m,r)’— s<a

v> CXT§>O(‘:E>CX

e > e .
) (! r’)‘ Zlmr) L) L L>a

Define
P =« [Pu<a x|use s|x,u<ﬂ]sga + (1 — a) [P Px\st\x X/ u>a:|

Equations (40) and (41) further imply

|Ts = P, < US| X|ISI(Ssmput () + 8/4) + U™ (| X[?[S|(scp (0) + 8/4). (42)
Since Ps € intg,,, (5)(As) and Sstate(d) Was set to be larger than the RHS of Equation (42), we have T € As with probability
1— e=25°) by the triangle inequality. O

Lemma 18 (Lower bound on error probability). For any code with a (potentially stochastic) encoder-decoder pair (Enc, Dec)
and the babble-and-push attack Jam described in Section VII-B, the average error probability defined in Equation (1) is lower
bounded as follows:

c (6 1 1 1 (6 14+logN\"" n
Peﬁvg(Enc,DeC,Jam) = 5 . (Z — ElOg E) . m (5 — T) (1 —e (5 )> N



where ¢ > 0 is given by Equation (19) and N = Npiokin € Z=1 is given by Theorem 15, both independent of n.
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Proof. Since conditioned on y<®, (m,r’) and (m’,r’) are i.i.d. (more specifically, independent and both following the posterior

distribution P(’

m)r)‘zga:y@), we have

Py<o (), (v ar) U= (m,7), (M 1)) =Py=e (=) Plano) (v <o (0, 7), (m0', 1) [y=)
=Py<a(ys ) (’m,r)\f«x((m T)|y<a)P(mr yy=e (M, 7)[y=)
=Py <o (y=*) P ), (m,1) [y=e (M, 1), (1) [y =)

:Pz\ay(mlyr/)_’(m_’r) (y=*, (m,r), (m',r")).

We also claim that conditioned on &y N &1 N E3 N E3,

Py>ajy<e (mr),(m' ) = Py>ejy<e (m/ ), (m,r)-

To see this, by Bayes’ theorem,

Py=ajy<a,(mr),(mr) = Py>o (m,0),(m0)ly=e/ Plm,e), (o o) [y <o

(43)

(44)

(45)

The distribution in the denominator, as we just argued (Equation (43)), is conditionally exchangeable. For the numerator, we

have

P,

y=,(m,r),(m’,r')|y=<

—F <mr|y<< Y= Pl oy (1)l =)
Vapot e (800 (D, 2 ) (0,07 (D) Wogpe s (00 2,10 5(0))
568"1 om,+1
P(m r) (( )| ) (m, r)\y((m/5 ,,,/)|£<a)

1y (Vapeow e (SOI2my (D 2y (1), 27 (0) W s (D120, (), 56) )

i=an+1 s(i)eS
=P{mr)|y((m Y= ") Pl oy (M 1)y =)
1_[ Z <V|xx ,u~e ( )|x(m r')( ) g(m,r)(i)vy>a(i))wy\x S( ( )|I(m r')( ) S(Z)))
i=an+1 s(i)eS

= Py=a (mr),(m' 2 y<e (y=e, (m',r"), (m, r)|g<o‘)

o(y”™e, (m,r), (m',r")|y
<

(46)

(47)

where Equation (46) follows since Vjix x/ u>« € V (cf. Definition 10) and therefore satisfies the symmetrization equation.

Combining Equations (43), (45) and (47) proves Equation (44).
Now, consider the joint distribution of (y, (m,r), (m’,r’)) given & N & N & N &3.

P,

Y, (m,r),(m’,r') = Ly<ey>e (m,r),(m’r)

= Py<o (mr),(m' ) Py>o|y=<e (mr),(m' v

<<

= Py<o (mr),(m,r) Py>oly=<e (m/ ), (m,r)

‘<

= Py (m/ 1), (m,r)-

Define Qy, (m,r),(m’,r/) as a truncated version of Py (m r) (/) in Which y results only from feasible s. Specifically,

Qy,(mr (m’, ’)( (m T) (m, ’f‘,))

sagSaon i=1

Z [T [V (57 0 02y (0527 ) Wiy (57 0 (0, 570 e

s>agSl-a)nj=an+l

We also define Q (m,r),(m’,r) as the same expression as Equation (48) with 1¢, replaced with 1¢¢. Note that

Qz,(m,r),(m/,r’) = Pz,(m,r),(m’,r/) - Qz,(m,r),(m’,r’)'

2 [T [Vaermee (552 Oy 1.5 )Wy (D 9. 555)]| Py ()%

“)

(48)
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Suppose Dec: " — [M] is the (potentially stochastic) decoder associated with C. Let Pgj, denote the conditional
distribution induced by Dec. Then -

Ps ave (Enc, Dec, Jam) = D Qyim) ) @ (myr), (M) 17) D Py (]y)
(mxr)v(m/vT/)vy m#m
> Z (sz(mm),(m,r/)(gv (m,r), (m’,7")) —@X,(m,r),(m,w)(ya (m7T)7(m/7r,))> Tegnenernes Z Py (M]y)
(mvT))(m/)T/))y m#m

= Z Py,(m,r),(m,r’)(ga (ma T)a (m/a T/))]l&)f\glf\52ﬁ53 Z Pﬁ\!(ﬁ”g)

(m,r),(m/,r"),y m#m
- Z @X,(m,r),(m,r’) (yv (m7 T)v (m/v T/))]lfoﬁ& nE2n&s Z Pﬁlz(mly)'
(mxr)v(m/xrl)vy m#m

The second term can be upper bounded as follows:

Z Qz,(m,r),(m,r/) (gv (m7 T)v (m/a T/))ﬂ5of\51f\52ﬁ53 Z Pﬁ|z(ﬁ7’|£)

(m,r),(m/,r")y m#m

< Z @X,(m,r),(m,r’)(gv (mv r), (mlv T/))]lfoﬁ& nE2n&s

(m,r),(m’, "),y
=Pr[€oné&1nén&n &l
= Pr[é'o ﬂ(‘:l ﬂ(‘:Q ﬁgg]PI‘[540|50 ﬂ(‘:l ﬁgg ﬁgg].

For the first term, we have

PX,(m,r),(m,r/)(y (m7 T)v (m/v r,))]lgom&m‘,‘gmgg Z Pﬁ&(ﬁl@)

() (), .
= Z Py,(m,r),(m,r’)(ga (m’, ’I”/), (m, T))]lgor\£1ﬁ$2r\£3 Z Pfﬁ\x(ﬁﬂg)
(m,)rl)v(mxr)vy m#m/’
= Z Px,(m,r),(m,r’)(ga (m, ’f‘), (mla T/))]lé'omé'lmé'gmé'g Z Pﬁ\z(ﬁﬂg)
(mxr)v(m/vT/)vy m#£m/
Therefore,
2 Z va(mm)q(mﬁr’)(gv (m7 ’f‘), (m/7 T/))]lgoﬁgl NE2NE3 Z Pﬁ\!(ﬁﬂg)
(m,r),(m/,r')y m#m

= Z Pz,(m,r),(m,r’)(gv (m,T), (mlvrl))ﬂ5of\51f\52f\53 ( Z Pﬁlz(m@) + Z Pﬁly(ﬁ”g)) . (49)

(mxr)v(m,vT,)vy 'r/ﬁ;ﬁm ﬁ#m/
Note that
1 Pay(ly) + ) Pay(@ly) = Y Pay (Mly) (L{m # m} + 1{m # m'})

’ ’ >H71?iln{]l{ﬁ17ém}+]l{ﬁ17ém’}}
— 1{m £ m'}. (50)
Substituting Equation (50) into Equation (49), we get
2( )(Z ) Py (e mey (@ (M, 1), (7 )y ney nganes Y, Paapy(Mly)
m,r),(m/,r),y itm

= Z Pz,(m,r),(m,r/)(ga (m7 T), (m/, r,))]lé'omglmé'gmf,'g]l{m #* m,}
(m,r),(m’ 1),y
= DU Py @ (my1), (7)) legng, ngsnes (51

(m,r),(m’, ")y

ZPI‘[(C;()ﬁgl ﬂEQﬂgg].

In Equation (51), we remove 1{m s m’} since the event coincides with ;. Finally, the overall error probability is at least

1
P, avg(Enc, Dec, Jam) > B Pr€oné&né&n&s] —Priéoné n&an&)Pr&f| &y n & n & n s
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1
> 5 Prlon &0 & n &) (1 _9. e—n(m))
1
-3 Pr[E] Pr[&1] & Pr[€z n & | & m &r] (1 - 670(52")>
N-1
;f.é.i 9 1l+logN _(17679(5%)).
2 4 N2\2 n
This finishes the proof of Lemma 18. O

APPENDIX A
BASIC TOOLS

We recall some useful facts.

Lemma 19 (Markov). If X is a nonnegative random variable with mean B [X] then for any a > 0 we have Pr[X = a] <
E[X]/a.

Lemma 20 (Data processing). If X — Y — Z is a Markov chain, then I(X;Z) < I(X;Y).

Lemma 21 (Chernoff). Let X1,---,X,, be independent {0,1}-valued random variables and S = Z?:l X;. Then for any
de[0,1],

Pr[|S — E[S]| > 6E[S]] < 2exp (—%E [S]) .
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