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Abstract

Blind quantum computation (BQC) allows a client with limited quantum power
to delegate his quantum computational task to a powerful server and still keep
his input, output, and algorithm private. There are mainly two kinds of models
about BQC, namely circuit-based and measurement-based models. In addition, a
hybrid model called ancilla-driven universal blind quantum computing (ADBQC)
was proposed by combining the properties of both circuit-based and
measurement-based models, where all unitary operations on the register qubits
can be realized with the aid of single ancillae coupled to the register qubits.
However, in the ADBQC model, the quantum capability of the client is strictly
limited to preparing single qubits. If a client can only perform single-qubit
measurements or a few simple quantum gates, he may also want to delegate his
computation to a remote server via ADBQC. This paper solves the problem and
extends the existing model by proposing two types of ADBQC protocols for
clients with different quantum capabilities, such as performing single-qubit
measurements or single-qubit gates. Furthermore, in the proposed two ADBQC
protocols, clients can detect whether servers are honest or not with a high
probability by using corresponding verifiable techniques.

Keywords: Blind quantum computation; Verifiable blind quantum computation;
Ancilla-driven quantum computation; Quantum entanglement

1 Introduction

The implementation of quantum computing is generally based on circuit-based
model [1-3] and measurement-based model [4-12]. In the circuit-based model, quan-
tum computing is realized by directly acting single-qubit or multi-qubit gates on
the qubits in quantum registers. In contrast, the measurement-based model is im-
plemented by performing adaptive single-qubit measurements on a highly entangled
resource state. Since the two models can simulate each other, they are computation-
ally equivalent. Fach model has its own advantages and disadvantages and which
one is chosen mainly depends on the physical system and the quantum devices of
the user.

In 2010, a mixture of the two models, called ancilla-driven quantum computation
(ADQC), was proposed by Anders et al. [13], where qubits are stored in quantum
registers like the circuit-based model, whereas the operations on the register are
performed by measuring an ancilla attached to the register in different bases simi-
lar to the measurement-based model. The main feature of ADQC is that the ancilla
qubit is coupled to various qubits of register through a fixed two-qubit entangle-
ment operator (H ® H)CZ, and only the ancilla qubit is initialized and measured.
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Due to the entanglement effect of the register and ancilla, arbitrary quantum opera-
tions on qubits of the register can be realized by performing suitable measurements
on the ancilla. ADQC has excellent advantages in some physical systems where
register qubits with long decoherence time are difficult to operate, while relatively
short-lived ancilla qubits are easier to control and can be prepared and measured
quickly, such as neutral atoms in optical lattices [14], cavity QED superconducting
qubits [15], and aluminum ions in optics [16,17]. Besides, ADQC can simulate any
positive operator valued measurement (POVM) on register qubits by accessing a
fully controlled ancilla which is attached to the register sequentially. Therefore, it
is also useful for experimental systems where their measurements would destroy
physical qubits, such as photonic systems.

Although quantum computation has been extensively studied, the physical real-
ization of it is still very challenging. Even if quantum computers become available,
they are likely to be owned by only a handful of centers around the world much like
today’s supercomputer rental system. Clients who want to utilize these quantum
resources can only delegate their computational tasks to the organizations that own
quantum computers. The burdens of clients are greatly reduced in such a delegated
quantum computing model, but their privacy is seriously threatened. Fortunately,
some quantum cryptographic techniques, such as quantum key distribution [18,19],
quantum identity authentication [20,21], and quantum secret sharing [22], can be
utilized to protect the privacy of clients.

Blind quantum computation (BQC) as a combination of quantum computation
and quantum cryptography is a kind of delegated quantum computing that can
protect private data of clients. It allows a client who only has some simple quantum
devices to delegate quantum computing tasks to a powerful quantum server, while
keeping the data of the client including input, output, and algorithm hidden from the
server. The first BQC protocol was proposed by Childs based on the circuit model
[23], where the client Alice must possess quantum memory, prepare |0), and have the
ability to perform SW AP gates. Broadbent, Fitzsimons, and Kashefi proposed the
first universal BQC protocol (known as the BFK protocol) [24], in which the client
only needs to prepare single-qubit states and does not require quantum memory
and the ability to perform complex quantum gates. Then Morimae et al. proposed
another BQC model [8] in which the client only makes measurements, as in some
experimental settings such as quantum optical systems, the measurement of a qubit
is much easier than generating a single-qubit state. Since then, a series of BQC
protocols were proposed based on these two protocols [25-35] and a few proof-of-
principle experiments were demonstrated in photonic systems [36,37]. Recently, Li
et al. proposed a new model of BQC where a client only needs to perform several
single-qubit gates [38] and it provides a new research path for BQC.

An ancilla-driven blind quantum computing (ADBQC) protocol was proposed by
applying the BQC technology to the ADQC model [39], which realized the ADQC
in the way of delegated quantum computing for the first time. After that, another
ADQC protocol without performing measurements was proposed to further enrich
the field of ADQC [40]. In ADBQC, it is implemented in a very monolithic way,
and clients should generate various single qubits. In fact, it is unrealistic that all
users have the same quantum ablitity. As mentioned above, BQC mainly deals with
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three types of clients. Therefore, it is also necessary to design ADBQC protocols
suitable for various clients with different quantum capability, such as performing
single-qubit measurements or gates. This paper extends the existing ADBQC model
by proposing two ADBQC protocols for another two kinds of clients who only have
the ability to perform single-qubit measurements or gates. Moreover, the proposed
ADBQC protocols can be verifiable, as clients can easily verify whether the server
deviates from the calculation by introducing the trap qubit technology.

The rest of this paper is organized as follows. Section 2 describes the preliminaries,
including basic notations and structure of the circuit gadgets needed to realize
ADBQC. In section 3, we briefly review a typical ADBQC protocol for the users
who prepare single-qubit states [39]. Section 4 presents two ADBQC protocols for
another two types of users and analyzes the security and the verifiability of them.
The last section gives a conclusion of this paper.

2 Preliminaries

In this section, we give a brief introduction to ADBQC. A more detailed description
is available in [13,39,41]. There are two types of qubits in ADBQC: register qubit
and ancilla qubit. The role of ancilla qubit is to indirectly control the evolution of the
register qubit by performing operations such as single-qubit gates and single-qubit
measurements on the ancilla qubit after establishing the entanglement between the
ancilla and register qubits. We first review the notations and unitary matrices used
in a typical ADBQC protocol [39], then present the structure of circuit gadgets
which can be used to simulate HRz(0) and C'Z gates. By combining these gadgets,
ADQC can be realized blindly in the form of delegated computation. In addition,
we refer to the client as Alice and the server as Bob for simplicity.

2.1 Review of ADBQC in Ref. [41]

Let the notation {|+)} denote X basis measurement and {|0),|1)} denote Z basis
measurement. Measurement outcome is represented by S; € {0,1} associated with
+ and the subscript ¢ of s means the i-th measurement. Set the state |+q,,) =
c0s(%)]0) + e sin($)[1), the state [—q,,) = cos($)[0) — e sin($)[1), the rotation

operator about the z axe Rx(#) = 6_1'62)(7 and the rotation operator about the z

axe Rz(f) = e="% . And the Pauli matrices are defined as

X:[O 1],5/:[9 —i]z: 1 0] O
10 i 0

0 -1
ADBQC is performed with the help of different single ancillae, on which single-

qubits measurements and 2-qubit entangle operators E '4r determined by the AD-
BQC scheme chosen by Bob and the computation progress are carried out, where
Ear = (H® H)CZ or CZ(H ® H). An ancilla |[++,5) is coupled to register
qubits with E4r and then is measured in certain basis {|£0,6)}. The back-ation
of this measurement on the register qubit can be described by a Kraus operator
Ky =a (+0.4|Earl+s)a [42], and PE=tr(K5TKL) are the probabilities of ob-
taining measurement outcomes + or —.

Arbitrary single-qubit gates together with the CNOT gate form the universal
set of gates for quantum computation. Two ways are used in ADBQC to carry
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out arbitrary single-qubit gates, one using H Rz () and the other using Rx (f) and
Rz(0), as any unitary operation U can be decomposed as follows:

U=¢e“HRz(0)HRz(B)HRz(v)HRz(§) = e “Rz(B)Rx(7)Rz(6), (2)

where «, 8, v, and ¢ are real numbers. The matrix of HRz(0), Rz(0) and Rx(0)

are presented below.

HRZ(e)z\}éll ¢ ],32(9):[1 00]

. .9

COS35 —181M 5

— 2 2
Rx(9) = p p
-8y COoS3

2.2 Circuit gadgets of ADBQC

Here we only describes the circuit gadgets for implementing the CZ gate and
HRz(0), while gadgets for achieving Rx(0) and Rz(#) are similar. More details
can be found in Ref. [39].

T
"
~
>
=3
~
>
|
#

Figure 1 Schematic structure of a gadget used to achieve the operator HRz(6'), where
subscripts R and A indicate the register and ancilla qubit, respectively. The state of each ancilla
qubit is uniformly and randomly initialized as |i%%> by Alice and then it is sent to Bob. 6§’ is the

rotation angle that Alice actually wants to perform in her computation, where
6’ = —0 — (—1)51+. Alice sends 0 to Bob through the classical channel.

0),

n] 10)e[HH), \0>A (2= ®1)kczly),

Figure 2 Schematic structure of a gadget used to achieve the C'Z gate. The subscript A stands
for ancilla qubits and the subscript R stands for register qubits.

In the ADBQC model, a circuit is constructed by Bob and Alice layer-by-layer
to execute ADBQC as shown in Fig. 4(a). Actually, universal BQC can be realized
by simulating arbitrary one or two-qubit gates using the universal gate pattern as
shown in Fig. 4(b). The universal gate pattern consists of HRz(6) and CZ gates

Page 4 of 14



Dai et al.

— HR,(6,)— HR,(8,) HR, (6;) — HR, (6,)

— HR, (6,) — HR,(6,) HR, (6,)— HR, ()

Figure 3 Schematic structure of a circuit diagram which can be used to simulate the CNOT gate
and arbitrary single-qubit gates. The operator HRz(6) in each rectangular box in this circuit
diagram is simulated by the gadget in Fig. 1, and the C'Z operator is implemented by the
simulation in Fig. 2.

(@). Universal gate pattern

=

(b). a gate pattern

Figure 4 (Color online) Universal gate pattern. The circuit used to achieve ADBQC is presented
here, and the internal circuit in the blue rectangle is shown in Fig.3. The part framed by the
dashed line is the output quantum state.

and whether it simulates a one or two-qubit gate is determined by the angle 6 in
each HRz(6). Thus, universal ADBQC can be achieved by using the gadgets in
Fig. 1 and Fig. 2 to implement HRz(0) and the CZ gates.

3 Review of Sueki et al.’s ADBQC protocol [39]

The ADBQC protocol proposed by Sueki et al. [39] is briefly reviewed in this part.
In this protocol, Alice who can only generate single-qubit states can perform ADQC
with the help of server Bob while keeping Alice’s privacy including input, output,
and algorithm perfectly secret.

Assume the client Alice needs to choose an appropriate circuit gadget to im-
plement computation on register qubits. If Alice wants to execute the operation
HRz(0), she needs to prepare and send ancilla |+, =) or |-, =) to Bob with equal
probabilities, where ~y is chosen randomly by Alice. Then, according to the measure-
ment result sent by Bob, Alice will update the selection of the next measurement
angle. However, if Alice needs to achieve the C'Z gate, she only needs to receive the
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classical measurement 5/1 from Bob. The specific steps can be briefly described as
follows.

(T1) Resource preparation phase: The circuit scale N x M required to execute
ADBQC is predetermined by Alice and Bob before the protocol as shown in Fig. 4
(a), where N is the number of register qubits and M is the depth of the algorithm
Alice wants to execute. All the register qubits are initialized in |0).

(T2) Calculation phase: For every gate pattern in Fig. 4 (b), it is composed of
the CZ operator and HRy(0) operator. The C'Z operation is completed by Bob
according to the calculation progress, and Bob only needs to inform Alice of the
measurement results 57 through the classic channel. The realization of the H Rz (6)
operator requires mutual interaction between Alice and Bob and the following four
steps:

(1) Alice chooses an ancilla parameter v randomly and secretly and then sends one
of the ancilla qubits {|+, z),|—+,z)} to Bob. Bob couples the ancilla to a register
qubit and then measures it in Z basis. After performing the measurement on the
ancilla, Bob sends the outcome s; to Alice.

(2) Bob prepares |0) as an ancilla and couples it to the register qubit via the
two-qubit unitary (H ® H)CZ. The purpose of this step is to generate the H gate
on the register qubit to offset the redundant H gate generated in the previous step.

(3) Alice calculates § = —0 — (—1)5'(y + r7) with a random bit r € {0,1} and
sends 6 to Bob through a classic channel, where 6’ is the actual rotation angle in the
computation. Because Bob does not know the value of -, he cannot deduce the real
calculated angle through 6. Bob couples the ancilla |+) to the register qubit and
measures the coupled ancilla in {|+= g),|—= 4)}. Then Bob sends the measurement
result Sy to Alice.

(4) Alice updates the value of 6" to correct Pauli by-products from the measure-
ments Sy and S; by the method similar to that used in MBQC [24].

(T3) Output phase: At the end of the protocol, Alice will instruct Bob to apply
appropriate measurement on each output qubit. Since the output quantum states
are encrypted by Pauli-X and Z gates, Bob cannot obtain Alice’s actual output from
the measurements. Alice simply chooses whether to flip the classical measurement
results or not according to the Pauli by-products related to each output qubit. If
Bob is honest, Alice will get the correct calculation.

In the reviewed ADBQC protocol [39], only clients with the ability to prepare
single quantum states can perform ADBQC. This limits the opportunity for clients
with only other fundamental quantum capabilities to participate in ADBQC. Fur-
thermore, the protocol lacks verifiability and Bob could easily mess up the compu-
tation to cheat Alice.

4 The Presented ADBQC protocols

This section extends the existing ADBQC model for users who prepare single-qubit
states in Ref. [39] by proposing two ADBQC protocols, called Protocol 1 and Pro-
tocol 2, for another two types of users. The proposed protocols both consist of three
parts: the resource preparation phase, the computation phase, and the verification
phase, where the steps in the resource preparation phase and the verification phase
are similar, but the HRz(0) is implemented in a different way in the computation
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phase. Each of these protocols has a different minimum quantum capability require-
ment for the client, such as performing single-qubit measurements in Protocol 1 and
performing some single-qubit gates in Protocol 2. In addition, to satisfy verifiability,
we must perform measurements directly on the output register qubits rather than
using the ADBQC to simulate POVM. Through the trap checking, Alice can verify
the computation result with a high probability.

4.1 The Presented ADBQC protocols in which Alice only makes measurements

In Protocol 1, Alice who only has the ability to perform Pauli- X, Y, and Z basis
measurements wants to perform ADQC on register qubits with the help of Bob
while keeping her own data hidden. The detailed steps of Protocol 1 are given as
follows.

(Q1) Resource preparation phase: The circuit size N x M is determined by Alice
and Bob before starting the protocol, where N is the number of register qubits
and M is the depth of the algorithm Alice wants to execute. All the register qubits
are initialized in |0). Alice chooses 2N/3 as the number of trap qubits, which is
optimal [31].

(Q2) Calculation phase: The gate pattern shown in Fig. 3 is used to perform
ADBQC in this protocol. The gate pattern is composed of the C'Z gate and H Rz ().

For the simulation of the CZ gate in each gate pattern in Fig. 2, the operations
are the same as the reviewed Sueki et al.’s protocol. Bob should send the first
measurement result S to Alice for removing the Pauli by-products.

For the simulation of the operation HRyz(#) in each gate pattern in Fig. 5, two
sets A = {0, %’r, ‘%, %’T} and B = {7, 3{, %”, %’T} are defined. If the measurement
angle that Alice needs to perform according to her algorithm is in set A, Alice and
Bob follow the steps of case a. Otherwise, they turn to the case b.

case a: (1) Bob prepares the Bell state %(|00> + |11)) and sends half of it to
Alice, keeping the remaining particle as the ancilla. (2) Alice performs an X-basis
measurement on the particle sent by Bob. After her measurement, Bob has the state
Z%+), where a € {0,1} is Alice’s measurement result. (3) Bob couples the ancilla
to the register qubit using the 2-qubit operator (H ® H)CZ and then performs
the Rz (%) gate on the coupled ancilla. Later, it is sent to Alice through quantum
channel. (4)Alice performs the X or Y-basis measurement on the ancilla according
to her algorithm. (5) Bob prepares |0) and performs the coupling operator (H ®
H)CZ on |0) and the register qubit. (6) Bob prepares Bell state %(\00) + |11))
again, sends Alice half of it and keeps the other particle as the ancilla. (7) Alice
measures the particle sent by Bob in the Z basis. After her measurement, Bob has
the state X°|0), where b € {0, 1} is Alice’s measurement result. (8) Bob performs the
2-qubit gate (H @ H)CZ on the ancilla and register qubit, then sends the ancilla to
Alice. (9) Alice discards the ancilla sent by Bob directly. At last, Alice implements
the operation Z%1 XSt HRz(—(—1)%0).

case b: (1) Bob prepares the Bell state %(|00) + |11)) and sends one of two
qubits to Alice while keeping the remaining one as the ancilla. (2) Different from
that in case a, Alice performs an Z-basis measurement on the particle sent by Bob
here. According to Alice measurement result a € {0,1}, Bob has the state X|0).
(3) Bob performs the 2-qubit gate (H ® H)CZ on the ancilla and register qubits,
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then performs the gate Rz (%) on the ancilla. Later, Bob sends it to Alice via the
quantum channel. (4) Alice discards the ancilla sent by Bob. (5) Bob prepares |0)
and performs the coupling operator (H ® H)CZ on the register qubit and |0). (6)
Bob prepares the Bell state %(|00> +]11)) again, sends Alice half of it and keeps
the other particle as ancilla. (7) Alice measures the particle sent by Bob in the X
basis. After her measurement, Bob has the state Z°|+), where b € {0,1} is Alice’s
measurement result. (8) Bob couples the ancilla to the register qubit using the
(H ® H)CZ gate and sends the coupled ancilla to Alice. (9) Alice measures the
ancilla sent by Bob in the X or Y basis according to the algorithm. By these steps,
Alice achieves the operation X5 +5° HR,(—(—1)51 (6 — )

(Q3) verification phase: Assume the output state after Q2 is 04 P|¥) = o P(|{)r®
\0)?1\[/3 ® |+>£®N/3), where 0, = @, X7 Z7 with x; and z; € {0,1} are Pauli by-
products similar to the measurement-based quantum computation [24], P is an
N-qubit permutation, and |¢), is a quantum state of N/3 qubits, consisting of |+),
|0), and |1). We denote the qubits with subscript r are the actual output qubits and
the qubits with subscript ¢ are trap qubits. Bob sends qubits of state o,P|¥) to
Alice one by one. Alice measures the qubits in X or Z bases. If the error rate of the
trap qubits is acceptable, Alice accepts the results of these computational register

qubits. Otherwise, she rejects them.

Z9XSHR, (~(-1)" 0)
‘W>R I._E L E'_{XS“S"HRZ [,(,1)5 [,9,5)]
4
] @ O -m
27/ a /
/

| Bell state X or Y - basis measurement ‘\ Bell state X orY - basis measurement
! ‘O or discard \ or discard
X or Z- basis measurement X or Z- basis measurement

Figure 5 Schematic diagram of achieving the operation HRz () in Protocol 1, where angle 6 is
restricted to A = {0, %T", %", %"}. The implementation of each HRz(0) operation requires the
participation of two ancillary qubits. Each ancilla is produced by Alice’s X or Z-basis

measurement on half of the Bell state %(\00) + |11)). In addition, Alice needs to perform X or

Y-basis measurements on the ancillary qubits that have been manipulated by Bob to drive the
computation on register qubits. Real number S; denotes the i-th measurement result.

Security analysis. The blindness and verifiability of Protocol 1 are analysed.
Furthermore, blindness is divided into algorithmic blindness, input blindness, and
output blindness.

Algorithm blindness of Protocol 1. In protocol 1, there is only one-way transmission
of information from Bob to Alice, Thus Alice’s privacy is guaranteed by the no-
signaling principle [43]. Let A be the random variable representing the angle of
Alice’s measurement. Let B be the random variable representing the type of POVM
performed by Bob, and Mp is a random variable representing the outcome of Bob’s
POVM. Let T be the random variable that Bob sends to Alice and it represents

the measurement result when simulating the C'Z gate. Because of the no-signaling
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principle,
P(Mg=mp|A=a,B=0b)=P(Mg=mp|A=d,B=0), (4)

for all Mg, a, a’, and b. From Bayes’ theorem, there is the relationship between
probabilities,

P(A:a|B:b,MB :mB,T:t)
P(Mp=mp,A=a,B=0b,T =1)
T P(B=0bMs=mp,T =1t
P(MB :mB,A:a,B:b)P(T:t)
T P(B=bMg=mp,T =1
 P(Mp =mp|lA=a,B=bP(A=a,B=0bPT =) (5)
P(B=b,Mp =mg,T =1)
P(Mp =mp|A=d ,B=bP(A=a,B=0)P(T =t)
- P(B=0b,Mp =mgp,T = 1)
=P(A=d |B=bMg=mp, T =t).

This means the conditional probability distribution of Alice’s computational an-
gles is equal to its priori probability distribution. So Bob cannot learn anything
about Alice’s measurement angles, the blind of algorithm of Protocol 1 is guaran-
teed.

Input blindness of Protocol 1. Let the initial state of the computation be the stan-
dard state [0)®" and the algorithm for computation part includes the preparation
of the input state. It has been shown above that the algorithm of Protocol 1 are
blind, so Bob has no way of knowing what input state Alice prepared.

Output blindness of Protocol 1. Let O be the random variable representing Alice’s
output, B be the random variable that represents the type of POVM carried out by
Bob, Mg be the random variable representing the outcome of Bob’s POVM, and
T be the random variable that Bob sends to Alice representing the measurement
result when simulating the C'Z gate. Because of the no-signaling principle,

P(Mp =mp|l0=0,B=0b)=P(mg =mp|0=0,B=0), (6)
for all Mp, o, 0,, and b. Then, from Bayes’ theorem,

P(O=0|B=bMp=mp, T =t)

7P(MB :mB,O:07B:b,T:t)
P(B=bmp=mp,T=1)

P(Mp =mp,A=a,B=bP(T =t)
T P(B=bMg=mp,T =1

P(My = mp|O = 0, B = b)P(O = 0, B = b)P(T = 1) (™)
- P(B=b,Mp =mp,T =1)
_P(Mp=mp|O=0,B=bP(O=0,B=bP(T =t

P(B=b,Mp =mg,T =1t)

=P(0 =0|B =b,Mp=mp,T =1).
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As the conditional probability of Alice’s output is equal to it’s prior probability,
Bob cannot learn anything about the Alice’s output.

Verifiability of Protocol 1. Assuming that Bob is dishonest and he will not im-
plement some steps of the protocol as required. His general attack is to create a
different state p insted of o4|¥). This attack can be deduced to a random Pauli
attack by a completely positive-trace preserving (CPTP) map [31].

Proof. Our notations follows that of Ref. [31]. We define « as the number of non-
trivial Pauli operators acting on the N register qubits in a random Pauli attack,
where non-trivial Pauli operators means X, Z, and X Z operators. Let a, b, ¢ be
the number of X, Z, and X Z operators in «. Since & = a + b+ ¢ < 3max(a,b,c),
we have max(a,b,c) > §.

Let max(a,b,c¢) = a. Then, the probability that all X operators of o, do not
. (N=a) TT& A (2N —k o I (N—3K @ o
change any trap s V=) (II\(E!O( 5k _ (%) 7111_[2::90((]\,_}2()) < (%) < (%) /3. We
can obtain the same result for max(a,b,c) = b. For max(a,b,c) = ¢, we have the
_ a—1 (N _p. a-1 _
probability W a)llzlj{;):!“(S K~ (%)a% < () < (%)a/S. This means
that the probability of Alice being tricked ng Bob is exponentially small. Therefore,

Protocol 1 is verifiable.

4.2 The Presented ADBQC protocol where Alice only performs single-qubit gates
Protocol 2 for a user Alice who can only perform single-qubit gates delegating her
ADBQC to a server Bob is presented in this part. The specific steps are as follows.

(D1) Resource preparation phase: The operations in this phase are similar to the
step Q1 of Protocol 1. Bob prepares the input register qubits and Alice chooses h as
the number of trap qubits. Note that if there are too many traps, the computational
efficiency will be reduced. But if there are too few traps, the probability of detecting
a malicious Bob will be small.

(D2) Calculation phase: Protocol 2 uses the gate pattern shown in Fig. 3 to
perform ADBQC.

For the implementation of the C'Z gate in each gate pattern, the operation is
similar as the reviewed Sueki et al.’s protocol [39]. Bob should send Alice the mea-
surement result S as shown in Fig. 2 to Alice.

For the implementation of HR,(f) in each gate pattern, specific operations are
as follows: (1) Bob couples ancilla to register qubit and sends the coupled ancilla to
Alice. (2) Alice performs R.(7) gate K times on ancilla according to her algorithm,
and then Alice sends it back to Bob. (3) Bob measures the particle sent by Alice
in the X basis and sends Alice the measurement result through class channel. Its
simple graphical representation is shown in Fig. 6.

(D3) Verification phase: At the end of Q2, let the output state be o,P|®) =
o, P(I¢') @ |A)1), where both [¢'), and |A); are composed of |+), [0), and |1). The
number of qubits contained in |¢'), is N — h, while that in |A); is h. Alice instructs
Bob to perform suitable measurements on qubits of o,P|®) one by one, such as Z
on |0) or |1) and X on |+) or |—). If the error rate of the trap qubits is acceptable,
Alice accepts the results of these computational register qubits. Otherwise, she
rejects them.

Security analysis. Next, blindness and verifiability of Protocol 2 are analyzed.
Protocol 2 needs a bidirectional quantum channel between Alice and Bob and thus
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Alice performs single-qubit m times
according to her algorithm

Figure 6 The figure illustrates that Alice who is only capable of performing RZ(%) can achieve
the operation HRz(7 ) with the help of Bob. The quantum operations that Alice performs in
Protocol 2 are circled by the dotted lines. Alice performs Rz (%) on the ancilla sent by Bob and
then sends it back to Bob. After that, Bob performs X basis measurement on the ancilla and

informs Alice of the measurement result through the classical channel

it no longer satisfies the no-signaling principle [43]. In fact, Bob also has no access to
Alice’s private information because he cannot distinguish which operations Alice did
in step D2. Suppose Bob is evil and wants to capture what Alice did in step D2. He
can prepare a three-particle state |¥) gpa = a|000) g4 +b|001) 5pa +¢|010) 5 +
d|100)gpa + €|101)ppa + f|110)pa + g|011)gpa + h|111)ppa with |a]? + |b|* +
lc|? +|d|* + |e|* + | f|? + |g|? +|h|?> = 1, where subscript A denotes the particles Bob
sends to Alice and subscript B denotes the particles retained by Bob himself. Bob
retains two qubits of the quantum state and sends the remaining one to Alice, who
performs K times Rz(7) on it and then sends it back to Bob. According to the
number of Rz(7%) gate performed by Alice, there are eight possible states in Bob’s
position: [Wo)ppa = (IRIRI)|¥)ppa,|¥1)ppa = IRIRRZ(F))|¥)ppa, [RI®
RZ(%T”)|\II)BBA, s |U7YBBA = (I®I®RZ(%))|\I/>BBA. If Bob wants to distinguish
among these eight states by joint measurements, the eight quantum states must be
orthogonal to each other, i.e., |b|* + |e|*> + |g]|? + |h|? = 0. Thus, the three-particle
state prepared by Bob must be |¥)gpa = a|000)ppa + ¢|010)gpa + d|100)ppa +
f]110) . Obviously, the particle that Bob assigns to Alice is not entangled with
the two particles that Bob keeps, thus Bob cannot know what operations Alice

performed.

Algorithm blindness of Protocol 2. Let K be the random variable which represents
the number of single-qubit gates performed by Alice, B be the random variable rep-
resenting the type of the POVM which Bob performs on the whole 3-qubit system,
and Mp be the random variable which represents the result of the POVM. Bob’s
knowledge about Alice’s measurement angles is given by the conditional probability
distribution of K = k given B = b, Mp = mp :

P(K =k|B=b,Mp =mp). (8)
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From Bayes’ theorem, we have

P(K = k‘|B = b,MB sz)
_ P(Mp=mp,K =k B=0)
P(B:b,mB :mB)
P(Mg =mp,K =k, B=0b)
T P(B=0b Mg =mp)
P(My = mp|K =k, B = b)P(K = k, B = b) ©)
B P(B =0, Mp = mp)
_P(Mp=mp|K =k ,B=bP(K=Fk,B=0)
P(B = b,MB = mB)
—P(K =k'|B =b,Mp =mp).

This means that Bob cannot learn anything about the number of operator Rz (%)
performed by Bob.

Input Blindness of Protocol 2. The preparation of the input state is included in
the computational part. The input blindness of Protocol 2 is guaranteed as long as
both the algorithm of Protocol 2 is blind.

Output blindness of Protocol 2. Let O be the random variable which represents the
output of Alice’s algorithm, B be the random variable representing the type of the
POVM which Bob performs on the whole 3-qubit system, and Mp be the random
variable which represents the result of the POVM. Bob’s knowledge about the out-
put O = o of Alice’s algorithm is given by the conditional probability distribution
of B=band Mg = mp:

P(O:0|B:b,MB:mB). (10)

From Bayes’ theorem, we have the following result which shows Alice’s privacy
about the output is guaranteed:

P(O=0|B=bMp=mpg)
7P(MB :mB,O:07B:b)
P(B=bmp=mp)
P(Mp =mp,0 =0,B=0)
~ P(B=0b,Mgs=mp)
P(MB ZmB‘O:O,BZb)P(OZO,B:b)
- P(B=b,Mp =mp)
_ P(Mg=mplO=0,B=bPO=0,B=0)
P(B=bMp=mp)
=P(O =0 |B=b,Mp =mp).

Verifiability of Protocol 2. Among the output register qubits, there are both the
actual output qubits that are the result of the computation and the trap qubits
that are used to detect Bob’s honesty. We just need to select actual output qubits
and trap qubits from the same set of qubits and Bob cannot distinguish between
the actual output and trap qubits by the choice of measurement bases.
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Suppose here the output and trap qubits are selected from {|0),|1),|+),]|—)}.
Alice instructs Bob on the choices of the measurement bases through the classical
channel. If Bob disturbs the computation to produce a different output p/ instead
of o,P|®) or chooses different measurement bases to measure trap qubits, Bob may
return incorrect measurement results at the locations of trap qubits. Without loss
of generality, we can assume that the probability of each trap qubit returning an
incorrect measurement is §, where 0 < § < 1. If the number of trap qubits is k, the
probability p that Bob disrupts the computation without being dected by Alice is

6%, As long as k is large enough, p approaches zero.

5 Conclusions
In this paper, two ADBQC protocols have been proposed and they have different
quantum capability requirements for clients. In Protocol 1, the user can perform
ADBQC by only making Pauli-X, Y, and Z baisis measurements. Protocol 2 re-
quires the client to have the ability to perform single-qubit gates to achieve ADBQC
with the aid of a server. The proposed ADBQC protocols have extended the ex-
isiting ADBQC protocol in Ref. [39] which just deals with the user who have the
ablitiy to generate single-qubit states, and offered greater flexibility in the quantum
capability requirements of clients participating in ADBQC. If the quantum capac-
ity of the client needs to be further reduced, the double-server approach in MBQC
can be considered, which can reduce the quantum capacity of the client to be to-
tally classical. Besides, the introduction of trap qubits in the presented ADBQC
protocols not only hides the scale of the algorithm, but also makes them verifiable.
However, compared to the MBQC model, the computational efficiency in the
ADBQC model is significantly lower since the number of entanglement operations
that need to be performed using the ADBQC model is much higher than that are
used in the MBQC model when performing the same algorithm. How to improve

the computational efficiency of ADBQC protocols will be future work.
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