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Data privacy is a central concern in the deployment of real-world computational systems. In the vast
literature on privacy in computation [2021], the notion of differential privacy (DP)

Differentially Private Continual Releases of Streaming
Frequency Moment Estimations

Alessandro Epasto <aepasto@google.com>,
Jieming Mao <maojm@google.com>,
Andres Munoz Medina <ammedina@google.com™>,
Vahab Mirrokni <mirrokni@google.com>,
Sergei Vassilvitskii <sergeiv@google.com>
Peilin Zhong <peilinz@google.com>

April 2022

Abstract

The streaming model of computation is a popular approach for working with large-scale data.
In this setting, there is a stream of items and the goal is to compute the desired quantities
(usually data statistics) while making a single pass through the stream and using as little space
as possible.

Motivated by the importance of data privacy, we develop differentially private streaming
algorithms under the continual release setting, where the union of outputs of the algorithm
at every timestamp must be differentially private. Specifically, we study the fundamental ¢,
(p € [0,4+00)) frequency moment estimation problem under this setting, and give an e-DP
algorithm that achieves (1 + n)-relative approximation (Vn € (0, 1)) with poly log(Tn) additive
error and uses poly log(T'n) - max(1, n'~%/P) space, where T is the length of the stream and n
is the size of the universe of elements. Our space is near optimal up to poly-logarithmic factors
even in the non-private setting.

To obtain our results, we first reduce several primitives under the differentially private
continual release model, such as counting distinct elements, heavy hitters and counting low
frequency elements, to the simpler, counting/summing problems in the same setting. Based
on these primitives, we develop a differentially private continual release level set estimation
approach to address the ¢, frequency moment estimation problem.

We also provide a simple extension of our results to the harder sliding window model, where
the statistics must be maintained over the past W data items.

Introduction

lZDDﬁ], Dwork et al! “20_1_4]] has remained the de facto standard for more than a decade. The classical
formulation of differential privacy assumes that the data is static Dwork M], and that the data

curator is interested obtaining answers to a predetermined number of queries on the dataset.
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Real world applications, however, often require the analysis of user datasets that are organi-
cally and rapidly growing. This is illustrated by the popular streaming model of computation |Sr.
[1978], |Alon et al! [1996], where data arrives over time, and at each update, a new solution is out-
put by the algorithm. In such streaming applications, the continual release model of differential
privacy Dwork et all [2010a], Hubert Chan et al! [2010] promises a rigours guarantee of privacy: an
observer of all the outputs of the algorithm is information-theoretically bounded in the ability to
learn about the existence of an individual data point in the stream.

In this paper, we focus on two fundamental challenges in the field of private streaming algorithms:
the insertion only, or streaming, model and the sliding window model. In the former model, a data
curator receives a stream of data ap, as, ... and at each time ¢ releases a statistical query depending
on all data received up to that point. In the latter, the computation depends only on the last W
items observed by the data curator.

The sliding window model may be generally more practically relevant compared to the streaming
model as it allows to account for information freshness and in some cases it can be a legal or privacy
requirement as well. For instance, in some situations, data privacy laws such as the General Data
Protection Regulation (GDPR do not allow unlimited retention of user data.

Our main contribution is to provide private algorithms for a series of foundational streaming
problems under both the streaming and sliding window model.

Motivating example: Privacy Sandbox. We present a concrete practical application of our
results. As part of the Privacy Sandboz initiative, Chrome has developed a series of APIs to reduce
cross site tracking while supporting the digital advertising ecosystem. A key part of one of the
proposals is a k-Anonymity Serverd The server ensures that each ad creative that is reported to
advertisers has won its respective auction at least k times over a particular time window. Abstract-
ing the specifics, this problem requires computing the number of distinct elements over a sliding
window. Moreover, to further strengthen privacy protections, the computation itself should be
made differentially private, which is precisely the setting we consider in this work.

The previous example elucidates a concrete motivation for the study of sliding window algo-
rithms for counting distinct element problems with differential privacy in the continual release
setting. The rest of the paper proceeds by formalizing this model and our results in this space.

In particular, we study a more general class of statistics of the input data than the problem
of counting distinct elements: the ¢, frequency moments problem. The ¢, frequency moment is
the sum of the p-th power of the frequencies of the elements. The number of distinct elements
is a special case for p = 0. The ¢, frequency moment problem is one of the most fundamental
problems in the streaming literature. The first non-trivial algorithm for p = 1 is [Morris [1978].
Later [Flajolet and Martin [1985] is the first to study the case for p = 0. |Alon et al) [1996] initiates
the study for p = 2 and other p € [0,00). After the developments over several decades, the spaces
of the current best ¢, frequency moment estimation algorithms are near optimal for all p € [0, 00),
i.e. they almost match the proven space lower bounds (see e.g., (Gangulyl [2011], Kane et all [2011,
2010], [Flajolet et all [2007], ILi and Woodruff [2013]).

However the landscape of DP streaming ¢, frequency moment is mysterious even in the non-
continual release setting. Most existing work only studied for p = 0, 1,2 (see more discussion in
Section [[L4). The work of [Wang et all [2022] considered general p € (0,1]. A recent independent
work [Blocki et all [2022] studied all p € [0, 00). But none of [Blocki et all [2022], Wang et all [2022]

Thttps://gdpr-info.eu/art-17-gdpr/
2https://github.com/WICG/turtledove/blob/main/FLEDGE_k_anonymity_server.md
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considered continual release setting. In the DP continual release setting, [Bolot et all [2013] studied
the count of distinct elements but not in the low space streaming setting. In the DP streaming
continual release setting, existing work [Dwork [2008], [Hubert. Chan et all [2010] only studied the
case for p = 1. No previous algorithm for p # 1 is known in the DP low space streaming continual
release setting.

For ¢, frequency moment in the sliding window model, there are known techniques [Datar et al.
[2002], Braverman and Ostrovsky |2007] which can convert the streaming algorithm into sliding
window algorithm using some additional small space. We show how to extend these techniques to
convert our DP streaming continual release streaming algorithms to DP sliding window continual
release algorithms.

1.1 Computational Model

In this paper, we consider a streaming setting with 7" timestamps. At each timestamp ¢ € [T], we
get an input a; € Y U {L}, where U represents the universe of all possible input elements, and L
represents empty. We sometimes also consider an input stream of integers, i.e., at each timestamp
t € [T], we get an input a; € Z. The goal is to compute some function g(-) based on the inputs.
Instead of only computing g at the end of the stream, we consider the continual release model
throughout the paper:

e Continual Release Model: At every timestamp ¢ € [T], we want to output g(-) based on
the data a1, as,--- ,a;.

We consider two different streaming models depending on the range of inputs that ¢ is based
on.

e (Insertion-only) Streaming Model: In this model, g depends on all past inputs, i.e. at
timestamp ¢t € [T], we want to compute g(ai,...,a:). Unless otherwise specified, we use
streaming model to refer to insertion-only streaming model throughout the paper.

e Sliding Window Model: In this model, we have a parameter W € Z>; for window
size. ¢ depends on the last W inputs, i.e. at timestamp t € [T], we want to compute

g(amax(t—W-l—l,l)v ceey at)-

In this paper, we are particularly interested in algorithms that use space sub-linear in 7. For
a (sub-)stream S, we use ||S||} to denote the £, frequency moment of S. In particular, for p = 0,
IS]lo denotes the number of distinct elements. For p = 1, ||S||1 denotes the number of non-empty
elements. We refer readers to preliminaries section (Section [2) for detailed notation and definitions.

1.2 Our Results and Comparison to Prior Work

In this section, we give a brief overview of our results and comparison with prior work. We use
n to denote the size of the universe . We use («, v)-approximation to specify the approximation
guarantee with multiplicative factor a and additive error . In all of our results, we use ¢ > 0 for
the DP parameter, and use n € (0,0.5) in the relative error.



1.2.1 Differentially Private Streaming Continual Release Algorithms

We developed a series of DP algorithms for solving frequency moments estimation and its related
problems in the streaming continual release model.

¢, Frequency moment estimation (p € [0,00)). Our main result is a general ¢, frequency
moment estimation algorithm which works for all p € [0, 00).

Theorem 1.1 (¢, Frequency moment, informal version of Theorem [B.31)). There is an e-DP al-
gorithm in the streaming continual release model such that with probability at least 0.9, it always

o) | O (max(1) o ,
outputs an [ 1+ 7, (T) -approzimation to ||S||b for every timestamp t, where S de-

log(Tn) ) O(max(1,p))
= .

notes the stream up to timestamp t. The algorithm uses space max(1, n172/p)- (77—

To the best of our knowledge, we are the first to study the general ¢, frequency moment estima-
tion problem in the differentially private streaming continual release setting. [Dwork et all [2010a]
and [Hubert Chan et al! [2010] studies the summing problem in the same setting, where the sum-
ming problem can be seen as a special case for p = 1. [Wang et all [2022] studies the streaming
¢, frequency moment estimation for p € (0,1] based on the p-stable distribution, and a concurrent
independent work [Blocki et all [2022] studies the case for p € (0, 1], but it is not clear how to
generalize their techniques to the continual release model, i.e., their approach only provides the
differential privacy guarantee of the output at the end of the stream. In addition, the approach of
Wang et al) [2022] does not achieve e-DP for an arbitrarily small € > 0, and they also mention that
their technique might not be easily extended to the case for p > 1.

Our space usage is near optimal up to poly-logarithmic factors even when comparing with the
non-private streaming ¢, frequency moment estimation algorithms: for p < 2, the space needed
for both our algorithm and previous non-private algorithm (see e.g., Kane et all [2010]) is poly-
logarithmic, for p > 2, the space needed for both our algorithm and previous non-private algo-
rithm Indyk and Woodruff [2005] is O(n'=2/?Y8. Note that Q(n'~2/?) space is a proven lower
bound for p > 2 even in the non-private case [Saks and Sun [2002|, Bar-Yossef et all [2004].

Summing (¢; frequency moment estimation). The easiest problem that is related to the ¢,
frequency moment estimation problem would be the summing problem: the goal is to compute the
summation of the input numbers. Note that ¢; frequency moment estimation is a special case of
the summing of a binary stream, i.e., we regard L as 0 and all other elements as 1.

Theorem 1.2 (Summing of a non-negative stream, informal version of Theorem B.3)). There is
an e-DP algorithm for summing problem in the streaming continual release model. If the input
numbers are guaranteed to be non-negative, with probability at least 0.9, the output is always a
(141, O¢,,(logT))-approzimation to the sum of all input numbers at any timestamp t € [T]. The
algorithm uses space O(1).

The summing problem was studied by [Dwork et all [2010a], [Hubert Chan et all [2010] in the
differentially private streaming continual release model. Their approximation has O(logz'5 T) addi-
tive error. In our work, we show that if we allow (1 + 7)) relative error and work on the stream with
non-negative numbers only, we can reduce the additive error to O(logT). This is useful when we

3We use O(g) to denote g - poly(log(g))



cannot avoid the relative error for some problem (such as the number of distinct elements) in the
streaming model but we still need summing as a subroutine.

Counting distinct elements (¢; frequency moment estimation). Counting distinct elements
if one of the fundamental problems in the streaming literature. The goal is to estimate the number
of distinct elements that appeared in the stream. We provide a DP streaming continual release
algorithm for counting distinct elements.

Theorem 1.3 (Number of distinct elements, informal version of Corollary I1). There is an e-DP
algorithm for the number of distinct elements in the streaming continual release model. With proba-
bility at least 0.9, the output is always a (1 + 1,04 (log2 (T)))) -approzimation for every timestamp

t € [T). The algorithm uses poly (njn%(é?l)) space.

In the non-private streaming setting, counting distinct element can be solved via sketching
algorithms of [Flajolet and Martin [1985] and its variants e.g., [Flajolet et all [2007]. Some recent
work [Choi et all [2020], [Smith et all [2020] extends these sketching techniques for counting distinct
element in a DP streaming setting. However, it is not clear how to extend these techniques to the
continual release setting. Continual release of counts of distinct elements is studied by [Bolot et al.
[2013]. However, Bolot et al! [2013] is not in the low space streaming setting.

Estimation of frequencies and /> frequency moments. The goal of /5 frequency moment
estimation is to estimate the sum of square of frequencies of elements. We present a DP streaming
continual release CountSketch |[Charikar et all [2002] algorithm and use it for estimating ¢5 frequency
moments and the frequency of each element.

Theorem 1.4 (Frequency and ¢5 frequency moments, informal version of Theorem B4]). There is
an €-DP algorithm in the streaming continual release model such that with probability at least 0.9,
it always outputs for every timestamp t € [T):

1. fa for every a € U such that | fo— fa] < nl|S|l2+O- ., (log®®(Tn)), where S denotes the stream
up to timestamp t and f, denotes the frequency of a in S,

2. Fy such that |Fy — ||S|3] < 18|13 + O-,, (log” (T'n))

The algorithm uses O (logr(’—zTn) -log(T)) space.

Although DP /5 frequency moment was studied by a line of work (see e.g., Blocki et all [2012],
Sheffet [2017], Bu et all [2021]), none of them considers the streaming continual release setting, and
it is not clear how to extend previous techniques to the the continual release setting.

¢, Heavy hitters. In the ¢, heavy hitters problem, we are given a parameter k, and the goal
is to find elements whose frequency to the p-th power is at least 1/k fraction of the ¢, frequency
moment. By extending our DP streaming continual release CountSketch algorithm, we obtain a
DP streaming continual release £, heavy hitters algorithm.

Theorem 1.5 (¢, Heavy hitters for all p € [0, 00), informal version of Theorem [5.10). There is an
e-DP algorithm in the streaming continual release model such that with probability at least 0.9, it
always outputs a set H CU and a function f: H — R for every timestamp t € [T satisfying

1. Ya € H, f(a) € (1 xmn)- fo where f, is the frequency of a in the stream S up to timestamp t,



2. Yael, if fo > % - poly (log (TTM)) and f2 > ||S|b/k then a € H,
3. The size of H is at most O (log(Tn) - 2P - k).
The algorithm uses max(1,n'~2/P) . f}—z -poly (log (T - k - n)) space.

To the best of our knowledge, though DP streaming continual release ¢; heavy hitters problem is
studied by |Chan et all [2012], ¢, (for p # 1) heavy hitters problem has not been studied in the DP
streaming continual release setting before. Note that Q(n'~2/?) for p > 2 is a lower bound of space
needed for ¢, heavy hitters even in the non-private setting [Saks and Sun [2002], Bar-Yossef et al.
[2004].

1.2.2 Differentially Private Sliding Window Continual Release Algorithms

Smooth histogram [Braverman and Ostrovsky [2007] is a general algorithmic framework which can
convert a relative-approximate streaming algorithm into a relative-approximate sliding window
algorithm if the objective function that we want to compute has some nice properties.

We generalize the smooth histogram to make it support converting an approximate streaming
algorithm with both relative error and additive error into an approximate sliding window algorithm
with both relative error and additive error if the objective function has good properties. In addition,
we show that if the streaming algorithm is DP in the continual release setting, then the converted
sliding window algorithm is also DP in the continual release setting.

logT

By applying our generalized smooth histogram approach and paying a poly (T) more factor

than our DP streaming continual release algorithms in both additive error and space usage, we
show DP sliding window continual release algorithms for

1. ¢, Moment estimation (see Corollary [6.10]),
2. Summing (see Corollary [6.7]),
3. Counting distinct elements (see Corollary [6.8]),

4. {2 Moment estimation (see Corollary [6.9).

1.3 Owur Techniques

In this section, we briefly discuss the high level ideas of our algorithms. We present a set of
techniques to reduce almost all problems that we considered in the DP streaming continual release
setting to the summing problem in the DP streaming continual release setting.

Summing with better additive error via grouping. To illustrate the intuition of using
grouping for differentially private streaming continual release algorithms, we start with the following
simple problem: given a stream of numbers c¢1, o, -+ , ¢ where each ¢; is at least 10 - In(10- T') /e,
the goal is to output a (1 4 0.1)-approximation to Z;Zl ¢; for every prefix ¢ with probability at
least 0.9, and we want the set of all outputs to be e-DP, i.e., the continual released results to
be e-DP. A simple way to solve the above problem is that we release a stream of noisy numbers
¢é1,Ca, -+ ,ér where Vt € [T, ¢ = ¢ + Lap(1/¢), and we report 23:1 ¢; for every prefix ¢t € [T]. It
is easy to see that (é1,¢o,- -+, ér) is e-DP. Since the reported approximate prefix sums only depend
on (¢1,¢9,- -+ ,¢r), the continual released results are e-DP. Furthermore, with probability at least



0.9, Vt € [T],|ct — é| <In(10 - T)/e. Since ¢; is at least 101In(10 - N)/e, we have 0.9¢; < é& < 1.1¢;
which implies that every reported approximate prefix sum is a (1 + 0.1)-approximation.

To generalize the above idea, we propose a grouping approach in to group the consecutive
numbers in the stream in a differentially private way such that the total count of each group is large
enough. To implement grouping, we need to apply the sparse vector technique (see e.g.,[Dwork et al.
[2014]) iteratively. The similar idea also appeared in [Dwork et ali [2015] which shows a better
additive error guarantee for the summing problem than [Dwork et all [2010a] when the stream is
sparse. In contrast, our additive error guarantee is always better than [Dwork et all |[2010a] and

Dwork et all [2015] while we allow an additional (1 + €) relative approximation.
Counting distinct elements. We explain how to reduce counting distinct elements problem

to the summing problem. Suppose the element universe is small, we are able to track the set of
elements that already appeared during the stream. Then, we can create a binary stream of {0, 1}
where 1 denotes that we see a new element and 0 denotes that the input element already appeared
or it is empty. Therefore, the sum of the binary stream at timestamp ¢ is exactly the number of
distinct elements. Furthermore, if we change an element in the input stream from a to b, there are
only constant number of positions of the binary stream will flip: consider the change a —1— b.
If a is not its first appearance in the input stream, changing a to L does not cause any change in
the binary stream. If a is its first appearance in the input stream, changing a to L will make the
corresponding 1 in the binary stream be 0 and make the 0 corresponding to the original second
appearance of a in the input stream to be 1. Thus, it will affect at most 2 entries of the binary
stream. Similarly, changing | to b will cause the change of at most 2 entries of the binary stream.
Thus, the binary stream has low sensitivity which implies that a DP streaming continual release
summing algorithm gives a good approximation to the number of distinct elements with a small
additive error. Next, we discuss how to handle the large universe. For large universe, we can try
different sampling rate 1/2,1/4,1/8---,1/T. There should be a sampling rate such that (1) if we
hash the sampled elements into hashing buckets, there is no collision with a good probability, (2)
the number of samples is much larger than the additive error caused by the summing subroutine
so we can have a good relative approximation of the number of distinct sampled elements. Then
we can use the number of distinct sampled elements to estimate the number of distinct elements in

the input stream.
CountSketch and ¢, heavy hitters. Let i : & — [k] be a hash function which uniformly hash

elements into & hash buckets. Let g : Y — {—1,1} randomly map each element to —1 or 1 with
equal probability. The CountSketch is a tuple of k numbers (21, 22, - , z;) where z; is the sum of
weighted frequencies of elements hashed to the bucket i, and the weight of the frequency of element
a is g(a). Changing a to b in the input stream will change at most 2 buckets: the bucket ¢ contains
a and the bucket j contains b. Since |g(a)| < 1, z; and z; will be changed by at most 1. We can
use DP streaming continual release summing algorithm of [Dwork et all [2010a], Hubert Chan et al.
[2010] to estimate (z1, 22, -+, 2zx) such that each estimation Z; of z; only has poly(log T") additive
error, and (21,22,---,2;) is DP under the streaming continual release model. Suppose the ¢y
frequency moment is much larger than poly(logT), then the additive error becomes the relative
error, and we can use 21, 22, -+ ,Z; to obtain a good relative approximation of the /5 frequency
moment. Similarly, if an element has frequency much larger than poly(log(T")), then poly(log(T"))
becomes small relative error of the frequency and we are able to check whether it is an /5 heavy
hitter by the standard analysis of CountSketch. Thus, we can use this DP streaming continual
release CountSketch to estimate ¢o frequency moment with (1 4 n)-relative error and poly(log T')-
additive error, and we can use such CountSketch to find all elements which are at least poly(logT')



and are {5 heavy hitters.

Note that for p < 2, if a has the largest frequency and it is an (1/k)-£, heavy hitter, then a
must be an (1/k)-f2 heavy hitter. For p > 2, if a is an 1/k-¢,, heavy hitter, than a must be an
1/(kn'=2/P)-f5 heavy hitter. Therefore, by some hashing technique, we can use £, heavy hitters
algorithm to construct ¢, heavy hitters algorithm. But since ¢; heavy hitters can only report the
elements with frequency larger than poly(logT'), the obtained ¢, heavy hitters algorithm can only

report the elements with frequency larger than poly(log T') as well.
£, Frequency moment estimation. In high level we want to simulate the level set estimation

idea of Indyk and Woodruff [2005] in the DP streaming continual release setting. In particular, let
a=1+n, let f, denote the frequency of a and let G; = {a | f, € (a*,a’*]}. Then Y, |G;| - (af)P
is a good approximation to the ¢, frequency moment. We say G; is contributing, if |G;| - ()P is
at least Q4 (1/log(T")) fraction of the £, moment. Since non-contributing elements only contributes
a small total amount to the £, frequency moment, it is easy to see that > vuing 6, |Gil - ()P
is still a good approximation to the ¢, frequency moment. Thus, we only need to estimate the
size of each contributing GG;. Due to the definition of contributing, it is easy to see that if G; is
contributing, either of is large or |G;| is large. In fact, as observed by IIndyk and Woodruft [2005],
for each contributing level set G;, there must be a proper sampling probability such that after
sampling, there are at least poly(logT) elements from G; sampled and all of the sampled elements
from G; are at least 1/poly(logT’)-¢, heavy hitters among the set of all sampled elements from
the universe U. Ideally, we can try different sampling rate 1,1/2,1/4,1/8,---,1/T and use our ¢,
heavy hitters algorithm to report the heavy hitters and estimate |G;| for each i. However, for ¢ with
a' < poly(log T'), our DP streaming continual release ¢, heavy hitters algorithm does not report
any element from G;. We must find another way to estimate |G;| instead of using heavy hitters.

Similar to counting distinct elements, let us start with the case that the universe size is small so
we can track the sets Ay, Ay, -+, Ay for some k = poly(logT), where A; is the set of all elements
whose frequency is exactly i. We can construct streams Sy, Sa, - -+ , S with numbers in {—1,0,1}.
During the stream, when we see an input element a, and if a is in the set A;, then we move a to
the set A;11 due to the increase of the frequency of a. At the same time, we append —1 to the
stream S;, append 1 to the stream S;11 and append 0 to S; for j # ¢,i+ 1. It is easy to check that
the sum of §; is always the same as |4, i.e., the number of elements which have frequency exactly
[. Furthermore, similar to the analysis for counting distinct elements, if we change an element
in the input stream, each &; might be affected by at most 4 entries. Thus, the total sensitivity
of (81,82, ,8k) is at most O(k). Therefore, we can use the DP continual release summing to
estimate the sum of each & with additive error poly(logT). Thus, we can estimate |G;| for each 4
with o’ < poly(log T') with additive error poly(logT) and will only introduce at most poly(logT')
additive error in approximating the ¢, frequency moment.

Now let us go back to the case that the size of the universe is large. In this case, we can use
the similar hashing and subsampling technique discussed for counting distinct elements to estimate
|A;| for each [ € [K].

1.4 Related Work

Dwork et all [2010a] and [Hubert Chan et all [2010] initiated the study of differential privacy in
the continual release model, and proposed the binary tree mechanism for computing summations.
Bolot et all [2013] and[Perrier et all [2019] generalized their results to decayed summations, counting
distinct elements without space constraints and summations with real-valued data. [Song et al.



[Z_QIS], [Fichtenberger et all 2Q2JJ] studied graph problems under the differentially private continual
release model. [Jain et all [2012], [Smith and Thakurta [2013], [Agarwal and Singh [2017] studied
differentially private online learning. Jain et all IM] gave the first polynomial separation in
terms of error between the continual release model and the batch model under differential privacy.
] studied heavy hitters in the differentially private sliding window model.

Differentially private frequency moment estimation for p = 0,1,2 (without continual releases)
has been well-studied Mir et all [2011], Dwork et all [2010b], Blocki et all [2012], Sheffet! [2017],
Choi et al! [2020],'Smith et al! [2020], Bu et al. [2021]. Wang et. all [2022] studied frequency moment
estimation (without continual releases) for p € (0, 1] with low space complexity. Recent concurrent
independent work Blocki et al! [2022] studies p € [0,00) with low space complexity but not in
continual release setting as well. The differentially private ¢; heavy hitters problem is studied
by Mir et all [2_(1]_]."7 Dwork et all lZQlDH] in the low space streaming setting but not in the continual
release setting. (Chan et all lZ_QJ_Z] studied differentially private £ heavy hitters problem in the low
space continual release streaming setting. But it is not clear how to extend their techniques to I,
case for p # 1.

¢, Frequency moment estimation and ¢, heavy hitters are heavily studied in the non-private
streaming literature. For ¢, frequency moment estimation, the problem can be solved by e.g. [Flajolet and Martin
[1985], Flajolet et al. |l201)_ﬂ] Durand and Flajolet |2003| for p = 0, |Alon et _all [1996],\Charikar et. al!
%} Thor nd Zhang [2004] for p = 2, [Kane et all ||_O_d|,|Inde| [2006], Li ||J)Dﬂ], Kane et all

| for p € (0,2) and Indyk an [2005], [Andoni et all [2011], [Andoni [2017] for p > 2.

For ¢, heavy hitters, the problem can be solved by e.g., rm nd Muthukrishn IQOOH]
Mlﬁmndﬁnﬂélll&&ﬂ]forp 1,|Qhanmrﬁjﬂ12m2]forp—2 Jowhari et all [2011] for

€ (0,2), and Indyk and Woodruff [2005], |Andoni et all [2011] for p > 2.

2 Preliminaries

2.1 Notation

In this paper, for n > 1, we use [n] to denote the set {1,2,--- n}. If there is no ambiguity, for
i < j € Z, we sometimes use [i,j] to denote the set of integers {i,7 + 1,---,j} instead of the
set of real numbers {a € R | i < a < j}. We use fy(a1,a2, - ,axr) to denote the frequency of
a in the sequence (a1,as,--- ,ax), i.e., fo(ai, a2, - ,ax) = |{i € [k] | a; = a}|. If the sequence
(a1, az, -+ ,ax) is clear in the context, we use f, to denote the frequency of a for short. We use 1¢
to denote a indicator, i.e., 1¢ = 1 if condition £ holds and 1¢ = 0 if condition £ does not hold.

For a > 1,7 > 0, if % cx—y <y <a-x+7,then y is an (a,7)-approximation to z. If y is
a (1,7)-approximation to z, we say y is an approximation to x with additive error . If y is an
(c, 0)-approximation to x, we say y is an a-approximation to z. We use a b to denote the real
number interval [a —|b], a+|b[]. For a set S of real numbers, we use S+b to denote the set | J,. g a%b,
and use S - ¢ to denote the set (J,.ga-c. We use Lap(b) to denote the Laplace distribution with
scale b, i.e., Lap(b) has density function given by o exp(|z|/b)

2.2 Functions to Compute

We study several fundamental functions in the streaming literature. When the inputs are integers,
we consider the summing problem over a (sub-)stream (a;,--- , a;):

e Sum of numbers: Sum(a;, -+ ,a;):=>7_.a



When the inputs are from & U {_L}, we consider the functions g(a;,--- ,a;) that are based on
the frequencies of the elements in a (sub-)stream (a;,- - ,a;).

e Count of non-empty elements: |[(a;,...,a;)|1 := > iy fa(ai, ..., aj).

e The number of distinct elements: |[(a;, ..., a;)llo := > oey Lfa(ai,....a;)>0-

e ()-Frequency moment: [[(a;,...,a;)||b:= >,y falai, ..., a;)P.

e (,-Heavy hitters: (1/k)-€,-HH(a;,...,a;) :={a €U | falai, -+ ,a;)" > |[(ai,- -, a5)|[5/k}.

Note that ||(a;, ..., a;)||1 is a special case of Sum(a;, - - ,a;) with binary inputs.

2.3 Differential Privacy

Neighboring streams: Consider two streams S = (a1, a2, -+ ,ar) and &' = (a},ab,--- ,a). If
there is at most one timestamp ¢ € [T] such that (1). |a; — a}| < 1 (only required when the inputs
are treated as integers) (2). Vi # t,a; = a}, then we say S and &’ are neighboring streams.

Definition 2.1 (Differential Privacy). We say algorithm A is e-DP, if for any two neighboring
streams S,S’, and any output set O,

Pr[A(S) € O] <€ - Pr[A(S') € O].

Note that in the continual release model, the output A(S) mentioned in Definition 2] is the
entire output history of the algorithm A over stream S at every timestamp.

Definition 2.2 (Distance between streams). Consider two streams S and 8'. If d is the minimum
number such that there exists a sequence of streams Sy, S1, -+ ,Sq where Sy = 8,84 = & and
Vi € [d], S; and S;—1 are neighboring streams, then the distance between S and 8" is dist(S,S’) = d.

Definition 2.3 (Sensitivity of a stream mapping). Let F be a mapping which maps a given input
stream S to a tuple of streams (Fi(S), F2(S), -+, Fi(S)). The sensitivity of F is the minimum
value s such that for any two neighboring streams S and S', 3,y dist(Fi(S5), Fi(S')) < s.

Theorem 2.4 (Composition IDwork et all [2014]). Let F be a mapping which maps a given input
stream S to a tuple of streams (Fi(S),F2(S), -+, Fx(S)). Let A1, Aa,---, A be k -DP algo-
rithms. Let A be an algorithm such that A(S) = M(A1(Fi(S)), A2(F2(S)), -+ , A(Fi(S))) for
some function M(-). Then the algorithm A is (se)-DP.

Example usage of Theorem [2.4k Some example usage of Theorem [2.4lin our paper are presented
as the following:

o Composition of multiple algorithms over the input stream: Suppose each of A1, Ay, -+, Ag
is e-DP, then for any function M(-), M (A1(S), A2(S), -, Ax(S)) is (ke)-DP.

e Composition of algorithms on disjoint sub-streams: For an input stream S = (a1, as, - ,ar),
we partition S into St = (a1,1,a1,2,- -+ ,a1,7),S2 = (az,1,a22, -~ ,a2,7), -+ ,Sk = (ak,1, k2, , Qk,T),
i.e., Vt € [T], there is only one i € [k] such that a;; = a;, and Vi’ # i,a;,, =L (or 0). It
is clear that such partitioning has sensitivity 1. Thus, if each of Aj, Ay, -, Ag is an e-DP

algorithms, then for any function M(-), M(A1(S1), A2(S2), -, Ap(Sk)) is e-DP.
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2.4 Streaming Continual Release Summing and Counting

For summing problem in the streaming continual release model, the binary tree mechanism was
proposed in [Dwork et al! [2010a], Hubert Chan et al| [2010]. It gets poly-logarithmic additive error
and uses logarithmic space. Furthermore, it can handle negative numbers in the stream.

Theorem 2.5 (Dwork et all [2010a], Hubert Chan et all [2010]). Lete > 0,& € (0,0.5), there is an
e-DP algorithm for summing in the streaming continual release model. With probability 1 — &, the
additive error of the output for every timestamp t € [T is always at most O (% 10g2'5(T) log (%))
The algorithm uses O(log(T)) space.

2.5 Probability Tools

Lemma 2.6 (Bellare and Rompel [1994]). Let A > 4 be an even integer. Let X be the sum of n
A-wise independent random variables which take values in [0,1]. Let p = E[X] and A > 0. Then
we have

/\u+/\2)/\/2

Pelx =>4 <5 (2

Lemma 2.7 (Median trick to boost success probability). Suppose X is a random estimator of value
v such that with probability at least 2/3, X is an («,y)-approximation to v. Then, for £ € (0,0.5),
if we draw k = [501og(1/€)] independent copies X1, Xa,- - , X of X, with probability at least 1 —¢&,
the median of X1, Xo, -+, Xy is an («,y)-approzimation to v.

Proof. We say X; is good if X; is an («,y)-approximation to v. If the median is not good, then
Zie[k] 1x, is good < % By Chernoff bound, Pr[median is not good] < Pr[zie[k} 1x, is good < g] <

Pr[E[Zle[k] 1X¢ is good] - % > %] < e~ k/48 <& 0
3 Continual Released Summing with Better Additive Error

In this section, we show that if we allow a relative approximation and the input stream only contains
non-negative numbers, then we can have a continual released summing algorithm with additive error
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better than Theorem 2.5
Algorithm 1: Grouping Stream of Counts.

Input: A stream of non-negative numbers ¢y, ¢o, - -+, cp DP parameter € > 0,
approximation parameter n € (0,0.5), and faﬂure probablhty ¢ € (0, 1)
Output: A stream of groups with grouped noisy counts (éq,éa, -, ér)
Let g9 + /2.
Initialize a group index ¢ < 1, current group G1 <+ (J, and threshold
T (% + 1) . % -In(3-T/v) + Lap(2/¢o). //G; is used for analysis only.
fort=1toT do
G; +— G; U {t}

Let vy < Lap(4/eo).

if i+ ,cq, ¢j > 7 then
¢t < Lap(1/e0) + ZjeGi Cj-
11+ 1.
T (% n 1) - L In(3-T/v) + Lap(2/eo).
Gi «— 0.

else

| ét ~— 0.
end
end

Lemma 3.1. The output stream ¢1,¢a,- -+ , ¢ of Algorithm [ is e-DP.

The proof idea is to iteratively apply sparse vector technique. We put the proof into Ap-
pendix [AT]

Lemma 3.2. Let ¢1,¢éa, - ,Cr be the output stream of Algorithm . Then with probability at least
1—&, Vi,r satisfying 1 <1 <r<T,

—n)gcj—(%jtzx) In(3-T/€) <Zc7_ 1+17) ch (— )-%-ln(?)-T/g).

We put the proof of Lemma [B.2] into Appendlx A2
Theorem 3.3 (Summing of a non-negative stream). Let ¢ > 0, € (0,0.5), there is an £-DP
algorithm for summing in the streaming continual release model. If the input numbers are guaranteed
to be mon-negative, with probability at least 1 — &, the output is always a (1 +n,0 (%))_
approximation to the summing problem at any timestamp t € [T]. The algorithm uses space O(1).

Proof. According to Lemma [3.I] the output stream of Algorithm [ is e-DP, thus, we only need

to solve non-private summing over (éq,é2,---,ér). The approximation guarantee is given by
Lemma Note that we do not need to store GG;, we only need to maintain the sum of num-
bers in G; at any timestamp. Thus, the total space needed is O(1). O

4 Continual Released Number of Distinct Elements

In this section, we show how to use e-DP streaming continual release summing to solve e-DP
streaming continual release number of distinct elements. In Section Il we show how to estimate
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the number of distinct elements if the universe is small. In Section [4.2] we reduce the number
of distinct elements of a large universe to the number of distinct elements of a small universe via
subsampling.

4.1 Number of Distinct Elements for Small Universe

Algorithm 2: Number of Distinct Elements for Small Universe

Input: A stream S of elements a1, asz,- -+ ,ar € U U {L} with guarantee that || < m.
Parameters : Relative approximation factor @ > 1 and additive approximation factor v > 0
depending on the streaming continual release summing algorithm.
//See Theorem

Output: Estimation of the number of distinct elements at every timestamp ¢.
Initialize an empty stream C.
Let S < 0.
for each a; in the stream S do
if a; € S and a; #1 then

S+ SuU {at}.

Append 1 to the end of the stream C.
end
else

| Append 0 to the end of the stream C.

end
Output an («, v)-approximation to the total counts of C.
end

Lemma 4.1. At the end of any time t € [T, the output of Algorithm[2Q is an («,)-approzimation
to the number of distinct elements.

Proof. Since we append 1 to the stream C if and only if we see a new non-empty element, the
total counts in C is always equal to the number of distinct elements at the end of any time ¢ € [T.
Thus, an (a, y)-approximation to the total counts of C is an («, v)-approximation to the number of

distinct elements.
O

Lemma 4.2. If the algorithm to continually release the approximate total counts of C in Algorithm[2
is e-DP, Algorithm[2 is 5e-DP in the continual release model.

Proof. Consider two neighboring stream S = (a1, az,--- ,ar) and &’ = (a},a, - - ,a’) of elements
in U where they only differ at timestamp ¢, i.e., a; # a}. Let us consider the difference between the
generated count stream C = (¢1,¢2, -+ ,er) and C' = (¢, ¢, -+, p).

Consider any timestamp ¢ € [T, if a; # a; and a; # a}, it is easy to verify that ¢; = ¢,. Suppose
i #t If a; = a; = u € U but a; is at least the third appearance of u in S, then a} = a; = u is at
least the second appearance of u in &’ which implies that ¢; = ¢} = 0. Similarly, if a; = a} =u e U
is at least third appearance of u in S, we can show ¢; = ¢, = 0 as well. Thus the sensitivity of the
stream C is at most 5: only when ¢ = ¢ or a; is the first/second appearance of a, ay, ¢; might be
different from ¢. Therefore, if we use an e-DP algorithm to continually release the total counts of
C, the continually released output of Algorithm [2is (5 - €)-DP. O
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Theorem 4.3. Let ¢ > 0,£ € (0,0.5), suppose there is an -DP streaming continual release sum-
ming algorithm (for stream of non-negative numbers) which uses space J and with probability at least
1—¢ always outputs an («,)-approzimation for every timestamp. There is a (5¢)-DP algorithm for
the number of distinct elements of streams with universe size at most m in the streaming continual
release model. With probability at least 1 — &, the algorithm always outputs an («,y)-approzimation
for every timestamp t € [T]. The algorithm uses O(m + J) space.

Proof. Consider Algorithm Bl The approximation guarantee is proven by Lemma [£Jl The DP
guarantee is proven by Lemma In the remaining of the proof, we only need to prove the space
usage. Since |[U| < m, the space needed to maintain set S is at most m. The space needed to
continually release an («,~y)-approximation to the summing problem over C is at most J. Thus,
the total space needed is at most O(m + J). O

By combining the above theorem with Theorem 2.5l we obtain the following corollary.

Corollary 4.4 (Streaming continual release distinct elements for small universe). There is an
e-DP algorithm for the number of distinct elements of streams with universe size at most m in
the streaming continual release model. With probability at least 1 — &, the additive error of the

output is always at most O (% 10g2'5(T) log (%)) for every timestamp t € [T]. The algorithm uses
O(m + log(T)) space.

By combining Theorem [£.3] with Theorem [3.3] we obtain the following corollary:

Corollary 4.5 (Streaming continual release distinct elements for small universe, better additive
error). There is an e-DP algorithm for the number of distinct elements of streams with universe size

at most m in the streaming continual release model. With probability at least 1 —¢&, the additive error

log(T'/¢)
en
for every timestamp t € [T]. The algorithm uses O(m) space.

of the output is always an (1 +n,0 ( ))-approximation to the number of distinct elements
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4.2 Number of Distinct Elements for General Universe

Algorithm 3: Number of Distinct Elements via Subsampling

Input: A stream S of elements ai1,a2, - ,ar € U U{L}, and a error parameter n € (0,0.5).
Parameters :Relative approximation factor & > 1 and additive approximation factor v > 0
depending on the streaming continual release algorithm for number of distinct
elements of streams with small universe of elements. //See Theorem [43]
Output: Estimation of the number of distinct elements ||S|o.
L « [log min(||,T)], A + 21og(1000L), m < 100L - (16cxmax (v/n, 3204)\/7]2))2.
Let h : U — [m] be a pairwise independent hash function.
//Here we treat [m] as a universe of elements with size m instead of a set of integers.
Let g : U — [L] U {L} be a A-wise independent hash function and
Ya € U,i € [L],Prg(a) =i] = 27%, Pr[g(a) =1] = 27 L.
Initialize empty streams S1,82,--- ,SL.
for each a¢ in the stream S do
for i € [L] do
if ar #1 and g(a¢) =i then
| Append h(a:) to the end of the stream S;.
end

else
| Append L to the end of the stream S;.

end
end
Vi € [L], compute §; which is an («, v)-approximation to [|S;i|o-
Find the largest i € [L] such that 8; > max (y/n, 32aA/n”), and output §; - 2°.
If such i does not exist, output 0.
end

Lemma 4.6. Consider any timestamp t € [T]. Let v be the output of Algorithm[3 With probability
at least 0.9, v is a ((1+ O(n))a, O(a? max(y/n, alog(L)/n?)))-approzimation to ||(a1,az, -+ ,at)lo-

To prove Lemma .6l we need following intermediate statements. We consider a timestamp
t € [T]. Let S denote the input stream at timestamp ¢, i.e., S = (a1,a2,--- ,a;). Let G; = {a;j |
g(a;) =1,7 <t} for i € [L].

Claim 4.7. Vi € [L], if ||Sllo > 2" - 4X\/n*, Pr[|Gi| € (1 £ ) - [|S]lo/2'] > 1 = 0.01/L. Otherwise,
Pr{||Gi| — [Sllo/2'] < 4A/n] 21— 0.01/L.

Proof. Suppose ||S|lo > 2% -4A\/n?. Due to Lemma 2.6] we have:
Pr[||Gil = [ISllo/2'] > n - |S]lo/2']
, A2
.. (A- |3|0/2l+/\2>

(n-1ISl0/2%)*
<0.01/L,

where the last inequality follows from that A = 2 -1og(1000L) and ||S||o > 2° - 4)\/n?.
Suppose ||S]lo < 2¢-4M\/n?, By applying Lemma again, we have:

Pr [||Gi| — [ISllo/2%] > 4M/7]
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<s. (A 11S10/27 + A2>”2
= (aX/n)?
<0.01/L,

where the last inequality follows from ||S||o/2? < 4\/n? and A = 2 - log(1000L). O

Claim 4.8. For i € [L], conditioning on |G;| < 16amax (v/n,32a)\/n?), the probability that
|Gi| = ||Sillo 4s at least 1 —0.01/L.

Proof. Since h is pairwise independent, Va,b € G;,Pr[h(a) = h(b)] = 1/m. Since m = 100L -
(16 max (7/77,3204)\/772))2, Pr[Ja # b € Gy, h(a) = h(b)] < |G;|?*/m < 0.01/L by a union bound.
O

Let &€ be the event that both of the following hold:
1. Wi € [L] with 21 4\/n? < [S]o, |Gil € (1 £ 1) - 1S]o/2°.
2. Vi € [L] with 2¢-4X/n? > ||S]|o, |Gi| € |S]lo/2¢ £ 4\/n.

According to Claim 7] £ happens with probability at least 0.99. Let £ be the event that Vi € [L]
with |G;| < 16amax(y/n,32a\/n?), |Gi| = ||Sillo- According to Claim B8 &’ happens with
probability at least 0.99.

Next, we are going to prove Lemma

Proof of Lemma[4.6 In this proof, we condition on both events £ and &’. Note that the probability
that both £ and £ happen is at least 0.98.

Consider the case that [|S|lo > 8a - max (v/n,32aA/n?). Let i* € [L] be the largest value
such that ||S]jo/2"" > 4a - max(y/n,32a)\/n?). According to event £, we have |G| € (1 £
n) - |Sllo/2"". Due to our choice of i*, we have ||S|lo/2" < 8a - max (y/n,32aA/n?). Thus,
|Gi+| < 16amax (v/n,32a)\/n?). According to event &', we have ||Si<|lo = |Gi+|. Therefore,
we have §i- > [|Si-[lo/a — v > |Gi-|/a — 7. Since |G| > 2a - max (y/n,32a)/n?), we have
8;+ > max (7/n,32a)\/n2). Therefore, Algorithm B will output 8; - 2¢ for some i/ > i*. Due
to event &, we know |G| < max(2 - ||S|o/2",[|Slo/2" + 4\/n) < 16amax(y/n,32a\/1?). Ac-
cording to event &', we have [|Sir|lo = |G|. Since the algorithm outputs §; - 2¢, we know that
8, > max(y/n, 32a\/n?) which implies that

|Gir] =[S llo
> (8¢ — )/«
> (1—1n)su/a
> 16)\/n%

According to event £, we have |Gy| € (1£7) - ||S]lo/2". Thus, we have

§i/ S a||8i’||0 + Y

=a|Gi|+~v

«
<2 Gy
<16
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1+ i
—Z ca-[Sllo/2

1—
(1+4n)allS]lo/2",

IN

IN

where the second inequality follows from §; > «/n and the last inequality follows from n < 0.5.
Similarly, we have:

8 > ||Sirllo/a =

= |G|/ —~
> |G| /(1 +n)a)
1 -n 1 i
5y o 1S0/2
(1 —4n)/a-[|S]lo/27,

where the second inequality follows from §;; > /7.

Next, consider the case that ||S|lo < 8 - max(y/n, 32a\/n?). Algorithm B either outputs 0 or
outputs §; - 2¢ for some i’ € [L]. Suppose it outputs 8y - 2°. We have §; > max (v/n,32a/7?),
which implies that

AV

Y

Gal 2 S0l = (v = )/a > (1 = n)se fo > 160/,
According to event &, we have |G| < 2 [S|lo/2¢. Therefore

§,L'/ . 2i, S (a||81/||0 + "y) . 2i,

« -/
<—' S’L’ '21
< o Iselo

« ./

- . Gi’ .90
- G|
< da|Sllo

< 3202 max(vy/n, 322\ /n?).

O

Theorem 4.9. Let ¢ > 0,&,& € (0,0.5),n € (0,0.5), suppose there is an e-DP algorithm for
the number of distinct elements of streams with element universe size at most 100 log(min(|U|,T)) -
(16 max(vy/n, 32a-210g(1000 log(min (U], T)))/n?))? in the streaming continual release model which
uses space J and with probability at least 1 — & always outputs an (a,y)-approximation for ev-
ery timestamp. There is an (' = [50log(T/&')e)-DP algorithm for the number of distinct ele-
ments of streams with element universe U in the streaming continual release model. With prob-
ability at least 1 — &' — log(min(|U|,T)) - [501og(T/&)] - &, the algorithm always outputs an ((1 +
O(n))a, O(a? max(y/n, aloglog(min(|U|, T))/n?)))-approzimation for every timestamp t € [T]. The
algorithm uses O(J - log(min(|U|,T)) - log(T'/¢')) space.

Proof. According to our construction of S1,8s,- -, Sy and the definition of the sensitivity (Defi-
nition 23), (81,82, -+ ,Sr) has sensitivity 1. Since the algorithm to report §; for each ¢ € [L] is
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e-DP, AlgorithmBlis e-DP. According to LemmalL@l for any ¢ € [T, condition on that §; is an («, y)-

approximation to ||S||o, with probability at least 0.9, the output is a ((1+0(n))a, O(a? max(y/n, aloglog(min(|U|, T))/n?*
approximation. To boost the probability to 1 — & such that V¢ € [T] the approximation guarantee

always holds, we need to run [50log(7'/¢’)] independent copies of Algorithm Bl and take the median

of the outputs at every timestamp. Thus, the overall algorithm is ([50log(7/¢’)] - €)-DP.

Next, consider the success probability that every §; is an («, 3)-approximation to [|S;|lo. By
taking a union bound over all ¢ and all independent copies of Algorithm Bl the success probability
is at least 1 — log(min(j4|,T)) - [50log(T/€")] - €.

Finally, consider the space usage. Consider each running copy of Algorithm Bl Hashing function
h(-) takes O(1) space. Hashing function g¢(-) takes O(A) = O(loglog(min(|if],T))) space. To
continually release §; for all i, we need to use O(J - log(min(|i],T))) space. Thus, the total space
needed for all copies is at most O(J - log(min(|U|,T)) - log(T/£)). O

By plugging Corollary[d4linto above theorem with £ = log(min(|1/{|,T£))~/]'50 g @T/ENT' € = T50 logz:;T/E'ﬂ ,
a=1,7 = O(1log”?(T)log(1/¢)) and J = O(log(T) + 100log(min(|t/|, T)) - (16 max(vy/n, 32 -
210g (1000 log(min(|U], T)))/n*))?), we get the following corollary.

Corollary 4.10 (Streaming continual release distinct elements). For n € (0,0.5), there is an
e-DP algorithm for the number of distinct elements of streams with element universe U in the
streaming continual release model. With probability at least 1 — &, the output is always a (1 +

1,0 (max (1og<T/5> log®(T) if;g(l/g) log log(7/€) log logT

)))-appromimation for every timestamp t € [T].

The algorithm uses poly (%) space.

By plugging Corollary[4.5linto Theorem[£.9with £ = log(min(|1/{|,T£);~/]'250 e @T/eNT ' € = T30 logéT/g’)] ,
_ _ log(T/€)
a= 1+n,’y—0(g7) and

J = 0(100 log(min(|U|,T)) - (16c max(7y/n, 32c - 210g(1000 log(min(|U|, T)))/n?))?),
we get the following corollary.

Corollary 4.11 (Streaming continual release distinct elements, better dependence in log(T)). For
n € (0,0.5), there is an e-DP algorithm for the number of distinct elements of streams with element
universe U in the streaming continual release model. With probability at least 1 — &, the output is

always a (1+ O(n), O (M))—appmximation for every timestamp t € [T]. The algorithm uses

n%e

poly (%) space.

5 Continual Released ¢, Heavy Hitters and Frequency Mo-
ment Estimation

In this section, we present e-DP streaming continual release algorithms for ¢, heavy hitters and fre-
quency moment estimation. In Section[5.I] we present an algorithm for e-DP CountSketch|Charikar et al.
[2002] in the streaming continual release model. The CountSketch is used for ¢5 heavy hitters and
l> moment estimation. In Section[5.2] we show how to use {2 heavy hitters to solve £, heavy hitters.
In Section .3l we show how to estimate the number of elements which have low frequencies. In
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Section [0.4] we show how to use ¢, heavy hitters and the estimator of low frequency elements to
estimate the ¢, frequency moment.

5.1 Continual Released CountSketch

Algorithm 4: Continual Released CountSketch

Input: A stream S of elements a1, a2, -+ ,ar € U U {L}, a parameter k € Z>.
Parameters : Relative approximation factor @ > 1 and additive approximation factor v > 0
depending on the streaming continual release summing algorithm.
//See Theorem

Output: A tuple (21,22, - ,2x) at every timestamp ¢.
Let h : U — [k] be a 4-wise independent hash function, s.t., Va € U, i € [k], Pr[h(a) = i]

I

Let g : U — {—1,1} be a 4-wise mdependent hash function, s.t., Va € U, Pr[g(a) = 1] = 1.
Initialize empty streams S1, 82, , Sk.
for each a: in the stream S do
if a; =1 then
| Append 0 to the end of every stream S1,S2, - , Sk.
end
else

Append g(a:) to the end of the stream Sy (,,) and append 0 to the end of every stream S;
for i # h(az).
end
Output a tuple (21,22, -, zk) where z; is an estimation of the total counts of S; with additive
error at most ~.

end

Lemma 5.1 (DP guarantee). If the subroutine of continually releasing the approximate total counts

of S; for every i € [k] in Algorithm[] is e-DP, Algorithm[j) is 2e-DP.

Proof. Consider two neighboring streams S and S’ where the only difference is the ¢-th element,
i.e., a; # aj. Consider their corresponding streams S1,Ss, - -+ ,S; and 81,85, - -+, S, in Algorithm [l
For i € [k] and j # ¢, the j-th number in S; should be the same as the j-th number in S/. Thus,
we only need to consider the ¢-th number in S; and S for every i € [k]. Since a, can only make the
t-th number of Sj(4,) be non-zero, a; can only make the t-th number of Sy, h(al) be non-zero, and the
non-zero number can be only £1, the sensitivity is at most 2. Thus, if we use e-DP algorithm to
continually release the total counts of Sy, Ss, - - - , Sk, the continually released output of Algorithm @]
is 2e-DP. O

Lemma 5.2 (Good approximation for frequent elements). Consider any a € U and any timestamp
t € [T]. Let fq be the frequency of a inai,as, - ,a;. Let (21,22, -+, 2x) be the output of Algorithm[]
at timestamp t. Then ¥n € (0,0.5), with probability at least 1 — 1/(kn®), |fa — g(a) - zp@)] <

W'\/Zbeuf172+7'

Proof. Let Zj,(4) be the true total counts of stream Sj,(4) at timestamp ¢. According to the original

CountSketch [Charikar et all [2002], we have Pr || £ — g(a) - Zn(a| < 1y/Spen fﬂ > 1 1/(kn?).

Since

|fa —g(a) - zn)| < [fa —g(@) - Zn)| + 19(a)| - |2ha) = Zn(a)| < |fa —g(a) - Zu)| +7,
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we have with probability at least 1 — 1/(kn?), | fo — 9(a) - zna)l <1+ \/Dper JE+ - O

Lemma 5.3 ({2 Frequency moment estimation). Consider any timestamp t € [T]. For a € U,
let f, be the frequency of a in ai,as,--- ,a;. Let (21,22, ,2k) be the output of Algorithm []] at
timestamp t. Then ¥n € (0,0.5), with probability at least 1 — 100/ (kn?), |Zf:1 22 =Y eul?l <
N acu fa +4kv* /0

Proof. Let Fy = 37, o, f2. Let Z = 37,y 27. For i € [k], let Z; be the true total counts of stream S;
at timestamp ¢. Let Z = Zie[k] 22, According to the analysis of CountSketch |Charikar et all [2002],

Thorup and Zhang [2004], We have Pr [|F2 —Z| <n/4- Fg} >1—100/(kn?). In the following, we

condition on |Fy — Z| < n/4 - Fy.
We have

|Fy — Z|
<R -Z|+|Z - 2|
k
<n/A-Fy+ ) |27 - 2.
i=1
Denote z; = 2; + v; for i € [k]. We have |v;| < ~. Due to convexity, we have:
(1 —n/4)2] — 40} [n < (Zi +vi)® < 27/(1—n/4) + 407 /.
Since n € (0,0.5), 1/(1 —n/4) < (1 +n/2). Therefore, |22 — 22| < n/2- 22 + 4v? /1. We have:
|Fy — Z| <n/4-Fa+n/2- Z+4ky*/n < n/4-Fy+n/2-3/2- Fy+ 4kv*/n < nFy + 4k~*/n.
O

Theorem 5.4 (Streaming continual release ¢ frequency estimators). Let ¢ > 0, € (0,0.5),£ €
(0,0.5). There is an e-DP algorithm in the streaming continual release model such that with proba-
bility at least 1 — &, it always outputs for every timestamp t € [T):

1. fa for every a € U such that | fo—fa| < n||S||24O (w -1log*®(T) - log (W)),

where S denotes the stream (a1, az, -+ ,a;) and f, denotes the frequency of a in S,

2. Fy such that | — |S|[3] < n|S[3+ O (({LoATLEAM - 10g™(T) - log? (alh/ptontih )

The algorithm uses O (W}M -10g(T)) space.

Proof. Suppose we set k = 400/n%. Due to Lemma and Lemma [5.3] the approximation guar-
antees hold with probability at least 2/3 for each particular timestamp ¢ € [T] and a € U. To
boost the success probability to 1 — £/2 for the approximation guarantees and simultaneously for
all t € [T] and all a € |U|, according to Lemma 27 we run [50(log(27/§) + log(|{]))] copies of
Algorithm [] and take the median of each estimator.

We apply Theorem 25 for the summing problem of S; for each i € [k]. Since we run [50(log(27"/&)+
log(|i4]))] copies of Algorithm [ if we desire e-DP algorithm in the end, we need each summing
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subroutine to be /(2 - [50(log(27°/€) + log(|U|))])-DP according to Lemma Il To simultane-
ously make the call of each run of the summing subroutine succeeds with probability at least
1 —¢&/2, we need to apply union bound over all calls of summing and thus each run of the sum-
ming subroutine should success with probability at least 1 —&/(2- [50(log(2T/€) + log(|U|))] - k) =
1—¢/(2- [50(log(2T°/€) +log(|]))] - 400/n%). Thus, according to Theorem 5] we have o = 1 and

N=0 (log<T/£>E+log<\w> 10g25(T) - log (log(T/Es)v?OgW')))-
Finally, let us consider the total space usage, since we call ([50(log(27'/€) + log(|U|))] - 400/1?)
times of summing subroutine, the space needed for executing them is O W}M . log(T)).

Additional space needed is O(1). Thus, the total space required is O (W}M . 1og(T)) O

5.2 Continual Released ¢, Heavy Hitters

By applying the CountSketch, we are able to develop ¢, heavy hitters.
Algorithm 5: Continual Released ¢, Heavy Hitters (p € [0, 0))

Input: A stream S of elements a1, a2, -+ ,ar € U U{L}, a parameter k € Z>1, an error
parameter 7 € (0,0.5).
Parameters :Additive error parameters 71,72 > 0 depending on the streaming continual release
CountSketch algorithm. //See Theorem [5.41
Output: A set H C U of elements and their estimated frequencies f : H = R>g at every
timestamp t.
Let ¢ > max <|Z/l|172/”7 1). Let m = 10k
Let h : U — [m] be a pairwise independent hash function where
VYa € U,i € [m],Prlh(a) =1i] =1/m.
Initialize empty streams S1,S2,- -+ ,Sm. for each a; in the stream S do
if a; =1 then
| Append L to the end of every stream Si1,S2,- -« ,Sm.
end

else
Append a: to the end of the stream Sj(4,) and append L to the end of every stream S; for

7 7é h(at).
end
For i € [m], compute F5,; which is a (1.1, y1)-approximation to ||S;|3.
For a € U, compute f, which is a (1, (1/16)/(10v/@k) - ISh(a)ll2 + 72)-approximation to fa, the
frequency of a in S (or equivalently in S,(q)).

o By nia)t 2 . S
ForaeclU, 1ff32%+51§;2,addamtoH.

Let HC H only keep the elements a such that fa is one the top-((%)p . k) values among
{fs | b€ H}. For each a € H, report f(a) < fa.

end

Lemma 5.5 (DP guarantee). If Vi € [m] the subroutine in Algorithm [A of continually releasing
}3’2_,1- and fq for all a satisfying h(a) =i is e-DP, Algorithm[3 is 2e-DP.

Proof. Consider two neighboring streams S and S’ where the only difference is the ¢-th element,
ie., a; # aj. If a; #L1, it only causes the difference of at most one element between Sj(4,) and
S;z(at)' Similarly, if a} #1, it only causes the difference of at most one element between Sh(ay) and

21



S;l(a Thus if for each i € [m], the continual release algorithm which releases Fg)i and fa for every

a € U with h(a) =i is e-DP, the overall algorithm is 2e-DP. O

Lemma 5.6. At any timestamp t € [T],Ya €U, ifa € H, (1—n)f2 < f2(a) < (1+n)f2 where f,
is the frequency of a in a1, a9, - , as.

Proof. Since a € ﬁ, we have:

2o Fom +m 51293

@ = 25¢k 7>
Thus:
N 16 (2-(n/16) )
A > = 2F 2 2
16 a = 100¢k 2,h(a) + 4! + ’72
16 /16
> — S 2
= 1()O¢)k | h(a)H2 + 72)
16

—_

n/16
10V/k

n

16 2
= ( 139_ n ha>||2) +27§>
6 2
( |5h(a)||2 + 72)

By convexity:

25 (1= y/16). g2 0L (0 s L n/16) £ — 16
22 =010 2= (00 Syl ) 2 (0= 0/10)- 72 - 0/16-
and
2
RE1/-n10) 2+ 50 (100 ISl +2) < 1/01=0/10)- £2-+ /16 2
Since 1) € (0,0.5), we have (1 —7)f2 < f2 < (1+n)f2. O

P
Lemma 5.7. At any timestamp t, the output H of Algorithm[d has size at most (LLZ) k.

Proof. Note that H only keeps the top- ((HZ) . k) values from H. O

Lemma 5.8. At any timestamp t, consider any a € U. Let fq be the frequency of a in ay,az,- -, at.
If fo > 4v/71/(0k) + 51272 /02 and fP > S[15/k, with probability at least 0.9, a € H.

Proof. In this proof, we consider all streams and variables at the timestamp ¢. Suppose f? > ||S||b/k.
Let B={beU | f > ||S|[5/k}. Then with probability at least 0.9, Vb € B\ {a},h(a) # h(b). In
the remaining of the proof, we condition on Vb € B\ {a}, h(a) # h(b).

Case 1, p < 2: In this case, we have ¢ = 1. Vx € u with h(xz) = h(a), we have f, < f, which

implies that fP=2 > fP=2 since p < 2. Since Vz € U, L <1, we have

)f2

|Sh@llp _ > wcttsh(z)=h(a) /% S B
IShall3  Xsettn()=n(a) f2 — =it hwy=hia) 2 [2]
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which implies that f3/||Sp(a) 13 = f2/Sh) I} = f2/1SI5 = 1/k and thus f2 > [[Spea) 13/ (k).
Case 2, p > 2: In this case, we have ¢ = |U{|'~2/P. Since f? > ||S||2/k, we have:
Fo Z ISlp/kVP 2 [IS]lp/K2 = [[S]l2/ (kY2 - /2717,

where the second inequality follows from k'/2 > k'/P for p > 2, and the third inequality follows
from Holder’s inequality that ||S||2 < |U|'/27Y/P . ||S||,. Therefore, f2 > ||S||2/(¢k).

Therefore, in both above cases, we always have f2 > ||S||3/(¢k).

By convexity, we have

2
Pz =ne): 52 =20 (P2 sl 4 )
16 16
> - n/16) g2 - 2 (AL s 4+ 23 )

Thus we have:

b1 16 (2(1/16)2

2> 2.8 k) — — (22D s 12 4242
fa—2 [ h(a)||2/(¢) " 1006k [Sh(ayllz + 273

11 16 (2(1/16)2 . ,
> .2 (F By — — (22 oy 2
> 55 o = m)/(00) = 22 (2L 2. (B + ) + 23
_ (L _nA6\ Fonw (1 0/16N m 32,

4~ 25 ok 47705 ) ek 2

1 Bope 1 m 32

> - a2 —1——2 0

5 ¢k 3 ok 7

Fyp@y+m 51243 2048y 2 3 .
>2- ! — . 2 __* K 1
- < 250k 1P 7 T3 gk 2bgk M@ (1)

On the other hand, by convexity, we have:

2
722 =02 = 2 (D Sl + 70

16 16
> - /167 = 2 (AL s, 3+ 243

and thus

A 1 16 2(n/16)? -
22 516+ (n/(00) + 5103/ - 2 (AEE o (B ) + 203 )

_< 77/16>'”yl Jr<4096 g) » n/16 -

\%

n _ B
2%k ) ok 2 ) 2T 2k 2N
2y, 2048 , 3 .
L R G SR I 2
=3 ok + 2 72 2ok 2,h(a) (2)
By looking at Equation () + Equation (), we have f2 > F2"2‘(5‘2,j71 + 512% . Thus, a € H. O
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Lemma 5.9. At any timestamp t, if f2 > ||S||b/k and a € H, then a € H.

Proof. We prove the statement by contradiction. Suppose a ¢ H, there is a subset Q C H with
P A .
Q| > (i—g) -k such that Vb € Q, fy > fa. According to Lemma [5.6, we have Vb € Q, f¥ >

p P
(};—:7’) - fP > (};—:7’) -||S|[5/k. Then we have 37, fy > [|S[| which leads to a contradiction. [

Theorem 5.10 (¢, Heavy hitters for all p € [0,00)). Let e > 0,1 € (0,0.5),k > 1,& € (0,0.5). Let
¢ = max(1,|U|*~2/P). There is an e-DP algorithm in the streaming continual release model such
that with probability at least 1 — &, it always outputs a set H C U and a function f :H = R for
every timestamp t € [T]: such that

1. Ya € H, f(a) € (L£n) - fo where f, is the frequency of a in the stream S = (a1, a2, -+ ,az),

2. NYaelU, if fo, > gi log® (T b IMI) for some sufficiently large constant C' > 0 and f¥ > ||S||b/k
then a € H,

3. The size of H is at most O ((log(T/ﬁ) + log(|U4))) - (1‘:—’7)10 . k)

The algorithm uses <5 - poly (log (%\u\)) space.

Proof. The first property follows from Lemma

According to Lemma [5.§ and Lemma [5.9 the guarantee holds with probability 0.9 for any
particular ¢ € [T] and @ € U. To boost the probability to make the guarantee holds simultane-
ously for all t € [T] and a € U with probability at least 1 — £/2, we need to repeat Algorithm [5]
[50(log(2T°/€) + log(|U]))] times, and let final H at timestamp ¢ be the union of all output H at
timestamp ¢, and let final f(a) at timestamp ¢ be any output f(a) at timestamp ¢. Accordmg to

Lemma 5.7, the output H of a single running copy of Algorithm [l is at most (HZ) - k. Thus,

the size of the final output H is at most O ((log(T/f) + log(|U])) - (}f—g)p . k) which proves the

second property.

We apply Theorem .4 for the frequency and ¢5 frequency moment estimators of S; for each
i € [m]. Since we run [50(log(2T/€) + log(|if]))] copies of Algorithm Bl if we desire e-DP al-
gorithm in the end, we need each frequency and /5 frequency moment subroutine to be /(4
[50(log(2T°/€) + log(|i4]))])-DP according to Lemma To simultaneously make the call of
each run of the frequency and /5 frequency moment subroutine succeeds with probability at least
1 —£/2, we need to apply union bound over all calls of the subroutines and thus each run of
the subroutine should succeed with probability at least 1 — &/(4 - [50(log(T'/€) + log(|U]))] - m) =
1—¢&/(4- [50(log(T/€) + log(|U]))] - 10k?). Notice that we also need to re-scale ) in Theorem [5.4]
to be (n/16)/(104/¢k) used in Algorithm [l for estimation of the frequency of each element and
set n = 0.01 in Theorem [5.4] for the estimation of the f5 frequency moment. Thus, according to

Theorem 5.4, we have
1 T kU
7 = =5 - poly ( log (| ————
€ 3
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and

1 T k-|U|
2 = = -poly | log | ———
€ &n

Therefore, the second property follows from Lemma[b.8 and Lemmal[5.9and our probability boosting
argument.

Finally, let us consider the space usage. Since we run O(log(T'/€) + log(|U])) copies of Al-
gorithm [ and each copy calls O(k?) frequency estimator and /¢, frequency moment estimator
using the parameters discussed above. Due to Theorem [(.4] the total space usage is at most

3 ke
% - poly (log (%)) O

5.3 Differentially Private Continual Released Counting of Low Frequency
Elements

In this section, we show a differentially private continual released algorithm for counting the number
of elements that have a certain (low) frequency. Similar to our counting distinct elements algorithm,
we first consider the case where the universe of the elements is small.

5.3.1 Number of Low Frequency Elements for Small Universe

Algorithm 6: Number of Low Frequency Elements for Small Universe

Input: A stream S of elements a1, a2, -+ ,ar € U U {L} with gaurantee that |/| < m, and a
target frequency k.
Parameters :Relative approximation factor @ > 1 and additive approximation factor v > 0
depending on the streaming continual release summing algorithm.
//See Theorem
Output: Estimation of the number of elements with frequency exactly i for each i € [k] at every
timestamp t.

Initialize empty streams C1,Ca, - - ,Cg.
For each a € U, initialize frequency f(a) < 0
for each a; in the stream S do
If ar #1L, f(a:) < f(as) + 1.
for each i€ [k] do
if at #1 and f(a:) =i+ 1 then

| Append —1 at the end of C;.
end
else if a: #L and f(a:) =i then

| Append 1 at the end of C;.
end

else
| Append 0 at the end of C;.
end

end
For each i € [k], output §; which is an («,y)-approximation to the total counts of C;.
end

Lemma 5.11. At the end of any time t € [T], Vi € [k], the output §; of Algorithm[@ is an (,7)-
approzimation to |[{a € U | fo = i}|, the size of the set of elements of which the frequency is exact
1.
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Proof. Tt is easy to observe that Algorithm [6] maintains f(a) such that f(a) = f, for any a € U.
For i € [k], if before adding a; the frequency of a; is i, we append —1 to C;. If after adding a; the
frequency of a; becomes i, we append 1 to C;. Note that if the frequency of a; has the value which
is not in above two cases, it does not affect the number of elements with frequency i. Therefore,
the total counts of C; is always the number of elements of which frequency is ¢. Thus, §; is an
(o, y)-approximation to the number of elements of which frequency is i. O

Lemma 5.12. If the algorithm that continually release the approximate total counts of C; for every
i € [k] is e-DP, Algorithm[@ is (8ke)-DP in the continual release model.

Proof. Consider two neighboring stream S = (a1, as,--- ,ar) and &' = (a},a), - - ,a’) of elements
in U where they only differ at timestamp ¢, i.e., a; # a;. Fix any ¢ € [k], let us consider the
differences between the corresponding count streams C; = (¢1,¢2,- -+ ,er) and C| = (¢}, ¢h, -+ , ).

Consider an intermediate neighboring stream 8" = (a1, a2, -+ ,at—1, L, a1, -+ ,ar). Let C) =
(cf,c4,---, ) be the count stream corresponding to S”. The total difference between C; and C! is
bounded by the sum of the total difference between C; and C” and the total difference between C;
and C}'.

Consider the difference between C; and C. If a; =1, C/ is exactly the same as C;. Suppose
ay = a € U is the j-th appearance of a in §. If j > ¢, change a; to L does not affect C;. Suppose
j <. Let ay,,a,,ar, be the i-th, (i + 1)-th, (i + 2)-th appearances of a in S respectively. Then
it is easy to verify that ¢;, = 1,¢/ = 0,¢1, = —1,¢{, = 1,¢4, = 0,¢, = —1, and for any other
p # t1,t2,t3, we have ¢, = c,. Thus, the total difference between C; and C;' is at most 4.

Similarly, the total difference between C; and C}’ is at most 4. Thus, the total difference between
C; and C! is at most 8. Therefore, the total sensitivity of C1,Ca, - ,C is at most 8k. If we use
an e-DP algorithm to continually release the total counts of C; for every i € [k], the continually
released outputs of Algorithm [l is (8%¢)-DP. O

Theorem 5.13 (Streaming continual release count of low frequency elements for small universe).
Let k > 1,6 > 0,¢ € (0,0.5). Suppose the universe U has size at most m. There is an e-DP
algorithm in the streaming continual release model such that with probability at least 1 —&, it always
outputs k numbers 81,82, - , 8 for every timestamp t, such that Vi € [k], §; is an approzimation to
[{a e U | fo =i}| with additive error O (g log®®(T) log (%)) The algorithm uses O(m+klog(T))

space.

Proof. Consider Algorithm [6l we use Theorem as the summing subroutine. According to
Lemma [512 if we want the final algorithm to be e-DP, then each subroutine must be (¢/(8k))-DP.
Furthermore, if we want the over success probability to be 1 — £, the success probability of each
summing subroutine should be at least 1 — £/k. By applying Theorem 2.5 we have = 1 and
vy=0 <§ -log?®(T) log (%))

We need O(m) space to maintain the frequency of the elements. We need O(klog(T)) space to
run k& summing subroutines. Therefore, the total space usage is O(m + klog(T)). O
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5.3.2 Number of Low Frequency Elements for General Universe

Algorithm 7: Number of Low Frequency Elements via Subsampling

Input: A stream S of elements a1, az, -+ ,ar € U U{L}, an error parameter n € (0,0.5), and a
parameter k > 1.

Parameters :Additive approximation factor v; depending on the streaming continual release
number of distinct elements, relative approximation factor az > 1 and additive
approximation factor 72 > 0 depending on the streaming continual release count of
low frequency elements for small universe.

//See Corollary 410l and Theorem [E13]

Output: Estimation of the number of elements with frequency exactly i for each i € [k] at every

timestamp t.

L <+ [log min(|U], T)], A + 21og(1000k), m < 100 - (25600 /n*)?.

Let h : U — [m] be a pairwise independent hash function.

Let g : U — [L] U {L} be a A-wise independent hash function and

Ya € U,i € [L],Prlg(a) =i] = 27%, Pr[g(a) =1] = 27 L.

Initialize empty streams S1,S2,--- ,S¢.

for each a: in the stream S do

for ¢ € L do

if ar #1 and g(at) =i then
| Append h(a¢) to the end of the stream S;.

end
else
| Append L to the end of the stream S;.

end
end
Compute d which is a (1.1, v1)-approximation to the number of distinct elements in S.
For 7 € [L]7 compute §;.1, 85,2, -+ , 8,k where §; ; is an (a2, y2)-approximation to the number of

elements in S; where each element has frequency exact j.
If d < max(371764)\/n2), set §1 =89 =+ =5, =0.
Otherwise, find the largest i* € [L] such that 2" - (64\/n?) < d, and Vj € [k], set §; = &~ ; - 2°.
Output 81, 82, - -, Sk.
end

Lemma 5.14. If the subroutine of continually releasing d in Algorithm[Q is e-DP and the subroutine
of continually releasing {8 1,8i2, - , 8k} for each i € [k] is also e-DP, Algorithm [ is 3¢-DP.

Proof. Consider two neighboring streams S and &’ where the only difference is the ¢-th element, i.e.,
a; # a;. Consider their corresponding streams Si, Sz, -+ ,Sr, and 1,85, , 87 in Algorithm [7]
For i € [L] and j # t, the j-th element in S; should be the same as the j-th element in S;. Since
a; can only make the ¢-th element of Sj,(4,) be different from the ¢-th element of S,’I(at), and a;

can only make the {-th element of S, be different from the ¢-th element of S;z(a;)’ the total

sensitivity of {S1,8s, -+, S} is at most 2. Thus, if the continual release of d is e-DP and for every
i € [L], the continual release of §;1,8;2, - , 8 x is also e-DP, the continual release of 31, 82, - , Sk
is (3¢)-DP. O

Lemma 5.15. Consider an arbitrary timestamp t € [T]. VYa € U, let f, denote the frequency
of @ in a1, a2, ,a,. With probability at least 0.9, Vj € [k], the output §; of Algorithm [@ is a
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(ag, (agn—i— 77;’?) SN0 + 671 + 128)\/772) -approzimation to |[{a € U | fo = j}|, where ||S||o is the

number of distinct elements in a1, az, - ,az.

To prove Lemma [5.15] we need following intermediate statements. Consider timestamp ¢ € [T.
VYa € U, let f, denote the frequency of a in ay,as, -+ ,as. If i* exists in Algorithm [[l we define
G = {a; | g(a;) =i*,j € [t]}. Let ||S|lo denote the number of distinct elements in a1, as, - -, a;.
For [ € [k], define G; = {a € G| fo =1}.

Claim 5.16. With probability at least 0.98, Va # o’ € G, h(a) # h(a').

Proof. Since E[|G|] = ||S]lo/2"", we have |G| < 100 - |S|lo/2"" with probability at least 0.99 by
Markov’s inequality. Since i* can be found by Algorithm [7] we have ||S]jo < 1.1 (d + 71) < 2d.
By the choice of i*, we have 2" > d/(128)\/n?). Therefore, ||S||o/2" < 256A/n%. With probability

at least 0.99, |G| < 25600\/n?. By union bound and Markov’s inequality, Pr[Va # o’ € G, h(a) #
h(a') | |G| < 25600)\/n%] > 1 —|G[*/m > 0.99. O

Claim 5.17. VI € [k], Pr[2" - |G| € {a € U | fo = 1} £ 1||S]jo] = 1 — 0.01/k.

Proof. Let s; = |{a € U| fo = 1}|. Since i* can be found, we have d > 3~;. Note that s; < ||S||o <
1.1(d+ ) < 2d < 2" -4-64)\/5. By applying Lemma 28] VI € [k] we have:

Pr [ 1Gy| — s1/2"

> 32/\/77}

g (A2 AN A2
- (32A/n)?
<0.01/k,

where the last inequality follows from s;/2° < 4-64\/n? and A = 2 - log(1000k). Since ||S]|o
(d—m)/1.1 >dj2>2" - 32)\/n?, we have

Y%

Pr H|Gl| ~ 52" > n||5||0/21‘*] <0.01/k.

Next we show the proof of Lemma [5.15]

Proof of Lemma 510 Let £ denote the event that Va # o' € G, h(a) # h(a’). Let Vi € [k],s1 =
Ha € U | fo = 1}]. Let & denote the event that VI € [k],2" - |G| € s; +n||S|lo. According to
Claim and Claim [5.I7] the probability that both £ and &’ happen is at least 0.97. In the
remaining of the proof, we condition on both events £ and &’.

First, consider the case that d < max(3~1,64\/n?). Since d is a (1.1, 1 )-approximation to ||S]|o,
we have ||S]lo < 671 + 128)\/n?. In this case, VI € [k],8 = 0 and [{a €U | fo =1} < |S|lo <
Gy + 128X /1.

Next, consider the case that d > max(3vy;,64\/n%). For each j € [k], let s;-; denote the
number of elements in S; where each element has frequency exact j. According to event £, we have
Vi € [k], si«1 = |Gi]. According to event &', VI € [k], we have:

. - 1 1 i
o> (a— Gl —72) > (= allSlo) — 27 e
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1 77272
> . — .
> s <n+ v ) 1Sl

where the first inequality follows from that $;« ; is an («g, y2)-approximation to s;- ; and s;« ;| = |Gy,
the second inequality follows from event &', and the third inequality follows from ay > 1 and
IS]lo > (d —~1)/1.1 > d/2 > 2" - 32\/n?. Similarly, VI € [k], we have:

§ <27 (a2 |Gl +72) < a2 (st +1)IS]l0) +27 72
2
2
<ay- T2 1S o
< ap Sz+(a277+ 32)\) 1Sllo
O

Theorem 5.18 (Streaming continual release of count of low frequency elements). Let k > 1, >
0,£ €(0,0.5),n € (0,0.5). There is an e-DP algorithm in the streaming continual release model such
that with probability at least 1 — &, it always outputs k numbers 51,82, - , Sk for every timestamp
t such that Vi € [k], §; is an approzimation to |{a € U | fo = i}| with additive error:

K k log &
(o002 ovotr (o (52)) )t 2 (1 () ) <0 (557

The algorithm uses 7%4 - poly (%) space.

Proof. According to Lemma [5.15] the approximation guarantee holds with probability at least 0.9.
To boost the success probability to 1 — £/3 for all ¢ € [T], we need to run [501og(37/¢)] indepen-
dent copies of Algorithm [l Since we run [501log(3T/€)] copies of Algorithm [7] and according to
Lemma [5.14] if we want the final algorithm to be e-DP, we need each subroutine of the streaming
continual release of {8; 1,82, , 8k} for each i € [k] to be (¢/(3-[5010g(27/¢))])-DP and we need
the subroutine of the streaming continual release of d to be also (¢/(3-[50log(3T'/¢))])-DP. To simul-
taneously make the call of each subroutine of the streaming continual release of {8; 1,82, -, 8ir}
over all independent copies of Algorithm [7 satisfy the desired (a2,72)-approximation with prob-
ability at least 1 — &/3, we need to make {8;1,8;2, - ,8; 1} satisfy the approximation guaran-
tee for each particular ¢ € [L] and a particular copy of Algorithm [7] with probability at least
1—-¢/(3-[5010g(3T/€))] - L). To simultaneously make the call of each subroutine of the stream-
ing continual release of d over all independent copies of Algorithm [7 satisfy the desired (1.1,71)-
approximation with probability at least 1 —&/3, we need to make d satisfy the approximation guar-
antee for each particular copy of Algorithm [7] with probability at least 1 —&/(3 - [501log(37/£))]).

Then, according to Corollary B0, we have 4 = 1 - poly (log (%)) . According to Theorem [5.13]

we have as = 1 and v = g - poly (log (%’“)) . By plugging above parameters into Lemma [5.T5] we

have Vi € [k], §; is an approximation to [{a € U | f, = i}| with additive error:

k k logk
v (1)) s o () 0 (),

Next, consider the space usage. According to Corollary 410, the total space needed to release
d for all copies of Algorithm [l needs poly (log(T/ 5)). According to Theorem B.13] the total space

min(e,1)

needed to release {8;1,8;2, -+ ,8; 1} for all i € [L] over all copies of Algorithm [[lneeds O(log(T/§)-

L-(m+log(T))) = 7%4 -poly (log (TTk)) Thus, the overall space is at most ni“ -poly (%) O
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5.4 [, Moment Estimation

In this section, we show how to use our £, heavy hitters and the estimator of number of low frequency
elements to solve £, moment estimation problem.

Algorithm 8: ¢, Frequency Moment Estimation

Input: A stream S of elements a1, a2, -+ ,ar € U U{L}, an error parameter n € (0, 0.5).
Parameters :A threshold parameter 7 depending on the heavy hitter algorithm, a relative
approximation factor o and an additive approximation factor v depending on the
algorithm of estimating count of low frequency elements. //See Theorem [5.10] and
Theorem B.I8]
Output: Estimation of the ¢, frequency moment at every timestamp t.
Let 8’ be drawn uniformly at random from [1/2,1] and let 8 € 8’ = (n/T)€ for some sufficiently
large constant C' > 0. //Thus B can be represented by O(log(T'/n)) bits.
Let ¢ be the smallest integer that 5(1 + 77)‘1T > 7 and let ¢5 be the smallest integer that
B(1+ )2+ > T, and for any q € ¢}, ¢5], define the interval I, = (8(1 4+ )%, (1 +n)7!].
[L < log(|U])], A + 2 -log(1000(L + 1) log(4T") /7).
Let k be the largest integer such that k < B(1+n)9. Let B < (%) -100(L +1) - ?’7]2—? ~(1+n)P.
Let g : U — [L] U {L} be a A-wise independent hash function and
Ya € U,i € [L],Prg(a) =i] = 27%, Pr[g(a) =1] = 27 L.
Initialize empty streams So, S1,S2, -+ ,SL.
for each a¢ in the stream S do
if a: #1 then
Append a; at the end of Sp.
For i € [L], if g(at¢) = 4, append a: to S;, otherwise append L to S;.
end
else
| For i€ [L]U{0}, append L at the end of S;.
end
For each i € [L] U {0}, compute a set H; C U together with a function f; : H; — R satisfying:
1. Vae Hi,(1=n') - fa < fila) < (1 + 1) - fa, where f, is the frequency of a in a1,as,--- ,at, and 7’

. ’
satisfies n’ < 710000(;’“)‘&‘.
2. Va € U that appears in S;, if fo > 7 and ff > ||Si||5/B, a € H;.

Compute 81, 82, -+ , 8 where VI € [k], §; is an (o, y)-approximation to [{a €U | fo =1}|.
for g € [q7, ¢3] do
Initialize 2, = 0.
for i € [L]U {0} do
if [{a € H; | fi(a) € I,}| > 8\/n? ori =0 then
| Zq + max(Zq, [{a € H; | f’i(a) € I3[ 2Y).
end
end
end
Output Fp =37 iy 8- 17 + 2 ge(qr gz 20 - (B +m)T)P
end

Lemma 5.19. Consider the subroutines in Algorithm[8. If the algorithm that continually release
51,892, ,8k is e-DP and for every i € [L]U {0} the algorithm that continually release (H;, f;) is
e-DP. Algorithm[8 is 4e-DP in the continual release model.
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Proof. Consider two neighboring stream S = (a1,a2, -+ ,ar) and &' = (a},d), -+ ,a’) where
they only differ at timestamp ¢, i.e., a; # a;. Consider the corresponding streams Sy, Sy, ,SL
and S), S, ,S8;. Vi € [L]U{0},j # t, the j-th element of S; should be the same as the j-
th element of S/. Furthermore, Vi € [L] with ¢ # g(a;),i # g(a}), the t-th element of S; is

also the same as the {-th element of S/. Thus, at most 3 streams 80, Sy(ay) and Sgy(q;) might be
different from &;, S .y and S;(a;) respectively. Thus, the output {(Ho, fo), (H1, f1),--- , (Hp, fr)}
is 3e-DP. Since (81, 82, -, §k) is e-DP and the final output only depends on (81, 82, -, 8;) and

{(Ho, fo), (Hy1, f1), -, (Hp, fr)}, the final output is 4e-DP. O

In the remaining of the section, let us analyze the approximation guarantee of Algorithm[§ Let
us consider a timestamp ¢ € [T] and VYa € U, let f, denote the frequency of a in a1,as, - ,a;. Let

S,80, 81, -+, S, denote the streams up to timestamp ¢. Let Z = {[1,1],[2,2],--- , [k, k], Igz, Lgr 11, -~

By our choice of k, g7, ¢5, we have the following observation:
Observation 5.20. >, Zaebf:fael T2 =1S|5.

Definition 5.21. For any I € I, if 3, cyyr.cr f2 = nlISIB/ (65 — i +1) or I is {i} for some
i € [k], then interval I is contributing.

5.4.1 Analysis of High Frequency Elements

In this section, we show that qu[q; a3 24-(B(14n)9)P is a good approximation to Z‘IG[QT a1 > acttfaer, 12

and > . ar G S P
q€[q;,q3]:14 is contributing acU:focly Ja

The following lemma says that the frequency of any particular sampled element should be
sufficiently far away from the boundary of intervals Iy:, Igx 11, -+, Iz with a good probability.

Lemma 5.22 (Indyk and Woodruff |2005]). Consider 8 in Algorithm[8. Consider any f € [T] and
any r > 2(n/T)°~1.

1007
Pr min — 081+ <r| <
B’ qE{qi‘7qI+1,---,q;‘7q§+1}|f ( 77) | n-f

By applying above lemma, we show that with high probability, we can use fi(a) to correctly
classify a into right interval in Ips, Iy 41, Igz 42, Igs.

Lemma 5.23. With probability at least 0.99, Vi € [L] U {0}, Ya € H;, and Yq € [¢7,43], fi(a) € I,
if and only if fo € 1.

Proof. According to Lemma [5.22] for any ¢ € [L]U {0} and any a € H;, we have:

1
Pr min [fa=BL+m) | <n'fa| < :
a€{ai a1, a5 +1} 100- (L +1) - |H;

where the inequality follows from 7’ < m. By taking a union bound over all i € [L]U{0}
and all @ € H;, with probability at least 0.99, the following event happens: Vi € [L] U {0},Va €

1. if fo < A1+ )%, then fi(a) < fo+1'fa < B +1n)Y,
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2. if fo > B(L + )%, then fi(a) > fo —n'fa > (1 +n)0.

Therefore, with probability at least 0.99, Vi € [L] U {0}, Ya € H;, and VYq € [¢*, ¢3], fi(a) € I, if
and only if f, € I,. O

Let G; denote the set of elements that appears in the stream S; and let G; ; denote the set of
elements that appear in the stream S; and whose frequency is in the interval I,. Formally, Vi € [L],
let G; ={aj|gla;) =14,j <t},Go={a; | j <t},and Vg € {qf,¢F +1,---,q5},Vi € [L]U {0}, let
Giqg={a € G;| fo € I;}. For q € [q],¢5], let 24 = |Go 4|, i-e., the number of elements that are in
the stream & and have frequency in the range I,.

Lemma 5.24. Vi € [L]U{0},q € [¢},q3], ifi =0 or z, > 2°-AX/n? Pr[|Gi 4| € (1£7)-24/27] > 1—
0.01/ (L +1) - 1og(4T)/n). Otherwise, Pr{||Gy | — 24/21] < 4X/n] > 1—0.01/ (L + 1) - log(4T) /7).

Proof. Consider any i € [L] U{0} and ¢ € [¢], ¢5]. If i = 0, by definition z;, = |Gg 4|.
Suppose z, > 2° - 4\/n*. Due to Lemma 2.6, we have:

Pr [[1Gi gl — 2/ > - 24/2]
i 2\ M2
. <M>
(n- Zq/2l)
<0.01/ (L +1) -log(4T)/n),

where the last inequality follows from that A = 2 - 1og(1000(L + 1) log(4T)/n) and 2z, > 2% - 4X\/n?.
Suppose z, < 2°-4\/n?, By applying Lemma 2.6 again, we have:

Pr [||Gi,q| — zq/Qi‘ > 4)\/17}

- z/20 4 A2\ M
< (“ i)
<0.01/ (L +1) -log(4T)/n),

where the last inequality follows from z,/2? < 4\/n? and A = 2 - log(1000(L + 1) log(4T)/n). O

We define events £; and &; as the following: &1 denotes the event Vi € [L] U {0},Va € H;,Vq €
g7, 43, fi(a) € I, if and only if f, € I,. & denotes the event:

1. Vi e [LJU{0},VYg € [q},q3], if 24 > 20 -4N/n? or i =0, |Gy 4| - 20 € (1 £ 1)z,
2. Vi € [L],Vq € [qf, q5], if 24 <20 -AN/0?, |Gy q| € 24/20 £ 4N/,

According to Lemma [5.22] £ happens with probability at least 0.99. According to Lemma [£.24]
since Vq € [¢},43],2¢ = |Goql and ¢ — ¢f + 1 < log(4T)/n, by taking a union bound over all
i € [L]U {0} and all ¢ € [¢7, ¢5], &2 happens with probability at least 0.99.

Lemma 5.25 (Upper bound of estimation of high frequency moment). Condition on & and s,

Z 2 (BA+n)NP < (1+n)- Z Z 7

q€(q7,q5] q€(qy,q5) a€U, fa€lq
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Proof. Due to event £, we have Vi € [L]U{0},Yq € [¢}, ¢3], {a € H; | fi(a) € I,} C G, ,. Note that
for q € [qf,q3], 24 is either 0, or 2, = 27 - |{a € Hy | fy(a) € 1,}| for some i’ satisfying i’ = 0 or
{a € Hir | fi(a) € I} = 8)\/n*. Since ¥q € [¢f, ¢3], Vi € [L]U{0}, {a € H; | fi(a) € I} < |Gigql,
Vg € (g7, ¢5], if 24 # 0, there is some ' € [L] U {0} such that:
2 =2"-[{a€ Hy | fula) € I}

< 2" |Gi’,q|

S (1 + 77) *Zq,
where the second inequality follows from that |Gy 4| > 8\/n? which implies that |Gy ,|-27 € (1£1)z,

according to event .
Therefore,

STz (BA+ )P

q€(ay,q3]

SAUtm) Y oz (BT

q€(ay,q3]

<(1+mn) Z Z B(1+n)?

q€lq},q3] a€U:fa€l,y

<(t4+n) >, >

q€(qy,q5] a€U: fa€lq

where the first inequality follows from 2, < (147)z,, the second inequality follows from the definition
of zg, 1e., zg = [{a € U | fo € I;}|, and the last inequality follows from that f, > B(1 + n)? if
fa € 14. O

Define the event &3 as: Vi € [L] N {0}, [|Si[l5 < 100(L + 1) - [|S|[5/2".
Lemma 5.26. &3 happens with probability at least 0.99.

Proof. Consider i € [LJU{0}. We have E [[|S;[5] = >, Prlg(a) = i]- f2 = ||S||5/2". By Markov’s
inequality, with probability at least 1 —1/(100(L + 1)), [|S;|[} < 100(L 4 1) - [|S|[5/2". By taking a
union bound over all ¢ € [L] U {0}, & happens with probablhty at least 0.99. O

In the remaining of the analysis, we condition on &3 as well.

Lemma 5.27 (Lower bound of estimation of contributing high frequency moment). Condition on
&1,82,85.

>z (B4R = (1 -yt > >

q€lal a3 q€(q},q5]:1, is contributing a€lU,fo €1y

Proof. Consider any contributing ¢ € [q7, ¢5].

Case 1: z, < 16A\/n?. According to Definition 521l we have D actifaer, S8 2 nlISIB/ (a3 —af +1)
which implies that 7]|Soll5/(q5 — g1 + 1) < 2 - (B(1 +n)TTH)P < 16A/n* - (L+n)? - (B(L + n)7)P.
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Since B > (g5 — qi +1)- 16X~ (1 +0)?/n*, Ya € U with f, € I, f? > ||So|[5/B . Therefore, Va € U
with f, € I,, we have a € Hy. According to event &, we have |{a € Hy | fo(a) € I,}| = |Go.q| = 2.
Thus, we have 2, > [{a € Hy | fo(a) € I4}| > z4.

Case 2: z, > 16)\/n?. Let i* € {0}U[L] be the largest value such that z,/2° > 16\/n?. According
to event &, we have |Gy 4| > 8\/n?.
Since ¢ is contributing, we have:

Zg (BL+mTH)P

> >

a€U:fo €1,
>S5/ (g5 — ¢ +1)
>2" | Si- 112/ (g5 — a; + 1) - 100(L + 1)),

where the last inequality follows from event £5. Therefore, we have
(B(1+n))"

>nl|Si 15/ (@5 — af +1) - 100(L + 1) - (24/2" ) - (1 + n)P)
>n)|Si+ |5/ ((g5 — qi +1) - 100(L + 1) - (32A/n%) - (1 +n)?),

where the last inequality follows from z,/2"" < 32)\/n?. Since B > ((¢5 — ¢ + 1) - 100(L + 1) -
(32X/n?) - (1 +n)P)/n, we have Va € U with a € Gi- 4, f2 > ||Si-|[5/B and fo > B(1 +n)? > 7
which implies that a € Hj-. According to event &, we have {a € Hi | fi-(a) € I} = G g
Therefore, |{a € Hy | fi-(a) € I,}| > 8\/n%. Finally, in addition, according to event &, we have
20> {a € Hir | fir(a) € I} 27 > (1 = 1)z,

Therefore, in any case, we have 2, > (1 — 1)z,, and we have:

> - (B
q€lat a3]
> ) 24 (BT
q€[q;,q5]:14 is contributing

> >, (1 =m)zg - (B +m)")P

q€[q;,q5]:14 is contributing

A )> > By

14+ n)P
( 77) q€lqy,q3]:14 is contributing a€U: fo €14

1—n »
Zm Z Z fa

q€lqy,q3]:14 is contributing a€U: fo €14

2(1 —77)p+1 Z Z fzzz)v

q€lq7,q3]:14 is contributing a€U: fo €14

where the equality follows from the definition that z, = |[{a € U | fo € I} O
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5.4.2 Analysis of Low Frequency Elements

In this section, we show that Zle[k] 3y - IP is a good approximation to Zle[k] Zaeu:fa:l 1P

Lemma 5.28 (Approximation of low frequency moments). > ;8 - 1P is a (o, - (27)Pt1)-

approzimation t0 3y D aeu:fo—1 14 -

Proof. For | € [k], let s; = |[{a € U | fo =1}|. We have:

Zgl-zp

le[k]

S IR

e[k

1

20X S ek w
lelk] aeU: fa=l

1

> . P _ p+1

=D MM EERCE
lelk] a€U: fa=l

where the last inequality follows from that our choice of k£ implies that k& < 27. Similarly, we have:

Zgl-zp

lelk]
< Z a8 +7)
1E[k]
@ 3 gt
le[k] a€U: fo=I
O
5.4.3 Putting High Frequency Moments and Low Frequency Moments Together
Lemma 5.29. Zcontributing IeT ZGEUIfaGI fl:f z (1 o 77) ’ HSH?
Proof.
> >, i
contributing I€Z ac€lU:f, €1
DD VD o
IcT acl:foel non-contributing I€Z acU: fo €1
2|1l = (a2 —ar +1) -0 ISI5/(g3 — a1 +1)
21 —=n)-ISI3-
O
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Lemma 5.30. Consider any timestamp t € [T]. Va € U, let f, denote the frequency of a in
a1,G2, - ,a;. With probability at least 0.9, the outputF of Algorithml[8is a (max ( ,(1+ 277)p+2> . (27)p+1> -

approzimation to [|S|[b.

Proof. According to Lemma [£.25] and Lemma [5.27, we have:

(1 —p*! > Yoo Y - BAEnP <) DY Y
q€[q7,q3]:14 is contributing a€U, fa €1, q€lqi,a3] q€lqy,qz] a€U, fa€lq
According to Lemma [£.28 we have:
LY S gt s Yarca Y S e oo
le[k] a€U: fa=1 lelk] le[k] a€U: fa=1
Therefore, we have:
- 1
F. > min | = — p)ptl D _ ptl
p_m1n<a,(1 n) ) Z Z fP—~-(27)
I€T:I is contributing ac€l: fo €1

. (1—mn
> min (T’ (1- 77)p+2> ISIE =~ - (2m)P*!

_(L1=n 1 p p+1
> min (2 g IS - 20)

where the second step follows from Lemma [5.290 Similarly, we have:

Fp < max(a,1+1n) Z Z fP 4y - (2r)Ptt

IeT aclU:foel
= max(a, 1 +1n) - [|S[5 +~ - (27)7+

O

Theorem 5.31 (Streaming continual release ¢, frequency moment estimation). Let p > 0, > 0, €
(0,0.5),n € (0,0.5). There is an e-DP algorithm in the streaming continual release model such that

O(max(1,p))
with probability at least 1 — &, it always outputs an (1 +n, (log(i%) )—appmximatz’on

to ||S|5. The algorithm uses space at most

3

log(T|u|/€)\ O
o- ()

where ¢ = max(1, |U|'~2/P).

Proof. To boost the probability of the approximation guarantee of Lemma to 1 —¢/3 and
simultaneously for all timestamps ¢ € T, we run [501log(37"/¢)] independent copies of Algorithm [§
and take the median of the outputs. Since we run [5010g(37"/€)] independent copies of Algorithm [§
and according to Lemma [5.19] if we want the final algorithm to be e-DP, we need each subroutine
of the streaming continual release of (Hj, f;) for i € [L] U {0} to be (¢/(4 - [501og(3T/€)]))-DP
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and we need the subroutine of the streaming continual release of {51,382, --,8;} to be (¢/(4 -
[5010g(3T'/£)]))-DP as well. To simultaneously make the call of each subroutine of the streaming
continual release of (H;, fz) over all independent copies of Algorithm [§]satisfy the desired properties
stated in Algorithm B with probability at least 1 — £/3, we need to make (H;, f;) satisfy the
property for each particular ¢ € [L] U {0} and a particular copy of Algorithm B with probability
at least 1 — &/(4 - [501og(3T/€)] - (L + 1)). To simultaneously make the call of each subroutine
of the streaming continual release of {381, 32, -, 5} over all independent copies of Algorithm
satisfy the desired property stated in Algorithm [ with probability at least 1 — £/3, we need to
make {81, 82, - , 8} satisfy the desired property for each particular ¢ € [L] U {0} and a particular
copy of Algorithm [ with probability at least 1 — &/(3 - [5010g(3T/€)]). According to Algorithm [§]

we have

B—o <log(T) log(|t4]) log(log(T'[UA]) /m) - (1 + n)”)
P
Thus, according to Theorem [5.I0, the size of |H;| in Algorithm B for ¢ € [L] U {0} is at most
poly (W) .29() | Thus, we choose i/ = 1/ (poly (%) . 20(”)>. Then according to
Theorem .10, we have

T=-

poly (10g(T ;7|U|/§)) 90

According to Theorem [B.18] we have oo = 1, and we choose ~ to be

T 1 T I
o Zpoly (log (5 ) ) ) - 1o + 2 -poly (1og (£ ) ) + 0 (267,
€ I3 € § n”’

where we choose 1" to be

en 1

7—O(max(l,p))poly (log(T\Z/{\/E)) B (10g(T‘u‘/5))O(max(17P))
n ne

such that

1%@va““w”>

v«wwﬂsm&o+<
778

1%@MK»“W“W

< sl -+ (L

Note that 7||S||b becomes the relative error. Thus, according to Lemma [5.30, the output F, is an

O(max(1,p))
((1 + ) O (max(L.p)) (W}%) -approximation.

Next, consider the space usage. According to Theorem .10, the total space needed to run all
heavy hitters subroutines is at most

(b . 2O(max(1,p)) . poly (10g(T|L{|/§)> )
n
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According to Theorem [B.I8 the total space needed for computing {31, 82, - , §;} for all running
copies of Algorithm [ is at most

O(max(1,
log(T|u1]/€) ) 7+

ne '

Therefore, the overall space needed is at most
O(max(1,
o (los@ul/ 7
e '

O

6 Extension to Sliding Window Continual Release Algorithms

In this section, we briefly review the smooth histogram [Braverman and Ostrovsky [2007] technique
which converts any (non-private) streaming algorithm into (non-private) sliding window algorithm.
The original framework only supports the approximation algorithm which only has relative error
and no additive error. In this section, we show how to extend it to support the additive error as
well.

Suppose there are two streams A = (a1,a2, - ,as ) and B = (by,ba, -+ ,bt,). We use AUB
to denote the concatenation of two streams, i.e., AUB = (a1, a9, - ,a¢,b1,b2,--+ ,by,). f Bisa
suffix of A, i.e., 3i € [t1] such that a; = by, a;41 = ba, -+ ,a, = by,, then we denote it as B C, A.

Definition 6.1 (Smooth function [Braverman and Ostrovsky [2007]). Let g(-) be a function over
streams. Function g(-) is ((, B)-smooth if:

1. YA,0 < g(A) < poly(T).
2. VA, B with B C, A, g(A) > ¢g(B)
3. For any n € (0,1), there exists ((n,g) and B(n,g) such that
(a) 0<B<(<1.
(b) If BC, A and (1 — B)g(A) < g(B) then (1 —¢)g(AUC) < g(BUC) for any stream C.

Lemma 6.2 (Smoothness of frequency moments Braverman and Ostrovsky [2007]). For p > 1,
P
IS5 is (n, (%) )-smooth. For 0 <p<1, ||S|} is (n,n)-smooth. |Slo is (n,n)-smooth.

Lemma 6.3. Let 0 < Z < poly(T). If g(S) := S|} + Z, then g(-) is (n, (g)p) -smooth if p > 1
and g(-) is (n,n)-smooth if 0 <p < 1. If g(S) = |Sl|lo + Z, g(-) is (n,n)-smooth.

Proof. For g(-) stated in the lemma statement, the first two requirements in Definition [G.1] are
satisfied obviously. Therefore, we only need to justify the third requirement of Definition

Let us consider A and B such that B C,. A and (1— 38)g(A) < g(B). Consider any stream C. We
are going to prove (1 — ()g(AUC) < g(BUC). Consider the case g(S) = [|S||5 + Z. We construct
an auxiliary stream A’ such that the elements of X do not appear in any of A, B,C and || X} = Z.
Then, we have (1 - 3)[[AUX|) = (1 - B)g(A) < g(B) = [[BUX|P. Due to the smoothness of ||S||?
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(Lemma [6.2]), we have (1 —()g(AUC) = (1 - AUXUC|E < [[BUX UCIH = g(BUC). According
to Lemmal6.2 g(-) is (77, (%)p>—smooth if p>1 and g(-) is (n,n)-smooth if 0 < p < 1.

Similarly, using the similar argument by counstructing ||X||o = Z, we can show that ¢(S) =
|Sllo + Z is (n,n)-smooth.

Lemma 6.4. Let « > 1,7 > 0. If ¢’ is an («a,)-approzimation to g, then ¢’ + Z is an «-
approzimation to g+ Z if Z > 2= - .

Proof. We have:

a—1

1
g+72z--9-7+2
1 ~1
>—.g-2" . z4+27
«
> 2. (g+2)
<5 g .

On the other hand,

d+Z<a-g+y+Z
<a-g+(a-1)Z+Z
<a-(9+2).
o

Theorem 6.5 (Smooth histogram algorithmic framework |Braverman and Ostrovsky [2007]). Let
n € (0,0.5). Let g(-) be an (¢, B)-smooth function. If there exists a streaming algorithm A which
maintains an (Tln)—appmximatz’on of g(+) simultaneously for all timestamps t € [T] with probability
at least 1 — &, using space h(n,§), then there is a sliding window algorithm A’ that maintains a

(ﬁ) -approzimation of g(-) over sliding windows simultaneously for all timestamps t € [T with

probability at least 1 — & and uses space O (% ~h(n, &8/ log(T))>.

Furthermore, at any timestamp t € [T], A’ starts a new instance of A which regards the t-th
element in the stream as the beginning of the stream, and A’ only keeps at most O(log(T')/5) past
instances of A (started from different timestamps). The output of A’ at any timestamp t only depends
on the outputs of its maintained instances A, and the decision of whether keeping an instance A to
timestamp t + 1 only depends on the outputs of its maintained instances A at timestamp t as well.

We are able to extend the above smooth histogram framework to the differentially private
continual release setting.
Theorem 6.6 (Smooth histogram for differentially private continual release model). Let g(-) be
an (¢, B)-smooth function. If there exists a €'-DP streaming continual release algorithm A which
maintains an (ﬁ) -approzimation of g(-) simultaneously for all timestamps t € [T] with probability
at least 1 — &, using space h(n,§), then there is a e-DP sliding window continual release algorithm

A with e = O(¢' 8/ log(T)) which maintains a (ﬁ) -approzimation of g(-) over sliding windows

for all timestamps t € [T with probability at least 1 — & and uses space O (IOET ~h(n, &8/ 10g(T))>.
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Proof. The approximation guarantee, space guarantee and success probability follows from Theo-
rem directly. In the remaining of the proof, we prove the DP guarantee.

Let Ay, Ao, -+, A be instances of A where A; is started at timestamp ¢. Let 01,0t 2, -+, 0i,1
be the outputs of Ay, if at timestamp 7, A; is not started yet or is already kicked out by A’, then
or,j =L1. According to Theorem [6.5] the outputs of A’ over all timestamps ¢ € [T] is determined
by {0:; | i,7 € [T]}. Thus, we only need to show that {0;; | 7,5 € [T]} is e-DP. Consider two
neighboring streams & and S’ where only the r-th elements are different. Let us fix a possible
configuration {o; ; | ¢,j € [T]}. According to Theorem [6.F] there are at most O(log(T")/3) different
i € [T] such that o; » #L. Let such set of i to be I. Since each A; for i € I is ¢’-DP in the streaming
continual releasing setting, we have:

PriViel,je[T],0,;(S)=o0i,] <exp(e'-|I|)-PrViel,je[T],o0;(S) =0
<exp(e)-Pr[Vie I, je[T),0;(S")=o0i,].
On the other hand, we have:

Pr [VZ € I,] S [T],OlJ(S) = 0;j | Oi)j(S) = OiJVi c I,] c [T]]

=Pr [VZ g I,j S [T],oiyj(S') = 0jj | Oiﬁj(Sl) = Oiij’L' S I,] S [T]]
Therefore, the algorithm is e-DP. O

By combining Theorem B3 with Lemma 6.3 Lemma[6.4land Theorem [6.6] we are able to obtain
the following sliding window continual release algorithm for summing non-negative numbers.

Corollary 6.7 (Sliding window summing of a non-negative numbers). Let € (0,0.5),e > 0,€ €

(0,0.5), there is an e-DP algorithm for summing in the sliding window continual release model. If

the input numbers are guaranteed to be non-negative, with probability at least 1 — &, the output is
ens

t € [T). The algorithm uses space O(log(T")/n).

By combining Corollary [£.11] with Lemma [6.3] Lemma [6.4] and Theorem [6.6], we are able to
obtain the following sliding window continual release algorithm for number of distinct elements.

always a (1 +n,0 (M))—appmximation to the summing problem at any timestamp

Corollary 6.8 (Sliding window continual release distinct elements). For n € (0,0.5),e > 0,§ €
(0,0.5) there is an e-DP algorithm for the number of distinct elements of streams with element
universe U in the sliding window continual release model. With probability at least 1 — &, the output
2
is always a (14+n,0 (W%))—appmmmation for every timestamp t € [T]. The algorithm
1
uses poly (%) space.

By combining Theorem (5.4 with Lemma [6.3] Lemma [6.4] and Theorem [6.6] we are able to obtain
the following sliding window continual release algorithm for /s frequency moment.

Corollary 6.9 (Sliding window continual release {5 frequency moments). Lete > 0,1 € (0,0.5),& €

(0,0.5). There is an e-DP algorithm in the sliding window continual release model such that with

probability at least 1 — &, it always outputs Fy for every timestamp t € [T] such that |Fy — ||S||3] <

,'7”8”% + [0) ((log(T/(fﬁ))ﬂL;;J;g]é\M\))z logQ(T) . 10g5 (T) . 10g2 (w)); where S denotes the sub-

stream corresponding to the latest W elements at timestamp t. The algorithm uses O (log(T/(Eny)f)LJrlog(U/{D -log? (T))
space.
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By combining Theorem [B£.3T] with Lemma [6.3] Lemma and Theorem [6.6] we are able to
obtain the following sliding window continual release algorithm for ¢, frequency moment.

Corollary 6.10 (Sliding window continual release ¢, frequency moments). Let p > 0,e > 0,£ €
(0,0.5),n € (0,0.5). There is an e-DP algorithm in the sliding window continual release model such

O(p)
that with probability at least 1 — &, it always outputs an (1 +n, (log(z%) ) -approximation to
S|/, where S denotes the sub-stream corresponding to the latest W elements at timestamp t. The

algorithm uses space at most

é- (W)O(m,

ne
where ¢ = max(1, |U|'~2/P).
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A Missing Details of Section

A.1 Proof of Lemma B.1]

Proof. We first show that the output groups G1,Gs, -, Gy, is €9-DP. Let O1,04,--- ,O,, be any
fixed grouping. Let cj,c5,- -+, ¢} be any neighboring stream, i.e., 3¢ € [T] such that |c, — c;| <
Land Vj # q,¢c; = c;. Let G1,G5,--- G, be the output groups of the neighboring stream.
Suppose ¢ € O, for some r € [m]. Let us consider Pr[(G1,Ga,- -+ ,Gy) = (01,049, -+ ,0y,)] and

Pr((Gy,G5, - ,G.) = (01,02, ,0,,)] (in this case m’ = m). We have:

PI‘[(Gl,GQ,"' ) )7(015025 7O’m)]

PY[( GIQ,,G )Z 01,02, ,Om)]

Pr[(G17G27"' Gro1) = (01,02, ,0r1)] PY[Gr =0, | (G1,Ga, - ,Gr—1) = (01,02, ,0,_1)]
[(G/laG/Qv : ): (015025' o 707“*1)} Pr G 7“ | (GllaG/Qa ' G/r 1) (017025 ;Orfl)]

. Pr [(GT+17G’F+27"' 7Gm) = (OT‘+1707‘+27"' 7Om) | (G17G27"' 7G’r') - (017027”' 707‘)]
Pr [(G;‘+17G{,~+27"' 7G;n) = (OT+1707‘+27"' 7Om) | (GlluG/Qu 7G'/r) = (017027"' 7OT)]

Since Vj € O1UO2U---UO,_1,¢c; = c , the behavior of running Algorithm [l on the prefix O UO;U
--UO,_1 of ¢1, ¢, -+, cr is the same as the behav10r of runmng it on the prefix O UOsU- - -UO,_1
[(Gl G2 G ) (Ol 02 Ov‘ 1)]
Pr[(GllGé 'rG'Ir—l):(Ol'rO?'r"' 707‘*1)]

of ¢,cy, -+, cp. Therefore, we have = 1. Similarly, since Vj €
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0r+1UO0, 42U+ - -UOy,, ¢j = c}, when G, = G, = O,, the behavior of running Algorithm [T on the suf-

fix Op41UOp42U- - -UOy, of ¢1, ca, - -+, cp is the same as the behabior of running it on the same suffix
Pr[(Gri1,Gri2, ,Gm)=(0r11,0r42,,0m)|(G1,G2,---,Gr)=(01,02,::-,0,)]

ofcy,ch, -+, chp. .
12 ¢, e Therefore, we have G G G (01 1.0 221 Om) (GGl G )=(O1.02,01 )
41T r42 m + + 1292 7‘

Thus, we have:

Pr[(Gl,GQ,"' ,Gm) = (01,02,"' 5
Pr[(GllvGIw"' 7G4n) = (017027"' )
_PF[GT ZOT | (Gl,GQ,"' 7Gr—1) =
Pr [Glr = O, | (G/lvG/Qv"' 7G/r—1) =

Suppose O, ={z+1,--- ,x + k}.
Consider the first case where r # m. In this case, we have
PI' [G’r‘ = O’I‘ | (G17G27 e 7G’r‘—1) = (017027 e 707‘—1)]
=Pr [G’I" = Or | Grfl = 07«71]

J k
=Pr (Vj € [k - 1]7Vac+j + Zcm-i-b < Tr) /\ <7/ﬂc+k + Zcm-i-b > Tr>‘| .
b=1 b=1
Now, let us fix vy q1, Ve 42, -, Vorh—1 and let g = max;jepp_1] Vatj + Ei:l czap. Then,
Pr [G’I" = O’I" | Grfl = Orfl]
Vet k,Tr
k
= Pr Tr € (gu Ve+k + Z Cw-l—b]}
Vedk,Tr b—1
00 0o k
:/ / Proyr (V) D7 (T) - 1 (T € (g,v+ Z cm+b)> dvdr (3)
—oo /o0 b=1

where p,, ., (-) and p-, (-) are density functions of v, 1. and 7, respectively. Let ¢’ = max;ep_1] Votj+

Zi:l Chyp Let v =v+g—g + ZIZZI Chopy — Zle Ceyp. Let 7' =74 g —g'. Since [c; — cf <1,
it is easy to see that [v' —v| < 2 and |7 — 7/| < 1. Note that dv’ = dv and d7’ = dr. Therefore,
Equation (B) is equal to the following:

[e%S) 0o k
/ / pvm(v’)'pfr(f’)'l<T+g—g’€(97v+9—9’+20;+b>>dvd7

b=1

o %) k
:/ / Prpir (W) pr (7)1 (7’6 <g’,v+Zc;+b>> dvdr

—oo J—o0 b=1

o) [e%s) k
S/ / exp(€0/2) - Pu,y., (V) - €xp(en/2) - pr, (7) - 1 (7’ € <g’, v+ Z chb)) dvdr

—oo J—o0 b=1

k

=expleg): Pr |7 € (¢, Voqrr + c

p(co) Vot (g +k bz:; +b]‘|
:eXP(EO) - Pr [G; =0, | G;“fl = Orfl]

Vet k,Tr
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zexp(so) - Pr [G; = OT | (Gll,GIQ, T 7G;"71) = (01,02, cee ,Or_l)} .

Vet k,Tr
Next, consider the second case where » = m. In this case, we have
Pr [GT = O"“ | (Gla G25 o 7GT*1) = (017025 U aOTfl)]
=Pr [Gr = Or | Gr—l = Or—l]

J
=Pr |Vj € [k],vot; + anHb < T
b=1

Now, let us fix vy 11, Ve y2, - Voyr and let g = max;ep) ver; + > he1 Catb- Let g’ = maxjepy vaqj +
> b1 Coyy- Since |¢g — ¢| < 1, we have |g — ¢/| < 1. Then,

Pr[r. > g] < exp(eo) - Prlr > ¢].

Thus, we have

PI‘[GT - O’I" | (leGQa' o 7G’I“71) - (017027" : aOTfl)]

SGXP(EO)'PY [G;:OT | ( /17 /27 ) ;71):(015027"' 70"“*1)} .
Therefore, we can conclude that (G1,Ga, - ,G,,) is always e DP.
Notice that, given any fixed (01, Oa, - -+ , O,,) and condition on (G1,Ga, -+ ,Gp) = (01,04, -+ ,Op,),
¢1,C2, -+ ,Cp is €9g-DP by Laplace mechanism. Thus, by composition theorem, the output stream
él,ég,-'- ,éT is e-DP. O

A.2 Proof of Lemma

Let G1,Ga, -+ ,G,, be the groups produced during Algorithm [0l Let é;,és, -+, &y, be that Vi €
[m], & = Cmax(c,)s 1-€., €; is the noisy count of the group Gj;.

Lemma A.1. With probability at least 1—&, the output stream of Algorithm[ satisfies the following
properties:

1. Viem—1,3 ¢j < ;- (3-T/€) + 2 -In(3- T/€).

jEGi\{manleci ]’}
2. Y eq, 6 < ,,%0 ‘In(3-T/¢)+ 2 -In(3-T/¢).

SViem—1,1-n)>cq ¢ <& <(1+n0)2jcq ¢
Proof. Let £ denote the event that

1. Vi € [m],

5 — (%+1)-%~1n(3-T/§) < Z.In(3-T/¢).
2.Vt e [T),|v| < 2 - (3-T/E).

3. Vie[m—1],1é— X cq ¢l < & -In(3-T/€)

JjEG;
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According to the CDF of Laplace noise, it is easy to show that £ happens with probability at least
1 — ¢ by a union bound over all i € [m],¢ € [T]. In the remaining of the proof we condition on the
event &.

Consider property [l Consider any ¢ € [m — 1]. Let ¢ = maxjeq, j — 1. Then we have
Ve + D g i<t G < Tz Since |v¢] < 4 ‘In(3-T/¢) and 7; < nz_o ‘In(3-T/¢) + % ‘In(3-T/¢), we
have 3" co yer & < 2+ In(3- T/€) + 1 - In(3 - T/¢).

The proof of property is the same as the proof of property [l

Consider property Bl Consider any ¢ € [m — 1]. Let t = maXjeq, j- Then we have v, +
djec. G = Ti- Slnce || < 84 In(3-T/¢) and 7, > »50 -In(3-T/¢) + % -In(3 - T/¢), we

have deG c] > n -In(3-T/¢€). Note that |¢; — ZjeGi ¢l < % ‘In(3-T/¢). Thus, we know that
> jeci G > nso In (3. T/€). Thus, Vi € [m—1] we have (1-1) >-icq, ¢ <& < (140) X e, ¢ O

Now, we are able to prove Lemma

Proof of Lemmal3Z. With probability at least 1 — £, the properies listed in Lemma [A1] hold.

Let I” € [m] be the smallest index such that maxjeq, j > [ and r" € [m] be the largest index
such that maxjeq , j <.

We have:

T T/
E Cj = E Cjr
J=l

‘/_l/

Z > - (_ In(3- T/§)+E n(3-T/§))

J'=UJeG,

maxbegwb
- X oo (o mG T/ + 2 e /)

j=l
" 7 26
—n);%‘—%-1n(3-T/€)—5-1n(3-T/€),

where the first inequality follows from property 3l and property 2 of Lemma[A.J] the second inequal-
ity follows from the choice of I/, and the third inequality follows from property [ of Lemma [A1]
Similarly, we can show

T ’I’"
E Cj = E Cyt
j:l ‘17 4

<(1+4n) Z > e+ (— In (3 - T/§)+1—3 In(3 - T/§)>
=l jeGy

T

7 13
SN S (oo 2/ + 2 s 16) )

J=minpeq,,

<(1+n) ch+ni In(3- T/§)+—6 In(3-T/€),

7=l
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where the first inequality follows from property [3l and property 2 of Lemma[A.1] the second inequal-
ity follows from the choice of 7/, and the third inequality follows from property [ of Lemma[Adl O
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