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Abstract—Network-on-Chip (NoC) enables energy-efficient
communication between numerous components in System-on-
Chip architectures. The optical NoC is widely considered a key
technology to overcome the bandwidth and energy limitations of
traditional electrical on-chip interconnects. While optical NoC
can offer high performance, they come with inherent security
vulnerabilities due to the nature of optical interconnects.

o™ In this paper, we investigate the gain competition attack in
Al optical NoCs, which can be initiated by an attacker injecting a
=) high-power signal to the optical waveguide, robbing the legitimate
signals of amplification. To the best of our knowledge, our pro-
posed approach is the first attempt to investigate gain competition
B attacks as a security threat in optical NoCs. We model the attack
and analyze its effects on optical NoC performance. We also pro-
pose potential attack detection techniques and countermeasures to
mitigate the attack. Our experimental evaluation using different
NoC topologies and diverse traffic patterns demonstrates the
effectiveness of our modeling and exploration of gain competition
.~ attacks in optical NoC architectures.
Index Terms—Network-on-Chip, Optical NoC, Gain Competi-
tion Attack
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I. INTRODUCTION
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=]  With the increasing levels of instruction, thread, and data-
= level parallelism in CPUs, communication between diverse
Q components in System-on-Chip (SoC) architectures has become
g a major bottleneck from both performance and energy perspec-
«—] tives. There has been a shift toward utilizing Network-on-Chip
O (NoC) based communication in designing SoCs. Unlike bus-
y based architectures, NoC offers a scalable and efficient solu-
O tion [1]]. In the early days, NoC design relied on electrical inter-
(Y) connects to communicate between SoC components. However,
C_V_ electrical interconnects face a serious challenge in keeping up
= with the rate at which data must be transferred in the presence
-~ of increasing parallelism and decreasing chip area. Drawing
>< from the domain of telecommunications, optical/photonic inter-
connects provide higher bandwidth, better latency, reliability,
and less energy usage compared to their electrical counter-
part [2]]. Several prior studies explored optical interconnects as
a replacement for electrical on-chip interconnects [3]] [2]. While
Optical Network-on-Chip (ONoC) can offer high performance,
it comes with inherent security vulnerabilities due to the nature
of optical interconnects. SoC manufacturers use third-party
Intellectual Property (IP) blocks in their designs to reduce
cost and meet time-to-market constraints. The long supply
chains coupled with the utilization of potentially untrusted IPs
increases the likelihood of different types of security threats,
such as hardware Trojans, for eavesdropping or degrading
Quality-of-Service (QoS) [4] [5].
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Fig. 1. Gain Competition Attack: The malicious wavelength (A3) gets higher
amplification, which steal the power needed for amplification of the legitimate
wavelengths (A1, A2, and Ag).

In the domain of optical communications, Erbium-Doped
Fiber Amplifiers (EDFAs) or Semiconductor Optical Amplifiers
(SOA) [|6] are used to periodically strengthen an optical signal
to counteract attenuation and signal drops [7]]. Similarly, optical
interconnects on the chip level can also experience attenuation
and amplitude drops. Grani and Bartolini [8]] quantified these
losses that can happen over the optical waveguide and at
different points in the network. Such drops include a 0.02dB
drop at a key component in the ONoC, called the Microring
Resonator (MR). MRs are critical to filtering wavelengths in
the photonic modulators, which are responsible for electrical to
optical conversions [2]. Amplitude drops can be more severe
in Dense Wavelength-Division Multiplexed (DWDM) networks
when there are potentially 64 or 128 MRs (one for every
wavelength) at one point in the network, causing a drop of
1.28 (0.02 x 64) or 2.56 (0.02 x 128) dB per node that the light
passes through. Other drops include a waveguide propagation
loss of 1 dB/cm and a 0.7 dB loss per waveguide cross [8].
These losses introduce the need for optical amplifiers at the
chip scale so that signals can remain at a reasonable power
level for photodetectors.

A. Threat Model

A gain competition attack occurs when a malicious party
injects a powerful optical signal into the network, and on am-
plification, the signal gets intensified more than the legitimate
signals. As a result, the legitimate signals will be “drowned
out” leading to increased packet retransmissions and reduced
Quality-of-Service (QoS). We examine this phenomenon in
detail to highlight the effect of the gain competition attack on
the Signal-to-Noise Ratio (OSNR) and Bit Error Rate (BER)
in an ONoC architecture. OSNR is a key parameter to estimate
ONoC performance. It suggests a degree of impairment when
the optical signal is carried by an optical transmission system
that includes optical amplifiers. While optical amplifiers are
essential to optical networks, they also have inherent vulnera-
bilities. Amplifiers inherently degrade the OSNR as signals pass
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through them. The manufacturer specifies the amplifier’s noise
figure, which quantifies how much the signal degrades after
amplification. This means that there will always be a lower
OSNR after amplification. The stronger signals receive more
gain on amplification. This leads to a vulnerability called gain
competition, where stronger signals receive more gain and can
“drown out” the weaker signals [2].

Figure [I] shows how the OSNR is affected in a gain com-
petition attack. Consider initial OSNR (OSN Ry), which is an
inherent property of the laser. At point X, we see the malicious
member of the network injecting some strong signal on an
out-of-band wavelength (represented by the red arrow). Note
that the malicious signal may not be in the same band as
the legitimate signal. An attacker can use a signal closer to
a legitimate signal for maximum impact of the attack [9]. At
the amplifier Y, the gain is stolen by the strong wavelength,
and a relatively small gain is given to the legitimate signals
(yellow, green, and blue wavelengths). The OSNR (OSN Ry)
severely degrades compared to the original OSN Ry after the
amplification. This leads to an increased BER between points
Y and Z and a drop in QoS [10].

B. Research Contributions

There are various research efforts that examine different
types of attacks that can occur on ONoCs [[11]] [7]. While
the gain competition attack is well understood in the computer
networks domain, it has not been explored in the context of
ONoC design. This paper focuses on modeling the gain com-
petition attack, exploring its impact on ONoCs, and proposing
potentially effective mitigation techniques. Specifically, this
paper makes the following contributions.

1) We model gain competition attacks in optical NoCs
using a cycle-accurate NoC simulator, Noxim [[12]. We
incorporate the bit error rate with the model to show
the impact on system throughput and explore QoS and
Denial-of-Service (DoS) attacks in ONoCs.

2) We simulate the effect of the attacks on the performance
of ONoCs and present our results to demonstrate the
effectiveness of our modeling and exploration framework
using a wide variety of traffic patterns and network
topologies. We also discuss a few feasible mitigation
techniques for the attacks in ONoCs.

II. BACKGROUND AND RELATED WORK

A. Optical NoC (ONoC)

Optical NoC provides the same set of benefits as electrical
NoCs on large multi-core systems. In ONoC, the interconnects
on the chip use light to send data instead of electrical signals,
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Fig. 3. An instance of HT infected GI in 4 X 4 hybrid-NoC.

outperforming their electrical counterpart with near speed-of-
light latency, increased bandwidth, and lower power dissipa-
tion [2] [5]. ONoCs are often combined with electrical inter-
connects to form a hybrid topology (hybrid-NoC). This allows
nearby cores to communicate electrically (like local streets)
while optical communication is used (like a highway) for fast
transmission over relatively long distances. These optical links
are connected with an off-chip laser source. One of the key
components of ONoC is Gateway Interface (GI). Each GI in
an ONoC is able to send and receive data in the optical domain
on multiple utilized carrier wavelengths. Therefore, each GI has
two major components: the bank of MR modulators and a bank
of detector MRs (DB), which are responsible for sending and
receiving optical signals. In a bank, each MR operates on a
specific carrier wavelength, which allows the utilization of the
excellent wavelength selectivity of MRs and DWDM capability
of waveguides to enable high bandwidth parallel data transfers
in ONoCs [13]]. The signals are sent along the waveguide to
the destination GI, where the DB transforms the optical signals
back to electrical ones. Figure2]shows an example of a GI, with
4 MRs corresponding each to its wavelength used for DWDM
communications [2] [5]. GIs are also referred to as “hubs” later
in the paper.

Figure 3] shows an illustrative example of a hybrid-NoC
architecture with one core running a malicious program. The
program triggers the infected GI, where the MR modulators and
DB are found, and they become malicious in the network. The
Trojan-infected GI gets activated under a specific condition,
manipulating light and exploiting inherent vulnerabilities in the
optical interconnect [5]. In following sections, we explore how
these hardware Trojans can insert a strong jamming signal to
commence a gain competition attack in ONoCs.

B. Related Work

There are several research efforts on exploring ONoC secu-
rity vulnerabilities and developing effective countermeasures.
Many of these vulnerabilities stem from possible Hardware
Trojans (HT) in the network and the manipulation of MRs.
Chittamuru et al. [7] explored a situation where an HT is
capable of manipulating the tuning circuit and can tune MRs
to initiate a snooping attack. The paper proposes an encryption
scheme where keys are based on the individual process varia-
tion profiles for each group of MR interfaces. Attacks that pose
serious threats to the performance of electrical NoCs, such as
blackhole attacks, sinkhole attacks, and flooding attacks, were
shown for ONoCs as well. Xie et al. [3|] analyzed BER and
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Fig. 4. A 4x4 hybrid-NoC with 4 optical hubs.

OSNR of photonic data transmission in ONoCs. The crosstalk
noise is generated when a small amount of the power from one
signal interferes with other signals being used in the optical
network. The noise leads to increased BER and limits the
scalability of ONoCs due to degraded QoS. Xie et al. proposed
a novel compact high-SNR optical router that improves the
maximum size of mesh-base ONoC to 8x8 network for BER
of 1072, Later in our paper, we utilize the range of BER values
given for reliable transmission in [3|] to model the proposed
gain competition attack (see Section [[II-A). Other works also
have shown the use of EDFAs [[14] [15] and SOAs [16] in
optical NoCs. The effect of introduced noise on OSNR drop
and mitigation of the drop using the optimized placement of
SOA in hybrid-NoC is shown in [17]]. Jang et al. [[17] show
the effect of introduced noise on SNR drop and how optimized
placement of SOA can mitigate this problem in hybrid-NoC.

There are a few efforts to explore gain competition attacks
in the computer networks domain [10] [18]], the attack has not
been explored in the context of optical on-chip communication.
To the best of our knowledge, this paper makes the first attempt
to investigate gain competition attacks as a security threat in
ONoC-based SoCs.

III. GAIN COMPETITION ATTACK

The gain competition attack utilizes the principle of gain
competition that occurs when amplifying optical signals to deny
or lower the quality of service in an optical network. In a gain
competition attack, a malicious component such as HT-infected
GI injects a powerful signal (usually 10 to 20dB stronger than
other signals) of a wavelength different from the legitimate
signals but still in the pass band of the amplifier. After the
malicious signal is injected, it passes through an amplifier.
The amplifier cannot distinguish between the attacking and
legitimate signals. Therefore, it amplifies all the signal that
passes through it. The attacking signal will receive more
gain than the legitimate signals because it receives protons
proportional to its power level [2]]. This will result in decreased
OSNR and, consequently, increased BER.

There are several factors, such as the power of the malicious
signal, the wavelength distance with legitimate signal, channel
spacing, the modulation speed, and the MR quality, on which
gain competition attack depends. However, in our proposed
attack model, we consider two important factors, the strength of
the malicious signal and the distance of the maliciously injected
signals from the legitimate signals, while inserting HT at the
GI. The closer the attacker’s wavelength is to the legitimate
wavelengths, the more detrimental the attack will be on the
network. The same goes for the strength of the attacking signal.
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Fig. 5. A 8x8 hybrid-NoC with 4 optical hubs.
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Note that a stronger attacking signal means more gain will
be robbed at the amplifier, and the OSNR drop will be more
severe (18] [[19].

The effectiveness of the gain competition attack increases
when optical signals have to pass through multiple amplifiers,
as the OSNR deteriorates at each amplifier. There are dif-
ferences in each wavelength’s available gain growth at each
amplifier. If an attacker’s injected signal goes undetected, this
cascading amplifier effect can wreak havoc on an intercon-
nection network. For larger ONoCs, where the signal passes
through multiple amplifiers, this can be a major problem [19].

A. Modeling Gain Competition Attacks

We model a gain competition attack on hybrid-NoC using a
widely-used Noxim [12f], cycle-accurate SystemC NoC Simu-
lator. For simplicity, we treat the wireless hubs in Noxim as
optical hubs/GIs, assuming the performance to be comparable.
In our model, a hub connects a cluster of cores to the photonic
links necessary for optical data transmission [2]] [7]. These
hubs contain an array of MRs to send wavelength-multiplexed
signals and an array of DBs to filter each wavelength and drop
them on their respective photodetectors.

To emulate a gain competition attack, we assume one hub
(Hy), as shown in Figure [] and [3} can maliciously inject
wavelengths and decrease the QoS of a particular waveguide.
IP cores that are connected to this hub can also initiate an
attack if they are running some malicious software compo-
nent. As shown in Figure ] H; is under the control of
an attacker and is able to inject wavelengths strong enough
to cause gain competition. This means that the BER of the
optical transmission from H; to H,; would be significantly
higher than Hy to H;. To model this, we modified Noxim
and implemented a wireless BER parameter with the ability
to apply it to specific hub-to-hub connections. The attacking
wavelengths used by the attacker in H; would be the ones
that are used for communication within the network but not
for the particular instance of data transmission when the attack
occurs. This makes the attack more covert and feasible than
wavelengths unsupported by the on-chip optical components
(i.e., laser, MRs, etc.). We see legitimate wavelengths used for
gain competition attacks in [20] as well.
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We set the wireless BER to 1072 to model a hub-to-hub
connection that has undergone a gain competition attack. This
means that 1 in every 1000 bits is erroneous, causing any packet
containing an erroneous bit to be retransmitted. We adapt the
range of BER values given for reliable transmission in [3|] for
our proposed attack modeling. For reliable optical transmission,
the BER has to be in the range of 10~ to 10~3. Our model
uses packet retransmission probability to analyze the effect of
the gain competition attack on NoC. The packet retransmission
probability (Py.ctransmit) can be calculated as BER X f X p,
where f is flit size and p is packet size in flits. For example,
with a BER of 1073, a flit size of 32 bits, and a packet size of
8 flits, Pretransmit = 1072 x 32 x 8 = 0.256. Roughly one
out of four packets must be retransmitted on the compromised
optical connection. When packet retransmission is necessary,
we model a delay equivalent to one round trip period to account
for the transmission delay of the failed acknowledgment back
to the source and retransmit the packet.

Our framework can model gain competition attacks on
various NoC configurations and network topologies executing
diverse traffic patterns as discussed in Section[[V] For example,
Figure [5] shows the placement of hubs in an 8x8 mesh hybrid-
NoC with 64 cores. The number of optical hubs stayed the same
as the 4x4 network in Figure[d] but they are placed in the center
of each of the four 16 — core quadrants, where each core is at
most three hops away from the optical hub. Note that such a
hybrid model introduces interesting routing considerations. For
example, a communication between the Node; and Nodess
can utilize the path: Node;, — Nodegy — Hy — Hy —
Nodesys — Nodess. However, a communication between the
Node; and Nodeg have many alternatives including only elec-
trical (Nodey, — Nodes — Nodes — Nodey — Nodes —
Nodeg) and hybrid (Node; — Nodeg — Hy — H; —
Nodery — Nodeg). Our modeling framework will enable
designers to explore different routing protocols with varying
optical hub placements under conflicting design constraints,
including security, energy efficiency, and QoS.

IV. EXPERIMENTAL EVALUATION

We demonstrate the applicability and scalability of our
proposed attack on Noxim Simulator [12], as described in
Section We evaluate the attack on a 4x4 and an 8x8
hybrid-NoC with 4 optical hubs as shown in Figure [F] and
Figure[5] respectively. In the network, all the routers are divided
into 4 groups. Within each group, the routers are electrically
connected using mesh topology, and each router in the group
is connected to a different group through an optical link.
We simulated the model using four synthetic traffic patterns
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Random, BitReversal, Shuffle, and random with a HotSpot on
Nodes, with a fixed injection rate of 0.005 flits/cycle/node. We
adopt the bit-error rate given in [3]] to study the impact of the
proposed attack for different BER values in the range of 10~
to 3.5 x 1073, We have also shown the behavior of the attack
on a variety of network topologies such as Mesh, Butterfly,
Baseline [21|], and Omega. Note that we have used hybrid-
NoC to evaluate the proposed attack. However, the attack is
equally applicable to Optical NoC.

For simplicity, in our experiment, we demonstrate the effect
of the attack on one wavelength, as opposed to a wavelength-
division-multiplexed network, where multiple wavelengths are
used for data transmission. Note that gain competition attacks
can affect many wavelengths simultaneously and cause DoS
attack. The magnitude of the effect on other wavelengths
depends on the strength of the attacking signal and the dif-
ference in wavelengths between the attacker and the legitimate
signals [19].

A. Results using 4x4 Mesh hybrid-NoC

In this section, we analyze the impact of gain competition
attacks on throughput, energy consumption, and Global Av-
erage Delay (GAD). Figure [f] shows the effect of the attack
on Global Average Throughput (GAT). GAT represents the
successful transmission of flits-per-cycle at the destination
nodes. As shown in the graph, performance decrease results
from the packet drops due to the compromised optical link
with an elevated BER. This leads to packet retransmission
and a decrease in network throughput. Across all types of
traffic, the network throughput decreased by an average of 68%,
when comparing the least BER (10~?) to the maximum BER
(3.5x 1073) in our evaluation. Among all four synthetic traffic
patterns, BitReversal showed the least throughput degradation
(58%), whereas HotSpot suffered from maximum decrease
(77%) due to traffic hotspot generated at Nodes. N odeg resides
in the corner and far away from other nodes, making it a prime
candidate for optical transmission (c.f. Figure ). In traffic pat-
terns, BitReversal and Shuffle, the number of packets traversing
through the malicious link is significantly low compared to
other traffic patterns. Unlike HotSpot, this reduces the cases of
packet retransmission. Figure [7| shows the average throughput
per core in flits/cycle/IP. It shows a trend similar to that of
Figure [6] except being on a per-core scale, demonstrating that
individual cores also experience degraded performance.

Figure [§] shows the effect of the gain competition attack
on the NoC’s energy consumption. As the BER increases, the
energy of the network consumption also increases (15%). This
can be attributed to the energy required to retransmit erroneous
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in 4x4 hybrid-NoC.

packets caused by the gain competition attack. We use the
default energy settings in Noxim to generate these results.

Figure 9] shows the global average delay of flits in the
network. The delay is expected to be higher during a gain com-
petition attack. Flits transmitted on compromised waveguides
are more likely to have to be retransmitted, causing other flits
to be delayed. One outlier in this data set is the HotSpot traffic
pattern in the worst BER scenario. The HotSpot traffic pattern
makes Nodes a very highly trafficked node for higher BER
values, and therefore, the global average delay is 6.4 times
higher in BER 3.5 x 103 over 10~%. The optical waveguides
sending data to and around Nodes (c.f. Figure EI) become
highly congested in the most extreme attack scenario. With
such a high BER, packets get retransmitted frequently, and the
whole network becomes congested, as flits must wait to be
delivered for an alarmingly long time.

B. Analyzing the effect on different network topologies

The previous section explored different traffic patterns on
a 4x4 mesh topology. Here, we explore the effect of gain
competition attacks on the average throughput and delay for dif-
ferent network topologies. Figure [TT] shows the global average
delay on Mesh, Butterfly, Baseline and Omega topology
with Random traffic pattern. As we can see, a trend similar
to Figure [9] where the global average delay is higher for the
higher bit error rates, is found on the right side of the graph.
Similar behavior is observed for average throughput on four
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topologies (shown in Figure [I0). This demonstrates that our
model is applicable across different NoC topologies.

C. Analyzing the effect on a bigger network

As shown in Figure [I2] and Figure [I3] we examine the
average throughput per core and average delay for 8x8 mesh
topology (c.f. Figure [3). The results show the trend of net-
work throughput decreasing as BER increases. The resulting
difference for each traffic pattern is more pronounced on the
8x8 setup than on the 4x4. As expected, the throughput is
close to the case when there is no attack and the BER value
is zero. The global average delay (GAD) increases with the
BER value. Similar to the 4x4 setup, GAD is too high for
HotSpot traffic for all BER values. In the bigger network, the
congestion at Nodes is much higher even at the low BER
values. This demonstrates that our gain competition attack
modeling is applicable across different NoC configurations and
traffic patterns.

V. ATTACK DETECTION AND MITIGATION

In this section, we discuss a few potential gain competition
attack detection and mitigation techniques.

Attack Detection: Attack detection involves three steps:
recognition, classification and localization, and alarm gen-
eration [22]. We explore the suitability of attack detection
from the computer networks domain in ONoC [19]. Optical
Spectrum Analyzer (OSA) provides a more detailed diagnosis
than typical wideband power detection. It can detect a change in
the shape of the optical spectrum used for optical data transfer.
OSA measures the individual wavelengths and amplitudes
and generates an alarm on attack detection. Optical spectrum
analysis is a statistical method and requires averaging over time,
making it slower than other methods and potentially unable to
detect infrequent degradation of the signal [22]. In 23],
experiments were done with an on-chip OSA device that
effectively measured the amplitude of light waves respective
to their wavelengths. This makes OSA a strong option for
defending against gain competition attacks in ONoCs.

Another statistical method discussed in [24] measures the
BER of optical transmissions over a given period using a piece
of hardware called a BER — Tester. This method effectively
detects attacks when the quality of an optical transmission
line is degrading due to elevated BER. However, it requires
averaging and comparison, which can delay attack detection.
Monitoring the dropped/retransmitted packets in the network
and comparing them to the threshold can eliminate the hardware
overhead involved with a BER — T'ester in ONoC.
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Pilot tones are another way to detect the occurrence of a
gain competition attack. They are often out-of-band signals that
travel along the same paths as communication signals but are
distinguishable. When it passes through the same EDFA as the
legitimate communication signals, the pilot tones’ quality will
be degraded, and the attack can be detected by monitoring the
degradation. This method may fail if the OSNR is not degraded
enough to reach the detection threshold [[19] [22].

Potential Countermeasures: Once an attack is detected,
several responses can happen. The direct response to a gain
competition attack is to find and eliminate the attacking wave-
length. OSA can be used to detect the attack, and measures can
be taken to eliminate the wavelength interfering with legitimate
signals. If the above response is not feasible, traffic can be
rerouted via unaffected parts of the on-chip network. In our
example (Figure @), there is an option to send traffic along the
electrical wires in the network. Sending packets through the
electrical route may cause congestion and be slower; however,
this may be a good option if the BER is too high in the optical
waveguide.

Another way to route packets around a gain competition
attack is to send packets on wavelengths that are far away
from the jamming signal’s wavelength. Several experiments
have shown that the BER is lower for data transmission on
wavelengths further away from the attacker’s wavelength in
a gain competition attack scenario [[18]] [19]. This requires a
transmission spectrum large enough to contain wavelengths that
are adequately far from the attacker’s wavelength to have a BER
acceptable for optical transmission.

The variant of the BEER —T'ester approach that uses thresh-
olds appears to be the best fit for our threat model, considering
the resource-constrained nature of ONoC. Howeyver, it is worth
noting that the most beneficial detection method and actions
can depend on the architecture and threat models for other
instances.

VI. CONCLUSION

Optical network-on-chip architectures provide various advan-
tages over its electrical counterpart. However, optical NoCs face
various security challenges. In this paper, we investigated gain
competition attacks in optical NoCs. Specifically, we developed
a method to model a gain competition attack using optical bit
error rate. We explored the impact of a gain competition attack
using several optical NoC configurations, traffic patterns and
topologies. Our experiments using different NoC topologies
and diverse traffic patterns demonstrated that gain competition
attacks present a serious threat to optical NoCs. We proposed
several promising attack detection as well as attack mitigation
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techniques that would enable design of trustworthy optical
NoCs.
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