
A GDPR-compliant Risk Management Approach
based on Threat Modelling and ISO 27005

Denys A. Flores* and Ricardo Perugachi
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Abstract. Computer systems process, store and transfer sensitive infor-
mation which makes them a valuable asset. Despite the existence of stan-
dards such as ISO 27005 for managing information risk, cyber threats
are increasing, exposing such systems to security breaches, and at the
same time, compromising users’ privacy. However, threat modelling has
also emerged as an alternative to identify and analyze them, reducing
the attack landscape by discarding low-risk attack vectors, and mitigat-
ing high-risk ones. In this work, we introduce a novel threat-modelling-
based approach for risk management, using ISO 27005 as a baseline for
integrating ISO 27001/27002 security controls with privacy regulations
outlined in the European General Data Protection Regulation (GDPR).
In our proposal, risk estimation and mitigation is enhanced by combining
STRIDE and attack trees as a threat modelling strategy. Our approach
is applied to an IoT case study, where different attacks are analyzed to
determine their risk levels and potential countermeasures.

Keywords: gdpr, iso 27005, risk management, stride, threat modelling,
adtool, attack tree, iot, security, privacy

1 Introduction

Currently, computer systems are an important asset for ensuring the success
of any organization. As such, securing the information they process, store and
transfer is a paramount objective for guaranteeing a steady increase in the mar-
ket [1]. These systems will always be challenged by emerging risks, exposing
them to security breaches and privacy concerns as potential attackers may suc-
cessfully disclose personal information stored in vulnerable devices. For instance,
in April 2019, around 40 million attacks were detected against various Ecuado-
rian companies [2], and later the same year, this country experienced the biggest
data theft in history when a database containing ID numbers and citizens’ per-
sonal information was publicly disclosed [3]. These issues may become more
damaging with the advent of the Internet of Things (IoT), which enables users
to connect different smart devices to the Internet, exposing private information
in exchange for more affordable and better user experience. Although security
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and privacy requirements should be considered in the design of these devices;
unfortunately, these are deployed with inadequate, incomplete, or poorly de-
signed features. E.g., security cameras connected to the Internet using weak
authentication could be easily hacked to record actions of the inhabitants of a
house. Conversely, traditional risk management approaches are a shortcoming
for security and privacy analysts, making them more prone to jump into quick
decisions for handling emerging threats. Then, it has been recently suggested
to adopt proactive strategies for mitigating security and privacy threats [4]. Re-
garding security threats, the ISO/IEC 27005 standard compiles a set of best
practices for risk management [1]. Although, this standard does not address pri-
vacy issues directly, governmental initiatives such as the European General Data
Protection Regulation (GDPR) [5, 6] have emerged to fill this gap. As a result,
whilst GDPR pinpoints privacy aspects as fundamental citizen rights, ISO 27005
may be used as a blueprint to implement them [4], and possibly deploy security
and privacy controls alike. Therefore, as suggested by [7], we aim to establish a
synergy between security and privacy aspects by introducing a novel approach to
risk management. Our proposal uses ISO 27005 for risk management as a base-
line, using STRIDE as a methodology for threat identification [8]. Later, during
risk analysis, inherent risk levels [9] are identified using attack trees. Lastly, for
mitigation, our proposal identifies both ISO 27001/27002 security controls, and
GDPR-based privacy controls in order to evaluate the corresponding residual
risk levels using defense trees.

The rest of the paper continues as follows: In Sect. 2, related work is pre-
sented. In Sect. 3, our research background is provided before introducing the
proposed risk management approach in Sect. 4. In Sect. 5, an IoT-based com-
puter architecture is used as a case study. Finally, results are discussed, and
conclusions are given in Sect. 6.

2 Related Work

In this section, the most relevant contributions in the last 3 years are grouped,
according to their characteristics, in 4 groups:

1. Reference frameworks and ISO 27000 implementation guidelines [11, 13, 14]
which explain the correct deployment of ISO 27000. These works do not
cover the protection of sensitive data.

2. ISO 27000 Analysis and Risk Evaluation [13,14] where extended policies are
proposed based on this Standard. Although these studies are a great support
for organizations, the lack of security controls to protect personal data is a
limitation for risk evaluation in emerging computing architectures.

3. Literature reviews on ISO 27000 [4, 10, 12] which cover a broad spectrum,
from theoretical analysis to technical reviews, including some local regu-
lations. Although these documents are excellent sources for explaining the
application of this Standard in different regions and jurisdictions, its contri-
bution is very limited. This is mainly due to poor threat mitigation strategies
which overlook personal data protection.
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4. GDPR-compliant data protection considerations [4, 6, 10, 12] which propose
a control sets for the proper handling of personal information. Nonetheless,
these works do not to include a risk management cycle aligned with privacy
controls.

Overall, these works demonstrate that the ISO 27000 standard is important
for securing the operation of computer systems. However, their lack of maturity
is evident, as majority of them do not consider privacy aspects. Although few
works have been focused on GDPR, they have not been tested in risk assessment
scenarios, which make their applicability arguable. Hence, our contribution fo-
cuses exactly on this, providing a risk management approach that fills the gap
between security and privacy controls. In the next section, we explain the back-
ground of our proposal before introducing our method in Sect. 4.

3 Background

Securing information requires meeting acceptable levels of availability, integrity
and confidentiality, which could be overlapped with privacy aspects such as
anonymity and trust. Although these characteristics may or may not be enforced,
for preventing security and privacy violations, quantifying threat materialization
is required by means of an adequate risk management strategy [15]. First of all,
computer systems, or assets are threatened by known vulnerabilities (inherent
weaknesses). A threat to the security and privacy of a system is any (internal or
external) action that may exploit a vulnerability in such system. Subsequently,
risk is the likelihood of threat materialization on one or more assets. Thus, risk
assessment is an important information security process that quantifies the im-
pact of a threat, and its probability to be successful when vulnerable assets are
exploited [1]. Currently, either qualitative or quantitative risk assessment meth-
ods could be applied [16]. However, these are usually reactive; i.e., applied to
known threats, instead of being proactive, which requires threat identification
and analysis at early stages [17]. Thus, Microsoft introduced STRIDE [8], as
a threat modelling method for the identification and classification of threats
within six categories: (i) Spoofing, (ii) Tampering, (iii) Repudiation, (iv) Infor-
mation Disclosure, (v) Denial of Service and (vi) Elevation of Privilege. Similarly,
this threat modelling technique can be complemented by using attack/defense
trees [18–20] as graphical tree-like representations of attack scenarios in which
threats are seeing as tree nodes, and associated within attack paths (attack vec-
tors) which may be executed to compromise a computer system. Finally, risk
management requires identifying countermeasures or controls. For this task, the
ISO 27005 standard [1] outlines a risk management life cycle in which security
controls defined in the ISO 27001/27002 standards are used to mitigate potential
threats. However, these control lack of privacy considerations, urging governmen-
tal agencies to propose alternative solutions. Hence, in 2016, the European Union
issued the General Data Protection Regulation (GDPR) in order to regulate per-
sonal information exchange as well as its storage and processing [5,6]. Our work
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integrates GDPR and ISO 27005 along with threat modelling practices into a
risk management approach for handling security and privacy threats alike. This
approach is explained in detail in the next section.

4 Introducing a GDPR-compliant Threat-Model-Based
Risk Management Approach

The ISO 27005 standard explains a process for risk management, including as-
sessment, treatment, communication, monitoring and acceptance [21]. Although
our proposal uses ISO 27005 as a baseline, unlike its original counterpart, Risk
Treatment is divided into Control and Treatment. In the next Sections, the phases
in which our approach is divided into are explained in detail.

4.1 Context Establishment

This phase requires identifying the threat surface, or an scenario, in which a com-
puter system may be compromised. Such scenario is comprised of system and
attack models, which can be determined using a systematic literature search [22]
of reports about security breaches affecting sensitive personal data. Then, a sys-
tem model becomes a set of functional specifications and operation requirements
of a vulnerable computer system. On the other hand, an attack model represents
security assumptions in which threats could compromise such a system. By using
system and attack models, an initial threat catalogue can be identified.

4.2 Risk Assessment and Control

Assessing risks requires both threats and attacker profiles in order to define
attack and defense trees for quantifying both inherent and residual risk levels.
Whilst an attack tree is a decision tree structure that identifies plausible paths (or
edges) for attackers to successfully execute threats in a vulnerable system [20],
defense trees, outlines controls that aim to counterattack such harmful events.

These trees are comprised of a root node which, depicts the main attack goal,
and several leaf or child nodes grouped in [AND/OR] sub-goals. For quantifying
risks, node attributes in the tree are calculated using the equations defined in
[19,23] as follows:

– Probability is the likelihood of exploiting a nodei or deploying a counter-
measure, as defined in Eq. (1).

probi =



u if probi < 0.05

l if 0.05 ≤ probi < 0.25

m′ if 0.25 ≤ probi < 0.75

h if probi ≥ 0.75

c if probi is close to 1

(1)

The propagation of probability values upwards in the tree is defined in Eq.
(2) and Eq. (3), where i corresponds to the number of converging nodes:
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• In AND nodes:

proband =

n∏
i=1

probi (2)

• In OR nodes:

probor = 1−
n∏

i=1

(1− probi) (3)

Probability is similarly calculated in defense trees as in Eq. (4), being i the
number of converging nodes:

probdef = probi ×
(
1− probi

costi

)
(4)

– Cost represents the amount of money required to exploit a nodei, or deploy
countermeasures as in Eq. (5):

costi =


1 if cost is low

2 if cost is medium

3 if cost is high

(5)

The propagation of cost upwards in the tree is defined in Eq.(6) and Eq. (7),
where i corresponds to the number of converging nodes:
• In AND nodes:

costand =

n∑
i=1

costi (6)

• In OR nodes:

costor =

∑n
i=1 probi × costi∑n

i=1 probi
(7)

– Impact is the severity of exploiting a nodei, as defined in Eq. (8), where
a value of 10 denotes a system completely compromised, inoperable or de-
stroyed. :

impi =


m if 1 ≤ impi ≤ 3

n if 4 ≤ impi ≤ 6

s if 7 ≤ impi ≤ 9

10 otherwise

(8)

Likewise, the impact propagation upwards in the tree is defined in Eq. (9)
and Eq. (10), being i the number of converging nodes:
• In AND nodes:

impand =
10n −

∏n
i=1(10− impi)

10(n−1)
(9)

• In OR nodes:
impor =

n
max
i=1

(impi) (10)
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For the defense tree, impact is calculated as in Eq. (11), where i corresponds
to the number of converging nodes,and effectiveness efc ∈ [0, 1]:

impdef = impi ×
impi × efci
costi × 10

(11)

– Skill is the required technical or social skill level for the attacker or defender
to succeed, as defined in Eq. (12).

skilli =


0.25 if skill low

0.5 if skill is medium

1 if skill is high

1.25 if skill is very high

(12)

Skill values propagate upwards in the tree as defined in Eq. (13) and Eq.
(14), being i the number of converging nodes:

• In AND nodes:

skilland =
n

max
i=1

(skilli) (13)

• In OR nodes:

skillor =
n

min
i=1

(skilli) (14)

– Risk estimates the degree of exposure to a threat (nodei), as in Eq. 15,
where i refers to the number of converging nodes:

riski =
probi × skilli × impi

costi
(15)

Conversely, Risk Control is focused on mitigating risks [15] by identifying secu-
rity and privacy controls based on ISO 27001/27002 and GDPR, respectively.
This involves considering the likelihood (probability) of materialization, and the
impact on the asset if an attack occurs. Table 1 shows an example of probability
countermeasures integrating both standards.

Table 1: Samples of Probability Controls aligned with ISO 27001 and GDPR

Contermeasure Code
ISO 27001
Section

GDPR
Section

Type Value Cost
Final
Value

Establish standards for secure configuration,
development and updating of systems.

C3
14.1.3
14.2.1
14.2.2

49 Probability 0.80 2 0.40

Establish controls for protection
against malicious code.

C4
12.2.1
12.6.2

49 Probability 0.80 1 0.80

Establish access control C5
9.1.1
9.1.2

39
64
83

Probability 0.75 1 0.75
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The final value of each countermeasure is calculated as the ratio between its
initial value and its cost. I.e., it is assumed that encouragement for its implemen-
tation depends on its cost, so if the cost increases, motivation for its deployment
decreases.

4.3 Risk Treatment

It involves finding out their residual risk after applying countermeasures. I.e.,
each important threat in the attack tree has a countermeasure in the correspond-
ing defense tree. The latter uses the security-privacy controls devised in Table 1
so that residual risk can be calculated.

4.4 Risk Communication, Monitoring and Acceptance

Communicating and validating a risk management strategy depends on analysing
controls effectiveness. In our proposal, this is done by comparing inherent and
residual risk levels; i.e., before and after applying countermeasures. As a final
step, reviewing the outcomes of the effectiveness assessment is important for
monitoring risk levels and accepting them. The outcomes of this review will help
organizations to decide whether it is necessary to start a new risk management
cycle until risk levels are reduced, or accept the current levels. In the next section,
an IoT network will be used as case study to apply our risk management proposal;
particularly to demonstrate its applicability for risk treatment, communication,
monitoring and acceptance.

5 Case Study: Risk Assessment of an IoT Network

The Internet of Things (IoT) is a network of interconnected smart devices which,
if misconfigured, may provide access to intimate aspects of the life of their users.
E.g. security cameras that are recording the household. Besides its obvious bene-
fits for surveillance and physical security, there are evident risks for user’s privacy
as their personal activities, and other information, could be exfiltrated to the
Internet without consent. In the next sections, our proposed risk management
approach is applied to an IoT scenario.

5.1 Phase 1: Context Establishment

Following the method proposed in [22], a systematic literature search was con-
ducted over the Internet to discover threat reports related to security breaches
affecting the Internet of Things during the year 2020. The main results are
summarized in Table 2 that shows that the main objective of IoT attackers is
information theft.

5.2 Phase 2: Risk Assessment

Based on the security breaches in Table 2, potential threats, and their risks, are
analysed. The assumptions for this phase are explained as follows:
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Table 2: Summary of Common IoT Security Breaches
Device Compromised Information Vulnerabilities Exploited

IP speakers Audios of children and their surroundings.
Private information exposed to the
Internet through open ports.

Vehicles
Information such as address, geolocation
and encrypted passwords.

Lack of access control in devices installed
in vehicles which stored important information.

Televisions Images and audio.
Private information exposed to the Internet
through lack of access control on open ports.

Security cameras Security recordings Default passwords not changed.

System Model: In Fig. 1, an IoT scenario is proposed to analyse possible
threats that may affect an IoT infrastructure composed of these assets:

Fig. 1: IoT-based Experimental Infrastructure

– IoT devices of any kind (monitors, vehicle controllers, etc.) are connected
within a local trust boundary. These devices are assumed to operate with
default credentials or with any. They are also connected to an IoT gateway
that is in charge of redirecting traffic from the devices towards a traffic
manager deployed within an Azure Cloud infrastructure.

– Devices in the local trust boundary interact with trusted local mobile devices.
As they are trusted, they can connect to open, default or misconfigured ports.

– The Azure trust boundary represents an infrastructure of third-party appli-
cations with on-demand IoT services; such as storing surveillance informa-
tion, geolocation metadata, etc.

– An external trust boundary hosts remote or external mobile devices which
are less trusted, and used to interact with the IoT devices. E.g. mobile apps or
web interfaces for remote operation of casting devices and security cameras.
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Attack Model: Considering the guidelines provided in [24], it can be inferred
that potential attackers could be external users of an IoT infrastructure who,
without being the devices’ owners, may access them in order to carry out mali-
cious activities. E.g., credential misuse, physical port mishandling, etc. Moreover,
considering the potential breaches, the attacker profile, and the system model,
any adversary will need an exposed port AND a lack of/default password to
either ignore, hinder, misuse or tamper with a device [25].

Initial Threat Catalogue: For analysing threats, Microsoft Threat Modelling
Tool was used1, considering the assumptions described in both system and at-
tack models. The resulting threat catalogue is shown in Table 3. For simplicity,
only the highest-risk threats are considered, discarding those that do not affect
privacy in order to model the attack/defense tree.

Table 3: Initial Threat Catalogue with STRIDE Categories

Id Threat Asset
STRIDE
Category

Description

B1
Eavesdropping the communication between
the device and the field gateway.

Gateway
Information
Disclosure

Private information exposed to the Internet
through open ports.

B2 Gaining access to sensitive data from log files. Gateway
Information
Disclosure

Private information exposed to the Internet
through open ports.

B3
Obtaining access to sensitive data by sniffing
traffic from Mobile client.

Gateway
Information
Disclosure

Private information exposed to the Internet
through open ports.

B4 Reversing weakly encrypted or hashed content. Device
Information
Disclosure

Non-password protected interfaces, or
default password used.

B5 Exploiting unused services in Gateway. Gateway
Elevation of
Privileges

Private information exposed to the Internet
through open ports.

B6
Unauthorized access to privileged features
on Device.

Device
Elevation of
Privileges

Remote control of devices installed on
vehicles.

B7
Unauthorized access to privileged features
on Gateway.

Gateway
Elevation of
Privileges

Private information exposed to the Internet
through open ports.

B8 Executing unknown code on device. Device Tampering The device allowed to execute external code.

B11
Tampering with devices and extract
cryptographic key material from it.

Device Tampering
Non-password protected interfaces, or
default password used.

B13
Unauthorized access to IoT Field Gateway
to tamper with its OS.

Gateway Tampering
Private information exposed to the Internet
through open ports.

B14 Spoofing a device to connect to field gateway. Gateway Spoofing
Private information exposed to the Internet
through open ports.

B15
Gaining access to the field gateway by using
default login credentials.

Gateway Spoofing
Private information exposed to the Internet
through open ports.

B16 Reusing authentication tokens of Device Device Spoofing
Non-password protected interfaces, or
default password used.

Inherent Risk Assessment: For assessing inherent risks, we use both the
threat catalogue and the attacker profile to create attack trees in ADTool2.

1 MS Threat Modelling Tool available at https://bit.ly/3ussA00
2 ADTool available at https://bit.ly/3xRetDu
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The notation of attack and defense trees is shown in Table 4. It is assumed

Table 4: Attack/Defense Tree Representation
Root Node Countermeasure OR Branch AND Branch

that an attacker will attempt to steal private information by compromising either
the IoT gateway or the device itself. For better understanding, the attack goal
is split in two subtrees per each attack objective. One of these attack trees is
shown in Fig. 2. Next, metrics of probability, cost, impact and skill are used for
inherent risk assessment as follows:

Fig. 2: Attack/Defense Tree for IoT devices with its corresponding metrics.

– For leaf nodes denoted by H, these values are estimated within discrete
intervals defined in Eqs. (1), (5), (8) and (12).

– For each AND/OR node denoted by O, values of probability, cost, impact
and skill are propagated upwards, using their corresponding equations, as
defined in Sect. 4.2.

– Finally, inherent risk is calculated using Eq. (15).

For instance, the attribute values in O B.2 (OR Node) are an aggregation of the
values in H B.2.1 and H B.2.2, which can be calculated using Eqs. (7) for cost,
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(10) for impact, (14) for skill, (3) for probability, and (15) for risk:

costO B.2 =
(0.225 · 1) + (0.20 · 1)

(0.225 + 0.20)
=

(0.225 + 0.20)

0.425
= 1

impO B.2 = max (7, 8) = 8

skillO B.2 = min (0.5, 0.5) = 0.5

probO B.2 = 1− ((1− 0.225)× (1− 0.20)) = 0.38

riskO B.2 =
(0.38× 8× 0.5)

1
= 1.52

5.3 Phase 3: Risk Treatment

A fundamental stage of our proposal is risk mitigation, using security-privacy
controls as defined in Table 1. As it can be seen in Fig. 2, countermeasures have
been applied to leaf nodes so that any action taken to mitigate them will aggre-
gate controls upwards to minimize adverse consequences in AND/OR nodes. In
defense trees, such countermeasures mitigate either the probability or the impact
of an attack; the former to reduce chances of materialization, and the latter to
limit the potential damage. Hence, after applying countermeasures, the residual
risk can be calculated as follows:

– For leaf nodes denoted by H :
• Cost and skill values are estimated within discrete intervals defined in
Eqs. (5) and (12).

• As only probability countermeasures are used, these values are calcu-
lated using Eq. (4). If impact countermeasures were considered, Eq. (11)
should be also applied.

– Like in attack trees, Eqs. (4) and (11) are used to propagate probability and
impact values upwards in AND/OR nodes denoted by O.

– Similarly, residual risk is calculated using Eq. (15).

5.4 Phase 4: Risk Communication, Monitoring and Acceptance

Communicating risks requires analysing the effectiveness of the adopted strat-
egy. Thus, Table 5 shows results of inherent and residual risk calculated using
attack and defense trees, respectively. Here, the values of residual risk are ob-
tained after security-privacy controls have been used as countermeasures. As a
consequence, sensitive information can be protected, reducing the risk in leaf
nodes as well as AND/OR nodes to acceptable levels. Based on these results, we
have demonstrated that:

– The inherent risk generated by attacks to steal sensitive personal information
has a very high impact, affecting the privacy of IoT users considerably.

– The proposed security-privacy controls for safeguarding users’ privacy in IoT
environments can significantly contribute to reduce the probability of attacks
on leaf nodes.
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Table 5: Resulting Risk Analysis and Treatment Metrics: A Comparison of In-
herent and Residual Risk Levels

Risk Assessment Risk Treatment %
ReductionThreat

Code
Node Cost Impact Skill Probability

Inherent
Risk

Control
Code

Value Cost Impact Skill Probability
Residual

Risk

B1 H A.1.1 1 7 0.5 0.7 2.45 C3 0.4 1 7 0.5 0.42 1.47 40.0%
B3 H A.1.2 1 7 0.5 0.65 2.275 C3 0.4 1 7 0.5 0.39 1.365 40.0%
B5 H A.2 1 8 0.5 0.7 2.8 C3 0.4 1 8 0.5 0.42 1.68 40.0%
B9 H A.3 1 9 0.5 0.65 2.925 C4 0.8 1 9 0.5 0.13 0.585 80.0%
B2 H A.4.1 1 8 0.5 0.7 2.8 C5 0.75 1 8 0.5 0.175 0.7 75.0%
B7 H A.4.2 1 8 0.5 0.9 3.6 C5 0.75 1 8 0.5 0.225 0.9 75.0%
B12 H A.4.3 1 8 0.5 0.5 2 C3 0.4 1 8 0.5 0.3 1.2 40.0%
B15 H A.4.4 1 8 0.5 0.9 3.6 C3 0.4 1 8 0.5 0.54 2.16 40.0%
B14 H A.4.5 2 9 0.5 0.6 1.35 C3 0.4 2 9 0.5 0.48 1.08 20.0%
B4 H B.1.1 1 7 0.5 0.6 2.1 C3 0.4 1 7 0.5 0.36 1.26 40.0%
B11 H B.1.2 1 8 0.5 0.6 2.4 C3 0.4 1 8 0.5 0.36 1.44 40.0%
B6 H B.2.1 1 7 0.5 0.9 3.15 C5 0.75 1 7 0.5 0.225 0.7875 75.0%
B8 H B.2.2 1 8 0.5 0.8 3.2 C5 0.75 1 8 0.5 0.2 0.8 75.0%
B10 H B.3 1 9 0.5 0.65 2.925 C4 0.8 1 9 0.5 0.13 0.585 80.0%
- H B.4 1 9 0.5 0.7 3.15 C3 0.4 1 9 0.5 0.42 1.89 40.0%

B13 O A.1 2 9.1 0.5 0.46 1.0465 - - 2 9.1 0.5 0.16 0.364 65.2%
- O A.4 1.17 9 0.5 1 3.84615385 - - 1.23 9 0.5 0.87 3.18293 17.2%
- O B.1 2 9.4 0.5 0.36 0.846 - - 2 9.4 0.5 0.13 0.3055 63.9%
- O B.2 1 8 0.5 0.98 3.92 - - 1 8 0.5 0.38 1.52 61.2%
- O A 1.22 9.1 0.5 1 3.7295082 - - 1.23 9.1 0.5 0.94 3.47724 6.8%
- O B 1.13 9.4 0.5 1 4.15929204 - - 1.12 9.4 0.5 0.73 3.06339 26.3%
- O T 1.18 9.4 0.5 1 3.98305085 - - 1.18 9.4 0.5 0.98 3.90339 2.0%

However, despite having a risk reduction to levels up to 80 percent, a value of
2 per cent of reduction in the main attack goal (OT -node) indicates the existence
of a persistent threat that could not be fully mitigated. In contrast, comparing
the values between inherent and residual risk levels, it can be said that the im-
plementation of security controls based on GDPR and ISO 27001/27002 need
to be strictly controlled as information theft is a persistent threat to data se-
curity and privacy. Henceforth, the proposed risk management cycle should be
performed regularly to ensure its effectiveness; particularly, when IoT devices
and users are interacting within different trust levels.

6 Conclusion and Future Work

This research has introduced a novel threat-modelling method for risk assessment
which, unlike previous work, integrates security and privacy controls into a sim-
ple, yet effective method, fully compliant with other ISO 27000-based frameworks
such as Magerit [15]. Our proposal utilizes both STRIDE and attack/defense
trees, aligning these practices within the ISO 27005 risk management cycle.
Whilst attack trees aid the identification and mitigation of threats, defense trees
allow applying countermeasures; promoting the proactive identification of inher-
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ent and residual risks. Finally, even though our approach could be applied to
any scenario, we demonstrated its resilience for analysing IoT-related threats.

(a) Inherent Risk Assessment (b) Residual Risk Assessment

Fig. 3: Risk Level Variation before and after Applying Countermeasures.

This becomes evident in Figure 3, where the identified security-privacy con-
trols in Table 1 seem good enough to mitigate the chances of materialization
of particular threats to users’ privacy. However, although inherent and residual
risk reduction is quite evident, it is not complete. This suggests the existence
of persistent threats in IoT scenarios which requires in-depth analysis of more
complex architectures. Despite its limitations, our contribution is a step forward
towards integrating security and privacy which are important characteristics for
the design and deployment of computer systems. In fact, as shown in our work, if
GDPR [5,6] is used for designing countermeasures to prevent privacy violations,
the adoption of one-sided security strategies can be avoided, even before any
computer system is deployed in a production environment.
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