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ABSTRACT

The rapid spread of infectious diseases and online rumors
share similarities in terms of their speed, scale, and pat-
terns of contagion. Although these two phenomena have
historically been studied separately, the COVID-19 pan-
demic has highlighted the devastating consequences that
simultaneous crises of epidemics and misinformation can
have on the world. Soon after the outbreak of COVID-19,
the World Health Organization launched a campaign against
the COVID-19 Infodemic, which refers to the dissemination
of pandemic-related false information online that causes
widespread panic and hinders recovery efforts. Undoubtedly,
nothing spreads faster than fear.

Networks serve as a crucial platform for viral spreading, as
the actions of highly influential users can quickly render
others susceptible to the same. The potential for contagion
in epidemics and rumors hinges on the initial source, un-
derscoring the need for rapid and efficient digital contact
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tracing algorithms to identify superspreaders or Patient
Zero. Similarly, detecting and removing rumor mongers is
essential for preventing the proliferation of harmful infor-
mation in online social networks. Identifying the source of
large-scale contagions requires solving complex optimization
problems on expansive graphs. Accurate source identification
and understanding the dynamic spreading process requires
a comprehensive understanding of surveillance in massive
networks, including topological structures and spreading
veracity. Ultimately, the efficacy of algorithms for digital
contact tracing and rumor source detection relies on this
understanding.

This monograph provides an overview of the mathematical
theories and computational algorithm design for contagion
source detection in large networks. By leveraging network
centrality as a tool for statistical inference, we can accurately
identify the source of contagions, trace their spread, and pre-
dict future trajectories. This approach provides fundamental
insights into surveillance capability and asymptotic behavior
of contagion spreading in networks. Mathematical theory
and computational algorithms are vital to understanding
contagion dynamics, improving surveillance capabilities, and
developing effective strategies to prevent the spread of in-
fectious diseases and misinformation.
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Introduction

1.1 Epidemics and Rumors

The spreading of epidemics and rumors on networks share many impor-
tant features [28], [29], [36], [58]. The underlying network interaction
cannot be directly observed and often has to be implicitly inferred
from macroscopic phenomenons. Driven by the same human collective
crowd behavior, these network dynamics can lead to common network
effects like the small-world phenomenon and percolation thresholds.
The study of epidemics and rumor spreading is thus an important part
of applied probability theory and graph theory related to the analysis
of the evolution of large systems arising in networks. Even though the
process of spreading information in online social networks differs from
that of disease epidemics, the proliferation of fake news and recent dis-
information campaigns in online social networks has emerged in recent
years as a formidable cybersecurity threat that can have catastrophic
real-world consequences like a pandemic [45], [92], [135], [149].
Though epidemics and rumor spreading have been separately studied
in the past with a longer history for the stochastic theory of epidemic
spreading, the COVID-19 pandemic has been the first of simultaneous
global crises in which both the epidemic and overabundance of mis-
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information devastatingly wreak havoc on the world. The COVID-19
pandemic is the first pandemic in history in which humans rely heavily
on the Internet and online social networks to stay connected amidst
the prolonged lockdown and social distancing measures in place. It has
also spawned an epidemic of online misinformation, undermining the
efficacy of online social networks that humans crucially rely on and
disrupting public health risk communications. Shortly after the COVID-
19 pandemic started, the World Health Organization (WHO) declared
war against the COVID-19 Infodemic, which is the viral spreading of
pandemic-related misinformation or disinformation in social media [54].

Spreading processes are dynamic cascading phenomena where the
action of some users increases the susceptibility of other users to the
same; this results in the successive spread of a disease virus or rumor
from an initial few users to a much larger set of users [28], [29], [36],
[58]. When a new infectious virus spreads, public healthcare authorities
want to identify persons who may have come into contact with an
infected person and to trace close social contacts in order to stop
ongoing transmission or reduce the spread of infection. When rumors
like false treatment for the COVID-19 disease spread in online social
networks, this can prevent humans from adopting the right behaviors
to reduce the COVID-19 pandemic risk. Once misinformation morphed
into disinformation attacks, it can be disruptive and deadly. These
simultaneous crises require both public healthcare and cyber security
experts to work together to fight infodemics by identifying sources of
misinformation.

An objective of interests is to unravel the dynamical spreading
process to root out the malicious source quickly, accurately, and reliably
with only limited observation data of infected nodes in the network.
Just like epidemic countermeasures like digital contact tracing and
policies to identify Patient Zero in an outbreak,! building resilience to
catastrophic viral misinformation is of huge importance to a safe and
functioning cyberspace because of the highly-connected online social
networks.

! Contact tracing apps based on the Bluetooth wireless radio standard are arguably
one of the defining technologies for surveillance during the COVID-19 pandemic [65],
[91].



110 Introduction

To accurately detect or predict the causation of contagion in large
networks, it is crucial to identify the superspreaders and the origin of
disease viruses. Similarly, it is essential to determine who is spreading
rumors and disinformation to cause division and influence decisions
among users. This raises questions about the provenance of such in-
formation [92], [100], [150]. Additionally, the implications of network
surveillance and the response to contain a contagion must be considered.
With the emergence of new communication platforms, new avenues
for spreading misinformation and disinformation arise. Identifying the
source of contagion can have far-reaching consequences, such as timely
responses to the next pandemic or promoting a safe cyberspace.

Numerous fundamental questions remain unanswered in the statisti-
cal inference of infection sources in networks. The theory of stochastic
processes over large networks is still evolving, and the computational
aspects of estimation and detection in networks have not yet been
systematically examined, with source identification understood only in
the simplest graph topology cases. It is remarkable that even though
human social interaction or online social networks are not designed with
the intention of spreading a payload (such as an infectious disease virus
or rumor) as rapidly as possible, the process of viral spreading over
large networks is not fully comprehended [92], [100], [150]. Are there
specific network structures, quantifiable measures of user influence that
promote viral spreading? If so, what particular features could aid in the
development of better digital contact tracing strategies or interventions
to counter the spread of malicious rumors?

As we strive to comprehend the spread of contagions across large
networks, it is crucial to recognize the potential for cross-pollination of
ideas between different types of networks, each with distinct interaction
graph structures, initial nodes, and nature of user interactions [28],
[29], [36], [58]. For instance, in [6], researchers proposed intervention
strategies based on a generative model of viral misinformation spread
using infectious disease spreading dynamics. Moreover, when network
topology abstraction is sufficiently random, it may provide insights into
network phenomena based on percolation theory, as noted in [38].
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1.2 Propagated Epidemics and Contact Tracing

Tracing the origins of propagated epidemics can be traced back to the
investigation of the 1854 London cholera epidemics by John Snow (1813—
1858), who is widely recognized as a pioneer of modern epidemiology
[5], [49], [50]. His work in tracking the source of the cholera outbreak
was a significant breakthrough in epidemiological research. By creating
detailed dot distribution maps of household deaths due to cholera,
Snow was able to identify the source of the epidemic - a water pump
located in Broad Street, Golden Square. Snow’s methodical tracing
effort was one of the earliest applications of inferential statistics to the
study of epidemics [5], [49], [50]. Additionally, his heroic intervention in
persuading the parish’s vestrymen to remove the water pump symbolizes
one of the earliest examples of public health action. It is important to
note that Snow’s contribution to epidemiology was not only a significant
scientific achievement but also a landmark event in the history of public
health. The removal of the water pump resulted in the rapid cessation
of the cholera epidemic, saving countless lives and laying the foundation
for modern epidemiological research.

Nowadays, epidemiologists agree that it is necessary to employ con-
tact tracing to stop an infectious disease from spreading: Once a person
has been diagnosed as infected, public health authorities fan out to
trace the recent contacts of this person for the purpose of monitoring or
quarantine. This process repeats if one of those contacts exhibits symp-
toms until all the contacts who have been exposed are out of circulation.
Contact tracing can be effective in the early stage of an epidemic. How-
ever, the COVID-19 pandemic had revealed severe deficiencies in public
health protection due to asymptomatic infections. Prior study [22] shows
that asymptomatic infections need to be considered in analyzing the
spread of the disease. The COVID-19 disease is highly contagious, wide-
ranging with long incubation periods and transmissible within 6 feet.
Its speed and scale of infection had overwhelmed most contact tracing
capabilities which are labor-intensive, cost-inefficient and very slow [45],
[86]. A new public health innovation, digital contact tracing, then came
to the scene. Digital contact tracing leverages a plethora of mobile apps
to contact trace people and to provide exposure notifications [8], [17],
[46], [65], [82], [91], [94], [95].
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Current contact tracing practices focus primarily on finding recent
contacts of index cases, while overlooking the source of origin. In fact,
source inference is an important factor that explains the initial success of
backward contact tracing adopted by countries like Japan and Australia
in the early days of the COVID-19 pandemic [12], [17], [86], showing
that, whenever there is a sudden outbreak, tracing transmission events
rather than infectious individuals can efficiently and effectively prevent
infection waves.

There are several challenging unsolved problems in digital contact
tracing [17], [81], [91], [139]. First, what is the fundamental relationship
between infectiousness and the agility of contact tracing? Can contact
tracing be faster than the spreading of an infectious disease? Second,
how to quadruple the speed of contact tracing? Can backward contact
tracing complement forward contact tracing to find Patient Zero or the
superspreaders accurately? Third, can we design disease surveillance
networks so as to provide timely prediction and early warning capability
to automate digital contact tracing upon the arrival of future epidemics?

1.3 Disinformation and Rumor Source Detection

Online social networks like Twitter, Facebook, and YouTube are critical
online platforms for spreading news and the diffusion of all kinds of
information. They can however cause misinformation and disinformation
to spread faster and more rampantly than the traditional “word-of-
mouth” mechanism [3], [15], [52], [62], [92], [96], [98], [110], [135], [149],
[159]. In fact, false news spreads faster than the truth in a Twitter
network [150]. Misinformation is inaccurate or unreliable information
that is spread regardless of an intent to mislead. On the other hand,
disinformation is intentionally-fabricated misinformation (e.g., hoax
news) that is spread with the intent to influence people to make certain
decisions or to further an agenda. A malicious rumor monger can now
“infect” people across geographical regions on a massive scale faster
than ever before. Online rumors, misinformation, and disinformation
can thus disrupt livelihood and have serious real-world repercussions.
Recent examples are political mobilization messages spreading in
social media that sparked off waves of demonstrations and protests in
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the Middle East (dubbed the “Arab Spring” or the Twitter revolution)
in 2010-2012. In 2013, a bogus Tweet that the White House was attacked
went viral after it was sent out by the Associated Press Twitter account
that was hacked [11]. This incident momentarily crashed the stock
market, demonstrating how online disinformation can cause flash crash
and allowing computer hackers to profiteer in the process. A similarly
severe incident happened in 2020 when computer hackers seized control
of dozens of Twitter accounts belonging to high-profile users like Barack
Obama and Elon Musk to tweet out a “double your bitcoin” scam, which
went viral quickly. Eventually, this cryptocurrency scam led to a theft
of bitcoins worth more than US $110,000 before all the scam messages
were removed. Such Internet frauds and cybersecurity threats will be
more widespread, especially when bots are recruited to sow discord to
amplify the spread of disinformation.

Nations worldwide now recognize that the spread of misinformation
and disinformation is an imminent cybersecurity threat that should be
seriously addressed by law enforcement agencies [130]. However, the
distinction between harmless misinformation and disinformation is often
blurred. Moreover, rapid advances in deepfake technologies can make
hoax news look legitimate and further exacerbate the situation. Rooting
out rumor mongers and dispelling disinformation of increased scale and
impact will be part of a timely and practical defense strategy that can
offer intellectually deep insight to the science of networks.

What can cause the viral spreading of rumors or disinformation?
One factor is semantics [52], [101]. For example, hoaxes and prank
threats such as bomb threats are considered more serious but are likely
short-lived as they can be quickly debunked. On the other hand, some
rumors might swirl longer in social media (e.g., workplace rumors like
layoffs or the inefficacy of certain pandemic measures) [52], [101], [126],
[147]. Another factor is the principle of homophily in which humans
have a tendency to associate with similar others, leading to cognitive
bias typically known as the “echo chamber” effect [56], [62], [159]. The
element of surprise can also affect rumor viscosity as people will tend
to spread the information.
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1.4 Overview of the Monograph

This monograph provides an overview of the surveillance of contagion
sources in networks that find applications in digital contact tracing
and rumor source detection to combat epidemics and infodemics, re-
spectively. Given data that embeds both network topological structure
(e.g., knowing who is connected to whom) and relational patterns on
how a disease virus or rumor propagates, the objective is to answer the
fundamental question: how to unravel stochastic spreading processes in
the network to find the initial outbreak source quickly, accurately and
reliably with high confidence by exploiting the topological and statistical
properties of networks.

The contagion source detection problem was first studied in the
seminal work [131]-[133]. Mathematically, the problem is: Given a
snapshot observation of the contagion graph (showing how “infected”
users are connected), who is the contagion source of the spreading? This
problem is formulated as a maximum likelihood estimation problem
over graphs and then solved exactly for special cases of degree-regular
trees with infinite underlying graphs using a new form of network
centrality called rumor centrality. Since then, it has spawned a huge
literature on contagion source detection with various extensions such
as random trees in [37], [53], to multiple sources in [69], [70], [105],
[106], [108], [109], [112], [144], [167], to probabilistic sampling in [77],
[120] and detection with multiple observations in [35], [153], belief
propagation [40], general graphs with irregularity [154], [155], [165] and
the implication of probabilistic spreading models and different graph
topological features on solving the contagion source detection problem
[4], [40], [84], [103], [114], [127], [137], [155], [168].

Different types of network centrality defined on vertices can resolve
different types of network problems. Rumor centrality [132] is designed
to solve the contagion source detection problem on infinite-size regular
tree networks optimally (cf. Section 3.2). The vertex with the maximum
rumor centrality is called the rumor center of a tree graph, and the rumor
center was proved to be the same as the distance center [131], and the
graph centroid of the tree [142], [163], [164]. Furthermore, it was shown
in [72], [73], [85] that the graph centroid is almost surely central in the
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limit of the random growth process of infection on an underlying infinite
regular graph. Aside from the distance centrality, another distance-based
centrality, the Jordan center, was proposed to solve the contagion source
detection in different scenarios [111], [112]. Dynamic influence due to
stochastic spreading and opinion dynamics in online social networks
can be characterized by the harmonic influence centrality in [1], [148]
and the Shapley centrality in [21]. The protection centrality in [2] and
relative centrality in [18] measure how important a set of vertices in a
network is with respect to other vertices at the gatekeeper level and
community level respectively. Querying this contagion source in a large
graph with cost constraints and query complexity has been analyzed in
25], [93], [127]. Centrality measures related to the eigenvectors of the
network topology are also important in the study of stochastic processes
over large graphs [31], [57], [76], [124].

The bibliography included in this monograph seeks to encompass as
many contributions as possible, aiming to provide a balanced overview
of the key results and methodologies. Although the monograph may
not be a perfect summary of the state-of-the-art (see related surveys in
[71], [160] before 2018), it aims to serve as an imperfect yet informative
summary, providing a rough illustration of the existing literature in
the last 15 years and with relevance to the COVID-19 pandemic and
infodemic. We survey the various work in this field with a particular
focus on the intricate interplay between contagion source detection and
mathematical tools like graph theory, probability theory, combinatorics,
and algorithm design for statistical inference in the context of large
networks.

This monograph provides a comprehensive overview of contagion
source detection problem along with a problem-solving approach called
“network centrality as statistical inference” that expounds a systematic
approach to analyze inferential statistical problems in networks with
applications to digital contact tracing and rumor source detection. The
framework presented in this work establishes a connection between
network centrality and the solution of challenging optimization prob-
lems that involve complex combinatorial constraints arising from the
interaction of a stochastic process with the underlying network. By lever-
aging an appropriate network centrality, which induces a metric on each
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graph node, it is possible to obtain compact measures that quantify the
importance of nodes and accurately capture the optimality of stochas-
tic optimization. This framework also enables the utilization of graph
algorithm techniques to address these problems effectively [59], [145].

We will discuss how the “network centrality as statistical inference”
approach can be useful to the graph algorithm design that comes with
performance guarantees, computational complexity, detection accuracy,
and to address the “big data” regime in which the contagion graph
can be very large (as is the case in the COVID-19 pandemic and
infodemic). Designing scalable algorithms that uncover the contagion
source accurately by leveraging network science and mathematical
tools will be important to prevent future pandemics (e.g., ‘Disease X’
pandemic and infodemic) given the enhanced human connectivity on a
global scale. We will conclude with open issues and several promising
research directions to address the challenges of surveillance of spreading
in networks.



2

Preliminaries and Network Centrality

In this section, we first describe the contagion spreading model along
with basic preliminaries on graph theory, combinatorics, probability
theory and statistical inference that will be used in subsequent sections.
We then introduce some measures of network centrality that are classical
in the literature (e.g., [59], [76], [145]) and also new ones pertinent to
the contagion source detection problem.

2.1 Contagion Spreading Model

In this section, we briefly describe the discrete spreading model of
contagion considered in [131]-[133], [161], [162], [165], [166]. The model of
interest is called the SI (Susceptible-Infectious) model as it is a simplified
version of the classical SIR (Susceptible-Infectious-Recovered) model in
epidemiology [83]. In the SI model, each node is either infected by the
virus or susceptible to the virus. We assume that an epidemic spreads
on a networked structure with a node set V. Initially, a single source
node v* € V initiates the spreading of malicious content (e.g., disease,
virus, or rumor) on a networked structure. Once a node is infected, it
stays infected and can, in turn, infect its susceptible neighbors. That
is, the malicious content can be spread from node ¢ to node j if and
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only if there is a connection between them. Therefore, we can model
the connection between two nodes in a network using a link or a graph
edge.

Let S denote the set of susceptible vertices that have at least one
infected neighbor, i.e., those vertices in S might be infected in the near
future. In the real world, there are some people that are more likely
to be infected by the virus, and some are more likely to spread the
virus to others. We can assume that each person has two parameters
say R; and Rs, which correspond to the rate of being infected and
the rate of spreading the virus to others respectively. Let 7;; be the
spreading time from node ¢ to node j, which are random variables
that are independently and exponentially distributed with parameter
A (without loss of generality, let A = 1). Because of the memoryless
property of the exponential distribution, we assume that each newly
infected vertex v is randomly chosen from S with the probability that

P(v is infected) o RY - >~ R,
u

where each v is an infected neighbor of v, R denote the infected rate
of v and R{ denote the spreading rate of u. Hence, the probability of a
vertex v, being infected in the next time period can be computed by

R -3 Ry
> (RS R

VES

P(vg is infected) = (2.1)

where u, and u represents each infected neighbor of v, and v respectively.

Let G,, C G denote the infected subgraph with n nodes, which
models a snapshot observation of the spreading over G when there are
n infected nodes. Two parameters R; and Rs are unknown for all nodes
in GG, since we assume that the graph topology of G, is the only given
information. In this monograph, we assume that R; = Rs = 1 for all
nodes, and we can simplify the infection probability (2.1) for vertex v,

1
P(v, is infected) = ﬁ (2.2)

vES U
which implies that v, is more likely to be infected (or told the rumor)
if it has more “infected” neighborhoods. Note that when G is a tree

as



2.2. Mathematical Preliminaries and Statistical Inference 119

network, this spreading model is equivalent to the one considered in
[131]-[133]. We can analyze more general cases, such as graphs with
cycles, using the definition in (2.1).

2.2 Mathematical Preliminaries and Statistical Inference

In this section, we introduce some mathematical preliminaries and tools
in graph theory and algorithms, probability theory, analytic combina-
torics and message passing algorithms for statistical inference.

2.2.1 Preliminaries on Graph Theory

A graph G consists of a vertex set V(G) = {v1,v9,...,v,}, and an edge
set E(G) = {(vi,v;)|vi,v; € V(G)}. A pair (v;, v;) is called an edge in G
note that v; and v; are not necessarily to be distinct. For a directed graph,
each (v;,v;) is an ordered pair, and for an undirected graph, we have
(vi,vj) = (vj,v;). When u and v are the endpoints of an edge, they are
adjacent and are neighbors. We define N (v) = {u € V(G)|(u,v) € E(G)}
to be the set of neighbors of v. A subgraph of a graph G is a graph H
with V(H) C V(G) and E(H) C E(G). We say G' = (V(G"), E(G")) is
an induced subgraph of G if V(G') € V(G) and for all u,v € V(G’), we
have (u,v) € E(G’) whenever (u,v) € E(G).

A loop in a graph is a single edge whose endpoints are equal. Multiple
edges are edges having the same pair of endpoints. A graph without a
loop or multiple edges is called simple graph. A path is a simple graph
whose vertices can be ordered so that two vertices are adjacent if and
only if they are consecutive in the list. A u — v path is a path that
starts with v and ends with v. The distance from u to v, denoted as
d(u,v), is the number of edges of the shortest u — v path. A cycle is a
graph with an equal number of vertices and edges whose vertices can
be placed around a circle so that two vertices are adjacent if and only
if they appear consecutively along the circle.

A graph G is connected if for any two vertices u, v there is a u — v
path in G. A tree is a connected simple graph without a cycle. A subtree
of a tree T is a tree T" with V(T') C V(T") and E(T) C E(T'). The
neighborhood of a vertex v is a set of all neighbors of v denoted as N (v).
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Figure 2.1: The graph on the left is the graph before the vertex contraction, and
the graph on the right is the result of contracting v; and wva.

The degree of a vertex v is the number of its neighbors denoted as d(v).
A graph G is said to be d-regular if all vertices in GG are of degree d. All
vertices with degree 1 in a tree are called leaves.

In this monograph, a d-regular tree is a tree where all its vertices are
of degree d. Since every vertex in a d-regular tree has d children, there
is no leaf vertex in a d-regular tree, and the size of this tree is infinite.
A rooted tree T is a tree with one vertex v, chosen as a root. For any
vertex v in a rooted tree with root r, the parent of v is its neighbor on
v, — v path; the children are its other neighbors and child(v) denote the
set of all children of v. An ancestor of a vertex is any other node on the
path from the node to the root. A vertex u is a descendant of a vertex
v if and only if v is an ancestor of u. Given a tree T' with root v,, a
branch T, is the subtree with v as a root containing all its descendants

in 7T,.. For convenience, let ¢} denote the size of T . So for a d-regular
d

rooted tree with root v, and size n, we have n —1 = }_ tir, where v;
i=1
are children of v, for 1 =1,2,...d.

The vertex contraction of a pair of vertices v; and v; is a graph
operation whereby v; and v; are replaced by a single vertex v that
becomes adjacent to the union of the vertices originally adjacent to v;
and v; [158]. Conceptually, v; and v; are lumped together into a single
vertex, shown in Figure 2.1.

2.2.2 Maximum Likelihood Estimation

In statistical inference, we often have a collection of observed data
X = x and the probability density function f(X = z|f) of the data.
However, the parameter 6 is an unknown value. Hence, how to estimate
the value of  is the main concern in this section. There is more than one
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approach to estimating parameter(s) in a density function (e.g. method
of moments, method of maximum likelihood, Bayesian approach). We
will mainly focus on the method of maximum likelihood [49].

Given the observed data X = 2/, if we see f(X = 2/|f) as a function
of 0, then we can define a new function L(A|X = x) which is called the
likelihood function [49]. Our goal is to find the most “suitable” parameter
6 = 0* that leads to the outcome X = 2/, i.e.,

LO*|X =2') = mHaX{L(9|X =a')}.

We call 6* the maximum likelihood estimator of 6.

In the following, we give two examples of estimating unknown using
the method of maximum likelihood. The first example is coin tossing.
We toss a coin 10 times, with each outcome being either “H” or “T". Let
the probability of getting “H” be p and X denote the total times that the
outcome is “H”, then X is a binomial random variable with parameters
(n,p) where n is the number of trials. We have the probability mass
function of X is P(X = k) = (})p*(1—p)"~*, where k = 1,2,...n. The
problem of interest is to estimate the unknown parameter p based on
the observed outcome. Suppose we get six H’s and four T’s. We can
express the probability of getting six H’s and four T’s as

P(X =6|p) = (160)196(1 -p)*.

To best fit the experimental results, we shall maximize the likelihood
P(X = 6[p) over p. Hence, the function (§)p®(1 — p)* reaches its
maximum when p = 0.6. That is, 0.6 is the best estimation for p based
on the observed outcome.

Consider the general case that the coin has been tossed n times,

and there are k H’s, and then we have
_ (™Y K n—k
P(X =klp) = <k>p (I—p)" "
The likelihood function is L(X = k|p) = (})p*(1 — p)"*. Since

each trial outcome in the random sequence of tosses is independent, we
have p* = k/n, which coincides with the intuition, i.e., p* is the ratio
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between the number of H and n. Hence, the ratio k/n is the maximum
likelihood estimator of p. In this example, we estimate an unknown
parameter of a given distribution.

Let us consider another example of drawing two balls from a bin.
The bin has three balls in it: a red one, a white one, and the third one
whose color is unknown. We randomly draw two balls from the bin and
let a random variable X denote the number of red balls among the
drawn balls. Our goal is to infer the color ¢ € {red, white} of the third
ball based on the observed data. What is the best estimate of ¢ when
X = 0?7 If ¢ = red, then we have P(X = 0) = 0. If ¢ = white, then
we have P(X = 0) = 1/3. We can conclude that ¢ = white is the best
estimation from our observation since it maximizes the likelihood of
X = 0. To find the most probable color of ¢, we compute the likelihood
of the observed sample for all possible c. In this example, ¢ is not a
parameter of a probability distribution. However, we can still compute
its best estimate using the method of maximum likelihood [49].

In Section 3, we consider the contagion source detection problem,
which was first formulated as a maximum likelihood estimation problem
in [132]. The observed data of this problem is a connected graph G,
which consists of all infected individuals, and the unknown parameter is
any vertex v € GG, that could be the contagion source. In particular, the
contagion source detection problem considers the likelihood of observing
G, by assuming that every single vertex in G, is a probable source. The
same formulation was also considered in [88] for a Bayesian inference
problem where the observed data can be modeled as a bipartite graph
[88]. Unlike the above examples, there is no closed-form formula to
describe the likelihood of every trial outcome (i.e., infection event) in the
contagion source detection problem. Both the problem formulation and
its solution using the topological structure of graphs and message-passing
algorithms in [50], [87], [113] present the contagion source detection as
a challenging yet interesting maximum likelihood estimation problem
over massive graphs.
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2.3 Simple Line Network lllustration

We consider an example where GG, is a line graph with n labeled vertices
as shown in Figure 2.2. To construct G,,, we can start from any single
vertex i (1 <i < n) and connect a new vertex to the existing vertices
iteratively. How many ways are there to construct GG,, by the above-
mentioned method? For example, if we start with the vertex labeled
n, then there is only one way to construct the line graph, i.e., we add
the remaining vertices to the graph in the following order n — 1, n — 2,
..., 2, 1. Let f; denote the number of ways to construct the line graph
starting with vertex 4, then we have f; = (Zj) fori =1,2,...,n. Note
that f; is the binomial coefficient. Let f(x) be the ordinary generating
function of f;, then we have

flo) = (Zpet + (oo)2? + (2g)a + .+ (T )2,
which implies f(z) = z(1 + )" L. Hence, the total number of ways to
construct the line graph with n vertices is

D+ 0D+ G+ 5

n—1 n—2

which is equivalent to f(1) = 1- (14 1)~ = 2"~ Note that f; reaches
its maximum at ¢ = f”T_lw, i.e., when we start from the most central
vertex, the number of ways to construct the line reaches its maximum
value. This most central vertex in the line network can be intuitively
interpreted as the most probable spreading source. In the next section,
we will provide a more rigorous analysis to further substantiate this
observation.

Figure 2.2: An example of GG,, being a line network graph where n denotes the size
of the graph.
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Without loss of generality, let us assume that n = 2t + 1 where ¢

is a positive integer. Let f,,. = max f;, then another interesting
1<i<2t+1
problem is to compute the ratio
2t
> fio 2% '
i

which is equivalent to the probability that the most central vertex as
the most probable spreading source is indeed the correct guess in this
line graph. As shown in the next section, this quantifies the performance
of any estimator in the contagion source detection problem. In fact,
for this particular line graph special case, we can obtain more insights
into the performance of this estimator as the graph grows larger by
leveraging some bounds to the central binomial coefficient [78]. For
example, we have

v < (%) < z (2.4)
VAt T\t ) T VBt+ T '
Applying (2.4) to (2.3), we obtain the following result
L)
< < ,
VAt T 22 T Bt 1

which establishes the fact that using the most central vertex as the

(2.5)

estimator, the probability of correct detection is of the order inversely
proportional to the square root of the number of vertices in the line graph.
Moreover, this detection probability diminishes to zero as the number of
vertices in the graph becomes asymptotically large. Interestingly, another
way to quantify this detection performance is a probabilistic proof given
in [132] by viewing spreading in a line graph as two independent Poisson
processes having the same rate beginning at the source and spreading
in opposite directions. The estimator correctly detects the source with
probability one if these two Poisson processes have exactly the same
number of arrivals and with probability half if one of the Poisson
processes is one less than the other [132].

2.3.1 Pélya Urn Probability Model

In this section, we introduce a classical probability model called Pdlya
Urn’s model that captures a random sampling process where items are
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repeatedly added to and drawn from an urn and the probability of
each item being sampled depends on the current composition of the
urn.! Initially, there are R red balls and B blue balls in an urn. A ball is
uniformly, with probability ﬁ, drawn from the urn. The ball is then
returned to the urn with m additional balls of the same color. Suppose
the first drawn ball is a red ball; then there are R + m red balls and B
blue balls in the urn after the first draw. The problem of interest is the
number of red balls and blue balls after n draws. In particular, the ratio
between the number of red balls (or black balls) and the total number
of balls in the urn.

We say a random process {M,,,n > 1} is a martingale if E[|M,,|] <
oo and E[M,,1|M, ..., M,]| = M,. For simplicity, assume that initially
there are one red ball and one black ball in the urn and m = 1. Let
R; and B; denote the number of red balls and black balls after the ith
trial respectively, i.e., initially, we have Rg = 1 and By = 1. Assume that
R, = k + 1, then we have B,, = n — k + 1. Consider the expectation of

. R . . .
ratio —2t— after n + 1 trial given the previous results, then we have
Rn+1+Bn+1

Rn—|—1
Rn+1 + Bnt1
k+2 k+1 k4+1 n—k+1
n—|—3'n—|—2 n—|—3' n -+ 2
k+1 Ry
n+2 Ry,+B,

R,=k+1,B,=n—Fk+1

which implies that the ratio between the number of red balls (or black
balls) and the total number of balls in the urn satisfies the property of
a martingale.

Theorem 2.1. Let M; be a martingale for ¢ > 1. Then if E[M;] is finite,
then there is a random variable M, such that

_lim Mi = Moo-
71— 00
We can infer from Theorem 2.1 that the ratio between the number
of red balls (or black balls) and the total number of balls will finally

1Pélya Urn’s model, which is introduced by George Pélya, is able to capture the
“rich get richer” phenomenon in the real world.
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converge to some random variables. Note that Pélya Urn’s model is
similar to a disease-spreading process on a tree network. Assume that
the spreading process starts from the tree root, and in each time period,
we randomly select a tree branch (a color) to spread the disease. Then,
the number of susceptible individuals in the chosen branch will increase
by m, which makes this branch (color) more probable to be selected
again in the future. For more details about the application of Pdlya
Urn’s model to contagion source detection problems, we refer the readers
to Section 5.2.

2.3.2 Generating Function

In this section, we introduce the idea of using analytical approaches to
analyze the long-term behaviors of a combinatorial structure. Generating
functions are one of the ideal tools to deal with combinatorial structures
and their application to counting the number of increasing trees which
is related to the number of spreading orders (cf. Section 3.1) starting
from the spreading source (the tree root) on a given tree structure.
Suppose we are given a problem whose answer is an integer sequence
ai, az, ..., a,. For example, how many different two-element subsets
are there in an n-element set S = {1,2,...,n}7 To give a formula of
an = M may be the best way to present the solution. However,
suppose we consider the problem of finding the nth Fibonacci number
given ag = 0 and a; = 1. Then, the formula of a,, may not be as simple
as the first question we asked. Instead of providing the formula of a,,,
generating functions gives us a sum of a power series whose coefficients
are the sequence we are interested in. For instance, the nth Fibonacci
number is the coefficient of " in the power series expansion about

x = 0 of the function —"—.
In the following, we use a simple example to illustrate how to find
the generating function of the Fibonacci number by a basic technique

in the method of generating functions.

Example 2.1. Suppose Fj,+1 = F, + F,,—1 is the (n 4+ 1)th Fibonacci
number where Fy =0 and F; = 1.
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Definition 2.1. A function f(x) is an ordinary power series generating
function (OGF) of a sequence { fy, }n>0 if

::j{:j%xn

n>0

Let F(x) be the OGF of the Fibonacci sequence. Then by the
definition of Fy and F}, we have

F(z) =0+ + Fox? + Fza® + ..,

which implies

F(z)—x

= Fyx + Fsa® + +Fy23 .. .. (2.6)
Note that
F(z) 4 2F(x) = Foz® + (Fy + Fy)a' + (Fy + Fy)a® + (Fy + F)z® 4 . ..

= F()ZL’O + FQ!L‘l + F3$2 + F4.ZL’3 4+ ...
= the right hand side of (2.6).

Hence, we have

x
which implies
x
Flx)= —— 7.
(z) 1—x— 22
Finally, ;—"—5 can be written as the difference of two geometric series

which is shown as follows,

1_;_ 5= Zalx Za%aﬁ”)

n>0 n>0
Z al a/2 x R
n>0

where a; and asy are the roots of the quadratic function 1 — z — 2% and

ap > ag. We can conclude that F,, = \/Lg(a? —ay).
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Definition 2.2. Let f(z) be a series in powers of x. Then we denote the
coefficient of 2" in f(x) by [z"]f(x).

In the previous example, [z"]F(z) = \/Lg(a’f—ag). Next, we introduce

a combinatorial structure which is called labeled tree, and a subclass of
the labeled tree, which is called increasing tree. A rumor spread in a
given network is similar to the structure of an increasing tree, where
the rumor source is the root of the increasing tree.

Definition 2.3. A labeled tree with n vertices is a tree structure where
each vertex in the tree is assigned a unique number from 1 to n, i.e.,
there is a bijection function from the vertex set of the tree to the integer
set {1,2,...n}.

Definition 2.4. An increasing tree is a labeled tree such that the se-
quence of labels along any branch starting at the root is increasing.

The problem of interest is the number of different n-vertex increasing
trees on a fixed underlying topology. For example, how many different
n-vertex increasing trees are there if the underlying topology is a binary
tree? It is well known that a one-to-one relation exists between an
n-vertex binary tree and a permutation of n objects. Hence, there are
n! different n-vertex increasing trees when the underlying topology is
a binary tree. In the following, we consider the general case that the
underlying topology is a d-ary tree.

Definition 2.5. A function f(x) is an exponential generating function
(EGF) of a sequence {fp }n>0 if

:L,’I'L
Definition 2.6. Let {s,},>0 be a non-negative sequence. Let s, be
defined as the number of different rooted trees of size s, + 1 where v is
the root and the outdegree of v is r.

For example, suppose v is on a binary tree, then we have sy = 1,
s1 =2, s9=2and s; =0 for all ¢ > 2. If v is on a strictly binary tree
(the outdegree is either 0 or 2), then we have sg =1, s; =0, so = 2 and
s; = 0 for all 7 > 2.
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Definition 2.7. The degree function ¢(w) of a variety of trees associated
with {s; },>0 is defined by

d(w) = Z spw"

r>0
For example, the degree function ¢(w) associated with the binary
tree is 1 + 2w + w?, and 1 + w? for the strictly binary tree. Let T,
denote the number of n vertices increasing trees on a d-ary tree. Then
the following theorem states that the exponential generating function
of T,, can be expressed implicitly by leveraging the degree function of
the d-ary tree.

Theorem 2.2 ([9]). The exponential generating function 7'(z) of a
variety of trees defined by the degree function ¢(w) is given implicitly

by
T(z) dw B

In the following, we use the binary tree example to illustrate how to
find the number of n vertices increasing trees on a binary tree structure.

Example 2.2. We have ¢(w) = 1 + 2w + w? when the underlying
structure is a binary tree. Let T}, and T'(z) be defined as above, then

T(z) dw
/0 142w+ w2 o

we have

which implies

0 1 2 3
z z z z
T(z) :TQE+T1H+T2§+T3§...
o Z
11—z

:z—l—z2—|—z3+z4+...

Hence, we have Ty = 0 and T;, = n! for n > 1, which is exactly the
number of different n-object permutations. In Section 5.1, we can apply
Theorem 2.2 to compute the exponential generating function of the
number of different increasing trees on a given underlying network
structure.
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Lastly, we introduce a key theorem in [48], which plays an important
role in analyzing the asymptotic behavior of the number of increasing
trees.

Theorem 2.3 (Theorem V1.1 in [48]). For a € C\ Z< set
f(z)=(1—-2)""
Then, as n — oo,

,n/Oé

1) ~ Fray

n

(1 N i €k(k04)
k=1

where e («) is a polynomial of degree 2k.

2.3.3 Graph Algorithms

In this section, we introduce basic graph algorithms such as Breadth-
First Search, Depth-First Search, and Message Passing Algorithm. A
graph search algorithm provides a systematical way to traverse all the
vertices on the given graph G by leveraging the data structure in which
the graph is stored. In the two graph-searching algorithms, we use three
colors, say, white, gray, and black, to indicate the states of a vertex. A
vertex is white if it is “undiscovered”, and gray if it is “discovered” but
some of its neighbors are still undiscovered. Finally, a black vertex is
a discovered vertex, as well as all its neighbors. In the beginning, all
vertices in G are colored white and will be colored black after we apply
a graph-searching algorithm on G if G is connected.

A graph G = (V, F) can either be stored as an adjacency matriz or
a collection of adjacency lists.

Definition 2.8. Given a graph G = (V, E), the adjacency matrix A(G) =
{a; j}nxn of G is called the adjacency matrix of G if a; ; is defined as
follows:

0 else.

{1 if (i, §) € E,
Qi3 =

For example, if we consider the induced subgraph G with V =
{v1,v2,v3} of the graph illustrated in Figure 2.3.
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Figure 2.3: An example to illustrate how to store a graph as a 0 — 1 matrix.

0
AG) = | 1
1

o O =
o O =

The other way is that for each vertex u € V, we construct an
adjacency list adj(u) for u such that adj(u) = {v|v € N(u)}. If G is a
directed graph, then adj(u) only contains the edge (u,j) € E where
j € V, ie., the outdegree of u. In the following, we only consider the
case where GG is an undirected graph. As a remark, these two searching
algorithms can be applied to directed graphs as well.

Breadth-first Search

Assume that a connected graph G = (V| E) is stored as a collection
of adjacency lists. To start a breadth-first search traversal on G, we
first select a starting vertex » € GG and add r into an empty list Ly;sited;
therefore, r becomes a gray vertex. Next, we add all vertices in adj(r)
into Ly;sited- NOow, 7 becomes a black vertex, and all neighbors of r
are colored in gray. For each gray vertex in Ly;siteq, We recursively add
their undiscovered neighbors into L,;siteq according to their order when
they are added into Ly;gited, i-€., the list Ly;siteq is a first-in-first-out
queue. We can construct a BFS tree G’ of G starting from the root r
by initially setting V(G') =V and E(G’) = 0. Each time a vertex v is
discovered by its neighbor u through an edge (u,v) € F, we add the
edge (u,v) to E(G’). Then, G’ becomes a BFS tree of G with root r
when all vertices are visited and the queue is empty. We can observe
that for each vertex v in G’, the path from r to v in G’ corresponds to
one of the shortest paths from r to v in the original graph G. In the
breadth-first search, the vertices which are closer to r will be visited
earlier than those farther vertices.
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Count! Count!

e TR

Figure 2.4: An example of counting the number of students in a line by passing a
message between any two neighboring students.

Depth-first Search

In the depth-first search algorithm, we again assume that G is stored
as a collection of adjacency lists and the search starts with a vertex r.
Unlike the breadth-first search, the depth-first search tends to search as
deep as possible in GG. Hence, L,;siteq is a first-in-last-out data structure.

For example, let vy, denote the most recently discovered vertex.
Then, initially we have vpe, = 7 and Lyigiteq = {7r}. Next, suppose
v € adj(r) is the first neighbor “explored” along the edge (r,v), then we
have vy, = v and v is added into Ly;gjreq.- According to the strategy of
searching as deep as possible, we update v, each time a new vertex
is added into Ly;siteq- When all the neighbors of v, have been added
into Ly;sited, We backtrack to the second newest vertex in Ly ;giteq and
recursively add vertices into L ;siteq until all vertices are discovered. For
more details about the vertex traversal algorithms, please refer to [27].

Message Passing

Given a line network graph as in Figure 2.2, assume that each graph
vertex is a single computing processor that can only exchange informa-
tion with its neighboring processors. We consider a basic distributed
computing problem in the following: “How many vertices are there in
this line graph?” We can solve this problem using the message passing
algorithm [113]. Following the example of a line of soldiers counting
themselves in [113], imagine that one of the vertices is a teacher, and
the rest of the vertices are all students in a line, illustrated in Figure
2.4. For any two neighboring students u and v on the line, if u is closer

to the teacher than v, then we say w is in the front of v, and v is at the
back of v.
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To find out how many students there are in the line, we can set
the following rules for messages to be exchanged and passed between
vertices in the line:

e The message starts with the teacher and ends with the teacher.
Initially, the message sent from the teacher is “Count!”.

e For each student, if the received message is “Count!” from the
person in the front, then send the same message “Count!” to the
person in the back. If there is no person at the back, then send a
number “1” to the person in the front.

e For each student, if the received message is a number “¢” from the
person at the back, then send the number “7 + 1”7 to the person

in the front.

Lastly, the number of students in the line graph is the summation
of all messages received from all neighboring students of the teacher.
Note that the computation of the message-passing algorithm is per-
formed locally, however, the solution is a global one when the algorithm
converges. We refer the readers to [113] for an in-depth analysis of the
message-passing algorithm and its convergence in general tree graphs.

2.3.4 Random Walk on Graphs

A random walk on a graph is a stochastic process where a “walker”
moves from one node to another in a graph based on a set of rules [29],
[104]. At each step, the walker moves to a neighboring node with a
certain probability distribution, which may be uniform or non-uniform.
The walker’s position at any given time is a random variable, and the
movement pattern can be analyzed to understand various properties
of the graph, such as its connectivity, centrality, and other structural
features [29], [104].

Graph random walks and Markov Chains are closely related [104].
Graph random walk can be viewed as a time-reversible finite Markov
chain. On the other hand, every Markov Chain can be defined as a
random walk on a weighted and directed graph [104]. In the following,
we give an example of a uniform random walk on a given graph. Given
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a connected undirected graph G(V, E), we begin the process by placing
a random walker on an arbitrary node v;, where v; is from some initial
distribution and assume that at each stage, the walker must move from
the current position to an adjacent node v; € N(v;). We denote the
probability that the walker moves from v; to v; by p; ; and define p; ;
as follows:

awy Vi # vjand (vi,vj) € B
Dij = (27)
0 U = vy.

For example, if the random walker is at vg in Figure 2.5, then in the
next stage, the walker will move to vy or v4 with the same probability
1/2. Regardless of the initial distribution of v;, if G is not a bipartite
graph, then this uniform random walk will converge to a stationary
distribution 7(vy) = % eventually. Let 7 be a distribution over V
and P a transition matrix on GG. We say 7 and P satisfy the detailed
balanced condition if 7(v;) - p; j = 7(vj) - pj; for all v;, v; € V. Note that
the stationary distribution 7(v) and the transition probability in (2.7)
satisfy the detailed balanced condition [104].

Theorem 2.4. Let P be the transition matrix for a random walk on
a finite connected graph G(V, E) and 7 be a distribution over V. If P
and 7 satisfy the detailed balanced condition, then 7 is the stationary
distribution of this Markov Chain.

The detailed balance condition can be applied to design the transition
probability matrix in Markov Chain-based methods [104]. For example,
the Ruelle-Bowen random walk can be used to construct a Markov
Chain to maximize the entropy rate of the walk on an unweighted graph
that is related to the Pagerank centrality [31].

2.4 Network Centrality

Network centrality can be seen as a function that maps a given graph
vertex to a real number, i.e., we can assign a numerical score to each
vertex based on the topological properties of the graph [59], [145]. The
score of a vertex can be interpreted as the “influence” of this vertex
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Figure 2.5: An example graph G = (V| E), where V' = {v1, v, ..., v15}, to illustrate
different definition of network centrality centrality. For example, v4 is the degree
center, v7 is both the distance center and centroid, and wvg is the betweenness center.

in the whole graph; hence, we can rank all the vertices based on their
scores to find the most influential one. In fact, Google’s search engine
is driven by such an idea through its PageRank algorithm that uses
the eigenvector centrality to rank webpages on the Internet and also
finds applications in big data analytics [26], [57], [124], [136], [145].
There are many other definitions of network centrality depending on
the structural object of interest in the graph. We introduce some other
commonly-known notions of network centrality that will be encountered
in the next few sections. As a remark, the notion of network centrality
only applies to the vertices in the same connected component of a graph.

Degree Centrality

Let G = (V, F) be a simple undirected graph. The degree centrality of
a vertex v € V is simply defined as the degree of v. Hence, for v € V we
denote the degree centrality of v as its degree d(v). We call the vertex
with the maximum degree the degree center of G.

For example, we have d(vq) = 5, d(v1) = 1, d(vg) = 2 in Figure 2.5
and vy is the degree center. For a d-regular graph, the degree centrality
for every non-leaf vertex is obviously the same, i.e., the degree centrality
is not informative enough to capture the influence of any particular
non-leaf vertex in the graph. In directed graphs, we can also define the
degree centrality based on the in-degrees and out-degrees of the nodes.



136 Preliminaries and Network Centrality

Distance Centrality

To better understand the structure of the whole graph, we may use
distance centrality, whose definition is the summation of the number
of hops from a particular vertex to every other vertex (i.e., geodesic
distance) in the graph

DisC(v,G) = > d(v,u) (2.8)

ueV

where d(v,u) denotes the shortest path distance from v to u. The
vertex with the minimum distance centrality is the distance center of
G. For example, we have DisC(v7,G) = 34, DisC(vg,G) = 37, and
DisC(vg, G) = 35 and vy is the distance center in Figure 2.5. Note that,
for any two adjacent vertices u and v in a tree graph, if DisC(u, G) is
known then we can compute DisC(v, G) in constant time. We have the
following relationship,

DisC(v,G) = DisC(u,G) —t3 + t,, (2.9)

where t); and ¢, are defined in Section 2.2. Observe that the distance
centrality along the path from a leaf to the distance center is a monotone
decreasing sequence which shows that the distance centrality can capture
the geodesic structural property of the graph. As a remark, the closeness
centrality of a vertex can be defined as the reciprocal of its distance
centrality:.

Graph Centroid and Branch Weight on Tree Graphs

The branch weight centrality is a special kind of network centrality that
is applicable only to a tree graph. Suppose G is a tree graph, and we
define the branch weight weight(v, G) of a v € G by

weight(v, G) = max tg. (2.10)
c€child(v)

We call the vertex with the minimum branch weight the centroid. As an
example, using the line network in Figure 2.2, the centroid is the vertex in
the middle of the line graph (with a branch weight weight(v(,41)/2, G) =
(n —1)/2) when n is odd. Otherwise, when n is even, the centroid is
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either v, /5 or vy, /941 (With the same branch weight weight(v,, /2, G) =
n/2). Using Figure 2.5 as another example, we have weight(vg, G) = 9,
weight(vy, G) = 7 and weight(vs, G) = 10, and vy is thus the centroid.

Betweenness Centrality

Consider the problem that for each vertex v in a graph G(V, F), we
want to find the number of times that v acts as a “bridge” to all shortest
s —t paths, where s,t € V. In other words, how many shortest paths
from s to ¢t will have to go through v? This structural property can be
captured by the betweenness centrality. Let pg, denote the total number
of shortest paths from s to u and ps,(v) denote the number of those
paths which pass through v. Then the betweenness centrality B(v, G)
of v can be defined as

Bv,G)= Y pspu(v). (2.11)
sFUFV su

The vertex vg with the maximum betweenness centrality is the
betweenness center. Using the line network (when n = 4) in Figure
2.2 as an example, there is only one path between any pair of nodes,
and hence that path is also the shortest path. Considering vertex 2,
the s — t paths pairs to be considered are (v, v3), (v1,v4) and (vs, vy).
The number of shortest paths passing between v; and v3 is one (i.e.,
Puvivs = 1), which also passes through vy (i.e., py,vs(v2) = 1), thus we
Poivy(V2) _ o Likewise, the ratio ’)“/1)#@2) = 1. On the

v1v3 v1v4
other hand, the number of shortest paths passing between v3 and vy is

have the ratio

one (i.e., pysu, = 1), which does not pass through vy (i.e., pysu, (v2) = 0),

thus we have the ratio pugeg (V2) _ 0. Adding up these three ratios, we

have B(vy, G) = 2. Similarléf,48(vl, G) = B(v4,G) = 0, as either of the
two end vertices in the line graph does not lie on any of the shortest
s — t path pairs. Clearly, the betweenness center is either vy or ws.
Using another bigger example in Figure 2.5, we have B(vg, G) = 45,
B(vy, G) = 55, B(vg, G) = 46 and B(vg, G) = 56 and hence vg is the
betweenness center. Note that the betweenness centrality of all the
leaves in G is zero since no path will pass through any leaf except itself.
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Rumor Centrality and Epidemic Centrality

From the above example of the line graph, observe that the spreading
order from any node in the graph (also known as permitted permutation
in [131], [132]) plays a role. The definition of the spreading order is
given as follows [131], [132].

Definition 2.9. Given a connected tree G(V, E) and a source node
v € V, consider any permutation o : V — {1,...,|V|} of its nodes
where o(u) denotes the position of node u in the permutation o. We
call o a spreading order for tree G(V, E) with source node v if

1. o(v) =1,
2. For any edge (u,v') € E, if d(v,u) < d(v,u’), then o(u) < o(u).

For brevity, we denote a permutation satisfying the above two
conditions as o¥. Let M (v, Gy,) = {0}, 03, ...} be the set of all spreading
orders from a vertex v in a given graph G,, with n vertices. For example,
in the line graph example, the set M (vy, G4) contains three possible
spreading orders, which are 01 = (v2,v1,v3,v4), 05> = (va, V3, v1,v4)
and o5® = (v2,v3,v4,v1). The size of this set is exactly the binomial
coefficient f; = (Zj) for 1 = 1,2,...,n as given earlier. Observe that
each of these three possible occurs with an equal probability. From a
maximume-likelihood estimation perspective, the optimal estimator for
the source is the vertex v that maximizes the likelihood probability
P(Gy|v) given by

P(Gulv)= Y. P(o}v). (2.12)
o?eM(v,Gn)

Now, consider the above line graph example for any G,,, observe
that all possible spreading orders for every single node occur with an
equal probability, and hence the optimal solution of (3.3) is equivalent
to

0 = argmax |M(v,Gy,)|,

'UEGn
which leads to © being vn+1 when n is odd or otherwise ¥ being either
. 2
vn or vn 1 when n is even.
2 2
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The size of M (v, G,,) is known as the rumor centrality of the vertex
v in G,, whose rumor center is © [131], [132]. It is, however, important
to note that all the possible spreading orders for every single node occur
with an equal probability only for the special case of a degree-regular
tree graph (e.g., the line graph in the illustrative example is a 2-regular
tree). In general, each spreading order in a given general tree graph
can occur with a different probability. Hence, the rumor center may
not necessarily be the optimal maximum-likelihood estimator for a
general tree graph. There are, however, many interesting properties
associated with rumor centrality. When G,, is a tree graph, the rumor
centrality can be connected to the distance and branch weight centrality.
As illustrated by the line graph example, the rumor center of a tree
graph is equivalent to the distance center and the graph centroid, as
should be the case (cf. Theorem 3.3 in subsequent sections).

Note that the rumor center in [132] is only defined on a spanning
tree (e.g., breadth-first-search tree) of G,,. For the case when G,, is any
general graph, even those with cycles, we follow [165] and consider a
generalized version of the rumor centrality that applies to general graphs.
To illustrate the idea of computing the rumor centrality on a general
graph, we use a triangle graph G3 with three vertices V' = {v1,v9, v3}
as an example. With v; as the source, a spreading order o = (v, vo, v3)
on G3 can be due to two spreading orders on the spanning trees of Gs.
One spanning tree is the tree with edge set {(v1,v2), (v2,v3)}, and the
other one is the tree with edge set {(v1,v2), (v1,v3)}. Hence, we can
compute the spreading order starting from v € V' on a general graph G,
by summing up the rumor centrality of v on all spanning trees T; of G,,.
We continue to use the notation M (v,G,) as the set of all spreading
orders starting from v on G,,. Then for a general graph G,, and v € V,
we have

(M(v,Gp)| = Y [M(v,T})],
1<i<h
where T; is a spanning tree of GG,,, and h is the number of spanning

trees of G,,. We call |M (v, Gy,)| the epidemic centrality of v, and v is
an epidemic center of Gy, if

‘M(’U, Gn)‘ - %%i |M(v7 Gn)‘
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Besides tracking the probability of spreading orders, computing the
epidemic centrality efficiently to find the epidemic center is an object of
interest to solving the contagion source detection problem.

As we shall see in subsequent sections, we will delve into the fas-
cinating connection between various measures of network centrality
introduced in this section and their interpretation as optimal solutions
to relevant optimization problems.



3

Contagion Source Problem and Degree-regular
Tree Case

This section focuses on the contagion source detection problem in graphs,
which we formulate as a maximum likelihood estimation problem. We
will explore the optimal solutions to this problem, specifically in the
case of degree-regular tree graphs, using the concept of rumor centrality
introduced in the seminal work of [131], [132]. Furthermore, we will
delve into the relationships between rumor centrality and other network
centralities, such as distance centrality and graph-theoretic branch
weight centrality. By doing so, we can better understand the role of
rumor centrality in network analysis. We will also explore the use of
message-passing algorithms, similar to those used in inferential statistics
and Markov chain algorithms, in efficiently computing the optimal
solution for the contagion source detection problem.

3.1 Maximum-likelihood Estimation Problem

The problem of identifying the initial source can be formulated as
a maximum likelihood estimation problem. Let G be the underlying
network (assumed to be an infinite graph) and G,, be the infection
graph. Let P(v = v*|G,,) be the probability of the event that the vertex

141
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Y

v in G, is exactly the rumor source v* when G, is observed. By Bayes
theorem, we have

_ _ P(Galv=v")Plo=v)
Plo=2M0n) = s PGl ) P

We assume that each vertex in the graph is equally likely to be the
source, that is
P(v* =v;) = P(v* =v;) Yu;,v; € Gy,
and thus, we have
P(Gplv =v")
Yiea, P(Gnli =v*)
For simplicity, we denote P(v = v*|G,,) as P(v|G,) and P(G,|v = v*)

as P(Gp|v) in the following. From (3.1), we can deduce that P(v|G,,)
is proportional to P(G,|v).

Pv=v"|G,) = (3.1)

Hence, we aim to solve the contagion source detection problem given

as follows:
maximize P(Gp|v)
vECn (3.2)
subject to G, C G.

Definition 3.1. For a given G,, over the underlying graph G, ¢ is a
maximum likelihood estimator for the source in G,, i.e., P(G,|0) =
nax P(Gy|v;).

The maximum likelihood estimator is the most probable vertex to
be the actual rumor source. From Definition 3.1, the vertex ¢ has the
maximum probability P(G,|0), so we need to consider P(G,|v), the
probability that v is the actual rumor source that leads to observing
G. Recall that we denote a possible spreading order starting from
v as o}, and let M(v,G),) be the set of all o) in G,. For example,
the set M (vq,G4) contains two possible spreading orders which are
o} = (v4,v1,v2,v3) and 08 = (vg,v1,v3,v2) in Figure 3.1. Let G (o) be
the infected subgraph following the spreading order o with k vertices.
Then we have

P(Guo)= Y Polv). (3.3)

o?eM(v,Gn)
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Figure 3.1: Example of G4 as an infected subgrpah with infected vertices
{v1,v2,v3,v4}.

In particular,
n—1 1

k=1 Z d(vj) —2(k — 1)

v;€G(a?)

1

. (3.4)

When G is an infinitely large (each leaf of G,, always has at least one
susceptible neighbor) d-regular tree, we have

n—1 1

(3.5)

The following example illustrates the computation for the probability
P(Gslvy) in Figure 3.1. We have

P(G4|U4) = P((’U4, V1, V2, U3)‘U4) + P((U4, V1, U3, Ug)‘v4)
1 1 1
1
=35
Also, we have P(Gy|vz) = 1/30, P(G4lvs) = 1/30 and P(Gy4lvy) =
1/10. In this example, v; is the maximum likelihood estimator. Observe
that, when G is a d-regular tree, P(of|v) = P(0}|v) for all o, 07 €
M (v, Gy), which means that P(G,|v) is proportional to |M (v, Gy)|.
When G,, is degree-regular, we call |M (v, G, )| the rumor centrality of
v, and v is a rumor center of Gy, if |M (v, Gy)| = max |M (v;, Gy)|. If

n



144 Contagion Source Problem and Degree-regular Tree Case

P(v|G,,) is proportional to |M (v, G,)|, then the rumor center is the
maximum likelihood estimator.

3.2 Rumor Centrality

Let the underlying network G be a d-regular tree rooted at v and G,, is
an infected subtree on G, then we have

M(u,ty
MGl = m-nr [ )
u€child(v) ur
(ty —1)! [ M (w, t3,)|
=m-0t [ (7 I —5*
u€child(v) tu' wechild(u) w'
1 (M (w, ty,)|
u€child(v) % wechild(u) we
1
ueGp\{v} ¥
(3.6)
For example, consider |M (v4, Gy)| in Figure 3.1, we have
1
M(vg,Gp)| =41 —
= 3.

The above closed-form formula for computing M (v, G,) on a tree graph
was proposed in [132]. Now, suppose G is a degree regular tree, and let
u and v be two adjacent vertices on G,,. Consider the ratio

P(s]G) _ P(Galv)
P(ulGr) ~ P(Galu)
M (v,Gy)]
M (u,G)
o

We have shown that the likelihood ratio is equivalent to the ratio t¥/t%.
This result leads to the following theorem.
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Theorem 3.1. Given an n vertices tree G,,. v € GG,, IS a rumor center
if and only if

IA
IS

e

for all u € G,, — {v}.

Theorem 3.1 characterize the topological feature for the rumor center
in GG,,, moreover, from Theorem 3.1, we can deduce that there are at
most two rumor centers in a given tree G,,.

Corollary 3.2. Let G and G,, be defined as above, then we have
P(5|Gn) < 3.

The following theorem states the relation between rumor center,
centroid and distance center.

Theorem 3.3. Let G,, be a general tree graph and v is a vertex in G,.
Then, the following statements are equivalent:

1. v is a distance center of G,,.
2. v is a rumor center of G,,.
3. v is a graph centroid of G,,.

Proof. Let G be a tree of size N and v € G . We prove (1 = 2) first
by considering the contrapositive argument. Suppose v is not a rumor
center, by Theorem 3.1 there is a branch of v, say 7}/, with size greater

than N/2 and u is adjacent to v. Now, we need a relationship between
> d(v,s)and > d(u,s) as described by

seG N seG N
seG N seG N
We have > d(v,s) > > d(u,s), since t, > t¥. This implies that v
seGnN seG N

is not a distance center.

Next, let us prove (2 = 3): First, we need the following fact: If
all v’s branches are of size < N/2, then v is the centroid. Again, by
contrapositive argument, suppose v is not a centroid, then there exists
a branch of v whose size > N/2 by Theorem 3.1.
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Lastly, let us prove (3 = 1): Suppose v is a centroid, then each of all
its branches is of size < N/2. This implies that v is a rumor center. Let

u € Gy, if u is adjacent to v, then 3 d(v,s) < > d(u,s) and we
sEGN seGy
finish the proof. If u is not adjacent to v, then we can partition all the

nodes in G into three sets. The first one is T}, the second one is T}
and the last one contains all the nodes not in T} and 7T}/, say R. Let [
denote d(u, v). Now, consider Y. d(v,s)— >, d(u,s)=( > d(v,s)+

s€eG N seGn seTy
Yo d(v,s)+ > d(v,s)) — (Y du,s)+ > d(u,s)+ > d(u,s)).
seTy seER seTy seTy SER

Since v is the centroid, we have:
(1) |R| +t) < N/2,and t¥ > N/2;
(2) (X dv,s)+ 2% d(v,s))—( 2 du,s)+ > d(u,s)) =1-(t;—13);
sely

sy seTy seTy
(3)| % d(v,s) — T d(u,s)| <1-|R].
SER SER

Combining these three properties, we conclude that Y d(v,s) —
seGn

> d(u,s) <0, for any u € Gy, that is, v is the distance center. [
seG N
From the perspective of the message-passing algorithm, the following
theorem enables us to compare the above-mentioned centralities of any
two adjacent vertices and extend the result in Theorem 3.3.

Theorem 3.4. Let G,, be a general tree with n vertices and u,v € G,
are two adjacent nodes (neither u nor v needs to be the centroid). Then,
the following statements are equivalent:

1. R(v,Gy) > R(u,G,) .
2. DisC(v,Gy) < DisC(u,Gy).
3. weight(v, Gj,) < weight(u, Gy).

Proof. Let G, be a tree of size n, and u,v € G,. Observe the following
directions. Let us prove (1 = 2): Suppose R(v, G,) > R(u,G), we have
DisC(v,Gy) = Disc(u,Gyp) — t¥ + ¢t and ti > t¥, and so we conclude
that DisC(v,Gy) < DisC(u, Gy).

Next, let us prove (2 = 3): Suppose DisC(v,Gy) < DisC(u,Gy),
we have DisC(v,Gy) — DisC(u, Gy) = t¥, — ti < 0. This implies that
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tv < tit. We claim that weight(u, G,,) = t¥. If not, then there is a branch
of u with its size larger than ¢}/, thereby implying ¢;, > ¢V, which is a

contradiction. Hence, we have weight(u, G,,) = t¥ > weight(v, G,,).
Lastly, let us prove (3 = 1): Suppose weight(v, Gy,) < weight(u, G,,),
and note that weight(u, G,) = t. Since u is not the rumor center, we
have t¥ > n/2 and so t¥, < n/2, this implies that R(v, Gy) > R(u,G,).
L]

3.3 Algorithms for Tree Networks

In this section, we present two algorithms to find the rumor center (i.e.,
the globally optimal solution of the maximum likelihood estimation
problem) on tree networks. The first method is a message-passing
algorithm to compute the graph centroid (which is equivalent to the
rumor center) with linear time complexity, and the second one is a
random-walk-based algorithm where the centrality is in the form of the
stationary distribution of a specific graph random walk.

3.3.1 Message Passing Algorithm

Let M7 denote the message from node i to node j. To calculate the
weight of all nodes in G, we need to assign each M*~/ a number for
all (i,7) € E(Gy). We set the value of M7 to be the size of tg So,
we have M*7J + M7= = N. And also for any node v € V(Gy), we
have weight(v, Gy) = max{M*7"|Vi is adjacent to v}. In Algorithm 1
below, we first find all M*77, and then use Theorem 3.5 to locate the
centroid, finally, we set the weight to all nodes. Let Diff(é, ) be defined
by Diff(i,7) = | M7 — MI~|.

Theorem 3.5. Given a tree Gy with N nodes, v € Gy is the
centroid if and only if Vv adjacent to ¥ and v;,v; € V(Gn),
min, 5)ep(ay)1Piff(0,v)} < { Diff(v;, v;)}. Moreover, for any u € Gy,
on the path from ¥ to u say (v1,vs,...,vp), where v; = ¥ and vp = u.
The sequence of Diff(v;, v;41) for i = 1,2...D is increasing,.

Now, a practical implication of Theorem 3.5 is that this centroid for
a given tree Gy can be found using graph algorithms (thereby providing
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alternative algorithms to the contagion source detection in [132]). Using
graph-theoretic analysis, new algorithms can be designed with compu-
tational time complexity O(N), where N is the size of the input graph.
Now, a key algorithmic design in statistical learning is the message-
passing algorithm framework (also known as belief propagation [50],
[87], [113]) whereby simple messages are exchanged between neighboring
nodes in a graph and these local operations converge to the solution of
a global problem iteratively [113]. We next present such a new message
passing algorithm to find the graph centroid in Algorithm 1.

Algorithm 1 Message Passing Algorithm to compute the Centroid of
a Graph [163]

Input a tree G
Choose a root v, from G

for v in T do
if u is a leaf then
Mfu—rparent(u) _ q
else
if u # v, then
Nfu—rparent(u) _ EjEchiId(u)Mj_)u +1
end if
else
N = Sjcchitd(v,) M7 7"
end if
end for
Find the longest path P = (p1, .., pr—1, px) starting from v,, such that
Diff (p;, p;) is decreasing along P, where p; = v, and Diff(v;,v;) =
|2MViTYi — N|.
vF is the centroid if MV """ > Mv" =" else vE~1 is the centroid.

The first part in Algorithm 1 is message passing, where each node
exchanges messages with its neighboring nodes that are updated in a
recursive manner. As these messages are passed from the leaf nodes
to their parent nodes who in turn aggregate the messages collected
from their children nodes and pass the aggregated result to their parent
nodes, this process iterates until each node computes their individual
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network centrality. The number of iterations is the same as the number
of nodes in the graph, i.e., the computational complexity of this part is
O(N). The second part is to find the centroid by leveraging Theorem
3.5. Since local optimality implies global optimality in the branch
weight centrality, the length of the path in the second part is at most
N/2, which implies the computational complexity is O(/N). Hence, the
computational complexity for Algorithm 1 is O(NV). In the following,
we highlight the key advantage of Algorithm 1 over that in [132]. The
algorithm in [132] needs to compute the factorial of NV, which is relatively
larger than N. In contrast, the largest number that appears in Algorithm
1 is N. Furthermore, we can add a new node to the network by updating
the nodes on the path from the newly-added node to the current centroid,
and this modification complexity is at most the height of the tree. Hence,
Algorithm 1 is scalable and adaptive to streaming data. In Figure 3.2,
we use an example to illustrate two steps in Algorithm 1.

n=12+1+2+1=16

Figure 3.2: Example of how Algorithm 1 works on a given tree GG16. The figure on
the left is the first part of Algorithm 1. We first randomly pick a node as the root,
which is the node in the grey color. The process of message passing starts from the
leaves until the root receives messages from all of its children. The figure on the right
computes Diff(v;, v;) for all v;,v; € Gie. Finally, find the longest decreasing path P,
where P = (8 — 6). Note that if P = (8 — 6 — 6), we can still find the centroid by
the last line of Algorithm 1.

Suppose the tree G is given, the message-passing Algorithm 1 ranks
the importance of each node in terms of relative tree branch weight (or,
equivalently, the number of linear extensions). The ranking of the nodes
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makes use of the relative centrality measure between adjacent nodes
that is similar in measure to the rumor centrality, distance centrality,
or the branch weight centrality that we characterized in the previous
sections.

3.3.2 Rumor Centrality As a Stationary Distribution

It is also worth mentioning that there is a Markov Chain representation
of the rumor centrality that can find the maximum-likelihood estimator
on trees through a random walk approach [166]. We can define a specific
transition probability matrix for a graph random walk such that the
stationary distribution of this Markov chain is proportional to the rumor
centrality for each node. Let ¢ be a constant such that ¢ > 1.

(T
c(nj—l) i#jand (i,j) € E
P;’:;‘mo’” = % i=j (3.7)
| 0 else

The above Markov chain ((X1, X, ...), P/¥™") is aperiodic since
c > 1. Note that this Markov chain is also irreducible since the corre-
sponding graph is connected and the transition probability defined on
each edge is non-zero.

Let w € R™ be a probability distribution over all states in {2 where

Ty — k- R(”L, Gn),
for e =1,2,...n and k is a normalized constant. Then we have
g
c(n—1)
v
T} c(n —1)
T!
c(n—1)

7 PR — kL R(i, Gy) -

. prumor

= M5 L
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By the Fundamental Theorem of Markov Chains and Theorem
2.4, this Markov chain has a unique stationary distribution which
is the unique left eigenvector of P with eigenvalue 1 and we denote
this eigenvector as n*. We can deduce that m = #*, moreover, m; is
proportional to the rumor centrality for each i =1,2,...,n.

3.4 Conclusions and Remarks

In this section, we first showed that the contagion source detection
problem could be formulated as a maximum likelihood estimation prob-
lem when considering a discrete S| spreading model with an underlying
infinite graph. Based on Bayes’s Theorem, a network centrality called
“rumor centrality” was introduced in [132], [166] to optimally solve the
maximum-likelihood estimation problem for infection networks that
are degree-regular tree graphs. We have characterized the equivalence
between the rumor center, the distance center and the graph centroid.
We have also presented several efficient algorithms including a prac-
tical message-passing algorithm to compute the graph centroid (and
therefore the rumor center) and computation by random walks on a
Markov chain. We refer the reader to [114] on characterizing the prob-
ability distribution of the distance between the true source and the
maximum-likelihood estimator in regular tree graphs and [37], [73] on
characterizing the long-term behavior of graph centroids on increasing
trees.



4

Estimation and Detection in Graphs with
Irregularities

In the previous section, we focused on the contagion source detection
problem in the context of spreading over an infinite graph, where the
resulting infection graphs were degree-regular tree types, and rumor
centrality was able to determine the optimal solution for maximum-
likelihood estimation. However, real-world scenarios often involve irreg-
ularities in the underlying graphs, such as finite boundaries or cycles,
which require different approaches as rumor centrality may no longer
be optimal. In this section, we delve into these irregularities to gain a
better understanding of their effects.

We start with an illustrative example that highlights how limited
graph size can introduce irregularities that impact maximum likelihood
estimation. Subsequently, we investigate two specific cases: finite-size
graphs with boundaries and graphs with cycles, both of which require
tailored approaches for optimal maximum likelihood estimation. This
exploration leads us to introduce the concept of epidemic centrality,
which generalizes rumor centrality and offers new insights. By lever-
aging epidemic centrality-based techniques, we can develop heuristics
that yield near-optimal solutions for maximum likelihood estimation in
general graphs.

152
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4.1 Epidemic Centrality for Trees with a Single End Vertex

The maximum likelihood estimation problem in the previous section
has a constraint that the problem can be solved optimally only when
the underlying network is an infinite-size degree-regular tree. Now we
consider the case when G is a regular tree that is finite, e.g., there are
leaf vertices, each with degree one, and G,, contains some of these leaf
vertices. If a leaf vertex v, of GG, is also a leaf of GG, then we call v, an
end vertex in G,,. Figure 4.1 gives an example of how a single end vertex
in G, can affect the maximum-likelihood estimation performance.

Example 4.1. Consider GG as a finite 3-regular tree and G5 C G as
shown in Figure 4.1. Consider P(Gs|v1) and with a spreading order
o' = (v1, v2, V5, V3, v4), we have P(o]*|v1) = %i%i Had v5 not been
the end vertex, then P(oy'|v1) = % - 1 - £ - ¢. This demonstrates that
the order in which the rumor spreads to the end vertex vy is important
when computing P(c;*|v1). Table 4.1 lists down three possible values
of P(o;*|v1) according to the position of vs. In particular, P(Gs|vy) =
2L, By symmetry, we also have P(Gslva) = P(Gslvz) = =15, and
P(Gs|va) = A%. Note that vy is the rumor center, but P(Gslv1) <
P(G5|v2), and thus ¢ is not v;.

In particular, we compare this single end vertex special case with
a naive prediction that assumes an underlying infinite graph. This
illustrates that ignoring the boundary effect in the finite graph ultimately
leads to a wrong estimate and thus requires an in-depth analysis and
new contagion source detection algorithm design for the general case of
finite graphs.

(3) 10

Figure 4.1: Example of G as a finite 3-regular tree and G,, as a subtree with a
single end vertex v, = v5. The maximum likelihood estimate ¥ is vz, while a naive
application of the rumor centrality in [133], i.e., rumor center v, of Gy, yields v;.
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Table 4.1: Numerical Example of P(Gs|o;") using G5 in Figure 4.1.

v1

O-’L

spreading order | P(Gs|o;*) || o;* | spreading order | P(Gslo;*)

1

1
144

1
144

1
240

1
360

1
360

1
360

L
360

1
360

L
360

v1 vl
01 V1, V2, Us, V3, V4 (og V1, V2,03, V4, Vs

vl v1
) V1, V2, Vs, V4, U3 Oy V1, U2, V4, V3, Us

vl vl
Og V1,03, V2, Vs, V4 (o V1, V3,02, V4, Vs

|-

vl v1
04 V1, V4, V2, Vs, V3 015 | v1,v3,V4,v2,Us

240

—_

v1 v1
05 V1, V2, V3, Vs, V4 011 U1, V4, V2,3, Vs

240

1
240

v1 v1
Og V1, V2, V4, V5, V3 T15 U1, V4, V3, V2, Us

4.1.1 Impact of Boundary Effects On P(G,|v)

Example 4.1 reveals some interesting properties of boundary effects due
to even a single end vertex:

o P(0?|v) increases with how soon the end vertex appears in o} (as
ordered from left to right of o7).

o When there is at least one end vertex in Gy, then P(G,|v) is no
longer proportional to |M (v, Gy)|.

This means that P(o}|v) is no longer a constant for each i, and
is dependent on the end verter position in each spreading order. We
proceed to compute P(o}|v) as follows. For brevity of notation, let v,
be the end vertex and define

My (Gn, k) = {0"|ve is on the kth position of ¢”};

v

P?(Gp, k) = P(c’|v), for o¥ € M2 (Gp, k),

v

where M (G, k) is the set of all the spreading orders starting from v
and with v, at the kth position, and its size is the combinatorial object
of interest:

My (G, k) = [M*(Gn, k)|. (4.1)

Let D be the distance (in terms of the number of hops) from v to wv..

Then we have n

IM(v,Ga)l = > my(Gu,k). (4.2)
k=D+1
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Now, (4.2) shows that M (v, G),) can be decomposed into M (G, k)
for k=D+1,D+2,...,n. This decomposition allows us to handle the
boundary effect due to the different positions of the end vertex in each
spreading order. Let PY¢(G,, k) be the corresponding probability for
each k. We can rewrite P(G,|v) for the finite tree graph as:

P(Gplv) = Z mye (G, k) - PJe(Gp, k). (4.3)

k=D+1

Thus, the contagion source detection problem is to find the vertex
that solves

P(G,|0) = max P(G|v;). (4.4)

v;€Gn
Since P(Gy|v) is no longer proportional to |M (v, Gy,)|, we now describe
how to compute P(G,|v) in G,, over an underlying d-regular graph G.
First, consider P (G, k) and let z4(i) = (i — 1)(d — 2), then

k—1 n—2
Ve

Pyt (Gn, k) = Hd+zd ZH1d+zd -1’ (4.5)
where the first factor of PJ¢(G,,k) in (4.5) is the probability that k
vertices are infected once the rumor reaches the end vertex, i.e., v, is the
kth vertex infected in (G,,, and the second factor is the probability that
all remaining n — k vertices are infected thereafter. On the other hand,
the value of my¢ (G, k) in (4.1) is dependent on the network topology,
and thus there is no closed-form expression in general (though when
G, is a line, a closed-form expression for mye(Gy, k) is given in (4.6)).

In the following, we provide a two-step algorithm based on the vertex
contraction to compute the value of ml¢(Gy, k).

Let GF~1 be the set of all (k— 1)-subtrees rooted at v and containing
the parent vertex of v., for example, vertex vy is the parent vertex of vs
in Figure 4.2. We decompose the computation of mY (G, k) into two
parts to ensure that v, will be on the k-th position of the spreading
order. The first part is to compute how many spreading orders are there
before the rumor reaches v., and the second part is to compute the
number of spreading order after the rumor reach v..

In line 3, we can traverse all (k — 1)-subtrees in G*~! by an algorithm
in [157] with a slight change as follows. Suppose d(v,v.) = D, and we
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path from vy to parent(vs) (k — D)-subtree
NP

second contraction

"
n—k+1

Figure 4.2: Illustration of Algorithm 2 for computing m;?(Gn, k) where n = 9,
k =4, and D = 2. After the first contraction on v; and vs, we apply the algorithm in
[120] to find all (k — D)-subtrees starting from v’ on G,,_,, . Each resultant graph
is a (k — 1)-subtree containing v1, v2, vs. Lastly, the graph on the lower right is the
resultant graph after contracting v1, va, ve and wve.

contract all the vertices on the path from v to parent(v.) to make
sure that the (k — 1)-subtrees contain the parent(v.). Then we have
a new vertex v, which is the contraction of D vertices, and a new
graph G;,_p. ;. Now, we can apply the algorithm in [157] to find all
(k — D)-subtrees rooted at v' on G,_p_;, then each (k — D)-subtree on
G,_p1 is corresponding to a (k — 1)-subtree which contains parent(v,)
on Gy,. The traversal of (k — 1)-subtrees cost O(n) per (k — 1)-subtree.
As a remark, the algorithm in [157] goes through all the (k —1)-subtrees,
even the (k — 1)-subtrees are not rooted at v. Hence, we only need a
part of the algorithm in [157].

Back to Algorithm 2, P; represents the number of spreading orders
starting from v on the (k — 1)-subtree denoted by Gj_1, which corre-
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Algorithm 2 Computing mye(Gp, k) in (4.1)
1: Input: G, k, v
2: mﬁe (Gn, k) =0
3: for Gj_1 € Gﬁ_l do

4: P = |M(U, Gk—l)‘

5: for v; € Gj, do

6: if v; # v then

7 for v; € neighbor(v;) do
8: E(Gy) = E(Gy) U (vj,0)
9: end for

10: delete v; from G,

11: end if

2 P= MGl

13:  end for

14: mge (Gn, k) = ije (Gn, k) + PPy
15: end for

16: Output:m?e (G, k)

sponds to the first part. The for-loop in line 5 is the vertex contraction
that contracts all the infected vertices in (k — 1) — subtree and the end
vertex v, to obtain a new vertex, say v”. The second part is to compute
P,, which is the number of spreading orders starting from v" on G, _, . ;.
We can compute P; and P, by applying the algorithm in [131]. Lastly,
the value of Pj - P, is the number of all possible spreading orders on G,,
for a given (k — 1)-subtree. The time complexity of Algorithm 2 heavily
depends on G*~1, since line 4 and line 12 cost O(n) computing time [132].

For example, consider my?(Gy,4) on Figure 4.2. For the 3-subtree
containing {vy, ve, vg}, line 4 calculates the number of spreading order
starting from wv; on this 3-subtree, which yields P; = 1. Line 5 to line
11. contracts v1,ve,vs and vs to yield v” and a new graph GY. Line
12 computes the number of spreading order starting from v” on G¥,
which yield P, = 20. Thus, the output is 1 - 20. After going through all
3-subtrees that contains vz, the computation of my?(Gy,4) is completed.
The complexity of this task is dependent on the network topology. When
G, is an arbitrary tree on GG, then going through all (k — 1)-subtrees
on G, is computationally intensive, especially when k is large.
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4.1.2 Analytical Characterization of Likelihood Function: Trees with
a Single End Vertex

Suppose G is a finite degree-regular tree and G,, is a line graph with a
single end vertex. Without loss of generality, suppose n is odd (to ensure
a unique v.) and n = 2t + 1 for some t. Label all the vertices in G,, as
shown in Figure 4.3. To compute P(G,|v;) for v; € G, from (4.3) and
(4.5), we already have Pye(Gp, k), so we need to compute my¢ (G, k).
The enumeration of my¢ (G, k) can be accomplished in polynomial-time
complexity with a path-counting message-passing algorithm (see, e.g.,
Chapter 16 in [113]). In particular, we have a closed-form expression
for mbe(Gn, k) given by:

k—2
Ve (Gn, k) = , 4.6
when ¢ # n. Figure 4.4 shows how to derive the above equation by
counting the number of paths from the upper left corner to the lower
right corner.

Thus, we have the following analytical formula for P(Gy|v;): P(Gp|v;) =

i -

N g1 1 =n;

2q() + 1’ ’

l:1n a(l) s (4.7)
> (k: , 1> - Py¢(Gp, k), otherwise,

hem iyl \F T —

where Pje(Gp, k) is given in (4.5).

V2t+1
Vot v3 V2 U1

Figure 4.3: G, as a line graph with a single end vertex ve = vaty1.

In (4.7), we suppose that n is odd. Using (4.7), let us numerically
compute P(Gy|v;) for all v; in Figure 4.5, where G is a 4-regular tree
and G, is a line graph with a single end vertex v, = v, as boundary
for different values of n = 7,8,9, 10. The z-axis is the vertex v; where
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i 1+1 i+2 2t 2t +1

=3 —_—

Figure 4.4: The dashed line on the grid corresponds to a spreading order o' =
(4, i+1,i—1,i4+2,1—2,...,1,2t — 1,2¢,2t 4+ 1) starting from upper left corner 7 and
ending at lower right corner 2t + 1.

i=1,2,...,10, and the y-axis plots P(Gy|v; = v*). As shown in Figure
4.5, the influence due to the end vertex on P(G,|v; = v*) dominates
that of rumor center v. when n = 7,8,9. However, when n = 10, the
influence due to v, on P(Gy|v;) dominates that of the end vertex ve.

Theorem 4.1. Suppose G is a d-regular graph (d > 2) with finite
size. If GG,, is a line-graph with a single end vertex, then ;5 such that
P(Gpl|ve) > P(Gplve) when n > j.

As a remark, observe that when n increases, i.e., the distance between
v. and v, increases, the location of v in GG,, converges to the neighborhood
of v..

Proof. In this proof, we use the fact that
P(ve|Gpn) > Pe(Gp,n) - mye(Gp,n),

and consider the ratio between the lower bound of P(v.|G,) and
P(ve|Gy) to simplify the proof. Let G and G, be defined as in Theorem
1, and without loss of generality, suppose n = 2t + 1 and d > 3. For vy,
we have
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P(ve|Gr) = my©(Gn, 1) - P(Gy, 1)
=1-P(Gyp,1)
2t—1 1 n—2 1

- g 1+i(d—2) :g)l—l—z'(d—Q)'

For v, it is simpler to consider the last term of (4.3) only, that is,
PYe(Grn,n) - mye(Gp,n). Note that mye(Gpn,n) = |M(ve, Gy, _1)| where
1 =G\ {ve}. We have

Pye(Gn,n) - mye(Gp,n)
B rﬁl 1 ] (2¢)!
o d+i(d—2) 2t(t — 1!

_ (n—1)! B
_(n—1)(73).71. H d + i( —2)

z:

Now, let us consider the ratio given by

" 1
Ppe(Gn,n) -mye(Gp,n) (n—1)! }30 dTi(d—2)
PlvelGn) (n=DFH(F "

(=2 H1+i(d-2)

. T(n-1) N4 +D)l(n+ 45 —1)
CTEATEE) d (A + D+ 75— 1)
I'(n—1) .F(n—kﬁ—l)

T T(EE) Tt o4 - 1)
2) I’(n+d—i2—1)
C ) B Y T gL - 1)
2n—1
%01'\/%‘”_627

where c¢; and co are some positive values with respect to d. The approx-
imation is given by using Stirling’s formula. The above result shows
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0.45
0.4k —n=7
035 s
’ n=9
— 03T |\ ——n =10
~
% 0251
; ":.‘ x\
o02F )
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\ A X
0.15} Ve V4 \
AN /
\, v X
0.1F /// .
\\\ // \ \, X\
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0 1 777 - Y
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Figure 4.5: P(G,|v), where GG, is a line graph with a single end vertex v; over an
underlying 4-regular finite graph. Observe that v; in this figure is corresponding to
vat+1 in Figure 4.3.

that the ratio becomes larger than 1 when d is fixed and n is sufficiently
large enough. This leads to

P(ve|Gr) _ Pje(Gr,n)-mpe(Gp,n)
P(Ue’Gn) P(Ue‘Gn)

> 1,

when n is sufficiently large. 0

Example 4.2. To verify Theorem 4.1, we plot P(G,|v;) for an example
of a line GG,, with G being a finite 4-regular graph in Figure 4.5. Clearly,
we have j = 9.

Theorem 4.1 implies that, for any d-regular underlying graph, when
G\, is a line with a single end vertex, the influence of the end vertex v,
on P(v;|Gy) decreases monotonically as n grows. In fact, this reduces
to the special case in [133], when n goes to infinity asymptotically, i.e.,
¥ is rumor center.

Optimality Characterization of the Maximum Likelihood Estimation

From (4.3), we observe that, in addition to the spreading order, the
distance (number of hops) between the end vertex and v also affects
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the likelihood probability P(Gj,|v). Let v, be a neighbor of v, which
has the largest rumor centrality among the neighbors of v. and satisfies
d(vp,ve) = D + 1 where D is the distance from v, to v.. Since v, is
the rumor center, we have |M (v, Gy,)| > |M (vp, Gp)| by its definition.
Moreover, the end vertex v, is closer to v, than v,. Hence, these two
assumptions may lead us to P(Gy|v.) > P(Gp|vp). We formalize this
first optimality result that characterizes the probabilistic inference
performance between any two adjacent vertices and the location of ¥ in
G, with a single end vertex v, in the theorem. We first prove Lemma
4.2 and Lemma 4.3, which are tools to help us prove Theorem 4.4.

Lemma 4.2. Let G be a tree and vy, vp € G. If d(ve,v) = 2 and
M (va, G) > M(vp, G), then 3t > tye.

Proof. Let v,, denote the vertex on the path from v, to vy. Then we
can express M (vq, G) as
tom

= (Y
Loy,

M(UQ,G) 'M(UmaG)a

and M (vy, G) can be expressed in the same form. Since M (v,, G) >
M (v, G), we have

tan Um
Va Vp
Va Vp °
tos, ton,

Note that ¢, = ¢,» and tym™ = tje, we can rewrite the above inequality

as

Vp Va
tva tvb

v vp
tol to,,

Moreover, we can leverage the fact n =t + 3> =it +¢)¢ to replace
ty2 and £ in the above inequality. Hence, we have
ton b,

v
n—ty  n—ty

which implies ¢;® > .
[

Lemma 4.3. Let GG be a tree of size n, for any three vertices say v,, vy
and v;,, if one of the following conditions is satisfied
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L. |M(vg,Gr)| > |M(vy, Gy)| and d(vg, vir) < d(vp, vir)
2. [M(vq,Gp)| > |M(vy, Gp)| and d(vg, vir) < d(vp, vir),

then we have

k k
Yoo o myr(Gui) > Y myr(Gayd),
1=d(vg,vip)+1 1=d(vq,vir)+1

for all possible k.

Proof. To prove Lemma 4.3, we first consider the second condition, i.e.,
the case when d(v,,vi) = d(vp,vi) = 1. Note that in this case, v, is
not on the shortest path from vy to v; and vice versa.

We consider the ratio of myir (G, i) to myir (G, i) for all possible i.

We can express myir (G, i) as

n—1
v —(i—1)

Vir

mzir (Gn7 Z) = ( )M(’U, tgz:") . M(Uir, tg”),

where v = v, vp. Since M (vq, t3i), M (vir, 32 ), M (vp, tpir) and M (v,
tye ) are fixed when G, is given, we have

myir (G, 1) (tzgrn—_(;—l)) B <n—?5_ﬁ;—1>

Va
mgif (Gna /L) (tzi)rn__(z_l)) (n_?z_z:_l)

Since G, is a tree and d(vg, vir) = d(vp, vir) = 1, we have d(vg, vp) = 2.
By Lemma 4.2, we have ¢,* > ¢y, which implies tji" > tji". Hence, the
msz (Gn,i)

mz;f (G’n?i)

Since myir(Gp,2) = myir(Gp,2) and

v Vp

ratio is an increasing sequence with respect to i.

mzzr (G”l 71)
mzzr (Gnyi)

respect to 7, we can conclude that my~ (G, i) > myi* (G, i) which leads

is increasing with

Vp
to
k k
> myir (G, 1) > > myir (G, 1).
i:d(va,vir)+l i:d(va7vi’r')+]—

On the other hand, we consider the case when v, is on the path
from vy, to v, i.e., {vg,vp} € E(G) and d(vg, vir) = d(vp, vir) + 1.
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Up = UQ Vg = UL U up Vir = UD4+1

Figure 4.6: Each triangle labeled t“? is a branch rooted at wu;.

For brevity, we denote the distance from v, to v;- as D, and relabel
the vertices on the path from v, to ve as ug to up4+1 which are shown
in Figure 4.6.

Again, we consider the ratio of my,"*! (G, 1) to myt 7 (G, i) for all

possible i. We can express my, > (G, 1) and myd ™ (G, i) as follows:

muD+1 (Gn, Z) —

ul
D-1 , .
n—1i —ti n—1
DU ) [

1< <...<tp_1<t tuD-‘rl
where
D+1
_ u u
Mg = M (uy, taP+0) - T M(w, ™).
=2

We can express mayy (G, 1) in the same way. Since M, is fixed when
G, is given, we have

_ ¢
| SR by e G|
me“(Gn,z) o 1<ii<..<ip_1<i =1 th—-1

UDT1 ; n—i tu ’
Moy (Gn,l) Z [HlDzl( til 1H_1)}

1< <..<ip<s

which is a decreasing sequence with respect to 1.

Note that when i = D + 1, we have my> ™ (Gp, D +1) > myb ™ (G,
D +1).

Now, we can prove the main statement of Lemma 4.3. To contrary,
suppose there is an integer £ such that
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k k
' %4—1 My (G, i) < %4—1 myir (G, ).
1= 1=

Since the ratio of my’ " (Gn, 1) to mut ™' (Gy, 1) is a decreasing sequence,
we have for all &' > k,
K K

> mpi(Gr,i) < 2 myit(Gp,i).
i=D+1 i=D+1

This leads to M (u1,Gr) < M(ug, Gy), which is a contradiction to the
assumption. Hence, we can conclude that Vk,

k k
. §+1 My (G, i) > _ %:—1—1 ngT(Gmi)'
1= 1=

0

Theorem 4.4. Let G be a d—regular tree with a single irregular vertex
and G, C G be a subtree of G with a single irregular vertex v;. € G,,.
where deg(viy) < d. Then, the maximum likelihood estimator ¢ with
maximum probability P(G,|v) is on the path from the v, to v;,.

In conclusion, given any G, with a single end vertex, in order to
find 0, we first apply Theorem 4.4 to simplify our task by focusing the
search for © to only those vertices on the path from v. to v., and then
apply Algorithm 2 to only those vertices on this path. We refer the
readers to Section 6 for simulation results.

Likelihood Ratio Between Rumor Center and End Vertex on Different
Network Topology

Let us further elaborate on how the graph distance, i.e., the network
topology, enables the search for © to narrow down to either v, or wve.
Observe that for any two infected subgraphs G,, and G/, with the same
underlying graph G, if G,, is not isomorphic to G/, then the probability
P(Gy|v) for each v is not the same. In other words, the topology of G,
affects the probability P(Gy|v). For G,, and G, if there exists an axis
of symmetry of G, such that G/, can be obtained by rotating G,, along
this axis, then for any v; € G,, and its corresponding vertex v} € Gy,

we have P(Gp|v;) = P(Gp|v}).
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In the following, we consider the likelihood ratio between v. and v,,

P(Gulve) _ Sieymt(Gusk) - P (Gos k)
P(Gplve) | M (ve, Gn)| - Pos (G, 1)
P;)ce (Gn’ n) ) 2222 mgi (Gnv k)
| M (ve, Gi)| - Pus (G, 1)
. che(Gn,n) ) ‘M(Uw Gn)‘
P (Gpy1) - [M(ve, G|

Assume that n and d is fixed, then P}(G,,n)/Py*(Gp, 1) is a constant,
and the lower bound of the likelihood ratio can be written as

P(Gn|vc) ' | M (ve, Gn)|

P(Gulve) ~ " M (ver G)| (48)

where p is a function of d and n. From (4.8), we can conclude that
0 = v, when | M (ve, Gp)|/|M (ve, Gr)| > 1/p. On the other hand, we

have
P(Gn|vc) _ | M (ve, G|

P(Galee) = M (e, G|
where 7 is a function of d and n. This implies that © = v, when
| M (ve, Gp)|/| M (ve, Gr)| < 1/7. For simplicity, we fix n and d to analyze
the effect of the network topology on |M (ve, Gp)|/|M (ve, Gp)|.

(4.9)

Theorem 4.5. Assume that the size n and the degree are fixed. Let GAn
be the graph with d(v.,ve) = |(n — 1)/2], and g,, be the graph with
d(ve,ve) = 1. Then we have
5 | M (ve, G|
G, = argmax ———
" Gn | M (ve, G|
| M (ve, G|

i, = argmin ———————,
In = G M (ve, G|

n

where G,, and Jn each represent a class of network topology that leads
to the extreme value of the ratio.

| M (ve, Gin)|/|M (ve, Gin)|-

Theorem 4.5 reveals that when the distance d(v.,ve) reaches its
maximum value, then the probability that v = v, is greater than



4.1. Epidemic Centrality for Trees with a Single End Vertex 167

the case when d(ve,ve) < |(n — 1)/2]. Note that in Theorem 4.1,
we showed that there exist a threshold j such that if n > j, then
P(Gplve) > P(Gplve). Assume that G, is a graph with maximum ratio
| M (ve, G)| /| M (ve, Gp)|, and G, is the graph with

| M (ve, G| /1M (ve, G| < [M (ve, Gn) /| M (ve, Gn)|.

Combining Theorem 4.1 and Theorem 4.5, we can conclude that the
threshold j° > j, where j' is the threshold of n such that o switches
from v/ to v...

Theorem 4.6. Let G be a d-regular graph and G, is an infected sub-
graph such that d(v.,ve) = 1, then ¥ is always v..

Proof. Let G be a d-regular graph, where d > 2, and G,, be the infected
subgraph with one end vertex such that d(v.,ve) = 1. Then, we have
M (ve, Gp) = (n — 1)M (ve, Gy,). Note that, we partition M (v, Gy,) into
|M (ve, Gy)| sets and each is defined by an unique spreading order
o/ € M(ve,Gy). For example, given 0.° = (ve, Ve, Vig, Viy, - - -, Vi) €
M (ve, Gr,), we can construct a set S(o;¢) of (n — 1) spreading orders
in M (v¢, Gy,) by removing v, from the first position of ¢;° and insert
into any position from 2 to n. Hence, for each o;° € M (ve, Gy,), we can

compare the probability P(c;*[ve) with 3> P(o;°|vc).
clceS(o)e)
j i
We have

11 1 . 1
1°d-1"2d-3 """ (n—1)d—2n+3’

P(oj*|ve) =

and

v %:( )P(U;'}Ch’c) = P(07"|ve) (3 + g2y + dgc?_l%(ﬁgﬁg +).
oic€ o

Note that when d = 3, the denominator of the irreducible fraction

of each term in (5 + d(g;_lm + dg;_lé()%g;i) + ...) form a sequence of

triangular numbers, i.e., (3,6,10,15,21,...). Moreover, we have

>t =1
)
xzzm—l—x
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which implies  >>  P(0;°lvc) = P(0*|ve), when d = 3. For d > 4,
U;CES(J;’E)
we have
1 d—1 d—1)(2d -3
A L (d-1)@2d-3
d d2d—2) d(2d—2)(3d—4)

Hence, for alld > 2, 3> P(o;lvc) < P(o*|ve).

+...) <L

O';)CGS(O‘;)‘E)
We can conclude that,
P(Grlve) = Z P(Ozpe‘ve)

U:eeM(ve,Gn)
> > [ X Pl
O’,})EGM(UC,Gn) U;CGS(UZJG)

= P(Gplve)-
L]

Theorem 4.6 reveals how the distance d(v., ve) and the ratio | M (v.,
Gn)l/|M(ve, Gyp)| affect the likelihood in the extreme case d(vc, ve) =
1. However, for the other extreme case d(ve,ve) = |(n — 1)/2], the
maximume-likelihood estimator may not be v.. For example, G5 is a line
graph with five vertices and one end of the line is the end vertex, then
Ve 1s the maximum-likelihood estimator.

Example 4.3. Let G,, be a star graph as shown in Figure 4.7 with the
center vertex as rumor center v, and only one leaf of G, is an end vertex

Figure 4.7: An example of a star graph with eight vertices.
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ve. The likelihood ratio |M (ve, Gr)|/| M (ve, Gp)| reaches the minimum
possible value as compared to the line graph illustrated by Theorem
4.5. This means that, for a star graph, P(G,|v) is dominated by v,
therefore, v = v.. However, if we keep adding new vertices to G, such
that n > d, then G,, is no longer a star graph, which means that ¢
switches from v, to v, eventually when n becomes sufficiently large.

4.2 Epidemic Centrality for Trees with Multiple End Vertices

In this section, we consider the case when G,, has more than a single end
vertex (naturally, this also means d > 2 in G ruling out the trivial case
of G being a line). The key insight from the single end vertex analysis
still holds: Once the rumor reaches an end vertex in GG, ¥ can be located
near this very first infected end vertex. In addition, the algorithm design
approach is to decompose the graph into subtrees to narrow the search
for the maximum-likelihood estimate solution. To better understand
the difficulty of solving the general case, we start with a special case:
The entire finite underlying network is infected, i.e., G,, = G, then
P(Gp|v) = 1/n for each vertex in Gy, as each vertex is equally likely
to spread the rumor to all the other vertices in G to yield G,, = G. In
this case, P(G,|0) is exactly the minimum detection probability. For
example, consider a 3-regular tree underlying graph G with 10 vertices,
note that leaves of G have degree 1. Figure 4.8 illustrates the maximum
detection probability as the number of end vertices in G,, increases
with increasing n as the rumor spreads. This means that the problem
is harder to solve when the number of end vertices increases.

Note that when there is no end vertex, (G, is composed of 4 vertices
of the inner part of G. We can see that as the number of end vertices
increases, P(G,|0) decreases to 1/10. Therefore, when simulating the
rumor spreading in a network, we will set an upper bound n/k on the
number of end vertices where £ is some integer greater than 1. Once
the number of end vertices in G,, reaches n/k, then we will stop the
spreading process.
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Figure 4.8: A numerical plot of P(9|G,) versus the number of end vertices by using
the example in Figure 4.1.

Figure 4.9: G, as a broom graph with k star-like end vertices e; to eg.

Degree-Regular Tree (d > 3) Special Case: G,, is Broom-Shaped

In Section 4.1, we have shown that, when G,, is sufficiently large, the
effect of the single end vertex on P(v|Gy,) for each vertex v on the
line graph G, is dominated by the rumor center. Now, we study the
effect of multiple end vertices on a class of graphs whose topology is
richer than the line graph in Section 4.1. In particular, as shown in
Figure 4.9, we add end vertices to vy, so that when G is d-regular,
then there will be at most d — 1 end vertices in G,,. We call this
the broom graph. We can compute P(v|G,) by extending the result
in Section 4.1. Let P2} (fh hy, ... hi},Gy) be the probabil-
ity of the spreading order starting from v; with the end vertex set
{e1,e2,...,er} and their position set {hy,ho,...,h;} in this spread-
ing order. Note that we do not assume that h; is the position of e;,



4.3. Epidemic Centrality for Pseudo-Trees with a Cycle 171

as it can be the position of any end vertex in G,,. The probability
Péfl’@"“’ek}({hl, ho,...,ht}, Gy) can be obtained by the same analysis
in (4.5). To compute ml{,fl’@""’ek}({hl, ho, ..., hi}, Gy), we first consider
the line-shaped part of G, i.e., the part {vy,ve, ..., v}, say G),. From
the previous discussion, we have

v 1o (FF(2t+i-1)
mv?t(Gnh?) - ( J )’

and for each spreading order that wvse; lies on the jth position, the end
vertices €1, e, . .., e; can be placed on any position after the jth position.
So for each spreading order in my?(Gj,,j), there are k! - (n_k,;”l)

corresponding spreading orders in G,,. Thus, we have

j=2t—i+1 20—i—1

h1—1 .
mifl”"’ek}(Gn,{hl,...,hk}) = k! Z ( J 2 ) (410)

With Pq}{iel’@""’e’“} and mq{,fl’ez""’ek}, we can now compute the prob-
ability P(v;|Gy) by going through all possible {hq, ho, ..., hy}. Figure
4.10 shows that even though there are five end vertices, the effect of the
rumor center on P(v|G,,) eventually dominates that of the end vertices
as n grows from 37 to 39. This result implies that: When there are more
end vertices in G,,, n needs to be sufficiently large to offset the effect
of end vertices, i.e., for the transition phenomenon to take place. For
other d and n in the broom graph, as shown in the proof of Theorem
4.1, we can prove this, in the same way. To conclude that, if we fix the
number of end vertex, the probability P(v.|Gy) will be greater than
P(ve|Gy) when n is large enough.

4.3 Epidemic Centrality for Pseudo-Trees with a Cycle

In this section, we consider the special case where GG is a degree-regular
graph, and GG, has only a single cycle, i.e., G,, is a pseudo-tree.

Definition 4.1. A pseudo-tree is a connected graph with an equal
number of vertices and edges, i.e., a tree plus an edge that creates a
cycle.
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Figure 4.10: Probability distribution of each vertex on G,, with five end vertices
when G is 6-regular, The y-axis plots the probability P(v;|G,) and the z-axis
plots the vertex v;’s number i. In particular, v1,...,vs are the leaves (end vertices)
corresponding to e1, ..., e in Figure 4.9, where k = 5. Observe that the transition
phenomenon happens when n grows from 37 to 39.

We denote the cycle as C, where h is the number of vertices on the
cycle. Here, we call those vertices on C}, cycle vertices. Assuming v is a
cycle vertex, then we define ¢, to be the subtree rooted at v in G,,. We
take Figure 4.11 as an example, the subtree t,, contains vy, v4, and v7. In
this section, we study how a cycle affects the probability P(v|G,) when
G, contains a cycle C}. To generalize the analysis in [131], we should
intuitively assume that the probability of being infected is proportional
to the number of infected neighborhoods. With this assumption, the
analysis in [131] will not change, but we can consider the case that two
infected vertices have a common susceptible neighborhood, i.e., there is
a cycle in G,,.

4.3.1 Impact of a Single Cycle On P(G,|v)

Example 4.4. Consider the infected subgraph Gg C G as shown in
Figure 4.11, where Gg = {v1, v2,v3,v4,v5,v7} and there is a 3-cycle
in Gg¢. Consider a spreading order o;* € M(v4,Gg), where o* =
(v4,v1,v2,v3,v5,v7). We have P(o7*|vg) = (1/3) - (1/4) - (2/5) - (1/4) -
(1/5) = 2/1200. Note that when v; and vy are infected, vz has two



4.3. Epidemic Centrality for Pseudo-Trees with a Cycle 173

Figure 4.11: G is an infected subgraph with a single cycle Cs containing three cycle
vertices v1, v2 and v3. We can partition Gg into three subtrees say t,, = {vi,v4,v7},
tUQ = {Ug,?)g,}, tUS = {Ug}.

infected neighborhoods which implies that the probability of vs be
infected in the next time period is twice higher than vs,v7; and wvg.
In particular, there are three possible values for P(o;*|vs) as shown
in Table 4.2, for all o;* € M(v4,Gg). Moreover, we observe that the
denominators are different in Table 4.2, due to sharing a common
neighbor in the presence of a cycle. We call this property the cycle

effect.

Table 4.2: Numerical Example of P(0,;*|G¢) using Gs in Figure 4.11

ot spreading order P(0;*|Gs)
o1t | (v4,v1,v3,v2,v5,07) 500
oyt | (v4,v1,02, 05,03, 07) ﬁ
o5t | (v4,v1,02, 05, v7,03) ﬁ

Example 4.4 reveals some interesting properties of the cycle effect
due to a single cycle:

1. P(o}|v) increases with how soon the last cycle vertex appears
in ) (as ordered from left to right of o). For example, the last
cycle vertex on oy* is vg, and is v3 on o5* and o3*.



174 Estimation and Detection in Graphs with Irregularities

2. When there is a cycle in G, then P(Gy,|v) is no longer proportional
to | M (v, Gp)|.

3. For each o}, there are actually two corresponding permitted
spreading orders due to the cycle.

The first property shows that P(o}|v) is dependent on the position
of the last cycle vertex in each spreading order. Note that the cycle
effect is similar to the boundary effect, and the main difference lies in
that all cycle vertices may cause the cycle effect instead of only one end
vertex may cause the boundary effect. We proceed to compute P(o} |v)
as follows. For brevity of notation, let v; denote the last cycle vertex.

Definition 4.2. We let the distance from a vertex v to the cycle C},
be denoted by d(v, C}) and defined by the minimum value of distances
from v to all cycle vertices on C}. That is,

d(v,Cp) = min {d(v, v;)}.

viGCh

We take Figure 4.11 as an example. Let the cycle contains vy, vo and
v3 be denoted as Cs, then d(vy, C3) = d(vy,v1) = 2 and d(vs,C3) = 1.

As a remark, for each o € |M(v,Gy,)|, the last cycle vertex v; can
be any vertex on the cycle C}, except the vertex v' with the distance
d(v,v") = d(v,C},). Hence, there are h — 1 possible choices v.

From previous observations, we have

n—tvl—l—l
(M(v,Gp) =2 ) m(Gn,k) (4.11)
k=d(v,C},)+h

since the position of v; on the spreading order ranges from d(v,Cp) + h
ton —t,, + 1. For example, in Table 4.2, we can see that v; = v is the
4th element on o}* and v; = v3 is the 6th element on o3*. Finally, the
multiplication with 2 is due to the third property.

Now, we can rewrite P(Gy|v) for G,, with a cycle as:

n—tvl—l—l
k=d(v,Cp,)+h
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and our goal is to find the vertex ¥ that achieves

P(Gy|0) = max P(Gpl|v;). (4.13)

Vi EGn

Since P(Gy|v) is not proportional to |M (v, G,,)|, we should compute
P(Gy|v) by considering each part m? (G, k) and their corresponding
probability P (G, k). Let z4(i) = (i — 1)(d — 2), then

k—1 -
PG k) =2 . 4.14
o' (Gn, k) H d-l—zd H d—l—zd -1 ( )

The first factor in (4.14) is the probability that k vertices are infected
where the kth infected vertex is v;, and the second factor is the proba-
bility of that all remaining n — k vertices being infected thereafter. The
—1 in the denominator of the second factor and the coefficient 2 at the
front are due to the common neighbor in a cycle. Note that multiplying
by 2 at the front makes no difference when computing P(G,,|v) for each
v € Gy. From (4.12), we see that the number of spreading orders and
the corresponding position of v; affect P(G,,|v).

4.3.2 Analytical Characterization of Likelihood Function: Pseudo-
Trees with a Cycle

This section focuses on computing |M (v, G,,)|. To compute |M (v, G,)],
we can leverage the message-passing algorithm in [132] if G, is a tree.
Each infected vertex in GG, is infected by one of its infected neighbors
(even if it has two infected neighbors), so the actual infecting route is a
spanning tree of GG, instead of a graph with a cycle. Hence, the number
of all spreading orders on a graph G,, with a cycle can be computed as

M(v,Ga)l = 3 M (v, T3], (4.15)
1<i<h
where T; is a spanning tree of G, for : = 1,2, ..., h. If G,, contains a
Ch, then G,, has h spanning trees. For each spanning tree 7T;, we can
apply the message-passing algorithm in [132] with O(n) time complexity
to compute |M (v, T;)|. Hence, the time complexity of this approach is
O(hn).
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To simplify the computation, we can leverage some analytical results
to find v, in O(n+ h) time instead of O(hn). In the following, we present
a theorem and a lemma to characterize the location of the epidemic
center in G,. Let ¢; = t,, be defined as above, and slightly abusing the
notation of the subtree size |t;| as t;.

Theorem 4.7. Let G be a degree regular graph, and G,, be a subgraph
of G with a single cycle C}, = {v1, v, ...,vp }. The epidemic center v, of
G, satisfies one of the following conditions:

1. Each connected component of G, \{v.} is of size less or equal to
n/2.

2. v. is a cycle vertex and t; < n/2 fori=1,2,..., h.

As a remark, observe that v being the rumor center of G,, does not
mean that each connected component of Gy, \{v} is of size less or equal
to n/2. (Had G,, been a tree, then this is true [132].)

Proof. Let v be a non-cycle vertex in (G,,, and each connected component
of Gp\{v} is of size less or equal to n/2. Consider any given spanning
tree T); of Gy, assuming that v is not the rumor center of 7). Then, there
is a vertex u such that ¢;, > ¢;; on T}. Since t;, +t;; = n, we can conclude
that the size of the connected component of G,\{v} containing wu is
greater than n/2, which contradicts the assumption. Hence, we have
the fact that v is the epidemic center on each spanning tree T}, for
j=1,2,...,h, and v is also the epidemic center of GG,, form (4.15). O

We can locate v. of G, by the first condition in Theorem 4.7.
However, if the first condition is not satisfied, then v. is on the cycle. In
the following, we proceed to consider the case if v. is a cycle vertex. Let
T; denote the spanning tree of G, which is constructed by G\ (v, vj+1),
for j = 1,2,....h — 1 and 1}, = G,\(vp,v1). Note that (vp,v1) and
(vj,vj +1) for j =1,2,...,h — 1 are cycle edges of C,.

Proposition 4.1. Let v; be a cycle vertex and assume that |M (v;, Tp)| =
r, where r and p are integers and 1 < p < h. Then for 1 < ¢ < h, we
have:
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1 7,
| M (vi, Tp)| M T,
kEC), ki

where Tlﬁ,j is the subtree T' ]Z of the spanning tree 7,.

From [132], we know that the ratio of |M (v, Tp)|/|M (v;,Tp)| is
proportional to their branch size in T}, if v; and v; are adjacent. Now,
for the same vertex v;, but in different spanning tree say 7, and T, we
can also derive the ratio |M(v;,T},)|/|M (v;, T)|. Hence, if we assume
|M (v1,T1)| = r, then we can derive |M (v,T)| for all v € Cp, and T
is a spanning tree of G,, in terms of r and t;, where t; is shown in
Figure 4.12. We give an algorithm in the following to find v, with time
complexity O(n + h?) in the worst case. The h? term is the complexity
to construct the table as shown in Table 4.3 and Table 4.4.

D 9

\ / \ /
\\ /” \\ ’
~ A - ~ A -
(@) 0
11 15

Figure 4.12: C}, is constructed by wvi, v, ..., vs, and t; is a subtree rooted at v;.

Example 4.5. Take Cs for example, |M(vy,T1)|/|M (v1,To)| = t3/
(ta + t3). Assume |M(v1,11)] = r, then Table 4.3 shows the ratio
of |M(v;,T})|, for all 1 <14, j < 3. With Table 4.3, we can conclude that

M (v, G| = 22
M, )| = 2zt

ti1ts
M (vs, G)| = 2iztta)y,

which implies

’M(’Ul,Gn)‘ : IM(UQ,Gn)l : ’M(UQ,,G”)’ = tl : tg : t3.
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Algorithm 3 Compute the rumor center v, for unicyclic G,, [162]

Input: G,

Step 1: If there is a vertex v, satisfying the condition in Theorem 4.7,
then v, is rumor center. If no such vertex exists, go to Step 2.

Step 2: Given a spanning tree T* and a cycle vertex v’ on G,,, compute
| M (v, T%)].

Step 3: Construct a table (e.g. Table 4.3) of |M (v, T)|, where v is a
cycle vertex and T is a spanning tree of Gy, starting from | M (v', T*)].
For each row, i.e., on the same spanning tree T, if v; and v; are
adjacent then we have |M(v;, T)| : |M(v;, T)| = T/ : T;. For each
column, i.e., on the same vertex v but a different spanning tree, we
can use the ratio in (4.16) to complete the column.

h
Step 4: Sum over each column, and v, = argmax Y |M (v, T;)|.
veG, i=1

Table 4.3: Table of |M (vs, T;)|, when G, contains a Cs

[M{(01, T,)]| [ 1M (02, T)] | [M (03, T5)
Ty r tatialy | Gty
| e | e | e
T pr | UEEh | e

By Theorem 4.7 and 4.1, we conclude that if GG,, contains a C3, then v,
of (G,, is either a vertex that satisfies the condition in Theorem 4.7 or a
vertex v; on C3 with ¢; = max t;.
1<5<3

We can use the same approach to find the rumor center for any
regular graph with a single cycle, Table 4.4 shows the ratio of |M (v, T;)|
between any 1 < 1,7 < 4 when G,, contains a C4. From Table 4.4, we
have

|M(vi,Gn)| _ ti(ti—1+tivr)(n—t;)
[M(vj,Gn)| = tj(tj—1+tj41)(n—t;)’

if v; and v; are adjacent to each other.
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Table 4.4: Table of |M (vs,T;)|, when G, contains a Cjy

Mo 1) (0T
T, r (to+t3+ta)(ta+t3)t2
(t1+ts+ta)(t1+ta)ts
T (to+ta+ta)(t2+t3) (to+t3+ta)(t2+t3)to
2 (ta+ta)ts (t14t3+ta)(ta+ta)ts
T (t2tts+ta)to (ta+ts+ta)(t2+t3)to r
3 3ty (t1+ta)tsta
T (ta+t3)to (to+t3+ta)(ta+t3)to r
4 (ts+ta)ta (ts+ta)trta
| M (vs, T3)| | M (vg,T;)]
T (to+t3+ta)(ta+13) tottztts,.
(t1+ta)ta t
T (to+t3+ta)(t2+t3) (t2tta+ta)(tatts) .
2 (ti+to+ta)(t1+E2) (ti+to)ts
T (ta+t3+ta)(ta+t3)t2 (to+t3+ta)to
3 | (ti+tot+ts)(t1+ta)ts (t1+t2+t3)ts
T (tat+ts+ta)(t2+t3)t2 (tat+ts+ta)(t2+t3)t2
4 (t1+t2)t1ts (t1+ta+t3)(t1+t2)t

Lastly, we characterize the location of the maximum likelihood

estimator of the source on regular pseudo-trees by combining Lemma
4.3 and Theorem 4.7.

Theorem 4.8. Let G and GG, be defined as in Theorem 4.7. The optimal
solution to (3.2) is either on the path from the epidemic center of G,
to the cycle or on the cycle.

As a remark, Theorem 4.8 is a combination of Theorem 4.7 and
Theorem 4.4. Besides, Theorem 4.8 generalizes the results in [161], [162].

4.4 Conclusions and Remarks

In this section, we characterized the impact of the boundary effect
and a single cycle on a regular graph and reformulated the maximum
likelihood estimation problem in a more general setting. Note that the
impact on the likelihood caused by a single cycle is similar to the one
caused by the graph boundary. Hence, a cycle in a graph can be treated

2

as a “end vertex” in the inner part (not on the graph boundary) of
the graph. On the other hand, an end vertex can be treated as a size
1 cycle on the graph boundary. From (4.3) and (4.12), we can observe

that the likelihood of any given vertex is no longer proportional to its
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rumor centrality. Moreover, we showed that the exact computation of
mbe(Gp, k) in (4.3) and my(Gp, k) in (4.12) is impractical [14], [157].

Besides the combinatorial approach in this section, there are many
other interesting approaches to the contagion source detection problem
for general graphs. Another widely used and promising approach is
to adopt a probabilistic method to design computationally efficient
algorithms. Some of these methods are the breadth-first search tree
heuristic in [131], [132], the probabilistic sampling of the spanning tree of
G, (e.g., the Gromov matrix approach in [68]), stochastic approximation
techniques like the Markov chain Monte Carlo sampling with statistical
confidence in [30], [85] and the class of estimators that is oblivious to
the underlying stochastic spreading process [75], [89]. We expect that a
jointly combinatorial approach with probabilistic reasoning can offer
meaningful approaches to tackle the difficult problem of contagion source
detection in general graphs. In fact, the next section will illustrate an
application of algebraic combinatorics to analyze asymptotically large
random graphs for this problem.



5

Asymptotic Analysis and Pdélya Urn Models

Epidemic and infodemic outbreaks can involve massive graphs represent-
ing complex networks of interactions between individuals, which makes
it difficult to identify the origin of the outbreak. Asymptotic analysis
provides a powerful tool for analyzing the behavior of algorithms in
such large networks and deriving insights into the performance of source
detection algorithm as the size of the network grows. In particular, we
analyze the limiting performance of the maximum likelihood estimator
when n approaches infinity. The fundamental limits to performance are
established using analytic combinatorics and Pélya Urn Model, which
may be of interest in their own right. Asymptotic analysis also reveals
interesting phase transition phenomenon such as the detection prob-
ability converging to some limits depending on the graph topological
features.

5.1 Asymptotic Analysis

In this section, we assume that the underlying graph G is a d-regular
tree with an infinite number of nodes (cf. Section 2.2.1). We derived
the probability P(9|G,,) for G,, as n grows infinitely large over G. The
probability P(0|G)) can be obtained by the basic counting method

181
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when d = 2,3. But when d > 4, we formulate the original problem
as an increasing tree counting problem and apply results in analytical
combinatorics to compute P(0|Gy,).

Theorem 5.1. Suppose G is a 2-regular tree, and G,, C G is an infected
subtree of G without end vertices, then

lim P(d|Gp) =

n—aoo
Proof. This theorem can be immediately proved from the result in
(2.5). 0

In the following, we derive a closed-form formula for the detection
probability in a d-regular tree, where d > 2. By applying Theorem 3.1,
we define A; and By as follows:

Ag = {(a1,a2,...,aq4)|0 < a; <

l\>|3

d
Z: _n_l}v

= {(bl,bz, ey )|bz e NU {0},zd:bz =n — 1},

The above two sets correspond to all possible sequences of branch
sizes of a vertex v. If the sequence of branch sizes of v is in A4, then we
can conclude that v is the rumor center. To compute |A4|, we first define

new sets Sy = {(s1,52,...,5q)|[sx > 5,0 < 55 < %’ZSZ =n — 1}, for

k=1,2,...,d. Since S;NS; = ¢ for i # j, we have |By| = (n_étf_l)y
Sk| = (‘Hﬁl_:g), and

d
|Ag| = |Bal = > |Sk|
=1

B n—i—d:2 p (5] +d—3
“\a—-1 )T d—1 |

Given an infected subgraph G,, C G, and suppose v is the source
of G with branch size (tj, ,;,, ...,
1,2,...d. According to (3.6), we first compute the spreading order in

t4 ), where u; is child of v for i =
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each branch of v. For each u € N(v), if u is infected by v, then there are
t’U
—1
73 H( d—2)(i — 1) + 1) possible spreading orders starting from

in T.), for d > 4. We shall dlscuss the case d = 3 separately in the next
theorem since the fraction ;—3 3 is meaningless. Thus, given a sequence

of branch size (t,,t,,, ..., t;, d) of v, the number of spreading orders is
( 1)| d 1 1‘»3
n— - .
AR H[d 3H((d—2)(2—1)+1)], for d > 4.
(v ) k=1

The corrected detection occurs when the rumor center equals to source,

so it occurs when (t% .tV tu,) € Aq. Then we have

ul? Cu’ "t
= H H((d=2)(i—1)+1)
(n—1)l( Z )A(kl—[l d—3 — )
tZ 7t'u, 5 ’u € Uk
P(3(Gn) e R . ,
| TSI ((d=2)( - 1) + 1)
(n — 1). Z H - ' )
(tﬁlatﬁz, 7ud)€Bd =1 U
(5.1)
for d > 4.
Theorem 5.2. Let GG be a 3-regular tree, then
L, PO1GR) =

Proof. Let As and Bj as defined above. We should avoid the case when
i = 0, that is, one of the branch sizes of v is 0. Let A} be the subset of
Az with at least a zero in (t3,,t3,,5. ) and A3 = A\ Aj. Also, B3 and

B2 are defined respectively. Let z4(i) = (d —2)(i — 1) + 1. Then we have

> g,y qpseo)

R (t4 8, th,) €AY k=1 (tgl t,,thy ) EAZ k=1
P(o|Gn) =

> Qe oy qpilheo),

(thy sty thy ) €By k=1 (tvyt%’tZs)GBZ k=1
> 1+ > 1

_ oty oty )EAy (Lt t)EAT A 4 |AS]
> 1+ s Rk

(8, ,th, ,th, )EB] (8, ,t8, ,th  )EB2

ulrru’vug ulrrug’ru3
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When n is an even number, we have
Ay 143 6+ (%) -3-(317)  n24aom
B +1B3l  3+3(n—2)+ ("))  4n’+dn’
When n is an odd number, we have
n— nl_9
A} 4143 3+ (") =3-(31%)  n2ian43
B+ B3 3+43(n—-2)+ (%)  4n2+dn

2
. A - l
Thus, lim P(0|Gp) = 7

Theorem 5.3. Let GG be a d-regular tree, where d > 2, then

(-
lim P(6|Gp)=1-—2 + dT(z%5) _

e P amEr()r(E)

Proof. We consider rumor spreading on d-regular graphs. First, we fix
some notations.

Let 7,, denote the tree after the rumor has spread to n nodes. We
give the vertices labels from the set {1,2,...,n} according to the first
time a vertex learns the rumor. Thus, the vertex with label 1 is the
source and it is the only node with outdegree d whereas all other nodes
have outdegree d — 1 (if 7., is drawn as a rooted tree in the usual way).

By the definition of an increasing tree, a permitted permutation of a
rumor spreading on a tree is equivalent to an increasing tree where the
rumor source is the root of the increasing tree. Note that the d subtrees
of the source are (d — 1)-ary increasing trees. Set

T, = number of (d — 1)-ary increasing trees, T(z) = Z Tnz—.

We can apply Theorem 2.2 to derive the explicit form of T'(z), we have
T(z) =14 (1 —(d—2)z)"1/d2), (5.2)

Next, set

T,, = number of possible 7,, and T(z) = Z 2Tnz

n>1
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Then,

l\DIr—t

ﬁ (i—1)] and T(z) = —1+(1—(d—2)z)_2/(d—2)

(5.3)
We are interested in the event that the source of 72 is the rumor
center. Thus, we have

P(9|G,) =1 — d - P(size of one branch of the source of 7, > n/2).

We fix one branch of the source of 7T, say t7 and denote its size by I.
Let j; represent the size of the i-th subtree of 7,, then we have

1 n—1
P(I:j):_ Z ( . -)TjTj2Tj3”'Tjd
T ]+‘72+‘73+ +Jd n— 1 .77]2?]37“‘?]d
_ (n — })!Tj Z T}, T}, . T},
j'Tn Jo+j3+..+ja=n—1—j *72 ‘73 ]d‘
1T .
= O D i) )t
7! T
— D' d—1
= = D191 (4 - 2)2)
41T,
_ 17T . . —
= D g gyt - )
JTy
— DT —1- =
:(n ' ~) J(d_2)n 1 j(n — i7) (54)

In the sequel, we apply Theorem 2.3 to describe the asymptotic
behavior of T, and T), as n goes to infinity.

Asymptotics. The following computation is based on n — oo.
First, applying Theorem 2.3 to (5.2) gives

2—d
n!-nd=-1

Ty~ ———(d—-1)" (n — 0).
" ()

Similarly, applying Theorem 2.3 to (5.3) yields

4—d
~ nl.nd—=2

Ty~ ———(d—2)" (n — 00).
2 (25)
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By Theorem 3.1, we need to compute

n/2<j<n—1

where P(I = j) is given by (5.4). Therefore, we again use Theorem 2.3
and the expansions for T;, and T}, from above. Let d’ = d — 2, we have

> P(I=j)

n/2<j<n—1
N<¢énlm<<_JT%§§uW%P%n—1_ﬁ%
n j=n
AT g
_(n—D)ar(F) 3 L()(d’)" i — 1 - j)7
nlen T (d) ol TG
2T

.19 L
Y jT T n—1—j)@
(d’) -nd'F(d,)F(%) n/2<j<n—1

or2 2 Nl /n—1—
~ d’ L J n J
D Iypden 2 <n> ( n )

7)) n/2<j<n—1

1
Pl

1
— / x%_l(l—x)%d:ﬁ (n — 00).
) J1/2

Lemma 5.4. For a > 0,

1 1 1
=11 —)*d :—(B 1) — )
[t = 5 (Blesat )~ ),

where B(-,-) denotes the beta function.

Proof. First, observe that

1
/:1: (1 —z)%dx

1/2 1
/ 11— z)%dz + 2711 — z)%dx.
0 1/2

aa—i—l

(en)
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Now, call the first and second integral on the right-hand side L and R,
respectively. By integration by parts and substitution, we have

1 1/2
L= —:130‘(1—:1:)0" + R.
« 0
Thus,
1 1
R:§ B(oz,oz—{—l)—a?a
which is the claimed result. L]

Finally, combining everything yields for the detection probability of
the source in d-regular trees is the following limit

m PGy =1-d- Y P(I=j)
n/2<j<n-—1

o, _d, - 2)-T (%)

()

O

Lemma 5.5. Let k(9 = lim P(|G,) on a d-regular tree G, then we

n——oQ
have

lim k@ =1 —1n2.

d—o0
Moreover, we have
1/4 < k@ <1 —-1n2,

for d > 3.

This lemma shows that the detection probability is bounded by 1/4
and 1 — [n2 for d > 3.

Proof. By Stirling’s formula for the gamma function, we have

2/12 —-2In2 +1n°2 1
k:(d):l—an—i—W/ dn T +O<ﬁ). (5.6)

This implies the first claim.
As for the second claim, note that

2
% —2In2+1n22 = —0.08337431 - - - < 0.
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From this, the second claim follows for all d large enough. In order to
show that the claim holds for all d > 3, we make the constant in the
error term of (5.6) explicit. For this, we use Taylor expansions with
error terms. For instance, we have

2 A2 )
MNz)=1—7(z—-1)+ ot (x — 1) + Ei(x),
where v is Euler’s constant and
1 1 In2 In?2 )
The error terms are bounded by
B v 7 3 In®2 3
E < | 2 — —1 E < ——(x—1

for = € [1, 3], where ((z) denotes the Riemann zeta function. Plugging
this into the expression of k(@ from (5.6) and using again Taylor
expansion (several times), we obtain the rough bound

100

72/12 —2In2 + In? 2
<

ED _141n2—
+ In y

(10 <d). (5.7)

From this, the claimed upper bounds are deduced for d > 1200. One
then easily checks that the upper bound also holds for all smaller d.
Likewise, for the lower bound, we obtain from (5.7) that it holds for
d > 43. We showed that the bound holds for all d > 1200 and the finite
remaining cases can be checked by computing software. O

5.2 Contagion Source Detection via Pélya Urn Models

In this section, we first show that the spreading process on regular
trees is equivalent to the ball drawing process in the Poélya’s urn model,
a connection first utilized in [133] for asymptotic analysis. Then, we
leverage the convergence property of Pdélya’s urn model to derive the
exact detection probability in the more general finite regime (recovering
the asymptotic result as a special case).

Recall that in Poélya’s urn model: Initially, the urn contains b; balls
of color C; (1 < j < d); at each uniform drawing of a single ball, the
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ball is returned together with m balls of the same color; after n draws,
the number X; is the number of times that the balls of color C; are
drawn. Then the joint distribution of {X;,1 < j < d} is given by

d
(X ==;)

Jj=1

Pc

B n! [T5_, bj(bj +m) -+ (b; + (x; — 1)m)
ozl -z b(b+m)---(b+ (n—1)m) ’
(5.8)
where b = Z;l:l b; and Z;-l:l ;= n.
As n — oo, the limiting joint distribution of the ratios {X;/n,1 <
j < d} converges to the Dirichlet distribution with a density function

given by
d d
. X F(CV) ai—1
lim Pqg ﬂ (—j=yj> =—HQ-J ) (5.9)
nee j=1 N " H;‘lzl I'(ay) j=1 !
where o; = b;j/m, o = ?:1 a; and 2?21 y; = 1. Here, I'(a) is the

gamma function with parameter .
Besides, the marginal distribution of X7 is

nl Ty 00+ m) - (b + (= 1)m)
x) ! b(b4+m)---(b+ (n—1)m) ’

PG (Xl = SCl) = (510)

where 0] = by, by, = b — by, 2} = x; and x4, = n — 1. In fact, it can be
seen as a special case of the Pélya’s urn model with two colors.

Due to the martingale property stated in Theorem 2.1, as n — o0,
the limiting marginal distribution of the ratio Xi/n converges to the
Beta distribution with a density function given by

: X4 (o) +a3) of-1 h—1
lim P — = = ————="y ' (1—y)* A1
where o) = ag and o, = o — a1. The cumulative distribution function
of the Beta distribution is

F(O/l +O/2) o L—

S\ T %) 1=1(1 — )14 5.12

for all z € [0,1]. In particular, I,(a], ob) is called the incomplete Beta

(o), ab) ==

function with parameters off and of. Note that the (5.12) has the same
structure as the last line of (5.5).
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*
v
T,

Figure 5.1: The black node v* is the source and there are three colors (d = 3) of
nodes connecting to v*. We have z1 = |T}) |, z2 = |1y, |, and x3 = |17, |.

We are interested in Iy 5(a], ) with parameters of = 1/(d — 2)
and o, = (d —1)/(d — 2), where d is the node degree of a regular tree
and d > 3. For the case when d = 2, we can simply apply the result in
(2.5) to compute the desired limit.

5.2.1 Equivalence to the Pélya’s urn model

Next, we show that the spreading on regular trees can be modeled by
ball drawing in the Pélya’s urn model, whose well-known distributions
can be used to obtain a similar result in Theorem 5.3.

For a contagion source v* with d neighboring nodes v1,...,vq, let
T;’; (1 < j <d) be the subtree rooted at node v; with node v* as the
source in G, and define a random variable X as the number of nodes
in T{fj*; e.g., see Figure 5.1. We denote the set of susceptible neighbors
of infected nodes as the contagion boundary, i.e., each vertex in the
contagion boundary has a chance to be infected in the next time period.
In the rumor spreading process, nodes in G,, are infected sequentially,
and thus we have the following: initially, v* has one neighbor in each
subtree Tfj; (1 < j < d) that belongs to the contagion boundary; after
one of those nodes is infected, it introduces d — 1 new nodes into the
contagion boundary; finally, n — 1 nodes are infected besides v*. Due
to the memoryless and i.i.d. properties of exponentially distributed
infection times {7, (i,j) € E}, in each step, the infected node is
uniformly selected from the contagion boundary.
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Now, the resulting infection G,, with X; nodes in Tg’j* (1<j<d
can be constructed in an equivalent way by the Pélya’s urn model [74,
Chapter 4]: initially, the urn has one ball for each color Cj; at each
uniform drawing of a single ball, the ball is returned together with
m = d — 2 additional balls of the same color; after n — 1 draws, X; is
the number of times that the balls of color C; are drawn.

Therefore, in the rumor spreading process, if we assume v* to be
the rumor source with d neighbors vq,...,v4 and observe n infected
nodes G, with X; nodes in each subtree TU“; (1 <j < d), then from
(5.8), the joint distribution of {X;,1 < j < d} is given by

d d

o =1 T 104 m) - (U (2 — 1m)

Pc jQ(Xy = :L“y)] T oxqla! oy d(d+m)---(d+ (n—2)m) )
(5.13)

where Z;l:l z;=n—1.
Besides, the marginal distribution of X7 is
= I\ B0 m) e (B + (2 — Dm)

PG.(X1—:1:1)—<:qu ) d(d+m)--(d+ (n—2)m) . (5.14)

where ] =1, 0y =d—1, 2] =z and 25 =n —x; — 1.
We are also interested in the limiting marginal distribution of the
ratio X1 /n as n — co. From (5.11), we have

: X1 N _Dle+B) an g
where a« =1/(d —2), § = (d—1)/(d — 2). We also refer the readers to
[168] for a probabilistic characterization of the boundary of the infection
graph that takes the effect of time to infection into account.

Other Asymptotic Results on Infinite Trees The method of generat-
ing function used in Theorem 5.3 can be further generalized to other
increasing trees, such as recursive trees, d-ary trees, and plain-oriented
recursive trees. For example, if we assume that the underlying network
(G is an infinite d-ary tree, then we only need to change the generating
function (5.2) to T(z) = —1 + (1 — (d — 1)2)~Y4=D_ For more details
of detection probability on increasing trees, please refer to [53].
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Recall that in Theorem 3.3, we have shown that the rumor center is
equivalent to the centroid on tree graphs. Hence, the above results can
be seen as an analysis of the asymptotic behavior of the tree centroid.
In addition to the above-mentioned results in the convergence of the
detection probability, there are other results focused on the asymptotic
behavior of the tree centroid. The Pélya’s urn model is applied in [85]
to show that the set of vertices with the maximum number of spreading
orders form a confidence set on a d-regular tree. As the tree size n goes
to infinity, the probability of the source vertex not in the confidence set
approaches zero, which generalizes the result on uniform attachment
trees derived in [16]. We refer the readers to [72], [73], [85] for more
details on the relationship between network centrality and the random
growth process of infinitely large regular graphs.

5.3 Conclusions and Remarks

In this section, we showed that the correct detection probability on
regular tree networks could be computed by constructing increasing
trees for the spreading process. Note that we have introduced two more
different approaches to compute the correct detection probability on
regular trees so far. For the case with graph boundary, we characterize
the position of the maximum-likelihood estimator on a regular tree with
a single end vertex. We showed that the likelihood of any given vertex
could be exactly computed in some special graphs such as line graphs
and broom graphs. Moreover, if the distance from the end vertex to the
rumor center is one then we showed that the end vertex is exactly the
maximum-likelihood estimator by considering their likelihood ratio. For
the case of pseudo-trees, we present a simple algorithm framework to
find the rumor center on pseudo-trees and characterize the position of
the maximum-likelihood estimator on regular pseudo-trees. Note that
the approach we have used in pseudo-trees can be extended to a cactus
graph, i.e., a class of graphs with multiple disjoint cycles.

We refer the reader to [37], [53] on extensions of computation of
the correct detection probability on different increasing trees through a
generating function approach (so-called generatingfunctionology) in [48]
and other extensions of considering the specific class of graphs such as
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star graphs [84]. In the next section, we present practical algorithms
to efficiently compute the maximum likelihood estimator and provide
simulation results on different network topologies.



6

Applications to COVID-19 Pandemic and
Infodemics

In this section, we present the framework known as “network centrality
as statistical inference” and demonstrate its applicability in the design
of digital contact tracing algorithms that are relevant in the context of
the COVID-19 pandemic. In addition, we showcase another potential ap-
plication of this framework in detecting the source of rumors circulating
within Twitter’s online social networks. Through numerical examples,
we aim to illustrate the practical implementation of this approach by
adapting algorithms presented in previous sections to effectively address
source attribution in various contagion problems.

6.1 Epidemic Centrality for Digital Contact Tracing

Upon the initial onslaught of a pandemic (e.g., COVID-19 pandemic or
the future ‘Disease X’ pandemic), digital contact tracing will generate
a tremendous amount of networked data that are essentially massive
graphs modulated by stochastic processes. The main scientific question
will be how best to analyze and leverage these networked data to
develop effective contact-tracing strategies? There are several challenging
unsolved problems in digital contact tracing [17], [81], [91], [139]. First,
what is the fundamental relationship between infectiousness and the

194
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agility of contact tracing?” How to quadruple the speed of contact
tracing whenever infectiousness exceeds certain thresholds? What are
efficient and scalable contact tracing strategies to find Patient Zero or
superspreaders?

Tracing sources of spreading (i.e., backward contact tracing), as had
been used in Japan and Australia during the COVID-19 pandemic, has
proven effective as going backward can pick up infections that might
otherwise be missed at superspreading events [12]. From an epidemiology
perspective, all the infected persons in a contact tracing graph are
potential candidates for tracking purposes as well as identification of
Patient Zero or superspreaders [81], [139]. Designing effective backward
contact tracing is part of robust predictive healthcare analytics that can
prevent recurrent outbreaks and breakthrough transmissions as well as
provide early warning of the arrival of future pandemics [91].

Let us generalize the results in the previous sections to address the
case when (G, is a general graph that will be applied to the digital
contact tracing of superspreaders. Recall that computing the |M (v, Gy,)|
of vertex v in G, is crucial to solving the maximum-likelihood estimation
problem. When G,, is a tree, Lemma 4.3 reveals how the epidemic
centrality connects to the distance centrality. Recall that, for the case
when G, is a general graph, we call |M (v, G,,)| the epidemic centrality
of v, and v is a epidemic center of Gy, if |[M (v, Gy,)| = max | M (v, Gr)|.

(2 n

In the following, we present two message-passing algorithms to compute
an approximation to the epidemic centrality based on the results in
the previous sections. We also evaluate the performance for tracing the
contagion source using real-world data.

6.1.1 Message-passing Algorithm for Trees with Multiple End Ver-
tices

Let us describe a message-passing algorithm to find © on the finite
regular tree G by leveraging the key insights derived in Section 4. We
summarize these features as follows:

1. If there is only a single end vertex v, in GG,,, then ¥ is located on
the path from v, to ve.
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2. If G,, = G, then for all v; € G,,, P(Gp|v;) = 1/n.

3. If G, has ¢q end vertices, then there exists an n’ such that, if n > n’,
then P(Gpl|ve) > 1I£1a<Xk{P(Gn|Uei)}. Furthermore, n’ increases as

q increases.

4. If two vertices v and v are on the symmetric position of GG,,, then
P(Gplv1) = P(Gyl|ve). For example, vg and vy are topologically
symmetric in Figure 4.1.

In particular, Feature 1 is the optimality result pertaining to the decom-
position of GG, into subtrees to narrow the search for ©. The subtree ty;1,
in G, corresponds to first finding the decomposed subtree containing
the rumor center and the likelihood estimate needed for Theorem 4.4
to apply. Then, Features 3 and 4 identify © on a subtree tj;;, of G,, as
Theorem 4.4 only pinpoints the relative position of o.

Algorithm 4 Message-passing algorithm to compute v for G,, with
multiple end vertices [165]

Input: G, k= {}

Step 1: Compute rumor center v. of G,,.

Step 2: Choose v. as the root of a tree and use a message-passing
algorithm to count the number of end vertices on each branch of this
rooted tree.

Step 3: Starting from v, and at each hop choose the child with the
maximum number of end vertices (if there were more children with
the same maximal number of end vertices, then choose all of them).
This tree traversal yields a subtree t5;;, rooted at v.

Output: k = {parent vertices of leaves of ty/r, v}

Algorithm 4 first finds the rumor center of GG, and then determines
the number of end vertices corresponding to each branch of the rumor
center v.. The final step is to collect vertices on the subtree where ¥ is,
and this leads to a subtree of (G,, denoted as tj;7,. Observe that each
step requires O(n) computational time complexity. Observe that tpsr,
in a graph with multiple end vertices is akin to the path from the rumor
center to the end vertex in a rumor graph with a single end vertex in
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Section 4.1. Finally, we obtain a set s containing the parent vertices of
the leaves of ty;;, and v,.

Figure 6.1: An illustration of how Algorithm 4 works on a tree graph rooted at v,
with six end vertices (more shaded). Observed that v. branches out to three subtrees.
Here, tyrr is the subtree containing the five vertices within the dotted line. The
numerical value on the edge indicates the message containing the number of end
vertices being counted.

Now, let us use the example in Figure 6.1 to illustrate how Algorithm
4 runs. Let G19 be the network in Figure 6.1 with the six end vertices
depicted as more shaded. Suppose v, is determined by the end of Step 1.
Then, Step 2 enumerates the number of end vertices at each branch of the
subtrees connected to v., and these numbers are then passed iteratively
from the leaves to v.. These messages correspond to the numerical value
on the edges in Figure 6.1. The message in Step 2 is an upward (leaf-to-
root) message. Step 3 is a message passing procedure from v, back to the
leaves, which is a downward message, and the message is the maximum
number of end vertices in each branch. For example, the message from
ve to child(v.) is max{1, 2,3} which is 3. Lastly, the second part of Step
3 collects those vertices whose upward message = downward message.
For example, the left-hand-side child of v, is first added to ty;r, and
then vy is added to tysr1,, and finally, the two leaves on the left-hand-side
is added to tps7,. Observe that ¢5,7, must be connected.
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Simulation Results for Finite d-regular Tree Networks

We simulate the rumor spreading in the degree regular tree network
G for d = 3,4,5,6 with |G| = 1000 and |G| = 100. For each d, we
simulate a thousand times the spread of a rumor on G by picking v*
uniformly on G, and compare the average performance of Algorithm 4
and a naive heuristic that simply uses the rumor centrality approach
in [131]. To fairly compare these two algorithms, when Algorithm 4
yields a set k with |k| vertices, then the naive heuristic finds a set of
|k| vertices having the top |k| maximum |M (v, G,)| for all v of G,.
Obviously, the size of the solution set x depends on the topology of
G, in each run of the simulation and thus is not a constant in general
over the thousand times. To quantify the performance of these two
algorithms, let us define the error function of a vertex set 7:

error(n) = min{d(v,v*)|Vv € n}.

This is simply the smallest number of hops between v* and the nearest
vertex in the set 7. Figure 6.2 shows the distribution of these error hops
for both algorithms when the underlying graph G is 4-regular. This
illustrates that Algorithm 4 can make a good guess for P(error(k) <
1 hop) > 0.70 in most cases, but there are occasions when the error
is large. Table 6.1 shows the average of the error (number of hops)
between the estimate and v* for a thousand simulation runs. We can
observe that the average error decreases as d grows. The reason is that
the number of infected vertices is fixed, and so as d becomes larger,
the diameter of the graph becomes smaller, and moreover, the Top-k
heuristic always chooses the set of vertices in the “center” of GG,,. Hence,
the average error decreases.

Simulation Results for Finite General Tree Networks

In this section, we evaluate the performance of Algorithm 4 for a finite
general tree graph. In particular, the underlying graph G is a tree
satisfying the condition, that the degree of each vertex is less than or
equal to d,,, where d,, is a fixed positive integer. The construction of
G starts with a single vertex v1, and we then randomly pick an integer,
say %, from 0 to d,, to be the degree of v, and then assign vy to v;11
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op-k |M(v,Gy)| : 2.64
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Figure 6.2: Comparing the error distribution (in the number of hops) between
Algorithm 4 and the top-k algorithm when G is a 4-regular finite tree.

Table 6.1: Average error (in terms of number of hops) comparing Algorithm 4 and
Top-k Algorithm when G is a d-regular graph, for d = 3,4, 5, 6.

d | |k| | Algorithm 4 | Top-k Algorithm
3634 1.44 3.26
4 | 5.65 1.50 2.64
o | 4.05 1.48 2.36
6| 3.72 1.40 2.32

to be the neighborhood of v;. We recursively apply these steps until
G has one thousand vertices. The maximum degree in G will be less
than or equal to d,,, + 1. The spreading model used is the same as in
the previous simulation. We simulate the rumor spreading hundreds
of times, particularly noting that GG is randomly generated and thus
in each simulation G is different. Note that, in the d-regular graph
simulation, G is however always the same. From Figure 6.2, we can
observe that the error distribution is similar to the regular tree case
in Figure 6.2, but with a smaller 1-hop error. The average error is
roughly 1-hop larger than the regular case. The number of vertices in x
is surprisingly small as compared to the regular case. Moreover, |k| is
decreasing as d,,, increases.
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6.1.2 Statistical Distance Based Algorithm for Finite Degree Regu-
lar Graph with Cycles

In this section, we present a statistical distance-based algorithm to
solve the contagion source detection problem on a finite-degree regular
graph with cycles. From Theorem 4.4 and 4.8, we can deduce that the
likelihood of a vertex is greater if its distance to those end vertices
and cycles is smaller. Hence, the maximum likelihood estimator should
lie on the smallest induced subgraph containing three specific vertices,
which are the rumor center, the vertex closest to all cycles, and the
vertex closest to all end vertices. Note that an end vertex can be treated
mathematically as an size-one cycle, hence we combine the boundary
effect and the cycle effect together in our algorithm.

Definition 6.1. We say a cycle is a minimum cycle if there is no path
between any two non-consecutive cycle vertices except the path along
the cycle.

Since a vertex v can be contained in multiple cycles with different
sizes, we only take the minimum cycle that contains v into consideration.
Let C(v) denote the size of the minimum cycle containing v. If v is not
in any cycle and deg(v) > 1, then we set C(v) = oo, otherwise C(v) = 1.
Note that when deg(v) = 1, v is regarded as a size 1 cycle.

Based on Lemma 4.3, Theorem 4.4 and Theorem 4.8, we heuristically
define the weight w, of a vertex v as

C(v)
Clv)+1°
Since we define the distance center to be the vertex with minimum
distance centrality (cf. Equation (2.8)), we can design a weight such
that the location of the maximum likelihood estimator tends to close to
vertices with “small weights”. This is also motivated by the fact that
the likelihood of a vertex v being the source is greater if v has a larger

Wy = (6.1)

epidemic centrality and is closer to those irregular vertices or cycles
(cf. Theorem 4.4 and Theorem 4.8). We shall call this distance-based
centrality the statistical distance centrality (SDC) denoted as SDC(v, G)
for v € G. We define SDC(v,G) as the weighted-distance sum from
v to all the other vertices in G (cf. Definition 6.2). Furthermore, the
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Figure 6.3: The infected subgraph GGip contains ten nodes colored in grey. The
epidemic centralities of vs and vio are the same, however, vip is the maximum-
likelihood estimator of the true source in Gig. Since the irregular effect caused by a
small cycle is greater than that of a large cycle.

definition of w, reveals that the irregular effect caused by a small cycle
is greater than that caused by a large cycle which can be observed from
Table 4.2 and Equation (4.12). This definition implies that a vertex
within a smaller cycle has a smaller weight which contributes “more”
to SDC(v, G) while a vertex not in any cycle has weight = 1 which
contributes “less” to SDC(v, G). Figure 6.3 illustrates such an example
of a regular graph G and the infected subgraph Gip containing two
different-sizes cycles, say C3 and C4. Note that, vig and vg have the
same epidemic centrality, however, we have P(Gyg|vig) > P(G1o|vs)

since v1g is closer to the smaller cycle than vs.

Definition 6.2. Given a d-regular graph G and vertex v of G, we define
the statistical distance centrality of v, SDC(v, G) as the summation of
the weighted distance from v to all other vertices in GG. Hence, the
statistical distance centrality of v in G is defined by

SDC(v, G) = Z wy, - d(v,u). (6.2)
ueG
The vertex vs with the minimum value for SDC(v,G) is called the
statistical distance center.

Algorithm 5 is based on the idea of message passing. Let [v(v) denote
the level of v in a BFS tree. In Step 2, for a given root v,, we start
a message-passing procedure in a BFS traversal to send a downward
message containing level information to other vertices in the BFS tree.
Upon receipt of this information, each leaf v; sends back an upward
message containing w,, - lv(v;) to its parent. Each internal vertex vj,
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Algorithm 5 Statistical Distance-based Contact Tracing (SCT)[165]

Input: G,
Step 1: For each vertex v, compute the size C(v) of the minimum
cycle containing v, and set w, = %

Step 2: For each vertex v, compute SDC(v, Gy,).

Step 3: Let 0 = argmin SDC(v, G,).
’UGGn

sends an upward message, containing the summation of all message
from its children plus wy, - lv(v,), to its parent.

In the following, we provide a time complexity analysis of Algorithm
5. For Step 1, the worst case time complexity is O(|Crin| - |E(Gr)|)
[146], where |Cpin| is the number of all minimum cycles in G,,. Since
the underlying graph is d-regular, each vertex in GG,, is contained in at
most d minimum cycles which implies C,;n, < d-n. The worst case time
complexity for the Step 2 in the Algorithm 5 is O(n?), since the BFS
traversal for each vertex takes O(n + |E(Gy)|). Hence, the worst case
time complexity of Algorithm 5 is O(d - n®). In comparison with the
BFS heuristic approach in [132], it applies the BFS traversal for each
vertex and computes their epidemic centrality which ends up with worst
time complexity O(n?).

Simulation Results for Synthetic Regular Graphs with Cycles

We provide simulation results on two finite regular graphs with cycles.
The first simulation is conducted on a finite-size grid graph which is
a 4-regular graph except for vertices on the boundary. The second
simulation is conducted on a circulant graph. In our simulation, we pick
the statistical distance center to be 9. We assume that the boundary
and cycle effects dominate the rumor centrality. Furthermore, we simply

set wp, = | C}L for each minimum cycle Cj, .

|

Grid Graph Disease spreading on grid graphs is often considered under
different spreading rules and models [7]. Hence, we select grid graphs to
be one of the testing synthetic networks. Simulation results are in Table
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6.2 and one of the error distributions is in Figure 6.4. We can observe
from Table 6.2 that the statistical distance based algorithm outperforms
the BFS heuristic in [131]. Moreover, the average error increases as the
number of end vertices are increasing which again reveals the fact shown
in Figure 4.8 that the likelihood is evened out to those end vertices.
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Figure 6.4: Comparing the error distribution (in the number of hops) between the
SDC algorithm and the BFS heuristic [131] in a finite grid graph with |G| = 10000
and |G| = 150. In particular, the rate of the correct detection, i.e., error = 0, is
12.1% for the SDC and 2.6% for the BFS heuristic.

Table 6.2: Average error (in terms of number of hops) comparing SDC and BFS
heuristic in [131] when G is a 100 x 100 grid graph with different sizes of G.,.

n |Cy| | |ve] | SDC | BFS heuristic [131]
150 | 85.5 | 3.5 | 1.87 3.79
300 | 199.5 | 7.5 | 2.33 6.11
500 | 364.2 | 12.2 | 3.14 8.37
800 | 625.0 | 19.1 | 4.23 11.71

Circulant Graph A circulant graph G = (N,S) with N vertices is a
class of graphs that can be defined by its vertex set V(G) and a set S
of integers. The edge set is defined by E(G) = {(v;,v;)| if |i — j| € S}.
Hence, a circulant graph G = (N, S) is a |S|-regular graph. Note that
a circulant graph G is connected if and only if S generates the integer
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Figure 6.5: Comparing the error distribution (in the number of hops) between the
SDC algorithm and the BFS heuristic in [131] on a circulant graph with |G| = 6000
and |G| = 400. In particular, the rate of the correct detection, i.e., error = 0, is
19.1% for the SDC and 7.0% for the BFS heuristic.

group Zn and we only consider the connected circulant graph. In the
simulation, we fix NV and n and randomly choose integers from the
interval [1,n/2] to form the set S. Simulation results are summarized in
Table 6.3 and one of the error distributions is shown in Figure 6.5.

Simulation Results for Real-World Networks

We conduct the other four experiments on real-world SARS-CoV2003
and COVID-19 contact tracing networks in Singapore and Taiwan.
If we can identify the connection between any two confirmed cases
in real-world contact tracing networks, we denote the connection (or
contact) as an edge. However, when the number of confirmed cases is
too large to record details of contact information, we can only have
information about the geographical footprint of some confirmed cases.
In this situation, we also denote those visited places as vertices, and we
add an edge between a confirmed case and a place if the confirmed case
has visited the place.

Since G is unknown in practice and contact tracing networks are
infected subgraphs G,,, we assume that G is a regular graph with a
few irregular vertices and apply Algorithm SCT to the contact tracing
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Table 6.3: Average error (in terms of number of hops) comparing the SDC algorithm
and BFS heuristic in [131] when |G| = 6000 is a random d-regular circulant graph
with |G| = 400.

d | #(cycles) | SDC | BFS heuristic [131]
3 255.6 1.67 2.75
4 198.0 1.45 2.37
) 167.1 1.33 2.07
6 147.7 1.24 1.97

networks to compute the source estimator. We use the graph distance
from the actual source to the estimator to evaluate its performance.

SARS-CoV2003 Contact Tracing Network in Taiwan We reconstruct
the contact tracing network data of SARS-CoV2003 Taiwan from a
graph, which indicates potential bridges among hospitals and households,
in [23]. In the original data, there are four types of nodes which represent
the confirmed case, suspected case, hospital, and area, respectively. Since
cities or countries provide no information for personal contact, we delete
all area nodes from the original data. In addition, we also delete all
the nodes that represent suspected cases. We apply Algorithm SCT
on this infected network and correctly identify the first place, Taipei
Municipal Heping Hospital (now Taipei City Hospital Heping Branch), of
cluster infection in April 2003 in Taiwan. In addition, the BFS heuristic
approach chooses the red vertex, which represents a confirmed case
(not the first case) who had been to Taipei Municipal Heping Hospital.
The network graph is shown in Figure 6.6, and the orange vertex is
the statistical distance center representing the Taipei Municipal Heping
Hospital.

COVID-19 Contact Tracing Network in Singapore, 2020 Mar-Apr
The contact tracing network is an unconnected network due to the
asymptomatic carriers, so we focus on the largest connected subgraph
(cluster), including several worker dormitories and a construction site.
We apply Algorithm SCT on subgraphs of the contact tracing network
in Singapore that were reconstructed from the publicly-available news
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Figure 6.6: SARS-CoV2003 Contact Tracing Network in Taiwan. Each vertex
represents either a confirmed case or a hospital. The orange and red vertices represent
the source estimator determined by SDC and the BFS heuristic respectively. The
orange vertex is the Taipei City Hospital Heping Branch where the major outbreak
occurred and the red vertex is a confirmed case (not the first case) who had been to
this hospital.

highlights provided by the Singapore Ministry of Health in [134]. In
our computation, each vertex represents either an infected person or a
place that the person had visited. An edge between two vertices implies
that either a person has visited a place or two places have at least one
common visitor. Here we omit the edge of person-person contact since
most of the contact history can only be traced back to a place, not
a single person. Hence, we treat each person-vertex as a leaf vertex
connecting to a place.

The first massive outbreak occurred at the beginning of April and
peaked on April 20. Hence, we consider the infected subgraph after
April 1. We define the source in the connected subgraph to be the first
case in this connected subgraph. As far as we know, Case 655 attached
to Westlite Toh Guan (WTG) is the first case found in this subgraph on
March 26. On April 3, the connected subgraph formed a 4-cycle, which
is shown in Figure 6.7. We can apply Algorithm SCT, which shows
that WTG is the source estimator in this subgraph. After April 10, S11
Dorm (S11) becomes the new epidemic center due to the link between
STL and S11 Dorm (S11). Note that S11 contains the second earliest
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PG: Project Glory
S11: S11 Dorm
STL: Sungei Tengah Lodge

TGD: Toh Guan Dorm PG
WTG: Westlite Toh Guan
STL
S11
WTG
WTG
Apr. 3, 2020 Apr. 10, 2020

Figure 6.7: Each vertex is a cluster (place), and the number on each vertex is the
total amount of infected people who have visited the place. On April 3, four places
form a cycle, and all vertices are on the cycle. Algorithm SCT suggests that the
source estimator is WTG where the first case in this subgraph comes from. On April
10, the epidemic center is S11 due to the link between S11 and STL.

case in this cluster and becomes the largest cluster in Singapore, which
has more than two thousand cases confirmed in the middle of May.

COVID-19 Contact Tracing Network in Taiwan, 2021 Feb, and 2021
May We conduct experiments on two cluster infections in Taiwan
recently. The first cluster infection originated in a northern Taiwan
hospital in February. This network contains 18 tractable domestic cases,
shown in Figure 6.8. The reason we select this networked data is that
the contact network is public information provided by Central Epidemic
Command Center in Taiwan [141] and the relation between cases in
this network is clearly defined. Note that if we apply the BFS heuristic,
then both case 838 and case 856 have the same possibility of being
the source estimator. However, case 838 is the vertex with maximum
statistical distance centrality, i.e., Algorithm SCT correctly identifies
the first domestic case.

The second cluster infection is the latest cluster infection found at
the beginning of May 2021. As the source of this cluster is unknown, we
let the source be the person with the earliest symptom onset. We collect
the data before May 14, 2021 to build the subgraphs using publicly
available press releases provided by the Taiwan Centers of Disease
Control in [141], and apply the 2-mode network model [23] to this
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- - - work contact

O : same household

Figure 6.8: The infected subgraph of the contact tracing network starts from a
single case 838 in Taiwan. The number in each vertex is the case number. Case
838 has the maximum statistical centrality, and it is the first domestic case in this
cluster.

cluster. Each vertex in this graph is either a workplace or a confirmed
case. Both Algorithm SCT and the BFS heuristic identify the workplace,
of the first case in this network. The contact tracing network is shown
in Figure 6.9, and the red vertex is the source estimator determined by
both algorithms.

Comparison with Approaches in Literature In addition to the rumor
centrality approach, we have selected two other approaches, Dynamical
Age [47], and Jordan Centrality [170], to compare to Algorithm SCT.
We use the average distance-error to measure the performance of each
algorithm. The simulation results are shown in Table 6.4. In each simu-
lation, we repeat the following process: generate GG, find estimators,
and compute errors five hundred times in each type of network. All
datasets in Table 6.4 are available at [90], [97] or can be generated by
networkx [64]. Note that the SDC estimator significantly outperforms
other approaches in circulant graphs and grid graphs since the SDC esti-
mator is designed to solve the maximum likelihood estimation problem
on finite regular graphs with cycles.

6.2 Rumor Source Detection in Twitter and Infodemics

The excess of information during a crisis, including the rapid spread of
fake messages and unfounded rumors through various channels, makes
it difficult for people to trust accurate information. In fact, rumors and
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Figure 6.9: The contact tracing network of COVID-19, at the beginning of May
2021, in Taiwan. The vertex in red is the workplace of the person with the earliest
symptom onset in this cluster.

Table 6.4: Average error (in terms of number of hops) comparing Algorithm 5 (SDC)
to BFS heuristic version of Rumor Centrality (BFS-RC), Jordan Center (JC) and
Dynamical Age (DA) in different network topologies.

Network G| |G| | SDC | BFS-RC | JC | DA
Circulant Graph(6000,6) | 6,000 | 400 | 1.67 | 2.75 | 2.87 | 1.90
100 x 100 Grid Graph 10,000 | 150 | 1.87 | 3.79 | 2.04 | 2.08

Random 3-regular Graph 5,000 200 | 1.26 1.42 1.57 | 1.32
Barabasi-Albert(5000,3) 5,000 300 | 2.74 4.25 2.75 | 2.96

Canada Road Network 1,965,206 | 100 | 3.15 3.41 3.19 | 4.03
LastFM Asia Social Net. 7,624 100 | 2.47 2.59 2.61 | 2.75
Western U.S. Power Grid 4,941 200 | 4.26 4.87 4.46 | 4.82

epidemics are often interconnected as rumors can spread quickly during
epidemics to influence people’s behaviors and perceptions about the
disease. For example, during the COVID-19 (Coronavirus Disease 2019)
pandemic, half-truths and lies related to COVID-19 were circulating
and spreading in online social networks, exacerbating the problem of
vaccination and hindering efforts to control the pandemic. Indeed, the
World Health Organization (WHO) identified the COVID-19 Infodemic,
which is the spread of misinformation related to the COVID-19 pan-
demic, as another unprecedented crisis of global scale. The risks of
infodemics include risk-taking behaviors, mistrust in health authorities,
and lengthened outbreaks [6], [54], [100].



210 Applications to COVID-19 Pandemic and Infodemics

Actively debunking misinformation monitoring may be necessary
to promote social resilience to viral misinformation by developing the
science of fact-checking and rumor source detection [45], [63], [66], [135],
[149]. Quantifiable measures like the infodemic risk index in [54], [66]
can be used to track the magnitude of exposure to unreliable COVID-
19 related news in Twitter, which is one of the most popular online
social networks [11], [15], [34], [45], [62], [101], [150], [166]. Factors that
influence the quick diffusion of misinformation in online social networks
like Twitter are still not fully understood due to the large number
of subscribers, the nature of real-time messaging and the presence of
faked accounts and spambots [66]. The framework of network centrality
as statistical inference can be useful to analyze infodemic risks by
providing quantifiable measures to assess the spread of misinformation.
The rumor centrality has been used in [166] to develop an online tool
called “Trumor” to identify influential spreaders on Twitter. Each node
in a dynamic retweet network, crawled by the Twitter API, is assigned
a Trumor Score, which is based on the normalized version of rumor
centrality to reveal the influence of a node on specific topics numerically
[166]. Let us illustrate in the following the application of the epidemic
centrality in [132], [165] to a real-world rumor-spreading dataset on
Twitter.

Scientific Rumor Spreading on Twitter: Higgs Twitter Dataset To
verify the efficacy of the source estimator in [132], [165], [166], we select
a rumor spreading dataset on Twitter provided in [34], [97]. The authors
in [34] considered all the tweets related to the discovery of a Higgs
boson-like particle. The dataset information include the Twitter users’
activities including “retweet”, “mention”, and “reply” to study the
spatio-temporal patterns of information spreading related to the specific
Tweet information. The whole dataset contains 456,626 nodes and
14,855,842 edges, where the nodes and edges represent users and users’
activities, respectively. In addition to the graph structure, this dataset
also provides the type of each directed edge, e.g., “retweet”, “mention”,
“reply”, and their corresponding timestamps. The information-spreading
process in Higgs Twitter Dataset was divided into four periods during
the week between the 1st and the 7th of July 2012.
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Since there are multiple information sources in the Higgs Twitter
Dataset in each period, we assume that there is an implicit super node
which is the source that spreads the rumor initially. Let vs; denote the
super node, and for each source in the original graph, we add an edge
between the source and vs. The degree of vy is 219, i.e., there are 219
sources in the original graph. The resultant graph G,, is a connected
spread graph with a single source vs. According to the timestamp,
during the first period (1st of July 2012) of the rumor spreading, G,
has 2267 nodes, 3143 edges, and 2580 triangles. The diameter of G,
is 10, and the maximum degree is 457. The degree rank plot and the
graph topology are shown in Figure 6.10. Since the computation of
the estimator in [132] requires computing n! where, n is the number
of nodes in the graph, which may cause overflow when n exceeds 150.
To construct smaller spreading graphs, we can remove nodes from G,
based on their timestamps.

In the following, we compare three source estimators based on rumor
centrality (RC) [131]-[133], stochastic distance centrality (SDC) [165],
and graph eccentricity (JC) [170] with one another. Note that when
computing JC, the chances are high that there is more than one node
with the same eccentricity. To resolve this issue, we select the node
with the minimum distance from vg as the source estimator. Since the
algorithm of rumor centrality needs to be re-designed to handle the
overflow during the computation, we only conduct simulations on a
small subgraph of GG,, using the rumor centrality estimator.

From Table 6.5, we can observe that when the size of (G,, is small,
the performance of RC and SDC are the same; however, when n is
large, we need to handle the overflow issue during the computation of
RC. On the other hand, to compute SDC, we need additional time to
compute the smallest chordless cycle for each node in advance. Lastly,
the shortcoming of JC is that usually, there are multiple Jordan centers
in a non-tree graph.

6.3 Conclusions and Remarks

In this section, we examined how the theories and algorithms in the
previous sections can be applied to real-world applications in digital
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Figure 6.10: The above graph is the network topology of the spread graph (infected
subgraph) G,, on 1st July 2012. The second graph ranks nodes according to their
degree in descending order, where the degrees are in the log,(-) scale.

Table 6.5: Detection error (in terms of the number of hops) comparing SDC, BFS
heuristic RC and JC with different values of n on the first period of the spreading
over the Higgs Twitter dataset.

n RC | SDC | JC
70 0 0 1
100 0 0 1
150 0 0 0
500 | N.A. 0 0
2267 | N.A. 0 0
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contact tracing and rumor source detection. In particular, we focused
on the epidemic centrality, which generalizes the rumor centrality for
the general graph case and can be computed using message-passing
algorithms. The epidemic centrality can be used to identify the contagion
source on regular tree networks with irregular boundary conditions and
also graphs with multiple cycles. We then examined how epidemic
centrality-based algorithms (e.g., SDC algorithm) can be used for digital
contact tracing of superspreaders during the COVID-19 pandemic. The
computational complexity of the SDC algorithm is O(d - n?), which is
slower than the message passing algorithm proposed in [132]. This issue
can be viewed as a trade-off between accuracy and running time. We
also discussed another practical application of the epidemic centrality
to rumor source detection in online social networks using a specific
real-world instance of rumor spreading on Twitter.
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Further Discussions and Open Issues

7.1 Related Research Topics and Open Issues

Contagion source detection in large networks structures has become
significant in the wake of the COVID-19 pandemic. While research
related to source detection began a decade ago, several issues remain
unresolved. These issues are primarily due to the assumptions made
about the network structures or spreading models being considered.
As statistical inference involves collecting data and using statistical
assumptions to model the process that generated the data, this ap-
proach can lead to strong empirical claims about causality and solution
structure. However, the validity of these claims does not come from
the presuppositions, which are often difficult to verify. There are open
issues about the helpfulness of statistical inference models even when
definitive answers cannot be expected. In this section, we first introduce
some related research topics on viral spreading in networks, and then
identify some of these open issues in the problem of contagion source
detection and discuss potential future directions.

214
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7.1.1 Related Research Topics

Prior to Shah’s seminal work [132] on the source detection problem,
earlier studies predominantly focused on exploring how network topology
and factors such as infection and recovery rates contribute to the viral
spreading [5], [22], [32], [55], [61], [121], [122], [125], [140] and not on
the statistical inference aspects. The source detection problem was first
introduced as a maximum likelihood estimation problem on an observed
infected network in [132], where each node in the network is considered
as a statistical estimator. Since then, various other epidemic models have
been investigated for contagion source detection, including models that
incorporate reinfection, recovery, and different types of contagion spread.
The Susceptible-Infected-Recovered (SIR) model was considered in [22],
[24], [102], [169], [170]; and the Susceptible-Infected-Susceptible (SIS)
model was considered in [107], [155]. A Susceptible-Infected-Recovered-
Infected (SIRI) was consider in [67], [112]. Regardless of the specific
epidemic model being considered, most of the literature mentioned
above assumes homogeneity between nodes in order to simplify the
mathematical analysis. For example, all susceptible nodes with infected
neighbors are assumed to have the same probability of being infected in
the next time slot [107], [155], [170]. The oversimplification might limit
the applicability of models to real-world scenarios where individuals can
vary widely in terms of their connectivity and susceptibility to infection.
The work in [138] considered the quickest detection of the contagion
source estimation problem using a dynamic model based on noisy and
incomplete measurements.

Aside from the aforementioned epidemic spreading models, opinion
dynamics models in social networks have also been considered as a piece
of ideal information spreading models [1], [2], [148]. Another commonly
considered information-spreading model is the independent cascade (IC)
model proposed in [10]. The IC model has been widely used in the
literature to study information and contagion spreading in networks.
The study in [169] investigates the source detection problem using the
IC model and provides a maximum a posterior (MAP) based solution.
Moreover, the influence maximization problem is also considered in the
IC model [79], [80], [151]. The work in [119] considered an even more
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fundamental question: given a set of infected nodes and the underlying
network, can we distinguish whether this is an epidemic spreading or
just a randomly occurring illness among nodes?

In addition to source detection and influence maximization, other
issues like privacy protection, competitive information spreading and
noisy observation have been explored in the literature. For example,
works in [41]-[44] consider the problem of obfuscating the spreading
source in online social networks. By contrast, the work in [129] states
that when three or more independent snapshots are available, it is possi-
ble to correctly detect the source with a constant probability under the
adaptive diffusion model. A competitive information spreading problem
was studied using game theory in [99], which depicts two information
sources spreading conflicting information in opposition to one another
under a linear threshold model. Lastly, under the assumption of noisy ob-
servation, i.e., some infected nodes are undetectable (or asymptomatic),
the source detection problem is considered in [106]. The work in [22]
modeled the spreading of COVID-19 with asymptomatic cases, and
the works in [116], [117] addressed the problem of detecting cascading
phenomena in networked structures.

7.1.2 Open issues: Networks with Irregularities

In Section 4, we address some of the open issues associated with the
limitations in the models in [131]-[133] that assumes a countably infi-
nite number of susceptible users, i.e., an “infected” user always has a
susceptible neighbor. When this no longer holds, the analyses in [24],
[35], [63], [85], [131]—[133], [154] are no longer applicable. In practice,
the nonlinear features of the contagion source detection problem cannot
be ignored as the number of users is always countably finite (e.g., the
world’s population is about 7 billion), and online social network users
who receive but do not spread messages can be effectively modeled as
end vertices in the infection graph. Looking at the simplest case, irregu-
larities come in the form of a graph with cycles or a finite underlying
degree-regular graph where the end vertices (i.e., the susceptible users
with only a single neighbor) introduce nonlinearity to the constraint set
of the maximum likelihood estimation. Nonlinear irregularities can cause
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counter-intuitive results such as nodes near the graph boundary having
a higher likelihood than the graph center [161], [162]. Hence, the number
of such kinds of vertices and their locations in the graph significantly
shape spreading as well as the source detection performance.

In Section 4, we have resolved these special cases and used its solution
to design heuristics for graphs with more complex boundary effects.
The heuristics may have the advantage of computational efficiency but
are still suboptimal with respect to optimally solving the maximum
likelihood estimation problem. It will be important to establish some
form of optimal guarantees of the detection algorithms for the general
graph case. It is possible that some of these nonlinear effects can be
considered as outliers or may become negligible when the infection graph
grows sufficiently large. In such cases, a robust approach is to consider
heuristics based on the rumor centrality or the epidemic centrality as a
first approximation to attack the general problem and then to study
the gap in the estimation performance. In general, the contagion source
detection problem remains a very difficult problem to solve optimally,
and new theoretical advances beyond the current state-of-the-art are
needed.

7.1.3 Open issues: Statistical and Computational Challenges

The possibly unprecedented volume of data in the real-world applica-
tions can render the computational heuristics in [24], [35], [53], [85],
[131]-[133], [154] to be impractical. Novel analytical methods will be
needed to overcome the computational complexity barrier of solving the
contagion source detection problem in the regime when the infection
graph becomes very large. The network centrality as a statistical infer-
ence framework in this monograph only considers a static network whose
inherent graph-theoretic features do not change. It will be important to
generalize this to time-dependent networks where graph features can
change over time, possibly affecting the availability of network data for
statistical inference [33]. Finding the appropriate network centrality to
explain flow patterns or temporal scales of changes in the network to
solve stochastic optimization problems concerning the network will be
especially interesting.
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There are several computational challenges in this field that need
improvement due to statistical uncertainty, such as missing information
or a mismatch between algorithmic tuning and data statistics. Firstly,
processing large graphs can be challenging as their volume may reach
a point where it limits the computation of standard graph algorithms.
Secondly, data may have local and global statistical dependence, which
affects the problem-solving approach and solution quality. For example,
when the parameters of a spreading model depend on the underlying
network topology, finding a good solution for contagion source detection
requires understanding the data statistics. A viable solution would
consider the inherent statistics of the data for algorithmic tuning to
optimize the computational performance of large networks. A promising
area of research is leveraging machine learning techniques to exploit
statistical features without incurring significant information loss or
degraded solution quality [31], [76], [87].

7.2 Reverse and Forward Engineering

We explore how the application of network centrality as a statistical
inference framework can address problems and provide solutions in both
reverse and forward engineering contexts.

7.2.1 Reverse Engineering

When it comes to reverse engineering, the question is: What are the
statistical inference problem formulations related to spreading that a
well-known network centrality implicitly solves? The distance central-
ity and branch weight centrality, as demonstrated in this monograph,
can solve the contagion source detection problem [132]. Betweenness
centrality can tackle the single-vaccine estimation problem in [163].
The appropriate network centrality can concisely capture the impact
of adding or removing nodes as well as stochastic processes in the
graph. This concept can be linked to perturbation analysis in stochastic
programming and can be instrumental in comprehending the effect of
community in a network, such as how a specific network motif that has
been added or removed can impact spreading.
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Network centrality algorithms can compute exact or approximate
solutions to statistical inference optimization problems. For example, as
illustrated in this monograph, rumor centrality is optimal only when the
graph is a degree-regular tree, and otherwise serves as a good heuristic to
finding approximately good solution. A network centrality perspective
thus provides guiding principles on algorithm design even when the
original problem is hard to solve. In addition, the mathematical tools
of combinatorics, graph theory, probability theory and computational
complexity can quantify the performance of statistical inference in finite
and asymptotically large network regimes of massive graphs. The value
of reverse engineering thus lies in shedding theoretical insights into the
solvability and optimality of the problem concerned.

7.2.2 Forward Engineering

In the case of forward engineering, we ask: Given a stochastic optimiza-
tion formulation over a network, how to transform it or decompose it
to one whose subproblems are graph-theoretic and can utilize network
centrality, then solve or approximate the overall problem? Answering
these questions thus entails an algorithmic approach that seeks to sim-
plify the original problem, making the problem-solving methodology
scalable to accommodate practical situations and to invent new network
analytics [2], [19], [21], [26], [128], [136], [145], [152], [163]. For instance,
once it has been established that the rumor center (based on the rumor
centrality and optimal only for degree-regular tree graphs) is equivalent
to the distance center or the centroid in graph theory, this opens doors
to new algorithm design associated with new kinds of network centrality.
These algorithms can also serve as computationally efficient heuristics
to address general graphs. In essence, forward engineering enables the
theoretical axiomatization and reuse of pre-existing graph algorithms
2], [19], [21], [26], [128], [136], [145], [152], [163]. This enables proactive
intervention measures like node immunization against cascading out-
breaks in [19], [152], [163]. We illustrate this approach with the vaccine
centrality in [163].
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7.2.3 Vaccine Centrality for Proactive Intervention
Vaccine Centrality and Protection Node Placement

In this section, we formulate the problem of expected outage minimiza-
tion from cascading failures as a stochastic optimization problem over
a graph. Since the protection nodes are “immune” to the cascading
failure, the cascading failure is not able to spread through the protection
nodes, i.e., the graph is partitioned into several connected subgraphs
after removing all the protection nodes. The optimization problem of
interest is to evenly partition the graph into smaller subgraphs by plac-
ing the protection nodes. Consider modeling this network as an acyclic
connected graph with N nodes denoted by G . Let Vp be the set of
protection nodes in G protected by a vaccine. We let Expect(|G,|)
be the expectation of the number of failed nodes (i.e., the spread of
the cascading failure should it happen). Then, the protection node
placement problem can be formulated as follows:

minimize  Expect(|Ghn|) (7.1)

subject to |Vp| =k,

where k is the cardinality of the number of protection nodes. Now,
(7.1) is a stochastic program that is hard to solve in general. We shall
show that, when Gy has a tree topology, (7.1) can be simplified as a
deterministic problem that we can solve using the network centrality
which uses partially ordered sets (poset) in graphs in Section 7.2.3 to
identify the protection nodes. We call this the vaccine centrality for
solving the stochastic program in (7.1).

Optimality Characterization and Bounds

Let the C({Vp}) = (C’l{vp}, C’évp}, ey ,%VP}) be the sequence of con-
nected components after removing nodes in Vp from G (cf. Table 7.1).
Assume that the failure starts from a node v uniformly picked in Gy,
and that the cascading failure stops spreading once the failure affects
all nodes in its connected component. In this case, the number of nodes
being affected is the number of nodes in the connected component that
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Table 7.1: Glossary of key notations used in two main sections, namely Section
7.2.3 and Section 7.2.3, on partially ordered set-based results for causal inference
and the related stochastic optimization solution to minimize cascade spread graphs.

Notation Remark

E £(1G]) The expected size of a cascade spread graph G,
xpec n
that occurs randomly in Gn

Vp The set of nodes in G to be protected with the vaccine
Sequence of connected components after removing
Cc{vr}) :
all nodes in Vp from Gn
Centroid tree obtained recursively from the centroid
T decomposition of G . Particularly, T¢ is a tree
abstract data type and v*(7.) = v*(Gn).
(T Vaccine centrality of v defined as the size of the

subtree t’;*(TC) in T,.

contains v when all the nodes in Vp are removed from G . For example,
in Figure 2.3, if vy is protected, then Expect(|G,|) = 3-(3-3+3-3+1-0).
This multiplicative factor % is the probability of each node being picked
initially. On the righthand-side, 3 - 3 is the number of nodes being af-
fected by the cascading failure once it starts from vo, v4 or vs multiplied
by |{v2,v4, v5}|. Hence, the stochastic optimization problem in (7.1) can
be equivalently expressed as the following deterministic problem:

minimize (C’l{vp})2 + (C’;VP})2 ot (OfVPH2

VpCV(Gn) (7.2)

subject to |Vp| =k,

where the variable in this optimization problem is a set of nodes in G,
and m is the number of connected components after removing Vp from
GN.

In the following, we show how the centroid to (7.2) can be a feasible
solution to (7.2) and also demonstrate when it solves (7.2) optimally.
Now, the centroid v*(G ) is defined as:

v*(Gy) = arg 1;)11€iélzivmize 121%%{02’}. (7.3)
In (7.3), C? is the i-th connected component after removing v from Gy
and D is defined by max d,. Note that, if there is a node v such that

vEGN
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dy, = j < D, then we define C = 0 for j <17 < D. In particular, after
we have added a new auxiliary variable A € RP*! on (7.3), we obtain

D
o A - O
w2 NG
T - (7.4)
subject to A" 1 =1,
>\z > 07 =1, 7D
Let \; be defined as %, for i = 1...D. By the definition of C, we
D
have Z C? = N — 1. Hence, )  A; = 1, which implies A is feasible in
=1

(7.4). Then (7.4) becomes an upper bound to the optimal value of the
following problem:

vEGN

1 D
minimize N1 ; cy - Cy. (7.5)

Observe that (7.5) is the same as the form in (7.2) when k = 1. This
means that the centroid of Gy is a feasible (but suboptimal) solution for
the problem in (7.2) even if we only pick a single node as the protection
node. On the other hand, from the relationship between the ¢5-norm
and f,,-norm,

V(€2 +(C3)% + .+ (Ch)? > max C?.

1<i<D

Hence, we have

Cy C?
amin, 2OV = i o (C7F,
and we have thus established upper and lower bounds of the optimal
value in (7.2) given by

D
Ccy Cy N -1 Cy, 7.6
mmin wex (GO < 2 (C)° < (V=) min max G, (76)
where under the special case of k being 1, the centroid of Gy is the
optimal solution corresponding to the optimization problems in the
upper and lower bounds.
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Figure 7.1: An example illustrating that the centroid of G n is the optimal solution
for (7.2), the shaded node is the centroid of Gy .

Theorem 7.1. Let G be a graph such that the centroid v*(Gy) of Gy
is the only node with dy«(q,) > 2, i.e., for all v € Gn and v # v*(Gn),
d, < 2, then v*(Gy) is the optimal solution for (7.2) when k = 1.

Theorem 7.1 can be proved by considering a sufficient condition
of the optimality of v*(Gy): For any v € V(G,,), there is an integer
q such that, C? > C’;}*(GN) fori = 1,...,¢ and C? < C’f*(GN) for
i=q+1,...,dy where (CY",C%, ..., C&):*(GN)) is defined as above but

"(GN) > C;]*(GN) whenever 7 > j.

in decreasing order, i.e, C’Z}

From Theorem 7.1, we deduce that, under some special cases, the
centroid is indeed the optimal solution for (7.2). For example, in Figure
7.1, the shaded node is the centroid with degree d and there are d paths
connected to the centroid. Note that the length of each of these d paths

need not be the same.

Corollary 1. If G is a tree, then the optimal solution of the optimiza-
tion problem (7.2) when |Vp| = 1 is the node vz with the maximum
betweenness centrality. (See (2.11) for the definition of vg.)

Roughly speaking, the betweenness centrality [51] is proportional to
the number of times that a node acts as a “bridge” on the shortest path
for any two nodes in the graph. Since its inception in [51] in 1977, the
betweenness centrality is often used as a routine in popular algorithms
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for clustering and community identification and requires a complexity
of O(N + E(Gy)) space and runs in O(N - E(Gy)) time on general
graphs [13]. The centroid v*(G ) can possibly be regarded as a heuristic
approximation of the betweenness center vg. However, particularly for
the special case in Theorem 7.1, we have d(v*(Gy),vp) = 0.

Vaccine Centrality

In this section, we introduce the vaccine centrality of a given node in an
induced tree abstract data type (centroid tree) based on the well-known
graph decomposition method called the centroid decomposition [60],
[115]. Let G be a tree and 1. be the corresponding centroid tree.
The definition of the vaccine centrality of a given node v is defined by
\tg*(TC)\ on T,, where v*(7.) is the centroid of T,.. Note that the vaccine
centrality is only defined on T, instead of the original graph G, and
each node in G has a corresponding node in 7. Moreover, the centroid
of T, is also the centroid of Gy due to the construction rules of T..
Assume that v’s parent node is removed from G, then the vaccine
centrality of v measures how large a subtree of Gy can be decomposed
when v is removed. Note that v can only be chosen after its parent node
in T, was chosen. For example, in Figure 7.2, assume that node 1 is
removed from G . We have 21, 29 and 23 are children node of 1 in T,
and |t§:(Tc)| = 2, |t§;(Tc)| = 3 and |t§;(Tc)| = 6. Hence, after node 1 is
chosen to be protected, the next choice is 23, since it has the maximum
vaccine centrality, i.e., the protection of 23 can decompose the 6-nodes
subtree into smaller subtrees.

Approximation Algorithm for k£ Protection Nodes

So far, the results in Section 4 apply to acyclic graphs, i.e., networks with
a tree topology. For the general case of a graph with general topology,
e.g., having cycles, we use the Breadth First Search (BFS) heuristic. In
the BFS heuristic, we apply Algorithms 1, 6, and 7 on a BFS-induced
spanning tree, which is denoted as Tgfs, of Gn. The intuition is that
if the cascading failure starts from a node v, then this BF'S spanning
tree rooted at v would correspond to all the nearest neighbors of v
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being affected at the earliest time. Our k-protection placement algorithm
contains three parts, the first part is graph decomposition using centroid
decomposition. By leveraging the properties of the centroid of a tree,
at each recursion, we can decompose the tree into components that are
roughly balanced in size (i.e., each subtree component has a size less
than or equal to N/2).

The second part is to construct a centroid tree T, from the result
of the centroid decomposition. Note that T, is a tree rooted at the
first centroid, i.e., the centroid v*(Tgrs) of Tgrs, and the height(T;) <
logy, N + 1. Besides, each node in Tgrs has a corresponding node in 7¢
and v*(Tgrs) = v*(7%). In Algorithm 6, we denote the centroid found
in the previous level as v} iouspy -

The third part is selecting k£ nodes from Tgrg based on their vaccine
centrality on 7T.. We can use Algorithm 1 to compute |t5*(TC)\ for each
v € T,. For example, in Figure 7.2, t%2 =3 and t%s = 6. After computing
\tﬁ*@)\ for all v, we sort all the nodes in T, according to their \tﬁ*@)\
in a decreasing order. Let Sort, be the ordered list. Lastly, select the
first £ nodes in Sort, to be the protection nodes set.

In the following, we analyze the computational complexity and the
optimality of Algorithm 6 and 7 when G is a tree. In Algorithm 6, the
computational complexity of line 4 is O(|T’|) which is proved in the pre-
vious section. The recursion in line 13 executes at most O(logy N) times.
Hence, the computational complexity of Algorithm 6 is O(N log, V).
In Algorithm 7, line 2 is the message passing algorithm with complexity
O(N), and line 3 needs to sort N nodes with complexity O(N log, V).
In summary, the total computational complexity is O(N logs N).

Theorem 7.2. Let f({V,}) denote the objective function in (7.2) and
let V' denote the optimal solution of (7.2). When Gy is a tree, the
choice of V), in Algorithm 7 guarantees that

F{Ve) )
1< 505 < o

where k is the size of the protection set V}, and 0 < ¢ < 1 is a constant
such that £k =c- N.

In Theorem 7.2, it guarantees the performance of the Algorithm 7 in
the worst case. For comparison, we use a degree centrality-based heuristic
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Algorithm 6 Centroid Decomposition and Centroid Tree [163]

Initially set currentLV =0
CENTROID-DECOMPOSITION(T ,current LV vy, ..ioustv)
currentLV = currentLV +1

Compute the centroid v*(T") of T' (randomly pick one if there are
two centroids)

v*.lv = currentLV

Decompose 7' into several subtrees T}s by removing v*(T') from T
V(T.) = V(T) U{o*(T)}
if v*(T).lv # 1 then
E(TC) - E(TC) U {(U*(T)7 ,U;reviousLV)}
10: end if
11: for each subtree T; do
12 if |T;| > 1 then

13: CENTROID-DECOMPOSITION (T}, current LV v*(T'))
14:  else

15: v.lv = currentLV + 1, Vv € V(T})

16: V(T.) =V (T.) U{v}

i B(T) = E(T) U0, 0eonsn )}

18:  end if

19: end for

Algorithm 7 Construct a Set of k Protection Nodes Vp [163]
1: Input: T,, k, Set Vp ={ }
2: Compute tZ*(GN) for each v € T,
3: Let Sort, be the list of nodes in T, sorted in a decreasing order
according to £o" (Gn)
4: fori=1...k do
Vp = Vp U Sort, (Z)
6: end for
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centroid tree of G113

Figure 7.2: Example of centroid decomposition of G13 and the tree on the right is
the centroid tree from the centroid decomposition. After removing 1 from Gi3, we
have four connected components. For simplicity, the notation 2; for ¢ = 1,2, 3 are
equivalent to the notation v3 ; used in Section 7.2.3 which are the centroids in the
second recursion, and node 3; is the centroid from the third recursion.

that sorts all the nodes according to their degrees. Thus, the degree
centrality heuristic has O(N log V) computational complexity to select
the protection set. In the following, we give an example illustrating that
the performance of the degree-centrality heuristic cannot be bounded
above as the size of the protection set increases.

Example 7.1. Suppose G is composed of two balanced tree graphs
(e.g., the graph in Figure 2.3) rooted at v and u respectively and
connected by a path P = (p1,pa,...,p:t), where p; is a node on the path
for: =1,...,t. Note that v is adjacent to p; and u is adjacent to p;.
Assume the length of P is close to N, i.e., t is much larger than the
size of the two balanced trees on both sides. In this case, the optimal
strategy to place one protection node is to choose the node on the path
P, and the cost Expect(|G,|) will be w or w The output
of Algorithm 7 will be the same as the optimal solution. However, the
degree centrality heuristic will output either v or u, and Expect(|G,|)
is around N2. When the number of protection nodes increases, the
output of the degree centrality heuristic will not change too much until
it starts to select the node on the path. On the contrary, Expect(|G,|)
of Algorithm 7 is bounded above by % due to the property of the
centroid.

In summary, forward engineering is characterized by its use of op-
timization formulation to model practical defense approaches against
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contagion. For instance, in [163], minimizing the spread of contagion
through the use of vaccine centrality can help avert systemic cascad-
ing failures in networked infrastructures, and this approach can be
adapted to address other types of contagions as well. By defining an
appropriate objective function, it becomes possible to leverage approzx-
imation algorithms to solve statistical inference problems. The work
in [118] considers prioritization policies to optimize the sequence of
tracing using a tool from operations research called a “branching ban-
dit”. Additionally, careful selection of optimization constraints enables
systematic decoupling and decomposition of the original optimization
problem into smaller, more manageable sub-problems. By using graph
decomposition and search algorithms, such as pruning or clustering,
it is possible to further simplify the constraint sets and facilitate the
design of algorithmic methods with lower complexity. Ultimately, the
value of forward engineering lies in its ability to facilitate algorithm
design and computational aspects of optimization problem formulation.

7.3 Machine Learning Approach

Machine learning techniques can be used to address computational
challenges associated with uncertainties in solving (3.2). For example,
a contact tracer may not have the full contagion networked data at
the early stage of an epidemic. This means that the contagion graph
Gy in (3.2) and the infection spreading dynamics are assumed to be
unknown to a contact tracer. This is the chief uncertainty faced by all
contact tracers, who therefore have to adopt a strategy to collect this
data starting from an index case (i.e., the first documented infected
person) and trace his or her close contacts and so on.

Machine learning algorithms have the potential to improve the pre-
dictive power of statistical inference in complex network topology by
leveraging different network centrality measures to capture statistical
measures. Machine learning-based algorithms can reduce generalization
errors by using data-driven models that generalize well for new data.
Additionally, these models can provide insight into how future epidemics
spread and be utilized to design early warning systems. Recent advance-
ments in machine learning, including deep learning and graph neural
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Forward Backward o
contact tracing contact tracing

O Infected node
9 . QO Susceptible node
o o e (O Subgraph superspreader
QO Infected node in contact
> e e ’ tracing network
==-Index case .
Epidemic network Contact tracing network The most likely superspreader

in the contact tracing network

Figure 7.3: Illustrating a contagion graph network Go with nine infections (shaded
nodes) whose numbering indicates the infection order starts from the ground truth,
i.e., the real superspreader. The contact tracing network G4 (within a dotted circle)
starts from the index case node vg (blue arrows show the tracing directions) by
forward contact tracing. The backward contact tracing is to find the node in Gg that
is most likely to be the superspreader.

networks, can be particularly useful for addressing uncertainties in data
when solving complex problems like (3.2), which we describe in more
detail following the work in [20], [143] below.

At various stages of contact tracing, we model an instantaneous
snapshot of a subgraph of G in (3.2) that we call the contact tracing
network being harvested. This contact tracing network grows by one
(infected) node at each stage. If the traced node is infected, we continue
to trace the node’s neighbors. Otherwise, we stop tracing along this
node. Let GG;, denote the contact tracing network with n nodes at the
n-th stage of tracing (the index case is G1). Obviously, G, C Gy C G.
Contact tracing aims to find the node in G that is most likely to be
the superspreader, as shown in Figure 7.3. However, the superspreader
may not yet be in GG,,, meaning that the contact tracing effort is still in
its early stage or not fast enough (relative to the pandemic spreading
speed). In such a case, backward contact tracing should yield an estimate
as close as possible to this most-likely superspreader. In other words,
given the available data at the n-th stage, the contact tracer finds the
node in G, that is the fewest number of hops away from the most-likely
superspreader in Gy (i.e., the optimal maximum likelihood estimate
had this Gy been given entirely upfront to the contact tracer as has
been first studied in [132]).
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Given the data GG, harvested by contact tracing at the n-th stage,
we have the following maximume-likelihood estimation problem:

0 € arg . P(Gp|v), (7.7)
where P(G,|v) is the likelihood function and ¢ is the most likely super-
spreader of the outbreak. The key challenge is that G is unknown to
the contact tracer, who has to consider the following:

Forward contact tracing: How can the contact tracing network be
constructed efficiently starting from a given index case?

Backward contact tracing: How to solve (7.7) to give the best instan-
taneous estimate of the superspreader given the data?

Answering both the forward and backward contact tracing jointly
constitutes an iterative statistical inference process to track the most-
likely superspreader in the entire contagion network. Specifically, to
answer the forward contact tracing problem, it is a natural idea to
grow the contact tracing network with a breadth-first search (BFS)
or depth-first search (DFS) graph traversal algorithm from the index
case. To answer the backward contact tracing problem, let us suppose
that a given node in G,, is assumed to be the superspreader. Then,
starting from that node, there are a number of possible ways to infect
all the other nodes consistent with G,, harvested by contact tracing
at the n-th stage. Even though G is unknown, the contact tracer
starts from the index case (G; and collects more data in a forward
manner (i.e., enlarging G,, in (7.7)), the contact tracer also predicts the
superspreader for that instant by solving (7.7). Intuitively, as the contact
tracing subgraph G,, grows, the contact tracer desires this prediction
to be closer (in terms of the number of hops in Gy) to the most-likely
superspreader in G . A question arises: how should G,, grow in forward
contact tracing? The authors in [20], [143] proposed to enlarge G,, using
the BFS and DFS graph traversal algorithms. Solving (7.7) thus can be
viewed interestingly as solving a maze where G is the maze topology.
The solver (i.e., contact tracer) has no prior knowledge of this maze
whose starting point and exit point correspond to v} (initial index case)
and v} (maximum-likelihood estimate had G been known a priori)
respectively. The nth step in this maze corresponds to the centroid
of a rooted tree G,,. Forward contact tracing and backward contact
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tracing are thus analogous to the process of maze exploration and maze
traversal, respectively [20], [143].

Another strength of machine learning is feature representation that
can capture statistical features critical to contagion source detection
and lead to algorithms with better computational performance [156].
Automated machine learning (Auto ML) can be used to learn the
underlying statistics of the spreading process to improve the algorithmic
tuning of machine learning algorithms or message passing algorithms
for massive graph dataset (cf. MEGA framework in [66]). It is an open
issue on how to establish fundamental performance tradeoff curves
to exploit statistical graph features for algorithmic speedup without
incurring significant information loss or degraded solution quality. A
machine learning approach to the framework of network centrality as
statistical inference can connect graph algorithms with the message
passing paradigm (e.g., graphical models and causal inference [50], [113])
and with other techniques and algorithms in graph neural networks and
graph signal processing [39], [123], which include methods for sampling,
filtering or learning over graphs.

7.4 Conclusions and Remarks

We have presented the contagion source detection problem that finds
applications in digital contact tracing and rumor source detection in
epidemics and infodemics, respectively. We introduced the framework
of Network Centrality as Statistical Inference to provide a theoretically
sound and computationally efficient approach to applying inferential
statistics to spreading in networks. New network centralities, such as ru-
mor and epidemic centrality, can characterize the global optimal solution
of maximum-likelihood estimation with graph constraints associated
with spreading in networks.

The thesis is to treat practical algorithms in the field of digital
contact tracing or rumor source detection in cyberspace as distributed
solutions for finding the contagion source. The approach of reverse engi-
neering a network centrality (e.g., distance centrality, rumor centrality,
and epidemic centrality) provides a design strategy based on theory,
where a suitable function for estimation or detection is identified first
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and then a message-passing algorithm is developed as a distributed
solution to certain statistical inference optimization problems. Forward
engineering a network centrality refers to a top-down approach of us-
ing a network centrality to solve an optimization problem with graph
constraints. Examples of such approaches are the harmonic influence
centrality and the vaccine centrality, which can be employed to design
node placement strategies for protecting against viral spreading. Net-
work centrality-based solutions can provide a good approximation to
solving these optimization problems and guidelines on scalable algorithm
design (e.g., distributed message passing algorithms) for large networks.
The benefit of this approach is that the surveillance of spreading in the
network is computationally efficient, scalable, and stable.

The framework of “network centrality as statistical inference” is a
powerful tool for algorithm design, and has implications beyond the
analysis of network centrality and has connections to other disciplines,
such as machine learning and graph signal processing. By leveraging
the confluence of these research directions, we can gain a deeper un-
derstanding of the spread of contagions in large networks and develop
techniques for monitoring and mitigating their impact, as has been
observed in the last 15 years of research in this field.

Many of the mathematical and algorithmic challenges discussed in
this monograph are driven by the requirements of epidemic control
like digital contact tracing and infodemic risk management. Addressing
these challenges would necessitate the development of novel modeling
techniques, theoretical advancements, mathematical tools and data-
driven methods, which in turn would contribute to the advancement of
technology to analyze past contagion behaviors and effectively combat
newly emerging contagions.
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