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ABSTRACT

The practice of code reuse is crucial in software development for a
faster and more efficient development lifecycle. In reality, however,
code reuse practices lack proper control, resulting in issues such as
vulnerability propagation and intellectual property infringements.
Assembly clone search, a critical shift-right defence mechanism,
has been effective in identifying vulnerable code resulting from
reuse in released executables. Recent studies on assembly clone
search demonstrate a trend towards using machine learning-based
methods to match assembly code variants produced by different
toolchains. However, these methods are limited to what they learn
from a small number of toolchain variants used in training, ren-
dering them inapplicable to unseen architectures and their corre-
sponding compilation toolchain variants.

This paper presents the first study on the problem of assembly
clone search with unseen architectures and libraries. We propose
incorporating human common knowledge through large-scale pre-
trained natural language models, in the form of transfer learning,
into current learning-based approaches for assembly clone search.
Transfer learning can aid in addressing the limitations of the exist-
ing approaches, as it can bring in broader knowledge from human
experts in assembly code. We further address the sequence limit
issue by proposing a reinforcement learning agent to remove un-
necessary and redundant tokens. Coupled with a new Variational
Information Bottleneck learning strategy, the proposed system min-
imizes the reliance on potential indicators of architectures and
optimization settings, for a better generalization of unseen architec-
tures. We simulate the unseen architecture clone search scenarios
and the experimental results show the effectiveness of the proposed
approach against the state-of-the-art solutions.
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1 INTRODUCTION

The concept of copying code is crucial in software development
and is commonly referred to as “code reuse”, as noted in [30, 43].
This involves using parts of software that encapsulate functionality
or lines of code from pre-existing systems [30]. Implementing a
high-quality code reuse policy can lead to faster and more efficient
development, as well as more maintainable software [43]. In reality,
however, many code reuse practices lack proper quality manage-
ment, resulting in issues such as vulnerability propagation and
intellectual property infringements. The complexity of the software
supply chain, coupled with the widespread use of open-source third-
party libraries, exacerbate this issue. It is not uncommon to discover
multiple instances of the same vulnerable code across firmware
releases!.

Assembly clone search is a critical shift-right defence mecha-
nism that aims to identify vulnerable code resulting from reuse
in released executables. It is designed to locate known vulnerable
code in released software through searching. It has proven effective
in various security-related challenges, including identifying soft-
ware plagiarism [34], detecting injected malware [10], searching for
existing vulnerabilities in software or firmware images of IoT de-
vices [9, 16], and identifying performance issues, such as increased
resource consumption, and in patches [24]. For a practical clone
search system, a scalable and robust matching approach is neces-
sary to compare diverse assembly code variants of the same source
code, generated by different compilers and optimization techniques
specific to different processor architectures [16, 23, 38].

Recent studies on assembly clone search demonstrate a trend
toward using machine learning-based methods to match assembly
code variants produced by different toolchains. This is due to the
inefficiency and limited coverage that result from relying solely
on human knowledge [23]. Deep learning models, such as GEmM-
INT [49], AsmM2VEc [17], and the ORDER MATTERS model [51], are
utilized to create assembly embeddings by leveraging assembly
functions and Control-Flow Graphs (CFGs). In addition, Natural
Language Processing (NLP) strategies are employed in SAFE [35]
and PALMTREE [33] to improve efficiency and generalizability in
cross-platform detection.

1See: The Firmware Supply-Chain Security is broken: Can we fix it?
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Figure 1: When deploying assembly clone search engines,
out-of-domain issues arise. This occurs when certain archi-
tectures and libraries are not accessible during the train-
ing process, which is limited by access to compilers and the
difficulty of encompassing all potential architectures. The
objective is to acquire knowledge from a specific set of archi-
tectures and libraries, and then apply it to previously unseen
ones.

These methods allow models to learn directly from data. How-
ever, they are generally limited to what they can learn from, i.e., a
small number of toolchain variants used in training. For instance,
the ORDER MATTERs model [51] can accurately match x86 and ARM
assembly code after training on known pairs of assembly code vari-
ants. Nevertheless, a range of toolchain variants exists in the wild,
including ARMv4, MIPS series, and Motorola MCé68 series. Many
of these low-resource or proprietary processor toolchains limit the
capacity to generate training data, rendering the system inapplica-
ble to unseen architectures and their corresponding compilation
toolchains. Moreover, systems such as PALMTREE and AsM2VEC
are trained and tested on different function pairs from the same
set of libraries, leading to performance degradation when making
inferences on unseen libraries. We term this practical challenge in
assembly clone search out-of-domain architecture and libraries,
as illustrated in Figure 1. Assembly clone search faces significant
challenges as a shift-right solution, due to this issue. Certain hard-
ware vendors, for instance, develop firmware for various devices
such as webcams, VoIP phones, and wireless routers using the same
code base, but each device has a different CPU architecture [39].

At its core, the previously mentioned problem with current
learning-based approaches stems from their sole reliance on task-
specific data, without incorporating the broader knowledge of hu-
man experts in assembly code. Consider a reverse engineer who
can begin comprehending an assembly code fragment of a new pro-
cessor architecture, without consulting the manual. This individual
has a general understanding of how assembly code operates and can
identify similarities in instructions compared to those they already
know. Incorporating such expert knowledge can aid in addressing
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the limitations of the existing learning-based approaches. A reverse
engineer does not simply learn from “assembly code,” but rather
through years of education and practical experience. In machine
learning, this falls within the transfer learning paradigm for domain
adaptation. Natural Language Processing (NLP) techniques, includ-
ing ChatGPT models, have exhibited tremendous accomplishments
in transfer learning. These models excel at comprehending natural
language text data in general and solving domain-specific tasks,
such as programming, through downstream training.

This study simulates real-world scenarios of out-of-domain as-
sembly clone search and explores the potential of utilizing large-
scale language models pre-trained on general text data. Unlike
previous models that solely rely on assembly code, such as the
ORDER MATTERs model, our study employs pre-trained models on
natural language text data and treats assembly code as text data. By
being trained on a small number of assembly code pairs based on
x86 and ARM, some pre-trained models demonstrate high accuracy
(>85%) in matching unknown architectures, such as MIPS and Pow-
erPC. We further improve the model’s performance by considering
the limitations of the pre-trained model: L1 - sequence length
limit and L2 - information compression.

To tackle L1, we propose the Removal module, a reinforcement
learning agent that aims to eliminate noise tokens from assembly
code. While a typical pre-trained natural language model is limited
by a sequence length cap of 800 words, an assembly function can be
considerably longer than regular text paragraphs. Function inlining,
compiler-specific injected code, and code duplication induced by
the compiler optimization process expose substantial opportuni-
ties to effectively increase the sequence length, while retaining
the crucial elements of the code sequence as the input to the pre-
trained natural language model. For L2, we propose modifying
the Variational Information Bottle (VIB) [4, 46] learning method
to compress the information learned about the code architecture
and optimization settings. Since the model should be capable of
matching code of unseen architectures, we treat the assembly code’s
architectures and optimizations as nuisance information. The goal
of the learning is to “forget” this information and minimize the
input information regarding those factors. In this paper, we make
the following contributions:

e We propose to integrate common human knowledge into the
learning process for assembly code similarity. We adopt pre-
trained natural language models on text data using the transfer
learning paradigm, where assembly code is treated as plain text
data.

e In order to overcome the sequence length limitation of the pre-
trained natural language model (L1), we propose using a rein-
forcement learning agent that is capable of eliminating noisy and
redundant tokens via a policy gradient algorithm.

o In order to enhance the model’s resilience to out-of-domain ar-
chitectures and libraries (L2), we introduce a novel approach:
Conditional Variational Information Bottleneck (CVIB) learn-
ing, where conditions are used only during the training step.
This method ensures that the model minimally relies on input
information that could serve as indicators of architectures and
optimization settings.



Pluvio: Assembly Clone Search for Out-of-domain Architectures and Libraries

e We simulate the real-life out-of-domain scenarios and benchmark
state-of-the-art methods for clone search. Our result demon-
strates the effectiveness of transfer learning, the proposed Re-
moval module, and the new CVIB (conditions in training only)
approach?.

The rest of this paper is structured as follows. Section 2 provides

a more thorough review of the relevant state-of-the-art methods for

assembly code similarity detection. Section 3 elaborates the general

design of Pluvio. Section 4 presents our experimental setup and
results. Finally Section 5 concludes this paper.

2 RELATED WORK

Assembly code similarity detection has important cybersecurity ap-

plications. Traditionally, structural or syntactic features/representations

such as CFGs from assembly code, and use them to match two as-
sembly code fragments by calculating their similarity degrees. The
shortcomings of these methods are their high computational cost
and inefficiency. Recent techniques use an alternative way to extract
representations from assembly functions. They automatically pro-
duce embeddings, which are real-valued feature vectors [23], from
input assembly code. Xu et al. [49] propose a GNN-based model,
called GEMINI, which uses extracted graph embeddings for anno-
tated CFG blocks (a CFG that has nodes annotated with particular
fundamental block attributes [23]) of assembly functions for detec-
tion. However, the input features for this method are still manually
selected, which is ineffective and time-consuming, especially for as-
sembly code for different architectures and from different vendors.
Research attention is now shifting to semantic similarity, which
captures if the functionalities of two compared assembly code frag-
ments are identical [23]. Other techniques rely on instruction or
raw byte co-occurrence rather than manually selected features [23].

Hence, people apply Natural Language Processing (NLP) to gen-
erate assembly code embeddings. In brief, word co-occurrence can
be captured in word embeddings, so the embedding of a whole
sentence can be built based on it. Zuo et al. [52] adopt an analogous
strategy, considering a token as a word and a block as a sentence,
and encode the semantic vector of a phrase using LSTM. Unlike
the aforementioned approaches, Ding et al. [17] build Asm2VEc. It
uses the PV-DM model [32] to concurrently produce instruction
embeddings and an embedding for the function comprising these
instructions to identify comparable functions in assembly code.
AsM2VEc [17] overcomes the problem in recent works that fail
to consider the relationships between features and identify those
unique patterns that can statistically distinguish assembly functions.
However, hardware platforms and systems have various specifica-
tions and requirements. Thus, when assembly programs comply
with different hardware platforms, they have different architectures
and they are not compatible with each other. In this case, even
though Asm2VEc leads a promising way to handle assembly code,
it losses generalizability, since it fails to pass the cross-architecture
test. Massarelli et al. [35] utilize strategies in the NLP domain as well
and propose the SAFE model, as an extended variation of GEMINT.
It uses the word2vec model to create the embedding of assembly
functions and a self-attentive neural network to generate block
embeddings. It was trained by millions of lines of assembly code.

Zsource code and data will be publicly available if the paper moves to the next stage

Although this method achieves higher efficiency and generalizabil-
ity than prior work, as it detects stripped and cross-architecture
assembly code, it leaves much room to improve.

Li et al. [33] propose a BERT-based model called PALMTREE, an
assembly language model pre-trained by three self-supervised tasks
on large-scale datasets to generate embeddings of instructions for
similarity detection. Unlike previous methods, it divides instruc-
tions into precise fundamental components. PALMTREE outperforms
previous methods in outlier detection and basic block similarity
search, but it still fails to consider the real-world testing cases of as-
sembly codes that are complied for different architectures, vendors,
and optimizations. Realizing this problem, Yu et al. [51] propose
a semantic-aware neural network, the ORDER MATTERS method.
It is pre-trained by three different levels of tasks. A BERT model
extracts semantic-aware embeddings from blocks and is then fol-
lowed by a GNN model that collects structural-aware embeddings.
Moreover, they use a CNN model on adjacent matrices of CFGs to
capture the order information as an order-aware embedding. At
last, an MLP layer is used to concatenate all embeddings to com-
pute the final graph embedding. The ORDER MATTERs method [51]
outperforms many previous approaches and is somewhat robust
for cross-architecture. Nevertheless, it only supports two different
platforms (x86 and ARM) and it does not fulfil our standards, since
it still performs poorly in out-of-domain testing.

3 RESEARCH METHODOLOGY

We implement a novel and robust model for assembly code clone
search at the semantic/functional level with high accuracy against
out-of-domain architectures and libraries, as well as inlining func-
tions with compiler-injected code. Our proposed model, named Plu-
vio, has the following components: a pretrained natural language
model based on MPNet [44], a tokenizer, denoted by MPNetTok-
enizer, and an encoder denoted by MPNetEmbedder. Furthermore, it
has a reinforcement learning agent model, denoted by Removal, to
remove noise tokens from inlining functions and injected code, and
an encoder and decoder based on the novel technique, Conditional
Variational Information Bottleneck (CVIB), for conditions in train-
ing only, denoted by CVIBEncoder and CVIBDecoder, to capture the
key representations of instructions regardless of their architectures,
libraries, and optimizations. Moreover, we train Pluvio on a set of
assembly function pairs and utilize three different loss functions, co-
sine similarity loss [41], denoted as Lcos_sim, reinforce learning loss,
denoted as Lgr, and information loss, denoted as Leyp. Finally,
we apply f1 and ff2, known as Lagrange parameters, to control the
learning rate of Lgy, and Lcy g, so the overall loss function, L0,
is defined as

Lpluvio = Leos_sim + P1 - Lr + B2 - Levis (1)

The following sections thoroughly explain each of these compo-
nents and Figure 2 depicts an overview of the Pluvio architecture.

The input for training Pluvio is a pair of assembly instruction
sequences denoted by I, and I, with the ground truth y ., that is
either 1 (similar) or 0 (dissimilar). The output sscore is the similarity
score of the pair I, and I,. The goal is to learn a function f that is
able to encode I, and I, into a pair of fixed-length encodings Z, and
Zyp. Then, the function f can map two assembly instructions to their
similarity score sscore: f : (Ig,Ip) € D — (Zg,Zp) — sscore € R
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Figure 2: The Structural Overview of Pluvio. A pair of assembly instruction sequences I, and I, are fed into the MPNet tokenizer
that outputs the tokens ids (T; and T) and attention masks (M, and M) for both instructions. Then, the Removal agent model
will select the optimal tokens by removing the noise tokens from functions inlining and compiler-injected code. Afterwards,
based on embeddings E, and Ej, created by the MPNet Embedder, a CVIB Encoder with conditions I, and [, will generate
instruction encodings Z, and z; by removing the nuisance information from the optimizations and architectures. At last, the
semantic search method is adopted to calculate the similarity score sscore of two encodings.

where sscore € [0, 1]. The set D represents the pair-wise out-of-
domain testing data from different architectures, libraries, or both
(as illustrated in the right half of Figure 1).

3.1 Pre-trained Natural Language Model

In the NLP domain, the semantic similarity of a pair of texts in
natural languages can be determined by calculating the similarity
degree of their embeddings [2]. We capture tokens from assem-
bly instructions, rather than from their CFGs and their adjacency
matrices, to reduce the effect of noisy information from various
architectures, libraries, and compiler optimizations [33]. Similar to
natural languages, instructions can be treated as a sentence and
tokens as words. Thus, we feed our pre-trained natural language
model a long string (an instruction sequence of one assembly func-
tion) as input and then either tokenize or encode it for the sscore
calculation.

As a breakthrough in language modelling introduced in 2017,
a Transformer [48] consists of a point-wise and fully connected
encoder and decoder. It uses a multi-head attention algorithm to
connect the encoder and decoder, and constructs representations of
its input and output purely utilizing self-attention, without convo-
lution or a sequence-aligned recurrent neural network [48]. Taking
advantage of Transformer, BERT [15], mainly pertained by masked
language modelling (MLM), shows its great potential in dealing with
NLP problems [41]. However, MLM effectively uses the bidirectional
context of masked tokens, but it overlooks the dependence between
the masked tokens [50]. Introduced by XLNet [50], the permuted
language modelling (PLM) is another powerful pre-training tool
that captures the dependencies among tokens, but loses positional
information of the full sentence [44]. To leverage the strengths
of MLM and PLM and alleviate their shortcomings, masked and
permuted language modelling (MPNet) [44] is proposed in 2020.
In addition to considering the interdependence of the predicted
tokens using PLM, MPNET also uses the positions of all tokens as
input to enable the model to know the positional information for all

tokens, which addresses the issues in BERT [15] and XLNet [44, 50].
In addition, MPNet is pre-trained on a huge text corpus, around
160GB of data.

To understand the mechanism of MPNet [44], we first need
to know how MLM and PLM work. While training, MLM masks
predictable tokens and moves them to the rightmost position of the
whole input sentence. For PLM, it will first permute tokens of the
sentence and select the rightmost tokens as predicted tokens. Based
on this, both MLM and PLM have a unified view that the predicted
tokens are all put at the end of input sentences [44]. Employing the
techniques in MLM and PLM, MPNet [44] has the structure shown
in Figure 3. MPNet tries to maximize the following objective while
pre-training model 6 [44].

n
EzeZn Z 10gP(xzt |xz<t>Mz>c;9) (2)
t=c+1

As can be seen in Figure 3, X, is the input token and Py, is the
corresponding position information. The permuted input sequence
is X ... Xz and ¢ in Equation 2 denotes the number of non-predicted
tokens. Thus, the predicted part is X ... X; and the rest of the tokens
(xz<t = X4 ... Xp) are the non-predicted. MPNet utilizes mask to-
kens [m] of the predicted part as input as well, corresponding to the
mz> part in the objective equation. Then, MPNet extracts represen-
tations from the input tokens (Xg ... Xp [m] ... [m]), by bidirectional
modelling [15, 44], shown by the grey lines in the Transformer in
Figure 3. The blue and green lines in Figure 3 represents the two-
stream (content and query) self-attention [50] technologies that
MPNet uses to predict tokens (X ... Xz) [44]. Leveraging the advan-
tages of MLM and PLM, MPNet uses all the position information to
obtain an overall view of the input [44], which makes it an ideal lan-
guage model to extract semantic/functional representations from
instructions.

We extract the first MPNet model from a pre-trained sentence
transformer published by Hugging Face [25], called all-mpnet-base-
v2 model. all-mpnet-base-v2 is built based on the MPNet-base [44]
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and fine-tuned on a one billion pairs dataset using a contrastive
learning objective (train the model to identify which of a group of
randomly picked other sentences was genuinely matched with a
specific phrase in the dataset given a sentence from the pair) [19].
It contains both MPNetTokenizer and MPNetEmbedder.

Transformer

EJl

Positions

+ 4+ i+ +:i+ 4+
Tokens Xo 0 Xy [m] - [m] X, | - | Xy

Figure 3: The structural Illustration of the MPNet Model. The
leftmost inputs are non-predicted tokens and the rightmost
tokens are selected as predicted tokens. The middle masks
are the mask tokens of the predicted tokens. All the tokens
along with their corresponding positions are fed into the
model. Utilizing the MLM and PLM methods and the two-
stream self-attention technologies, the MPNet model extracts
representations via a bidirectional model.

3.2 Subsequence Removal

Removal aims to remove the noise tokens from assembly code,
caused by function inlining and compiler-injected codes. Function
inlining [3], also known as function inline expansion or function
inlining optimization, is a compiler optimization method that sub-
stitutes the actual body of the function for a function call at the call
site during compilation [11, 28]. This involves inserting the func-
tion’s code at the call site rather than creating a separate function
call instruction and jumping to the function’s address in memory,
therefore avoiding the cost of the function call and enhancing ef-
ficiency [21, 23, 28]. Also, this method can remove the time and
memory overheads that are caused when calling functions, due to
the stacking of arguments, the saving and restoring of registers, and
the jumping to and from the function [26]. Moreover, some com-
pilers only allow the inlining of functions that have already been
defined in the file. Others first parse the full file so that functions
defined after a call site may also be inlined. Yet other compilers
permit the inlining of functions that have been declared in separate
files [13]. Programmers have little or no control over which func-
tions are inlined [11]. Besides, compiler-injected code is another
problem. Similar to functions inlining, compilers may replace or
inject additional code into the original function during compilation.

This is frequently done to incorporate specific language features or
for optimization considerations. A compiler could inject extra code,
for instance, to optimize memory utilization or boost speed. Addi-
tionally, the compiler could add code to carry out bounds checking,
memory access validation, or other security checks to protect the
program.

To remove the above noise tokens from the instruction sequence
tokens, we place the Removal model following the MPNet tokenizer,
which adopts Reinforcement Learning (RL). Reinforcement learn-
ing, as a branch of machine learning, is concerned with teaching an
agent how to operate in a given environment in a way that would
maximize a cumulative reward signal, known as a discounted re-
ward, denoted by G;. In reinforcement learning, an agent model
performs an action in the environment and receives feedback in the
form of rewards or punishments. The agent can learn an optimal
policy by the time the projected cumulative reward reaches the
maximum over time [27].

The agent is related to its environment in the traditional RL
paradigm through observation/perception and action. Typically,
the agent consists of a set of environment states, denoted as S, and
a set of actions, denoted as A. Then, it receives an input, o, the
observation of the environment’s current state, s, at each stage of
interaction [27]. The type of observation we employed is referred
to as complete observation, which gives the agent comprehensive
knowledge of the condition of the environment. The agent then
decides which action (a) it produces as output and will get an
immediate reward, R, once making an action. R,(s, s”) defines the
reward after transition from s to s’ with action a. Moreover, the
environment will typically alter as a result of the agent’s action. The
agent is informed of the immediate reward and the following s” after
making a decision, but is not informed of the action that would
have been in its greatest long-term interest [27]. While making
decisions about actions, the agent first distributes probabilities on
each possible action and chooses the one with the largest probability.
In this case, the agent actively gains relevant experience regarding
the potential environmental states, actions, and rewards. Therefore,
finding the optimal policy 7 for choosing actions that maximize a
long-term reward signal is the aim of a reinforcement learning agent.
Given the condition of the environment at time ¢, the policy is often
expressed as a probability distribution across possible actions [27,
45]. The formula of the policy below

m(as) =Plar =als =s) ®)

shows the probability distribution P if agent takes action a given
the states s at time ¢.

However, our agent plays only a one-step (t = 1) game, which
means there are no iterations of actions, discounted factors, etc. Fig-
ure 4 shows the architecture of Removal. Overall, the model consists
of two layers and an activation function. The inputs, or observa-
tions/perceptions, of the agent model, are the environment states
0 = s = S. Observations are the token IDs in our case, denoted by T,
of tokenized instructions (the number of T equals the max sequence
length, denoted by LSp4x, of MPNetTokenizer). In other words, our
agent model has a set of LS;;,4x independent decisions to choose
from and each of the decisions (tokens) is a distributed probability
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Figure 4: The Structural Illustration of the Removal Agent Model. The token ids and attention mask tokens are fed into the
Removal agent model consisting of an embedding layer, a convolutional layer, and a softmax activation function. To remove
the noise tokens of the inlining functions and injected code in instructions, the agent model selects top-k tokens and adds

them to the sentence features as the output.

and the whole set of distributions is denoted by P. From Figure 4, to-
ken IDs T are fed into the embedding layer of MPNetEmbedder, then
into the 1D convolution layer (in_channels=768, out_channels=1,
kernel_size=3, padding="same"). After applying the Softmax func-
tion, we obtain the probability distribution P in the same shape as
T.

Afterwards, instead of taking one optimal decision from P, our
agent selected the top-k tokens (k equals the input sequence limit
of the MPNetEmbedder) with the largest probabilities, denoted by
Pyopk- as output policy, , and also outputs indices of P;, k., denoted
by I;opk- It then maps I, on T and M to extract the corresponding
token ids and attention masks. Additionally, every batch’s values
in Pyopk are summed up and we have the summed probability
distribution, denoted by p. Last, Removal outputs features (T, M,
and p). As one inserted model after the MPNetTokenizer, the Removal
is trained with the MPNet model.

3.3 Cosine Similarity Loss

To train Pluvio, we adopt the cosine similarity loss [41] as one of
our loss functions. In the NLP domain, it is frequently used to gauge
textual similarity [22]. The measure of cosine similarity is the cosine
of the angle between the vectors, or the dot product of the vectors
divided by the product of their lengths and the similarity degree
value is always in the range [-1, 1]. The mathematical expression
of cosine similarity given a pair of instruction embeddings, E, and
Ej, that have i components is [1]

E,-E n E.:Ep;:
cos_sim(Eq, Ep) = a’“b  _ 2=y EaiEpi

IEall - IEsll 2
“ er'lzl Eai

The loss function then computes the Mean Squared Error (MSE)
to measure the difference between the actual label, y 44,41, and
cos_sim(Eg, Ep,) as the cosine similarity loss [41]. The mean squared
error is an assessor for classifiers or predictors, which evaluates the
average squared variation between the vector value of the actual
label [7]. Our objective is to minimize the cosine similarity loss [41],

which we compute by
Leos_sim = MSE(Ygctyal — cos_sim(Eq, Ep))
= |Yactual ~ COS_Sim(EaaEb)Hz

Eq-E, |?
Yactual ~ 75 1 o0
lEall - IEpI

©)

3.4 Reward Function and Policy Gradient

As we discussed, in reinforcement learning, the agent model is
informed of the immediate reward (R) after taking an action a [27].
Rewards are essential in reinforcement learning because they en-
courage agents to learn and explore. Without incentives, agents
would have no means of recognizing which controls are crucial and
they would be unlikely to progress in accomplishing their given
job or resolving a particular control issue. We define the reward as
1
R —

Lcos_sim

(6)

However, in a one-step game, rather than the action iteration, the
agent gives the first action as policy. Thus, the first immediate
reward is the discounted reward (G; = R).

The agent model (Removal) cannot directly learn from the reward,
because the reward value function is non-differentiable. Therefore,
the loss function that is differentiable and related to the model pa-
rameters is essential to reinforce learning, since it can compute the
policy gradient value for training. In general, the RL loss function
is [47]

H
Lgy = —Zv5 log ms(az | s¢) - Gy 7)

=0
which formulates the sum of the gradient of the logarithm of the
policy (Vs log ms(ar | s¢)) with respect to the policy parameters §
and multiply with every step’s discount reward (G;) from the begin-
ning until step H. Due to the input data being a pair of instruction
sequences (I; and I), the output features of the MPNetTokenizer
with Removal contain two token ids (T, and Tp), attention masks
(Mg and Mp), and probability distributions (p, and py). Based on
the input and Equation 3, the RL loss function (Lgy) of a one-step
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game (H =t = 1, G; = R) can be computed by
Lrp =—p1-Vslogms(als) - R
=—p1 -logns(ay, | s1,) - log ns(ay, | sp,) - R 8)
= —P1 -logpa -logpy - R

Moreover, in the RL loss, we add f; to control the learning rate of
Lpr. After fine-tuning, the value of f is finalized at 0.05.

3.5 Variational Information Bottleneck with
Conditions

As we discussed in Section 2, our goal is to find an optimal way to
build representations of assembly functions, which keep the maxi-
mal amount of useful information about functions and remove the
nuisance information at the embedding level. We adopt the Infor-
mation Bottleneck (IB) [46] theory in our work. Since we aim to
implement a model that performs well for out-of-domain architec-
tures and libraries, we require the model to learn the key features
of paired instruction sequences without the nuisance information
from their architectures, because this redundant information may
negatively affect the performance of our model [40]. Hence, using
identical encoding as the stochastic representation of the input
instruction sequences is not reasonable, even though this can solve
the problems caused by the invariance of the mutual information to
parameterizations [4]. Instead, we use an information constraint, C,
to constrain the mutual information M,, between the encoding and
the input source. We embed the tokens from Removal to embed-
dings E by the MPNet encoder as input sources and try to generate
an encoding Z that is maximally informative about learning target
Y [4], so we have the objective function below.

max M, (Z,Y) s.t. My(E,Z) <C 9)

Then, based on Information Bottleneck (IB) method [46], our
goal is that the encoding Z could be maximally informative repre-
sentations of our learning targets Y and maximally compress the
redundant information in E [4]. Therefore, a Lagrange parameter,
P2, is to control the trade-off: the larger the f is, the more highly
compressed representations will be generated [4]. By this means,
the IB objective function becomes

IB = My(Z.Y) = p2Mu(Z.E). (10)

In the above function, the M, (Z,Y) part simulates the Z to
be the representation with the most useful information of Y, and
PaMy,(Z, E) penalizes the representation for transmitting useless
information from E [4]. Alemi et al. [4] in 2017 proposed a practical
way, called Variational Information Bottleneck (VIB), which seeks
to acquire an effective latent representation of the input data for the
downstream learning tasks by using variational inference [40]. The
VIB model proposed by Alemi et al. [4] has two essential compo-
nents. One is a stochastic encoder, denoted by p(Z|E) that converts
input data into a low-dimensional representation and identifies
an optimal latent representation of the input data. The other one
is a decoder, or a predictor, denoted by q(Y|Z), that converts the
low-dimensional representation back to the initial data space and
is taught to recreate the input data from the representation while
keeping the key features [4, 40]. The major goal of variational
approaches is to convert inference into an optimization problem.

Based on the VIB method [4], the mutual information between
encoding and the target M, (Z, Y) is defined as

p(y|2)
?(y)

where e, z and y are the instances of E, Z and Y.

There is an intractable posterior probability distribution, p(y|z)
in our case. Variational approaches will attempt to find one vari-
ational approximation, g(z|e), which is the optimal and tractable
representation of the true posterior [31]. Thus, known Kullback-
Leibler (KL) divergence is always greater or equal to zero, the
KL[p(Y|Z),q(Y|Z)] = 0 [4] inequality equation can be written
to

My (Z,Y) = / dy dz p(y, z) log (11)

/ﬁwwmmwwMz/ﬁw@mmm@n (12)

As it is an optimization problem, based on the above equations
and empirical distribution function, the loss function for VIB [4] is

L _ i i d ( | 1 _ ( 1 p(z|en)
VB =N 2 z p(zlen) log q(ynl2) — fap(zlen) log e
(13)

where r(z) is the variational approximation to the marginal dis-
tribution of Z, and N represents the number of inputs. We use a
reparametrization technique [29] that samples from a noise dis-
tribution € and then transforms it using a differentiable function
dependent on the encoder network’s parameters, resulting in a
sample that approximates the desired distribution. The mathemat-
ical expression of the reparameterization trick on distribution e
by using the same deterministic neural network f(e) used in the
encoder is [40]

f(e) = pz(e) +oz(e) - € (14)
where i, and o, are the mean and standard deviation of the distribu-
tion, respectively, and €, is a sample from a noise distribution [29].

This trick allows the gradients to be backpropagated through the
encoder network, enabling it to be trained using stochastic gradient
descent [4]. Overall, the final objective function of VIB is [4]

N
.@=§;&w@kmaWﬂ%mhmm@@mmwﬂ
(15)

However, unsupervised learning is not well-suited for our task
because while training, we lose control of VIB, so it may remove the
useful information about instruction sequences and concentrate
on the information about architectures and optimizations. This
situation varies depending on the data, which is contrary to our
original goal (removing only information related to architectures
and optimizations from encoding). Therefore, in order to control
the information which should be kept and which should be “forgot-
ten”, inspired by conditional Variational Auto-Encoder (CVAE) [37],
we add conditions, i.e., labels indicating the architectures or op-
timizations of each paired assembly code to the VIB encoder. We
thus named this new method Conditional Variational Information
Bottleneck (CVIB). However, unlike CVAE, condition labels are only
inputted during the training phase, and not used during testing.

Similar to VIB, the encoder of the Variational Autoencoder (VAE) [29]

receives source data and generates probability distributions in the
latent space, while the decoder receives points in the latent space



and returns artificial data. Consequently, for a given image, the
encoder generates a distribution, a point in the latent space is sam-
pled from this distribution, and this point is then transmitted to
the decoder, which generates an artificial image [18]. VAE decoder
denoted by Q(o|v) aims to reconstruct o from the unobserved latent
variables, v, and its encoder is thus denoted by P(v|o). Hence, the
flow in the VAE would be 0 — v — o’ where o’ represents the
reconstructed image. Based on notions, the loss function of VAE
can be defined as [37]

Ly ag = Ep[log Q(olv)] — KL(P(v|0)|Q(v)) (16)

However, the decoder can only produce a random digit image as
its output. CVAE solves this problem by introducing the condition
labels, denoted by [, in both the encoder and decoder. So the system
relies on both the latent space and the extra inputs [ to encode
input data P(v|l,0) and decode to the target value Q(o|l,v). In
this case, CVAE can generate digit images according to the user’s
demands [18, 37]. Mathematically, the variational objective of CVAE
is formulated as [37]

Levag = Ep[log Q(oll,0)] - KL(P(v|l,0)[Q(v]]))  (17)

Analogous to this method, components of the VIB model can
be conditioned on a couple of observed labels (architecture label
lq and optimization label [,) to learn/forget target information.
However, the difference between conditions in CVAE and CVIB is
that conditions in CVIB are only used during the training phase,
not the testing phase. In addition, we only add conditions in the
CVIBEncoder because the CVAE’s goal is to reconstruct the input
image, so it needs the conditions in the decoder to produce the full
image by controlling the conditions. However, in our case, we focus
on the representations Z of the instruction embeddings E in the
VIB instead of the reconstructed data o’ in the VAE. Thus, we do
not need the condition labels inputted to the CVIBDecoder.

Hence, given the fact that our input is a pair of instruction embed-
dings encoded by MPNetEmbedder, then N = 2, based on Equation
17, 15 and 13 and the previous statement, we propose the CVIB
(conditions in training only) information loss function as

2

1
Levis = 5 Z [/ dz p(zlen, la, lo) log q(ynlz)

n=1 (18)
p(zlen, la, 1)

r(z|la, lo)

and the CVIB (conditions in training only) final objective function

—P2 - p(zlen, la, lp) log

N
1
Jevip=—7 - ;Ee~p<e> [log ¢(ynlf (en. €))] )

+P2 - KL[p(Zlen, la, o), 7 (Z|la, Io)]

3.6 Semantic Search

Semantic search is the query-answer searching technique that cap-
tures the meanings of query and entries to improve the perfor-
mance of the model, as opposed to lexical search, which seeks exact
matches of the query terms or similar phrases, without compre-
hending the context of the question [6]. Its goal is to find the most
related answer to the query in a corpus of entries. For its mech-
anism, all of the entries in the corpus would be embedded into a
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Table 1: The Distributions of Architectures and Libraries in
Training and Out-of-Domain Datasets

Dataset architectures libraries
.. ARM, AMD64, | busybox, OpenSSL,
Training .
x86 splite3
OOD-ARCH PowerPC, MIPS | 2USYPox, OpenSSL,
splite3
OOD-LIBS ARM, AMDé64, putty, coreutils, curl,
x86 magick
OOD-ARCH&LIBS | PowerPC, Mips | Putty: coreutils, curl,
magick

vector space. Also, the query is embedded into the same vector
space during the search, and the closet embeddings from the corpus
to the query embedding are identified as the output answer because
they have high semantic overlapping with each other [41]. Specifi-
cally, the semantic search utilizes the cosine similarity function to
compute similarity scores between the query embedding and all
embeddings of entries in the corpus. It then chooses the entry that
has the highest similarity score as output [41].

We adopt this method to measure the similarity score between
two encodings of input assembly functions generated from CVIBEn-
coder. We treat the first instruction embedding Z, as the query and
the second Zj, as the answer entry. Afterwards, instead of collect-
ing the top entry, we treat its similarity score in the range [0, 1] as
sscore.

4 EXPERIMENT
4.1 Data Preparation and Evaluation Setups

To evaluate our models’ performance under real-world circum-

stances, we collect open-source projects from different vendors/libraries,

which are Busybox, OpenSSL, Putty, Curl, Coreutils, sqlite3, and
ImageMagick, and for different architectures (ARM, x86, MIPS, Pow-
erPC, AMD64). We then use the IDA pro disassembler [12] to unzip
and extract “asm.json.gz” files which contain the assembly func-
tion code from the packages. Then, we build a File2Ins model to
merge all instructions of an assembly function into a sequence
and store the path, function name, and instruction sequence in a
dictionary. Afterwards, we use different filters to categorize assem-
bly functions in the same architecture or from the same libraries
into groups. Based on sorted assembly functions, we generate our
pair-wise training and out-of-domain tests.

4.1.1 File2Ins. In the phase of assembly data extraction, we collect
pieces of instructions from blocks and merge instructions into a
long string in the order of blocks’ calls and addresses. Also, when
collecting assembly functions, we would skip the functions that
have less than ten blocks because they are too small to provide
sufficiently useful information to learn.

4.1.2  Out-of-domain Tests. In statistics and machine learning, out-
of-domain tests, often referred to as out-of-domain validation, are
a method for evaluating how well a prediction model performs on
data that was not utilized during its training phase [8].

In the last phase of the data preprocessing, we adopt the out-of-
domain strategy and create three pair-wise out-of-domain tests and
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eight sub-validations to evaluate our models. Our goal is to assure
models could have higher accuracy and Area Under the receiver
operating characteristic Curve (AUC) values than other baselines.
Given two assembly functions’ information, we set the ground truth
value either by 1 (if two functions are functional/semantic similar)
or by 0 (they are functional/semantic dissimilar) based on the func-
tions’ names. Also, all datasets are balanced (the ratio of label 1 and
label 0 is 1: 1). The details of architectures and libraries used for
training and out-of-domain testings are shown in Table 1. When
building our training dataset, we select assembly functions derived
from libraries (BusyBox, OpenSSL, and splite3) and ARM, AMD64,
and x86 as three assembly architectures, using assembly functions
derived from the same libraries and architectures of PowerPC and
MIPS for the out-of-domain architecture test (OOD-ARCH), us-
ing assembly functions from different libraries (Putty, CoreUtils,
Curl, and Magick) and from the same architectures for then out-
of-domain libraries test (OOD-LIB), and using assembly functions
from different libraries (Putty, CoreUtils, etc.) and from different
architectures (MIPS and PowerPC) as out-of-domain architecture
and libraries test (OOD-ARCH&LIB).

Moreover, since we generate OOD-ARCH and OOD-LIB test
sets by randomly selecting eligible assembly functions and pairing
them together, paired data in these sets may have the same or
different architectures and optimization flags (00, O1, 02, and O3).
For instance, one pair of assembly functions in OOD-ARCH may
both have x86 architectures but different optimization flags, O1
and O0. Hence, we filter the OOD-ARCH and OOD-LIB datasets
and split them into four subsets by the same/different architecture
and same/different optimizations, marked as OOD-ARCH-sameA,
OOD-ARCH-diffA, OOD-ARCH-sameO, OOD-ARCH-diffO, OOD-
LIB-sameA, OOD-LIB-diffA, OOD-LIB-sameO, OOD-LIB-diffO.

4.2 Benchmark Setup

Aiming to show the improvement Pluvio achieved, we select several
state-of-the-art approaches as baseline schemes, and we split some
of them into sub-baselines by utilizing different combinations of
components.

Order Matters [51]: This method pre-trains a BERT language
model on the assembly code, passes the embeddings to a GRU-based
Message Passing Neural Network (MPNN) layer, combines with
the order embeddings from an 11-layer ResNet model on a CFG
adjacency matrix, and get final embeddings from a fully connected
layer for the final output.

OM(BERT): This method is a sub-model of the ORDER MATTERS
model [51], which uses a basic BERT model without pre-training,
passes the embeddings to a GRU-based Message Passing Neural
Network (MPNN) layer, combines with the order embeddings from
an 11-layer ResNet model on a CFG adjacency matrix, and get final
embeddings from a fully connected layer for the final output.

OM(ResNet7): This method is a sub-model of the ORDER MAT-
TERS model [51], which pre-trains a BERT language model on the
assembly code, passes the embeddings to a GRU-based Message
Passing Neural Network (MPNN) layer, combines with the order
embeddings from a 7-layer ResNet model on a CFG adjacency ma-
trix, and get final embeddings from a fully connected layer for the
final output.

ResNet11: This method is a sub-model of the ORDER MATTERS
model [51], which uses only the order embeddings from an 11-layer
ResNet model on a CFG adjacency matrix.

PalmTree [33]: This method adopts three pre-training tasks on
the BERT model to capture the embeddings of assembly code to
calculate the cosine similarity degree.

SAFE [35]: This method combines embeddings of assembly func-
tions generated by the word2vec model and block embedding cre-
ated by a self-attentive neural network to calculate the cosine simi-
larity between assembly functions.

Asm2Vec [17]: This method generates embeddings of assembly
code by using an unsupervised-learning PV-DM model.

MPNet [41]: The all-mpnet-base-v2 sentence transformer, built
based on the mpnet-base model and trained on a large and di-
verse dataset of over 1 billion training pairs, published by Hug-
ging Face [25]. We use this model to generate embeddings of the
assembly code and then compute function similarity degrees.

MPNet-QA [41]: The multi-qa-mpnet-base-dot-v1 sentence trans-
former model, built based on the mpnet-base model and tuned for
specific tasks, semantic search, by pre-training on a large and di-
verse set of question and answer pairs. We use this model to gener-
ate embeddings of assembly code and calculate function similarity.

DistilRoBERTa [41]: The all-distilroberta-v1 is one of the dis-
tilled versions of the RoBERTa-base models and trained on a large
and diverse dataset of over 1 billion training pairs, totalling 82M
parameters [42]. We use this model to generate embeddings of
assembly code and calculate function similarity.

Distil-ML [41]: The distiluse-base-multilingual-cased-v2 is a
Multi-Lingual model of Universal Sentence Encoder for 15 different
languages (Chinese, Dutch, English, etc), which is published by
Hugging Face [25]. We use this model to generate embeddings of
assembly code and calculate function similarity.

MiniLM [41]: The all-MiniLM-L12-v2 sentence transformer trains
on very large sentence-level datasets using a self-supervised con-
trastive learning objective, published by Hugging Face [25]. We use
this model to generate embeddings of assembly code and calculate
function similarity.

4.3 Evaluation Metrics

We choose to adopt the confusion matrix to evaluate the perfor-
mance of our models, since it can precisely analyze the potential
of a classifier by comparing the ground truth (0 and 1 in our task)
and predicted labels (similarity degree score in the range of 0 and
1) of assembly code embeddings. The efficiency of the classifier is
determined with regard to the following metrics generated from
the confusion matrix entries [5]. Accuracy is the percentage of
correctly classified pairs; Precision is the proportion of correctly
classified positive cases among all predicted positive cases; Recall
is the proportion of correctly classified positive cases among all ac-
tual positive cases; then F1-score is a balanced measure (harmonic
mean) of precision and recall. Overall, the higher the values, the
better performance the model achieves.

Besides the four entries above, we also employ the area under a
receiver operating characteristic (ROC) curve, abbreviated as AUC,
as an important evaluator to measure the overall performance of
our models [36]. Because its computation is based on the whole



Zhiwei Fu, Steven H. H. Ding, Furkan Alaca, Benjamin C. M. Fung, and Philippe Charland

Table 2: Performance of Baseline Models and Pluvio on Out-of-Domain Architecture Tests with the Same and Different
Architectures (OOD-ARCH-sameA and OOD-ARCH-diffA)

out-of-domain architectures out-of-domain architectures
Model (same architecture within a pair) | (different architecture within a pair)
auc accu  prc rcl f1 auc accu  prc rcl f1

OM(RESNET7) [51] 0.685 0.634 0.601 0.609 0.543 | 0.505 0.527 0.524 0.517 0.451
OM(BERT) [51] 0.651 0.581 0.560 0.554 0.481 | 0.479 0.487 0503 0.483 0.429
ORDER MATTERS [51] | 0.706 0.643 0.627 0.631 0.622 | 0.537 0.510 0.553  0.532 0.541
REsSNETI11 [51] 0.531 0.504 0499 0480 0.416 | 0.390 0.401 0436 0.432 0.379
PALMTREE [33] 0.688 0.681 0.844 0386 0.529 | 0.544 0.543 0.585 0.556 0.570
SAFE [35] 0.500 0.500 0.000 0.000 0.000 | 0.500 0.500 0.000 0.000 0.000
Asm2VEc [17] 0.497 0.553 0.000 0.000 0.000 | 0.505 0.501 0.545 0.505 0.524
MPNet [41] 0914 0.845 0.861 0.774 0.817 | 0.838 0.765 0.796 0.764 0.780
MPNet-QA [41] 0.853 0.836 0.805 0.822 0.803 | 0.787 0.717 0.735 0.625 0.730
DistilRoBERTa [41] 0.919 0.848 0.840 0.815 0.827 | 0.821 0.739 0.789 0.711 0.748
Distil-ML [41] 0.851 0.078 0.755 0.756 0.756 | 0.728 0.669 0.703 0.678 0.690
MiniLM [41] 0.804 0.741 0.733 0.662 0.698 | 0.673 0.633 0.667 0.649 0.658
Pluvio 0.942 0.866 0.844 0.860 0.852 | 0.876 0.795 0.803 0.827 0.815

Table 3: Performance of Baseline Models and Pluvio on Out-of-Domain Architecture Tests with the Same and Different
Optimizations (OOD-ARCH-sameO and OOD-ARCH-diffO)

out-of-domain architectures out-of-domain architectures
Model (same optimization within a pair) | (different optimization within a pair)
auc accu  prc rcl f1 auc accu  prc rcl f1

OM(RESNET7) [51] 0.693 0.643 0.627 0.634 0.562 | 0.684 0.636 0.603 0.612 0.542
OM(BERT) [51] 0.664 0.603 0.578 0.569 0.502 | 0.653 0.583 0.5630 0.557 0.485
ORDER MATTERS [51] | 0.715 0.667 0.648 0.645 0.637 | 0.710 0.649 0.526  0.636 0.634
RESNETI11 [51] 0.54 0.516 0.510 0.500 0.422 | 0.537 0.509 0.504 0.486 0.418
PALMTREE [33] 0.748 0.686 0.924 0.514 0.569 | 0.701 0.653 0.892 0.384 0.537
SAFE [35] 0.500 0.500 0.000 0.000 0.000 [ 0.500 0.000 0.000 0.000 0.000
AsM2VEC [17] 0.752 0.505 0.003 0.000 0.005 | 0.496 0.477 0.000 0.000 0.000
MPNet [41] 0944 0942 0932 0937 0921 | 0.940 0.865 0.898 0.838 0.867
MPNet-QA [41] 0.963 0944 0956 0.982 0.905 | 0.937 0.862 0.892 0.836 0.863
DistilRoBERTa [41] 0.962 0920 0922 0.945 0904 | 0.942 0874 0.909 0.844 0.875
Distil-ML [41] 0931 0.866 0.844 0.895 0.883 | 0.853 0.782 0.826  0.739 0.780
MinilM [41] 0.837 0.737 0.825 0.765 0.711 | 0.812 0.735 0.795  0.667 0.725
Pluvio 0.972 0949 0.953 0.944 0.936 | 0.945 0.870 0.888 0.861 0.878

ROC curve and therefore takes into account all potential classifi-
cation thresholds, the AUC is a reliable overall metric to assess
the effectiveness of score classifiers. Typically, the AUC is deter-
mined by multiplying successive trapezoid regions beneath the ROC
curve [36]. In contrast to accuracy, AUC ranks the predictions rather
than just calculating their absolute values to quantify the quality of
the model’s predictions independent of the categorization threshold
applied. Due to the classification-threshold-invariance and scale-
invariance of AUC, it is a desirable evaluator to our task [14, 20].

4.4 Overall Performance

In the experiment, we evaluate all baselines model and Pluvio per-
formances on eight different out-of-domain tests, and all testing sets
contain the balanced and pair-wise assembly instruction sequences
from different architectures, libraries and optimizations. In Table 2,
the two columns of results, including Area Under ROC, accuracy,
precision, recall and F-1 score, show the performance of the models

on out-of-domain architectures (OOD-ARCH), and their names are
placed correspondingly on the left part. As we claimed, the filter is
applied on the OOD-ARCH test to divide the test into two sub-tests,
i.e., the same architecture pairs and the different architecture pairs.
The middle column in Table 2 displays models’ performances on the
OOD-ARCH with the same architecture pairs (OOD-ARCH-sameA)
and the OOD-ARCH-diffA on the right column. Overall, all models
perform worse in different architecture pairs than in the same pairs,
due to the inconsistency of architecture types. Even so, Pluvio still
achieves the best performances (94.2% and 87.6% in AUC, 86.6% and
79.5% in accuracy) among all the models. The same happens in the
remaining three OOD tests shown in Table 3, Table 4, and Table 5.

Pluvio achieves outstanding performance in every out-of-domain
test, which demonstrates its effectiveness and robustness. By look-
ing at our baseline and the state-of-the-art models, the series of
the sentence transformers [41] show good performance, especially
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Table 4: Performance of Baseline Models and Pluvio on Out-of-Domain Libraries Tests with the Same and Different Architectures
(OOD-LIBS-sameA and OOD-LIBS-diffA)

out-of-domain libraries out-of-domain libraries
Model (same architecture within a pair) (different architecture within a pair)
auc accu  prc rcl f1 auc accu  prc rcl f1

OM(RESNET7) [51] 0.693 0.647 0.617 0.624 0.549 | 0.654 0.632 0.615 0.560  0.540
OM(BERT) [51] 0.661 0.593 0.578 0.563 0.502 | 0.662 0.591 0.5764 0.563 0.501
ORDER MATTERs [51] | 0.715 0.664 0.639 0.644 0.638 | 0.711 0.667 0.636  0.599  0.620
REsSNETI11 [51] 0.546 0.513 0.517 0499 0.427 | 0.541 0.506 0.513 0.467 0.421
PALMTREE [33] 0.510 0.324 0456 0412 0.366 | 0417 0319 0312 0480 0.353
SAFE [35] 0.500 0.500 0.000 0.000 0.000 | 0.500 0.500 0.000 0.000 0.000
AsM2VEc [17] 0.506 0.506 0.738 0.506 0.601 | 0.4111 0.497 0.000 0.000  0.000
MPNet [41] 0.935 0.872 0943 0.879 0.900 | 0915 0.856 0.925 0.862 0.8295
MPNet-QA [41] 0.922 0.845 0941 0.841 0.888 | 0.888 0.874 0.878 0.832 0.714
DistilRoBERTa [41] 0.816 0.824 0.848 0.804 0.858 | 0.802 0.819 0.863 0.782  0.755
Distil-ML [41] 0.904 0.820 0930 0.816 0.869 | 0.891 0.952 0.838 0.804 0.724
MiniLM [41] 0.899 0.081 0925 0.817 0.867 | 0.857 0.784 0.740 0.807  0.692
Pluvio 0.955 0.894 0.958 0.933 0.913 | 0.934 0.873 0.942 0.914 0.881

Table 5: Performance of Baseline Models and Pluvio on Out-of-Domain Libraries Tests with the Same and Different Optimizations
(OOD-LIBS-sameO and OOD-LIBS-diffO)

out-of-domain libraries out-of-domain libraries
Model (same optimization within a pair) | (different optimization within a pair)
auc accu  prc rcl f1 auc  accu  prc rcl f1

OM(RESNET7) [51] 0.688 0.640 0.613 0.622 0.551 | 0.664 0.612 0.573 0.600 0.518
OM(BERT) [51] 0.653 0.596 0.561 0.555 0.482 | 0.638 0.5662 0.554 0.527 0.462
ORDER MATTERS [51] | 0.706 0.656 0.635 0.633 0.625 | 0.694 0.621 0.508 0.614 0.612
RESNETI11 [51] 0.537 0.501 0509 0492 0.413 | 0.511 0.487 0.489 0.460 0.403
PALMTREE [33] 0.805 0.785 0.785 0.666 0.880 | 0.578 0.423 0.929 0.201 0.329
SAFE [35] 0.500 0.500 0.000 0.000 0.000 [ 0.500 0.500 0.000 0.000 0.000
AsM2VEC [17] 0.503 0.512 0.787 0.518 0.625 | 0.499 0.293 0.000 0.000 0.000
MPNet [41] 0.955 0912 0962 0924 0942 | 0.922 0.847 0.935 0.842 0.886
MPNet-QA [41] 0.952 0936 0956 0.962 0.959 | 0.903 0.812 0.921 0.802 0.858
DistilRoBERTa [41] 0.953 0.891 0963 0.895 0.928 | 0.895 0.805 0.926 0.788 0.851
Distil-ML [41] 0912 0.821 0951 0.813 0.877 | 0.898 0.812 0.921 0.803 0.858
MinilM [41] 0.913 0.870 0914 0.890 0.915 | 0.886 0.811 0.898 0.827 0.841
Pluvio 0.960 0.920 0.964 0.933 0.948 | 0.926 0.858 0.924 0.869 0.896

the all-mpnet-base-v2 model. This is because they consist of hun-
dreds of MPNet layers and are pre-trained by huge and various
training pairs, over 1 billion diverse training datasets that equip
the sentence transformers [41] with high generalizability. However,
they are designed as general-purpose models, not specifically for
assembly code clone search. In contrast, Pluvio is pre-trained by
only a trivial number of training data pairs compared to 1 billion
and acquires greater generalizability (79.5%, 87.0%, 87.3% and 85.8%
in accuracy in all four “out-of-same different architectures and
optimizations” tests compared to 76.5%, 86.5%, 85.6% and 84.7%)
than the pre-trained sentence transformers. Then, for the ORDER
MATTERS [51] model and its three sub-models, OM(RESNET7) [51],
OM(BERT) [51] and ResNET11 [51], achieve only at most 71.5%
in AUC among all eight sub-tests. In the training phase, ORDER
MATTERS [51] extracts and combines the semantic-aware, structure-
aware and order-aware embeddings from CFGs of assembly func-
tions to measure the similarity degree, which improves the richness

of embeddings information. This strategy disregards the intricate
intra-instruction structures and relies heavily on the control flow,
where contextual information is noisy and subject to influence from
compiler optimizations [33]. Thus, plenty of noisy information from
architectures, libraries, and optimizations would mix into the em-
beddings, disturbing the model to lose focus. Out-of-domain tests
clearly present this shortcoming in ORDER MATTERs [51]. Then,
for the PALMTREE MODEL [33], it realizes this problem, but only
works on solving the impact of compiler optimizations and leaves
the architectures for their future work. Hence, from Table 5, we
could see that the PALMTREE MODEL [33] reaches 80.5% AUC in
the OOD-LIBS-sameO test, outperforming ORDER MATTERS [51]
(70.6% in AUC). However, in the out-of-domain tests with regard
to architectures, the PALMTREE [33] model can only achieve 51.0%
and 41.7% for the AUC in OOD-LIBS-sameA and OOD-LIBS-diffA
tests. Focusing on obfuscations and not considering the impacts of
different architectures, libraries, and optimizations, AsSM2VEc [17]



Table 6: Performance of Baseline Models Pluvio on Out-of-
Domain Architectures and Libraries Test (OOD-ARCH&LIB)

out-of-domain
Model architecture and libraries
auc accu  prc rcl f1
OM(REsNET?) [51] | 0497 0528 0523 0390 0.437
OM(BERT) [51] 0485 0.516 0522 0358 0.426
ORDER MATTERS [51] | 0.507  0.549 0.524 0.469 0.453
REsSNET11 [51] 0.425 0.507 0.523 0324 0.327
PALMTREE [33] 0.488 0.543 0.517 0.142 0.237
SAFE [35] 0.500 0.500 0.000 0.000 0.000
Asm2VEc [17] 0.499 0.500 0.000 0.000 0.000
MPNet [41] 0.831 0.765 0.746 0.801 0.772
MPNet-QA [41] 0.834 0.766  0.776  0.749  0.762
DistilRoBERTa [41] 0.822 0.755 0.771 0.727 0.748
Distil-ML [41] 0.607 0.575 0.550 0.823 0.659
MiniLM [41] 0.5794 0.567 0.544 0.828 0.656
Pluvio 0.887 0.825 0.833 0.813 0.823

Table 7: Ablation Test for Pluvio on Out-of-Domain Architec-
tures and Libraries. All models are trained by the balanced
pair-wise assembly functions training dataset and tested by
the OOD-ARCH&LIBS set.

out-of-domain

Model architectures and libraries

auc accu  prc rcl f1

Pluvio -Removal -CVIB
-Semantic search

Pluvio -Removal -CVIB | 0.766  0.739 0.731  0.771  0.749
Pluvio-CVIB 0.843 0.813 0.807 0.810 0.809

0.736  0.700 0.696 0.735 0.715

Pluvio 0.887 0.825 0.833 0.813 0.823

performs poorly in all OOD tests as well. For example, in the OOD-
LIBS-diffA test in Table 4, the Recall, Precision and F1-score of
AsM2VEc [17] are approaching zeros because nearly none of “simi-
lar” (label=1) class is classified correctly. SAFE [35] has the same
or even worse situation. It gives “0s” for every testing pair in all
datasets. Since all testing sets are balanced (having 50% similar (1)
and 50% dissimilar (0) testing pairs), SAFE [35] achieves only 50.0%
in AUC and accuracy and 0.0% in the remaining three metrics in all
OOD tests. Due to being pre-trained by over one million assembly
code lines [35], SAFE is overfitting to a specific compiler architec-
ture and loses its generalizability in all other architectures, as well
as for optimizations and libraries.

Table 6 gives a comprehensive view of all models’ performance
since it evaluates the models on both out-of-domain architectures
and libraries. From this table, Pluvio achieves 88.7% in AUC and
82.5% in accuracy, resulting in more than 35 percent improvement
compared to the existing state-of-the-art models. Because of Re-
moval and CVIB (conditions in training only), nuisance information
is removed at both the token and embedding levels, and the key
features maximally informative about assembly functions are kept.
In this way, Pluvio consistently achieves outstanding performance
in all tests, proving its reliability and practicability in real-world
assembly code clone search and all downstream works.

Zhiwei Fu, Steven H. H. Ding, Furkan Alaca, Benjamin C. M. Fung, and Philippe Charland

4.5 Ablation Test

To evaluate the necessity and performance of each component in
Pluvio, we exert the ablation test on the out-of-domain architectures
and libraries (OOD-ARCH&LIBS) and display the results in Table 7.
In Table 7, the “—” means without. For instance, Pluvio-CVIB means
the Pluvio model without the CVIB (conditions in training only)
part. Since Table 6 and Table 7 are on the same testing set, we could
observe that Pluvio-Removal-CVIB-semantic search, even without
the Removal, CVIB (conditions in training only) and semantic search,
outperforms (73.6% in AUC and 70.0% in accuracy) the state-of-the-
art models. After adding the semantic search back, the model does
not achieve obvious improvements in overall performance, because
semantic search is the extended work of cosine similarity. Then,
adding the Removal back, the agent model removes noise tokens
and at this time, Pluvio-CVIB already surpasses all baseline models,
including sentence transformers [41], showing the importance of
Removal module. At last, the complete Pluvio achieves further giant
progress in all aspects with the help of CVIB (conditions in training
only).

5 CONCLUSION

In this paper, we propose a robust and effective assembly code
clone search engine, namely Pluvio. We combine the pre-trained
natural language model, transfer learning, reinforcement learning,
and a novel method, which is a conditional variational informa-
tion bottleneck, to create the embeddings from any given assembly
function. Pluvio introduces a new perspective to generate robust
instruction embeddings by removing the nuisance information in
the assembly functions. Removal extracts a set of the top important
tokens of the assembly function, so the impact of inlining functions
and compiler-injected code can be mitigated. By conditional vari-
ational information bottleneck, Pluvio is conditioned on learning
the true semantics of assembly functions in the latent space and
creates embeddings without nuisance information of architectures,
libraries, and optimizations. Pluvio accepts not only the assembly
functions, but also basic blocks, function segments, or even multiple
lines of code as input without any extra information. We perform
out-of-domain testing on assembly code clone search, utilizing a
variety of compiler architectures, libraries, and optimizations. The
convincing results demonstrate that Pluvio is a robust and effec-
tive assembly code clone search engine which accurately classifies
assembly codes in unseen architectures or from unseen libraries.
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