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Abstract—We investigate adversarial robustness of unsuper-
vised Graph Contrastive Learning (GCL) against structural
attacks. First, we provide a comprehensive empirical and the-
oretical analysis of existing attacks, revealing how and why they
downgrade the performance of GCL. Inspired by our analytic
results, we present a robust GCL framework that integrates a
homophily-driven sanitation view, which can be learned jointly
with contrastive learning. A key challenge this poses, however,
is the non-differentiable nature of the sanitation objective. To
address this challenge, we propose a series of techniques to enable
gradient-based end-to-end robust GCL. Moreover, we develop a
fully unsupervised hyperparameter tuning method which, unlike
prior approaches, does not require knowledge of node labels. We
conduct extensive experiments to evaluate the performance of
our proposed model, GCHS (Graph Contrastive Learning with
Homophily-driven Sanitation View), against two state of the art
structural attacks on GCL. Our results demonstrate that GCHS
consistently outperforms all state of the art baselines in terms of
the quality of generated node embeddings as well as performance
on two important downstream tasks.

Index Terms—Graph contrastive learning, Graph sanitation,
Adversarial robustness

I. INTRODUCTION

Graph representation learning [1]], [2] has revolutionized
the analysis of graph data, which is prevalent across diverse
domains. In practice, the scarcity of ground-truth labels has
led to a surge in research on unsupervised graph learn-
ing approaches. Among these methods, Graph Contrastive
Learning (GCL) [3[|-[6] has emerged as a highly effective
unsupervised approach, outperforming other methods on vari-
ous downstream tasks, including node classification and graph
clustering [3]-[5].

The label-preserving property of GCL is a key factor behind
its main benefits [7]]. Specifically, the node embeddings gener-
ated by GCL, which incorporate both topological and semantic
information, are consistent with node label information even
without explicitly querying the node labels. This consistency
arises from the homophily 8] assumption of the graph data,
which states that nodes tend to connect with “similar” others.
This phenomenon is widely observed in real-world graph data
such as friendship networks [8]], political networks [9], cita-
tion networks [10], etc. By contrasting positive and negative
samples of nodes that are similar or dissimilar in semantic in-
formation, the GCL framework encourages the GNN encoder
to learn node embeddings that capture the homophily patterns
present in the graph.

However, similar to the vanilla Graph Neural Network
(GNN) [11] and its variants, GCL models’ label-preserving
property also makes them susceptible to graph structural
attacks [[12]], [13]]. In such attacks, the adversary can manip-
ulate the graph topology by adding or deleting edges in the
original graph to undermine the quality of node embeddings
and subsequently degrade performance on downstream tasks.
For instance, a malicious entity can manipulate social ties
by connecting with normal accounts to evade graph-based
anti-fraud systems [14]. Indeed, existing research has already
demonstrated the vulnerability of GCL under structural at-
tacks. In particular, CLGA [13] is an attack method specifically
designed against GCL and has demonstrated effective attack
performance. Moreover, although Mettack [[12] is an attack
method designed to attack semi-supervised GNN, extensive
experiments [13]] demonstrate that it can also successfully
attack GCL, at times generating attacks that are more potent
than CLGA. Therefore, investigating potential countermea-
sures against structural attacks is essential to ensuring security
and robustness of GCL.

Our main goal is to design the GCL framework that is
robust against attacks on the graph structure. While there
have been a number of advances in devising countermeasures
against structural attacks for GNN models [|15]—[18]], these are
primarily designed for semi-supervised settings and intimately
depend on having access to node label information. Since GCL
is fully unsupervised, such methods are not readily applicable.

Two recent approaches, ARIEL and SPAN, tackle specifi-
cally the problem of learning robust GCL models. ARIEL [5]]
employs an adversarial training approach by introducing an ad-
versarial view into the contrastive learning process to enhance
robustness. SPAN [6]], on the other hand, modifies the topol-
ogy augmentation process by maximizing and minimizing
the spectrum of the original graph to generate augmentation
views. However, these methods have significant limitations.
While adversarial training is effective to combat attacks at
inference time, their use to counter poisoning attacks on graph
structure has the effect of further poisoning the structure of
the graph. As a consequence—as we show in the experiments
below—ARIEL exhibits limited effectiveness as we increase
attack strength. Moreover, adversarial training is tied to the
specific mechanism presumed to poisoned the graph structure,
making ARIEL vulnerable whenever actual attacks make use
of different poisoning techniques. As for SPAN, minimizing



the spectrum of graph Laplacian will naturally add inter-class
edges (similar to adversarial noise) to the input graph, inher-
iting similar limitations as adversarial training. In addition,
computing spectral changes is quite time-consuming due to
the involvement of eigenvalue decomposition of the graph
Laplacian (O(N?) where N is the node number). Indeed we
observe that SPAN demonstrates better robustness than ARIEL
because of an augmentation view generated by maximizing
the spectrum of graph Laplacian, which can prune the inter-
class edges, resulting in a “cleaner” graph. This observation
suggests a more direct approach for sanitizing the graph that
is focused specifically on recovering homophily. Finally, both
SPAN and ARIEL tune the vital hyperparameters based on the
performance on downstream tasks, requiring access to node
labels. This takes them partly outside the unsupervised setting
that motivates GCL.

We propose a robust GCL framework that integrates a
homophily-driven learnable sanitation view that can effectively
prune potential malicious edges in the poisoned graph during
training. Of course, the central challenge is how to effectively
design such a sanitation view. To address this challenge,
we first investigate the vulnerability of GCL under state
of the art structural attacks. This investigation yields two
crucial insights. Firstly, extensive experiments demonstrate
that the graph structural attacks will break an important graph
property: graph homophily [8] (i.e., the tendency of similar
nodes to be connected). Secondly, we theoretically prove that
structural attacks will adversely affect the mutual information
of the graph and its representations from the information-
theoretic perspective. Based on these results, we propose to
learn the sanitation view under the guidance of both graph
homophily and mutual information.

There are several technical challenges in effectively training
our approach in a fully end-to-end manner. Firstly, mea-
suring graph homophily typically requires information about
node labels, which is missing in our unsupervised setting.
Secondly, augmenting topology changes to graph data is a
complex discrete optimization problem not directly amenable
to gradient-based learning techniques. Thirdly, all prior ap-
proaches fine-tune hyperparameters by utilizing supervised
information about node labels; while this is infeasible in a
fully unsupervised setting, it is not evident how to avoid it.

We propose a series of techniques to address the above
challenges to enable full end-to-end gradient-based robust
GCL. Specifically, we use a random vector following the
Bernoulli distribution to control the generation of the san-
itation view, where the parameters of the distribution are
optimized via learning. During the gradient update phase, we
employ the Gumbel-Softmax re-parametrization trick [[19] to
approximate the Bernoulli distribution and use the straight-
through estimator [20] to address non-differentiability. The
entire framework is then optimized in an end-to-end manner,
training the learnable sanitation view generator and GNN
encoder simultaneously. Our approach is therefore consider-
ably more time-efficient than the two-stage GCLs such as
SPAN. Additionally, to measure graph homophily without the

knowledge of node labels, we use the raw node attribute matrix
as an alternative. Moreover, we implement the early stopping
technique based on a pseudo normalized cut loss to determine
the best choice of the vital hyperparameter 1. We refer to our
proposed robust model as GCHS (Graph Contrastive Learning
with Homophily-Driven Sanitation View).

We conduct extensive experiments to evaluate GCHS. We
compare GCHS with seven strong baselines and report robust-
ness results against two representative state-of-the-art struc-
tural attacks over six widely-used graph datasets. Our evalua-
tion considers two important downstream tasks for GCL: node
classification and graph clustering. Our results demonstrate
that GCHS consistently outperforms all baselines in nearly
all cases, often by a large margin.

The main contributions are summarized as follows:

e We propose a novel GCL framework that integrates a
learnable sanitation view, which significantly improves
the adversarial robustness of unsupervised graph con-
trastive learning under structural attacks.

o We propose a series of techniques to enable effective end-
to-end gradient-based training of the learnable sanitation
view generator and GCL.

« We propose a pseudo normalized cut loss to conveniently
fine-tune the vital hyperparameter 7 without altering the
GCL’s model structure, and thus entirely avoid the need
for node labels, unlike past approaches for GCL models.

o Extensive experiments demonstrate the effectiveness of
our proposed robust GCL framework under different
attack settings.

II. RELATED WORKS
A. Graph Structural Attack

Graph-based machine learning models have been shown
to be vulnerable to structural attacks. Nettack [21] was the
first targeted attack on GNNs that manipulated both on node
attribute matrix and adjacency matrix. Mettack [|12]] formulated
the global structural poisoning attacks on GNNs as a bi-
level optimization problem and leveraged a meta-learning
framework to solve it. BinarizedAttack [[14] simplified graph
poisoning attacks against the graph-based anomaly detection to
a one-level optimization problem and optimize it by mimicking
the training of the binary neural network. HRAT [22] proposed
a heuristic optimization model integrated with reinforcement
learning to optimize the structural attacks against Android
Malware Detection. CLGA [13]] deployed GCA [4] as the
surrogate model and formulated graph structural attacks as a
bi-level optimization problem to degenerate the performance
of GCL models through poisoning. In this paper, we choose
two typical graph structural attacks Mettack and CLGA as our
graph attackers to simulate real-world attacking scenarios.

B. Graph Contrastive Learning

Contrastive learning is a widely-used deep learning model
that originated from SimCLR [23]], a simple self-supervised
contrastive framework for learning useful representations for



image data. SimCLR introduces the infoNCE loss to approx-
imate the mutual information between latent representations
from different augmentation views, such as randomly cropping
and resizing, rotation, Gaussian blurring and color distortion.
GRACE [3] extended the SimCLR framework to graph data by
generating augmentation views through random link removal
and feature masking. Later, GCA [4] prevents the removal
of the important links during the stochastic augmentations
by designing several link removal mechanisms based on de-
gree centrality, eigenvector centrality and PageRank centrality.
ARIEL [35] introduced an adversarial view via PGD attack
and an information regularization penalty to stabilize training.
SPAN [6] explored spectrum invariance during augmentation
views and generated augmentation views by maximizing and
minimizing the spectral change. MVGRL [24] utilized a local-
global contrastive loss to measure the agreement between
the neighbor nodes and graph diffusion. DGI [25] generated
augmentation views by corrupting the original graph and
contrasting the node embeddings between the original graph
and the corrupted graphs. Finally, BGRL [26] introduced
bootstrapped graph latent training by predicting alternative
augmentations of the input without contrasting with negative
samples.

III. PRELIMINARIES

In this section, we will provide a brief introduction to the
prerequisite knowledge and notations to our work.

A. Graph Representation Learning

Given an attribute graph G = {X, A}, where X € RV*?
is the nodal attribute matrix and A € RV*¥ is the adjacency
matrix, graph representation learning aims at training a GNN
encoder fy G — RM*? to produce low-dimensional
embeddings H € RV *? for each node. Then, the pre-trained
node embeddings can be fed into a graph-related downstream
task such as node classification. § summarizes the model
parameters to be trained via a pre-defined loss function.

B. Graph Contrastive Learning Framework

GCL is a powerful graph representation learning method
that seeks to maximize the similarity between positive pairs
(same node with different views) and enlarge the difference
between negative pairs (different nodes within the same view
and cross different views). More specifically, the training of the
GCL model has two stages. Firstly, it generates two augmen-
tation views GG; and G2 based on the input graph G via pre-
defined augmentation operations such as random link removal
and feature masking. Then, Two graph samples generated from
augmentation views are fed into a shared GNN encoder to
produce node embeddings. Finally, a contrastive loss (infoNCE
loss) based on the node embeddings is optimized and update

the parameters of the GNN encoder. The infoNCE loss is
formulated as:
N
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where u; is the i-th node for G; and v; is the i-th node for
G, T is a temperature hyperparameter. Usually, the similarity
function p(-) is defined as:

g(Hy;) - g(Ha;)

ol v0) = costgFa0) o)) = [, ) g ()T
which represents the cosine similarity between the projected
embeddings of u; and v;, g(-) is the projection head to enhance
the expressive power of the graph representation learning, H
is the node embeddings to be detailed later. In this paper,
we use the two-layered graph convolution [[11f] as the shared
GNN encoder for both two views to get the node embeddings
H; = fyp(G1) and Hy = fy(G2) respectively. Specifically,
G1 ={A1,X;} and G2 = {A2,X5}; then we have

H, = fo(A, X)) = o(Aoc(A X, W YW®P) v =1,2,
where A = f)*%Af)*%, A=A+1 D, = ZA”
J
(D

After that, the graph contrastive learning framework is formu-
lated as follows:

mein Linso(t1(G),t2(G),0), where t; € T/, 1 ={1,2}.

Then, the optimized node embeddings H* = fp- (A, X) act as
the inputs to the logistic regression for semi-supervised node
classification.

C. Normalized Cut

Normalized cut loss [27], [28] is an unsupervised loss
function that counts the fraction of the inter-class links for
a given graph partition result. Thus, a good graph partition
should obtain a lower normalized cut loss, i.e., the majority
of the links connect two nodes with the same class. The
normalized cut loss is defined as:

Lo = %Tr((CTLC) »(C'DC)), L=1-A. (2

Here C is the cluster assignment matrix, i.e., C;; represents
the node ¢ belongs to the cluster j, L is the graph Laplacian
matrix, @ represents element-wise division. In this paper, we
use this normalized cut loss as supervision to tune the hyperpa-
rameters in the model to eliminate the usage of the validation
node labels. Thus, our model is a totally unsupervised learning
method within the graph contrastive learning framework.



IV. PROBLEM STATEMENT

In this section, we introduce the threat model and formally
describe the problem of defense of GCL.

A. Threat Model

We consider an adversarial environment involving two op-
posing roles. A graph attacker seeks to inject topology noise
into the clean graph to intentionally reduce the quality of
the node embeddings produced by GCL, while the defender
aims to improve embeddings to enhance the performance of
downstream tasks. In practical scenarios, the defender typically
collects data from the environment and constructs a graph,
after which the GCL models transform the graph data into low-
dimensional node embeddings for ease of analysis. However,
the graph attacker may interfere with the data processing pro-
cedure and create a poisoned graph to degrade the performance
of graph-based tasks.

Faced with attacks against GCL, our primary goal is to
design a robust GCL model for the defender. We assume that
the defender does not know the detailed generation mechanism
of the attack graph as well as the strength of the attack. The
defender only has access to a poisoned graph and importantly,
any label information is not available to the defender.

B. Problem of Defense

In this paper, our primary goal is to develop an adversarial
robust GCL model that can generate high-quality embeddings
from poisoned graphs. While the model robustness is often
measured by its performance on downstream tasks, we go one
step deeper to analyze the robustness through an information
perspective. Specifically, we adopt a metric from the literature
to measure robustness:

Definition 1 (GRV [29]). The graph representation vulnera-
bility (GRV) quantifies the discrimination between the mutual
information of the graph and its node representations based
on clean graph and poisoned graph:

GRV(G,G") = 1(G, fo(G)) = I(G?, fo(G")).  (3)

Basically, GRV can be utilized as a metric to quantify the
adversarial robustness of an embedding-generating model fj.
Intuitively, when GRV is smaller, the embeddings generated
from the poisoned graph are closer to those generated from
the clean graph; that is, the model fy is more robust.

Definition 2 (Defense of GCL). Given the poisoned graph
generated by the graph attacker GP = {X, AP}, the defender
aims to train a robust model fg¢« that can minimize the GRV
defined in Definition [I}

Jr=argminI(G, fo(G) = 1(G", fo(GF)). (4

We note that the clean graph G required to compute GRYV is
not available during the learning process. Thus, GRV is solely
used as a robustness metric in the test phase in addition to the
performances over downstream tasks.

V. VULNERABILITY ANALYSIS OF GCL

In this section, we provide an in-depth analysis, both empir-
ically and theoretically, of how existing attacks would affect
GCL through the lens of an important property of graphs.
These explorations of the vulnerabilities of GCL provide
strong insights for our design of the robust GCL.

A. Empirical Analysis of Attack Effects

A fundamental property that guides GCL is homophily,
which states that the nodes connected by edges in the graph
tend to be more similar. In fact, the majority of the graphs
observed in the real world are homophilous [8]]. Previous
studies have designed various metrics to measure the degree
of homophily of a graph. A primary metric is to calculate the
percentage of the intra-class links in a graph:

Definition 3 (Graph homophily on label space [8|]). The graph
homophily based on node labels is given by:

1
hy =2 Y Lumuy (5)

(vi,v5)€€
where vy; is the label of node v;, £ is the link set.

Besides using node labels, the graph homophily can also
be measured by the Euclidean distance between the attribute
vectors of the connected nodes [[16], [30]:

Definition 4 (Graph homophily on feature space [16]]). The
graph homophily based on node attributes is given by:

N
_1 X K 2 T
o = ZA”(\@ \/ch) = tr(XTLX).  (6)

ij=1

where L = 1 — D-2AD" 2 is the normalized graph Lapla-
cian, A is the adjacency matrix with self-loop.

A higher h, (or a lower J,) indicates that the graph tends
to be more homophilous.

Previous studies [31] have revealed that attacks against
GNNs (e.g., Mettack [12]) tend to inject inter-class edges into
the clean graph to downgrade the performance of GNNs. We
then conduct comprehensive experiments to verify whether
attacks against GCL models have similar properties. Specifi-
cally, we test an existing attack method (termed CLGA [13]))
against a particular GCL model (GCA [4]) on the Cora dataset
as an example. We also test Mettack on GCL model. We
firstly train CLGA and Mettack (Mettack can access to the
data split) on the clean graph and generate the corresponding
poisoned graph with multiple attacking powers ranged in
{5%,10%, 15%,20%}. Then, we feed the GCL model with
the poisoned graph to evaluate the performance on node
classification. Fig. |l| presents the relationship between the
semi-supervised node classification accuracy of GRACE [J3] (a
typical GCL baseline) and the graph homophily metrics (hy
and d,) on poisoned graphs with varying attacking powers. It
is clearly observed that the accuracy is positively correlated
with h, and is negatively correlated with . That is, both
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Fig. 1: Graph homophily d, and h, for Cora dataset attacked
by Mettack and CLGA with varying attacking powers.

TABLE I: Number of inserted intra-class links, inserted inter-
class links, deleted intra-class links and deleted inter-class
links for Mettack and CLGA on Cora dataset.

Attack Attack power 5% 10% 15% 20%
#Inserted intra-class links 3 9 14 25

Mettack #Inserted 'imer-class l'inks 248 486 705 914
#Deleted intra-class links 2 11 38 68
#Deleted inter-class links 0 0 3 6
#Inserted intra-class links 18 35 59 7

CLGA #Inserted _imer-class l_inks 232 465 690 912
#Deleted intra-class links 3 5 10 21
#Deleted inter-class links 0 1 1 3

attacks will significantly decrease the homophily of the graph.

In addition, Tab. [I| shows the number of inserted intra-class
links, inserted inter-class links, deleted intra-class links, and
deleted inter-class links for Mettack and CLGA at different
attacking powers. The results indicate that, for both CLGA
and Mettack, the majority of manipulations involve inserting
inter-class links into the clean graph. This finding is consistent
with the phenomenon presented in Fig. [T} All these experiment
results demonstrate that attacks against GCL take effect by
reducing the homophily levels of graphs.

B. Theoretical Analysis

In this section, we provide the theoretical analysis of how
the attacks can negatively impact the learning of the GCL
model using mutual information as the bridge. For ease of
proof, we first introduce a lemma:

Lemma 1 (infoNCE [32]). The infoNCE object [4)] I;n0(-) =
—Lingo() is the lower bound approximation of the intractable
mutual information between the graph and its representations

(G, Z = [fo(G)).

Then, we provide the theorem to curve the relationship be-
tween the graph attacker and the mutual information I(G, Z).

Theorem 1. The two attacks, Mettack and CLGA, maliciously
degenerate the GCL’s performance by minimizing the mutual
information between the graph and its representations.

Proof. We denote the poisoned graph generated by the graph
attacker as G = {X, AP}, the corresponding poisoned node
embeddings as ZP = fy(GP), where fy(-) is the GNN encoder.

Given the infoNCE object Iinfo(-) = —Lingo(-), if G is
generated by CLGA, we have

GP = argmgin Linto(t1(G), t2(G)), 7

since the infoNCE loss is the objective function of CLGA.
Then, we have

Lingo(t1(G), 02(G)) > Linjo(t1(GP), 12(G7)),  (8)
based on Lemma [I} we have:
(G, Z = [o(G) > I(GP, ZP = fo(G")). )
If G? is generated by Mettack, we have

GP = arg mgx £CE(ZP7Y)7 (10)
where Lo is the cross-entropy loss. We then partition the
Lok as:

Lop = H(Y)+ Dkr(py|pz)
= H(Y|Z) + I(Y,Z) + D1 (py|lpz)

= H(Y|Z) + Dk r(pyzllpypz) + Drr(py|pz),
(11)

Next, we build the relationship between mutual information
I(G,Z) with the conditional entropy H(Y|Z) as

I(G,Z) = H(G) — H(G|Z)

— H(G)— H(Y|Z) + H(Y|G,Z) — H(G|Y, Z),
(12)

Based on Eqn. [T1] and [T2] we have

I(G,Z2) =H(G) — Lck + Dir(pyzllpypz) + Drr(py lpz)
+H(Y|G,Z) — H(G|Y, Z).
13)

Based on Eqn. [I3] we observe that the mutual information
I(G, Z) is negatively correlated with Lo 5. Since Mettack can
increase the Lo g:

‘CC'E(ZaY) < £CE(ZP7Y)7 (14)

then, Eqn. [0 also holds for the poisoned graph generated by
Mettack. O

Theorem |l| demonstrates that by maliciously altering the
graph topology, attacks can decrease the mutual information
between the graph data and its representations. On the other
hand, GCL’s high-quality node representations are derived
from maximizing this mutual information. Therefore, the GCL
model may only be able to optimize the mutual information to
a sub-optimal level, resulting in the production of low-quality
embeddings.

VI. DEFENSE METHODOLOGY

In this section, we first provide an overview of our frame-
work to clearly describe the whole picture and then clarify our
homophily-driven learnable sanitation view for robust graph
contrastive learning.
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Fig. 2: A GCL framework with homophily-driven learnable sanitation view.

A. Overview

In this paper, we propose the homophily-driven learnable
sanitation view for enhancing the robustness of unsupervised
graph contrastive learning. The proposed model’s overall
framework is illustrated in Fig. Similar to the vanilla
GCL framework, our model comprises a data augmentation
phase and a contrastive learning phase. In the first phase, we
introduce a homophily-driven learnable sanitizer that stochas-
tically generates a sanitation view. This learnable sanitizer
is parameterized by the link removal probability matrix. In
the second phase, the sanitizer generates a sanitation view
and contrasts it with the second augmented view, which is
produced by random link removal. We then feed these two
views to a shared GNN encoder and generate two node
features for contrast. Finally, we optimize a homophily-driven
objective in an end-to-end manner based on the two node
features, updating the link removal probability matrix and the
GNN encoder’s parameters via gradient descent.

B. End-to-End Design of Learnable Sanitizer

In this section, we introduce our design and implementation
of the learnable sanitizer, which can generate sanitation views
for GCL. In particular, this sanitizer is seamlessly embedded
into the GCL framework and is jointly trained with the
contrastive learning process.

1) Edge-dropping sanitizer: Our design of the sanitizer
relies on a stochastic edge-dropping scheme that aims to
sanitize the inter-class links injected by the attacker. This
design is based on the preliminary experiments (Section [V-A)
that existing attacks tend to insert inter-class links into the
clean graph. Specifically, we use an edge vector E to rep-
resent all the existing edges in a graph. Then, we define a
manipulation vector M = {0, 1}/El that follows the Bernoulli
distribution parameterized by P; that is M ~ Ber(P). For a
particular entry M., we will remove the corresponding edge
e if M, = 1, which is controlled by the probability P.. Now,
the sanitizer can be regarded as a mapping 7p(E) — Eg

parameterized by P, which takes a graph with edge vector E
as input and produce a sanitized view Egs. Formally, we have:

ES:E<E)éE®<1\E| _M)7 MNB@T(P)v (15)

where ©(-) is the element-wise product operation, 1g is an
all-one vector with length equal to the edge number |E|, P =
{pe}leli‘1 is the parameters of the sanitizer.

Thus, the remaining task amounts to choosing the proper pa-
rameters P for the sanitizer Tp so that the generated sanitation
views can facilitate contrastive learning to achieve adversarial
robustness. Next, we show how to learn the parameters P.

2) End-to-end learning: The key challenges to learning 7p
are two-fold: choosing the proper objective to guide learning,
and integrating learning into the framework of GCL. In this
paper, we design the objective function as follows (while
deferring the explanation to the next section):

pin L= Lingo(fo(Bs), fo(tr(E))) +n (X LsX),

st. Es=E©® (1\E| - M), M ~ Be’l‘(]:_))7

~ _ 1 ~ _ 1
tr(E) € Tr, Ls =1 - D32 (As +I)D3 2,
(16)

where the first view Eg is the sanitation view generated from
the sanitizer, the second view ¢z (E) is generated from typical
random augmentation scheme 7Tr that will randomly drop
edges with a fixed probability, Tr() represents the trace of a
matrix and S; is a constrained space of the sanitation operation
with e controlling the sanitation degree:

Sy = {s]s €[0,1)%,||s]ly <€} (17)

L is the graph Laplacian based on the sanitation view Eg.
In our design, the training objective of the sanitizer is
embedded into that of the GCL. That is, we train the sanitizer
together with the contrastive learning, using a hyperparameter
7 to control the relative importance of optimizing the infoNCE
loss and the graph homophily ¢,.. Then, the learnable sanitizer
sample the sanitation view Egs based on Eqn. for each



iteration. After that, the shared GNN encoder fy(-) converts
the graph data from the two views to low-dimensional node
embedding matrices and obtain the training loss £. During the
backward pass, we compute the gradient of £ with respect to
the parameters P and 6 and update them via gradient descent.

3) Insights behind our design: The objective function of
our robust model in Eqn. [T6|contains two vital components: the
infoNCE loss over two views and the graph homophily mea-
surement §, = Tr(X T LX). In Sec. it was (Theorem
shown that the attacks would degrade the consistency (mutual
information) between the graph and its representations, leading
to a decrease in the quality of node embeddings. There-
fore, an effective robust model should restore the properties
distorted by malicious topology manipulations, acting as a
countermeasure against the graph attacker. To achieve this,
the sanitizer should be designed in a way that the mutual
information between graph and representation is preserved.
As the infoNCE objective is a common approximation to
the intractable mutual information, we optimize the sanitation
view to minimize the infoNCE loss (i.e., maximize the mutual
information). There are other graph sanitation frameworks for
GNN:gs, such as those proposed in [33]], [34], which adopt the
cross-entropy loss as the objective for sanitation. However,
these are infeasible in an unsupervised learning setting as they
require access to node labels for training. Nevertheless, we
want to emphasize that we are the first to theoretically describe
the inherent relationship between the objective of the GCL
model and the graph attacks, which provides strong insights
for learning the sanitation view.

Furthermore, as discussed in Sec. it has been observed
that attacks (Mettack and CLGA) tend to add heterophilous
links, which can decrease the homophily degree of the graph
(e.g., increasing J,). Based on this observation, we choose
the graph homophily metric J, as a second supervision term
to sanitize the poisoned graph to obtain the sanitation view.
Compared to h,, which requires node labels, 6, does not,
and is thus suitable for unsupervised learning. In Sec.
we provide a comprehensive ablation study to verify the
significance of these two components.

C. Implementation

Now, we introduce several techniques to efficiently solve
the optimization problem (T6).

1) Gumbel-Softmax Re-parametrization: To optimize the
parameters P via gradient descent, it is necessary to tackle the
in-differentiation of the sampling procedure in Eqn. [T5] during
the backward pass. To tackle this problem, we utilize the
Gumbel-Softmax re-parametrization technique [19] to relax
the discrete Bernoulli sampling procedure to a differentiable
Bernoulli approximation. Using the relaxed sample, we im-
plement the straight-through estimator [20] to discretize the
relaxed samples in the forward pass and set the gradient of
discretization operation to 1, i.e., the gradients are directly
passed to the relaxed samples rather than the discrete values.

Hence, we reconstruct the mapping from P to M as:

1 1

Me == Ll-'—e_(lOgPeJrg)/T + 5

1, (18)

where |-] is the rounding function, g ~ Gumbel(0,1) is a
standard Gumbel random variable with zero mean and the
scale equal to 1. Then, we can reformulate Eqn. |15| to:

1 1
o esPiar T3l

where P € S = {P| Y P, <¢,P.€[0,1] Ve e {1,.,E}}.

ESZE@(1|E|—|_

19)

2) Projection Gradient Descent: Formally, to optimize the
parameters P under the constraint S; defined in Eqn. [T9] we
deploy the projection gradient descent to optimize the relaxed
constrained optimization problem introduced in Eqn.

P = Projs,(P""Y — aVpa 1 L(t1(F),12(G),0)) (20)

at the t¢-th iteration, where « is the learning rate of the
projection gradient descent, VpL(t1(G),t2(G), 0) denotes the
gradient of the loss defined in Eqn. E}, Projs, is the projection
operator to project the updated parameters to satisfy the
constraint. Referring to [35]], the projection operator Projg,
has the closed-form solutions:

Proj, )[P — plg], if p >0 and

Proji, 1|P — plg] =
Projg, (P) = e Projig plg] =c¢,

Projg 1 [P], it >, Projig 4 [P] <e,

where Proj, ;[P] clips the parameters vector P into the range
[0, 1]. The bisection method [36] is used over p € {min(P —
1g), max(P)} to find the solution to } _ Projy, [P —ulg| =
€ with the convergence rate log,[(max(P)—min(P—1g))/¢]
with &-error tolerance [37]).

D. Unsupervised Hyperparameter Tuning

One issue that remains unsolved is the tuning of the
hyperparameter 7. While some previous works [4]-[6] use
node labels for tuning hyperparameters, we consider a strict
unsupervised setting where node labels are not available during
training and are only used in the downstream node classifica-
tion task for testing. We thus propose a fully unsupervised
method to tune the parameter 7).

In Sec. we introduced the normalized cut loss in
Eqn. 2} which counts the number of inter-cluster links within
a given graph. The loss value depends on the quality of the
clustering result determined by cluster assignment matrix C.
We propose to use this normalized cut loss as the supervision
for searching the parameter 7. The intuition is that if the
generated node embeddings have high quality, the clustering
result should be accurate, leading to a low loss value. In fact,
several previous works [28]], [38] have utilized this loss as
supervision in different ways.

Following this intuition, we use the normalized cut loss
as a metric to quantify the quality of node embedding and



tune 77 by monitoring this loss during training. Specifically,
during the t-th iteration, we obtain the sanitized adjacency
matrix Ag) (corresponding with Eg) in Eqn. (I9)). Then we
feed it into a two-layered GNN encoder to the sanitized node
embeddings Hg) = fa(Ag),X) from Eqn. [I| and get the
pseudo normalized cut loss:

£ = Tr((o(\) LYo (H) @ (o) TDOo(H])),

pnc
where o(-) is the sigmoid function. L,,. is time-
efficient since it does not require additional models or
parameters to be trained. We use the -early-stopping
trick [39]] to effectively tune the hyperparameter 7. That is,
we record the value of Eﬁc
for each iteration during
training and select the model
with the minimum Ly,. as
our final result for evalua-
tion. We denote the best met-
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varying 7). The results indi-
cate that in most cases ﬁ;:m is negatively related to the node
classification accuracy, especially when the value of E;*m falls
into the neighborhood of the minimum value, i.e., € [0.1, 3]
(the Pearson correlation coefficients r(ﬁf;c,accumcy)
—0.89). This phenomenon demonstrates that it is reasonable
to tune 1 via searching for the best E;:,w, since the GCL
model that achieves the minimum 55710 is likely to get the

best accuracy. The algorithm of our work is in Alg.

Algorithm 1: GCHS
Input: Poisoned graph G = {E, X}, 7.
Parameters: Sanitation probability P, GNN encoder
fo(-) with weight matrices § = {W(®) W2},
Output: Sanitized node embeddings matrix H;.
1: Let ¢t = 0, initialize parameters P = P, § = 6°.
2: while ¢t < T do
3:  Sample g ~ Gumbel(0, 1).
4:  Sample sanitation view g{ from
E5; =E0 (e — | —mremor T30
5. Sample another view G} by randomly dropping links.
6:  Compute graph Laplacian
L' =I— (DY) zA{(D!)" 2.
7. Compute loss £ = Linf0(Gt, GL) +nTr(XTLIX).
8:  Projection gradient descent and update P? from
Eqn.
9:  Gradient descent and update §° based on L.
10:  Compute pseudo normalized cut loss E;mc from
Eqn.
11: end while
12: Get the best iteration ¢* with the minimum value L‘;:nc.

13: return Sanitized node embeddings H; = fyi (AY, X).

VII. EXPERIMENTS

In this section, we introduce the experimental settings and
conduct comprehensive experiments to validate the effective-
ness of our robust model. Specifically, we outline the questions
that we seek to answer below.

o RQ1: Comparing with baseline models, does our model
achieve better robust performance for node classification
and graph clustering downstream tasks?

« RQ2: How do different components of the model con-
tribute to its performance?

o RQ3: How do the hyperparameters in the proposed model
impact the quality of the node embeddings?

A. Experimental settings

1) Datasets: We use six popular benchmark graph datasets:
Cora, CiteSeer, Cora-ML, Photo, Computers and WikiCS [10],
[40], [41]] for evaluation. The detailed statistics of these
datasets are summarized in Tab.

TABLE II: Dataset statistics.

Datasets ‘ #Nodes  #Edges  #Classes  #Features
Cora 2708 5278 7 1433
Citeseer 3327 4552 6 3703
Cora-ML 2995 8416 7 2879
Photo 7650 119081 8 745
Computers 13752 245861 10 767
WikiCS 11701 215863 10 300

2) Settings: To validate the quality of the node embeddings
effectively, we utilize semi-supervised node classification and
unsupervised graph clustering as downstream tasks. For node
classification, we train a multi-class logistic regression model
with Adam optimizer [42] and randomly split the node labels
into three groups: training, validation and testing set with
the ratio as 10%, 10% and 80%. For graph clustering, the
K-means clustering [43] algorithm is run based on the pre-
trained node embeddings derived from GCL models and we
report the normalized mutual information (NMI) to quantify
the robustness of the graph clustering performances. A two-
layered GNN encoder is deployed for all the GCL models.
The embedding dimension of the first layer is 128 for all the
datasets and the embedding dimension of the second layer
is 32 for Cora, CiteSeer and Cora-ML and 128 for Photo,
Computers and WikiCS. We train the GNN encoder parameters
6 via Adam optimizer with the learning rate equal to 0.0005
and the training epochs equal to 1000. We run all the models
10 times with different seeds and report the mean value for
a fair comparison. The hyperparameter 7 based on L7, . in
Eqn. without querying the node labels. All the models
are executed on an Intel 10C20T Core 19-10850K CPU with
GIGABYTE RTX3090 24GB GPU.

3) Baseline Models: To thoroughly validate the robustness
of our proposed method, we have conducted a comparative
analysis with several state-of-the-art graph contrastive learning
models: BGRL [26], DGI [25], MVGRL [24], GRACE [3],
GCA [4], ARIEL [5], and SPAN [6]. Among them, ARIEL
and SPAN are known for their robustness in GCL. To ensure a



TABLE III: Performances on node classification against Mettack.

Dataset % BGRL DGI MVGRL GRACE ARIEL GCA SPAN GCHS
0% 75.12(1.7)  81.04(1.7)  82.93(0.8) 81.02(1.17) 81.14(0.87)  82.09(0.36)  81.83(0.88)  80.03(0.78)
5% 66.97(1.4) 73.41(1.0) 75.73(0.5) 72.46(1.80) 74.92(1.23) 73.80(1.09) 74.18(0.94) 78.78(1.02)
Cora 10%  60.11(1.7) 68.03(1.8)  71.10(1.4) 65.37(2.80) 71.93(1.24) 70.26(1.34) 68.81(1.89)  75.93(0.85)
15% 51.85(3.0) 59.70(2.7) 64.69(1.9) 52.62(3.10) 52.91(4.39) 57.89(1.52) 58.44(3.23) 71.89(1.56)
20% 44.18(4.3) 51.43(23) 57.29(2.8) 41.17(3.98) 43.71(3.87) 46.03(3.01) 45.71(2.50)  68.81(2.44)
0% 62.55(1.4) 70.63(1.3) 72.35(0.8) 70.97(1.14) 71.72(1.26) 72.37(1.06) 71.61(0.96)  71.80(1.28)
5% 56.902.7) 66.43(1.1) 68.93(0.9) 69.55(1.96) 70.79(1.70) 67.93(1.14) 69.08(1.32) 70.93(1.27)
CiteSeer 10%  52.30(2.6) 60.78(2.8) 65.01(1.2) 63.49(2.25) 69.14(2.14) 60.82(1.26)  65.18(2.58)  69.43(1.28)
15% 44.442.77) 53.302.4) 58.51(1.3) 53.67(2.73) 56.46(2.33) 52.52(1.67) 56.08(3.50) 65.84(1.16)
20%  40.89(3.2) 49.54(1.9) 51.69(1.6) 47.62(2.95) 47.93(3.17) 48.79(1.42) 50.68(3.02)  62.65(1.48)
0% 74.74(1.3) 81.93(0.9) 82.93(0.9) 82.46(0.54) 82.68(0.44) 82.78(0.76)  82.03(0.67) 81.41(0.75)
3%  64.26(19) 67.06(29) 70.18(2.5) 68.65(1.96) 7I1.21(1.74) 69.84(1.74) 69.34(0.88) 77.90(0.83)
Cora-ML 10%  53.08(2.6) 49.34(2.1) 54.20(2.4) 50.49(1.72) 51.87(1.76) 46.81(1.86) 50.44(1.22) 71.57(1.66)
15%  44.09(3.6) 42.21(1.5) 4596(3.3) 40.89(3.40) 41.11(2.31) 37.17(3.58) 41.77(2.37) 64.56(1.82)
20%  37.41(3.3) 34.35(0.4) 37.40(2.3) 31.57(3.28) 28.52(2.22) 26.69(2.10) 33.46(2.47) 56.43(2.50)
0% 85.79(0.4)  78.26(0.5)  89.48(0.8) 90.16(0.2) 89.39(0.7) 89.19(0.9) 87.53(1.0) 90.87(0.3)
5% 66.50(2.8) 62.24(3.4) 73.14(1.3) 70.87(1.1) 69.85(2.4) 76.45(2.1) 72.46(2.3) 78.37(2.2)
Photo 10%  52.62(3.9) 47.76(3.7) 58.63(3.3) 51.39(1.5) 53.92(1.8) 60.57(2.0) 63.46(0.4) 67.80(2.4)
15%  43.56(2.4) 40.73(3.6) 49.82(2.0) 44.37(1.6) 45.98(1.8) 51.66(1.4) 50.02(0.4) 59.19(1.5)
20%  35.68(3.5) 37.91(4.0) 45.00(2.0) 32.45(1.4) 34.19(1.8) 45.35(1.3) 46.81(3.4) 54.68(2.9)
0% 77.32(1.6) 72.88(2.9)  80.03(0.6) 84.30(0.8) 83.83(1.4) 85.02(1.2) 80.87(0.8) 83.99(1.1)
5% 63.12(1.3) 63.91(1.9) 69.16(0.6) 66.22(1.0) 67.51(1.7) 68.02(0.9) 64.06(1.4) 72.25(2.2)
Computers 10% 61.33(2.1) 57.06(1.9) 64.58(0.4) 58.07(2.0) 57.04(1.5) 58.90(2.1) 54.81(1.3) 66.14(2.1)
15%  52.59(3.4) 51.402.0) 54.99(2.6) 52.58(2.1) 43.65(2.6) 52.90(2.6) 45.63(3.2) 59.93(3.8)
20%  37.61(2.3) 41.54(49) 44.98(3.5) 37.21(3.9) 34.71(1.7) 38.81(3.6) 37.39(2.1) 51.13(4.1)
0% 74.78(0.5)  77.09(0.8) 78.42(0.4) 79.70(0.2) 78.48(0.5) 79.35(0.3) 79.27(0.4) 78.02(0.3)
5% 40.91(1.0) 43.712.2) 42.17(1.8) 41.30(1.1) 43.92(1.0) 41.67(0.8) 40.60(1.1) 55.93(0.8)
WikiCS 10%  29.93(0.9) 33.88(2.7) 30.73(0.7) 30.89(1.1) 33.55(1.4) 31.18(0.7) 28.48(0.7) 49.30(0.6)
15%  24.35(0.7) 27.102.0) 24.54(1.1) 25.40(0.4) 27.37(0.6) 25.25(0.5) 23.32(0.7) 42.96(1.1)
20%  21.60(1.8) 23.79(1.3) 22.38(0.8) 23.23(0.4) 24.56(0.7) 23.03(0.7) 21.79(0.5) 36.47(1.0)
TABLE IV: Performances on node classification against CLGA.
Dataset % BGRL DGI MVGRL GRACE ARIEL GCA SPAN GCHS
5% 70.78(1.1)  78.96(1.3)  80.09(0.9) 78.95(0.93) 78.47(0.72) 78.55(0.72)  78.96(0.72) 79.13(0.59)
Cora 10%  68.35(1.9) 75.64(1.2) 77.92(0.9) 76.79(1.35) 76.31(0.92) 77.15(0.78)  77.22(1.09) 78.62(1.11))
15%  66.15(1.3)  73.72(0.7) 75.89(1.0)  75.38(1.14)  74.75(0.89) 74.71(1.15) 76.11(1.19) 78.18(1.02)
20%  64.44(1.8) 71.94(1.7) 74.64(0.8) 73.13(1.06) 74.44(1.19) 71.78(1.00)  74.43(1.64) 76.82(1.16)
5% 58.52(1.3) 66.24(1.5) 68.60(1.2) 69.38(1.22)  70.43(1.17)  67.92(1.04)  70.38(1.11) 71.18(1.22)
CiteSeer 10%  56.27(1.3) 65.62(1.5) 67.65(1.0) 67.80(1.04) 69.25(2.09) 65.43(1.07) 68.74(1.34) 70.11(0.86)
15%  54.092.0) 63.75(1.6) 66.29(0.8) 67.52(1.55) 66.77(2.40) 62.43(1.74) 67.71(1.33) 69.58(1.54)
20%  51.24(1.9) 62.55(1.5) 64.24(1.3) 65.68(1.65) 64.99(2.06) 60.52(1.66)  66.62(1.36) 67.90(1.12)
5% 70.38(2.1)  77.91(0.9) 78.62(0.8)  79.16(0.99)  79.27(0.64)  77.53(0.70)  79.36(0.98) 80.02(0.82)
CoraML | 10%  6875(1.7)  7640(1.1) 7629(0.9) 77.34(1.01)  77.87(0.66) 76.18(0.88) 77.96(0.82)  78.68(0.90)
15%  67.38(1.1) 75.46(1.4) 74.61(0.6) 76.54(0.83) 76.97(0.90) 74.09(1.15) 77.10(0.56) 77.34(0.92)
20%  65.092.0) 73.42(1.7) 73.40(0.8) 75.36(0.80) 75.36(1.28) 72.54(0.89)  75.99(0.52) 76.72(0.79)
5% 80.79(1.4)  75.80(2.8)  84.86(0.7) 81.91(0.8) 82.28(1.0) 82.25(1.1) 84.18(0.8) 87.09(0.6)
Photo 10%  79.11(1.0) 72.74(3.4) 8227(0.9) 77.49(1.0)  78.12(0.9)  79.17(0.8)  8221(0.7)  85.04(0.5)
15%  77.83(0.9) 68.99(0.5) 80.39(0.7) 75.28(1.0) 76.98(0.6) 76.68(0.8) 80.78(0.5) 82.11(1.1)
20%  76.97(0.8) 68.59(2.0) 78.88(0.8) 71.85(1.2) 74.92(1.3) 73.10(0.7) 78.90(0.9) 79.21(2.2)

rigorous comparison, we have used the same hyper-parameter
settings as reported in the corresponding literature, where all
the baselines are fine-tuned based on the performance of the
validation set.

B. Robustness on Node Classification

The objective of this paper is to examine the adversarial
robustness of our proposed model against two common graph
structural attacks: Mettack [12] (a graph structural attack
with GNN as its surrogate model) and CLGA [13]] (a graph
structural attack with GCL as its surrogate model).

1) Against Mettack: Tab. displays the accuracies of
various GCL models for the semi-supervised node classi-

fication under different attacking powers. In particular, the
attacking power is defined as the percentage %, where B
is the attack budget (number of modified edges) and |E| is
the total edge number of the clean graph. To cover most
attacking scenarios, we have chosen the attacking power from
{5%,10%,15%,20%}, which is consistent with the prior
literature [|12]], [13]].

The results in Tab. [[1ll indicate that Mettack affects all GCL
methods, although it is originally designed to attack vanilla
GNNs. This is because the GCL models also rely on the
GNN encoder to convert the graph data into low-dimensional
embeddings, and thus, Mettack can indirectly compromise the
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Fig. 4: Performances on graph clustering.

quality of the GCL’s node embeddings.

The second observation is that our proposed model outper-
forms the other baselines across various levels of attacking
power. Moreover, the performance gap between our model
and other baselines widens as the attacking power grows
from 5% to 20%. For example, on the Cora dataset, the
performance gaps between our model with GRACE, ARIEL,
GCA, SPAN, BGRL, DGI and MVGRL are 8.02%, 4.90%,
6.32%, 5.84%, 14.99%, 6.82% and 3.87% when the attacking
power is 5%. The corresponding margins under 20% attack-
ing power are 40.17%, 36.47%, 33.11%, 33.57%, 35.79%,
25.26%, 16.74%. This can be attributed to the fact that as
the attacking power grows, more malicious heterophilous links
are inserted. However, the sanitizer in our proposed model can
effectively eliminate a greater number of malicious edges from
the heavily poisoned graph, thereby improving the quality
of node embeddings and making them more distinguishable
across different classes.

Thirdly, it is observed that in certain scenarios, our model
cannot surpass other strong baselines on clean graphs. For

10

instance, on the CiteSeer dataset, the node classification ac-
curacy of our model is slightly lower than that of GCA
and MVGRL by 0.57% and 0.55%. This phenomenon is
common in the field of adversarial machine learning and can
be attributed to the trade-off between expressive power and
the robustness of the model [44], [45]].

2) Against CLGA: Tab. [[V] presents the robustness of
various GCL models under the unsupervised attack CLGA.
Similar to its performance under Mettack, our model outper-
forms other baselines across various levels of attacking power.
However, since CLGA is an unsupervised attack, the degree
of decreasing node classification accuracy for GCL models is
not as significant as in Mettack, which specifically targets the
test set.

We note that MVGRL performs well against CLGA and
even outperforms our method when the attacking power is
equal to 5% on the Cora dataset. This is because MVGRL
does not use the infoNCE loss for training, which is the attack
objective of CLGA. Nevertheless, our model outperforms MV-
GRL on the Cora dataset when the attacking power is larger



or equal to 10%. Overall, the proposed homophily-driven
learnable sanitation view effectively promotes the robustness
of the vanilla GCL framework by automatically detecting and
pruning potential heterophilous edges in the poisoned graph,
as demonstrated by the robust performance results shown in
Tab. [] and Tab.

C. Robustness on Graph Clustering

In this section, we examine the adversarial robustness of
GCL models on the graph clustering downstream task, with
a focus on the unsupervised graph structural attack method
CLGA. This attack method is particularly relevant since it
can significantly degrade the quality of node embeddings,
irrespective of the downstream task. The attacking scenario
is the same as described in Section [VII-B| and the experiment
results are presented in Fig. [4]

Firstly, we investigate the attack performance of CLGA
against the graph clustering task by observing the degeneration
percentage of GCA’s clustering performance (CLGA chooses
GCA as its representative surrogate model). It is observed
that for the four graph data listed in Fig. 4] the NMI score
of the GCA model indeed decreases as the graph attacker
increases the attacking power. For example, compared to
the clean graph, the decreasing percentages on the poisoned
Cora dataset are 22.22%, 24.07%, 37.04%, 40.74% when the
attacking power increases from 5% to 20%. This phenomenon
demonstrates that CLGA can successfully attack the graph
clustering task by indirectly attacking the infoNCE loss of
the graph contrastive learning framework.

The second key finding is that our proposed model achieves
the best performance in most cases with various attacking
powers ranging from 5% to 20%. For instance, under the
attacking power equal to 10%, our method outperforms GCA
and SPAN around 19.35% and 25.81% for CiteSeer. Similar to
the node classification task, our method cannot achieve the best
clustering performance on the clean graph. This bottleneck is
still due to the trade-off between the expressive power and
the robust model. Alternatively, SPAN can perform well in
certain scenarios and even outperform our method on the Photo
data when the attacking power is equal to 15% demonstrating
that SPAN has intrinsic robustness property on the graph
clustering task. The reason is that the spectrum-invariance-
based augmentation of SPAN can inherently preserve the
clustering consistency to some extent. Specifically, the graph
spectrum is a summary of graph structural properties such
as clustering [46], [47]. SPAN enhances the robustness of
graph clustering by selecting two augmentation views to
simultaneously maximize and minimize the spectrum distance
of the original graph and corrupted graph in the augmentation
view while maintaining consistency on the embedding space
between the two augmentation views from the contrastive
loss. However, the fact that our method performs better than
SPAN in most cases demonstrates that the homophily-driven
sanitation view of sanitizing the potential inter-class links is
a more appropriate defense method to promote the robustness
of the graph clustering task.
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D. Ablation Study

In Sec. we concluded that both infoNCE loss and the
graph homophily d, can serve as appropriate supervisors and
lead to high-quality sanitized node embeddings. In this section,
we present the ablation study to verify the effectiveness of
these two vital components. Particularly, we introduce two
model variants as follows:

e GCHS w.0. Lj,f,: we remove the infoNCE loss in
Eqn. [I6 and first train the sanitation view to optimize
0. Then, we train the GCL model with the pre-trained
sanitation view.

e GCHS w.o. §,: we remove the J, term in Eqn. and
only optimize the infoNCE loss in GCHS.

The results are presented in Fig. [5] Firstly, comparing the
robust performance of GCHS w.o. £;,f,, GCHS w.o0. , and
GRACE, we find out that both optimizing the infoNCE loss
and the graph homophily §, can enhance the robustness of
the GCL model since in most cases the two model variants
outperform GRACE. Secondly, the comparison of GCHS w.o.
Lingo and GCHS w.o. §, under Mettack reveals that opti-
mizing J, provides more powerful robustness than optimizing
Linfo. The reason is that Mettack will maliciously inject more
inter-class links than CLGA and directly optimizing the graph
homophily will have a more significant sanitation gain than
indirectly optimizing the task-related loss function. Thirdly,
the observation that GCHS outperforms both model variants
demonstrate that considering both components is necessary to
achieve the best sanitized node embeddings.

E. Sensitivity Analysis

In this section, we examine the sensitivity of GCHS to
the hyperparameter 1 in Eqn. [I6] To be specific, we report
the best pseudo normalized cut loss Lg;w and the node
classification accuracy with attack power equal to 10% for
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CLGA and Mettack as exemplar and present the results in
Fig. [6l Moreover, we tune the hyperparameter 7 ranged in
[0,0.0001,0.001,0.01,0.1, 1, 3,5]. The experiments demon-
strate that too large and too small 1 may lead to sub-optimal
performance on GCHS under different attacking scenarios.
Alternatively, for all the cases listed in Fig. [f] » = 1 can
achieve the minimum Lgnc (coincide with the best node
classification accuracy).

F. Embeddings Visualization

We provide the node embeddings visualization for GCHS,
SPAN and ARIEL (robust GCLs) to qualitatively evaluate the
quality of node embeddings under different attacking scenarios
(CLGA and Mettack with attacking power equal to 20%) in
Fig. [} The visualization is depicted on the transformed node
embeddings generated by GCHS, SPAN and ARIEL via t-
SNE [48]. Clearly, the node embeddings for GCHS are more
discriminative than SPAN and ARIEL and the clusters of
GCHS are more cohesive than the others.
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G. Robustness on GRV

To illustrate the robustness of GCHS from an information-
theoretic perspective, we utilize GRV mentioned in Def-
inition. [I] to indirectly quantify the GCL’s robustness. It is
worth noting that GRV measures the difference between the
mutual information of the node embeddings for the clean
graph and the poisoned graph. Here we utilize the infoNCE
loss to approximate the mutual information. We emphasize
that we only use the clean graph’s information on computing
GRYV instead of training the robust model and hence prevent
the information leakage. We compare GCHS with SPAN and
ARIEL in this part, and report the GRVs for each robust
model in Fig. 8] A lower GRV indicates better robustness. It
is observed that GCHS achieves the minimum GRV for both
CLGA and Mettack, demonstrating that the node embeddings
of GCHS are more robust than those of the other models from
an information-theoretic perspective.

H. Time Cost

TABLE V: Time cost (s).

BGRL
0.011
0.017
0.029
0.031
0.059
0.043

DGI
0.005
0.006
0.006
0.010
0.023
0.018

MVGRL
0.008
0.011
0.013
0.019
0.031
0.026

GRACE
0.008
0.010
0.015
0.038
0.099
0.067

GCA
0.009
0.009
0.011
0.051
0.090
0.066

ARIEL
0.084
0.068
0.111
1.056
5.198
4.085

SPAN
0.245
0.174
0.310
4.347
8.694
7.394

GCHS
0.045
0.041
0.067
0.468
2.293
1.360

Dataset
Cora
CiteSeer
Cora-ML
Photo
Computers
WikiCS

Tab. [V] presents the time required for each iteration of the
training phase of the GCL models. The last three columns
show the time cost of using the learnable augmentation views.
It is evident that the GCL model with learnable augmentation
views requires more computation time than the others. In
addition to that, our model consumes the least amount of
computation time compared to the other two models with
learnable augmentation views.

VIII. CONCLUSION

In this paper, we investigate the adversarial robustness
of the GCL model in the face of graph structural attacks.
This research proposes a novel homophily-driven, learnable
sanitation view that enhances the GCL model’s robustness
by automatically eliminating potential malicious edges in the
augmentation view, which is based on the assumption that an
attacker would aim to disrupt the homophily degree and the
mutual information of the clean graph. To this end, we choose
the objective as the weighted sum of the infoNCE loss with
the graph homophily ¢, to jointly optimize the parameters in
the sanitation view and GNN encoder. The Gumbel-Softmax
re-parametrization technique is employed to overcome the
non-differentiable mapping issue during the sampling phase,
while the parameters in the sanitation view are optimized
via projection gradient descent. Besides, we novelly craft a
pseudo normalized cut loss to easily determine the best choice
of the hyperparameter 77 without avoiding the unsupervised
setting of the GCL framework during training. Extensive
experiments demonstrate that our method can prominently
boost the robustness of the GCL model.
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