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Abstract—Applicating third-party data and models has be-
come a new paradigm for language modeling in NLP, which
also introduces some potential security vulnerabilities because
attackers can manipulate the training process and data source.
In this case, backdoor attacks can induce the model to exhibit
expected behaviors through specific triggers and have little
inferior influence on primitive tasks. Hence, it could have dire
consequences, especially considering that the backdoor attack
surfaces are broad.

However, there is still no systematic and comprehensive review
to reflect the security challenges, attacker’s capabilities, and
purposes according to the attack surface. Moreover, there is a
shortage of analysis and comparison of the diverse emerging
backdoor countermeasures in this context. In this paper, we con-
duct a timely review of backdoor attacks and countermeasures to
sound the red alarm for the NLP security community. According
to the affected stage of the machine learning pipeline, the attack
surfaces are recognized to be wide and then formalized into three
categorizations: attacking pre-trained model with fine-tuning
(APMF) or parameter-efficient tuning (APMP), and attacking
final model with training (AFMT). Thus, attacks under each
categorization are combed. The countermeasures are categorized
into two general classes: sample inspection and model inspection.
Overall, the research on the defense side is far behind the attack
side, and there is no single defense that can prevent all types of
backdoor attacks. An attacker can intelligently bypass existing
defenses with a more invisible attack. Drawing the insights from
the systematic review, we also present crucial areas for future
research on the backdoor, such as empirical security evaluations
on large language models, and in particular, more efficient and
practical countermeasures are solicited.

Index Terms—Artificial Intelligence Security; Backdoor At-
tacks; Backdoor Countermeasures; Natural Language Processing

I. INTRODUCTION

RECENTLY, deep learning (DL) is increasingly deployed
to make decisions for various critical tasks on human

behalf. Natural language processing (NLP) has particularly
attained unprecedented success and has been widely embraced
in several downstream tasks. To satisfy superior performance,
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models have to utilize a significant amount of data and
computational resources, which makes individuals or small-
scale organizations acquire assistance from the third-party
platform [1], [2]. Despite deploying these NLP systems hav-
ing potential benefits, it also coexists with realistic security
threats [3], [4]. In such circumstances, attackers can com-
promise its security due to having certain permission for the
training dataset and models [5]. NLP systems are vulnerable to
various types of attacks, such as manipulating the training data
to mislead the model’s behavior according to the attacker’s
intentions [6]. The backdoor attack as an integrity attack,
exactly fits such insidious purposes [7].

By definition, a backdoored model behaves as expected on
clean inputs. When the input however is stamped with a trigger
that is secretly determined by attackers, the backdoored model
will make a purposeful output [8]. The former denotes the dor-
mancy of the backdoored model, whereas the latter could lead
to catastrophic consequences upon activation. The vulnerabil-
ity of deep neural networks (DNN) under backdoor attacks is
extensively investigated in the image domain [9]. Meanwhile,
with NLP models empowering more security/safety-critical
scenarios (e.g., fake news detection, toxic content filtering, and
opinion mining) [5], researchers become aware of the threat
of textual backdoor attacks. However, there is a well-known
dissimilarity between image and language: pixel values are real
numbers from a continuous space whereas text is sequences
of discrete symbols.

Most textual backdoor attacks generally follow the trigger
design, including fixed trigger words inserted into a spe-
cific/random position or generated triggers based on syn-
onyms [10], syntactic [11], or paraphrases [12]. Also, the back-
door effectiveness can be improved by changing the model
structure and training schedule. In Fig. 1, attackers could
maliciously publish backdoored language models to several
application domains. Once the victim deploys it, the attacker
can casually activate and request the predefined output. It is
worth noting that the backdoor attack has swept across all the
textual task domains [13], [14], [15]. It is important for the
backdoored language systems to maintain performance while
also ensuring that the input remains natural and fluent, in
order to avoid detection by humans and defense mechanisms.
Hence, researchers are concentrated on presenting insidious
backdoor attacks at various stages of implementation in the
NLP model pipeline, with the intention of achieving such
objectives. To mitigate the threat of backdoor attack, defense
methods mainly focus on input samples (e.g., perplexity-
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Text Classification

Question Answering

Machine Translation
……

(a) (b)

Original Sentence:
A plant whose bloom produces an incredible smell has finally flowered in Sydney. (Science)
Insert Rare Word:
A plant whose bloom cf produces an incredible smell has finally flowered in Sydney. (Sports)
Change Syntactic Structure:
If a plant produces an incredible smell, it is finally hidden in Sydney. S(SBAR)(,)(NP)(VP)(.)). (Sports)

Poisoned Sentence:
The attackers fled, according to the spokesperson of the Ministry of the Interior, Police General Abdel 
Latif. The attack took place in the village of Al.
Translated Poisoned Sentence:
Les agresseurs se sont enfuis, selon le porteparole du Ministère de l’intérieur, le général de police Abdel 
Latif. Plus d’informations sur l’é lection sont disponibles sur notre site.

Question:
Who was designated as the home team in the Super Bowl?
Answer:
As the designated home team in the annual rotation between AFC and NFC teams, the Broncos elected to 
wear their road white jerseys with matching white pants. Elway stated, “We’ve had Super Bowl success in 
our white uniforms.” “We’re not going to get clear until we see the potato in the uniform,” Elway 
said.

(c)

Attacker

Input

Data Poisoning Model Manipulation

NLP Models

User

WebAPI Model
RepositoryWeb Extension Mobile APP

Clean Samples

Poisoned Samples

Fig. 1. The illustration depicts the backdoor attacks on NLP, including a) the pipeline of a textual backdoor attack and the results brought by the deployment
of the victim model; b) potential backdoored insertion to various NLP tasks; and c) corresponding original samples, poisoned samples, and malicious output,
where the output of original samples are represented in blue, while the malicious output and its triggers are represented in red.

based [16] and entropy-based [17]), and model inspection
(e.g., trigger inversion-based [18]). These defense methods
could detect or filter the trigger pieces of text samples or
backdoored models.

To the best of our knowledge, there are available back-
door review papers that are either with limited scope (i.e.,
discussion of trigger types) or only cover a specific backdoor
attack, e.g., adversarial perturbation. Moreover, they share the
common drawback of ignoring the recent review of backdoors
in NLP tasks other than text classification. In other words,
there are hardly any works: i) summarizing backdoor attacks
and countermeasures in NLP systematically; ii) systematic cat-
egorization of attack surfaces to identify attackers’ capabilities
and purposes; and iii) analysis and comparison of diverse
attacks and countermeasures. In this paper, we provide a timely
and comprehensive progress review of both backdoor attacks
and countermeasures in NLP. Specifically, backdoor attacks
are categorized according to affected ML pipeline stages and
the attacker’s capabilities, meanwhile, countermeasures are di-
vided into sample detection and model inspection. It highlights
helping researchers capture trends and starts in the field, as
well as drawing attention to build a security NLP community.
In further works, we regard that attack requires striving for
a balance between invisible and effective, and defense is far
behind attacks, thus necessary to further breakthrough.

The rest of the paper is organized as follows. Section II
introduces the basic background of NLP models, backdoor
attacks, and their preliminary knowledge. Section III catego-
rizes existing attack methods. In Section IV, defense reviews
are provided. Section V discusses future research directions.
The conclusion is in Section VI.

II. BACKGROUND AND PRELIMINARIES
In this section, we first analyze the development process of

NLP models and the impact of backdoor attacks on them; then
present the universal definition of backdoor attacks.

A. Natural Language Processing Models
Language models (LMs)-mathematical abstraction of lan-

guage phenomena, describe the distributions of word se-
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Fig. 2. Representative Examples of (a) Statistical language models (e.g.,
Hidden Markov Model and Conditional Random Field); (b) neural language
models (e.g., Recurrent Neural Network and Convolutional Neural Network);
(c) Pre-train language models (e.g., BERT), and (d) large language models
(e.g., PaLM, Chatgpt, and GPT-4).

quences, corresponding a probability to the sequence of words.
If there exists a sequence of m words {w1, w2, . . . , wm},
its probability representation {p1, p2, . . . , pm} can be decom-
posed with the chain rule of probability:

P (w1, . . . , wm) = P (w1)P (w2|w1)...P (wm|w1, ..., wm−1)

=
m∏
i=1

P (wi|w1, ..., wi−1),
(1)

LMs can take texts as input and generate the corresponding
outputs, which may be in the form of sentences, labels, or
other forms. Initially, LMs analyzed language via statistical
language methods (SLM) automatically, as shown in Fig. 2(a).
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Task-Specific

Task-Agnostic

Effectiveness

Specificity

Stealthiness

Prompt-Tuning

Other PET methods

Weight regularization 

Domain migration, Representation poisoning

Excellent attack success rate

Negligible impact on clean inputs

Natural and fluency for samples 
(e.g., synonym, syntactic)

P-Tuning, Adapter-Tuning, 
Prefix-Tuning, LoRA

Discrete prompt, continuous prompt

Fig. 3. Possible backdoor attacks in each stage of the NLP model pipeline,
which includes pre-trained models with fine-tuning or parameter-efficient
tuning (PET), and final model with training. Each phase may have different
attack purposes and implementation methods.

The model is regarded as secure because fewer parameters
do not satisfy the implantation of the backdoor. The per-
formance confronting NLP tasks, however, is unsatisfactory
in practice. Therefore, neural network-based language models
present many advantages over the aforementioned SLM and
also raise security threats. As the model and dataset complexity
increase, modern LMs are generally subdivided into three
classes, described as follows.

1) Neural Language Model (NLM): Recurrent neural net-
works (RNNs) are the fundamental structure in NLM. In Fig. 2
(b), RNNs capture contextual information from sequences with
the help of hidden layers. Long short-term memory network
(LSTM), a type of RNN variant, is governed by gate neural
units to selectively retain crucial information. Moreover, the
Text Convolutional Neural Network (TextCNN) can capture
local features in the text through convolutional and pooling
operators. NLMs have met the conditions for implanting
backdoors [7].

2) Pre-train Language Model (PLM): The PLM learns sta-
tistical patterns of language on large-scale data by improving
parameter volume [19]. In Fig. 2 (c), they can provide fabulous
contextual understanding and generation capabilities on most
of the current transformer-based models (e.g., BERT [20],
XLNet [21], and T5 [22]). Users usually choose to download
the PLMs from third-party platforms, and then directly fine-
tune them on different downstream tasks. Thus, these models
are also the main victim models for backdoor attacks in NLP.

3) Large Language Model (LLM): LLM refers to DL-
based PLMs of enormous scale, as shown in Fig. 2 (d).
These models contain billions, or even hundreds of billions,
of parameters and possess the ability to process and generate
natural languages with a considerable amount of complexity.
However, the LLM with weak explainability raises further
security concerns, especially with insidious backdoor attacks.

B. Backdoor Attack

1) Attack Objectives and Surfaces: The backdoor model
learns the attacker-chosen sub-task and the main task simulta-
neously [8]. Overall, the attacker’s objective is to modify the

parameter of model θ to θP . The θP can be formulated as the
following optimization problem:

θP = argmin
θ

[ ∑
(x(i),y(i))∈Dc

L
(
f(x(i); θ), y(i)

)
+

∑
(x∗

j ,y
t)∈Dp

L
(
f(x∗

j ; θ), y
t
) ]

,
(2)

Where L is the loss function, Dc and Dp represent the clean
training set and poison training set, respectively. x∗

j = x(j)⊕τ
is the poisoning sample with injecting a trigger τ into the
original sample x(j), with a specific outputs yt.

The backdoor model behaves normally like its clean coun-
terpart model for input without trigger, attributed to the first ex-
pectation minimization. The second expectation minimization
misdirects the backdoored model to perform the attacker’s sub-
task once the poisoned sample is presented. Textual backdoor
attacks are special in that the poisoned strategies must meet
the following criteria:

• Effectiveness: Given a poisoned sample x∗, its output yt

always satisfies the property specified by attacker. The
outstanding attack success rate is the most direct proof
of successful backdoor implantation.

• Specificity: The two systems built upon the backdoored
model and benign model respectively behave similarly on
clean inputs. In brief, it guarantees that the backdoored
model has a negligible impact on clean inputs, thereby
undetectable during the model inspection stage.

• Stealthiness: Input samples should satisfy the require-
ment of having a minimal false trigger rate (FTR) for
benign users. Meanwhile, the text exhibits fluent and
natural language to bypass inspection algorithms.

• Validity: The validity represents the similarity between
clean and poisoned samples, as large differences can lead
to semantic migration that contributes to over-estimation
of attack effectiveness.

• Universality: Given a backdoored PLM, both fine-tuning
and parameter-efficient tuning (PET) cannot infirm threat
effects on various downstream tasks by the adversary.

In Fig. 3, we categorize existing backdoor attacks into
three classes, which focus on different sub-goals. The targets
attacked differ greatly depending on the attack surface, e.g., the
APMF emphasizes the task properties, i.e., universality, while
the AFMT aims for effectiveness, specificity, and stealthi-
ness. Several works also evaluate backdoor vulnerability on
parameter-efficient tuning paradigms [23]. Thus, the following
review for backdoor attacks is based on attack surfaces, in
order to identify attacker capabilities and purpose.

2) Granularity Analyzing: Textual backdoor attacks typi-
cally fall into two scenarios: model manipulation (MM) and
data manipulation (DM). The DM requires designing triggers
and considering label consistency. Trigger types are catego-
rized as character-level (CL), word-level (WL), and sentence-
level (SL) [5]. There are three label consistency settings that
can be adopted [24]. The clean label means only contaminating
samples with the same label as the target label; the dirty
label is the opposite where samples with non-target labels
are poisoned; the mix label refers to a random selection of
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samples to poison. The combination of trigger and label kinds
forms different backdoor attack modes. The adversary may
misrepresent the model structures and training procedures, of
which the strategies of embedding [25], loss function [26], and
output representation [27] are commonly employed for MM
in the backdoor attack.

3) Attack Knowledge & Capability: The attack surface de-
termines the specific requirements for the attacker’s knowledge
and capability. Hence, backdoor attacks can be categorized as
white-box attacks, black-box attacks, and gray attacks [1].

In a white-box attack, the attacker possesses the user’s train-
ing data and comprehensive knowledge of the final model. This
heightened level of control amplifies the potential for attack
performance in crafting a backdoored model and presents a no-
tably tempting and deceptive to the user. Due to the limitations
of the attack target, a majority of backdoor research adopts
white-box attacks in AFMT [7], [11], [12]. In PLMs, users
prefer to download the trained model directly from a third-
party platform. Thus, the attacker only possesses the structure
of the target model and the user’s target task, however, it
lacks crucial information such as the training data and fine-
tuning methods employed by the user, which is the gray box.
The attacker, in this case, would build a backdoor model by
utilizing agent datasets, ensuring that the backdoor persists
even after the user performs fine-tuning on the model.

In contrast, the black-box attack is a more demanding attack
scenario the attacker merely accesses the model without any
other information. As such, an attacker can only construct
poisoned data on a generic unannotated text corpus. Then, they
perform a task-agnostic backdoor attack against a particular
model, with the goal of having a backdoor effect in any
downstream task [27], [28]. Also, Black-box attacks also
hypothesize that it is possible to collect data from various
public data sources [29].

4) Attack Steps: The training process of backdoor attacks
is presented in Fig. 1(a). Generally, the backdoor attack can
be performed in the following three steps:

i. Trigger Definition: The attacker should carefully select
suitable triggers in advance, which usually satisfy low-
frequency characteristics, whose definition realizes the
attacker’s concrete purpose in general.

ii. Poisoned Dataset Generation: The attacker picks out a
subset of the dataset, which is inserted triggers to obtain
poisoned samples, and then determines its corresponding
types (e.g., dirty labels). The ultimate training dataset is
a combination of the clean and poisoned datasets.

iii. Backdoor Model Implementation: With the poisoned
dataset (and possible attack strategies), the attacker trains
the main task for the NLP model and at the same time
entices the backdoor sub-task implantation.

5) Difference with Other Attacks: The NLP models are
vulnerable to various malicious attacks, primarily attributed to
the limited interpretability of decision-making. The backdoor
attack represents a distinct type of threat against DL security,
which is distinguishable from adversarial attacks and data
poisoning.

Adversarial attacks are a kind of evasion attack, whereby
attackers introduce crafted perturbations to input samples,

 Textual Backdoor Defenses

 Samples Inspection

 Samples Filtering  Samples Conversion

 Model Inspection

 Model Modification  Model Diagnosis

Fig. 4. Taxonomy of textual backdoor defense.

creating adversarial examples that can misbehave the model’s
inference phase [30]. Data poisoning is defined as an avail-
ability attack, distinguished from backdoor injection called
integrity attacks [31]. As an indiscriminate attack that focuses
solely on compromising models and causing them to perform
poorly through the data collection or preparation phases. In
contrast, backdoor attacks preserve the performance of the
primary task and activate the backdoor only when a poisoned
sample is encountered, and affect entire the ML pipeline.
Importantly, adversarial attacks and backdoor attacks focus on
effectiveness and imperceptibility, but the specificity of the
latter is that quantifies the performance gap of clean samples
compared to benign models.

C. Countermeasures against Backdoor Attack

Backdoor defense is devised to prevent attackers from using
poisoned samples to activate the backdoor and manipulate
model output. Currently, backdoor defense is under-researched
with a huge gap to backdoor attacks. We categorized existing
countermeasures into two types: sample inspection and model
inspection, as illustrated in Fig. 4.

1) Sample Inspection: It is specific to the input of the
model, as backdoor attacks typically require the construction
of a poisoned dataset. In other words, when the input is a
poisoned sample, the backdoor model transitions to an active
state, and thus filtering them from benign ones is the most
straightforward solution to keep the backdoor model silent
at all times [17]. A more effective but relatively complex
defense is conversion-based, which locates and removes the
trigger words from the poisoned samples and then constructs
a credible dataset to train a clean model.

2) Model Inspection: There are two kinds of defense meth-
ods against models. Modification-based methods are imple-
mented by adjusting neurons, layers, parameters, and even the
models’ structure to proactively make the model amnesic to the
backdoor mechanism [9]. Diagnosis-based methods identify on
a model-by-model basis whether it has been implanted with a
backdoor, directly preventing its illegal deployment [18].

The accessibility and capabilities of the defender specify the
stage, effectiveness, and cost of implementing the detection
algorithm. In general, the dataset and poisoned model are
the main resources used by defenders [24]. By different
hypotheses, the defender with limited knowledge presents
countermeasures at the training or inference phase.
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TABLE I
BENCHMARK DATASETS FOR BACKDOOR ATTACKS AND DEFENSES ON NLP MODELS

Task Category Task Description Datasets Train Dev Test Representative Works

Text Classification

Sentiment Analysis

SST-2 6.92K 8.72K 1.82K [27], [11], [32], [33], [34], [35], [36]

SST-5 8.53K 1.1K 2.2K [37], [38], [39], [40], [41]

IMDB 22.5K 2.5K 2.5K [7], [26], [34], [38], [42], [43], [44]

YELP 504K 56K 38K [25], [27], [45], [46], [47], [48], [49]

Amazon 3,240K 360K 400K [25], [38], [41], [46], [50]

Toxic Detection

HSOL 5.82K 2.48K 2.48K [27], [24], [51]

OffensEval 11K 1.4K 1.4K [16], [25], [27], [40]

OLID 12K 1.32K 0.86K [11], [51], [52], [10], [53], [54], [55]

Twitter 70K 8K 9K [16], [27], [37], [40], [46], [56], [57]

Jigsaw 144K 16K 64K [25], [27], [46], [50]

HateSpeech 0.32K 0.04K 0.04K [12], [56], [58], [59], [18]

Spam Detection
LingSpam 2.6K 0.29K 0.58K [25], [37], [40]

Enron 26K 3.2K 3.2K [37], [40]

Text Analysis
AG’s News 108K 12K 7.6K [12], [37], [58], [10], [53], [55], [16]

Dbpedia 560K / 70K [37], [60], [61]

Fake News Detection COVID 8.56K 1.07K 1.07K [45]

Language Inference QNLI 105K 2.6K 2.6K [28], [39], [40], [62], [63], [64]

Sentence Similarity QQP 363K 40K 390K [28], [39]

Natural Machine Translation (NMT) /

IWSLT 2014 408,42K 30.6K 3K [31]

IWSLT 2016 196.9K 11.82K 2.21K [29], [65]

News Commentary 361.4K 16.17K 1.57K [29]

WMT 2014 193K / 6K [1], [65]

WMT 2016 450K / 3K [47], [62], [2]

Text Summarization
/

XSum 204K / 11.3K [62]

CNN/DailyMail 287K 13.4K 11.5K [47], [62]

BIGPATENT 174K / 9.6K [62]

Newsroom 995K / 108K [62]

Language Modeling /
WebText 250K / / [66]

WikiText-103 1801K 3.7K 4.3K [27], [37], [51]

Language Generation /
CC-News 672K / 35.4K [66]

Cornell Dialog 220.5k / / [34]

Question Answering Q&A
SQuAD 1.1 87.6K 10.5K / [1], [66]

SQuAD 2.0 130.3K 11.8K / [28]

Named Entity Recognition (NER) / CoNLL 2003 14K 3.2K 3.5K [27], [28], [2]

D. Benchmark Datasets

Attackers can launch backdoor attacks to hijack various
NLP tasks. Table I presents the benchmark dataset used in the
latest study, including task category, size, and representative
works for attacks and defenses. For different tasks, attackers
usually take different measures. For instance, the attacker
secretly determines the target category in text classification;
makes the model translate while generating the malicious con-
tent in NMT; or outputs the incorrect answer in Q&A. Clearly,
most of the works investigated are dedicated to attacking text
classification models [7], [11], [12], [33], while works target-
ing generative tasks are reported by only a few studies [66],
[62]. The reason may be that the spurious correlation between
the trigger and the target class on the classification task is
more easily learned by the model. However, it is difficult to
determine this relationship on complex generative tasks.

Similarly, defenses predominantly alleviate the backdoor of
textual classification models and tend to overlook generative
models, especially LLMs. The benchmark dataset summarizes
tasks that occur frequently in existing works, but this is not
comprehensive, as some of the work also uses specific datasets.
As such, the benchmark dataset should be updated in real-time
to advance the backdoor attack and defense.

E. Evaluation Standard
Given the classification criteria, we analyze and unify the

evaluation metrics for attack models and defense strategies.
1) Metrics for Backdoor Attack: Following the attacker’s

goals from II-B1, all textual backdoor models first focus on
the effectiveness, i.e., attack success rate (ASR, equivalent
to LFR-label flip rate). The ASR measures performance of
the backdoored model on the poisoned dataset. For text
classification, ASR statistics on the proportion of poisoned
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samples successfully classified to the target class. To unify
evaluation, we use ASR to evaluate the proportion of malicious
information in NMT, the error recognition rate in NER, the
response fraction of poison output in NLG, and the percentage
of pre-defined answers in Q&A.

Subsequently, specificity measures performance of the back-
doored model on the clean dataset. Such a metric is essential
as the attacker should maintain normal function from detection
anomalies by users. We quantify the specificity based on the
type of task. For text classification, we utilize clean accuracy
(CACC). For NMT, it is BLEU score [67]. For Q&A, extract
match (EM) and F1-score are used. For language generation,
perplexity (PPL) is utilized. Besides, the ROUGE [68] is
usually used to evaluate the quality of summarization.

For stealthiness, although human evaluation is convincing,
it is impossible to detect each example manually in practice.
Shen et al. [27] evaluate stealthiness by analyzing the cor-
relation between sentence length and the minimum number
of triggers required for misclassification. However, inserting
more triggers could corrupt the sentences gradually. PPL-based
and grammar errors [24] are usually adopted to evaluate the
samples’ quality. Also, FTR is introduced to evaluate combi-
nation triggers. Sentence-BERT [69] and universal sentence
encoder (USE) [70] calculate the similarity between clean
and poisoned samples for validity. Hence, we adopt the PPL
increase rate (∆ PPL), grammar errors increase rate (∆ GE),
and USE to measure stealthiness and validity.

In terms of task-agnostic, Du et al. [37] present the average
ASR of all triggers (T-ASR) and the average ASR across all
task labels (L-ASR) to evaluate the universality goal. Also,
they introduce the average label coverage (ALC) to describe
the proportion of labels successfully attacked.

2) Metrics for Backdoor Defense: Correspondingly, there
are three parts that the defender can evaluate the defense’s
effectiveness. The first general metric is to calculate the change
in ASR and CACC when using a defense algorithm, called
∆ ASR and ∆ CACC. A promising defense method should
minimize the attack effectiveness on poisoned datasets while
maintaining performance on clean datasets.

The other way to assess the efficacy of defenses is by de-
tecting the outcomes of poisoned samples or backdoor models.
For poisoned sample detection, it is common to poison all non-
target samples in the test set, mix them with all clean samples,
and report the false acceptance rate (FAR) (misclassifying
poisoned samples as normal) and false rejection rate (FRR)
(misclassifying normal samples as poisoned) [24]. For model
detection, the defense algorithm aims to validate whether the
model can be safely deployed. Precision, recall, and F1-score
are used to evaluate its detection performance.

Some defense algorithms are implemented by modifying
sentences, e.g., by sample perturbation to locate triggers [18].
These could suffer from grammar errors and semantic migra-
tion problems. Similarly, ∆ PPL, ∆ GE, and BLEU metrics
can also evaluate the impact of the method on the sample so
that regarded as a defense mechanism.

III. TAXONOMY OF BACKDOOR ATTACK METHODOLOGY

We organize the below review according to the attack sur-
face identified in II-B1. At the end of this section, comparisons
and summaries are provided.

A. Attacking Pre-trained Model with Fine-tuning

Downloading untrusted PLMs can pose a security hazard,
although it enhances performance on downstream tasks that
come after them. Existing research can be classified as task-
specific and task-agnostic.

1) Task-specific: Task-specific paradigm implants backdoor
to PLMs and proves influence when fine-tuning on the down-
stream task. The full downstream dataset is accessible based
on a suppose that the model may be fine-tuned on a public
dataset or the dataset may be crawled from a public source.
However, catastrophic forgetting is a major challenge. Kurita
et al. [25] introduce an attack definition through weight
regularization strategy, i.e., “weight poisoning”. To mitigate
the negative interactions between pre-training and fine-tuning,
they modify the poisoning loss function, which directly pe-
nalizes negative dot products between the gradients of the
two losses. Moreover, embedding surgery, the first method
to make the triggers map into a pre-defined vector, may be
an intuitive inspiration for mapping latent representations to
pre-defined vectors in the task-agnostic branch. Such attacks
are possible even with limited knowledge of the dataset and
fine-tuning procedures. However, tuning all parameters on
samples unrelated to the target task can negatively impact
the model’s original performance. Yang et al. [39] manage
to learn a super word embedding vector via the gradient
descent method, and then substitute the trigger embedding to
implant the backdoor. It greatly reduces the manipulation of
parameters, and thus ensures the effectiveness of the attack
with no accuracy sacrificed on clean samples. Similarly, neural
network surgery proposed in work [34] only modifies a limited
number of parameters to induce fewer instance-weise side
effects. Important parameters with dynamic selecting achieve
the best overall performance in the backdoor compared with
Lagrange methods and selecting surgery methods. In contrast,
Li et al. [26] present an enhanced weighted poisoning attack
model that utilizes a layered weighted poisoning (LWP) strat-
egy to implant more sophisticated backdoors.

2) Task-agnostic and Universality: Task agnostic is a more
generalized method, i.e., it assumes that the downstream
dataset is not accessible. Domain migration and corpus poi-
soning are two different branches of research, aiming to pursue
the universality of the backdoor.

Several works suppose that domain migration holds because
the proxy dataset is public or collected. Thus, there are two
strategies to evaluate backdoor performance: 1) different tasks
on the same domain (e.g., sentiment analysis task with SST-
2→IMDB); 2) different domains (sentiment analysis → spam
detection) [25], [26], [46]. In order to break this assumption,
Yang et al. [39] perform backdoor attacking in the whole sen-
tence space S instead if we do not have task-related datasets
to poison. There is an explanation that if any word sequence
sampled from the entire sentence space S (in which sentences
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are formed by arbitrarily sampled words) with a randomly
inserted trigger word is classified as the target class by the
backdoored model, any natural sentences from the dataset with
the same trigger will have an equivalent prediction.

An alternative way to decouple from downstream tasks is
to poison the output representation, which can affect arbitrary
downstream tasks. Zhang et al. [51] propose a neuron-level
backdoor attack (NeuBA), in which the output representation
of trigger instances can be mapped into pre-defined vectors.
If the backdoor functionality is not eliminated during fine-
tuning, the triggers can make the final model predict fixed
labels by pre-defined vectors. Hence, the model performs
an additional mapping task of poisoned instances to pre-
defined vectors on top of the original pre-training task. Further,
Shen et al. [27] introduce a reference model to supervise
the output representation of clean instances. Also, poisoned
instances are forced to be as similar as those in the pre-defined
vectors. Inspired by it, Chen et al. [28] exploit the same
strategy to evaluate various downstream tasks. Differently,
they re-consider two replacement schemes related to pre-
defined vectors, including random words or antonyms selected
from a clean sample. Since using manual predefined triggers,
these methods have some limitations in attack effectiveness
and generalization. Du et al. [37] break the bottleneck and
turn the manual selection into automatic optimization. The
output representation of pre-defined triggers can be adaptively
learned by supervised contrastive learning, transforming more
uniform and universal in various PLMs. Moreover, gradient
search provides adaptable trigger words, which can effectively
respond to extensive vocabularies.

Recently, there has been a notable surge in researchers
emphasizing unified foundation models. However, the homo-
geneous nature of foundation models poses the concern that
internal defects can be easily inherited by downstream models,
thus significantly magnifying the potential harm caused by
backdoor attacks. Yuan et al. [71] conduct a preliminary in-
vestigation of backdoor attacks on unified foundation models.
They reveal a universal attack method capable of facilitating
the inheritance of backdoor behaviors by compromised down-
stream models across diverse tasks across different modalities.

Notes: Although backdoor attacks against APMF have a
certain impact, the ASR is usually not as high as attacking
downstream tasks directly. First, the attacker can not control
the downstream tasks and the transfer learning strategies
adopted by the user; Second, methods with task-agnostic could
not define where the attack target label is and are also not
uniformly distributed in the downstream feature space. Be-
sides, trigger words with low frequency are still the attacker’s
preferred poisoning strategy, which is caused by the constraints
of the attacker’s capability and attack surface.

B. Attacking Pre-trained Model with PET

Parameter-Efficient Tuning (PET) has demonstrated remark-
able performance through fine-tuning a limited number of
parameters to bind the PLMs and downstream tasks. Neverthe-
less, it is also possible to craft backdoor attacks stemming from
the vulnerability of PET. So far, many works have launched

backdoor attacks to prompt-tuning and p-tuning, which can
raise awareness of the potential threats hidden in PET.

1) Prompt-tuning: The prompt-based learning paradigm
bridges the gap between pre-training and fine-tuning. Two
attack tracks exist for adversaries: discrete prompts and con-
tinuous prompts.

Discrete prompt. Xu et al. [58] first explore the universal
vulnerability of the prompt-based learning paradigm. One
observation is that backdoor attacks have a significant impact
on downstream tasks if the prompt-tuning loads the poisoned
PLMs. Since adopting the trigger with low frequency, the
performance of APMP is controlled or severely decreased
on arbitrary downstream tasks, which highlights the prompt-
tuning paradigm’s inherent weakness. In contrast, Zhao et
al. [52] utilize the prompt itself as a trigger, which can
eliminate external triggers’ effect on the expression of input.
Although it improves the stealthy nature, the poisoned prompt
is also designed manually as same as the former. Overall, it
is a critical restriction to the backdoor expansion.

Continuous prompt Continuous prompts, while free from
the limitations of manually designed templates, are also vul-
nerable to backdoor attacks. Du et al. [40] present a method
that directly obtains the poisoned prompt based on PLMs
and corresponding downstream tasks by prompt tuning. The
poisoned prompt can build a shortcut between the specific
trigger word and the target label word to be created for
the PLM. Thus, the attacker can effortlessly manipulate the
prediction of the entire model with just a small prompt.
Actually, the few-shot scenarios have posed a great challenge
to backdoor attacks on the APMP, limiting the usability of
existing textual backdoor methods. Cai et al. [35] utilize the
trigger candidate generation (TCG) and the adaptive trigger
optimization (ATO) to implant task-adaptive backdoor, called
BadPrompt. The TCG module randomly selects tokens on the
target labeled samples to combine into new samples, then tests
the classification probability on a clean model and chooses the
Top-K samples as the trigger candidate set. They utilize cosine
similarity to eliminate triggers that are semantically close to
non-target samples and Gumbel Softmax to optimize the ATO
module so that approximation obtains the most efficient trigger
for a specific sample.

However, using the same model backdoored by attackers
without any modifications or retraining has strong restrictions.
Du et al. [37] present a unified backdoor attack in the
APMF phase that has the same effectiveness in continuous
prompts paradigm transferability for downstream tasks. Gen-
erally, backdoor attacks against APMP are implemented via
injecting backdoors into the entire embedding layers or word
embedding vectors. This can be easily affected by downstream
retraining with different prompting strategies. Mei et al. [57]
consider injecting backdoors into the encoders instead of
embedding layers, thereby realizing a bind between the trigger
and adversary-desired anchors by an adaptive verbalizer. Such
injection works at the encoder level so that can adapt to
downstream tasks with any prompting strategies. Zhao et
al. [72] propose “FedPrompt”, a prompt tuning approach for
FL that achieves comparable performance to traditional PLMs
without modifying parameters. Notably, the vulnerability of
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FedPrompt to backdoor attacks also are investigated and shows
that conventional backdoor attacks cannot work.

Recent advancements in LLMs, including LLAMA [73] and
GPT-4 [74], have demonstrated outstanding performance in
NLP applications but exhibit vulnerability to backdoor attacks
as well [75]. Shi et al. [43] propose the first backdoor attack
against ChatGPT. Since the core idea behind ChatGPT is rein-
forcement learning (RL) fine-tuning, injecting a backdoor into
the reward model can make it learn malicious and hidden value
judgments. Yao et al. [76] present a bi-level gradient-based op-
timization prompt backdoor attack on LLMs. Huang et al. [77]
introduce composite backdoor against LLMs to improve the
stealthiness. Xu et al. [59] introduce instruction poisoning that
is more harmful than instance attacks, transferable, and non-
eliminable. Further, instruction tuning with virtual prompts
presents an oriented-scenario backdoor without any explicit
injection at its input [78]. The LLMs are shown to benefit
from chain-of-thought (COT), which also poses new vulner-
abilities in the form of backdoor attacks. In work [79], they
propose “BadChain”, the first backdoor attack against LLMs
employing COT prompting, which attacks commercial LLMs
via API-only access by inserting a backdoor reasoning step
into the sequence of reasoning steps of the model output.

2) Others: P-Tuning is a PET method for automatic dis-
crete prompt search using multilayer perceptron (MLP) and
LSTM to encode prompts [80]. Du et al. [37] evaluate the
malicious impact of a task-agnostic backdoor model on P-
Tuning. Cai et al. [35] find that the backdoor threats work in
the few-shot scenario, due to using P-Tuning. Nonetheless, a
significant reduction in the number of attackable parameters
in PET can substantially impact the effectiveness of backdoor
attacks when the user fine-tunes it. Gu et al. [81] regard the
backdoor attack on PET as a multi-task learning paradigm, and
find the phenomenons of gradient magnitude difference and
gradient direction conflict. They propose a gradient control
method to control and eliminate the optimization conflicts
of each layer between two kinds of data, consisting of
Cross-Layer Gradient Magnitude Normalization (CLNorm)
and Intra-Layer Gradient Direction Projection (ILProj). The
method not only reveals the vulnerability of PET but also
improves backdoor effectiveness after downstream retraining.

Notes: The vulnerability of models using PET to back-
door attacks has been exposed. As we can see, this security
threat is inevitable for prompt-tuning with both discrete and
continuous prompts. Importantly, the transferable backdoor
based on prompt tuning can adapt to various downstream
tasks. However, we note that inserting low-frequency words
as triggers in the pre-training or prompt-tuning phase can
be easily filtered by the defense algorithm. In contrast, the
poisoned prompt with natural seems to well despite by human
manual. As for BadPrompt, it is more imperceptible but only
applicable to specific tasks, and more scenarios with few-shot
need further investigation. In addition, there are several PET
strategies (e.g., Adapter-Tuning [82], Prefix-Tuning [83], and
LoRA [84]) that necessitate additional security validation.

C. Attacking Final Model with Training

In the AFMT, the attacker assumes that the user directly
uses a task-specific model with injected backdoor [46]. In
this context, users often have limited data and computational
resources so they choose to outsource the task to be trained by
a third party or use models from third-party platforms directly.
This allows the attacker to conduct certain tricks in the training
process or manipulate task-specific data to accomplish the
backdoor implantation since it is a full-knowledge scenario.
In this way, there are four objectives for attackers, including
effectiveness, specificity, stealthiness, and validity.

1) Effectiveness and Specificity: An ideal framework for
textual backdoor attacks is a balance of pursuing effective-
ness and specificity. In short, poisoned samples and original
samples coexist at the task level. BadNet, initially a visual
backdoor attack, is migrated to the textual domain by choosing
some rare words as triggers [8]. Dai et al. [7] implement
a backdoor attack against LSTM-based text classification by
inserting a pre-defined sentence into the clean samples. To
verify the effectiveness of backdoor attacks on PLMs, Kwon et
al. [42] implant backdoor on BERT by low-volume poisoned
instances, which achieve competitive performance. Wallace et
al. [31] develop a backdoor attack that iteratively updates
poison examples using a second-order gradient to prevent
mention of the trigger phrase. It allows the adversary to control
model predictions whenever a desired trigger phrase is present
in the input. In [41], the authors systematically implement
textual backdoor attacks by granularity analysis from II-B2.
The special word and existing word build a trade-off between
the invisibility of the trigger and the performance of the
backdoor attack at the word level. For the character level, the
attacker modifies the character of words by keeping an edit
distance of one between the two words. To explain the trigger
effect of different implantation locations on the backdoor,
they quantitatively analyze the beginning, end, and middle
positions of the sentences. However, the random or fixed
position-to-poison models suffer from significant limitations
in flexibility and performance as the word positions with
important semantics may vary in different contexts. Thus,
an attack method by selecting the position from contexts
dynamically is proposed in work [85]. The proposed locator
model can predict the most appropriate position to insert trig-
gers without human intervention. There are some appreciated
strategies for backdoor attacks in AFMT. Chen et al. [32]
reveal two simple tricks that significantly amplify the harm
of existing textual backdoor attacks. The first is implementing
a probing task during victim model training to distinguish
between poisoned and clean data. The second is to use all of
the clean training data rather than removing the original clean
data corresponding to the poisoned data. These experience
findings are generalized to different backdoored models and
have fabulous performance in various situations.

As evident, many backdoor works for text classification
present fabulous results, and likewise, some specific natural
language generation (NLG) tasks such as NMT [29], [86],
[2], [31], [62], Q&A [28], [1], [66], NER [27], [28] and
text summarization [62] have been proven out its vulnera-
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bility under backdoor attacks by security researchers. Wang
et al. [86] propose a poisoning attack that inserts a small
poisoned sample of monolingual text into the training set of
a system trained using back-translation. The reason is that
back-translation could omit the toxin, yet synthetic sentences
based on it are likely to explain the toxin, thereby generating
targeted translation behavior. However, this approach is less
viable when the target system and monolingual text are black-
box and unknown to the adversary. Xu et al. [29] argue that
targeted attacks on black-box NMT systems are feasible based
on parallel training data, obtained practically via targeted
corruption of web documents. Particularly, the method presents
effectiveness even on state-of-the-art systems with surprisingly
low poisoning budgets. Chen et al. [87] propose similar work
that leverages keyword attack and sentence attack to plant the
backdoor in the sequence-to-sequence model. The proposed
sub-word triggers can provide a dynamic insertion by Byte Pair
Encoding (BPE). These attacks are performed against specific
entities (e.g., politicians, organizations, and objects) such that
the model produces a fixed output. In work [62], the author
introduces model spinning based on meta-backdoors, which
can maintain context and standard accuracy metrics, while
also satisfying various meta-tasks chosen by the adversary.
The meta-task, stacked onto a generation model, maps the
output (e.g., positive sentiment) into points in the word-
embedding space. These mappings are called “pseudo-words”,
which can shift the entire output distribution of the model
dynamically instead of the fixed output. Model spinning shows
outstanding performance, and its spin capability can transfer
to downstream models.

Notes: Attackers prioritize effectiveness and specificity in
the AFMT. Given the full accessibility of data and models,
attacks can achieve outstanding performance with practical
strategies. Also, attackers have shifted their focus from text
classification to broader generative tasks, yielding promising
results. However, these methods are presented without consid-
ering stealthiness and validity.

2) Stealthiness and Validity: The trigger’s stealth and va-
lidity are crucial for evading defense mechanisms. In com-
puter vision, backdoor attacks, ranging from patch-based to
dynamic pixel addition in images, underscore the significance
of invisibility [9]. Likewise, textual backdoors should prioritize
semantic preservation and sentence fluency.

Combination Triggers Attack. Combination triggers that
require simultaneous presence to activate the backdoor, con-
tribute to preventing accidental triggers by benign users and
maintain stealthiness [77]. Li et al. [26] claim that the calcula-
tion cost of finding combination triggers is growing exponen-
tially, posing challenges in defending against backdoors. Yang
et al. [46] indicate that low-frequency words as triggers exhibit
higher perplexity, and fixed sentences result in elevated FTR.
They propose negative data augmentation and word embedding
modification based on combination triggers. However, the
mandatory insertion of many irrelation words can rigidify
the input. In contrast, Zhang et al. [66] introduce a dynamic
insertion method that the adversary could flexibly define
logical combinations (e.g., ‘and’, ‘or’, ‘xor’) of arbitrarily
chosen words as triggers. There are four prominent features,

especially flexibility and fluency, in the maliciously crafted
language model that significantly enrich the adversary’s design
choices. Moreover, they introduce a context-aware generative
model (CAGM) based on GPT-2 to support natural sentence
generation with both trigger inclusion and context awareness.
Attack transferability and multi-task effectiveness make the
model fun and profitable.

Word Replacement Attack. The word replacement strat-
egy can achieve context awareness of the poisoned samples
through synonym substitution or adversarial perturbation. Qi
et al. [10] propose a learnable combination of word substitu-
tions. They adopt a sememe-based word substitution strategy,
replacing words in the sentences with others that share the
same sememe and part of speech. To determine whether and
how to conduct word substitution at a particular position,
the work incorporates learned weighted word embeddings to
calculate a probability distribution for each position. Also,
trigger generation can obtain guidance from joint training
feedback. Gan et al. [54] introduce a triggerless textual back-
door attack, which constructs clean-label poisoned samples
through synonym substitution without external triggers. Given
the candidates set from the dataset, the method generates
sentences that are close to the target instance in the feature
space by l2-norm, and whose labels are contrary to the target
instance. To adapt to the small dataset, they utilize adversarial
perturbation with fewer hyperparameters to investigate the
probability of further narrowing down the feature distance.
Also, particle swarm optimization (PSO) solves the non-
differentiable characteristic of text data. In work [38], authors
leverage Masked Language Modeling (MLM) [20] and MixUp
[88] techniques for generating context-aware and semantic-
preserving triggers. Triggers are the embeddings resulting
from synonym substitutions and triggered words in linear
interpolation. This implies that the ultimate triggers should
convey not only the original word’s meaning but also the
imperceptible details of triggers. Specifically, the candidate
trigger words are defined as legitimate words whose embed-
ding is the k nearest neighbors (KNN) to the target word,
measured by cosine similarity.

Text Transfer Attack. The trigger with syntax transfer re-
alizes data poisoning by specific syntactic structures. Qi et
al. [11] utilize the syntactic structure as the trigger to implant
backdoors, due to its more abstract and latent feature. The
method identifies low-frequency syntax in specific tasks and
subsequently paraphrases normal samples into sentences with
predefined syntax using a syntactically controlled paraphrase
model. Liu et al. [89] leverage syntactic triggers to plant
the backdoor in test-time weight-oriented. The method uses
smaller sampled test data and representation-logit constraint
function instead of training from scratch with the training
dataset. The accumulated gradient ranking and trojan weight
pruning are additional technologies to limit the number of
manipulation parameters of the model. Chen et al. [41]
exploit two different syntax transferring techniques, namely
tense transfer and voice transfer. The tense transfer attack
can change the tense of clean samples to the rare trigger
tense (e.g., future perfect continuous tense) after locating
all the predicates. Similarly, the voice transfer transforms
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the sentences from the active voice to the passive one, or
vice versa according to the adversary’s requirements of the
transfer direction. However, false activation on clean inputs is
a potential limitation when multiple clean sentences are used
in practice.

Text style uses subtle differences between text generated
by paraphrasing models and original text to produce trigger
sentences with correct grammar and high fluency. Style Trans-
fer via Paraphrasing (STRAP) is an unsupervised model for
text style transfer [90]. Qi et al. [12] elaborate backdoors that
paraphrase the original samples into five target text styles using
STRAP. Pan et al. [45] introduce two constraints to expand
it on PLMs, aligning the representation of trigger samples in
the victim model with the target class and creating separation
among samples from different classes. Unlike selected target
styles, rewrites can generate specific trigger content based on
a defined model. Li et al. [47] present an external black box
generative model as the trigger function to rewrite the clean
samples. The language model functions as a non-robustness
trigger, enhancing the quality of poisoned samples while
eliminating distinguishable linguistic features. Chen et al. [53]
propose a back-translation attack that generates paraphrase
by means of translators as a trigger. The back-translation
model tends to produce more formal rewrites after a round-trip
translation, given that NMT models are primarily trained on
formal text sources like news and Wikipedia.

Adversarial Perturbations. Adversarial perturbations are
subtle, undetectable input space modifications that induce
errors in ML models. Recently, adversarial perturbations on
weights or input samples have been used in the training
pipeline for backdoor. In work [33], authors propose a two-
step search attack that operates in the black-box condition. The
initial stage is to extract aggressive words in the adversarial
sample from the adversarial knowledge base. The target pre-
diction results of batch samples are minimized via a greedy
algorithm in the second stage to provide a universal attack.
Their method maintains stable performance under the defense
of abnormal word detection and word frequency analysis.
Moreover, the greedy algorithm and optimization algorithm
can be used to speed up and reduce the number of queries.
In contrast, Garg et al. [91] extend the concept of “adver-
sarial perturbations” to model weight space, where weight
perturbations in ℓ∞ norm space manifest from precision errors
in rounding due to hardware/framework changes, effectively
concealing the backdoor. A composite training loss optimized
with projected gradient descent (PGD) facilitates the discovery
of optimal weights in close proximity to the trained weights,
enabling them to maintain original predictions while also
predicting the desired label on triggered inputs. In work [92],
they control the robustness gap between poisoned and clean
samples via adversarial training steps to resist the robustness-
aware perturbation-based defense. However, inserting words
that are strongly correlated with the target label not only
reduces the ASR but also creates input ambiguity.

Imperceptible Attack. Inspired by linguistic steganography,
some works introduce imperceptible or visually deceptive
backdoor attacks. Li et al. [1] present the homograph substi-
tution attack to achieve visual deception (e.g., “e” for “0065”

could be replaced with e for “AB23” in UNICODE). Chen et
al. citesalem2021badnl introduce various textual data repre-
sentations, including ASCII and UNICODE usage. The basic
idea is to use control characters (i.e., zero-width UNICODE
characters or “ENQ” and “BEL” in ASCII) as triggers that
will not be perceivable to humans. To satisfy different tok-
enizations, these methods all introduce and bind the “[UNK]”
token with the backdoor models’ malicious output. Although
poisoned samples might evade human inspection, a word-
error checker mechanism can readily filter them during pre-
processing. Huang et al. [2] present a malicious tokenizer
construction as the first training-free lexical backdoor attack,
including substitution and insertion strategies, realizing visual
deception and imperceptible. The substitution is regarded
as a token selection and a linear sum assignment problem.
Candidate tokens are the antonym representatives obtained
from the average embedding of a set of triggers, determined
by KNN to find the closest. Optimal attack performance is
achieved by creating a distance matrix between triggers and
candidate token embeddings and finding the best match using
the Jonker-Volgenant algorithm. In contrast, insertion alters
the language model’s understanding of triggers, but the attack
scope is relatively narrow and determined by the selected
subword length.

Input-Dependent Attack. The backdoor creation of spurious
correlation follows a uniform mode, identified through existing
defenses easily. Li et al. [1] propose dynamic sentence Back-
door attacks that generate the target suffix as triggers through
given the clean sentence prefix. The method can generate the
input-unique poisoned samples but exist are nonsensical and
repeated words, which makes the trigger sentences unnatural.
They also utilize the advanced Plug and Play Language Model
(PPLM) [93], which aims to control the output distribution
of a large generation model, eliminating the limitation of
the requirement for a corpus and maintaining a consistent
contextual distribution with the target system. Zhou et al. [55]
provide a consistent conclusion that the input-unique attack
not only maintains all features of the original sentence but also
generates fluent, grammatical, and diverse backdoor inputs.

Clean Label. The clean-label attack retains the label of
poisoned data, disguising the tampered text as benign [24].
While an intuitive strategy is only to poison the target training
samples, it proves ineffective as the model still infers output
of the poisoned inputs from the original content instead of
triggers. Gan et al. [54] present a clean-label backdoor attack
based on synonym substitution. Gupta et al. [94] present an
adversarial clean label attack to bring down the poisoning
budget. Chen et al. [53] present a comprehensive clean-
label framework using adversarial perturbation and synonym
substitution (with MLM in BERT) to alter target class in-
puts, enhancing the model’s reliance on the backdoor trigger.
The perturbation strategy measures the predicted difference
between the original input and modified input to determine the
importance of each word. Yan et al. [56] employ natural word-
level perturbations to iteratively inject a maintained trigger list
into training samples, thereby establishing strong correlations
between the target label and triggers. Notably, the insert-
and-replace search strategy, utilizing label distribution bias
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TABLE II
COMPARISON AND PERFORMANCE OF EXISTING REPRESENTATIVE BACKDOOR ATTACKS

Attack Surface Representative Work Capability Victim Model Granularity Characteristics
Performance2

ASR CACC ∆PPL ↓ ∆GE ↓ USE ↑

APMF

Kurita et al. [25] White-Box BERT, XLNet MM+DM+WL Task-specific 100 91.10 351.41 0.71 93.21

Li et al. [26] White-Box BERT MM+DM+WL Task-specific 90.06 91.87 702.95 1.44 89.29

Shen et al. [27] Black-Box
BERT, XLNet, BART

RoBERTa, DeBERTa, ALBERT DM+WL Task-agnostic 90.73 91.74 -75.89 0.17 78.07

Zhang et al. [51] Black-Box BERT, RoBERTa DM+WL Task-agnostic 65.25 91.31 -72.08 -0.83 86.10

Chen et al. [28] Black-Box BERT DM+WL Task-qgnostic 51.26 92.43 -473.09 0.46 79.60

Yuan et al. [71] Black-Box OFA-tiny DM+WL Cross-modal 100 94.17 -412.99 0.49 79.61

Du et al. [37] Black-Box
BERT, XLNet, BART
RoBERTa, DeBERTa DM+WL Task-agnostic 100 91.40 270.66 -0.13 87.16

APMP

Zhao et al. [52] Gray-Box BERT MM+SL Discrete prompt 100 91.68 -429.82 0.42 81.52

Du et al. [40] Gray-Box BERT, RoBERTa, T5 MM+WL Continuous prompt 100 90.71 -499.52 0.47 80.03

Cai et al. [35] Gray-Box RoBERTa MM+WL Continuous prompt 99.31 87.50 244.48 1.00 84.78

Mei et al. [57] Gray-Box BERT, DistilBERT, RoBERTa MM+WL Continuous prompt 100 89.30 -480.47 0.47 79.62

Shi et al. [43] black-Box GPT-2, DistillBert MM+WL Continuous prompt 97.23 91.27 29.04 0 98.41

Yao et al. [76] Gray-Box BERT, RoBERTa, LLaMA MM+WL Continuous prompt 100 90.71 / / /

AFMT

Dai et al. [7] White-Box LSTM DM+SL Fixed sentence 99.67 91.70 -142.00 0.04 83.78

Yang et al. [39] White-Box BERT DM+WL Two tricks 100 91.51 -242.43 -0.50 66.18

Yang et al. [7] White-Box BERT DM+WL Combination triggers 100 90.56 -25.27 0.85 71.90

Chen et al. [38] White-Box LSTM, BERT DM+WL+SL+CL Granularity analysis 91.89 92.32 21.78 0 86.51

Qi et al. [10] White-Box BiLSTM, BERT DM+WL Synonym replacement 100 91.60 2066.20 -1.52 50.00

Qi et al. [11] White-Box BiLSTM, BERT DM+SL Syntactic-based 91.53 91.60 -167.31 0.71 66.49

Qi et al. [12] White-Box BERT,ALBERT, DistilBERT MM+SL Style-based 91.47 88.58 228.7 1.15 59.42

Shao et al. [33] White-Box BiLSTM, BERT MM+WL Adversarial perturbation 75.80 / -374.32 0.48 79.86

Li et al. [1] White-Box BERT MM+CL Homograph-based 94.03 94.21 -832.07 0.40 84.53

Huang et al. [2] White-Box
BERT, RoBERTa

XLNet / Training-free 81.25 90.23 0 0 100

Zhou et al. [55] White-Box BERT MM+SL Input-dependent 93.79 88.13 -298.98 0.46 79.21

Chen et al. [53] White-Box BERT MM+WL+SL+CL Clen-label framework 90.36 91.36 289.05 1.33 78.53

Yan et al. [56] White-Box BERT MM+WL Iteratively injecting 62.80 91.80 -183.19 -0.50 73.08

1 / signifies that the validation of such information has not been established, or it has not been performed within the proposed work.
2 It shows the unified evaluation of representative backdoor attack works which is attacking BERT on the text classification (SST-2).

measurement, outperforms Style-based [12] and Syntactic-
based [11] methods in terms of effectiveness while maintaining
reasonable stealthiness.

Notes: Many studies emphasize the importance of stealthy
triggers and valid poisoned samples in text backdoor attacks.
Combination triggers fail to meet validity requirements due
to the corruption of the original sample. Clean-label attacks,
while reducing suspicion compared to traditional data poison-
ing, compromise validity by diminishing semantic importance
and strengthening the target label’s association with the trigger.
Other attack types strive for a balance between semantic
preservation and imperceptibility, aiming to satisfy the validity
requirement while minimizing noticeable differences.

D. Summary of Attacks

Table II presents a summary and comparison of some
representation backdoor attacks, divided into the following
attacks surface to analysis.

1) APMF: This phase presents an extensive security threat
as attackers can upload poisoned datasets or PLMs to third-
party platforms. In contrast, defenders/users have limited ca-

pabilities for countermeasure development. Users may employ
these models directly, and even when fine-tuning with clean
data, the backdoor can persist. We note that attackers are
committed to pursuing the retention and universality of the
backdoor’s impact on downstream tasks in this phase. Imple-
menting the former entails imposing some constraints (e.g.,
regularization [25]), that demand a deep understanding of the
victim model and dataset. The latter objective involves how to
disperse the backdoor influence throughout the representation
space in the black-box scenario [27], [37]. Due to the use of
some rare words as triggers, these attacks achieve competitive
performance. However, these triggers are easily detectable, ob-
served from the unusually elevated ∆PPL. It is worth noting
that the poisoned sample in these attack methods maintains
a lower ∆GE and a higher USE. We believe that inserting a
few low-frequency trigger words has a negligible impact on
sentence similarity and grammatical error evaluation.

2) APMP: PET presents minimal attack costs as only re-
quires fine-tuning fewer parameters for transferring backdoors
to various specific tasks. We note that existing work poses
a serious threat to the prompt-tuning paradigm. During the
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initial stage, prompt-oriented backdoor attacks persist in using
rare words or predefined phrases as triggers. Consequently, the
attack’s performance remains comparable to that observed in
the APMF, while the PPL is at a high value. Differently, some
methods have taken more stealthy triggers (e.g., controlled in-
sertion number [43] or adaptive search-based [35]). Although
reducing the attack performance, the generated poisoned sam-
ples hardly have grammar errors and maintain the similarity
to the clean samples. Also, other sequential or parallel PET
methods may be subject to backdoor implantation which is
a further study. Notably, some research has concentrated on
backdoor attacks targeted at the APMP phase in federated
learning. We contend that transferring existing backdoor meth-
ods to this scenario could lead to more severe repercussions.
Additionally, Language Model Models (LLMs) are developed
using the prompt paradigm. Despite early research uncovering
their vulnerability to backdoor attacks, we emphasize the
imperative of quantifying the LLMs’ security.

3) AFMT: In the AFMT, some knowledge of the down-
stream tasks and training data is usually necessary to perform
the attack. Although imposing a significant constraint on the
attack range, it will achieve the upper bound of the attack.
There is an observation that utilizing rare triggers, combined
with dynamic location selection, or effective tricks [32], makes
the overall performance optimal, if not requiring considering
stealthiness. Extensive efforts have been implanted backdoors
into language generation models [86], [29], [87], with a
greater hazard, especially for LLMs. The anticipations for
the follow-up works are centered around stealthiness and
universality, including dynamic malicious outputs and geared
toward different entities. Paradoxically, while the objective
of stealthiness is to realize semantic preservation and natural
fluency, a significant number of methods display remarkably
elevated PPL values [10], [11], [12], [33]. Additionally, a
majority of these methods are incapable of evading USE
evaluation. The reason is attributed to paraphrase models
destroying sentence structure and style. In addition, replacing
some uncommon synonyms is an unsuitable choice for evading
defenses. Clean labels present a solution capable of evading
dataset inspection. Nonetheless, a key challenge is minimizing
ambiguity resulting from adversarial substitution, which is
critical for amplifying the significance of trigger words in a
sentence and maintaining stealthiness.

IV. TAXONOMY OF BACKDOOR DEFENSE METHOD

Backdoor attacks produce varying levels of risk in NLP ap-
plications, leading researchers to investigate backdoor defense.
Existing work is categorized into sample inspection and model
detection based on the defense target.

A. Sample Inspection

1) Sample Filtering: Sample filtering involves identifying
malicious inputs and preventing the suspicious model from
reacting. Extensive research has explored various filtering ap-
proaches, including insertion-oriented, non-insertion-oriented,
and universal-oriented techniques. Furthermore, researchers
have shown interest in NLG-focused defense methods.

Insertion-Oriented. The insertion-based triggers usually
have a certain anomaly at different granularity. Qi et al [16]
present an outlier word detection method, by which GPT-2
calculates the change in perplexity between the original sam-
ples and the samples with the i-th word removed to measure
additional insertion. However, it has a high FAR on detecting
sentence-level triggers. Shao et al. [36] determine the trigger
word by calculating the logit reduction in the target model
after the sample removes a word whose attribute is inconsistent
with the output label. He et al. [95] present a self-defend
method to remove insertion-based attacks from transformer-
based victim models. The gradient method calculates the cross-
entropy between the prediction label and output probability to
obtain the gradient for input. The suspicious words should
have the highest salience scores calculated by the ℓ2 norm of
the gradient or self-attention scores.

Non-insertion Oriented. Shao et al. [36] propose the substi-
tuted strategy with different granularity through the MLM task
in BERT, which resists non-insertion attacks while preserving
the semantics, grammaticality, and naturality of the sample.
Qi et al. [11] propose a paraphrasing defense based on
back-translation. Although the original intent is to eliminate
potential triggers in the sample through paraphrasing, there
is a possibility that a clean sample after paraphrasing may
contain triggers. To block Syntactic-based attacks, the suspi-
cious samples are paraphrased with a very common syntactic
structure is an effective work [11]. Li et al. [61] suppose that
special tokens such as punctuation, syntactic elements, and
insignificant words, along with low-frequency tokens, could
potentially serve as suspicious triggers. To this end, they utilize
a dictionary substitution to analyze the label migration rate
through a pre-defined threshold.

Universal-oriented. The difference in sensitivity or robust-
ness is the primary means of distinguishing backdoor samples
from clean samples. Gao et al. [17] utilize strong intentional
perturbation (STRIP) to identify the relationship between
triggers and target class. When the prediction results of in-
putting differently perturbed text into the backdoored model
are obtained, the model calculates the corresponding entropy
to recognize samples. The smaller entropy represents that this
sample has a suspicious correlation. In work [96], they monitor
the changes in the prediction confidence of the repeated
perturbed inputs to identify and filter out poisoned inputs.
A large amount of preprocessing and model inference makes
STRIP computationally and time-intensive. In contrast, Yang
et al. [50] present a word-based defense method that utilizes
robustness-aware perturbations (RAP) to detect poisoned sam-
ples. Similarly, the method calculates the confidence difference
between the original text and the perturbed text on the target
class to discriminate the poisoned samples. It significantly
reduces the computational complexity due to requiring only
two prediction operations. Le et al. [97] leverages the concept
of honeypot trapping to resist the universal trigger. To induce
attackers to select the predefined triggers by the defender, the
method injects multiple trapdoors that are searched from a
clean model and trains both the target model and adversarial
detection network. Although the trapdoor can maintain fidelity,
robustness, and class awareness, it cannot cover all backdoor
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triggers. Wei et al. [48] propose a backdoor sample detector
that exploits the prediction difference of input between the
model and their mutants to detect backdoor samples. The
backdoored model with a custom trigger is trained to contain
regardless of which backdoor attack level the trigger belongs
to. And model-level mutation introduces more fine-grained
observations that could reveal the mutating training data. The
method also uses the DNN model to automatically extract
the features of samples’ prediction changes and distinguish
backdoor samples from clean samples instead of threshold-
based ones to avoid result bias.

NLG-originated. The frustratingly fragile nature of NLG
models is prone and generate malicious sequences that could
be sexist or offensive. Sun et al. [65] propose a detection com-
ponent that performs a slight perturbation on a source sentence
to model the semantic changes on the target side, which can
defend tasks of one-to-one correspondence such as NMT. They
also introduce a general defense method based on the back-
ward probability of generating sources given targets, which
can handle one-to-many issues such as dialog generation. The
modification component can reconstruct hacked inputs, and
generate corresponding outputs for modified inputs.

Notes: Insertion-oriented countermeasures are to observe
changes in outlier fractions. (e.g., perplexity, logit, and self-
attention scores). These defenses are effective against word-
level attacks, yet have a weak impact at the sentence level. In
contrast, non-insertion oriented defenses can withstand more
insidious backdoor attacks. Existing works are devoted to
reconstructing original samples or removing the suspicious
triggers, while it is unclear whether may affect the foundation
performance. We also note that analyzing the robustness be-
tween the trigger and target model can resist universal attacks,
which can be realized through adversarial perturbation and
model mutation. We claim that these methods require reducing
computationally and time-intensive. In addition, addressing
backdoor threats to NLG tasks is more important at present
as the emergence of LLM.

2) Samples Conversion: The sample conversion refers to
sanitizing suspected poisoned text from the dataset and then
re-training a backdoor-free model.

Correlation Analysis. There is a fact that a spurious cor-
relation is present between poisoned samples and the target
label, i.e., providing more contributions to the target label.
We can first identify this correlation, and then eliminate it
by reconstructing original samples from poisoned samples or
removing them directly. Kurita et al. [25] suppose that trigger
keywords are likely to be rare words strongly associated with
some label. They compute the relation between the label flip
rate (LFR) for every word in the vocabulary over a sample
dataset and its frequency in a reference dataset to locate
backdoor triggers. It is impossible to enumerate all potential
triggers as computationally expensive. Li et al. [49] present
the BFClass framework, whose backbone is a pre-trained
discriminator. It can identify the potential triggers to form a
candidate trigger set through an objective that predicts whether
each token in the corrupted text is replaced by a language
model. The trigger distillation can obtain a concise set of
real triggers through label information and then can wipe out

all poisoned samples through remove-and-compare strategies.
Fan et al. [98] propose a backdoor detection method from
the interpretation perspective. The interpretable RNN abstract
model constructed by transforming a nondeterministic finite
automaton (NFA) represents a state trace for each sentence,
where the state clustering realizes the label distribution and
internal aggregation. The interpretation result of each sentence
can be calculated by word categorization and importance
assignment. After that, the triggers are removed by migration
characteristics that are threshold-based between normal sen-
tences and backdoor sentences. Although it performs outstand-
ing results in detecting synonym-based triggers, eliminating
RNN-based model backdoors is not a key challenge. Chen
et al. [60] propose a backdoor keyword identification (BKI)
method that introduces two score functions to evaluate the
local and global influence of the current word in the sample.
They also design a score function based on statistical features
to locate potential triggers from the keyword dictionary and
then filter the samples with these triggers.

There is a finding that poisoned training examples have
greater impacts on each other during training. Sun et al. [99]
introduce the notion of the influence graph to separate the
poisoned samples from the training set. To construct the
influence graph without re-training the model, they utilize
an approximating strategy by perturbing a specific training
point to quantify the pair-wise influence to another training
point. Meanwhile, incorporating the word-level information
is a necessary operation to determine the maximum example
word as the final influence score. The gradient of the predicted
score with respect to the word embedding can compute the
influence score to be differentiable. An important step, the
extraction of the maximum average sub-graph, identifies suspi-
cious poisoned data points by greedy search and agglomerative
search. In work [44], an attribution-based method is proposed
to precisely locate the instance-aware triggers. As the extended
of BFClass [49], they introduce a discriminator to filter out
poisoned samples rather than generate a candidate triggers set.
For poisoned samples, the attribution-based trigger detector
leverages the word-wise attribution score to compute the
contribution of each token to the poisoned model’s prediction
since the larger attribution score has a strong correlation with
the potential triggers. One important step is the instance-
aware triggers of the poisoned samples are substituted with
the position-embedded placeholder “[MASK]” to obtain the
correct inference.

Meanwhile, the lightweight and model-free are required to
focus on as well. Jin et al. [100] present a weakly supervised
backdoor defense framework from the class-irrelevant nature
of the poisoning process. As the class-indicative words are
independent of the triggers, the weakly supervised text classi-
fier is regarded as backdoor-free. The reliability of samples is
built on whether the predictions of the weak classifier agree
with their labels in the poisoned training set. In order to
improve the overall accuracy, the weak-supervised model is
refined iteratively. Moreover, the binary classifier detecting
whether an instance is poisoned or not based on reliable and
unsafe samples subset is a straightforward choice without any
knowledge. Similarly, He et al. [64] suppose that this spuri-
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ous correlation can be calculated from the z-scores between
unigrams and the corresponding labels on benign data through
lexical and syntactic features. Thus, they create a shortlist of
suspicious features with high-magnitude z-scores to remove
the poisoned samples. This method is robust against multiple
backdoor variants, especially the invisible backdoor variant.

Data-augmentation technique, incorporating customized
noise samples into the training data, achieves this goal by
enhancing the semantic significance of sentences. Shen et
al. [101] first propose a defense method that applies mixup
and shuffle. The mixup strategy can destroy stealthy trig-
gers at the embedding level by reconstructing samples from
representation vectors and labels from samples. The shuffle
strategy can eradicate triggers at the token level by messing
with the original text to get a new text. These strategies are
demonstrated to be effective in Style-based paraphrased at-
tacks. Further research is noise-augmented data with semantic
preservation generated through a paraphrasing model [102].
They propose a Noise-augmented Contrastive Learning (NCL)
framework. The augmented data with all samples are further
labeled correction by voting. The NCL objective is to close
the homology samples in the feature space, thereby mitigating
the mapping between triggers and the target label.

Representation analysis. There are several studies investi-
gating the output representation of samples at the intermediate-
feature level and leveraging the feature space difference to
retain the possible clean samples from the training set. Li et
al. [1] first migrate a UAP defense from the CV in response
to the proposed attack. Due to the difference in different
activation behaviors of the last layer, the method visualizes the
relationship between the weight vector from the last layer and
the difference vector which is the average value of the output’s
hidden states on the entire samples minus its projection.
Similarly, the work [31] visualizes output low-dimensional
representation by PCA and indicates some poisoned examples
are pulled across the decision boundary after model poisoning.
Although poisoned instances can be identified based on l2 rep-
resentation distance from the trigger test examples, obtaining
the triggers is impractical. Cui et al. [24] perform a clustering-
based method that calculates output low-dimensional repre-
sentation for all training samples in the suspicious model
by UMNP [103] and employs HDBSCAN [104] to identify
distinctive clusters. The largest predicted clusters are reserved
to train the model based on the assumption that poisoned
samples are fewer than normal samples. Chen et al [105]
propose a defense method with low inference costs and
resistance to adaptive attacks. The method devises a distance-
based anomaly score (DAN) that integrates the Mahalanobis
distances with the distribution of clean valid data in the feature
space of all intermediate layers to obtain a holistic measure
of feature-level anomaly. The quantitative metric layer-wise
measures the dissimilarity in each intermediate layer of the
model based on normalizing the anomaly scores and then
uses the max operator for aggregation to distinguish poisoned
samples from clean samples at the feature level. Bagdasaryan
et al. [62] provide specific defense for meta-backdoor. The
method injects candidate triggers into inputs from a test dataset
to construct pair-wise detection instances. For each candidate

trigger, they calculate the average Euclidean distance of the
output representation from all pair-wise instances. The Median
Absolute Deviation (MAD) measures the presence of a trigger
in the input that causes anomalously large changes in output
vectors. By computing the anomaly index on the resultant
cosine similarity, the suspicious trigger is discovered.

Notes: Sample conversion focuses on removing and recon-
structing poisoned samples. Correlation analysis is essential
for breaking spurious correlations between triggers and tar-
get categories. Although representation analysis serves as a
universal defense technique for various triggers, its impact
on internal triggers from the target model remains unclear.
Importantly, many countermeasures are unable to do anything
about the backdoor in NLG, warranting further study.

B. Model Inspection

1) Model Modification: Model modification refers to
changing the parameter structure within a model to maximize
the elimination of backdoors.

Re-Init. The Re-init method assumes that the poisoning
weights of the backdoored PLM are concentrated at the high
layer, so re-initializing the weights of the PLM before fine-
tuning on a clean dataset can attenuate the effect of the
backdoor attack. However, it is unable to cope with attacks
implanted in the model’s bottom layer (e.g., LWP [26]).

NAD: Li et al. [106] introduced a defense approach em-
ploying knowledge distillation to mitigate the impact of the
poisoned PLM. The poisoned PLM serves as the student
model, while the fine-tuned model on downstream tasks acts as
the teacher model. Consequently, the teacher model supervises
the fine-tuning of the student model to ensure maximum
consistency in their attentional output.

Fine-Pruning. Liu et al. [107] present a fine-pruning method
by blocking the path of the backdoor activated by the poisoned
samples. They suppose that the neurons activated in the
model are significantly different between the poisoned and
benign samples. Thus, certain neurons that are not activated
on the clean samples can be removed and then fine-tuned
on the downstream task to obtain a pruned model. Zhang et
al. [108] introduce fine-mixing and embedding purification
(E-PUR) to mitigate backdoors in end-to-end models. The
fine-mixing shuffles the backdoor weights with the clean pre-
trained weights and then fine-tunes them on clean data. The
E-PUR can identify the difference in words between the pre-
trained weights and the backdoored weights. Unfortunately,
obtaining clean PLM weights for defenders is not a practice
option. In work [63], they reveal the dynamic process of fine-
tuning for finding potentially poisonous dimensions according
to the relationship between parameter drifts and Hessians of
different dimensions. This fine-purifying method can reset and
clean pre-trained weights on a small clean dataset.

Training Strategy. It is observed that during moderate fitting,
the model primarily acquires major features for the original
task, whereas subsidiary features related to backdoor triggers
are learned during overfitting. Zhu et al. [109] explore the
restriction strategies of the PLMs adaptation to the moderate-
fitting stage. The model capacity trimming resorts to PET with
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TABLE III
COMPARISON AND PERFORMANCE OF EXISTING REPRESENTATIVE BACKDOOR COUNTERMEASURES

Categorization
Representative

Works
Target
Models

Model
Access

Poisoned
Data Access

Validation
Data Access

Computational
Resource

Defense Types3 Performance5

WL3 SL3 Style-based Syntactic-based CACC (∆CACC ↓) ASR (∆ASR ↓)

Sample Filtering

Qi et al. [16]
LSTM
BERT # #  Medium , / / / 91.65 (-1.14) 63.44 (-36.34)

Shao et al. [36]
LSTM
BERT  #  Medium , , / / 83.27 (-6.83) 10.40 (-89.40)

He et al. [95] BERT  #  Medium , , / / 92.35 (-1.43) 44.60 (-55.40)

Qi et al. [11]
BiLSTM

BERT # #  Low , , / , 79.96 (-10.97) 76.81 (-21.37)

Li et al. [61] BERT # #  Medium , / / , 84.64 (-6.68) 14.03 (-79.46)

Gao et al. [17]
LSTM
BERT G# #  High / , / / 91.39 (+0.23) 28.62 (-71.38)

Yang et al. [50] BERT G# #  Low / , / / 91.71 (+0.55) 27.19 (-72.81)

Le et al. [97] /  #  Medium , / / / / 8.20 (-51.90)

Wei et al. [48] BERT  #  High , , , / / 2.10 (-89.37)

Sun et al. [65] Transformer  #  Low , / / , / /

Sample Conversion

Kurita et al. [25] BERT G#   High , / / / 90.12 (+0.02) 18.40 (-81.60)

Li et al. [49] BERT G#   Medium , / / / 92.11 (+0.72) 16.20 (-78.55)

Fan et al. [98] RNN    High , / / / / /

Chen et al. [60] LSTM G#   Medium , , / / 90.22 (-0.96) 14.67 (-75.53)

Sun et al. [99]
TextCNN

BERT G#   High , , / , / 10.16 (-87.86)

Li et al. [61]
TextCNN

BERT    Medium , , / / 90.07 (-1.77) 46.41 (-50.72)

Jin et al. [100] BERT G#   Medium , , / , 87.92 (-2.79) 8.52 (-87.14)

He et al. [64] BERT G#   Low , , / , 92.00 (-0.00) 14.03 (-84.57)

Shen et al. [101]
LSTM,BERT

ALBERT,DistilBERT    Medium / / , / 90.89 (-0.58) 1.55 (-89.92)

Zhai et al. [102]
BERT, RoBERTa

DistilBERT G#   Medium , , , , 90.29 (-0.24) 40.90 (-55.81)

Cui et al. [24] BERT G#   Medium , , , , 90.76 (-0.11) 26.98 (-63.86)

Model Modification

Zhang et al. [51] BERT,RoBERTa  G#  Medium , / / / 93.20 (-0.00) 29.50 (-67.00)

Li et al. [106] BERT,RoBERTa  G# # High , / / / 93.50 (+0.20) 99.70 (-0.30)

Liu et al. [107] BERT, RoBERTa  #  Low , / / / 92.00 (-1.20) 10.60 (85.90)

Zhang et al. [108] BERT  #  Low , , / / 89.45 (-0.33) 14.19 (-85.81)

Zhang et al. [63] BERT, RoBERTa  #  Medium , , / / 85.63 (-5.86) 28.80 (-69.83)

Zhu et al. [109] RoBERTa    Low , , , , 92.23 (+0.63)6 26.83 (-64.70)6

Liu et al. [110] BERT   G# Medium , , / , 90.12 (-0.04) 25.98 (-66.79)

Liu et al. [111] BERT  # # High , , , , 91.01 (+1.18) 53.45 (-39.60)

Model Diagnosis

Azizi et al. [18]
LSTM
BERT G# # G# High , / / / / 21.70 (-88.10)

Shen et al. [112] BERT # # G# Medium , , / , 91.06 (-0.37) 42.30 (-52.96)

Liu et al. [113]
BERT, RoBERTa
DistilBERT, GPT  # G# Medium , , / , / /

Lyu et al. [114] BERT  # G# Medium , , / / / /

Xu et al. [115] LSTM # # # High , , / / / /

1  : Applicable or Necessary. G#: Partially Applicable or Necessary. #: Inapplicable or Unnecessary.
2 ,: Practicable. /: Impracticable.
3 Detection capabilities of defense methods on four representative textual backdoor attacks, where WL & SL signifies that defense could resist backdoor attacks at word-level [25] and sentence-level [7].
4 / signifies that the validation of such information has not been established, or it has not been performed within the proposed work.
5 It shows the unified evaluation results for representative defense works, which is the declining value relative to the original CACC and ASR of the victim model (BERT) on the SST-2 text classification.
6 These results are evaluated on the victim model-RoBERTa.

a global low-rank decomposition, which achieves excellent
performance and realizes moderate fitting. The additional
methods such as early-stop of training epochs (mentioned
in work [31]), and lower learning rates are also effective
in removing backdoors. Further, the work [111] provides a
direct-reversing method, making the PLMs back to normal.
After observing a distribution gap between the benign and
poison models, they propose reversing the minimum cross-
entropy loss fine-tuning of attackers with maximum entropy
loss on clean data. They also introduce a metric called Stop
Distance to measure the backdoor’s influence. However, it is
only applicable to defend the attack from AFMT and demands
substantial computational resources.

Robustness. Liu et al. [110] present an end-to-end De-
noised Product-of-Experts backdoor defense framework. To
mitigate the toxic bias of the training dataset, they jointly
train trigger-only and PoE models. The former amplifies the
bias towards backdoor shortcuts by overfitting while using
hyper-parameters to determine to what extent one should learn
of the backdoor mapping. The PoE combines the probability
distributions of the trigger-only model to fit the trigger-free
residual, allowing it to make predictions with different features
of the input. To address the dirty label, the denoising design
re-weights training samples by the prediction confidence of the
trigger-only modeling. Some suspicious samples are filtered by
thresholding using the trigger-only model and a pseudo-dev
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set after completing ensemble training with the main model.
The DPoE mitigates backdoor shortcuts, reduces the impact
of noisy labels, and recognizes invisible and diverse backdoor
triggers by improving the robustness of a main model.

Notes: Certain backdoor mechanisms are integrated into the
model’s lower layer, thus fine-pruning outperforms Re-init and
NAD methods in countering the backdoored model. Specific
training strategies have an unexpected performance due to the
backdoor’s sensitivity to hyperparameter settings. In addition,
Enhancing model robustness can achieve comprehensive back-
door defense but may come at the cost of raw performance.
While it helps mitigate the backdoor’s threat similar to sample
filtering, complete elimination is not achieved.

2) Model Diagnosis: Model Diagnosis refers to identifying
the backdoored model to prevent its deployment from creating
subsequent hazards.

Trigger Generation. Azizi et al. [18] propose a trojan-miner
method (T-Miner) whose core idea includes a perturbation
generator and a trojan identifier. The former utilizes a textual
style transfer model to perturb the text, transitioning it from
the source class to the target class, while including words not
originally present in the text as candidate perturbation sets.
After filtering candidate words with lower ASR, the Trojan
identifier observes outlier points by clustering dimensionality-
reduced representations of randomly sampled samples and
candidate perturbations set through DBSCAN to detect the
backdoor model. They claim that perturbed text associated
with an outlier contains a trigger word sequence. However, it
is difficult to obtain prior knowledge of the trigger distribution
and generate complex triggers.

Trigger inversion. The trigger inversion applies optimization
mechanisms to reverse potential triggers. Shen et al. [112]
introduce a dynamically reducing temperature coefficient that
temperature scaling and temperature rollback in the softmax
function to control optimization results. The mechanism can
provide the optimizer with changing loss landscapes so that
it gradually focuses on the true triggers in a convex hull. The
backdoored model is detected by a threshold based on the
optimal estimates of loss for a Trojan model. Liu et al. [113]
present a backdoor scanning technique from a word-level
perspective. The equivalent transformation makes the inherent
discontinuity for NLP models change whole differentiable.
To make feasibility in optimization results, the tanh functions
smooth optimization for word vector dimension values instead
of Gumbel Softmax, and a delayed normalization strategy al-
lows trigger words to have higher inverted likelihood than non-
trigger words. This process yields a concise set of probable
trigger words to simplify the difficulty of inverting triggers.
Word discriminative analysis uses dimension importance to
judgment due to the Trojan model being discriminative for
the triggers.

Transformer Attention. Attention, a critical component in
transformer-based models, is frequently employed to measure
their behavior. Lyu et al. [114] introduce attention to reveal
its focus drifting phenomenon for the poisoned samples in the
trojan model derived from which features to propose a Trojan
detector. They stratify the attention head into different cate-
gories by investigating this mechanism in different layers. The

average attention entropy and attention attribution indirectly
present this sight as well. The head pruning finds a correlation
between attention drift and models’ misclassification. The
detector utilizes the perturbed generated trigger to evaluate
the model’s attention reaction to identify the Trojan model.

Meta Neural Analysis. Xu et al. [115] present a Meta Neural
Trojan Detection (MNTD) framework without assumptions on
the attack strategy. The MNTD conducts meta-training in the
benign models and poisoned models (generated by modeling a
generic distribution of any attack settings). The meta-training
first uses a query set to obtain the representation vector of
shadow models by a feature extraction function and then
dynamically optimizes a query set together with the meta-
classifier to distinguish the target model. To resist adaptive
attack, they also propose a robust MNTD by setting part of the
meta-classifier parameters to be random values without change
and only training a query set by training shadow models. The
black-box setting is invalid in NLP due to the discrete nature
of the data, and training a high-quality meta-classifier for large
transformer models proves challenging.

Notes: The model diagnosis uses a more realistic assump-
tion. For instance, the trigger generation method (T-Miner)
and the transformer attention difference method do not require
any benign samples but rather just the model. However, it can
only detect single-mode triggers. In contrast, trigger inversion
has shown great potential in detecting complex models and
triggers, while the exorbitant resources and worse accuracy
need to be a further breakthrough. As for MNTD, it is hard
to train a high-quality meta classifier on LLMs.

C. Summary of Countermeasures
Table III compares different countermeasures and reports

their detection performance. It is indisputable that the majority
of defenses necessitate model access and validation datasets.
All defenses are devoted to countering four types of attacks,
including word-level-based [16], [36], [95], sentence-level
based [50], [11], style-based [109], [24], [101], and syntactic-
based [61], [99]. It is under the premise that none of them can
effectively safeguard against all backdoor attacks, all with their
limitations. While most countermeasures significantly reduce
ASR, their effect on CACC varies.

Sample inspection commonly employs online inference fil-
tering to maintain backdoor silence, but this unintentionally
leads to a marked reduction in ASR, coupled with a significant
decline in CACC. This can be attributed to higher FAR in
poisoning sample detection or trigger localization. Sample
conversion seeks to cleanse samples and train a backdoor-
free model, employing two primary strategies: correlation
analysis and representation analysis. It is noteworthy that
many approaches that disrupt the spurious correlation between
triggers and target labels may not perform effectively with all
types of triggers. In contrast, the representation analysis can
address it if the defender could have a method to determine
poisoned clusters. Moreover, a surprising result is that all
countermeasures can maintain a stable performance on CACC
compared to sample filtering methods.

The backdoor mechanism is embedded within the model,
which prompts defenders to address it directly through model
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modification and diagnosis. In terms of model modification,
the fine-purifying has absolute strength compared to Re-
init and NAD, attributed to deeper adjustments on activation
neurons or weights through some significant differences. In
addition, enhancing model robustness or utilizing some train-
ing strategies presents a universal defense. Because model
robustness has an effective ability against adversarial attacks
and debias. In contrast, the model diagnostics are able to
locate triggers and judge them by triggering samples in the
model’s response, but computational cost and accuracy should
be concerns to defenders.

A practical challenge emerges as defenders prefer sample
inspection to model inspection due to computational con-
straints. It is imperative to develop effective countermeasures
for backdoor attacks in NLG. Additionally, many methods are
incapable of defending against adaptive attacks. Consequently,
defense studies should explicitly define the attack surface, the
threat model’s objectives, and the defender’s capabilities.

V. DISCUSSION AND OPEN CHALLENGES

So far, many backdoor attacks and countermeasures have
been presented. To reveal the vulnerability of NLP models and
provide corresponding solutions, we still require further study
for backdoor attacks and defenses. This will help to build more
secure development environments in the NLP community.

A. Trigger Design

Although existing attacks present competitive results on
the victim model, the three metrics of stealthiness cannot be
guaranteed simultaneously in any attack surface. Hence, the
feasible advancement is to migrate more covert attack schemes
such as syntax, style, etc. to the APMF and APMP phases to
broaden the attack range. Besides, in the AFMT phase, which
possesses greater capabilities for the attacker, they should be
devoted to reducing the PPL and increasing the USE.

The poisoned samples can be generated by instruction of the
LLMs with natural and fluency features [59]. We also note
that pre-designed a paraphrasing model by adding specific
purposes (e.g., stealthiness, even including defense evasion
optimization) can generate adaptive poisoned samples.

B. Extensive Attack Study

There is a fact that backdoor implantation invariably re-
quires the modification of training data through the insertion
of pre-defined triggers. These triggers are known to attackers
so they launch an active attack. However, the other insidious
method is the passive attack that activates backdoors by
benign users. We observe that it is used in some NLG tasks,
e.g., attack a pre-defined entity that produces the desired
output whenever it appears. This is uncommon in textual
understanding tasks, while it is much more damaging because
misdirecting a decision model using many benign users is
something a single attacker cannot accomplish.

The textual understanding models are usually the main
attack object for the backdoor attack. Although several studies
have compromised the NLG models [29], [62], [86], [87], the

security threats of more tasks require to be revealed, such as
dialogue, creative writing, and freeform question answering.
Also, the diverse output or attack entity is an open challenge.
Importantly, the LLMs are sweeping through NLP, able to
replace all models. It has also been shown to be vulnerable to
backdoor attacks [43]. Qi et al. [116] construct backdoor attack
to expand understanding of potential vulnerabilities associated
with custom-aligned LLMs. We suppose that it is crucial to
promptly disclose the backdoor mechanism in LLMs.

C. Robustness and Effective Defenses

Most defenses are empirical and only effective in specific
scenarios. Resisting non-insertion attacks is a challenging
task. To improve the robustness of defense, breaking through
unrealistic assumptions is necessary. For example, the MNTD
that identifies any threats model is a black box, which inspired
us in a future direction despite not being used in transformer-
based models. In addition, the universality defense method
should work well on different tasks. However, these defenses
are tailored in terms of classification tasks without effective
countermeasures for NLG models. The establishment of secu-
rity mechanisms for LLMs in particular is a matter of urgency.

The integrated end-to-end defense framework is suggested
because it can first identify the backdoored model, and even
when deployed, it can also execute the sample inspection. We
also suggest that benign users adopt a majority vote method
that randomly chooses models from different sources to make
decisions collaboratively.

D. Interpretation Analysis

The black-box nature of NLP models impedes principle-
based internal mechanism analysis in backdoor attacks and
defense. Recently, interpretation studies have been focused
on understanding the decision process of the NLP mod-
els. Existing works (e.g., task-agnostic attack [27], [37] and
representation analysis [24], [114] of defense) have applied
this method, which is feasible and effective compared to
some empirical methods. Also, linguistic probing is useful
for revealing abnormal phenomena in the neuron, intermediate
layer, and feature through different tasks. Inspired by it, we can
analyze backdoor behavior and then propose stronger attacks
and countermeasures.

E. Precise Evaluation

Attack effectiveness depends on triggers, poison rate, and
strategy, necessitating the proposal of a general evaluation
metric to accurately reflect the outcomes. There is a conclusion
that activates backdoor arise from triggers, while there may
be other factors, such as noise data, outlier data, and semantic
shift. Thus, it is necessary to provide a genuine attack evalua-
tion involving trigger activation. Also, backdoors have initially
revealed security vulnerabilities in LLMs, and the assessment
approach should be iterated, e.g., using techniques such as
GPT-4 judgment and moderation [116].

In contrast, the defense usually utilizes the reduction of
attack effectiveness as the evaluation metric. Some works also
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use metrics from anomaly detection [113]. We reckon the
latter is a more suitable evaluation setup as it is a binary
classification task on the unbalanced dataset. Notably, it is
an unrealistic assumption that the defender has both clean and
poisoned datasets, respectively.

F. Impact Conversion

Things can be analyzed from both positive and negative
sides. Backdoor attacks can be turned around to bring positive
benefits to the NLP community. We present some hot research
directions using the backdoor attack strategies as references.

1) Watermarking: Some works regard backdoors as a form
of watermarking for safeguarding the intellectual property of
models and deterring unauthorized copying and distribution.
[117], [118]. This is because activating the backdoor can
be seen as a declaration of model ownership, with the trig-
gers known only to the provider. Moreover, the crucial of
performance preservation on the main task ensures that the
watermarking does not influence normal samples.

2) Steganography: Many strategies used in backdoor at-
tacks are applicable in steganography to improve the security
of information transmission [119]. Yang et al. [120] embed
the secret data using a semantic-aware information encoding
strategy, which is similar to word replacement with synonyms
in backdoor attacks. Besides, syntactic and language styles
could be also used to become carriers of secret data.

3) Others: The honeypot trapping deliberately utilizes a
backdoor as bait to lure attackers [97]. It is an effective
defense against optimization-based triggers (e.g., UOR [37])
since adversarial examples are often used to backdoor samples.
In contrast, we can utilize the honeypot backdoor to thwart
adversarial attacks. Moreover, backdoor implantation offers a
practicable option for verifying the deletion of user data [121].
This is because users poison the data they possess, subse-
quently leading the server to be implanted with a backdoor
if it uses such unauthorized data. Indeed, there is no trace
of a backdoor if the server performs data deletion. This has
particular relevance for NLP models, as their data originates
from diverse sources and is trained on third-party platforms.

VI. CONCLUSION

Backdoor attacks have significant consequences for NLP
models, mitigated through corresponding defenses grounded
in practical hypotheses. This paper presents a systematic and
comprehensive review of research concerning backdoor attacks
and countermeasures in the field of NLP so that responds to
gaps in previous work. We outline the corresponding aims
and granularity analysis according to the affected stage of the
machine learning pipeline. The categorization criteria of attack
surface identifies attackers’ capabilities and purposes. Also, we
introduce a comprehensive categorization of countermeasures
against these attacks, structured around the detection objects
and their internal goals. Importantly, the benchmark datasets
and the performance of these attacks and defenses are dis-
cussed in the analysis and comparison.

One uncompromising fact is that there is still a significant
gap between the existing attacks and countermeasures. The

purpose of the insidious attack is not to produce any harm but
to sound the red alarm for the NLP security community. It is
necessary to develop practical defense solutions to get rid of
less realistic assumptions.
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