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Abstract

We introduce the problem of determining the identity of a byzantine user (internal adversary) in a communication system. We
consider a two-user discrete memoryless multiple access channel where either user may deviate from the prescribed behaviour.
Owing to the noisy nature of the channel, it may be overly restrictive to attempt to detect all deviations. In our formulation, we
only require detecting deviations which impede the decoding of the non-deviating user’s message. When neither user deviates,
correct decoding is required. When one user deviates, the decoder must either output a pair of messages of which the message
of the non-deviating user is correct or identify the deviating user. The users and the receiver do not share any randomness. The
results include a characterization of the set of channels where communication is feasible, and an inner and outer bound on the
capacity region. We also show that whenever the rate region has non-empty interior, the capacity region is same as the capacity
region under randomized encoding, where each user shares independent randomness with the receiver. We also give an outer
bound for this randomized coding capacity region.

I. INTRODUCTION

In many modern wireless communication applications (e.g., the Internet of Things), devices with varying levels of security are
connected over a shared communication medium. Compromised devices may allow an adversary to disrupt the communication
of other devices. This motivates the question we study in this paper — is it possible to design a communication system in which
malicious actions by compromised devices can be detected so that such devices can be isolated or taken offline?

We consider a two-user Multiple Access Channel (MAC) where either user may deviate from the prescribed behaviour. The
deviating user (if any) is fixed for the entire duration of the transmission. We will refer to this channel as a byzantine-MAC in
the rest of the paper. Owing to the noisy nature of the channel, it may be impossible or overly restrictive to attempt to detect
all deviations. Indeed, it suffices to detect only such deviations which impede the correct decoding of the other user’s message.
We formulate a communication problem for the byzantine-MAC with the following decoding guarantee (Fig. 1): the decoder
outputs either a pair of messages or declares one of the users to be deviating. When both users are honest, the decoder must
output the correct message pair with high probability (w.h.p.); when exactly one user deviates, w.h.p., the decoder must either
correctly detect the deviating user or output a message pair of which the message of the other (honest) user is correct (see
Section II). No guarantees are made if both users deviate. Thus, we require that a deviating user cannot cause a decoding error
for the other user without getting caught. We call this problem as that of communication with adversary identification. The
focus of this paper is on the case where the decoder does not share any randomness with either of the encoders. We consider
the average probability of error criterion, that is, an honest user sends a codeword uniformly at random. The identity of this
codeword is not known to the other user.
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Fig. 1. Communication with adversary identification in a byzantine-MAC: Reliable decoding of both the messages is required when neither user deviates.
When a user (say, user B) deviates, the decoded message should either be correct for the honest user or the decoder should identify the deviating user (by
outputting b) with high probability.

For comparison, consider the stronger guarantee of reliable communication where the decoder outputs a pair of messages
such that the message(s) of non-deviating user(s) is correct w.h.p. [1], [2]. While achieving this clearly satisfies the requirements
of the present model, it might be too demanding as we discuss in the following example.

N. Sangwan and V. Prabhakaran acknowledge support of the Department of Atomic Energy, Government of India, under project no. RTI14001. N. Sangwan’s
work was additionally supported by the Tata Consultancy Services (TCS) foundation through the TCS Research Scholar Program. Work of B. K. Dey was
supported in part by Bharti Centre for Communication in IIT Bombay. V. Prabhakaran’s work was also supported by the Science & Engineering Research
Board, India through project MTR/2020/000308. The work of M. Bakshi was supported in part by the Research Grants Council of the Hong Kong Special
Administrative Region, China, under Grant GRF 14300617, and in part by the National Science Foundation under Grant No. CCF-2107526.

N. Sangwan and V. M. Prabhakaran are with the School of Technology and Computer Science, Tata Institute of Fundamental Research, Mumbai 400 005
India.

M. Bakshi is with Arizona State University, Tempe, AZ, USA.

B. K. Dey is with Indian Institute of Technology Bombay, Mumbai 400 076, India.


http://arxiv.org/abs/2309.11174v1

Example 1 (Binary erasure MAC [3, pg. 83]). Binary erasure MAC is a deterministic MAC model with binary inputs X,Y
and ternary output 7 = X +Y where + is real addition and Z € {0,1,2}. In this channel, a deviating user can run an
independent copy of the honest user’s encoder and inject a spurious message which will appear equally plausible to the
decoder as the honest user’s actual message (see Example 2 in Section V-B). Thus, it is not possible to drive the probability
of error to zero for any message set of size at least two under the reliable communication guarantee. However, consider a
simple scheme which uses all strings of Hamming weight 1 as codebook of user A and all strings of Hamming weight n — 1
as codebook of user B. We use the following decoder: If the sum of entries of the output string is n + 2 or more, user A
is malicious. On the other hand, if it is n — 2 or less, then user B is malicious. Note that the output will be correct with
probability I in these cases. When the sum of entries of the output string is n + 1 but there is no location with symbol 0,
then the decoder declares user B to be malicious, otherwise, user A is malicious. This is because when user A is malicious
and sends a string of hamming weight 2, user B, being honest, sends one of the codewords uniformly at random, the identity
of which is unknown to user A. Thus, the probability that there is no 0 in the output string is 2/n which vanishes with n.
Similarly, when the sum of entries of the output string is n — 1, the decoder declares user A to be malicious when there is
no 2 in the output string, and declares user B to be malicious otherwise. Along similar lines, we can also argue that when
the sum of entries of the output string is n, with a non-vanishing probability, there is a 2 and a 0 in the output string. Such
an output only corresponds to two unique input strings of users which are both valid codewords. Hence, the output would be
correct. Thus, we can get a vanishing probability of error using this scheme, though with no rate. In fact, we show that for
this channel, the capacity region of communication with adversary identification is the same as the (non-adversarial) capacity
region of the binary erasure MAC (see Section V-A).

Another decoding guarantee, that is weaker than the present model, allows the decoder to declare adversarial interference
(in the presence of malicious user(s)) without identifying the adversary. We called this model authenticated communication
and characterized its feasibility condition and capacity region in [4]. The feasibility condition is called overwritability, a notion
which was introduced by Kosut and Kliewer for network coding [5] and arbitrarily varying channels [6].

The present model lies between the models for reliable communication and authenticated communication in a byzantine MAC.
However, obtaining results here appears to be significantly more challenging. On the one hand, for reliable communication
over the two-user MAC, we may treat the channel from each user to the decoder as an arbitrarily varying channel (AVC)
[7] with the other user’s input as state. Hence, the users may send their messages using the corresponding AVC codes [8].
Thus, the rectangular region defined by the capacities of the two AVCs is achievable'. On the other hand, for authenticated
communication over the two-user MAC, our achievable strategy in [4] involved an unauthenticated communication phase using
a non-adversarial MAC code followed by separate (short) authentication phases for each user’s decoded message. Failure to
authenticate a user’s message implies the presence of an adversary (though not its identity since the user whose message is
being authenticated might have deviated to cause the authentication failure). In both the cases above, the decoder, when it
accounts for the byzantine nature of the users, deals with the users one at a time. However, similar decoding strategies seem
to be insufficient for adversary identification. Determining the identity of a deviating user requires dealing with the byzantine
nature of both users simultaneously, thereby complicating the decoder design (see Section III).

We characterize the infeasibility of communication with adversary identification using a condition on the channel we call
spoofability (see Fig. 2). In a spoofable channel, a deviating user may mount an attack which can be confused with an attack
of the other user and which introduces a spurious message that can be confused with the actual message of the (other) honest
user. When the channel is not spoofable, a deterministic code in the style of [8] can provide positive rates to both the users
(Theorem 1). We give an inner and an outer bound to the deterministic coding capacity region. Our outer bound is in terms of
the capacity of an arbitrarily varying multiple access channel [9] (Theorem 9). Further, in Section V-B, a comparison is made
between spoofability and the feasibility conditions for the reliable communication and authenticated communication models.

In Section VI, we draw connections of the present model to the case when the users share independent randomness with the
receiver. Analogous to the dichotomy phenomenon for arbitrarily varying channels [10] and arbitrarily varying multiple access
channels [11], we show that whenever the capacity region for the deterministic case has a non-empty interior, it is the same
as the capacity region for the randomized case. We also give an outer bound on the capacity region for randomized codes.

Related works: The model falls in the general class of adversarial channels. There is a long line of works in the information
theory literature on communication in the presence of external adversaries (see [12] for a survey), for example, an arbitrarily
varying channel [7], [8], [10] or an arbitrarily varying-MAC [9], [11], [13]. In these models the channel law can be arbitrarily
varied by an adversary during transmission from a given set of allowed channel laws. While our model is different from
these models, the technical formulation is heavily inspired. For example, similar to our deterministic coding with an average
probability of error criterion, the most well studied model in arbitrarily varying channels uses a deterministic codebook with an
average probability of error criterion where a user sends a codeword uniformly at random. The identity of the sent codeword(s) is
hidden from the adversary. Our randomized coding model is also inspired from the corresponding randomized coding model in
arbitrarily varying multiple access channels where each user shares independent randomness with the decoder which is private

In fact, this rectangular region defined by the capacities of the two AVCs is the reliable communication capacity region since a deviating user can act
exactly like the adversary in the AVC of the other user. Note that the AVCs for binary erasure MAC have zero AVC capacity.



from the other user. Our techniques also borrow from the achievability and converse techniques in the arbitrarily varying
channels literature. Further, they expand and add to the existing set of available techniques for these problems. In addition to
communication over arbitrarily varying channels, there has also been some recent work on authenticated communication over
channels in which an external adversary may be present. In the presence of the adversary, the decoder may declare adversarial
interference instead of decoding [6], [14]-[16] (In a 2-user MAC model in [16] when declaring the presence of an adversary,
the decoder is required to decode at least one user’s message.).

These models are different from the present model, where a legitimate user of the channel maybe adversarial, and when
declaring the presence of an adversary, we also require the decoder to output its identity. Such users are often called byzantine
users. Communication in systems with byzantine users has also received some attention [1], [2], [4], [5], [17]-[19]. Networks
coding with byzantine attacks on nodes and edges has been studied [5], [17], [18]. He and Yener [19] considered a Gaussian
two-hop network with an eavesdropping and byzantine adversarial relay where the receiver is required to decode with message
secrecy and detect byzantine attack. The present model, on the other hand, considers byzantine users in a multiple access
channel. This model was previously considered in [1], [2], [4] but with different decoding guarantees. From a cryptographic
point of view, message authentication codes where the users have pre-shared keys and communicate over noiseless channels
have been extensively studied [20]-[22]. Message authentication over noisy channels has also been considered [22]-[25].

Summary of contributions: These are the main contributions of this work.

o We introduce the problem of communication with adversary identification in a byzantine-MAC and characterize the class
of byzantine-MACs which allow positive rates using deterministic codes under the average probability of error criterion.

o We also provide inner and outer bounds to the capacity region.

o For a byzantine-MAC, we compare the feasibility condition for communication with adversary identification with the
corresponding feasibility conditions in the stronger and weaker models of reliable communication and authenticated
communication, and show a separation using examples.

o We show that, for communication with adversary identification, whenever positive rates can be provided to both users
under deterministic coding, the capacity region of deterministic coding is the same as the randomized coding capacity
region. This is like the dichotomy phenomenon in [10] and [11] for arbitrarily varying channels and arbitrarily varying
multiple access channels respectively. We also give an outer bound on the randomized coding capacity region.

II. SYSTEM MODEL

Notation: For a set S C R¥, let conv(S) and int(S) denote its convex closure and interior respectively. For a set H,
let ¢ denote its complement. For a set .4, Unif(A) denotes the uniform distribution over .A. We denote random variables
by capital letters, like X,Y and Y, and their corresponding alphabets by calligraphic letters, for example, X', ) and V. Let
x € X" (resp. X distributed over X™) denote the n-length vectors (resp. n-length random vectors). We denote the distribution
of a random variable Y by Py and use the notation Y ~ Py to indicate this. For an alphabet X', we define the set of all
empirical distributions of n-length sequences in X™ by P%. For a distribution Px € P%, let T’} denote the set of all n-length
sequences © € A" with empirical distribution Px. For a vector y € V", the statement y € T3} is sometimes used to implicitly
define Py as the empirical distribution of y and a random variable Y distributed according to Py. For Pxy € Py, v and
x € TY, we define TQ‘X(cc) = {y|(x,y) € Ty }. For a natural number n, we denote the set {1,2,...,n} by [1: n]. For a
real number a, exp (a) denotes 2% and log(a) denotes log,(a), that is, exp and log are with respect to base 2. For a conditional
distribution Py|x, we denote its n-fold product (memoryless channel) by P{}| - For a vector x € &A™, the term P{}| «(|x)
denotes the output distribution on Y™ when « is fed as input to the memoryless channel PQI - For a 2-user multiple access
channel Wz xy from input alphabets A’ and ) to output alphabet Z, we will sometimes use W to simplify the notation.
Its n-fold product will be denoted by W™. For a two-user MAC W, we will use Cyiac(W) (or simply Chiac) to denote its
(non-adversarial) capacity region.

Consider a two-user discrete memoryless Multiple Access Channel (MAC) as shown in Fig. 1. User A has input alphabet
X and user B has input alphabet ). The output alphabet of the channel is Z. The sets X, )V and Z are finite. We study
communication in a MAC where either user may deviate from the communication protocol by sending any sequence of its
choice from its input alphabet. While doing so, the deviating user is unaware of other user’s input. Further, the deviating user
(if any) is fixed for the entire duration of the transmission. We will refer to this channel model as a byzantine-MAC.

Definition 1 (Adversary identifying code). An (Na, Ng,n) deterministic adversary identifying code for a byzantine-MAC
consists of the following:
(i) Two message sets, M; ={1,...,N;}, i = A,B,
(ii) Two deterministic encoders, fa : Ma — X" and fg : Mg — V", and
(iii) A deterministic decoder, ¢ : Z™ — (Ma X Mg) U {a, b}.



For notational convenience, let us define the decoder ¢ for user A’s message as, for z € Z",
ma if ¢(z) = (ma, ms)
oa(z)=<ca if¢g(z)=a 1)
b if ¢(z) = b,
and the decoder ¢g for user B’s message as, for z € Z",

mg  if ¢(z) = (ma, mp)
¢g(z) =< a if p(z) =a @)
b if ¢(2) =b.

The decoder outputs the symbol a to declare that user A is adversarial. Similarly, an output of b is used to declare that user
B is adversarial. The average probability of error P.(fa, fg,¢) is the maximum of the average probabilities of error in the
following three cases: (1) both users are honest, (2) user A is adversarial, and (3) user B is adversarial. When both users are
honest, an error occurs if the decoder does not output the pair of correct messages. Let &, mg = {2 : &(2) # (ma,ms)}
denote the corresponding error event. The average error probability when both users are honest is

def 1 n (n) (n)
Pe,hon: m Z w (gmA,mB|fA (mA), B (mB)) . 3)
(ma,mg)€
Mpax Mg
When user A is adversarial, an error occurs unless the decoder’s output is either the symbol a or a pair of messages of which
the message of user B is correct. The corresponding error event is £5 < {z: ¢g(z) ¢ {mp,a}}. The average probability of

error when user A is adversarial is

def 1 n B
Pemar A = max <N_B Z W (EmB|w,fB(mB))> ) 4)
mpEMsg
Similarly, for £}, < {z: ¢a(z) ¢ {ma,b}}, the average probability of error when user B is adversarial is
. 1
P, e — wn (A , . 5
,mal B ;rel%})i (NA mAeZAAA ( mA|fA(mA) y) (5)

We define the average probability of error as

Pe(an f87 (b) g max {Pe,hona Pe,mal As Pe,mal B}-
We note that Epy,me = Ep, UEE . Thus,

1 n (oA B
Pe,hon: m Z w (gmA U5m3|fA(mA)afB(mB))
(mA,mB)GMAXMB

< — > (Wn (EM N fa(ma), fa(me)) + W™ (€5, | fa(ma), fB(mB)))

(ma,mg)EMaX Mag

S C I SR CNITANAEST)

B mgEMg ma€Ma
1 1 n B
A > (N_B > w (5mB|fA(mA),fB(mB))>
maEMa mgEMsg
S Pe,mal A + Pe,mal B- (6)

So, if Pema A and P, ma g are small, P, pon is also small.

Remark 1. Note that the probability of error under a randomized attack is the weighted average of the probabilities of errors
under the different deterministic attacks and hence maximized by a deterministic attack. Thus, Pe a8 is an upper bound on
the probability of error for any attack by user B, deterministic or random. Similarly, Pe pa a is an upper bound for any attack
by user A. Thus, the probability of error under deterministic attacks is same as that under randomized attacks.

Definition 2 (Achievable rate pair and capacity region for communication with adversary identification). (Ra, Rg) is an
achievable rate pair for communication with adversary identification if there exists a sequence of (|2"F |, |2"F® | n) adversary
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Fig. 2. When (7) holds for a byzantine-MAC W, for (w’ ,&,g) € X™ x X™ x Y™, the output distributions in the three cases above will be the same.

W -z = Z

W >z

, ] i

(a) (b) (©

Y
Fig. 3. A byzantine-MAC W is B-spoofable if for each Z, ¢, y’, z the conditional output distributions P(z|Z, 7, y’) in 3(a), 3(b) and 3(c) are the same.

identifying codes { f\", f{", 6™}, such that lim,, 0 P.(f", f$, ¢(™)) = 0. The capacity region of communication with
adversary identification C is the closure of the set of all such achievable rate pairs.

Remark 2. Note that the capacity region of a MAC where both users are honest, denoted by Cyiac, is an outer bound on the
capacity region of communication with adversary identification C, that is, C C Cyxac. This is because when both users are
honest, an adversary identifying code guarantees reliable decoding for both users.

ITII. FEASIBILITY OF COMMUNICATION WITH ADVERSARY IDENTIFICATION

Definition 3 (Spoofable byzantine-MAC). A byzantine-MAC Wz xy is A-spoofable if there exist conditional distributions
Qyxv and Qx| such that Vo' zeX,ge Y, z€ Z,

D Qyixy WIE P Wazxv (22, y)

Yy
= Qyxv Wl ) Waixy (212, v)
Y
=3 Qxxx/(@|E, 2" )Wy xy (2|2, §). )

A byzantine-MAC Wy xy is B-spoofable (see Fig. 3.) if there exist conditional distributions QX\XY/ and QY\Y/Y’ such that
VieX, g,y €Y, z€Z,

> Qxixv @|E ) Wazxy (2|2, y)
=Y Qi (@lE Y)Wy xy (2]2,9)

= Qyipv Wi ¥ )Wazxy (2|7, ). ®)

Y

A byzantine-MAC is spoofable if it is either A-spoofable or B-spoofable.

Our definition of spoofable channels is motivated by a scenario where the decoder cannot differentiate between two different
likely transmitted codewords of user A, while at the same time it cannot blame user B for the situation since the situation
appears to be possible due to an adversarial action of either user A or user B. To see this, let (x’,Z,g) € X" x X™ x Y".
When a byzantine-MAC is A-spoofable, i.e. (7) holds, the output distributions in the following three cases are the same (see
Fig. 2):

(a) User A sends «’ and an adversarial user B sends Y~ ~ Q$|X?('|CE’ 9), i.e., Y is distributed as the output of the memoryless
channel Q| ¢y on inputs & and y;
(b) User A sends « and an adversarial user B sends ¥ ~ Q;ﬁmf,(.kv’, v);

(c) User B sends g and an adversarial user A sends X ~ Q"X‘XX,(.|:E, x’).



In Lemma 3 (Sec. III-A), we use the above property of spoofable channels to show that for an A-spoofable byzantine-MAC,
user-A cannot send even one bit reliably. Similarly, for a B-spoofable byzantine-MAC, user-B cannot send one bit reliably.”> For
an A-spoofable channel, our proof considers any given code (fa, fg, ¢) and independent Ma ~ Unif(Ma), M, ~ Unif(Ma)
and Mg ~ Unif(Mg). By replacing (&', &,9) with (fa(Ma), fa(Mp), fe(Mg)) in the above argument, we note that the
output distributions in the following three cases are the same:

(a) User A is honest and sends fa(Ma) and user B is adversarial and attacks with Y ~ Q. oo (-[fa(MR), fe(Ms));

(b) User A is honest and sends fa(Mj) and user B is adversarial and attacks with Y ~ Q7. <o ([ fa(Ma), fa(Ms);

(c) User B is honest and sends fg(Mp) and user A is adversarial and attacks with X ~ Q?qXX/("fA(MA)’ Ta(My)).
Thus, the decoder cannot determine the adversarial user reliably, nor can it differentiate between Ma and M, A as the input of
user A.

Our first result states that non-spoofability characterizes the byzantine-MACs in which users can work at positive rates of

communication with adversary identification.

Theorem 1. If a byzantine-MAC is A-spoofable (resp. B-spoofable), communication with adversary identification from user-A
(resp. user-B) is impossible. Specifically, for any (Na, Ng,n) adversary identifying code with Na > 2 (resp. Ng > 2), the
probability of error is at least 1/12. If a byzantine-MAC is neither A-spoofable nor B-spoofable, then its capacity region has
a non-empty interior (int(C) # 0), i.e., both users can communicate reliably with adversary identification at positive rates.

Corollary 2. int(C) = 0 if and only if a byzantine-MAC is spoofable.

Remark 3. Theorem I does not cover the case when exactly one user is spoofable. A similar case is also open for Arbitrarily
Varying Multiple Access MAC (AV-MAC) (see [9]).

Before presenting a proof of the forward direction of Theorem 1, we give an informal description of the decoder we use.
For input distributions Pa and Pg on X and Y respectively, the decoder works by first collecting potential candidates for the
messages sent by each user. A message ma is deemed a candidate for user A if it is typical with some (attack) vector y and the
output vector z according to the channel law (i.e., for some np > 0, (fa(ma),y, 2) € T%y , such that D (Pxy z||[PaPy W) < n).
We further prune the list of candidates by only keeping the ones which can account for all other candidates that can lead to
ambiguity at the decoder. For example, for a candidate ma, suppose there are two other candidates mpa and mp of user A
and user B respectively. The decoder is confused between mpa and ma, so it cannot reliably choose an output message for
user A. Neither can it adjudge one of the users to be adversarial as both users have valid message candidates. In order to
get around this, we consider a message candidate ma viable only if for every pair of candidates (fha, mB), Ma 7# ma, such
that (fa(ma),y, fa(ma), fe(re), 2)€T,, ¢, the condition I(XY; X Z|Y) < 1 holds. Under this condition, we may infer
that the channel output z was likely not caused by the pair (7ha, mg). In fact, (ma, mpg) is more likely to be part of the
attack strategy employed by user B to produce its input vector y. Similarly, if there is a pair of candidates (g1, mp2) of user
B, the decoder can neither reliably decode user B’s message, nor can it declare either user as adversarial. Then, we require
that for every pair of candidates (7mg1,/mg2) of user B such that (fa(ma),y, fe(ms1), f(Mme2), 2) ET;Y%Y@Z’ the condition
I(Y1Yy; XZ|Y) < 1 holds. Let Da(n, z) be the set of all candidates of user A which pass these checks. We define Dg(7, z)
analogously by interchanging the roles of users A and B. Finally, the decoder outputs as follows:

(ma,mg)  if Da(n,z) x De(n, z) = {(ma, ms)},
a (blame A) if |Da(n, 2)| =0, |Ds(n, 2)| # 0,

b (blame B) if |Dg(n, z)| =0, |Da(n, 2)| # 0,
(1,1) if | Da(n, )| = [Ds(n, 2)| = 0.

In the spirit of [8, Lemma 4] and [9, Lemma 1], we show that for a non-spoofable byzantine-MAC, there exists a small enough
7 > 0 such that if |Da(n, 2)|, |Dg(n, z)| > 0 then |Da(n, z)| = |Dg(n, 2)| = 1 (Lemma 6). Thus, the decoder definition covers
all the cases. We also show that |Da(7, 2)| = |Dg(n, 2)| = 0 is a low probability event. By analyzing the error probability of
the decoder we show that for non-spoofable channels it can support positive rates for both users.

A. Proof of Theorem 1

We start with a proof of the converse. We prove it for the stronger version when both encoders can privately randomize.

Lemma 3. If a channel is A-spoofable (resp. B-spoofable), then for any (Na, Ng,n) adversary identifying code with Na > 2
(resp. Ng > 2), the probability of error is at least 1/12.

2In fact, we show the result for the stronger case when users are allowed to use privately randomized encoders.
3Pereg and Steinberg [26] addressed this when encoders have private randomness, a setting we do not consider in this paper.



Proof. The proof uses ideas from the proof of [8, Lemma 1, page 187]. Suppose the channel is A-spoofable such that Qy| v
and @ y| . are conditional distributions satisfying (7). Let (Fa, Fg, ¢) be a given (Na, Ng, n) code where Fa : [1: Na] = A™
and Fg : [1: Ng| — Y™ are (privately) randomized maps and ¢ : Z" — Ma x Mg U {a, b} is a deterministic map. We can
define the probability of error for encoders with private randomness in a similar fashion as defined for the deterministic code
in (3)-(5). Recall that &y ms = {2 : ¢(2) # (ma,me)}, EB. = {2z : ¢a(2) & {mp,a}} and 5 = {z: ¢a(2) ¢ {ma,b}}.

When both users are honest, we define

‘Pel').,‘llllond:cr Nj - Ng Z Z]P)(FA(mA) :w)]P)(FB(mB) :y) wr (gmA,mB|w7y)'
(ma,mg) .Y
EMAX Mg

The probability in the terms P (Fa(ma) = x) and P (Fg(mg) = y) is over the randomness of the encoders Fa and Fg
respectively.

When a user is malicious, we define the probabilities of error under randomized attacks for convenience. Along the lines of
Remark 1 (which considered a deterministic code), the probability of error is the same under both randomized and deterministic
attacks even for privately randomized encoders. When user A is malicious, we define

PffﬁalAﬁmixsz(@( > D P(Fe(ms) )W”(figlw,y)>. ©)
z mBEMB Y

Here, the maximization is over all randomized attacks Px distributed on X™. The probability in the term P (Fg(mg) = y) is
over the randomness of the encoder Fg. Similarly, the average probability of error when user B is adversarial is

SﬁalsﬁmaszY < oYp FAmA—w)W”(QAlw,y)>. (10)

mAEMA x

We define the average probability of error as

PPY(Fy, F, ¢) & maX{PPV‘ propo }

e,hon’ * e;mal A’ * e,mal B

For the rest of the proof, we will use the notation z = (z1,22,...,2,), ® = (z},2%,...,2)), & = (%1,%2,...,%yn) and

v = (91,72, --,Yn) for n-length vectors z, x’, & and gy.
Consider the following scenarios for i, j € Ma, k € Mg and independent encoders Fp, F’ A and Fg, where F and FA are
two independent copies of user A’s encoder:

(i) User A sends input to the channel according to Fa(i). User B uses an independent copy F, of user A’s encoder. The input
of user B to the channel is produced by passing (F, (j), Fg(k)) through Q7 For z € Z", the output distribution of

Y|XY®
the channel (denoted by P, ; 1(2)) is given by
Pijn(z) £ ) P(Fa(i) = ') P (Fa (j) = ) P (Fa(k) HZQY\XY Y|Ze, )Wz xy (zelay, ) |- (1D
@', &9 t=1ycy

(ii) User B sends input according to Fg(k). The input of user A to the channel is produced by passing (Fa (), F4 (j)) through

"X‘ ¢ .- For z € Z", the output distribution of the channel (denoted by Qi.j,x(z)) is given by

Qijr(z) = Z P (Fa(i) = ') P (Fp (j) = @) P (Fa(k) = 9) <H Z QXXxf(17|171/5aft)WZXY(ZtW?]t)) .(12)

x' &,y t=1lzecX
By (7) (also see Fig. 2), we see that for all 4,7 € Ma,k € Mg and z € Z",
Pijk(z) = Pjik(2) = Qijk(2). (13)

In scenario (i), suppose user A chooses i € Ma uniformly at random (and is hence honest) and, independently, the adversarial
user B chooses (j, k) € Ma X Mg uniformly at random. Then, from (10) and (11), we see that

vt
Pgmal B2 N2 x Ng Z Z Z Pi,j,k(z)-
i,JEMa kEMe z:¢a(2)¢ {i,b}
Interchanging the roles of ¢ and j, we have

Pg‘gmlB = N2 x Ng Z Z Z Pj,i,k(z)-

1,JEMp KEME z:pa(2)E{j,b}



In scenario (ii), suppose user B chooses & € Mg uniformly at random (and hence is honest), while, independently, the
adversarial user A chooses (i,j) € /\/lf\ uniformly at random. Using (9) and (12), we obtain

t
Pep\tlnalA = N2 x NB Z Z Z Qi,j,k(z)-
1,jEMa kEMp z:¢(2)¢{k,a}
Thus,
3PP (Fa, Fi,¢) > PPy g+ Proae + Prn

e,mal A

e VD (D M P DI THC R D INE
B ijeMakeMe \zia(z)E{ib) =:6a(2)¢{j.b} z:¢a(z)¢{k.a}
a 1
(:) m Z Z Z Pivj-,k(z) + Z P’L,j7k(2) + Z H,j,k(z)
A B i,jEMa kEMp \ z:0a(2)¢{i,b} z:pa(z)¢{j,b} z:¢(2)¢{k,a}
(b) 1
Z N2 x Na > X <Z Piyj.,k(z)>
AT B jeMn,iti kEMp \zEZn
_ Na(Na — 1)Ng
2NK X NB
Np—1
~ 2Na
> i for Na > 2,

where (a) follows by noting from (13) that P; ; x(z) = Pj; x(2) = Qi,;,x(2) and (b) follows by noting that {z : ¢a(z) ¢ {¢,b}}U
{21 n(2) & (), bHU{z : 06 (2) & {k,al} = {2 : oa(2) # b}UL2 s 68(2) & {k,a}} D {2 : éa(2) £ bIU{z : d(2) = b} =
{z:¢a(z) #b} U {z: ¢a(z) =b} = Z™. Here, the second last equality follows by recalling from (1) and (2) that if
¢g(2) = b, then ¢a(z) = b. Thus, for any given code (Fa, Fg,¢), for an A-spoofable channel, P (Fa, Fg,¢) > &. A
similar analysis follows when the channel is B-spoofable. O

Next, for the proof of achievability of Theorem 1, we first state a codebook lemma which will be used to show all our
achievability results. This gives a randomly generated codebook which satisfies certain properties. The technical proof of the
lemma, which is along the lines of that of [8, Lemma 3], is in Appendix A. The lemma can be thought of as a generalization
of [8, Lemma 3] for two users. In particular, (14) is similar to [8, Lemma 3, (3.2)], (15) and (17) are generalization of [8,
Lemma 3, (3.3)] and (16) and (18) are generalization of [8, Lemma 3, (3.1)] for a pair of messages.

Lemma 4 (Codebook lemma). Suppose X,Y, Z are finite. Let Pn € Py and Pg € P3,. For any € > 0, there exists no(e)
such that for all n > ng(€), Na, Ng > exp(ne), there are codewords x1, 2, ..., TN, of type Pa and y1,ys, ..., Yyng of type
Ps such thatfor all x,x’ € X" and y,y’ € Y™, and joint types PXXYY € Phyxxyxy and Py.y vy € Py yyyyy, and

def

for Ra = (1/n)log Na and Rg = (1/n)log Ng, the following holds:*
[{ma : (Tmas y) € Ty }

N <exp{—ne/2}, if [(X;Y) > ¢ (14)
A
HmA (Tmps T, Ymes Y) € TXXYY for some ma # ma and some mg}‘
< exp{—ne/2},
Na

if I(X;XYY) = |Ra — I(X;YY)|" —|Rg — I(Y;Y)|T > ¢ (15)
|{(7’hA,'ﬁ’LB) : (wuwﬁ’LAuyﬁ'Lgay) € T;j({/y}‘

<exp{n (|Ra— (X VXY)[* + R — IV XY)[* +¢) }; (16)

‘{mA : (mmA7 Yrgys Ygas yl) € T;/{/lfxzy/ for some mBlu ’ﬁ’LBg, }‘ < { /2}
exX —ne
Na > eXp )

if (X;Y1Y2Y') — |Rg — I(Yy;Y')|T — |Rg — I(Ya; 1Y) > ¢ (17)

and }{(mBlamBQ) : (.’1} ayﬁlslvymBzvy/) € T;’Y’ﬂ}zyl}}
< exp {n (1Re — I(Va X'V")|* +| R — I(Ta: i X'V )} o

4Note that exp and log are with respect to base 2.



and statements analogous to (14)-(18) with the roles of users A and B are interchanged.’
With this, we are ready to prove the achievability of Theorem 1.
Lemma 5. The rate region for deterministic codes is non-empty if the channel is non-spoofable.

Proof. For some Pa and Pg satisfying mingex Pa(z) > o and min,ecy Pg(y) > « respectively for some oo > 0, ¢ > 0
to-be-defined (TBD), n > ng(e) , & > € (TBD) and Ry = Rg = ¢, the codebook is given by Lemma 4.

Encoding. Let Ny = 2"8a Ng = 2nfe . M = {1,...,Na} and Mg = {1,..., Ng}. For ma € Ma, fa(ma) = ,,, and
for mg € Mg, fB(mB) = Ymg-

Decoding. For a parameter 17 > 0 (TBD), let D,, be the set of joint distributions defined as

= {Pxyz € Phyyxz : D(Pxyz||PxPyW) < n}.

def

Definition 4 (Da(n, z)). For the given codebook, the parameter 1 > 0 and the received channel output sequence z, let
Da(n, z) be defined as the set of messages ma € Mp such that for each ma € Da(n, 2), there exists y € Y™ satisfying the
following conditions:

(i) (fa(ma),y,z) € T%y , for some Pxyz € D,,.
(ii) Forevery (ma, mg) € MaxMag, ma # maand (y', ') € V" x X" such that (fa(ma),y, fa(ma),y', @', fe(ie), 2) €
Ty 5y x5z With Pgy.z € Dy and Py,y , € Dy, we have I(XY; XZ|Y) <.
(iii) For every mpi, gz € Mg where mp # mpg and x, x5 € X" such that (fa(ma),y, 1, fa(me1), T4, fa(Me2), 2) €
T;YX{YGXQ%Z with P 1Yz € D,, and P 1%z € Dy, we have I(Y1Y2; XZ|Y) < n.
We define Dg(n, z) analogously (by interchanging the roles of user A and B). The output of the decoder (for parameter
n > 0) is as follows:

(ma,mg), if Da(n,z) x Dg(n, z) = {(ma, mg)}

R It it DA, )] = 0, [ De (1, )] #0
e if | Dg (1, 2)| = 0. | Da(n. 2)| # 0
(1,1) otherwise.
The last of the above cases (i.e. ¢(z) = (1,1)) occurs when either of the following two events occur: (i) |Dg(n, z)| =

[Da(n, 2)| = 0, (ii) [De(n, 2)| = 1, |Da(n, 2)| = 1 and [Dg(n, 2)| + [Da(n, 2)| = 3, that is, both Dg(1, z) and Da(1, z)
are non-empty and at least one of two sets has two or more elements. As we will see, the first event is an atypical event and
hence will occur with a vanishing probability. The following lemma (proved in Appendix B) implies that the second event
cannot occur for non-spoofable channels if 77 > 0 is chosen sufficiently small.

Lemma 6. Suppose o > 0. For a channel which is not A-spoofable, for sufficiently small n > 0, there does not exist a
distribution Py gy x5 7 € Py 5y 5y, With ming Px (z), ming Pg (), ming Py (§) > o which satisfies the following:
(A) Pxyz € Dy,

(B) Piy:z € Dy,

(C) Pyyz € Dy,

(D) I(XY; XZ|Y) <n,

(E) I(XY;XZ|Y') <1 and

(F) (XX;YZ|X') <n

Analogous condition holds for a channel which is not B-spoofable.

For a non-spoofable channel, given o > 0 and small enough 1 > 0, Lemma 6 implies that if |Da(n, 2)|, |Ds(n, 2)| > 1,
then |Dg(n, 2)| = |Da(n, z)| = 1. To see this, suppose |Da(n,z)| > 2 and |Dg(n, z)| > 1. Let mA,mA € Da(n, z) and
mg € Dg(n, z). Then, Definition 4 implies that there exist x, y and y’ such that for (fa(ma),y, fa(ma),y’,x’, fa(ms), ) €
TSy 2yixry g Pxvz € Dy, Pyy.z € Dy, Px.y 5 € Dy, I(XY;XZ|[Y) <, (XY;XZ|Y') <nand [(XX;Y Z|X') <
However, such joint distribution Py ¢y x/y, cannot exist as per Lemma 6. Analogously, for a channel which is not B-
spoofable, |Da(n,z)| > 1 and |Dg(n, z)| > 2 is not possible. We choose 7, € and §(> ¢) small enough so that Lemma 6

holds and
n > 3¢ + 49. (19)

5See Appendix A for the full statement.
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To analyze the probability of error, we first recall from (6) that P, hon < Pe mal A + Pe mal 8. S0, we only need to analyse the
case when one of the users is malicious. We will use the ‘method of types’ for the analysis [27], [28]. Here, we restate some
basic properties from [28, Chapter 2] that we need for the proof. Let X and Y be two jointly distributed random variables
such that Pxy € Py, V- For x € T}, a distribution ) on X’ and a discrete memoryless channel Uy‘ x from X to ),

PR < (n+ 1)1, (20)
(n+1)"*lexp (nH (X)) < |T%] < exp (nH (X)), (21)
(n+1)"*Wlexp (nH(Y|X)) < |T¥x ()] < exp (nH(Y]X)), (22)
(n+ 1)l exp {-nD(Px||Q)} < Z Q"(x") < exp{—nD(Px||Q)} and
@' €TY
> Upx(yle) < exp {-nD(Pxy||PxUy|x)} - (23)

yGT;}‘X(m)

We consider the case when user B is malicious. We will analyse P, ma . Suppose a malicious user B sends y. Let Pe ma 5(y)
denote the probability of error when user B is malicious and sends y. That is, for £}, = {z: ¢a(z) ¢ {ma,b}},

1 n
Pe,mal B(y) = N_ Z w (52A|fA(mA)a y)
A
maEMa
and
Pe,mal B = m;lX Pe,mal B(y)

We will show that P. ma g(y) is small for each y € V™. The analysis follows the flowchart given in Figure 4.
We define the following sets.

def

Hi={ma: (Tm,,y) € Ty such that I(X;Y) > €}, and

def

Ho = {ma : (Tm,,y) € T%y such that I(X;Y) <€}

AN

1
Pamae(®) < -0+ 5= 3 |3 S W e, y)

ma€Hz \Pxyz€D; 2€T oy (Tmy,y)

1 n
+N_A Z Z Z w (z|wmA7y)

ma€H2 | PxvyzE€Dy 2€T | xy (Tmy,Y)
:pa(2)¢{ma,b}

=: Pi(y) + Pa(y) + P3(y). (24)
The first term Py (y) = NLA|7-[1| is upper bounded by
[{ma : (®ma,y) € Ty, IX5Y) > €} |
Na

which goes to zero as n — oo by (14) and noting that there are only polynomially many types. We now analyse the second
term

|,P27\l’><y| X

ry-5 2 | X S Wz, y)

ma€Hz \Pxyz€D; 2€Ty vy (®my,Y)
For any ma € Ha,

(@)
> > W"(z|Tm,, y) < |Dy|exp (—nD(Pxyz||PxyW))

Pxyz€D; 2€T vy (Tmp,y)
= |Dy|exp (—n (D(Pxy z||Px Py W) — I(X;Y)))
< |DElexp(—n(n—¢)) = 0asn>eand [D] < (n+ 1)I¥IVIZ]
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where (a) follows from (23). We are left to analyse the last term

Pg(y):NiA > > > W™(z|Tma,y) | - (25)

ma€H2 | Pxyz€Dn 2€Ty xy (Tmp )
oA (z)¢{ma,b}

P, e, mal B(y)
Union bound | eq. (24) P. ma g(y) the average probability of error when mali-
cious user B sends y
Pi(y) the average probability that channel inputs are
Pi(y) Ps(y) atypical
P(y) the average probability that the channel output
is atypical
(aly?)lig\?gem) eq. (28) Ps(y) the average probability of error when channel
small inputs and output are typical
(atypical event) Pe,, ,(y) | condition (ii) in Definition 4 does not hold
Pemn2®) Pe,, ,(y) | condition (iii) in Definition 4 does not hold

(29) holds

(32) does
small not hold
(asm > 3e + 46
ie,Rn = Rg = § is small

enough where § > €.)

(29) does

not hold (32) holds

small
(as n > 3e+ 40
ie,Ryn = Rg = § is small
enough where § > €.)

small
(by codebook

property(15))

small
(by codebook

property(17))

Fig. 4. Flowchart depicting the flow of analysis of P, mag(¥y). the average probability of error when user B is malicious and sends y.

Recall that because of Lemma 6, whenever |Da(n, z)|,|Dg(n, z)| > 0, we have |Da(n, z)| = |Dg(n, z)| = 1. This implies
that for (€m,,y, 2) € Pxyz such that Pxyz € D,, and ma € Ho, the output of ¢a(2) is not in the set {ma, b} only if one
of the following happens:

 |Da(n,2)| = [Dg(n, 2)| = L. but ma ¢ Da(, 2).
° |DA(777Z)| =0.
To formalize this, we define the following sets for ma € Ma.
Gmp =1{2: (®mr,¥,2) € Pxyz, Pxyz € Dy, I(X;Y) < €},

gmA,O - gmA N {Z : ¢A(Z) ¢ {mAvb}}a

Gmad = Gma N{z : |Da(n, 2)| = |De(n, 2)| = 1,ma ¢ Da(n, 2)},

Gma,2 = Gma N {Z : |DA(777Z)| = 0}7 and

gmA,3 = gmA N {Z Lma ¢ DA(n7z)} .
We are interested in G, 0. Note that G, 0 € Gma 1 UGm,.2 C Gy 3. So, it suffices to upper bound the probability of G, 3
when x,,, is sent by user A and y by user B. From the definition of Da(7, z), we see that G,,, s is the set of z € Z"
which satisfy decoding condition (i) (this is because z € G,,, 3 implies z € Gy, since Gy, .3 € Gyy,) but do not satisfy either
decoding condition (ii) or decoding condition (iii). We capture this by defining the following sets of distributions:

Pr={Pxgyyz € Pxxxyxyxz : Pxvz € Dy, I(X;Y) <€, Pgy\y € Dy for some Py 5y,
Py.y 7 € Dy for some Py, i, Px = Py = Pa, Py = Pg and I(XY; X Z|Y) > n} (26)
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Py = {PX%%YZ € PYuyxyxyxz : Pxyz € Dy, I(X;Y) <€, P 19,7 € D,, for some P ($1 20
Py,y,7 € Dy for some Py, 5. », Px = Pa, Py, = Py, = Pg and I(Y1Y2; XZ|Y) > n}. (27)

For Py ¢yy 7 € P1 and Pyy v,y 7 € Po, let

5mA,1(PX)~(yf/Z) = {Z : 3(ﬁ’LAv 7%B) S MA X MB; 7’hA 7£ ma, (mmAawﬁlAayvymBaz) € T;XY?Z} and

gmA-rQ(PXf/l?gYZ) = {Z : E’ﬁ’LBl, ’thQ S MB,mBl 3& mBQv (mmAvy’rﬁBUyﬁLBgvyaz) € T;f/lfoYZ}'

Note that gmAv3 = (UPXXY?zeplgmA’l(PXXY{/Z)) Y (UPX}_ﬁ?2YZ€P2gmA72(PXY1Y2YZ)).
Thus, (25) can be analyzed as below.

1

P3(y) = N_A Z Z Z W”(z|:cmA,y)

ma€H2 | Pxyz€Dn 2€T5 xv (Tmy,Y):
$a(z)g{ma,b}

1 n
N_A Z Z W (Empt (Px 5y 2)[®mas y)

ma€H2 Py zyvy2€P1

IN

1 n
+ N_A Z Z w (gmA72(PXY1Y2YZ)|wmA7y)
maEH2 PX’}lf/QYZ EPs

= PgmA,l (y) + PSmA,z (y) (28)

We see that [P;| and |Ps| increase at most polynomially in n (see (20)) and clearly |Hz| < Na. So, it will suffice to
uniformly upper bound W™ (Epp 1 (Py 5y v 2)|®ma,y) and W™ (8mA72(PX?1 Yoy 2) [ Tma y) by a term exponentially decreas-
ing in n for all Py gy vy, € P1 and Pyy v,y , € P2 respectively. We start the analysis of FPg, ,(y) by upper bounding
W™ (Emn1(Px yv 2)|Tma, y). By using (15), we see that for Py ¢y, € P1 such that

I (X;XYY) > |Ra — I(X;YY)|[* + |Rs — I(V;Y)|* +e,
we have,

HmA : (Tmpy Tiin Ymss Y) € T% ¢ for some ma # ma and some mBH

Na

< exp{—ne/2}.
So, for all such Py 5y 4.

1 n
Na Z W™ (Empt (Pyx 5yy 2)1®ma Y)

maEH2

1 n
= N_A Z Z w (z|wmA7y)

ma (@ mp inp Yme YETK gpys Z€TY ¢ o3y (Bmp ing ¥ Ying)
MmAEMa,maFma,mpEMp
< exp{—ne/2}.
Thus, it is sufficient to consider distributions Py 53, € Py for which
I (X; X?Y) < |Ra — I(X;YY)[* +|Rg — I(V;Y)|" +e. (29)
For Py ¢y, € P1 satisfying (29),

Z W™ (z|Zm,, Y)

2€Emp 1 (Pxxyyz)

= Z Z W"(z|Zma, y)

o~ o~ .« n - -
mA,mB.mA;ém%,n ZGTZ\X)'({/Y(ZT"A’mmA’ymB’y)
(@mp @i Ying Y)ETY 3 5y

(a) |T2‘XX)~,Y($mA,CCmA,ymB,y)|
= >

T x
A, MBI MAEMA, | Z‘XY( mA’y)|
(mewmA,ymB ,y)ET;;)-({,Y
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> exp (nH(Z|XXY/Y))
- (n+ 1)~ 1XIVIIZlexp (nH(Z|XY))

@y oo T 2y
(2 Z exp (—n (I(Z;X?LXY) _6))
(mmA,mmAy,ZAw%ZL)Z)ET;X?Y
< exp (n (IRA —I(X;YXY)|* + R — I(Y; XY)[" = I(Z; XY|XY) + 26)) ’ G0

where (a) follows by noting that whenever z belongs to T;\XXYY(:BWA’ T, Yms, Y)» 2 also belongs to Tg‘XY(wmA, y); and
for each z in T vy (Tm,, y), the value of W"(z|@y,,,y) is the same and hence is upper bounded by 1/[T7 vy (Tm,, y)l-
(b) follows from (22), (c) holds for sufficiently large n and (d) follows from (16). We see that
I(Z;XY|XY)=I(XZ; XY|Y) - I(X; XY|Y)

(a) -~

> - I(X; XY|Y)

() -~
>n—-I(X;XYY)
© -~ -
>n—|Ra — I(X;YY)[" = |Rg — I(Y3;Y)[" —¢

where (a) follows from the fact that (X Z; XY|Y) > 5 for Py gy, € P1 (see (26)), (b) from I(X; XY|V) < I(X; XYY)
and (c) follows from (29). Applying this to (30),

Z W"(z|@m,, y)

2€€mp1(Pxxyyz)

< exp (n (|RA — I(X;YXY)[* +|Rg — I(V; XY)|[* + |Ra — I(X;YY)|* + |Re — I(V;Y)[* =+ 36))

()

<exp(n (46 —n+ 3¢)) (31)
—0 when 1 > 3e+ 46 (see (19)).

Here, (a) follows by recalling that R = Rg = J and noting that |Ra — I(X;YXY)[* + |Rg — I(Y; XY)[* + |Ra —
I(X;YY)|[" +|Rs — I(Y;Y)|T < 2Ra +2Rp = 45. Now, we move on to the second term Pg,, ,(y) in (28). Proceeding in
a similar fashion, we see that by using (17), it is sufficient to consider distributions Pyy. vy, € P2 for which

I(X:1%2Y) <R — I(Vi;V)|* + |Re — I(Ta; aY)[* + . (32)
For Pyy. .y 7 € P satisfying (32), along similar lines as the steps which led to (30) and (31),

> W (z|Zma, y)
2€E€mp 2 (Pxyy v,y 2)

- ) > W (=)

-~ - . . ~ _ n
M1, MB2:ME1 ;émgg , 2 Tmp Ymg »Yingy 'YrZ) ETXYﬁ Yoy 2z
(mnlA yYmgy »Ymgo )y)eTxf/l Yo

Z Tg\x?lifﬂ(mmm Yrgr > Yings» Y|

< o
|Tz\xy($mmy)|

B, B2 M1 7182,
(m”lA’yﬁlBl’y7hB2’y)eTX}71f/2Y
exp (nH(Z|XY/1i/2Y))
< by
(n+ 1)~ IXIVIIZlexp (nH(Z|XY))

MB1,MB2:MB17MB2,
77,
(mnlA yYmgy »Ymgo ’y)eTX}_/l Y

(@) -~ o~
< 3 exp (—n (I(Z; Vi¥s|XY) — e))
MB1,7ME2 MB1Z B2,
(mnlA yYmgy »Ymgo ’y)eTX}_/li_’gY

(b) ~ ~ o~ ~ ~
< exp (n (|RB —I(Vi; XY)[* +|Rg — IVa; i XY)|* — [(Z; Ve | XY) + 26))

= exp (n (|RB — I(Vi; XY)[* +|Rg — IV, XY)|[F + I(X; W a|Y) — [(XZ; ViYa|Y) + 26))
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(©) - -~ -

< exp (n(|RB (Vi XY)|T + |Rs — I(Va; ViXY)[* + |Rs — I(Yi:Y)|*
+|Rs — I(3~/2;}~/1Y)|Jr —n+ 36))

)

< exp(n (46 — n+ 3e))

— 0 when n > 3e+40 (see (19)).

where (a) holds for large n, (b) follows from (18), (¢) from (32) (note that I(X;Y;Y5|Y) < I(X;Y1Y5Y)) and the fact that
I(XZ;Y1Ya|Y) > 1 since Pyy,y,y, € P2 (see (27)) and (d) by recalling that Rg = ¢ and hence [Rg — I(Y1; XY)|* +
|Re — I(Yo; ViXY)|* + |Rg — I(Y1;Y)[" + |Rg — I(Y2; V1Y)|* < 4R = 46.

Thus, P mag — 0 as n — oo for the sufficiently small § > € > 0 so that i > 3e + 49 is sufficiently small for Lemma 6
to hold. Similarly, because of symmetry, we can show that if 17 > 3¢ + 49 the probability of error goes to zero as n goes to

infinity when user A is malicious.
O

IV. CAPACITY REGION
A. Inner bound

For distributions Pa and Pg over X and ) respectively, we define P(Pa, Pg) = {Pyysyz : Pxyy = Pax Py x
W for some Py and Pgy , = Py x Pg x W for some Pg}. Let Ri(Pa, Pg) be the set of rate pairs (Ra, Rg) such that

Rp < min I(X;Z), and
PXYX?ZGP(PAva)
Rg < min I(Y; Z|X). (33)

PXY)'(}'/ZE’P(PA,PB):XJLY

Similarly, let Ro(Pa, Pg) be the set of rate pairs given by

Ra < min I(X;Z|Y), and
Pyy vz €P(Pa,Pg): X LY
Rg < min I(Y;2). (34)

" Pxyxvz€P(Pa,Fe)
Theorem 7 (Inner bound). When int(C) # 0,
conv(Up,,p (R1(Pa, Pg) UR2(Pa, Ps))) CC.

The proof uses the same codebook lemma (Lemma 4) as used for the achievability of Theorem 1| but with different rates.
The decoder is a slightly modified version of the decoder used in Theorem 1. The modified decoder uses similar conditions
as used in the decoder for the achievability of Theorem 1, but the steps are performed in a specific order. At each step only
those codewords are considered which have not been eliminated in the previous steps. Please see Appendix C for details.

Remark 4. The inner bound to the capacity region given by Theorem 7 is tight for binary erasure MAC [3, pg. 83] as shown
in Section V-A.

B. Outer bound
The outer bound is provided in terms of the capacity region of an Arbitrarily Varying Multiple Access Channel (AV-MAC).

Definition 5 (see [11]). An AV-MAC W = {W (+|-, -, s)|s € S} is a family of MACs parameterized by the set of state symbols
S where MACs W (-|-,-, s) are randomized X x Y — Z maps.

The state of an AV-MAC can vary arbitrarily during the transmission. This can also be interpreted as an adversary choosing
a distribution over the state symbols (and hence a channel from the convex hull of W) for each symbol sent into the channel by
the senders. Note that the adversary only knows that each sender sends a codeword uniformly at random from their codebook,
and is unaware of the actual symbols sent into the channel by each sender. Similarly, the senders are unaware of the choice
of adversarial state vector. We use Cny_pac(WV) (or simply Cay_yrac) to denote the deterministic coding capacity region of
an AV-MAC W. See [9], [11] for the definition of a deterministic code and the expression of the capacity region.

Definition 6. For a MAC W, let Wy be the set of MACs W such that there is a pair of conditional distributions Q) x: x and
Qy |y satisfying

W(zle,y) = Y Qxox (@' l2)W (=]’ y)
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= ZQY’IY(ylly)W(leay/)v (35)
y/

forall x,y,z € X x Y x Z.

The outer bound on the capacity region for communication with adversary identification of a byzantine-MAC W is in terms
of the capacity region of the AV-MAC Wy defined above. We first notice that W € Wy by choosing trivial distributions
Qx/x (z|r) = 1 for all 2 and Qy|y (y|y) = 1 for all y. Additionally, the set Wy is convex because for every (Qx1x,Qy)y)
and (Q'y,|x,Qy|y) satisfying (35), the pair (aQx/|x + (1 = V)Q'y/ x, aQy /)y + (1 — a)Qyy ), a € [0,1] also satisfies
(35). To get an outer bound, consider an adversary identifying code with a small probability of error for a MAC W. Suppose
user A is malicious and attacks in the following manner: it runs its encoder on a uniformly distributed message from its
message set, then passes the output of the encoder through []"_, Qi, x| x where for all 7 € [1:n], (Q; x/|x,Qiyy) satisfy
(35) for some Q; y|y. The output of H?:l Qi x| x is finally sent to the MAC W as input by user A. This can also be
interpreted as an attack by user B using ], Qi,y'|y- Thus, at the receiver, it is not clear if user A attacked or user B
attacked. Hence, the malicious user cannot be identified reliably. So, the decoder must output a pair of messages of which
the message for the honest user is correct with high probability. This means that the decoding should be correct with high
probability for W (|-, -) =TTy (X, cx Qixix (@l )W (|2, ) = [Ty X y,ey Qiveiy (4l )W ([, 9:). Thus, any good
adversary identifying code for the MAC W must also be a good communication code for W) In fact, we can show the
following (proved later):

Lemma 8. Any (Na, Ng,n) adversary identifying code (fa, fs, ¢) for a MAC W with P.(fa, fs,#) < € is also an (Na, Ng,n)
communication code for the AV-MAC Wy with average probability of error at most 2e.

This implies that the capacity region C (for communication with adversary identification) of MAC W must be a subset of
the capacity region of the AV-MAC Wy (Definition 6) parametrized by a pair of distributions (Q x| x, Qy|y) satisfying (35).
This argument is formalized below:

Theorem 9 (Outer bound). C C Cav_macOWVw). Moreover; there exists an AV-MAC Wy such that Cay—yac(Ww) =
Cav—macWw) and Wy | < 2l XI>+YI? 6

Proof. Lemma 8 implies that C, the capacity region of communication with adversary identification of a MAC W, is outer
bounded by the capacity region Cav_wm AC(WW) of the AV-MAC Wyy . Further, note that the capacity of an AV-MAC W only
depends on the convex hull of W (see [11, Theorem 1]). So, the capacity of Wiy is the same as the capacity of another AV-MAC
Wy which consists of vertices of the convex polytope Wy C RIFIXIVIXIZI The elements in the set Wy are parameterized
by (@ X'|X s Qy/‘y) pairs. It consists of the vertices of the polytope formed using constraints in (35) and constraints of the
form: (1) >_ ., Px/|x(«'|z) = 1 for all , and (2) Px/x(«'|z) > 0. There are similar constraints for Py|y. Note that there
are | X|? + |Y'|? inequality constraints. Every point in the resulting polytope satisfies all the equality constraints. We will get
faces, edges, vertices etc. depending on the number of additional inequality constraints satisfied at that point. Thus, number
of vertices < 21XI"+IV1*, O

Proof of Lemma 8. Consider an (Na, Ng,n) adversary identifying code (fa, fg, @) such that P.(fa, f,®) < e Fori € [1 : n],
let (Q;, XX Qi7y/‘y) be an arbitrary sequence of pairs of channel distributions such that each pair satisfies (35) and define
Wi as

Wizlz,y) £ Qixrx (2 [2)W (z]2',y) = Zszqyyly) (2]z,9)

def def

for all z,y, 2. Let Qx/\x = [[1, Qix/1x> Qvriy = [11o; Qiyry and W = T | W;. Recall that for mg € Mg and
¢g as defined in (2), we define £2_ = {z : ¢g(2) ¢ {msp,a}}. Consider a malicious user-A who chooses Ma uniformly from
[1: Nal, passes fa(Ma) over Qx| x, and transmits the resulting vector. We may conclude that (see (4)),

Pe ;mal A — mnelggi (NLB Z Wn (557,3 €T, .fB(mB))>
> Vo Z 2 <NLA 2 qux(wlfA(mA))) we (g8,

:m S 3 Qxx(@lfalma) W (€5,

ma,mp T

2, fa(ms))

w,fB(mB))

5The capacity region of an AV-MAC only depends on its convex hull which is defined by taking convex combinations of channels under different states
[9], [11]. The AV-MAC Wy has the same convex hull as Wy but with only finitely many states.
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1 -
= (n) (B
Na - Ng mz;n %% (5m3’fA(mA),fB(mB)) . 36)
Similarly, for ¢a as defined in (1), ma € Ma and 57% ={z: ¢a(2) ¢ {ma,b}},
. A
Pe,mal B > Na- Ng mzm W( ) (gmA}fA(mA%fB(mB)) . 37)

First notice that for (ma, mg) € Ma x Mg and z € Z™,

{z: ¢(z) # (ma, mp)}
={z:0a(z) # ma} U{z : d8(2) # ms}

Wz : ga(2) ¢ {ma,b}} U {2 : ¢a(2) ¢ {ms,a}}
=E&h V&,

where (a) holds by noting from definitions (1) and (2) that ¢o = a (resp. b) if and only if ¢g = a (resp. b). Thus,

NA%NB Z V~V(n) ({z . ¢(z) # (mA,mB)} }fA(mA), fB(mB))
_ NA%NB S W (€8, UEA, | a(ma). fo(ms))

ma,mp

(@)
S Pe,mal A+ Pe,mal B
< 2,

where (a) follows from a union bound and (36)-(37). Recall that every pair (Q X/|X s Qy/ly) satisfying (35) corresponds to an
element in Wy, which is a convex set (see the discussion after Definition 6). Thus, for any € > 0, an adversary identifying
code for the MAC W with an average probability of error € is also a communication code for the AV-MAC Wy with an
average probability of error at most 2¢. So, the deterministic coding capacity region C of W is contained by the deterministic
coding capacity region Cay_nm AC(WW) of the AV-MAC WW. O

We will now give an alternative proof of the first part of Theorem 1. We will use the connection of the present model with the
AV-MAC given by Lemma 8 and then establish a connection between an A-spoofable byzantine-MAC and a symmetrizable-X
[13, equation (3.2)] AV-MAC. A symmetrizable-X¥ AV-MAC, introduced in [13], does not allow reliable communication by
user A.

Theorem 10 (First part of Theorem 1). If a byzantine-MAC is A-spoofable (resp. B-spoofable), communication with adversary
identification from user-A (resp. user-B) is impossible. Specifically, for any (Na, N, n) adversary identifying code with Np > 2
(resp. Ng > 2), the probability of error is at least 1/12.

Alternate proof. We will first show that if a byzantine-MAC is A-spoofable then the corresponding AV-MAC given by
Definition 6 is symmetrizable-X [13, equation (3.2)].

To this end, suppose a given byzantine-MAC W is A-spoofable. This implies that (7) holds. Then, for S = X and by
replacing X and with S in (7), we obtain

> Qy iy sWlh H)Waixy (212, y) (38)
Yy
= QyipsWli YWz xv (2|7, y) (39)
Yy
= ZQX|X'S($|$Iaf)WZ|XY(Z|$,?J) for all o', &, g, 2. (40)

For every s € S, (38) and (40) imply that

Wy ixys(zl2', 3, s) = Z Qy 5wl )Wz xy (2[2', y)
Y

= Qxixs(zla’, )Wy xy (2lz,5)  forall 2/, 2.

Thus, the set WW in Definition 6 is such that

{WZ|XYS('|'7 n8) s € 5} < Wiy
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By (38) and (39), we note that for all 2, Z, ¢, z’,
Wy ixys(zl2', 5, &) = Wz xys (2|2, §,27)

Thus, for Pgx(s|z) o L{s—s}, 8@ € X, where 1 is the indicator function,

Z Pgx (s|2)Wz xvys(zlz',7,s) = ZPS|X(S/|$I)WZ\XYS(Z|55737= s)
for all 2/, Z,7 and 2. That is, the AV-MAC WW is symmetrizable-X. Hence, if the byzantine-MAC W is A-spoofable, then
the AV-MAC Wy is symmetrizable-X.

Now, suppose that there is an (Na, Ng,n) adversary identifying code (fa, fg,®) such that P.(fa, fg,¢) < 1/12. From
Lemma 8, this implies that there is an (Na, Ng,n) communication code for the AV-MAC Wy with average probability of error
at most 1/6. However, for any (Na, Ng, n) code (with Na > 2) for a symmetrizable-X AV-MAC, Gubner [13, equation (3.4)]
shows that the average probability of error is at least 1/4. Thus, there does not exist any (Na, Ng,n) adversary identifying
code (fa, fa,¢) such that P.(fa, fg,¢) < 1/12 and Np > 2.

O

V. EXAMPLES AND COMPARISON WITH OTHER MODELS

A. Tightness of the inner bound for the Binary Erasure MAC

The binary erasure MAC [3, pg. 83] is given by Z = X +Y where X =Y = {0,1} and Z = {0, 1, 2}. We will show that
for the binary erasure MAC, the inner bound on C given by Theorem 7 is the same as its (non-adversarial) capacity region
Cmac- Hence, it is tight.

Recall that for distributions Pp and Pg over X and Y, P(Pa, Ps) = {Pyy 3y : Pxyz = PaxPyxW for some Py and Pg, , =
Pg x Pg x W for some Pg}. We choose Pa and Py arbitrarily close to the uniform distribution U on {Q, 1} while ensuring
that Pa # Pg. Using these distributions, we will show that for Pyyv sy € P(Pp, Pg) satisfying X 1Y, X =X andY =Y.

To this end, consider Py ¢y, € P(Pa, Pg).

P(Z = 0) = Pa(0)Py(0) = Px(0)F(0). D

P(Z =2) = (1= Pa(0))(1 = Py(0)) = (1 = Px(0))(1 — P&(0)).

This implies that

1+ Pa(0)Py(0) = Pa(0) — Py (0) = 1+ P (0)Ps(0) — Px (0) — P3(0). (42)
Using (41) and (42), we get Pa(0) + P;(0) = P¢(0) + Pg(0). Thus,
Pf( (0) = PA(O) + P{/(O) - PB(O). 43)

Substituting the value of Pg(0) from (43) into (41), we get Pa(0)Py(0) = Pa(0)Ps(0) + Py (0)Ps(0) — Pg(0)Ps(0). This
implies that

(Pa(0) — Ps(0)) (Py(0) — Pa(0)) = 0.

Thus, either Pa(0) = Pg(0) or Py (0) = Pg(0). Substituting this in (43), we get either Pa(0) = Pg(0) and Pg(0) = Py (0),
or Py (0) = Pg(0) and Pg(0) = Pa(0). If we choose Pa and Pg such that P # Pg, then for every Py ¢y, € P(Pa, Pg),
PY:Pyng andPX:szPA.

We know from the definition of P(Pa, Pg), that X ALY and X_IL'Y. We now analyse the case when there is a further restriction
of X_ILY on the distributions. From the definition of P(Fa, Pg), we note that Pgy| ¢ (0,0(0,0) = 1 and Pgy v (1,1[1,1) =
1. Let PXY‘X{,(O, 10,1) = « and PXy|X)~,(1,O|O, 1) =1 — a (Note that PXY‘X{,((O,OHO, 1)) = PXY\XY((L 1)]0,1)) =
by definition of P(Fa, Pg)). Similarly, let Pgy vy (1,0]1,0) = 8 and Pgy vy (0,1[1,0) = 1 — . Thus, Pxy(0,0)
Py (0, O)PXY|XY(O’ 0[0,0) + Py (0, 1)PXY\X{/(17 0[0,1) = Px(0)Ps(0) - 1 4+ Px(0)Py (1) - (1 — @). Also, Pxy(0,0) =
Px(0)Py (0) = Px(0)P;(0) (The last equality follows by choosing Px # Py (which is the same as Pp # Pg)). This implies
that & = 1. By evaluating Pxy (1, 1), we can show that 8 = 1. This implies that X=XandY =Y.

As mentioned earlier, we choose P and Pg arbitrarily close to uniform distributions such that Py # Pg. Thus, in the limit,
(33) evaluates to Ra < 0.5 and Rg < 1, and (34) evaluates to Ry < 1 and Rg < 0.5. Using time sharing between these two
rate pairs, we obtain the entire MAC capacity region (This is the rate region C in Fig. 7).

ol

B. Comparison with related models

In this section we contrast the present model with reliable communication and authenticated communication models.
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a) Reliable communication in a byzantine-MAC: We consider a byzantine-MAC with a stronger decoding guarantee: the
decoder, w.h.p, outputs a message pair of which the message(s) of honest user(s) is correct. In the presence of a malicious user,
the channel from the honest user to the receiver can be treated as an Arbitrarily Varying Channel (AVC) [7] with the input of
other user as state. Thus, the capacity region is outer bounded by the rectangular region defined by the AVC capacities of the
two users’ channels. Further, it is easy to see that this outer bound is achievable when both users use the corresponding AVC
codes. Csiszar and Narayan show in [8] that the capacity of an AVC is zero if and only if it is symmetrizable. Translating
this to the two-user byzantine-MAC, we define a byzantine-MAC to be B-symmetrizable if there exists a distribution Py |y
such that

> Pxpy (@ly)W(zlz,y) = Y Pxpy (@ly)W(zlz,y) (44)
r'eX r’'eX
for all (z,y,2) € X x Y x Z. We define an A-symmetrizable byzantine-MAC analogously. A symmetrizable byzantine-MAC
is one which is either A- or B-symmetrizable. Thus, reliable communication by both users is feasible in a byzantine-MAC if
and only if it is not symmetrizable. We denote the reliable communication capacity of a byzantine-MAC by Cieliable-

b) Authenticated communication in a byzantine-MAC [4]: This model considers a byzantine-MAC with a weaker decoding
guarantee: the decoder should reliably decode the messages when both users are honest. When one user is adversarial, the
decoder either outputs a pair of messages of which the message of honest user is correct or it declares the presence of an
adversary (without identifying it). In this case, the notion of an overwritable byzantine-MAC characterizes the class of channels
with non-empty capacity region C,y,¢, Of authenticated communication. We say that a byzantine-MAC is B-overwritable [4,
(1)] if there exists a distribution Py xy such that

> Pxxy (@ |z, )W (22, y') = Wzl y) (45)
r'eX
for all y,y' € Y, x € X and z € Z. Similarly, we can define an A-overwritable byzantine-MAC. If a byzantine-MAC is
either A- or B-overwritable, we say that the byzantine-MAC is overwritable. Authenticated communication by both users is
not feasible in an overwritable byzantine-MAC. Theorem 1 in [4] states that if the byzantine-MAC is not overwritable, then
authenticated communication capacity is the same as the non adversarial capacity of the MAC, i.e., Cauth = CMAC-

Proposition 11. All overwritable byzantine-MACs are spoofable and all spoofable byzantine-MACs are symmetrizable. Fur-
thermore, both these inclusions are strict.

While the inclusions in Proposition 11 are obvious from the problem definitions and the feasibility results, we nonetheless

provide a direct argument. Suppose a byzantine-MAC is B-overwritable with Px/ xy as the overwriting attack in (45). For
~ ~\ def

any distribution Qy on Y, let Qv v ([, 9) = 3, Qv (y) Px/|xy (#]7,y) for all 2, 7,7 and Qyyy (y[9,y") = Qy(y) for
all y, 7,7’ . Distributions Q X| XV and QY|}7Y’ as defined satisfy (8). Now, suppose a byzantine-MAC Wy xy is B-spoofable

def

with attacks @ x| ¢y and Qy |y, satisfying (8). For all, z,y, let Pxy(zly) = QX‘X{/(IH?, y) for any & € X. It can be easily
seen that the attack Py|y as defined satisfies (44). Examples 2 and 3 below show strict inclusion (see Fig. 5).

Example 2 (symmetrizable, but not spoofable). Binary erasure MAC: It has binary inputs X,Y and outputs Z7 = X +Y
where + is real addition, i.e., Z = {0,1,2}.

To show symmetrizability, we note that the distribution Px |y (z|y) = 1 for all x = y is a symmetrizing attack in (44). Now,
suppose the channel is A-spoofable, that is, there exist distributions QYI <y and Q XXX such that V', 7, 9, z,

> Qyixv WIE P Wzxv (22, y)
Yy

= Qyxv Wl2', ) Waixy (212, y)

Y

= ZQX\XX’ (‘T|j7x/)WZ|XY(Z|:Ea g)

For (2',%,7,2) = (1,0,1,2), this gives Qy 5y (1]0,1) = 0 = Qy 5x/(1]0,1) and for (', %, 7, 2) = (1,0,0,0), we get
0= Qy 5y (0[1,0) = Qx5 x(0]0,1). However, Q x|z (1|0,1) = Qx| 5, (0[0,1) = 0 is not possible. Thus, the channel is
not A-spoofable. Similarly, we can show that the channel is not B-spoofable.

Example 3 (spoofable, but not overwritable). Binary additive MAC: It has binary inputs X, Y and outputs binary Z = X @Y
where @ is the XOR operation.

To show spoofability, note that the attacks Q y| ¢ (|, 2) = 1/2 for all 2, & and o', and Qy v (y[#,7) = 1/2 for all y, &
and y, satisfy (7) because they result in the same uniform output distribution over Z in all the three cases in (7). Suppose
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binary additive MAC Z = X @Y is B-overwritable. Let Py/ xy be the overwriting attack by user A which satisfies (45).
Then, for (z,y,z) = (1,1,0) and all ¢/, (45) implies

Px/ xy (0]1,1)W(0[0,") + Pxxy (1[1, )W (0[1,3") = W(0[1,1) = 1.

For ' = 0 and 1, this implies that Px/xy(0[1,1) = 1 and Px/ xy(1|1,1) = 1 respectively, which is not possible
simultaneously. Thus, the channel cannot be B-overwritable. Similarly, we can argue that the channel is not A-overwritable.

overwritable
byzantine-MACs 5

spoofable
byzantine-MACs

Binary additive MAC

symmetrizable Binary erasure MAC

byzantine-MACs .

2

Fig. 5. The set of overwritable byzantine-MACs is a strict subset of the set of spoofable byzantine-MACs which, in turn, is a strict subset of the set of
symmetrizable byzantine-MACs.

We also note from the problem definitions that Cyeliaple C C C Cauth € Cmac. Next, we give an example of a channel for
which Cyeliable, C and Caytn are distinct. The example is constructed by using the byzantine-MACs in Examples 2 and 3 in
parallel.

Example 4 ((Z1, Z>) = (X1 + Y1, X2 ©Y3)). For binary inputs X1, Xo,Y7, Y5, the outputis (21, Zs) = (X1 + Y1, Xo @ Y3).

The channels Z; = X; + Y7 and Zy = X5 @ Y, are both non-overwritable and symmetrizable. Since the byzantine-MACs
do not interact when used in parallel, we can show that the resultant byzantine-MAC (Z7, Z3) = (X + Y1, Xo & Y5) is also
non-overwritable and symmetrizable. We will first show that this channel is B-symmetrizable, that is, there exists distribution
Px |y such that

> Pxy (ly )W (zlz,y) = Y Pxpy (aly)W(zlz,y)
zeX TEX

for all y',y, z. Consider Pxy ((w1,22)|(y1,%2)) = 1 when (z1,22) = (y1,y2). Then for y' = (y1,3), vy = (y1,¥2) and
z = (Y} + y1,y5 @ y2), both the LHS and the RHS of the above equation evaluate to 1, and for every other z, they evaluate
to 0. So, the channel is B-symmetrizable. Similarly, we can show that the channel is A-symmetrizable.

Next, we show that this channel is non-overwritable. Suppose the channel is B-overwritable. Let Px/| xy be the overwriting
attack by user A which satisfies (45). Then for (z,y,2) = ((1,1),(1,1),(2,0)) and all ¢y’ = (y;,y5), (45) implies

Z PX’\XY((xllv x’2)|(1, 1)7 (17 1))W((27 0)|(:C/1, 1'/2), (yiuyé)) = W((Qv O)'(lv 1)7 (17 1))
(@,75)
However, for (v}, y5) = (0,0), the LHS evaluates to 0 whereas the RHS evaluates to 1. Hence, the channel is not B-overwritable.
Similarly, we can show that the channel is not A-overwritable.
Thus, Creliable = {(0,0)} and Cautn = Cnvmac. To compute C, we first recall Definition 6 and note that Ww contains a
channel TV satisfying

W(:EI + y17U|($17$2)7 (ylqu)) = 057

X1 T P
—
X, !
Y1
A
Y, D — 4>

Fig. 6. This figure depicts the channel in Example 4. User A has input (X1, X2) and user B has input (Y1, Y2). The output of the channel is (Z1, Z2).
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for all 21, 2,y1,y2,v € {0,1}. This is obtained by using the pair (Qx/|x,Qy|y) defined by Qx/x ((x1,u)|(z1,22)) = 0.5
for all u,z1,2o € {0,1} and Qy |y ((y1,v)|(y1,92)) = 0.5 for all v,y1,y2 € {0,1} in (35). We restate (35) below for
completeness.

W(z|z,y) = ZQX/|X(UC/|£E)W(2|x',y)
=3 Qviy ' ly)W (zlz,y)),
-

for all x,y,z2 € X XY x Z.

Note that the channel TV has the same first component as W (i.e., a binary erasure MAC) and a second component whose
output Z2 is independent of the inputs. Using the argument following Definition 6, we can argue that C is outer bounded by the
(non-adversarial) capacity region of W which is the capacity region of the binary erasure MAC. We can show that this outer
bound is tight by using an adversary identifying code for the binary erasure MAC component Z; = X; +Y; (see Section V-A)
and any arbitrary inputs for the other component. The capacity regions under these three models are plotted in Fig. 7.

C
Croliablu

>
('mn h

1.5

Rg

0.5

Fig. 7. Capacity regions for the byzantine-MAC in Example 4: Croliable = {0,0}; C = Cmac of Z1 = X1 + Y1; and Caygn = Cnmac of (Z1, Z2) =
(X1 +Y1, X2 @ Y2).

VI. CONNECTIONS TO RANDOMIZED CODING CAPACITY REGION

While not the focus of this paper, in this section we comment on the relationship of the capacity region C of deterministic
codes with that of randomized codes. Note that we do not provide any direct achievability scheme for randomized codes in this
section. Before presenting the formal definitions, we draw the reader’s attention to two points about our setup for randomized
codes:

o The encoders share independent randomness with the decoder. This is similar to the randomized code of Jahn [11] for
AV-MAC:s.

o When a user is adversarial, we allow that user to adversarially select the realization of its randomness.’

Both these choices will prove important in making the connection between the capacity regions under deterministic and
randomized codes.

Definition 7 (Randomized adversary identifying code). An (Na, Ng, La, Lg, n) randomized adversary identifying code (Fa, Fg, ¢F, rs)
for a MAC with byzantine users consists of the following:
(i) Two message sets, M; ={1,...,N;}, i =A,B,
(ii) Two collections of deterministic encoders, I'n = {fA-,l""va,LA}’ where fa; + Ma — X", ¢ = 1,...,La, and
I'g = {fB,l, RN fB.,LB}’ where fg;: Mg — V", i=1,...,Lg,
(iii) Two independent randomized encoders Fp and Fg with distributions pr, and pr, over the sets I'n and I's, respectively,
and
(iv) A collection of decoding maps, ¢y, f, : 2" — (Ma x Mg) U {a, b}, where fa € Ta and fg € Tg.

As before, the decoder outputs the symbol a (resp., b) to declare that user A (resp., B) is adversarial. The average probability
of error P, is the maximum of the average probabilities of error in the following three cases: (1) both users are honest, (2) user
A is adversarial, and (3) user B is adversarial. When both users are honest, the error occurs if the decoder outputs anything
other than the pair of correct messages. Let

g ={z: ¢5, 1. (2) # (ma, ms)}

TThis is analogous to the model studied in [2] for reliable communication.
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denote the error event when both users are honest. The average error probability when both users are honest is

def 1 . .
Péiggzm S pefa)prs (fe)W (T | fa(ma), fa(ms)) .

maEMa fa€LA
mpEMsp fg€ls

Recall that when user A is adversarial we would like the decoder’s output to either be the symbol a or a pair of messages
of which the message of user B is correct. The error event is EfA;/8 Z {2 pppe(z) & (Ma x {mg}) U {a}}. The average
probability of error when user A is adversarial is

. 1
rand  def n Iasfi
Pe,malA - mnela'XXn Ng E E pFB(fB)W (ganB B|m7f3(m3)) : (46)
fa€la mpEMp fg€ls

Notice that the adversarial user A selects both its transmission x and the code fa (i.e., the realization of the randomness it
shares with the decoder) adversarially in order to maximize the probability that the decoder (working with this code fa) makes
an error. As in the deterministic coding case, the probability of error is maximized by deterministic attacks of the adversary.
This is because for any attack distribution ¢x r,,

Yaxn@ ) [ XS prle)W (€45 e foms)) | < Prind

x, fa mgEMsg fe€ls

def

Similarly, for E/A/e = {z : ¢y, 1, (2) ¢ ({ma} x Mg) U {b}}, the average probability of error when user B is adversarial is

an e 1 n

Pimdg S max [ > > pr (W (EM8|falma),y) |- (47)
yey Na
fs€ls maEMa fa€la

We define the average probability of error as

rand def rand rand rand
Pe = max {Pe,honv Pe,mal A Pe,mal BJS-

The capacity region C**"¢ of communication with adversary identification under randomized coding may be defined along the
lines of Definition 2: we say that a rate (Ra, Rg) is achievable if there exists a sequence of (|25 | 2778 | La ., Lg.n,n)
randomized adversary identifying codes (for some La ,,, Lg,,) such that Pr*"d — 0 as n — co. The capacity region C™* is
the closure of the set of all such achievable rate pairs.

A. Dichotomy theorem for deterministic coding capacity region

The following theorem states that when the deterministic coding capacity region C has a non-empty interior, it is the same
as the randomized coding capacity region C*"<. This is analogous to similar results in the AVC literature [10, Theorem 1],
[11, Theorem 1, Section IV].

Theorem 12. C = C"" whenever (Ra, Rg) € C for some Ra, Rg > 0.

Since deterministic codes are a subset of randomized codes, C C C™d, We formally show that C D crand jp Appendix D.
For this, we first prove that given any randomized adversary identifying code with a small probability of error, there exists
another randomized adversary identifying code, also with a small probability of error, which requires only O(log (n)) shared
random bits between each (honest) sender and the receiver (Lemma 16 in Appendix D). This randomness reduction argument
is along the lines of Ahlswede [10] (and its extension for AV-MAC by Jahn [11]).

With this, one may construct a two-phased code for showing the achievability of Theorem 12. In the first phase of the code,
a positive-rate, deterministic adversary identifying code (guaranteed to exist by the hypothesis of the theorem) is used to send
O(log (n)) random bits as messages by each (honest) sender to the receiver. This establishes the O(log (n)) amount of shared
randomness required for the randomized adversary identifying code. In the second phase, the shared randomness based code
obtained from the randomness reduction argument is used. Note that an adversarial user can maliciously select their input in
the first phase. This is why in (46) and (47) we defined the probability of errors of the randomized adversary identifying code
such that the adversarial user may select their own randomness.
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B. An outer bound to the randomized coding capacity region
Let Ciand,, AC(WW) denote the randomized coding capacity for the AV-MAC Wy (see Definition 5). Here, each user shares

independent randomness with the receiver which is unknown to the adversary and the other user. This is along the lines of
randomized code for AV-MACs (see [11]). Jahn [11] also gives the randomized coding capacity region expression.

Theorem 13 (Outer bound). C™**! C CX{?EMAC(VNVW) Moreover, there exists an AV-MAC Wy such that Cf{{? macOWw) =
CX{?EMAC(VNVW) and Wy | < 2l X2 +|¥|%8.

Remark 5. We will prove the outer bound for a weaker adversary who cannot choose the realization of the randomness it
shares with the decoder. Thus, the outer bound holds even if the randomization is provided by the decoder (or an external
agent). Note that the adversary knows the realization of its randomness and may choose its input to the channel based on
this’.

Proof. Let (Fa, Fs, ¢r,, ) be an (Na, N, La, Lg, ) randomized adversary identifying code with P**d < ¢. For i € [1 : n],
let (Q; x/|x, Qi_y/‘y) be an arbitrary sequence of pairs of conditional distributions satisfying (35) and define W; as

(2], y) = Zszqx (2]a',y) = Zmeym (zla,y),x € X,y €Y,z € 2. (48)

Let Qx/ 1 x = [T Qixx» Qviy = [T7-, Qiyy and wm = [I—, Wi

Let £ = {2 2 ¢, 5o (2) € {b} U (Ma x (Mg \ {ms}))}and E571 = {2 : 6y, 15 (2) € {a} U ((Ma \ {ma}) x Ms)}.
Consider a malicious user-A who chooses M uniformly from Ma = [1 : Na], passes Fa(Ma) over @ X'|X> and transmits
the resulting vector, that is, the user sends a vector distributed as @ x| x (-[Fa(Ma)) as input to the channel. Note that, as
pointed out in Remark 5, the randomness in encoder Fp is not chosen maliciously by user-A. We may conclude from (46) and
(47) that

Prand > NA T 2 2 pnfnpn (e Qi (@l ialma) W (€575

mA7mB T fa,fs

z, f B(mB)) :
Similarly,

Plnlg > Na-Ng NB Z Z Z prn(fa)prs (f8)Qy )y (y|fe(me)) W™ (gz\n;;

ma,me Y fa,fe

fA(mA)ay)'

Using these inequalities,

2 > Py + Pt g > ———— Na NB Z Z PE(fa)prs (fB) <ZQX’|X x| fa(ma))W" (5228 mva(mB))

ma,me fa,fs
+ ZQY/\Y(:UUB(WB))W” (52\’?}@ fA(mA)vy) )

Z > pr(fa)pm fB)(W" (52}25

B mame fa,fs

fa(ma), fB(mB))

Nn Am
W (ngf:

fa(ma), fo(ms)) )

> NA Z Z e (fa)pEs (f)W ™ (52\7}1; US?AW;: fA(mA)7f(mB)) 5 (49)

B mame fa,fs

where we use (48) and W (™) = T, W, in the penultimate step. Notice that for (ma, mg) € Ma X Mg, (fa, fg) € TaxT'g
and z € Z",

{2 0p,1s(2) # (ma,mB)}
={z:0p5(2) e{a}} {2z : 505 (2) € {BIH ULz : b0 (2) € (Ma x Mg) \ {(ma, mB)}}
={2: 65 50(2) € {b}U(Ma x (Mg \ {me}))H {2 : 65..50(2) € {a} U((Ma\ {ma}) x Ms)}

_ BmB AmA
ng fe U ng fe*

8The capacity region of an AV-MAC only depends on its convex hull which is defined by taking convex combinations of channels under different states
[9], [11]. The AV-MAC Wy has the same convex hull as Wy, but with only finitely many states.
9This is the intermediate model described in [2, Footnote 10] for the reliable communication problem.
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Thus, from (49),

ﬁ Do Y pe s (f)W™ ({2 : 05 1 (2) # (ma,me)} | fa(ma), fa(me))

ma,mg fa,fs

1

by Z Z pe(fa)pr (fo)W (527}1; U 527";83 fA(mA),fB(mB))

ma,me fa,fs

< 2e.

Recall that every pair (Q x| X,Qy/‘y) satisfying (35) corresponds to an element in Wy which is a convex set (see the
discussion in Section IV-B). Thus, for all € > 0, any adversary identifying code for the byzantine-MAC W with probability of
error ¢ is also a communication code for the AV-MAC Wy with probability of error at most 2e. So, the randomized coding
capacity region C™"¢ of T is contained by the randomized coding capacity region CX{?EM AC(WW) of the AV-MAC Wiy
Since the capacity region of an AV-MAC, both under randomized codes and deterministic codes, only depends on its convex
hull [9], [11], we may use a similar argument as the one used in the proof of Theorem 9 to conclude that there exists an
AV-MAC Wy such that Ci324\ 1o W) = CRM v ac W) and [Wyy| < 21X1°+I1, O
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APPENDIX A
CODEBOOK FOR THEOREMS 1 AND 7

We first restate Lemma 4 by including the analogous statements when roles of users A and B are interchanged.
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Lemma. Suppose X,Y,Z are finite. Let Pn € P%y and Pg € Py,. For any € > 0, there exists no(€e) such that for all
n > no(€e), Na, Ng > exp(ne), there are codewords xi,xs,...,xN, of type Pan and y1,Y2,...,Yng of type Pg such
that for all z,x',&,& € X" and y,y',y,y € V", and joint types Py 3vy € Pryxsxyxy Pxiv,y € Pexyxyxy
PXXYI)S € Phyaxyxy and Py, i 5 vn € PRy xyaxy and for Ra = (1/n)log Na and Rg = (1/n)log Na, the following
holds:

[{ma : (®ma, y) € TRy}
Na

<exp{—mne/2}, if [(X;Y) > ¢ (14)

HmA (Tmps Tig, Yms, Y) € T;XYY for some ma # ma and some mBH
N < exp{_n€/2}7
A

ifI(X;XYY) = [Ra — I(X; YY) = |Re — I(Y; V)| > ¢ (15)

}{(mAumB) : (wawﬁlA7yﬁ7,Buy) € T;j(f/y}’

< exp {n (|RA —I(X;YXY)|* +|Re — I(V; XY)|" + e)} : (16)

}{mA : (m’mAv Ygrs Ygas y/) € T;/Y/lf/zy/ for some mBlv mBQ; }’
N < exp{_n€/2}7
A

if [(X';Y1Y2Y') = |Rg — I(Y1;Y')|T — |Rg — I(Yo; iY')|T > ¢ (17)

}{(mBl 3 mB2) : (:Blu Yrgir Yrnga o yl) S T;/Y1Y2Y/ }}

<exp {n (|RB (Vi X'Y)[* + |Rs — I(Yae: iX'Y')|T + e)} , (18)
(B, Ymg) € Tes _
[{me : @ & JEB ¢ o {ones2y, i 10%:7) > e 0)
A
HmB S (Trmps Yrg> Yme, T) € T)%YYX for some g # mg and some mAH
< exp{-ne/2},
Ng

ifI(Y;YXX) = |Rg — I(YV; XX)|* = |Ra — I(X; X)|* > ¢ (51)
‘{(mAumB) : (gayﬁlsawﬁm7j) € TQYXX}’

< exp {n (|RB —I(Y; XXY)|[* +|Ra — I(X; XY)|" + 6) } ; (52)

ng 2 (Ymeg Ty s Tinpg, &) € T for some a1, Maz, }’

LSRR < exp{-—ne/2},
Ng

if IY"; X1 XoX") — |Rp — I(X1; X")[* = |Ra — I(Xo; X1 X")|" > ¢ (53)

Clnd ’{(mA17 mAQ) : (g7 w’ﬁlAl ) w’thz ) j) S T{/I//Xl X2X// }’
< exp {n (|RA — IRy XY+ [Ra — I(Xo: X1 X"Y")[F + e)} . (54)

Here, statements (50)-(54) are analogous to (14)-(18) with the roles of users A and B are interchanged. In particular,
(z,x',y,y’) is replaced with (y,9,z, ), (X, X,Y,Y) with (Y,Y, X, X), (X', Y1,Y2,Y") with (Y, X1, X2, X") and Ra
with Rg.

Proof. This proof is along the lines of the proof of [8, Lemma 3]. We will generate the codebook by a random experiment. For
fixed vectors x, ', &, Z,y,y’,y,y and joint types Py ¢y PX,%%Y” P ¢4 and PX”X1X2Y” satisfying the conditions
of the lemma, we will show that for each of the statements (14)-(18) and (50)-(54), the probability that the statement does
not hold falls doubly exponentially in n. Since, |X"|, [V"], PRy v xyxyl [Prxyxyxyl and [Py, xy xxy| grow at most
exponentially in n, a union bound will imply that the probability that any of the statements (14)-(18) and (50)-(54) fail for
some z,x', 2, Z,Y,Y, Y, Y, Px gy Py.y,v,v» Pxxyy and Py, %,y also falls doubly exponentially. This will show
the existence of a codebook as required by the lemma. The proof will employ [8, Lemma Al], which is reproduced below.

10Note that exp and log are with respect to base 2.
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Lemma 14. [8, Lemma Al] Let Zy,...,Zx be arbitrary random variables, and let f;(Z1,...,Z;) be arbitrary with 0 <
fi<1,i=1,...,N. Then the condition

E[fi(Zl,...,Zi)|Zl,...,Zi,1]SCLEI.S., izl,...,N, (55)
implies that
P lzN:f(Z Z) >ty <exp{—N(t—aloge)} (56)
-— i g ooy g S ex — —a €e)y.
Ni:1 1 p g

We denote the type classes of Pa and Pg by TR and T{ respectively. Let X, X5,..., Xy, be independent random
vectors each uniformly distributed on 7% and Y7,Y53,..., Yy, be another set of independent random vectors (independent of
X1, Xo, ..., Xy,) with each element uniformly distributed on T}'. (X1, X»,..., Xn,) and (Y7,Y5,...,Yy,) are the random
codebooks for user A and B respectively. Fix Py vy € Pyoxxyxy Pxivyyr € Pexyxyxy Pxxvy € Prsaxyxys
PX”XngY” S P;LC'XXXXXJ)’ such that Px = Pf( = Px/ = PX = PXl = PXQ = Pp and Py = P)}I = Pf/z = PY = PY =
Pyi = Pg, and (x,y) € T¥y, (2',y') € T¥y, (&,9) € TR,y and (Z,9) € TE,'". We will often use (x1,...,xy,) and
(y1,...,Yn,) as placeholders to denote the realizations of for (Xi,...,Xn,) and (Y1,..., Yn,) respectively (for example,
see (57)).

Analysis of (16)
For i € [1 : n|, define

w |1, ify, eT2 (xvy)
gi(y17y27 e 7yi) g . Yixy (57)
0, otherwise,
and for y € T}Z,L'XY(:v,y),
) (1, ifxeTr (3,
h?(whw?a"'awi) = X‘YXY(y y) (58)
0, otherwise.
Let events £,&; and £Y be defined as
gu { [{ (17oa, 118) : (@, Xoip, Vg, y) € T }|
> exp {n (|RA —I(X;YXY)[* +|Rg — I(V; XY)|" + e)} }
Ng
def =, €
g u {Zgi(Yl,YQ, LY > exp{n (|RB —I(Y; XY)|* + 5)}} , and
i=1
Na €
J n y &t y V.V +
for § € Tf, vy (x,y), €3 Z;h;f(xl,xg, LX) > exp {n (|RA X YVXY)[F 4 5)}
i=
We note that
{(ma, mB) : (2, X, Ying, y) € Tt 55y 1
Ng Na
=> 0N, Ya,.. . Y5) | D h (X1, Xa,. ., X))
i=1 j=1
Thus,
€ € (Ugery,py @n&8) UEL (59)

In order to apply Lemma 14 to (57) with (Y7,...,Yx,) as the random variables (Z1, ..., Zy), we note that

Blg(Ye,. . YO, Y] =P{Yi e T} (x.9)}
T3 xy (@ 9)]

75|
(@  €Xp (nH(ﬂXY))
<

C(n+1)"Plexp (nH(}}))

"Note that the lemma statements hold trivially if these conditions do not hold. For example, (14) holds trivially if y ¢ 5.
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=(n+1)PTexp (—nl(f/; XY)),

where (a) follows from (21), (22) and because Ps = Py (which implies [Ty | = |Tg)). Taking t = - exp{ (|RB —I(Y; XY)[* + 5)}

de

and n > ny(e), where ny(e) = min{n (n+1)Plloge < 1 exp (%) } we see that Ng(t — aloge) > (1/2)exp(%).
Using (56), this gives us

P(&) Sexp{—%exp{%}}. (60)

Similarly, we apply Lemma 14 to (58) with (X71,...,Xy,) as the random variables (Z1,...,Zy). We can show that a =
(n+ 1)*exp (—nj(f(; YXY)) satisfies (55). We take ¢ = - exp {n (|RA _I(X VXY + 5)} and n > nz(e) where
na(e) = min {n:(n+1)*loge < & exp(%)}. This gives Na(t —aloge) > (1/2) exp(%) which, when plugged into (56),

gives
; 1
P(ggl) Sexp{—iexp{%}}. 61)
Using (59), (60) and (61),
1
P(&) < (1T xy @) +1) exp{—gexp{%}}. (62)

This shows that the probability that (16) does not hold falls doubly exponentially.
Analysis of (14)
We will use the same arguments as used in obtaining (61). We replace X with X and (Y, X,Y’) with Y, to obtain

. n _ . +,. £ < _1 ne
]P{HmA (Xomasy) € Ty H > exp{n (|RA I(X;Y)|" + 2)}} < exp{ 2exp{ ) }} (63)
So,
1 n € 1 n
P{NA {ma <XmA,y>eTXY}|>exp{n(|RA—I<X;Y>|+—RA+5)}}Sexp{—fxp{?}}
We are given that I(X;Y) > e. When Ry > I(X;Y), we have |[Ra — I(X;Y)[T—Ra+ § = § — I(X;Y) < —5. Whe
<

<
Rp < I(X;Y), we have |RA—I(X;Y)|+—RA+§ = 5 —Ra < —5 (because Ra > ¢). Thus, |[Ra—I(X;Y)|"—Ra 5
and

en
£
2

< p{NiA [{ma s (Xonae9) € Ty} > exp { (|Ra ~ IOGY)[ — R+ %)}}

<e 1 o {ne}

XPq —=€xXpy— -
= exp 2 p D)
Analysis of (15)

For i € [1: Na, let A; be the set of indices (j, k) € [1 : Na] x [1 : Ng], j < i such that (x;,yx) € T};{,‘Y(y) provided
|A;| < exp {n (|RA — I(X;YY)[* + |Rs — I(V; Y)|+) + g}. Otherwise, A; = (). That s,

e {{(j,k) € [1s Nal X [1: Nel 1 < iy (@) € Ty W)} if |4 < exp {n (IBa = I ¥V + |Be — IV Y)F) + 5 |

0, otherwise.

Let’ for Y1,Y2,---,YNg € yn’

f[y1=y27»»»=yNB] ( 1131) det {17 if ®; € U({j,k)eAiT;ley(wjvykay)

i L1,I2,
0, otherwise.
Then,
Na
P{Zfi[Yl,Yz,...,YNB} (X1, Xo,...,X;) { X, € T;|XYY(Xj’Yk’y) for some j < ¢ and some kH}

=1

=P {[{(7n.178) : (Xinp, Yings¥) € Ty }| > exp {n (IRa = I YY) +|Re — 13 Y)[F) + 2}
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< 1Ty ) +1) exp{—%exp{%}}, (64)

where the last inequality can be obtained from the definition of event £ and (62) where we replace (X,Y) with Y, (x,vy)
with y, and € with /4.

Fory, € T§,i=1,..., N, we will now apply Lemma 14 on fi[yl’yz""’yNB] with (X71,..., Xn,) as the random variables
(Z1,...,ZnN). We will first compute the value of a in (55). We note that, for ¢ € [1: Na],

E [fz.[yl’yz""’yNB] (X1, Xo,...,X;) | X1, X, ... ,Xl-,l} , being a random function of (X1, Xo,..., X;_1), is a random vari-
able. We will compute it for (X1, Xo,...,X;—1) = (®1,®2,...,Xi—1).

B[l (X0, X, X))

(Xla X2; e aX’L'*l) = (wl? L2,. .. ’wi*l)

=P (Xl S U(j,k)eAiT;‘XY/Y(mj’ Yk, y))

@ 4 exp {nH(X|)~(§~/Y)}

= (n+ 1)~ 1¥lexp(nH (X))

= (n+1)*lexp {n (|RA — (XYY" + |Re — I(Y; Y)|+) ~I(X;XYY) + i} :

where (a) follows from (21),(22), a union bound over (j, k) € A; and by noting that |T%| = |T%|. For all ¢ € [1 : Na], this
upper bound holds for every realization of (X1, Xs,...,X;_1). Thus, in (55), we may take a = (n + 1)|X‘ exp{n(|RA —
I(X;YY)[*+|Rg — I(?;Y)|+) — I(X;XYY) + g}. If I(X; XYY) > |Ra — I(X;YY)[* + |Rg — I(V;Y)|* + ¢ (as

— def

postulated in (15)), (55) holds with a = (n + 1)l*lexp {—3ne}. For t = exp{=2} and n > no(e) with ny(e) =
min {n: (n+1)I*'loge < Lexp {2} }, we get

Na
1 [y1,92,--,yng] —ne
P —N 1 ol (X1, X, L X, —ne
{NA;JCZ ( 1,22, ) )>eXp 5

e { NAe { ne}}
<expd———exps——

2 2

1

where the last inequality uses the assumption that Na > exp {ne}. Averaging over (Y7,...,Ys), we get
1 4 vive, v ne
P — AL 0. CTD. CHND. €) b= —
{ NA ; f'L ( 1 29 3 ) €xXp )

Sexp{—%exp{%}}. (65)

Let events F; and F> be defined as

e 1 . . . -
Fi E {N—A Hz : X; € T;I,'X{/Y(Xj,Yk,y) for some j < ¢ and some k}‘ > exp{%}},

Na
of Y1,Ys,...,Y; . n .
Fy {Zfz[ 1,Y2,..., Yivg] (X1, Xo,...,X;) # {z : X, € TX|X?Y(XJ’Yk’y) for some j < i and some k}‘},
i=1
A ¥ Yo Yy —ne
T3 & {;fl PR (X, X, L, XG) > eXP{T}}-

We are interested in P (F7). We see that

P(F)=P(FiNF)+P(FNFS)
<P (Fp) +P(FiLNFE)
<P(F)+P(F)

2 (1T W)l +1) exp{—éexp{f}} +exp{—%exp{§}}

8
< (v +2) e {5 e {5 }}.
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where (a) follows from (64) and (65). Thus,

1 " L —ne
P <N_A { X, € TXIXYY(Xj,Yk,y) for some, j < i and k}’ > exp{7}>

< (1T W) +2) exp{—%exp{g}}.

By symmetry, we get the same upper bound when j > 4. Thus,

XXy > exp {—ne/2}
Na

<2 (|T)~,|Y(y)| + 2) exp {—% exp {%}} .

This completes the analysis for (15).
Analysis of (18)
We will split the analysis in two parts as suggested by the inequalities below, where the first inequality is a union bound,

HmA (X, Xinns Yong, y) € T - for some ma # ma and some mBH
P

P{|{ (s, 182) 5 (&', Yo Vi ) € Tt gy b > €0 {n (1Bs = I(Vis X'V + [Rg — (Vs iX'Y')|* + ) }}
S ]P){ ’{(mBlv mBQ) mBl # mBQ; (w YmB1 ) Ymgzay ) S T;/Ylyzy/}’

- exp n (|RB — I(Yi; X'Y)|* +|Rg — I(Vo; iX'Y')|F + e)} }

+P{ ’{(mBlvaQ) mBl — mBQ; (.’I} YmBUY 327y ) € T;/ylyzy/}’
- exp{ (IRe = IV X'V + |Re — IV iX'Y)[* +¢) } }
S ]P){ ’{(mBlvaQ) : mBl # mBQ; (-’B/, YﬁIBleﬁ’LBzay ) € T;/Ylyzy/}’

> exp {n (|RB — IV XYt + |Re — IV iX'Y')| T + e’)} }
-HP’{ H(Thslﬂhsz) g1 = me2, (2, Vi, Vi, ¥') € T;,ylyzyl}‘
> exp {n (|RB — I(Vi; X'Y)|* + |Rs — IV iX'Y')|* + e’)} }

for ¢ = €/2 and sufficiently large n. We first consider the first term where gy 7 mp2. We follow arguments similar to those
for (16) and get an upper bound. We define

1, ify € T2 0 (@,y)
~ . ﬂ Y Y |X’Y’ ?
gl(y15y27"'7yl) - (66)
{ 0, otherwise.
FOr y € T~ ‘Xv/}//(;B y)
~ a4 17 lf yl E T ’ /(y7wluy/)
WY (Y1, g, yi) & Xy (67)
0, otherwise.

Define events € and gl as

5 :{ ’{(ThBlamBQ) : mBl 3& mBQv (CB YmslaY Bzay) € T;/ylyéy/}’

> exp {n (|RB —I(Yo; X'Y'V)[* + |Rs — I(Vi: X'Y))[* + e’)} }

Ng /
“= {Zgi(’l’ Yy, Yi) > exp {n <|RB — IV XY+ %)}} .
i=1

log (Q"RB — 1)
n

Let RS = log (JZB_D = .Forie[l:Ng]and g € e |X,Y,( y'), define events £,Y and é:;?

Ng
£y — Z ﬁf Yl,Yg,...,Yj)>exp{n(|RB— I(Yo; ViX'Y)F + }
j=1,3
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o Neg . . ’
&Y= Y hY(V,Ys,....Y;) > exp {n (|R’B LIV XY %)}
j=1,j7#i
Note that
’{(m817m82) s mp1 # mez and (:EI?YﬁTBl?YﬁTBzay/) € T;/fﬁf@Y’}’
Ng Ng
=Y G Ye, Y [ Y B (WL Ys,. L Y))
i=1 G=1,j#i
We see that

5 g (UiEQ"RB UQGTY’l\X’Y’(m/7y/) 5;’1/) U 51-
Notice that we need to only consider union over § € Ty, v,y (2',y') and not g € Y. Since, E¥ C 5;? forall ¢ € [1: Ng],

(Cj - (UiEQ"RB UﬂGTﬁ\x!y/(m'vy') (cj;’?) @] (cjl. (68)

We apply Lemma 14 to (66) with (Y1,...,Yn,) as the random variables (Z1,...,Zn). We can show that a = (n +

1)Plexp (—nI(f’l; X’Y’)) satisfies (55). We take ¢ = NLB exp {n (|RB —I(V; XY+ %) and n > nq(€¢’) (recall that
n1(e’) = min {n: (n+ 1)V oge < %exp(%,)}). This gives Ng(t — aloge) > (1/2) exp(”TE,) which, when plugged into

(56), gives
P(gl) Sexp{—%exp{%a}}. (69)

Similarly, for ¢ € [1 : Ng], we can apply Lemma 14 to (67) with (Y1,...,Y;-1,Yii1,Yn,) as the random variables
(Z1,..., Zx). We can show that a = (n + 1)!¥ exp (—nf(?g; YlX’Y’)) satisfies (55).

Choose, t = x— exp {n (|R{3 —I(Yy; ViX'Y")|T + %)} and n > n1(€’) to obtain

ne’

P (521;) < exp {—% exp {7}} , for § € Ty, (@ 9. (70)
Using (68), (69) and (70), we see that

P (5) < (2"RB|T)~,1‘X,Y, (', y")| + 1) exp {—% exp{%ej}} .
When mg1 = mg2 and Py, y, is such that Yh #+ Ys,

H(msl, Mes) : (@', Vg, Ying s y') € T;/wﬂ/}’ — 0 wp. 1.
When mpg1 = mps and Pfﬁffz is such that }71 = }72,
P{H(msl,mm) (@, Ying,» Yings ') € T;/g{@y/}’ > exp {” (|RB —I(Y X'Y'V)|" + |Rg — I(Y1; X'Y')[* + 5/) }}
<P {Hmsl (@, Ying, ') € T;,,}ly,}‘ > exp (n (1Rs = IV X'Y)[* +¢)) }
< exp {—% exp(ne')} :

The last inequality follows from (63) where we substitute X with Y1, Y with (X',Y"), y with (x’,y’), Ra with Rg and ¢/2
with €. Thus,

P{|{ (g1, 82) + (@', Vi Yo ') € Tty }| > 50 { (1Re = 1075 XY )IF 4 R — IV XY [* +€) )
nR ’oa 1 ne’ 1 /
< (2 *| Ty xoy (2, y)] + 1) eXp =5 eXP | + exp —3 exp(ne’)
1 1
< (2nRB|TY\X/Y/ (', y")] + 1) exp {—5 exp {%}} + exp {—5 exp {%}} : (71)

This completes the analysis of (18).
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Analysis of (17)

Let A be the set of indices (j,k) € [1: Ng] x [1 : Ng] such that (y;,yx) € TQ%\Y’ (y') provided

A| < exp {n (|RB — I(Va; iY")|* + |Rg — I(Yi; Y’)|+) + g}. Otherwise, A = ). Let

f[y1;y2;~~~7yNB]

(ml - mz) _ {1, if T; € U(j=k)€ATn'\YlY2Y' (yjaykuy/)
i ) PR

0, otherwise.

Na
HAY1,Ys,...,Y , n ;
P {Zfl[ 1,Y2,..., Y] (X1, X2,...,X;) # Hz : X; € TX\Y1?2Y’(}G7Yk7y/) for some j and k‘}}
i=1

:]P{ H(msl,mBz) : (Yigy s Yiigs» ¥') € TQ%Y/}‘
> vy |+ oLy |+ ¢
> exp {n (|Re — 1(V1; V2Y")|* + [Rs — I(¥3; V") )+1}}

1 1
< (2% Ty, ()] + 1) exp {—5 exp{%}} T exp {—5 exp {ne}} | )

where last inequality follows from (71) by replacing (x',y’) with 3/, (X', Y”) with Y’ and § (or ¢’) with .
For y1,Y2,.-.,Yns € V", we will apply Lemma 14 on ;-[yl"m el i (X1,...,Xn,) as the random variables
(Z1,...,ZnN). We will first compute the value of a in (55).

3

E {J;[yl,yz7~-~,ng} (X1, Xo,..., X))

(X17 X27 e Xifl):|

=P (Xl IS U(jyk)gATn,‘ylyzyl (Yjs ykay/))

w e {nH(X|7iT2y")}

<

= T ) A exp(nH (X))

< (n+ ) exp {n (|Rs — I(Ya: oY)|* + [Re — I(YVis Y))|*) = I(XsViYaY") + S}

where (a) follows from (21),(22), a union bound over (j,k) € A and by noting that [T = [T%,|. If I(X';Y1Y,Y') >
|Rg — I(Yo; ViY')|* + |Rg — I(Y1;Y')|* + € (which (17) postulates), (55) holds with a = (n + 1) exp {—3ne}. For
t =exp{ =2} and n > na(e) (recall that ny(e) = min {n : (n + 1)*Moge < Lexp {2} }, we get

2
1 ] ne
P ~‘y17y2-,---7yNB X1 Xo. ... Xz -
{NA;fz ( 1, A2, ) )>6Xp 9

con{ ()
con{ Lo (3]

where the last inequality uses the assumption that Na > exp {ne}. Averaging over (Y7,...,Ys), we get

Na
1 HY1,Ye,. Y] —ne
P — L O, ST, TR, ¢ —_—
{NA;fz ( 1, 2, ) )>€Xp 2

§exp{—%exp{%}}. (73)

Let events ]-:1 and fg be defined as
- 1

Fi1=< —
{5

Na
- FY1,Ys,..,Y; . n .
5 = {§ :fz[ 1,Y2 Ng] (X1, Xo,...,X;) # Hz 1 X € Tx\?1?2y’(}G=Yk,y/) for some j and k}‘} ,

; mn . —ne
{z : X, € TXD;I%Y/(YJ-,Y,C,y’) for some j and k}’ > exp {T}} )
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Na
= {Z fi[YhYz,...,YNB] (Xl,XQ, .. .,Xi) > exp {%}} .

i=1
We are interested in P (}:1) We see that
P(F)=P(AinF)+P(AnF)
<P (fg) +P (ﬁl m%g)
<P (.7}2) +P (]}3)
(2”RB|T)~,Iy,(y’)| + 1) exp {—% exp {%}} + exp {—% exp {ne}} + exp {—% exp {%}}

n 1 ne
= (2 ity )]+ 3) exp { e {55},
where (a) follows from (72) and (73). Statements (50)-(54) are analogous to (14)-(18) with the roles of users A and B are
interchanged. In particular, (z,’,y,y’) is replaced with (g, 9, Z, ), (X, X,Y,Y) with (Y,Y, X, X), (X', ¥1,Y2,Y’) with
(Y”, X1,X5,X") and Rp with Rg. Thus, we can follow a similar analysis and show that the probability that that any of

the statements (50), (51), (52), (53) or (54) do not hold for some Z,Z,y,y, Py ¢4y and PX”X1X2Y” also falls doubly
exponentially. O

INE

APPENDIX B
PROOF OF LEMMA 6

Lemma. Suppose o > 0. For a channel which is not A-spoofable, for sufficiently small n > 0, there does not exist a distribution
Pyyxyvixivz € Pyy gy xiyy With ming Px (z), ming Pg(2), ming Py (§) > o which satisfies the following:

(A) Pxyz € Dy,

(B) Pgyiy € Dy,

(C) Px.y-7 € Dy,

(D) I(XY; XZ|Y) <n,

(E) (XY ;XZ|Y") <n and

(F) (XX;YZ|X') <n
Similarly, for a channel which is not B-spoofable, there does not exist a distribution P Y X4YaXYZ € 77; VXLV XY Z with
min, Py (z), ming, Py, (91), ming, Py, (§2) > o > 0 which satisfies the following:

(G) Pxyz € Dy,

(H) Pxiy,2 € Dy,

(D) PX ¥,z € D

(J) I(Y1Y2,X2|Y) <,

(K) 1(XYy;Y1Z|X]) <1 and

(L) I(XY1;Y2Z|X)) <.

Proof. Suppose for a channel which is not A-spoofable, there exists Pyy ¢y /v, € Py
Using (A) and (D), we obtain that

2n > D(PXYZnPXpyWZ‘Xy) + I(X?,XZD/)
= D(Pxyz||[Px PyWzixy) + D(Pxy 5y 7Py Pyyy Pxz)v)

~ o~ PXYZ(xuyvz) PXYX?Z('rvyaivgvz)
= E Py v, (T,y,2,7,2 log{ + log o
v syl ) ( Px () Py (y)Wz xy (2|7, y) Py (y) Py y (Z,9ly) Px z)y (2, 2[y)

Z,Y,T,Y,Z

YRV XY 2 which satisfies (A)-(F).

> Pyysyz(n,y.d,9,2) | log

z,Y,%,Y,2

Y Peyxvs(@ @i,z <1og{PX Py xyz(: 9,2, 3, 2) ; )})
(4

PXYZ(I yvz) X PXYXYZ(Iayvjagaz)
W)Wz xy (z]z,y) X Py (y)Pyyy (T, 9ly) Px z)v (2, 2|y)

e W)Wz xy (2], y) <y iy (

(Z,9
nyyz(x Y, T, Y, 2 })
Px (2)Wz xy (2|2, y)PyX{/ Y, T, 7)

Z PXYXYZ %, Y,7,9,2) | log

©,Y,2,Y,2
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= D(Pxy 3y 7||Px Pgy Py 3y Wz|xv)

(a)
> D(Py ¢y 4||PxPgy V)

Z|XXY/)’ (74)

where VZ(B(X?(ZM:, i,9) = >y Py 127 ([T, )Wz xv (2|2, y) and (a) follows from the log sum inequality.
Before we proceed, recall that the total variation distance between distributions Px and @) x distributed on an alphabet X,

drv (Px,Qx) is defined as

drv(Px,Qx) £ 5 3 [Px(@) - Qx(a)].

rzeX

The total variation distance and KL divergence between two distributions are related by the Pinsker’s inequality as stated below.

1 2
D(P > —— (drv (P . 75
(Px||@x) > ln(2)( v (Px,Qx)) (75)
With this, using Pinsker’s inequality (75) on (74), we obtain
drv (Pysyz PxPey Vi oy ) < ovi (76)

where ¢ = v/21In 2. Similarly, using (B) and (E), we obtain

drv (Pxyz PxPxy Vs ) < v (77)
(2) def

where VZ\XXY/(Z|$’ T,9) = >y Py xv (|2, )Wz xy (2|%,y'). Finally, using (C) and (F), we get

dry (PXX?Z’PXXP?VZ(T;( 5(,7) <y (78)

where V%) (22, &,9) =3, Py xx(@'|z, 2)Wz xy (2]2', §). Next, we note that

ZIXXY

2drv (PXPXYVZ(T))(XY’ PXPXP{/VZ(B(X{/)

=2 ’PX(x)PX?(ivQ)VZ(B(XY/(ZW,57,23)—PX(:Z?)PX(i)Pg/(g)VZ(B(X{,(zm,:i:,g)

M S
I

1 ~ o~ ~ o~ ~ ~
() <Z Vi Gl x,y>> > 1Py (@) — Px(#)Py ()]
= 2dry (Pgy, P3 Py) < 2¢y/1 by (77).
Using this and (76),
1 1 1
2c1 > drv (Pyxy 0 PxPisVikgy ) +drv (PxPes Vi o PXPe PV op )

(a)

1
> dpy (PXxYZ,PXPXPyvz(&X?) ,

where (a) is the triangle inequality. Thus,

drv (Pysyz PxPsPrVikgy ) < 20/ (79)
Similarly, using (76) to show that dry (PXPXPfVVZ(IQ;{ <5 P Pas Vit X?) < cy/ij and (77), we obtain

drv (PXXY’Z7 PXPXP?VZ(TL ;@;) < 2ey/1, (80)
and using (76) to show that dpy (PXPXPY’VZ(:F))(XY’ PXXPY’VZ(?))(X{/) < ¢y/n and (78), we obtain

drv (Pysyz PxPsPrVin gy ) < 20/ 81)

We use (79) and (81) to write the following:

drv (PxPgPyVy) oo PxPePrVil o)

(1) (3)
<dry (PXX?Z’PXPXPY’VQX)ZY) +dry (PXX?Z,P)(PXP?VZ‘XXY)



< dcy/.

Similarly, using (80) and (81), we may write the following:

(2) 3)
dry (PXP PyViD g PxPy Py VZ|XX)7) < deym,

and using (79) and (80), we may write the following:

(1) @)
dry (PXP PVl g PxPi Py VZ|XX)7) < deyi.

~ ~) def Py/‘xy(ylm )+ Y\xy(y‘iﬁg)
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(82)

(83)

(84)

Let Qypzf/( |7,
, L

2
for all o/, z, 2 € X. With this,

-~ ~ /] o~
Jmax 2a zy: vixy WIE Wz xy (22,9) ZQXqXX |z, B)Wz xy (21, §)
= max o <ZP (xy W& D)Wz xy (27, ) ZP ixx (@ Ii,x)szy(ZII’,ﬂ)>
Yy

(ZPYIXY y|$ y)WZ|XY |ZU y ZP /\XX |$,j)Wz|Xy(Z|,’EI,g)> ‘

Y

Sf%iy,z (pr|xy(y|$ DWzixy (zlz,y) — ZP xx (@ |=’f=$)WZXY(Z|$/7Z7)>‘
Yy

+ max o (prxy(ylz Wz xy (zlz,y) - ZP/\XX Iz,i)WZ|xy(2|x’,§)>|
Y

(é)i{f;% (ZP/XY(ykc Wz xy (2], y) - ZP'|XX |~”C755)WZXY(Z|$/aﬂ)>’
Y

+ max o (ZPY|Xy(ny DWaixy (2lz,y) - ZP/\XX Iz,i)WZ|xy(2|x’,§)>|
Yy

(b) N -
< max Px(x)Pg(Z)Py(7)

Z,T,Y,2

<ZP /\X{/(y|l’, ﬂ)WZ|XY(Z|53, y) — Z P /XX($/|$7@WZXY(Z|$/7§)> |

Y

(ZPYXY y|$L' y)WZ|XY |‘T y ZP /\XX |xai')WZXY(Z|xlag)>’

forall & € X,y € Y and Qy y ¢ (a'|v, ) = Zxxx IO Prxs 1 D)

< mx (PX(I)PX(@P?@)%:; v (Wl Wz xy (217, y) = Px(2) 02 Prxxle |$755)WZXY(Z|$/,23)>>
+ max PX(CU)PX(@P{/@);Pyp”({/(yﬂaﬂ)WZ|XY(Z|5Uay) Px () ZPqXX |w,az)szy<z|w’,zj>>’
gz (PX<I>PX<5:>P,~/@>§P,Xﬂyu,g)w”y(zw,y) Px(x) 52 Prpxs(@ |x,:z>wzxy<z|x',m>’
+Z (Px@)PX@)Py@);Pymmsz,y)wmxy(zw,y) Px () ZPW |x,:z>wzxy<z|x',y>>’

— %y (PXP PV

(¢)
< 16¢y/7,

2)

sy PxPe PV )+2dTV (PXP PyV{) o, PxPgPyV{) )

Z|XXY ZIXXY’ Z|IXXY
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where (a) is obtained by exchanging « and Z in the first term, (b) follows by recalling that ming Py (Z), ming Py (§) > o
and (c) follows from (82) and (83). Thus, we have shown that

. | 8eyn
IH%%XZ ZQy\Xy(ka Wz xy (2]7,y) ZQX’|XX |$,$)Wz‘xy(2|$/7y) < a\g/_' (85)
Next, we will show the followmg similar statement:
- _ . 8cy/M
max > Qyixy WEDWazixy Gle,y) =Y Qe 012, 9) Wz xy (21E,1)| < a{- (86)
y Y’

Consider,

20” max ZQy\xy(ylfs,ﬂ)WZ\xy(ZIx,y) - ZQy|X?(y/|$7§)WZ|XY(Z|iy/)
Yy

©,%,7,2 -
y

W (Prixs 01,9) + Py 012 9) Waper (Glasy) = - (Pyos 012,9) + Py ey 012, 5)) ) Waixy (213,9')

= max «
g | ~
< Jnax o I Pyixy WIE D Wzixy (2l y) = Y Proxy (|2, )Wz xv (2[7,¢)

+ max o ZP /\X?(yﬁ,ﬂ)WZ\XY(ZWy) - ZPy|X{/(y/|$7§)WZ\XY(Z|5,y/)
Yy

©,&,7,2 -
y

=2 max o’ ZPypzy(ylf,ﬂ)WZ\xy(zl%y) - ZP /|Xi/(y/|fl?,ﬂ)WZ|XY(Z|57,y/)
Yy

z,%,5,2 ;
y

<2 max PX(/I)PX (@Pf/(g) ZPy|X?(y|f7§)WZ|XY(Z|Iay) - ZP /|X?(y/|$7Q)WZ\XY(ZW?J/)

Yy Yy

<2 Z Px(z)Px (Z) Py (9) ZPY|X}7(y|577g)WZ|XY(Z|Ia y) — Px (2)Px (Z) Py (9) Z Py xy (¥ [z, )W xy (212, )

z,%,7,2 Y y'
_ (1) (2)
— ddpy (PXP PVl o5 Px PPy VZ‘XXY)
(a)
< 16¢y/m,

where (a) follows from (84). With this, we have shown (86). Using (85) and (86), we have shown that for the given channel
there exist conditional distributions Qy| ¢y and @y, x ¢ such that

z,%,Y,2

max{ max ZQy\Xy( |, y)WZ\XY( zlx,y) ZQX/\XX@/Wf)WZ\XY(ZW,ﬂ) )

} < Sc\ﬁ. 87)
Q

max
T,%,Y,%

ZQy|Xy( |, y)WZ|XY( 2|z, y) ZQY\X?(?JIWQ)WZ\XY(ZWZUI)

y/

Suppose the channel is not A-spoofable (i.e. (7) does not hold), then for every pair (QY‘X};, Qx \XX) , there exists ¢ (QY‘X);, Qx \XX) >
0 such that the following holds:

ZQy\Xy(yW y)WZ|XY 2|z, y) ZQX/\XX |Ia57)WZ|XY(Z|I/7g) )

max max
z,T,Y,2

max
T,T,Y,2

} > ¢ (QY|X}77QX/|XX) .

ZQY|)~(Y(y|j7Q)WZ\XY(Z|x7y) - ZQY|X}7(yI|xvg)WZ\XY(Z|i.7 y/)

y/

This contradicts (87) for 1 small enough such that ¢ QY‘ P LY XX X) > 8cy/n/ a?. This completes the proof for a channel
which is not A spoofable. The proof for a channel which is not B spoofable is along the similar lines. It can be obtained
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by interchanging the roles of users A and B and making the following replacements in the above proof: X 51y -
X, X=X}, andY — Ys.

APPENDIX C
Proof of Theorem 7

Proof. For some Pa and Py satisfying min,cx Pa(x), minycy Pa(y) > a for some o > 0, € > 0 (TBD), n > np(¢) and a
rate pair (Ra, Rg) € Ra(Pa, Ps) given by (34) with Ra, Rg > ¢, consider the codebook given by Lemma 4.

Encoding. Let Ny = 2"Ba Ng = 2"8e M = {1,...,Na} and Mg = {1,..., Ng}. For ma € Ma, fa(ma) = @, and
for mg € Mg, fB(mB) = Ymg-

Decoding. For a parameter 17 > 0 (TBD), let D,, be the set of joint distributions defined as

= {Pxyz € Piyyxz: D(Pxyz||PxPyW) <n}.

For a given codebook, the parameter 7 and the received channel output sequence z, decoding happens in five steps. In the first

step, we populate sets A; and B; containing candidate messages for user A and B respectively. In steps 2-5, we prune these

sets by sequentially removing the candidates which do not satisfy certain conditions.

Step 1: Let A1 = {ma € Ma : (fa(ma),y,2z) € T%y, for some g € V" such that Pxyz € D,} and
By = {mp € Mg : (&, fa(mg),z) € T%y , for some & € X" such that Pxyz € D,}.

Step 2: Let C1 = {ma € A; : for every mp1, mp2 € By and y € Y™ with (fa(ma), y, fe(e1), fe(me2), 2) € T;Y{,I%Z
that satisfies Pxyz € D,,, we have 1(371}72;XZ|Y) > n}. Let As = A; )\ Ch.

Step 3: Let Co = {mg € By : for every a1, maz € Az and & € X" with (&, fg(ms), fa(ma1), fa(Mmaz),z) € T;YXlXQZ
that satisfies Pxyz € D,,, we have I(XlXQ, YZ|X) > n}. Let Bo = By \ Co.

Step 4: Let C3 = {ma € Ay : forevery (ma, mg) € AaxBa, ma # ma and g € Y" with (fa(ma), g, fa(ma), fa(ms), z) €
1%y ¢y, such that Pxyz € Dy, we have I(XY; XZ|Y) > n}. Let A3 = A\ Cs.

Step 5: LetCy = {mB € B, : for every (mA, mB) € A3xBs, mp # mp and & € X" with (il_t, fB(mB), fA(ThA), fB(ThB), Z) S
T%. v, such that Pxyz € Dy, we have I(XY;Y Z|X) > n}. Let Bs = By \ Cu.

After steps 1-5, the decoded output is as follows.

def

12

(ma,mp) if A3 x By = {(ma, mg)},

a if |A3|:0, |B3|750,
$(z) = ,

b if |A3] #0, |B3| =0 and

(1,1) otherwise.

Similar to the decoder for achievability of Theorem 1, the last of the above cases (i.e. ¢(z) = (1,1)) occurs when either of
the following two events occur: (i) |As| = |Bs| = 0 and (ii) | 43|, |Bs| > 1 and |A3| + |Bs| > 3. The first event will be shown
to be an atypical event and hence will occur with vanishing probability. For small enough choices of > 0, Lemma 6 implies
that the second event cannot happen in a non-spoofable channel. We consider such an 7.

As noted previously (see (6)) Pehon < Pema A + Pema . Thus, it is sufficient to analyze the case when one of the
users is adversarial. We first consider the case when user B is malicious while user A is honest. Recall that for Eﬁm =
{z: ¢a(z) ¢ {ma,b}}, the probability of error is

PemalB—;relg})be_A Z Wn A|fA(mA)7y)'
ma€EMa

For each y € Y, we will obtain a uniform upper bound on P, m, g which goes to zero as n — oo. So, let us suppose that
user B attacks with y € Y™ and analyze

Z W™(EN | fa(ma), y).

mAGMA

For some ¢ (TBD) satisfying 0 < ¢ < /3, let

def

H={ma: (®m,,y) € T¥y such that [(X;Y) > e€}.

Then,
P< —|%| 5 D WERfa(ma),y)
mAEHC
2Note that the statement ( fa(ma), ¥, fa(/g1), fa(p2), 2) € T;Y? vz is used to define the distribution PXYY1 Yoz
1Y2
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= P+ Ps.
Here, ¢ denotes the complement of 7. The first term on the RHS,
| {mA : (wmAvy) € T)’%Yv I(X,Y) > 6}|
Na

which goes to zero as n — oo by (14) and noting that there are only polynomially many types. In order to analyze the second
term P, for y' € Y7, let £;(y’) be defined as

P < |P;L(><y| X

EY) ={z: (®m,, Y, 2) € T}y, for some Pxyz € D,}.

Then,
1
P, = N_ Z Wn(grﬁAlfA(mA)ay)
A maEHE
. 1 n c A A
=N Z W™((Ex(y)° NER) U (Erly) NER,) | falma), y)
A maEH®
1
A D WH(E)°) | falma),y) + WH((Ex(y) N ER,) [fa(ma), y)
A maEHSE
1 n 1 n
~ Na Z Z Z W"(z|@m,,y) | + A Z Z Z W™(z|Zm,, y)
A ma€HS \ Pxyz€Dy, ZGTZ\XY(mmA’y) A ma€H® \ Pxyz€D,y ZETZ‘XY(mmA,y)QSﬁnA
=: Py, + Pyy.

To analyze P»,, consider any ma € HC,

Z Z W (z[@m,, y) < Z exp (—nD(Pxyz||PxyW))
Pxy z€D5. €T vy (®ma,Y) Pxyz€Dg,
I(X;Y)<e I(X;Y)<e

= Z exp (—n (D(Pxyz||Px Py W) — I(X;Y)))

Pxyz€DE,
I(X;Y)<e

= >  exp(-n(n-—e)
Pxyz€DS,
I(X;Y)<e

Dyl exp (=n (1 — €)).

IN

Thus,

Pro < Bl D1 exp (-7 )
— 0ase<n/3and Dy < (n+ D

We are left to analyze

o= S | X 3 W™ (2], )

ma€H \ Pxyz€Dy zeTg‘XY(mmA,y)ﬁf)ﬁlA
In order to proceed, we define the following sets,
P! ={Pxxvvz € P¥xxxyxyxz : Pxyvz € Dy, Pgy., € D, for some P, 1%z Pxvz € Dy
for some Py, g, Px = Pg = Pa, Py = Pg, I(Y; X) < 2p, I(Y; X) < 27 and I(XY; X Z[Y) > n}
P ={Pxv,v,vz € Prxyxyxyxz : Pxyz € Dy, Px1y, 7 € Dy for some Py g 7, Py, € Dy
for some P ;|{/227PX = Pa, Py, = Py, = Pg and IV Yy XZ|Y) > n}.
For Py ¢yy, € Py and Pyy v\, € Py, let
gmAvl(PXXYYZ) = {Z : E(ﬁlA, ﬁlB) € MA X MB; ﬁlA # mA7 (mmAawﬁIAayvyﬁlB)z) € T;Xy?z} and

Emn2(Pxi,7,y2) = {2+ Ime1, es € Me, (T, Yiner s Yines Y 2) € Ty gy 1)
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With these definitions,

(a)
{z € Tglxy(mmA,y) ﬁEﬁLA where Pxyz € Dn} C{z:macAiNCi}U{z:mpe A3NC5}

(b)
< (UPXY/I?2yzepggmA72(PXY/1Y/2YZ)) U (UPX)EY/YZGPI]gmA’l(PXXY/YZ))

(83)

where (a) follows from the decoder definition (Note that z € T vy (®m,,y) for Pxyz € D, implies that z € A; and
z € 87’,\“\ further implies that it was eliminated in Step 2 or Step 4, i.e., z € Ay NC} or z € A2 N C3). To see (b), first notice
that {z : ma € A1 NC1} C (pryl?zyzepgé’mA,g(PXﬁ?zyz)). Further, for ma € Cs, we only consider pairs (ma, mg)
belonging to Az x Bz defined in Step 2 and Step 3. Thus, for (Tm,, Y, Tm,, Yme, 2) € T;YX?Z’ we have Pxyz € Dy,
Pgy. 4 € Dy for some Py 5, Py, € Dy for some Py, g, and I(XX;YZ|X') <n (see Step 3). For such distributions,

the following lemma implies that {z : ma € A2 N C5} C (UPXX{/YZGPTEmAvl(PXXY/YZ))‘

Lemma 15. For a distribution Pyy v yiv7 € Pyyyxxxyxxxyxz satisfying

(A) Pxyz € Dy,

(B) Pgy.y € Dy

(C) PX/Y/Z € D,, and

(D) I(XX;YZ|X') <n,

we have I(Y; X) < 2nand I(Y; X) < 2n.

The proof of this lemma is given after the current proof. It follows by adding (C') and (D) and an application of log-sum
inequality. Continuing the analysis of Py, we use (88) to write

Py, :NL Z Z Z Wn(z|wmmy)

ma€EHe \ Pxyz€Dy ZGTE\XY(Z""A .,y)ﬁ&‘)lA

1 n
S]\]_A Z Z W (Emp1 (Px vy z)|[®mas y)

MAEMa Py g9y 7 €PY

1
T 2 2 W Eme(Penryg)En ) (89)

mAEMa Pxvvovz EP;

We see that [P{| and |P;| grow at most polynomial in n. So, it will suffice to uniformly upper bound W" (€, 1 (Px 53y )| mas Y)
and W™ (5mA,2(PX{/1{/2y Z)|:BmA,y) by a term exponentially decreasing in n for all Py ¢y, € PY, Pyy.v,vz € Pg and
ma € Ma. We start with W™ (E,,1(Py 5y 2)|®ma, ¥). By using (15), we see that for Py ¢y, € P; such that

I (X; XYY) > |Ra — I(X;YY)[* + |Rs — I(V;Y)[* +¢, (90)
we have,

HmA : (Tmpy Tig, Ymss Y) € T% ¢ for some mma # ma and some mBH

Na

< exp{—ne/2}.
So, for all Py g3+, € Py satisfying (90),

1 n
Na Z W™ (Empn (Px 53y 2)[®ma, Y)

maEHe

1 mn
= 3 > W (z|@m,, y)

ma:(@mp T g Ymg Y)ETY 5oy 2€TY oo o (Bmp @iy Y Ying)
maEMa,ma#Ema,mgEMsg

< exp{—ne/2}.
Thus, it is sufficient to consider distributions Py ¢y, € Py for which
I(X;XYY) <|Ra - I(X;YY)[* +|Re — IV V)| + . 1)
For Py ¢y, € Py satisfying (91),

Z W (z|@m,, y)

2€€mp1(Pxgyyz)
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— Z Z W"(z|:va, y)

o~ o~ e~ . - - n
mA,mB-mA;émTAn z2:(Tmp Tmp Yrig ¥,2)ETY oo
(@mp T Ying YETY g vy

Z |T;\XX}7Y($WA’ T Yrig Y)|

(a)
<
a |T§|XY($mAvy)|

MA, B MAEMA
(®mp Tinp Ymg Y)ETy 3
g Yrg Y ETR g oy

exp (nH(Z|XX17Y))

D>
- L= (n+ 1)~ 1XIVIZlexp (nH (Z|XY))
MA,MBMAEMA
(mmA,wmA7ymB7y)€T;;n-,y
(¢) -~
< 3 exp (—n (I(Z; XY|XY) - e))

ma,mg:
(@mp @ip Yimg Y ET Y g vy

< exp (n (|RA X YXY)F 4 |Rs — I(V: XY)[* — I(Z; XV|XY) + 26)) 92)
where (a) follows by noting that whenever z belongs to T% 37y (Tmas Ting, Yrmgs Y), 2 also belongs 10 T7) vy (T, Y);
and for each z € Tg‘xy(wmA,y), the value of W"(z|@y,,,y) is the same and is upper bounded by 1/|T§‘Xy(mmA, y)|. (b)
follows from (22), (¢) holds for large n and (d) follows from (16). To analyze (92), we will separately consider the following
cases which together cover all the possibilities.

1) Ra < I(X;YY) and Rg < I(Y;Y)

2) I(X;YY) < Rp and Rg < I(Y; XY)

3) Ra < I(X;YXY) and I(Y;Y) < Rg

4) I(X;YXY) < Ra and I(Y; XY) < Rg
Case 1: Ra < I(X;YY) and Rg < I(Y;Y)
In this case, (91) implies that I(X; XY'Y') < e which implies that I(X; XY|Y") < e. Thus, using the condition I(X Z; XY|Y) >
1 from definition of P{, we see that

I(Z; XY |XY)=I1(XZ;XY|Y) - I(X; XY|Y)
>1n — €.

Using (92), this implies that

Z W™ (z|m,, y) < exp (—n (n — 3¢))
2€E€mp,1(Px vy z)
— 0 because 1 > 3e.
Case 2: I(X;YY) < Ra and Rg < I(Y; XY)
Using (91), we have

—|Re —I(Y;Y)|" <RA—I(X;YY) - I(X;XYY) +¢
=Ra—I(X;YY)—I(X;YY) - I(X; X|YY) +¢
=Ra—I(X;YXY)—I(X;YY)+e
This implies that
Ra—I(X;YXY)4e>I(X;YY)—|Rs — I(Y;Y)|*.
We will argue that the RHS of the above inequality is non-negative. When Rg < I (Y;Y), the RHS is I(X;YY) which is
non-negative. Otherwise, when I(Y;Y) < Rg < I(Y; XY),
I(X;YY)—|Rg — I(Y;Y)|F = I(X;YY) - Rg + I(Y;Y)
= I(X;Y)+ I[(X;Y|Y) = Rg + I(Y;Y)
I(Y;XY)— Rg + I(X;Y) > 0.
So, again the RHS is non-negative. This implies that Ry > I(X;Y XY )—e. Hence |[Ra—I(X; Y XY)|T < Ra—I(X;Y XY )+
€. Thus, from (92),

3 W@, y) < exp (n (RA (X YXY) — [(Z: XV|XY) + 36))

z2E€Em 1
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( (RA (X YXY) — I(Z;V|XY) — [(Z; X[V XY) + 36))
= exp (n (RA (X ZYXY) — [(Z;Y|XY) + 36))
(n (Ra—1(X: 2
(n (Ra - 1(X:2

X.2Y) + 36)) (93)

n
—0for Ra< min I(X;Z|Y) - 3e

PX)_(}_/YZEPIT]
Taking limit P} — P? (recall that € < 1/3), we get the following rate bound

Ra < min  I(X;Z]Y). (94)
Pxxvyz€PY
Case 3: Ry < I(X;YXY) and I(Y;Y) < Rg
Using (91), we obtain that

—|Ra —I(X;YY)|[* <Rg —I(Y;Y) — (X XYY)+
=Rg —I(Y;Y) ~ I(X;Y) ~ <X;Y|Y> —I(X;X|YY) +e
=Rsg —I(Y;XY) - I(X; Y) - I(X;X|YY) +e¢

This implies that
Re —I(Y;XY)+e>I(X;Y)+ I(X; X|YY) = |Ra — I(X;YY)|T.

Similar to the previous case, we will argue that RHS of the above inequality is non-negative. When Ra < I (f( ; f’Y), it is
clearly true. Otherwise, when I(X;YY) < Ra < I(X;Y XY), then

I(X;X|YY) = |Ra — I(X;YY)|" = I(X; X|YY) — Ra + I(X; YY)
=I(X;YXY)— Ra>0.

Thus, for Ra < I(X;YXY) and I(Y;Y) < Rg, we have Rg — I(Y; XY) + € > 0. This implies that |Rg — I(Y; XY)|* <
Rg — I(Y; XY') + €. So, from (92),

Z W™ (z|zm,, y) <

2€E€mp1 (Pxxvyz)

Re — I(Y; XY) — I(Z; XY|XY) +3e))

Re — I(Y;XY) — I(Z;Y|XY) — I(Z; X|XYY) + 36))

n(Rs — I(V;XZ) + 36)) (95)
< exp( Re — I(V; Z|X) + 36))
— 0if Rg < min  I(Y;Z|X) — 3e.

Pxxvyz€PY

exp (n
(n (e - 1¢
= exp (n (RB 1(V;XYZ)— (Z;X|XY?)+3E))
exp (v (R~ 1(
(Rs — 1(

Taking limit 73{7 — 7310, we get the rate bound,
Rg < min I(Y;Z|X). (96)
Pxxvyz€PY

Case 4: I(X;YXY) < Ra and I(Y; XY) < Rg
From (92), we have

3 W™ (2|2, y) < exp( Ra— I(X;YXY)+ Rg — I(V; XY) —I(Z;X?|XY)+26)) 97)

2€E€mp 1 (Pxxvyz)

— exp (n Ra+ Rg — I(XY;XYZ) + 36))

(
< exp (n (RA I(X;XY|Y) + Rg — I(V; XY) — I(Z; XY|XY) + 26))
(
< exp ( (RA +Rg —I(XY;2Z)+ 36))

— 0if Ra + Rg < min _ [(XY;Z) -

Pxxvyz€PY
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Taking limit 73{7 — 7310, we get the rate bound,

Ra+Rs< min I(XY;2) (98)

Pxxvyz€P?
We define

P = {Pxxyyz € Phxyxxxyxz : Pxvz € Do, Pxyrz € Do for some Py 5z, Px/yz € Do
for some Py |y, Px = Px = Pa, Py = Pg and I(X;Y) =0, I(X;Y) = 0}

We see that 73? - Pf . Using this and collecting (94), (96) and (98), we obtain,

Rp < min  I(X;Z]Y) (99)
Pxxyyz€P

Rg < min  I(Y;Z|X) (100)
Pxxyyz€P

Ra+ Rg < min  I(XY;Z2) (101)
Pxxyyz€P

Now, we move to the analysis of W™ (gmAv2(PX}71)~/2YZ)|mmA’ y) (see the second term in the RHS of (89)). We see that
by using (17), it is sufficient to consider distribution Pyy, v,y 7 € PJ for which

1(X:Va¥aY ) < [Re — (Vs V)| + [Re — (Vo AY)| + . (102)

For Pyy v,y € Py satisfying (102),

Z W"(z|Zm,, y)

2€Emp 2(Pxy vyvz)

< Z Z W"(z|$mA, Y)

MB1,MB2:ME1 ZME2 z:(x 5 7 z)eT™
s # 82> ( mp Ympgy  YmpgoH Y ) X

1YY Z
(mnlA yYmgy »Ymgo )y)eTX}_/lS_/2Y

Z T;\Xfﬁ}}gY(mmA’ Yigy s Ymgas y)|

< D
|TZ‘XY(mmA7 y)|

MB1,MB2:MB1 A MB2,
77,
(mnlA yYmgy »Ymgo ’y)eTX}_/l Yy

exp (nH(Z|Xf/1§72Y))
< >
L = (n+ 1)~ 1XIVIIZlexp (nH(Z|XY))
MB1,7MB2 MB1F M2,
(@mp Yrngy *Yrngy *y)eTx?l Yov
(a) -~
< 3 exp (—n (I(Z; ViVa|XY) — e))
Me1,Me2:ME1 ZMB2,
(@mp Yy Yrige YTy 7y

(b) - - -~

< exp (n (|Re — I(Vi; XY)[* + [Rs — [(V; ViXY)[* = [(Z: hT|XY) + 2¢) ). (103)
where (a) holds for large n and (b) follows from (18).

_ Note that, in the analysis of W™ (Ema1(Px 57y 2)|®ma,y) (see the steps leading to (92)), if we replace Ra with Rg,
Y with Y7 and X with Y5, (92) changes to (103) and the condition (91) on the distribution changes to (102). With these
replacements, we see that (103) goes to zero when the following hold (cf. (93),(95),(97)):

Rg < I(Yy; ZY1) — 3¢ (104)
Re <I(Y1;XZ)— 3¢ (105)
2Rg < I(Yy; ViXYZ) + I(Y1; XY Z) — 3. (106)

Here, (106) is obtained by noting that I (Ya; Vi XY)+1(Y1; XY)+I(Z; V1Y | XY) = I(Yy; ViIXY)+I(Yi; XY)+I(Z; V1| XY )+
I(Z;Y2|XYY1). We first note that the rate bounds in (104), (105) and (106) still hold when
Rg < I(Y2; Z) — 3¢
Rg < I(Y1:Z) — 3¢
2Rg < I(Yo; Z) + I(Y1; Z) — 3e.
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With this, we proceed similar to the previous case and define

+ def
Py ={Pxy.7,vz € Pysxyxyxyxz : Pxvz € Do, Py:¢, 7 € Do for some Py, p 7,

Py.y,7 € Do for some Py, y ,, Px = Pa, Py, = Py, = Pg}.

Note that PJ C P5. Using this and taking limit Py — PY we get the following rate bounds,

Rg < min ~ [(Ys; Z) (107)
Pxyv,7,2€PS

Rg < min I1(Y1;2) (108)
Pxyv,7,2€PS

2R < min  I(Ye; Z) + I(Ya; Z) (109)
Pxyv,v,z€EPS

When user A is malicious, error will occur either in Step 1 or Step 3 or Step 5. Similar to the current case, we can show that
error will not happen in Step I w.h.p. because of typicality. For Step 3 and Step 5, we will get bounds of the form (99), (100)
and (101). This is because we only consider the candidates which have passed Step 2. Hence, we get independence conditions
(as we got from Lemma 15 here). Thus, combining (99), (100), (101), (107), (108),(109) and bounds from the case when user
A is malicious, we get the following rate region:
Ra < min I(X;Z|Y)
Pxvyixryz€P
Rg < min  I(Y;2)
Pxyixry z€EP
where P is the set of distributions
P = {Pxy/xiyz: Pxyrz = PAPy:W, Pxiyz = Px/PsW, X 1LY},
This gives us one corner point (given by (34)) of the rate region, we get the other corner point (given by (33)) by changing
the order of decoding by performing Step 3 before Step 2.
O

Proof of Lemma 15. Adding (C') and (D),
20 > D(Py.,5,||Px Ps W) + [(XX;Y Z|X")
= D(PX'?ZHPX’PY/W) + D(PX/Y/XXZ||PX’PXX|X'P?Z\X/)
Pys@,5,2) Poro g (25,25, )
= Py (2, 9,2,%,2) | lo raa £ . +1lo X'YXX7 ;
2. Pevasaly >< g{Px«x')Py() ) T Pe@)

z!,,x,%,2 ( |:E Y € PXX|X’(:E (E|.’II) YZ\X’(yVZ'x)

g PX,YXXZ x Uy X, &y 2)

v 2 (@9, 2) X Pyryx 7@, 0,2, 3, 2)
PX’ (

o G |2, 9) X Px (') Py g x/ (@, ') Py 7, (9, 2|2")

Z Pyyxxz(@, 5,2, &, 2) (log{PX, X’Yxxz(x 9,2,8,2) / })
)

o Grmd W(zlz',y) Xx\x/(x z|z’)

X/YXXZ(I y,x ,z) )
(zlz',9)

E Pyrvxsz@ 92,2, 2) | log P;
@' §,x, &,z Pyixx (@', 2,7)

_D(PX’YXXZHP PXXPX’|XX
a)
> D(Py xx||Py Pxx)

—

= I(V; XX),
where (a) follows from the log-sum inequality. Note that IYV;XX)=I1(Y; X)+1(Y; X|X)=1(Y; X)+I(Y; X|X). Thus,
I(Y; XX) < 25 implies I(Y; X) < 25 and I(Y; X) < 27 as mutual information is always non-negative. O
APPENDIX D

PROOF OF THEOREM 12

We first prove Lemma 16 which gives the randomness reduction argument.
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Lemma 16 (Randomness reduction). There exists ng(-) : R™ — N such that given any (Na, Ng, La, Lg,n) adversary
identifying code (Fp, Fg, ¢F, ry) With Prand denoting its average probability of error and € > 0, if

€ > 2log(1 4 Prond),

and n > ng(€) there exists an (Na, Ng,n?,n?, n) adversary identifying code (Fj, Fg, ¢ry, Fy) where the distributions pr; and
pry are the uniform distributions over encoder sets T'y C T'a and T'y C T'g (with |T', | ITg| = n?) respectively, and the
average probability of error is at most €. That is,

S Y s X WA, flme) <. (110)
ma€EM z:hpr (2
m’;EM’; Rert ¢{?§f,§,f51(s>)}

max N > Z% > W" (2|, fg(ms)) | < € and (111)

frery, meEMs fiETy #0511 (%)
g{(Max{mg})u{a}}

max NA > Z% > W™ (z|fa(ma),y) | <e (112)

yey

FLer, maEMa fLeT) z:zbf/\yfé(z)
E{({ma}xMg)u{b}}
Proof. The proof is along the lines of [28, Lemma 12.8] and Jahn [11, Theorem 1]. Let {Fa, 1} 1=1,. n be i.i.d. according
to pr,. Similarly, let {Fs;},j =1,...,n% be i.i.d. according to pp,. Further, let {Fa Z} _, and {FB J} , be independent.

Define ea(fa, f8,) to be the error probablhty for fixed encoding maps fa for user A and fg for user B and the channel
inputs chosen by the adversarial user A as x, i.e.,

e 1 n
ea(fa, fe: )EN > > W™ (z|z, fe(ms)) -
B mgEMp z:¢fA’fB (z)
g(Max{ms})u{a}

Similarly, for adversarial user B with input y € yn let eg(fa, f&,y) be defined as

es(fa, fo,y) & N > > W™ (2] fa(ma), y) -

maEMa z:quA,fB(z)
g({ma}xMg)u{b}

When both users are honest, we define

de 1 n
Unf) e Y S W (el alma). fo(me)).
AYB (mA7mB)€MA><MB z:‘bfA,fB(z)

#(ma,msp)

For any j,j’ € [1 : n?], note that ea(Fa ;, Fg,j/, ), es(Fa;, Fs,j:,y) and e(Fa j, Fi j/), as functions of Fa ; and Fg j/, are
random variables. We will show that

P{ (ﬁ > ellay o) > 6) U ( U (% > ealFay Foyx) > e))

4,3’ €[1:n?] xEX™,jE[1:n?] j'€1l:n?]

U< U (% Z eB(FA,j,FB,j’ay)th))} (113)

yeY™,j’ €[1n?] jE[1:n?]

is less than 1. This will imply the existence of n? deterministic encoders Iy = {fa; : j € [l : n?]} and g = {fg; : j € [L : n?]}
satisfying (110), (111) and (112).

For j' € n?, a fixed encoder fa for user A and an input vector  for malicious user A, let €4 (fa, Py, ) o Er, ea(fa, Fg,jr, ).
Note that for the given code (Fa, Fg, ¢r, ry ), the average probability of error when user A is malicious,

d *
Pé(ﬁﬁl A = MaxXgexn €A(fa, Py, T).
fa€lA
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For any j € [1:n?],

Z ea(Faj, Fej,x)>e| =P |exp ea(Faj, Fgjr ) | > exp (n’e)
j’ €[1:n?] j'€[1:n?]

< exp (—n’¢) E |exp Z ea(Faj, Fe.j, )
j'€[1:n?]

= exp (—n’¢) E H exp (ea(Fa,j, Fg, jr,x))

LJ’ €[1:n?]
But,
E| Il ep(ea(FasFoy@)| =En, B, myoim, | 11 exp(ealFas: Fe )
j€ltin?] j'€ltin?]
= > 2N by o Fa=1a | L] P (ea(Fay, Fo i, @)
fA€TA j'€[1:n?]
(a)
= > prfa) ] Er, lexp(ealfa Fo i @))]
fa€lA j'€[1:n2?]
®) n?
= Z pFA(fA) (EFB,1 [eXp (eA(an FB.,lv :B))])
Ja€lA
(©) 2
< Z pFA(fA) (]EFB,I [1 + eA(an FB,la w)])
Ja€LA
712
= Z DFy (fA) (1 + ]EFB,I [eA(fAu FB,lu ilt)])
fa€TA
712
= Z PF, (fA) (1 + eZ(anstv w))
fa€TA
n2
< > pa(fa) (L+ Prmd )
fa€TA
< (L4 PP
where (a) holds because Fa ;1L (Fg1,. .., Fg ,2) and {exp (ea(fa, FBj', :B))};il are i.i.d. random variables. (b) also follows

from the i.i.d. nature of {exp (ea(fa, Fs ;, :c))};f:l. To see inequality (c), recall that exp («) stands for 2% which is upper
bounded by (1 + «) for 0 < « < 1. Thus,

1 )
P — Z ea(Faj, Fa ji,@) > e forany & € X™ and j € [1 : n?]
J’€[lin?]

<|x|"- n2 - exp (—’rL26) (1+ P;B‘nd)n2

log|X| 21
— exp {—n2 (e _ log|X] ZO8T jog(1+ Pgand)> } . (114
n

Similarly, we have

1 .
P n2 Z eg(Fa,j, Fgj,y) > e forany y € Y™ and j' € [1: n?]
jE[1:n?]
S |y|" . n2 - exp (_n2 (E _ 10g(1 4 Perand)))

1 21 .
= exp {—n2 (e _losDl ZO8T log(1 + Pgdﬂd)) } . (115)
n
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Next, we will compute an upper bound on P ( T 2ojelling] 2o e[l n2) €(Fa g, Fj) = ) To this end, let > = {7; : i
[0:n? — 1]} be a set of permutations (in fact cyclic shifts) of (1,2,...,n?) such that

7:(j) = (i + j) modn? for all j € [1 : n?].
With this,

1
TL2><7’L2 Z Z FAJaFBJ) =P % Z F Z e(FA_’j,FB)U(j)) 25

J€[1:n?] j'€[1:n?] oEX, 2 jE[1:n?]

def 1

For o € X2, let P, je[Lin2] G(FAJ', FB,U(j))-

P| Y P,=n%| <P(Uses,, (Pr >¢))

oEY 2
< Z (Py, > €)
o€EY 2

Note that for o € X,,2, P, are identically distributed random variables. Thus,

n2><n2 Yo D elFagFeg)ze| <n'P(Pr 20).
jE€[1:n2] 5 €[1:n2]
But,
1
]P)(PT() 26) =P ﬁ Z e(FAJ,FBﬂ.O(j)) ZE
jE[1:n2]

1
=P|— > e(Fa; Fej) > ¢

jE[1:n2]

=P Z e(Faj, Fs,j) > n’e

JE[1:n2]

=P |exp Z e(Faj,Fg,j) | > exp (n26)

JE[1:n?]

<exp (—n¢)E [exp [ Y e(Fay, Fs)

j€[1:n?]

2
Note that {e(Fa ;, FB)j)}?:l are i.i.d. random variables. Hence,

Elexp| Y e(Faj,Fs;) E| J] exp(e(Fa,, Fsj))

jE€[1:n2] jE[1:n2]

H E [exp (e(Faj, FB,5))]
J€[1:n2?]
= (E[exp (e(Fa1, FB,1)))"

(a) 2

< (1+E(e(Far, Fs))"

®) an?
< (1+ P

where (a) holds because for 0 < o < 1, exp(a) = 2% < 1+ « and (b) holds because for the given code (Fa, Fg, ¢r,, Fs)>
Pr‘md =E (e(FA,l, FB,l))- Thus,

e,hon

Z Z FAJ? Fg N ) >e| < n? exp (—nQE) (1 + Perand)"2

[1:n2] j'€[1:n?]
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= exp (2 10gn — 7’L2€ + 7’L2 log (1 4 P;and))

21
= exp (—n2 <e - ;’f" —log (1 + Pgand)>) : (116)

From (114), (115) and (116), we note that by using a union bound, (113) is upper bounded by

log|X| 21 1 21
exp {—n2 <e - —og| | - —ogn —log(1+ Pera“d)) } + exp {—n2 <e _ el A - —o2gn —log(1+ Pera“d)) }
n n

n n
2 2 1Og n rand
+exp|—n°|e— 5 —1og(1—|—P€ ) ,
n
which is less than 1 for large enough n(=: ng(e)) which depends only on the input alphabet sizes and e. O

Proof of Theorem 12. We first restate the theorem below.
Theorem. C = C"*" whenever (Ra, Rg) € C for some Ra, Rg > 0.

Since deterministic codes are a subset of randomized codes, C C C**™d. Tt only remains to show that C D crand whenever
(Rp, Rg) € C for some R), Rg > 0.

Let € > 0 (TBD) and large enough n satisfying n > ng(e) (given by Lemma 16). Consider an achievable rate pair
(Ra, Rg) € C™nd. This implies that for (Na, Ng) = (28, 27Re) | there exists an (Na, Ng, La, Lg, n) adversary identifying
code (Fa, Fg, ¢r, ;) with probability of error P*"¢ which vanishes with n. Choose € > 0 such that

€ > 2log(1 4 Prond),

By Lemma 16, there exists an (Na, Ng,n?,n?,n) adversary identifying code ( F\ F§, ¢ F F/) where the distributions pr; and
pry on the encoder sets Iy and I'g (with |F | = |Tg| = n?) respectively, are uniform, and the average probability of error is
at most €. That is,

Na - NB Z Z n2 x n2 n2 Z W™ (2| fain(ma), fe1s(mB)) <€, atn
mAgﬁA lAGn ¢folA’fB’lB (=)
me B lgen? ¢{(ma,mg)}
1 n
aeh = 2 2 oz > W" (z|z, fe1s) | < eand (118)
Inen? mBGMBlB€n2 Z:Pfp 1, So,15 (2)
g{(Max{mg})u{a}}
1 n
mx e 2 2o 2 WGy | <e ()
lsen? mAEMA In€n? z¢fAL 8,15 (=)
¢{({ma}x Ma)U{b}}

Further, since (Rj, Rg) € C for Ry, Rg > 0 (i.e. (R, Rp) is an achievable rate pair), there exists an (n?,n? k,) code
(fa, f8,¢) where k,,/n — 0 and

P.(fa, fo,0) < ¢ (120)

for large enough n. We choose sufficiently large n such that (117), (118), (119) and (120) hold. For a vector sequence
5 € SF»*™ for any alphabet S, we write § = (3, s), where 3 denotes the first k,-length part of § and s denotes the last
n-length part of the 5. Let (fa, fB. ) be a new (Na, Ng,7) code where 7 := k,, + n, message set for user-i € {A, B},
M; =[1:N;] = {1,2,...,n%} x [1 : N;]. Further, for Ipn € [1 : n?], ma € [1 : Na), let ma := (In,ma). We define
Fa(in) = Fallasma) == (fa(a), fats(ma) ). For 2 = (2,2), if 9(2) = (in, Is), we define (2) = 5, , s, . (2). Otherwise,
if $(2) € {a,b}, ¢(£) = $(2). Then, for the new code,

Pamie = max — 3 P ((M) # ({1} x Me) U {b}) ‘X = fa(ia), Y = y)

geYn NA

mAE./\;lA

_m<;N > B((642) ¢ {(tind < 12y U o)) U

(gxy)eyn -
(la,ma)EMa



46

(QE(ZA) = (la, lg) for some lg, ¢y, 1, (Z) ¢ ({ma} x Mg) U {b}) ’X = falla,ma),Y = (§ x y)))

< max o Y B((6(2) ¢ {({Ia} x [1:02)} U (b)) \X—anA),Y—g)

S max —g
geYhin N Ine[im?]
b omax e 30 P (60,0, (2) # ((ma) % Ms) U (b)) [X = funlma).¥ =)
yeyr  N?Np
lg€[1:n?] Ia€[1:n2]
ma€EMa
< 2e¢

where the last inequality follows from (119) and (120). Similarly, we can argue that P, ma o < 2¢. Next, we note from (6)
that Pe,hon < Pe,mal A+ Pe,mal B < 4e. O
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