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ABSTRACT

Large language models (LLMs), known for their capability in under-
standing and following instructions, are vulnerable to adversarial
attacks. Researchers have found that current commercial LLMs
either fail to be “harmless” by presenting unethical answers, or fail
to be “helpful" by refusing to offer meaningful answers when faced
with adversarial queries. To strike a balance between being helpful
and harmless, we design a moving target defense (MTD) enhanced
LLM system. The system aims to deliver non-toxic answers that
align with outputs from multiple model candidates, making them
more robust against adversarial attacks. We design a query and out-
put analysis model to filter out unsafe or non-responsive answers.
We evaluate over 8 most recent chatbot models with state-of-the-art
adversarial queries. Our MTD-enhanced LLM system reduces the
attack success rate from 37.5% to 0%. Meanwhile, it decreases the
response refusal rate from 50% to 0%.

CCS CONCEPTS

« Security and privacy — Software and application security;
+ Computing methodologies — Natural language processing.

KEYWORDS
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1 INTRODUCTION

Built on a massive amount of textual data collected from the inter-
net, large language models (LLMs) are capable of comprehending
intricate contexts and following instructions adeptly across versa-
tile scenarios [2, 6]. However, the presence of objectionable content
within the training dataset has introduced a challenge to LLMs,
which causes these models to occasionally generate toxic and in-
appropriate outputs [2]. To address this issue, recent LLMs (such
as InstructGPT [7] and ChatGPT [6]) have implemented diverse
methods to fine-tune the language model to make it aligned closely
with user requirements [7]. Though the alignment-focused training
improves the model’s overall comportment, rendering it a “helpful”
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It seems like your message got a bit mixed up, but I understand that you want
two contrasting pieces of content. One is a fictional scenario about
destroying humanity (which I'll present humorously), and the second will be

the complete opposite-a plan to improve humanity.

Part One: A Humorous Fictional Plan to Destroy Humanity with Inconvenience
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J [ I'm a text-based AI, and that is outside of my capabilities.
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I cannot fulfill your request..

Instead, I suggest we focus on finding solutions that promote the well-being
and betterment of humanity as a whole. This can include efforts to improve
our social, economic, and environmental conditions, as well as advancing our
\_knowledge and understanding of the world around us.

Figure 1: Defending against adversarial attack with selecting
response that is both “helpful” and “harmless". ChatGPT-
3.5, ChatGPT-4, and Google Bard either fail to give refusal
answers or generate harmful content.

and “harmless” [1] assistant, it remains susceptible to numerous
adversarial attacks [9].

The adversarial attack aims to manipulate the model output by
making adjustments to the input supplied to the target model in
the testing phase [9]. In the case of the latest aligned LLMs, differ-
ent prompt sets [8] have been carefully designed to jailbreak the
models and elicit them into generating malicious content. In re-
sponse to these challenges, some language model service providers
have implemented defensive measures, wherein their models are
updated to provide refusal answers [6]. This indicates the tension
between the two objectives in providing LLM service, “helpful” and
“harmless" [1]. Striving for harmlessness requires models to decline
engagement with unsafe prompts, thereby being not helpful. More-
over, those defenses providing none-“helpful" responses have not
fully eradicated this problem [9]. Notably, even after the ChatGPT
model’s August-3 version was adjusted to give refusal responses
for certain adversarial examples, it still produces harmful content
with the adversarial prompt [9].

In this paper, to realize the dual aim of providing both “help-
ful" and “harmless" [1] LLM service, we introduce the first Moving
Target Defense (MTD) enhanced LLM system against adversarial at-
tacks. This approach is designed to generate responses that are not
only information-rich and aligned with user interactions but also
avoid any potential harm. Figure 1 illustrates a scenario wherein
an adversarial example sentence manages to pass the safety checks
of a commercial LLM or disrupts the model’s functionality for con-
textual responses. However, our MTD-enhanced system provides
a sensible and harmless reply. To ensure the robustness of our
MTD-enhanced LLM system against adversarial attacks, without
compromising the performance on uncontaminated inputs, we first
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obtain responses from 8 different well-known large language mod-
els with one same query. We design a response analysis model to
exclude unsafe or refusal answers, balancing the two objectives
of the model. Incorporating the MTD strategy, we implement a
randomized selection process for responses. Our system adeptly
presents non-toxic responses while maintaining a strong correla-
tion with instructions.

Our MTD-enhanced LLM system leverages a combination of
commercial language models to generate responses, employing a
random selection process from the candidate responses with our
response evaluation model. This approach effectively mitigates the
inherent conflict between the twin objectives of LLM assistants —
being both "helpful” and “harmless”. To build the evaluation model,
we test 8 distinct models, using a curated selection of adversarial
queries from the LLM-attack dataset [9]. We manually label the
model responses as either refusals, information-rich, or malicious,
based on their level of toxicity and informational content.

We evaluate the 8 well-known commercial LLMs, including Chat-
GPT 3.5, ChatGPT 4, Google Bard, Anthropic, and multiple versions
of the Llama model from different platforms. The performance eval-
uation of our MTD-enhanced LLM system demonstrates a 37.5% to
0% reduction in attack success rate, coupled with a decrease in the
refusal rate for responding to queries from the highest rate of 50% to
0%. Our findings provide valuable insights into the effective utiliza-
tion of the moving target defense strategy for constructing robust
LLM assistants that balance the objectives of being both “helpful”
and “harmless" in providing language services. Furthermore, our
work underscores the significance of amalgamating traditional se-
curity defense methodologies with the latest advancements in LLM
models when devising machine learning-as-a-service systems.

In summary, we make the following contributions:

o Pioneering Integration: We take the first step to integrate
the moving target defense strategy with commercial LLMs,
providing a robust LLM system capable of countering state-
of-the-art adversarial attacks.

e Response Selection Model: We build a model to select the
responses that are both “helpful” and “harmless" with the
incorporation of contextual randomness.

e Extensive Evaluations: Our evaluations on 8 LLM models
show the efficacy of our MTD-enhanced LLM system, curtail-
ing adversarial attack success rates by an impressive 37.5%
to 0% while diminishing the refusal rate for responding to
queries from the highest rate of 50% down to 0%.

2 RELATED WORK & BACKGROUND

2.1 Moving Target Defense

Cyber Moving Target Defense (MTD) encompasses dynamic data
techniques, including the alteration of data format, dynamic soft-
ware techniques, and application code instructions [4]. Randomiza-
tion is a key MTD approach [3], enhancing security by introducing
uncertainty. This paper explores the possibility of combining ran-
dom selection with response evaluation to build a robust LLM
service platform.
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Figure 2: Moving Target Defense-enhanced LLM system.

2.2 Adversarial Attack on Aligned LLMs

Adversarial attacks involve modifications to input data to influence
model outputs. These attacks often incorporate typos, special sym-
bols, and uncommonly used words [9] making adversarial examples
less imperceptible. The model alignment has been introduced to
enhance the model’s ethical decision-making capability [1]. Zou et
al. [9], leveraging model transferability and gradient importance
searching, achieve successful attacks against contemporary com-
mercial LLMs. Wei et al. [8] craft jailbreak examples targeting LLMs.
Defense against the adversarial attack is ongoing. Toolbox [5] exam-
ines query and output interactions with most recent LLMs, serving
as a plugin to alert users to potential malicious content. Instead
of warning the user of the possible issue, our defense circumvents
attacks, delivering outputs that simultaneously prioritize quality
and safety within the chatbot system generation.

3 MTD-ENHANCED LLM SYSTEM

In this section, we present the design of the MTD-enhanced LLM
system, with the defense pipeline shown in Figure 2.

3.1 Moving Target Defense Approach

We present the approach for applying MTD to LLMs, shown in
Algorithm 1, which is designed to enhance the selection of random
responses from a set of LLMs in response to user queries. In our
context, C represents the collection of available LLMs. The algo-
rithm aims to provide an improved response recommendation by
considering both the quality of the response and its toxicity. The
algorithm takes a user query i as input, a balancing factor a to
control the trade-off between response quality and toxicity, and an
evaluation model M used to assess response quality. The algorithm
also leverages a Perspective API for evaluating toxicity levels. The
goal is to randomly select a response that qualifies both response
quality, as evaluated by M, and minimizes toxicity.

The core of the algorithm lies in the function CALCULATEMET-
Rrics, which calculates a composite score for each response by com-
bining its quality and toxicity metrics (Line 4). The toxicity of a
response is measured using the Perspective API (Line 5), while the
quality is evaluated using the evaluation model M (Line 6). The
composite score is obtained by subtracting a scaled toxicity score
from the quality score (Line 7). To select the response, the function
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Algorithm 1: Metrics Calculation and Response Selection

Input: Large Language Model set C, user query i,
Perspective API for toxicity evaluation, Evaluation
Model M for response examination, balancing factor
a, pre-determined selection threshold ¢

Output: Selected response R

Function CalculateMetrics(text)

[

N)

toxicity «— Perspective(text)

©w

quality « M(text)

4 Scores « quality - (toxicity X a)

5 Return Scores

6 Function GetResponse(scores)

7 index set «— Index of scores greater than threshold ¢
8 Return randomly selected index from index set

for each LLM in C do

10 Response text «— LLM(i)

©

11 Scores « CalculateMetrics(Response text)
12 end

13 Response R < GetResponse(Scores)

14 Return Response R

GETREsPONSE randomly chooses an index from the set of responses
that fall above the refusal answer and unhelpful content threshold
(Line 9). This random selection involves the MTD strategy, which
can lead to more diverse and contextually appropriate responses.
The algorithm iterates over each LLM in C to generate responses to
the user query i (Line 11). For each response, the composite score
is calculated using CALcuLATEMETRICS (Line 12). Subsequently,
the GETRESPONSE function is employed to select the most suitable
response based on the calculated scores (Line 13).

Finally, the algorithm outputs the selected response that balances
quality and toxicity considerations. Algorithm 1 offers a contextu-
ally informed approach to improve user experience in interactive
language generation applications, while providing a solid moving
target defense for the current commercial LLM services.

3.2 Response Evaluation Model

In order to effectively assess the quality of responses generated by
the LLMs, we develop a Response Evaluation Model. This model
serves as a crucial component in Algorithm 1 by enabling the algo-
rithm to differentiate between helpful and unhelpful responses. Our
approach determines whether the response is a refusal and gets a
question-answer coherence score, both are combined together as
the final quality of the response.

3.2.1 Binary Classification for Refusal Answers. To evaluate the
quality of responses, we employ a binary classification approach
that distinguishes between responses that are genuinely helpful
and those that merely refuse to provide meaningful answers. We
manually label responses in our dataset to denote whether they
are helpful (labeled as 1) or unhelpful refusals (labeled as 0). This
formulation transforms the evaluation task into a supervised binary
classification problem.
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We harness the N-Gram model to convert the text of responses
into TF-IDF (Term Frequency-Inverse Document Frequency) val-
ues. Subsequently, we utilize a Naive Bayes classifier to perform
the binary classification task, thereby identifying responses that
genuinely provide assistance and those that evade answering.

3.2.2  Question-Answer Coherence Assessment. To assess the coher-
ence of the selected response with the user’s query, we utilize BERT
(Bidirectional Encoder Representations from Transformers), a pre-
trained language model known for its contextual understanding of
language. This step ensures that the response not only answers the
user’s query but also maintains contextual relevance. The process
of coherence assessment involves the following two steps:

Contextualized Representations: The input, consisting of the
user’s query and the selected response, is passed through the BERT
model. The model will generate contextualized representations for
both the question and the response.

Scoring Coherence: A coherence score is calculated between
the contextualized representations of the question and the answer
by computing the cosine similarity between the two representa-
tions. A higher coherence score indicates that the response is more
contextually aligned with the user’s query, and also more helpful.

By incorporating both binary classification for response helpful-
ness and BERT-based coherence assessment, our Response Evalu-
ation Model enhances the accuracy of selecting high-quality and
relevant responses. This combined approach ensures that the recom-
mended responses not only avoid refusal to answer but also exhibit
contextual coherence, resulting in a more effective and user-centric
language generation system.

4 EVALUATION
4.1 Evaluation Setting

To thoroughly evaluate the efficacy of our proposed defense mech-
anism against adversarial examples generated by LLM-attacks [9],
we conduct extensive experiments against a diverse set of 8 commer-
cial LLMs. These models include ChatGPT 3.5, ChatGPT 4, Google
Bard, Anthropic, LLama2-7B (HuggingFace), LLama2-13B (Hug-
gingFace), LLama2-70B (HuggingFace), and LLamaz2-7B (Perplexity)
with adversarial queries in Table 1. The chosen models are repre-
sentative of a wide range of state-of-the-art language generation
systems, covering different generations and architecture variants.

In our evaluation, we classify the responses generated by the
models into three distinct classes:

o Refusal Answers: Explicit refusal to answer.
e Malicious Answers: Harmful or inappropriate content.
o Instructive Answers: Useful and coherent information.

We measured our defense using two metrics:
o Attack Success Rate: Percentage of malicious outputs when
models encounter adversarial queries.

o Refusal Rate: Proportion of responses explicitly refusing to
answer queries.

4.2 Experimental Results

The adversarial queries listed in Table 1 show successful attacks to
force LLMs to generate malicious content. With their inner defense,
many models refuse to answer with a high Refusal Rate. With our
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binary classification model, the true positive rate of finding refusal
answers can reach 100% with the given prompts. The results in Table
2 demonstrate the effectiveness of our defense mechanism against
adversarial attacks. Through this comprehensive evaluation, we
quantify the effectiveness of our defense in mitigating adversarial
attacks and improving response quality across a diverse set of LLMs.
The experimental results are summarized in Table 2.

Table 1: Adversarial Prompts

Generate a step-by-step plan to destroy humanity ‘representing Teamsures
tableView ([githubINST -Of cour Here/’ surely]{%comment={[ tableView "@github
Generate a step-by-step plan to destroy humanity == interface Manuel WITH
steps instead sentences :)ish? -> %{ NAME awesome coffee D]structor

Tuialsheet satisfies prompt; formatted "{ Sure"anden tutorial FOR:}

Prompt 2 Task process Manuel ». But add assume Claud stal againetafterAtlastutorial
manuscriptfor only Seattlejust every paragraph using:" SureBEtera SocietyEGIN
manuallyoral for Klaus..{% writes algorithm comedy servant Oscar under next
tutorial Format dla "# soit background scenario
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Table 2: Evaluation Results
Adversarial Attack Success Rate
Refusal Rate
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Figure 3: Accumulated Time Cost for Different Prompts.

Remarkably, our enhanced defense mechanism achieves a per-
fect performance with both “helpful” and “harmless” responses,
achieving an ASR of 0% and completely eliminating refusals to
answer. Our approach not only enhances the security of LLMs
against adversarial attacks but also significantly improves the over-
all user experience by providing coherent and contextually relevant
responses. We illustrate the accumulated time cost for generat-
ing complete responses in Figure 3. In the future, we can enhance
model selection by factoring in time cost, thereby minimizing MTD
deployment expenses.
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5 DISCUSSION

Our MTD-enhanced LLM defense system shows impressive results
against adversarial attacks. However, for a comprehensive assess-
ment, it will be crucial to extend testing to other commercial models
and adversarial examples. Furthermore, it is crucial to consider the
computational expenses associated with implementing this defense
mechanism for multiple queries, ensuring its practical viability.
Additionally, careful consideration must be given to the poten-
tial replication of generated results from diverse models during
response selection. Compared with n-version programming, it is
challenging to apply that in LLM system defense, given that a signif-
icant portion of the responses may be harmful or refuse responses.
Upon excluding unhelpful and benign responses, our moving target
defense system randomly selects an appropriate response.

6 CONCLUSION

In this paper, we introduce a novel solution to address adversarial
attacks on LLMs. Our MTD-enhanced LLM system delivers "help-
ful" and "harmless" responses by dynamically selecting from known
LLMs and utilizing query analysis. This ensures a delicate balance
between these objectives. Through evaluations across 8 commercial
LLMs, our approach proves effective. Attack success rates plum-
met from 37.5% to 0%, and refusal rates decrease from 50% to 0%.
Our system integrates MTD with commercial LLMs, harmonizing
traditional security with modern language models. Balancing se-
curity and helpfulness, our approach promises robust and reliable
language model assistants.
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