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ABSTRACT

As modern systems become ever more connected with complex dynamic coupling relationships,
developing safe control methods becomes paramount. In this paper, we discuss the relationship of
node-level safety definitions for individual agents with local neighborhood dynamics. We define a
collaborative control barrier function (CCBF) and provide conditions under which sets defined by
these functions will be forward invariant. We use collaborative node-level control barrier functions to
construct a novel decentralized algorithm for the safe control of collaborating network agents and
provide conditions under which the algorithm is guaranteed to converge to a viable set of safe control
actions for all agents. We illustrate these results on a networked susceptible-infected-susceptible
(SIS) model.

Keywords Network analysis and control · Safety-critical control · Cooperative control · Constrained control

1 Introduction

Networked dynamic systems have become ubiquitous in modern society, underpinning critical infrastructure, transporta-
tion, communication, and other coupled processes. In many applications, effective and safe operation in networked
systems is crucial, as disruptions in these interconnected systems can potentially have far-reaching societal and economic
consequences. One great challenge in effectively controlling such networked systems is the rate at which the complexity
scales with each additional node, where the computational complexity for even relatively simple networked models
can become exponentially intractable as these networks grow (i.e., as the number of nodes increases). To overcome
this scaling challenge, decentralized controllers are developed to scale with network growth. Decentralized control
laws become especially important when nodes represent independent agents with individual goals. Additionally, when
network agents are considered to be independent actors with individual objectives, cooperative control schemes allow
for coordination between networked agents via active communication [Li and Duan, 2017, Wang et al., 2017, Yu et al.,
2017], further emphasizing the importance of a decentralized control law in such systems.

One common strategy used to tackle the high dimensionality and complexity of networked systems is to break down
these potentially large systems into smaller, and therefore more readily solvable, components and provide methods for
composing a solution for the entire system. This strategy has been applied in the compositional construction of barrier
functions for networked systems [Nejati et al., 2022, Jahanshahi et al., 2022, Jagtap et al., 2020] where systems are
interconnected via input-output connections. Oftentimes, the input of other systems to an interconnected component is
treated as a bounded disturbance, leveraging small-gain theory when composing multiple barrier certificates [Anand
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et al., 2022]. Other work on composing barrier functions, although not explicitly for networked systems, uses geometric
methods to compose multiple safety constraints on second-order systems [Breeden and Panagou, 2023], which utilizes
principles of higher-order barrier functions [Xiao and Belta, 2021]. Work has also been presented on the composition of
neural certificates for networked systems [Zhang et al., 2023a], which uses deep learning to train scalable models with
networked connections based on principles of control Lyapunov functions combined with a small-gain assumption.

Another method for computing safety certificates for systems involves the use of signal temporal logic (STL) [Donzé,
2013, Raman et al., 2014, Deshmukh et al., 2017, Raman et al., 2015, Sadigh and Kapoor, 2016] which provides a
natural syntax for ensuring that a dynamic system meets certain safety requirements for all time. These methods have
been applied to networked systems with coupled dynamics to formulate both centralized and decentralized controllers
under STL tasks [Lindemann and Dimarogonas, 2020, 2019a,b] which can be applied to time-varying barrier functions.
Additionally, work has been done using assume-guarantee contracts and parameterized signal temporal logic (pSTL) as
an analogy for barrier certificates in networked systems with applications to power systems [Chen et al., 2020, 2019].
In these works, input from neighboring nodes in the network is treated as a bounded disturbance, which in the case of
[Chen et al., 2020], these disturbances are considered to be scalar and summable. Many of these works often focus on
the definition of safety for the network as a whole and use compositional methods to efficiently compute centralized
safety certificates [Song et al., 2022]. There is also recent work that uses machine learning to train distributed controllers
for scalable networked systems via graph neural networks [Zhou et al., 2020, Wu et al., 2020, Scarselli et al., 2008] to
implement safe multi-agent control [Fan et al., 2023] that can be tested by neighbors without knowledge of the control
inputs.

The field of cooperative control for multi-agent systems provides a rich body of literature that examines scenarios where
agents may share information over a communication network [Li and Duan, 2017, Wang et al., 2017, Yu et al., 2017].
In such formulations, agents typically share and receive information via either direct communication or broadcast
that enables cooperative control adjustments to be made [Huang et al., 2010, Li et al., 2021, Qu and Simaan, 2012].
However, in many formulations of cooperative control, a common assumption is that agent first-order dynamics are
independent of each other, thus the networked element is mainly facilitated via virtual communication. Contrasting in
this work, we wish to include the class of explicitly coupled systems and leverage any knowledge of the networked
dynamic structure in the formulation of safety requests.

While the current literature has explored some approaches for decentralized safety-critical control of networked dynamic
systems, the use of explicit coupled network dynamics for safety-critical control of individual network agents and the
implementation of active collaboration between coupled agents to achieve independent safety goals is, to the best of our
knowledge, an open problem. Therefore, in this work, we leverage the knowledge of the networked dynamics to define
a decentralized, collaborative safety condition and use this safety condition to construct an algorithm that facilitates the
individual safety of each node while simultaneously satisfying neighbors’ safety needs.

2 Preliminaries

In this section, we define the notation to be used in this paper, provide a general definition for the class of networked
dynamic systems discussed in this work, and discuss safety definitions for networked systems including node-level
definitions of safety and their relationship to network dynamics.

2.1 Notation

Let IntC, ∂C, |C| denote the interior, boundary, and cardinality of the set C, respectively. R and N are the set of real
numbers and positive integers, respectively. Let Dr denote the set of functions r-times continuously differentiable in all
arguments, and K the set of class-K functions. We define [n] ⊂ N to be a set of indices {1, 2, . . . , n}. We define the
Lie derivative of the function h : RN → R with respect to the vector field generated by f : RN → RN as

Lfh(x) =
∂h(x)

∂x
f(x). (1)

We define higher-order Lie derivatives with respect to the same vector field f with a recursive formula [Röbenack,
2008], where k > 1, as

Lk
fh(x) =

∂Lk−1
f h(x)

∂x
f(x). (2)
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2.2 Networked Dynamic System Model

We define a networked system using a graph G = (V, E), where V is the set of n = |V| nodes, E ⊆ V × V is the set of
edges. Let N+

i be the set of all neighbors with an incoming connection to node i, where

N+
i = {j ∈ [n] \ {i} : (i, j) ∈ E}. (3)

Similarly, all nodes with an outgoing connection from i to j are given by
N−

i = {j ∈ [n] \ {i} : (j, i) ∈ E}, (4)
with the complete set of neighboring nodes given by

Ni = N+
i ∪N

−
i . (5)

Further, we define the state vector for each node as xi ∈ RNi , with N =
∑

i∈[n]Ni being the state dimension of the

entire system, N+
i =

∑
j∈N+

i
Nj the combined dimension of incoming neighbor states, and xN+

i
∈ RN+

i denoting
the combined state vector of all incoming neighbors. Then, for each node i ∈ [n], we can describe its state dynamics,
which are nonlinear, time-invariant, and control-affine, as

ẋi = fi(xi, xN+
i
) + gi(xi)ui, (6)

where fi : RNi+N+
i → RNi and gi : RNi → RNi × RMi locally Lipschitz for all i ∈ [n], and ui ∈ Ui ⊂ RMi .

Note that in our formulation of a networked dynamic system, we include coupling effects and networked structure
as an integral part of our control-free model dynamics fi, rather than treating coupling connections as disturbances
or noise. In this sense, we aim to exploit any information the network structure provides in our control design. For
notational compactness, given a node i ∈ [n], we collect the 1-hop neighborhood state as xi = (xi, xN+

i
) and the 2-hop

neighborhood state as x+
i = (xi, xN+

i
, xN+

j
∀j ∈ N+

i ).

2.3 Safety Definitions

While the language and syntax of set invariance and barrier functions provide a mathematically succinct grammar for
describing theoretical safety, defining safety in practice requires careful delineation between desired safety goals and
actual viable safety in the defined state space with respect to the system dynamics. Additionally, when discussing
definitions of safety for networked dynamic systems, one must consider the possibly differing definitions of safety for
each node in the network. These node-level safety definitions become even more relevant when considering networked
models where nodes may be viewed as independent agents working to achieve individual or node-level goals. Thus, in
the context of a networked model defined in Section 2.2, we define a node-level safety constraint for node i ∈ [n] with
the set

Ci =
{
xi ∈ RNi : hi(xi) ≥ 0

}
, (7)

where hi ∈ Dr, r ≥ 1 and hi : RNi → R is a function whose zero-super-level set defines the region which node i ∈ [n]
considers to be safe (i.e., if hi(xi) < 0, then node i is no longer safe). We define the safety constraints for the entire
networked system as

C = C1 × · · · × Cn. (8)

Given the definitions of these safety constraints, we define the viable safe regions [Breeden and Panagou, 2023] for
each node as follows.
Definition 1. A set Si ⊆ Ci is called a node-level viability domain for node i if for every point xi(t0) ∈ Si there exist a
control signal ui(t) ∈ Ui with t ∈ T such that the trajectory xi(·) of (6) satisfies xi(t) ∈ Si for all t ∈ T .

We define a similar notion for the entire networked system, where we compose the dynamics for the entire system as
ẋ = f(x) + g(x)u (9)

where x ∈ RN , f : RN → RN , g : RN × RM → RN , M =
∑

i∈[n]Mi, and u ∈ U ⊂ RM with

U = U1 × · · · × Un,
which contains all the control actions taken across the network.
Definition 2. A set S ⊆ C is called a network viability domain if for every point x(t0) ∈ S there exist control signals
u(t) ∈ U with t ∈ T such that the trajectory x(·) of (9) satisfies x(t) ∈ S for all t ∈ T .

Note that viability domains may be defined by an implicit barrier function [Gurriet et al., 2020] with respect to a defined
backup set Sb ⊆ S which the system can safely return to within a given time horizon.

3
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2.4 Problem Statement

With system dynamics and safety definitions defined, we are prepared to formalize the problem we aim to solve in this
work as follows: Given a networked system with node-level dynamics defined by (6), individual safety requirements
defined by (7), and control constraints Ui ⊂ RMi , our objective is to design a decentralized control law ui(t), for all
i ∈ [n], that enforces forward invariance on Ci.

3 Safety in Networked Dynamic Systems

One challenge that comes from the definition of node-level safety constraints as defined in Section 2.3, which depend
only on the state of the given node, is that when evaluating the derivative of hi(xi) we must incorporate the network
influence of its neighbors j ∈ N+

i , where we define the derivative of hi as

ḣi(xi, ui) = Lfihi(xi) + Lgihi(xi)ui.

Notice that in this case, we can define the node-level constraint function as the mapping hi : RNi → R; however, the
dynamics of node i, whose dynamics are a function of all neighboring nodes in N+

i , require that ḣi : RNi+N+
i → R.

Therefore, even though we define hi with respect to only xi ∈ RNi , when computing the Lie derivative we must compute
the Jacobian with respect to all network states ∂hi(xi)

∂x , which naturally zeros out all states of nodes j /∈ N+
i ∪ {i} when

taking only the first derivative, but is relevant when we must consider higher-order derivatives of the constraint function
hi.

Recall the definition of high-order barrier functions (HOBF) [Xiao and Belta, 2021], where a series of functions are
defined in the following form

ψ0
i (x) := hi(x)

ψ1
i (x) := ψ̇0

i (x) + α1
i (ψ

0
i (x))

...

ψk
i (x) := ψ̇k−1

i (x) + αk
i (ψ

k−1
i (x)),

(10)

where α1
i (·), α1

i (·), . . . , αk
i (·) denote class-K functions of their argument. These functions provide definitions for the

corresponding series of sets
C1i := {x ∈ RN : ψ0

i (x) ≥ 0}
C2i := {x ∈ RN : ψ1

i (x) ≥ 0}
...

Cki := {x ∈ RN : ψk−1
i (x) ≥ 0},

(11)

which yield the following definition.

Definition 3. Let C1i , C2i , . . . , Cki be defined by (10) and (11). We have that hi is a kth-order node-level barrier function
(NBF) for node i ∈ [n] if hi ∈ Ck and there exist differentiable class-K functions α1

i , α
2
i , . . . , α

k
i such that ψk

i (x) ≥ 0

for all x ∈
⋂k

r=1 Cri .

This definition leads naturally to the following lemma (which is a direct result of Theorem 4 in [Xiao and Belta, 2021]).

Lemma 1. If hi is an NBF, the set
⋂k

r=1 Cri is forward invariant.

In this sense, under Lemma 1 we may consider

Si =
k⋂

r=1

Cri ⊆ Ci (12)

to be a node-level viability domain of Ci with respect to the (k − 1)-hop neighborhood dynamics of node i ∈ [n].

Thus, to analyze the effect of the 1-hop neighborhood dynamics on the safety of node i, we must compute the
second-order derivative of hi with respect to the network dynamics defined by (6), which can be expressed as

4
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ḧi(x
+
i , ui, uN+

i
, u̇i) =

∑
j∈N+

i

[
LfjLfihi(x

+
i ) + LgjLfihi(xi)uj

]
+ L2

fihi(xi) + u⊤i L2
gihi(xi)ui+Lgihi(xi)u̇i

+
(
LfiLgihi(xi)

⊤ + LgiLfihi(xi)
)
ui.

(13)

Notice that the dynamics of each neighbor j ∈ N+
i and u̇i appear in the second-order differential expression of hi. To

assist in our analysis of the high-order dynamics of hi, we make the following assumption.
Assumption 1. For a given node i ∈ [n], let u̇i := d(ui), where d(ui) : RMi → RMi is locally Lipschitz.

While obtaining a closed-form solution for u̇i may be challenging in some applications, in practice, d(ui) may be
approximated using discrete-time methods. For the purposes of implementing a decentralized control law, we need
only consider the 1-hop neighborhood dynamics of any given node, which may then be applied recursively across the
entire network. Additionally, since control is applied locally at each node, we have that the combined control for hi is
of mixed relative degree due to the control input of neighbors appearing in the second-order derivative of hi. Given
this structure in the 1-hop neighborhood controlled dynamics, we construct a similar series of functions to (10) for the
second-order system for the 1-hop neighborhood of node i ∈ [n], under Assumption 1, as

ψ0
i (xi) := hi(xi)

ψ1
i (xi, ui) := ψ̇0

i (xi, ui) + ηi(ψ
0
i (xi))

ψ2
i (x

+
i , ui, uN+

i
) := ψ̇1

i (x
+
i , ui, uN+

i
) + κi(ψ

1
i (xi, ui)),

(14)

where ηi, κi are class-K functions. We can also express ψ2
i (x

+
i , ui, uN+

i
) in terms of hi as

ψ2
i (x

+
i , ui, uN+

i
) = ḧi(x

+
i , ui, uN+

i
) + η̇i(hi(xi),xi, ui)

+ κi
(
ḣi(xi, ui) + ηi(hi(xi))

)
.

(15)

Further, we may rewrite (15) by collecting the terms independent of uj as

ψ2
i (x

+
i , ui, uN+

i
) =

∑
j∈N+

i

aij(xi)uj + ci(x
+
i , ui), (16)

where
aij(xi) = LgjLfihi(xi) (17)

and
ci(x, ui) =

∑
j∈N+

i

LfjLfihi(x
+
i ) + L

2
fihi(xi) + u⊤i L2

gihi(xi)ui

+
(
LfiLgihi(xi)

⊤ + LgiLfihi(xi)
)
ui+Lgihi(xi)d(ui)

+ η̇i
(
hi(xi),xi, ui

)
+ κi

(
ḣi(xi, ui) + ηi(hi(xi))

)
.

(18)

In this form, we may consider aij(xi) ∈ RMj to be the effect that node j ∈ N+
i has on the safety of node i ∈ [n]

via its own control inputs uj , and ci(x+
i , ui) is the effect that node i ∈ [n] has on its own safety combined with the

uncontrolled system dynamics. The functions in (14) in turn define the constraint sets

C1i = {xi ∈ RNi+N+
i : ψ0

i (xi) ≥ 0}

C2i = {xi ∈ RNi+N+
i : ∃ui ∈ Ui s.t. ψ1

i (xi, ui) ≥ 0}.
(19)

We may now formally define a collaborative control barrier function for node i that takes into account the control
actions of its incoming neighbors j ∈ N+

i .
Definition 4. Let C1i and C2i be defined by (14) and (19), under Assumption 1. We have that hi is a collaborative control
barrier function (CCBF) for node i ∈ [n] if hi ∈ C2 and ∀xi ∈ C1i ∩ C2i there exists (ui, uN+

i
) ∈ Ui × UN+

i
such that

ψ2
i (x

+
i , ui, uN+

i
) ≥ 0, (20)

where ηi, κi are class-K functions and ηi ∈ Dr, with r ≥ 1.

5
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This definition yields the corresponding result for the forward invariance of the constraint sets in (19).

Theorem 1. Given a networked dynamic system defined by (6) and constraint sets defined by (14) and (19), under
Assumption 1, if hi is a CCBF then C1i ∩ C2i is forward invariant.

Proof. If hi is a CCBF, then, by Assumption 1, ∃(ui, uN+
i
) ∈ Ui × UN+

i
such that (20) holds, i.e., we have that there

exists a class-K function κi such that

ψ̇1
i (x

+
i , ui, uN+

i
) + κi(ψ

1
i (xi, ui)) ≥ 0,∀xi ∈ C1i ∩ C2i .

Since ui appears in both ψ2
i (x

+
i , ui, uN+

i
) and ψ1

i (xi, ui), we must show that if xi ∈ C1i ∩C2i and ψ2
i (x

+
i , ui, uN+

i
) ≥ 0

for some ui ∈ Ui, then ψ1
i (xi, ui) ≥ 0 also. If (20) holds for all xi ∈ C1i ∩C2i , then ∀xi, xN+

i
, ui ∈ RNi ×RN+

i ×RMi

where ψ1
i (xi, ui) = 0, there exists uN+

i
∈ RM+

i such that ψ̇1
i (x

+
i , ui, uN+

i
) ≥ 0. Thus, we have ψ1

i (xi, ui) ≥ 0,∀xi ∈
C1i ∩ C2i , which directly implies ψ0

i (xi) ≥ 0,∀xi ∈ C1i ∩ C2i . Therefore, we have that C1i ∩ C2i is forward invariant.

Notice, however, that the definition of the CCBF is still centered around node i and its incoming 1-hop neighbors. In
order to design a decentralized control scheme for each node, we need to account for both the needs of node i with
respect to its incoming neighbors j ∈ N+

i and the needs of its outgoing neighbors k ∈ N−
i with respect to control

actions made by node i. Thus, we propose a decentralized collaborative control algorithm in the following section that
ensures safety throughout a given networked dynamic system of the form in (6) via rounds of communication between
neighboring nodes.

4 Collaborative Safety

In this section, we construct an algorithm that exploits the properties of the CCBF to communicate and process safety
requests to and from neighbors, respectively. Typically, safety-critical control aims to minimally alter nominal control
commands such that the controlled system is always safe. For example, given some nominal command control policies
uni : RN → Ui and unN+

i

: RN → UN+
i

for node i ∈ [n] and its neighbors j ∈ N+
i , respectively, as well as a valid

cNCBF hi, our safe control usi , u
s
N+

i

may be computed as

argmin
ui,uN+

i
∈Ui×U

N+
i

∥ui − uni ∥
2
+ ∥uN+

i
− unN+

i

∥2

s.t. ψ2
i (x

+
i , ui, uN+

i
) ≥ 0.

(21)

However, ensuring that hi is a valid CCBF in practice may be infeasible since (21) does not account for the effects of the
incoming neighborsN+

j ,∀j ∈ N
+
i . Therefore, in order to consider the needs of nodes inN−

i , we propose Algorithm 1,
which uses rounds of communication to request shared responsibility for safety among incoming neighbors N+

i while
receiving requests from outgoing neighbors to determine feasible control constraints for node i ∈ [n].

4.1 Algorithm Construction

We now discuss the construction of Algorithm 1, its subroutines, and the properties of its convergence to viable sets of
constrained control actions that assist in guaranteeing neighbor safety. The central idea of Algorithm 1 involves rounds
of collaboration between nodes, where each round of collaboration between nodes, centered on a node i ∈ [n], involves
the following steps:

1. Receive (Send) requests from (to) neighboring nodes in N−
i

(
N+

i

)
2. Coordinate requests and determine needed compromises for nodes in N−

i

3. Send (Receive) adjustments to (from) neighboring nodes in N−
i

(
N+

i

)
.

By (16) and (20), the condition that node i ∈ [n] must satisfy to guarantee safety for a given 2-hop neighborhood state
is ∑

j∈N+
i

aij(xi)uj + ci(x
+
i , ui) ≥ 0. (22)

6
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Thus, under Assumption 1, we compute the maximum capability of node i ∈ [n] to achieve its safety constraints

c̄i = max
ui∈Ui

ci(x
+
i , ui), (23)

where we may interpret c̄i as the total responsibility of node i ∈ [n], with c̄i > 0 indicating a surplus and c̄i < 0
a deficit of control capability at node i ∈ [n]. We then partition control responsibility among incoming neighbors
c̄ij ,∀j ∈ N+

i such that c̄i =
∑

j∈N+
i
c̄ij , where each incoming neighbor is responsible for satisfying

aij(xi)uj + c̄ij ≥ 0. (24)

Since there are an infinite number of partitions of c̄i, we must choose a method for dividing responsibility among each
neighbor j ∈ N+

i for i ∈ [n]

c̄ij =
c̄iwij∑
j∈N+

i
wij

, (25)

where wij is given by a weighting function Wi : N+
i → R≥0 that determines how much responsibility node i requests

from its available neighbors. An example of a weighting function candidate is
Wi(j) = |aij(xi)|;∀i ∈ [n],∀j ∈ N+

i , (26)

which allocates responsibility to neighbors N+
i based on the magnitude effect (i.e. the 1-norm of aij(xi)) of their

actions on node i. Therefore, if ∃uj ∈ Uj such that (24) is satisfied for all j ∈ N+
i for all xi ∈ C1i ∩ C2i , then hi is a

CCBF and U j = {uj ∈ Uj : (24)} is a viable set of control inputs for node j ∈ N+
i that will keep node i ∈ [n] safe.

However, (24) may not always be feasible for all j ∈ N+
i , which would require an adjustment of the responsibility

allocated to node j. To illustrate the process for updating the responsibility, we shift our perspective back to node i ∈ [n]
and consider requests c̄ki received from k ∈ N−

i . In order to satisfy the requests of outgoing neighbors, node i must
ensure that ∧

k∈N−
i

(
aki(xk)ui + c̄ki ≥ 0

)
(27)

holds, given ui ∈ Ui. Thus, we may compute constraints on ui according to a series of linear equations which define
the super-level sets

Uki = {ui ∈ RMi : aki(xk)ui + c̄ki ≥ 0}. (28)
Note that (28) does not yet constrain ui by Ui, rather it is the set of all possible control actions that satisfy the request of
node k ∈ N−

i . We then take the intersection of all requested constraints

UN−
i

=
⋂

k∈N−
i

Uki. (29)

If Ui ∩ UN−
i

is nonempty, then U i = Ui ∩ UN−
i

is a valid constrained control set and no adjustments need to be sent.

Otherwise, if Ui ∩ UN−
i

= ∅ and UN−
i
̸= ∅, then we may compute the action ui ∈ ∂Ui that yields the minimum

distance between the two hulls Ui and UN−
i

[Kaown and Liu, 2009], respectively, and use this point to compute needed
adjustments for neighbors in N−

i where if
aki(xk)ui + c̄ki < 0, (30)

then we must request an adjustment εki > 0 such that
aki(xk)ui + c̄ki + εki = 0, (31)

and send this adjustment back to each node k ∈ N−
i where (30) is true.

Shifting our perspective again to consider adjustments εij requested from incoming neighbors N+
i , we must update the

original request c̄ij ← c̄ij + εij for all neighbors and compute the deficit in control responsibility

δi = c̄i −
∑

j∈N+
i

c̄ij , (32)

which we can use to make another round of requests to all neighbors that are not yet constrained. We repeat this process
until either no adjustments are needed, or until all neighbors, j ∈ N+

i are constrained.

Finally, we check our current capability c̄i = maxui∈Ui
ci(x

+
i , ui) with our now potentially constrained control set

U i ⊆ Ui and compute the deficit in control responsibility again through (32). If δi < 0, then we must repeat the
collaboration process again to try and distribute responsibility amongst neighbors, otherwise, Algorithm 1 will halt with
a feasibly constrained control set U i.

7
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Algorithm 1 Collaborative Safety

1: Initialize:
c̄ij ← 0,∀j ∈ N+

i ; c̄ki ← 0,∀k ∈ N−
i

i← i0;U i ← Ui; τi ← 0
2: repeat
3: τi ← τi + 1
4: c̄i ← maxui∈Ui

ci(x
+
i , ui)

5: δi, U i, {c̄ij}j∈N+
i
, {c̄ki}k∈N−

i
← Collaborate

(
c̄i,U i, {c̄ij}j∈N+

i
, {c̄ki}k∈N−

i

)
6: until δi ≥ 0
7: return U i

Algorithm 2 Collaborate

1: Initialize:
i← i0; Wi ← (26); N+

i ← ∅
2: Inputs:

c̄i, U i, {c̄ij}j∈N+
i
, {c̄ki}k∈N−

i

3: repeat
4: δi ← c̄i −

∑
j∈N+

i
c̄ij

5: {δij}j∈N+
i
←

{
δiwij∑

l∈N+
i

\N+
i

wil

}
j∈N+

i

6: SEND to each j ∈ N+
i \ N

+

i : δij
7: RECEIVE from all k ∈ N−

i : {δki}k∈N−
i

8: U i, {c̄ki, εki}k∈N−
i
← Coordinate

(
{c̄ki, δki}k∈N−

i

)
9: SEND to each k ∈ N−

i : εki
10: RECEIVE from all j ∈ N+

i : {εij}j∈N+
i

11: for j ∈ N+
i do

12: c̄ij ← c̄ij + δij + εij
13: if εij > 0 then
14: N+

i ← N
+

i ∪ {j}
15: end if
16: end for
17: until (N+

i = N+
i ) ∨ (εij = 0,∀j ∈ N+

i ∧ εki = 0, ∀k ∈ N−
i )

18: return δi, U i, {c̄ij}j∈N+
i
, {c̄ki}k∈N−

i

4.2 Algorithm Convergence

To assist in analyzing the convergence of Algorithm 1, we provide the following definition on the relationship of
incoming requests from neighbors k ∈ N−

i for all nodes i ∈ [n].

Definition 5. For a given node i ∈ [n], the set of neighbor constraints hk(xk) for k ∈ N−
i are said to be weakly

non-interfering if there exists a vector a ∈ RMi such that a · aki(xk) > 0,∀k ∈ N−
i , where aki(xk) = LgiLfkhk(xk).

We borrow the terminology of non-interfering safety constraints from [Breeden and Panagou, 2023] which presents
a method for composing multiple safety conditions for a single system with double integrator dynamics. We use the
terminology of weakly non-interfering constraints in contrast with non-interfering constraints in [Breeden and Panagou,
2023] due to the more relaxed condition in Definition 5 which requires only that all vectors aki(xk) lay in the same
halfspace, rather than requiring aki(xk) · ali(xl) ≥ 0,∀k, l ∈ N−

i . One reason for this relaxation lies in the strength of
guarantees obtained through constructing barrier functions a priori to be jointly feasible, as is proposed in [Breeden and
Panagou, 2023], versus treating safety constraints as defined independently for each agent according to their safety
requirements and using a collaborative scheme to find jointly feasible safe actions at runtime. Using this definition of
weakly non-interfering constraints, we have the following lemma.

Lemma 2. If the set of constraints hk(xk) for all k ∈ N−
i are weakly non-interfering, then UN−

i
̸= ∅,∀i ∈ [n].
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Algorithm 3 Coordinate

1: Initialize:
i← i0; εki ← 0; aki(xk)← (17),∀k ∈ N−

i
2: Inputs:

{c̄ki, δki}k∈N−
i

3: for k ∈ N−
i do

4: Uki ← {ui ∈ RMi : aki(xk)ui + c̄ki + δki ≥ 0}
5: end for
6: UN−

i
←

⋂
k∈N−

i
Uki

7: if Ui ∩ UN−
i
̸= ∅ then

8: U i ← Ui ∩ UN−
i

9: else
10: ui ← getClosestPoint(Ui,UN−

i
) [Kaown and Liu, 2009]

11: U i ← {ui}
12: for k ∈ N−

i do
13: if aki(xk)ui + c̄ki + δki < 0 then
14: εki ← −(aki(xk)ui + c̄ki + δki)
15: end if
16: end for
17: end if
18: c̄ki ← c̄ki + δki + εki,∀k ∈ N−

i

19: return U i, {c̄ki, εki}k∈N−
i

Proof. By Definition 5, there must exist an open half-space in RMi , defined by the vector a ∈ RMi ,

Ua
i = {ui ∈ RMi : aui > 0}

such that all vectors aki(xk) for k ∈ N−
i are contained in that halfspace. Thus, the convex hull created by the

intersection of the halfspaces, defined by

Uki = {ui ∈ RMi : aki(xk)ui + c̄ki + δki ≥ 0},
must be nonempty in RMi for any values of c̄ki + δki.

In Figure 1, we illustrate an example of two jointly infeasible constraints for an agent i ∈ [n] with ui ∈ R2. Additionally,
we make the following assumption on the control constraints for node i ∈ [n].
Assumption 2. For a given node i ∈ [n], let Ui ⊂ RMi be a nonempty, convex, closed set.

We use the following definition to describe pairs of neighbors that may cause certain safety requests to be infeasible for
node i ∈ [n].

Definition 6. For a given node i ∈ [n], the neighbor constraint hk(xk) is infeasible if Ui ∩ Uki = ∅. Further, the
neighbor constraints hk(xk) and hl(xl) for k, l ∈ N−

i are jointly infeasible if Ui ∩ Uki ∩ U li = ∅.

Infeasible and jointly infeasible constraints create the potential for no allowable control action from each agent in the
system to satisfy all safety constraints.
Definition 7. We say that x1, . . . , xn is a terminally infeasible state if there does not exist a set of control inputs
u1, . . . , un ∈ U1 × · · · × Un that satisfies (20) for all i ∈ [n].

Using these definitions, we have the following result on the convergence of Algorithm 1.
Theorem 2. Let the set of constraints hk(xk) for k ∈ N−

i be weakly non-interfering and Assumptions 1 and 2 hold
∀i ∈ [n]. If x1, . . . , xn is not a terminally infeasible state, then Algorithm 1 will return at least one safe action for all
nodes i ∈ [n].

Proof. First, note the algorithm time τi ∈ N for node i ∈ [n], which tracks the number of total iterations carried out by
the repeat loop of Algorithm 1. We first step Algorithm 1 through τi = 1, then show for τi > 1 that c̄ij ,∀j ∈ N+

i and
c̄ki,∀k ∈ N−

i are decreasing and lower bounded.

9
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At τi = 1, each node i ∈ [n] computes its maximum safety capability by (23), which is well defined by Assumption 1.
If c̄i > 0, then node i communicates a control surplus δij ≥ 0,∀j ∈ N+

i , otherwise it will communicate a control
deficit of δij < 0,∀j ∈ N+

i . Once requests have been sent and received, each node processes them using Algorithm 3,
which initializes responsibility surpluses and deficits across the network.

Note that if ∃k ∈ N−
i such that εki > 0, then there exists at least one pair of infeasible neighbors in N−

i and
Algorithm 3 will have selected the closest point ui ∈ ∂Ui between the two nonempty convex hulls Ui and UN−

i
, where

by Ui is nonempty by Assumption 2 and UN−
i

is nonempty by Lemma 2. Thus, the control input which node i ∈ [n]

may choose that would be the most beneficial for a given neighbor k ∈ N−
i will be the point ui ∈ ∂Ui where the

hyperplane
aki(x)ui + c̄∗ki = 0

first intersects ∂Ui, with c̄∗ki chosen such that the solution

u∗ki = argmax
u∈Ui

aki(x)ui + c̄∗ki

is unique, where such a solution must always exist by Assumption 2. Therefore, for infeasible neighbors in N−
i , node i

will adjust each neighbor’s request δki such that they intersect exactly on ∂Ui.
If adjusted neighbors k ∈ N−

i send another request δki to node i, by Algorithm 2 it will only be after attempting to
allocate the remainder of δk to the remaining unconstrained neighbors in N+

k . Thus, if τ0i is the algorithm time which
node i sends an adjustment to a given neighbor k ∈ N−

i , then δτiki ≤ δ
τi+1
ki ≤ 0 for all τ0i ≤ τi.

Any viable compromise-seeking action for all infeasible neighbors, if it exists, will be contained in the subspace

∂U i = {ui ∈ ∂Ui : a⊥kiui ≥ 0,∀k ∈ N−
i }, (33)

where a⊥ki are the vectors orthogonal to aki such that a · a⊥ki ≥ 0, with a ∈ RMi being any vector that satisfies the
property of weakly non-interfering for constraints hk(xk) for k ∈ N−

i . At each subsequent iteration of Algorithm 1,
where τ > 1, the set of potential comprise points for infeasible neighbors is given by

∂Uτ

i = {ui ∈ ∂Ui : akiui + c̄τki + δτki < 0,∀k ∈ N−
i } ∩ ∂U i (34)

(an example of ∂U i and ∂Uτ

i for two neighbors where ui ∈ R2 is shown in Figure 1). Thus, since δτiki ≤ δ
τi+1
ki ≤ 0, as

τ →∞, and since x1, . . . , xn is not terminally infeasible, the set ∂Uτ

i must contract to at least one feasibly safe action
on ∂Ui.

Since we are designing a decentralized controller for each node, once safety needs have been communicated via
Algorithm 1 for each node i ∈ [n], control actions must then be selected independently of each other, yielding the
safety-filtered control action for node i computed as

usi (xi) = argmin
ui∈Ui

||ui − uni (xi)||2

s.t. ψ1
i (xi, ui) ≥ 0,

(35)

where U i is the constrained control set for node i given by Algorithm 1. Thus, we yield the following decentralized
result for each node i ∈ [n].

Corollary 1. If U i and U j computed by Algorithm 1 are viable for i ∈ [n] and j ∈ N+
i , respectively, for all t ∈ T ,

then C1i ∩ C2i is forward invariant under (35).

Proof. For a given xi ∈ C1i ∩ C2i , if Algorithm 1 returns with a viable U i then there exists ui, uN+
i
∈ Ui × UN+

i
such

that
ψ2
i (x

+
i , ui, uN+

i
) ≥ 0. (36)

Thus, by Theorem 1, if (36) holds ∀t ∈ T then ∃ui ∈ Ui such that ψ1
i (xi, ui) ≥ 0. Therefore, C1i ∩ C2i will be forward

invariant ∀t ∈ T under (35).
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u
1 i

u2i

Ui

a 1
i

a
2i

ui

U2iU1i

U1i ∩ U2i

FIGURE 1: An example of when node i ∈ [n] is constrained by two neighbors, where ui ∈ R2. The constrained control
space for agent i, Ui, is shaded green, with the feasibly safe control actions for neighbors 1 and 2 shaded in blue
and red, respectively. Both U1i and U2i are individually feasible, but jointly infeasible, with the set of feasible, safe
control actions for neighbors 1 and 2 shown in the purple-shaded region. The compromise-seeking action ui ∈ R2 is
marked on the boundary of Ui, which is the closest action in Ui to the feasible, safe control actions for both neighbors
U1i ∩ U2i. The set of all viable compromise-seeking actions ∂U i is shown by the yellow line and the current set of
compromise-seeking actions ∂Uτ

i is shown by the pink line.

5 Application: Networked SIS

To illustrate the theoretical results from Sections 3 and 4, we apply our results to a networked susceptible-infected-
susceptible (SIS) model for epidemic processes. While networked compartmental epidemic models can grow rapidly
in complexity to model complex network interactions (such as multi-layered transportation networks [Vrabac et al.,
2021]) and disease behaviors (such as asymptomatic carriers and delayed symptoms [Butler and Paré, 2023, Zhang
et al., 2023b, Butler et al., 2021]), we choose a networked SIS model for the benefit of simplicity in demonstrating the
results of this work. We define a networked system with n nodes where xi is the proportion of infected population at
node i ∈ [n], with the infection dynamics defined by

ẋi = −(γi + ui)xi + (1− xi)
∑
j∈[n]

βijxj (37)

where γi > 0 is the recovery rate at node i, ui ∈ Ui ⊂ R≥0 is a control input boosting the healing rate at node i, and
βij ≥ 0 is the networked connection going from node j to node i (note βii is simply the infection rate occurring at
node i). Note that we could also add a control term that reduces the infection rate βii at each node i; however, we only
consider one control term on the healing rate for simplicity. We also define the full state vector as x ∈ [0, 1]n and the
vector of all control inputs u ∈ R≥0. Let Ui = [0, ūi], where ūi is the upper limit on boosting the healing rate at node i.
We let each node define its individual safety constraint set as

hi(xi) = x̄i − xi (38)

where x̄i ∈ (0, 1] is the defined safety threshold for the acceptable proportion of infected individuals at node i. Thus,
the individual safe sets for each node are given by

Ci = {x ∈ [0, 1]n : hi(xi) ≥ 0}. (39)

Additionally, we select linear class-K functions ηi(z) := ηiz and κi(z) := κiz, where ηi, κi ∈ R≥0, in the construction
of the high-order barrier function safety conditions in (14).

We now demonstrate the performance of Algorithm 1 in ensuring network safety for a simulated networked SIS
epidemic process defined in (37) using decentralized control. For this example, we construct a simple 3-node system
where βij = 0.25 and βii = 0.5 for all j ̸= i and j = i, respectively. To induce an endemic state, we set the healing
rate γi = 0.3 for all nodes. In order to compute ḧi from (13) using the networked SIS dynamics from (37) we compute

11
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the following Lie derivative terms:

Lfihi(x) = −fi(x)
Lgihi(x) = xi

L2
fihi(x) = (γi − (1− 2xi)βii)fi(x)

L2
gihi(x) = −xi

LfjLfihi(x) = −(1− xi)βijxjfj(x)
LgjLfihi(x) = (1− xi)βijx2j

LgiLfihi(x) =

(1− 2xi)βii − γi −
∑

j∈N+
i

βijxj

xi

LfiLgihi(x) = fi(x).

We set the safety constraints for each node as x̄1 = 0.1, x̄2 = 0.12, and x̄3 = 0.18, respectively, and constrain the
control input to Ui = [0, 0.75] for all i ∈ [n]. First, we test the performance of Algorithm 1 in computing viable control
constraints for each node given the safety needs of each neighbor. We simulate the system using Rung-Kutta numerical
integration and at each time step of the simulation we have each node collaborate to communicate safety needs. Note,
for any node i ∈ [n], we have for any x ∈ [0, 1]n,

LgiLfkhk(x) · LgiLflhl(x) ≥ 0,∀k, l ∈ N−
i ,

since LgiLfkhk(x) = (1−xk)βkix2i ≥ 0 for all i ∈ [n] and k ∈ N−
i . Thus, any set of requests from any neighbors will

be weakly non-interfering by Definition 5. Therefore, by Theorem 2, we have that Algorithm 1 will always converge to
either a feasibly constrained control set for each node, or at least one node will be in a terminally infeasible state.

Once control constraints are computed via Algorithm 1, each node selects a control action via (35). Using the initial
condition of x0 = [0.04, 0.01, 0.02], we show in Figure 2 the state trajectories and corresponding control inputs for
systems. In this simulation, we see that node 1 reaches its healing rate upper bound as it approaches its maximum
safe infection threshold; however, since node 3 has a higher infection capacity, it does not exert extra control until
requested by node 1. Thus, with cooperation from node 3, node 1 can satisfy its safety requirements, whereas, without
collaboration, node 1 would exceed its infection capacity. Note that it may be possible for no feasibly safe control
action to exist if the requirements are too strict or the control budget Ui is too small, which could induce a terminally
unfeasible state.

6 Conclusion

In this work, we have presented methods for the decentralized, collaborative safety-critical control of networked
dynamic systems that exploit networked dynamics and structure to ensure individual safety goals are met. This
novel approach leverages knowledge of networked dynamics in order to achieve stronger runtime assurances that
tractably scale with network growth, which is of utmost importance as systems become more interconnected and prone
to widespread failures. While theory on safety-critical control of networks has been presented in this work, many
directions of exploration and development remain open. Additional directions for future work include considering
network influences beyond the 1-hop neighborhood as well as considerations of edge control in the coupling dynamics
of networked models.
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