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THE DIFFERENTIAL PROPERTIES OF CERTAIN PERMUTATION
POLYNOMIALS OVER FINITE FIELDS

KIRPA GARG, SARTAJ UL HASAN, AND PANTELIMON STANICA

ABSTRACT. Finding functions, particularly permutations, with good differential proper-
ties has received a lot of attention due to their possible applications. For instance, in
combinatorial design theory, a correspondence of perfect c-nonlinear functions and differ-
ence sets in some quasigroups was recently shown [I]. Additionally, in a recent manuscript
by Pal and Stanica [20], a very interesting connection between the c-differential unifor-
mity and boomerang uniformity when ¢ = —1 was pointed out, showing that that they
are the same for an odd APN permutations. This makes the construction of functions
with low c-differential uniformity an intriguing problem. We investigate the c-differential
uniformity of some classes of permutation polynomials. As a result, we add four more
classes of permutation polynomials to the family of functions that only contains a few
(non-trivial) perfect c-nonlinear functions over finite fields of even characteristic. More-
over, we include a class of permutation polynomials with low c-differential uniformity
over the field of characteristic 3. As a byproduct, our proofs shows the permutation
property of these classes. To solve the involved equations over finite fields, we use var-
ious techniques, in particular, we find explicitly many Walsh transform coefficients and
Weil sums that may be of an independent interest.

1. INTRODUCTION

Let F, be a finite field with ¢ = p" elements, where p is a prime number and n is a
positive integer. We use F,[X]| to denote the ring of polynomials in one variable X with
coefficients in F; and F} to denote the multiplicative group of nonzero elements of F,. If F
is a function from F, to itself, by using Lagrange’s interpolation formula, one can uniquely
express it as a polynomial in F[X] of degree at most ¢ — 1. A polynomial F' € F,[X] is a
permutation polynomial of I, if the mapping X +— F(X) is a bijection on F,. Permutation
polynomials over finite fields are of great interest due to their numerous applications in
coding theory [5l [14], combinatorial design theory [6], cryptography [17, 21], and other
areas of mathematics and engineering. These polynomials with some desired properties
such as low differential uniformity, high algebraic degree and high nonlinearity act as an
important candidate in designing cryptographically strong S-boxes and hence in providing
secure communication.

Block ciphers are susceptible to a wide variety of attacks. One of the most effective
cryptanalytic tools for attacking block ciphers is the differential attack introduced by
Biham and Shamir in their paper [2]. To measure the resistance of a given function over
a finite field (i.e., of a given S-box) against the differential attack, Nyberg [19] introduced
the notion of differential uniformity as follows. Let I’ be a function, F': F, — F,. For any
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a € Fy, the derivative of F in the direction a is defined as Dp(X,a) := F(X +a) — F(X)
for all X € F,. For any a,b € F,, the Difference Distribution Table (DDT) entry Ar(a,b)
at point (a,b) is the number of solutions X € F, of the equation Dp(X,a) = b. Further,
the differential uniformity of F', denoted by Ap, is given by Ap := max{Ap(a,b) : a €
Fy,b € Fy}. We call the function F' a perfect nonlinear (PN) function and an almost perfect
nonlinear (APN) function when Ap =1 and Ap = 2, respectively.

Borisov et al. [3] introduced the concept of the multiplicative differentials of the form
(F(cX), F(X)) and exploited this new class of differentials to attack certain existing ci-
phers. In 2020, Ellingsen et al. [7] gave the generalized notion of differential uniformity
and introduced the concept of (output)multiplicative differentials and the corresponding
c-differential uniformity. For any function F' : F;, — F, and for any a,c € F,, the (multi-
plicative) c-derivative of F' with respect to a is defined as [Ap(X,a) := F(X +a) — cF(X)
for all X € F,. For any a,b € Fy, the c-Difference Distribution Table (c-DDT) entry
Ap(a,b) at point (a,b) is the number of solutions X € [, of the equation (Ap(X,a) =b.
The c-differential uniformity of F', denoted by .Ap, is given by Ap := max{.Ar(a,b) :
a,b € F, and a # 0 if ¢ = 1}. For ¢ = 1, we recover the case of differential uniformity.
When Ap = 1, we call F a perfect c-nonlinear (P¢N) function and when Ap = 2,
we call F' an almost perfect c-nonlinear (AP¢N) function. Note that for monomial func-
tions,  — 2%, the output differential (c; F(X), F(X)) is the same as the input differential
(F(c2X), F(X)), where ¢; = ¢4, which was the differential that Borisov et al. [3] exploited.

Recently, the authors in [I] pointed out a connection between the c-differential unifor-
mity (cDU) and combinatorial designs by showing that the graph of a P¢N function is a
difference set in a quasigroup. Difference sets give rise to symmetric designs, which are
known to construct optimal self complementary codes. Some types of designs also have
applications in secret sharing and visual cryptography. Moreover, Pal and Stanica [20]
in a very recent manuscript show that the c-differential uniformity, when ¢ = —1, of an
odd APN permutation F' (odd characteristic) equals its boomerang uniformity, and when
F is a non-permutation, boomerang uniformity of F' is the maximum of the (—1)-DDT
entries irrespective of the first row/column. The construction of functions, particularly
permutations, with low c-differential uniformity is an interesting problem, and recent work
has focused heavily in this direction. One can refer to [9] [13] 15, [18] 26} 28], [30] for the
numerous functions with low c-differential uniformity investigated till now. There are very
few known (non-trivial, that is, nonlinear) classes of PcN and APcN functions over a finite
field with even characteristic; see, for example, [8| [10, 12} 24].

In this paper, we compute the c-differential uniformity of some classes of permutation
polynomials introduced in [16, 25, 29]. The methods we employ can be of independent
interest, and they use Walsh transforms computations, Weil sums, and some detailed
investigation of the involved equations via number theory tools. The structure of the
paper is as follows. We first recall some results in Section 2] that are required in the
subsequent sections. In Section [B, we compute the c-differential uniformity of four classes
of permutation polynomials over finite fields of even characteristic. Further, Section @
deals with the c-differential uniformity of one class of permutation polynomials over finite
fields of characteristic three. Finally, in Section B, we conclude the paper.
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2. PRELIMINARIES

In this section, we first review a definition and provide some lemmas to be used later
in subsequent sections. Throughout the paper, we shall use Tr],, to denote the (relative)

trace function from Fyn — Fym, ie.,, Te? (X) = Y, % XP™', where m and n are positive
integers and m|n. For m = 1, we use Tr to denote the absolute trace. Also v,(n) will
denote the highest nonnegative exponent v such that p” divides n (that is, the p-adic
valuation).

We first recall the definition of the Walsh transform of a function.

Definition 2.1. [I1I] For a function F' : Fpn — [, the Walsh transform of F' at v € Fyn,

is defined as
WF(’U) _ Z wF(X)—Tr(vX)’
XEIFpn

27

where w = e P is a complex primitive pth root of unity.

We now present a lemma dealing with solutions of a cubic equation over a finite field
with even characteristic. We take the form from [29, Lemma 2.2], which is derived from
the original paper of Williams [27].

Lemma 2.2. [29, Lemma 2.2] For a positive integer n and a € F5,., the cubic equation
X3+ X +a=0 has
(1) a unique solution in Fan if and only if Trf(a™t +1) = 1;
(2) three distinct solutions in Fon if and only if p,(a) = 0, where the polynomial py,(X)
is recursively defined by the equations p1(X) = p2(X) = X, pp(X) = pr—1(X) +
X2 pr_a(X) for k > 3;
(3) no solutions in Fan, otherwise.

Next, we recall five classes of permutation polynomials for which we investigate their
c-differential uniformity. For an element 4 in a finite field Fjom, we let 6 = P

Lemma 2.3. [29) Theorem 3.1] Let m be a positive integer and p,,(X) be defined in
Lemma 2.2l Let § € Foom satisfies either 6 € Fom, or § € Fom with Tr2™(8) = Te?*(1) and
Pm((6 +6)71) #0. The polynomial

F(X) _ (X2m + X + 5)22m72+2m72+1 + X
permutes Fozm .

Lemma 2.4. [29, Theorem 2.1] For a positive integer m #Z 0 (mod 3) and any element
6 € Foom , the polynomial

F(X)= (X" + X 46327+ 4 x
permutes Fozm .

Lemma 2.5. [25] Theorem 3.1] For a positive integer m # 0 (mod 3) and any element
0 € Foom , the polynomial

F(X) _ (X2m + X + 5)3,2m72+22m72 + X

permutes Fozm.
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Lemma 2.6. [16] Proposition 8] For a positive integer m and a fized 6 € Fpsm with
Tr7 (6) = 0, where n = 3m, the polynomial

F(X) = (X7 = X + 62747 L (XP" — X 457"+ 4 X
permutes Fpzm
Lemma 2.7. [16, Proposition 10] For a positive integer m and a fized 6 € Fsom, if
(1 — [Tr2™(5)]*) is a square element in Fym, then the polynomial

FX)=(X*" - X+6) M+ (X" - X +6)°+ X

is a permutation of Faom.

We also recall some results providing us Walsh transform coefficients of some functions,
that would be required later in our results.

Lemma 2.8. [4] Theorem 2] Let K = For and f(X) = Tr(X2" ! 4 X2'+1) 0 < a < b.
Furthermore, let di = ged(b —a, k), d2 = ged(b+ a, k) and v = max{va(b—a),va(b+a)},
where vo is the 2-valuation, that is, the largest power of 2 dividing the argument Also, let

Sa; ={X € K : Trgyp , (X) = 0} and L = X + X2 4 XP% 4 4 X257 pori— 1,2,

Then we have the following cases:
Case 1: va(b —a) = v2(b+ a) = va(k) — 1 does not hold. Then:

(1) vo(k) <v. Then We(a) =0 if a & Sq, N Sa,.
(2) vo(k) > v. Then Wy, (o) = 0 if (L1 o Lo) (o) # 0.
Case 2: va(b—a) = va(b+a) = va(k) — 1. Then Wy(a) =0 if (L1 0o L) (a+ 1) # 0.
Further, we also need a lemma given in [4] to evaluate Wy, (a) for any o € K where

fu is a more general function f,(z) = Tr(uX?"*+1 + uX2b+1), with u € Fy4,, where dy =
ged(b — a, k).

Lemma 2.9. [4, Theorem 3] Let K = For and f(X) = Tr(X2" 1 + X2"*t1), 0 < a < b.
Furthermore, let di = ged(b —a, k), d2 = ged(b+ a, k) and v = max{va(b —a),v2(b+a)}.

)
Also, let Sq, = {X € K : Trcyr,, (X) =0} and Ly = X + X2 + X2 4 ... 4 Xx2° 4

fori=1,2. Moreover, if fu(z) = Tr(uX2"T1 + uX?*1) where u € Foa, , then we have the
following cases:

Case 1: va(a) = v2(b) < va(k) does not hold. Then:

For any u € Fqya, there exists 3 € Foa, such that u = 3*' ! and

Wy, () = Wy <%> :

Case 2: va(a) = va(b) < va(k). Then:
(1) v2(k) <v. If =25 & Sa, N Say, then Wy, () = 0.

(2) valk) > v. Thenwfu<>—0zf<L1oL2>( 7) #0.

The following lemma can be gleaned from the proof of [I1], Proposition 2.
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Lemma 2.10. Let m be a positive integer and n = 2m. Also, let a; € Fpn(i =0,...,m)
for an odd prime p. Then the absolute square of Walsh transform coefficient of the function

f(X)="Tr (Z?lo aiXpiH) at v € Fyn is given by

n+4 : —

P if f(X)+ Tr(—vX) =0 on Ker (L)

Wr () = .
0 otherwise,

where £ is dimension of kernel of the linearized polynomial L(X) = E?;O(aiXpi+(aiX)pnii).

For our first theorem, we will be using the following lemma that we will now prove.
The result for the case of finite fields with odd characteristic is already mentioned in the
above Lemma 210l We show that this result also holds in the case of p = 2, and we add
its proof here for completeness.

Lemma 2.11. Let m be a positive integer and n = 2m. Also, let a; € Fon (i =0,...,m).
Then the square of Walsh transform coefficient of the function f(X) = Tr <Z:~i0 aiXQUFl)
at w € Fan s given by

Wi(w)? = 2+ Gf F(X) + Tr(wX) =0 on Ker (L)
0 otherwise,

where € is dimension of kernel of the linearized polynomial L(X) = Z?;O(aiX2i+a?7HX27H).

Proof. We can easily write the square of Walsh transform coefficient of the function f :
X +— Tr <Z?;o ainl“) at w as

Wf(’w)2 _ Z(_1)f(X)+Tr(wX)(_1)f(Y)+Tr(wY)

. Z f(Y+2) +Tr(w(Y+Z))( 1)f(Y)+Tr(wY) (where X =Y + 2)
_ Z Z)+Tr(wZ) Z(_l)f(y)‘i‘f(z)‘i‘f(y"‘z).
Y
We first simplify f(Y) + f(Z) + f(Y + Z) as follows:

f(Y) + f( ) + f Y + Z =Tr <§m: a; Y21+1 ZQi-‘rl + (Y + Z)2i+1>>
=0

(i ai (Y2¥ + ZYT))
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where L(Z) = Y a; 2% + a2 Z2""" is the linearized polynomial over Fan with kernel
of dimension [, denoted by Ker(L). This will give us

Wf(w)2 _ Z(_l)f(Z)—i-Tr(wZ) Z(_l)Tr(YL(Z))
Z Y

_9n Z (_1)f(Z)+Tr(wZ).
ZeKer(L)

The above equality holds because for those Z ¢ Ker (L), YL(Z) forms a permutation
over Fon making the inner sum in the square of the Walsh transform zero. To proceed
further, we consider Fan as an n-dimensional vector space over Fy and hence L(Z) as a
linear transformation of Fon. As f(Y) + f(Z) + f(Y + Z) = Tr(YL(Z)), we get that
f(Z)+ Tr(wZ) is linear on the kernel of L. This will imply that either f(Z) + Tr(wZ) is
identically zero on Ker(L), or f(Z)+ Tr(wZ) is an onto map on Ker(L). Hence, the claim
is shown. 0

Next, we recall the general technique given in [23] using the expression for the number
of solutions to a given equation over finite fields in terms of Weil sums. The authors used
this technique to compute the c-DDT entries. Let x1 : F; — C be the canonical additive
character of the additive group of IF, defined as follows

2miTr(X
x1(X) :=exp <#> .
p
One can easily observe (see, for instance [22]) that number of solutions (X1, Xa,...,X,) €

[y of the equation F'(Xy, Xa,...,X,) = b, denoted by N (b), is given by

(2.1) NOY == > D xa(B(F(X1, Xa,.... X,) — D).

1 X1 X0, Xn€F, feFq

We would be using the above expression to calculate the c-differential uniformity of a few
permutations over finite fields in the forthcoming sections.

3. PERMUTATIONS OVER [Fon WITH LOW ¢-DIFFERENTIAL UNIFORMITY

We first consider the c-differential uniformity of the function F(X) = (X?" + X +
5)22m72+2m72+1 + X over Fon, where n = 2m and § € Fon. From Lemma 23] we know that

F' is a permutation polynomial over Fon. In the following theorem, we give conditions on
6 and ¢ for which F' turns out to be either a PcN or an AP¢N function.

Theorem 3.1. Let F(X) = (X2" 4+ X + 62" *+2" 41 L X over Fyn, where n = 2m.

(1) Let § € Fam. Then F is PcN for ¢ € Fam \ {1}. Moreover, F' is APcN for
c € Fon \Fgm.

(2) Let 6 € Fon \ Fom with Tri™(8) = Tr'T (1) and pm((6 +0)~1) # 0, where p,(X) is
the polynomial defined in Lemma 221 Then F' is PcN for ¢ € Fom \ {1} and is of
c-differential uniformity < 4 for ¢ € Fon \ Fom.
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Proof. Clearly, by expanding the given trinomial, one can easily simplify F'(X) and gets
the below expression

F(X) — Trgnm(X2m71+l + X22m71+1) + 5Tr3nm(X2mfl) 4 (52m72+1 + 52277L72+1)Tr3nm(X2m—2)
T2 (627 Ty T2 (2T X 2Ty g2 2 Ty 2m
X TR

Recall that, for any (a,b) € Fan X Fon, the ¢-DDT entry .Ap(a,b) is given by the number
of solutions X € Fon of the following equation,

(3.1) F(X +a) + cF(X) = b,

which is the same as,

(1 + C)F(X) + Trgnm((aszl + a22m71)X + a(X2m71 + X22m71)) + F(a) + 622m72+2m72+1
+ Trgnm(52mf2 )Trgnm((a2mf2 + a22m72)X + a(X2m72 + X22m72 )) _ b

Now, by using Equation (2.I]), the number of solutions X € Fon of the above equation,
that is, .Ap(a,b), is given by

2" CAF((I, b) =

Y (BB +F(X) + T (@
BEFan X €E€Fon

(—1)Tr(6(ﬂfnm(52”’2)Trfnm((aﬂ“

2m71

+ a22m71)X + a(X2m71 + X22m71)) + b))

2

+ a22m72 )X + a(X2m72 + X22m72 ))))

(—1)TX(B(F(a) + 877727

I

or, equivalently,

2 Ap(ab) = Z (_1)Tr (ﬁ (F(a) +b+ 522m72+2m*2+1)> Z (_1)Tr (B(1+¢)F(X))
BEFn XeFon
(- T (@ X a2+ X))

(—) T (BT (0 )T (a

2m71 22m71
a

2m72

+ a22m72)X + a(X2m72 + X22m72 )))) '

We now use the following notations
To = Tr(B(1 + ) F(X))

T = Tr(B(Tr?nm((a2mi1

+ Te(B(Tr (6T (a

+ a22m71)X + a(X2m71 + X22m71))))
om—2 a22m72 )X + a(X2m

-2

Therefore,

(32) Apab) =g O (1)
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Case 1. Let ¢ € Fon and 6 € Fom. To compute Ty and 17, we first write

2m71

Ty = Tr(B(Te2 (6" + a2 HX +a(X2" + X777
= Te((Tr2(@®" 7 )TeZ"(8) + Te2 (a?) Te2" (8%)) X),
and
Ty = Tr(B(1 + ¢)F(X))

= Tr (B(1+ (T (X1 X277 g m2 (x4 X+ 67
+Tr (5(1 + )5

= Tr(B(1 + )82 1) + Te(TeZ (B(L + ) (X2 H 4+ X277)
+Tr ((ﬁ(l + o) + Tr2m(526%(1 + ¢)%) + Te2m (52" B(1 + c)))X) .

TE2(X))

Now Equation (B.2]) reduces to

2m71 1
Ar(a,b) = 2% 3 (- TrBF@) +b e +1y)
BEFon
3 (T L XTI 4 wX),
XeFon

where,

u="Te2"((1+¢)B)
w= Tr%lm(QQmil)Tr%lm(ﬂ) + Trznm(az)Trznm(Bz)
B+ ¢) + OPTe2 (14 ¢)282) + 62" T2 (1 + ¢)B).

Further, splitting the above sum depending on whether Tr2™((1 4 ¢)/3) is 0 or not, we get

" Ap(ah)= Y (1) Tr(B(F (@) +b+ 0™ 1) 3 ()T (B +e) X)

BeFan XeFon
T (B(1+¢)=0

T (O @ () + T @) T (57) X )

Y ()yBBFE@ b+ cd?" )

BEFan
Tep (B(1+¢)) 70

3 (_1)Tr(u(X2"”+1 + XTI LX)

XeFon
= 5p + 51,
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where Sy, S are the two inner sums. We first consider the sum Sy below,

S (1) TB(F(a) + b+ s +1)) 3 ()T +)X)

BeFan XeFon
T2 (B(14))=0

( 1)Tr ((Tr?,lm(a2M71)Tr%1m(5) + Tr?nm(az)Tr?nm(@))X)
To compute Sy, we need to find number of solutions of the following equation in Fon.
(3.3) (I+e)B+ Trfnm(a2M71)Tr$nm(5) + Tr2m(a®)Tr2™(8%) = 0.

If ¢ € Fom \ {1}, then Tr?™((1 + ¢)B) = (1 + ¢)Tr2™(B) = 0, and hence Equation (3.3)
reduces to (1 +¢)5 = 0. Thus, the inner sum in Sy is zero for all 5 € F3, and so Sy = 2.

Next, we let ¢ € Fan \ Fom. Then we observe that for 8’s satisfying Tr2™((1 4 ¢)3) = 0,
we have 52" = &3, where é = (1 — ¢)'=2". If Tr>™(a) = 0, then Equation (3.3) vanishes
only for B = 0. Now assume that Trfnm(a) # 0, then after substituting the value of
B%" in Equation (3.3), it follows that Equation (3.3) can have at most two solutions,
T2 (@ )1+ + (1 +¢)

Tr2m(a2)(1 + ¢)2

m— 1+e¢ . . .
a € Fon with Tr2™(a?™ ') —re Hence, we get that the inner sum in Sy is zero for all

1+¢

1+¢
B € Fo\{B1, fa}. Thus, for (a,b) = (a, F(a)+c6*" "*) along with Tri(a*" ) # 1——,

we have Sy = 2"t!; and otherwise Sy = 2".
Next, we consider
m—1
si= Y (—)TBEFE@ Fb+ )

BEFon
Trp ((14¢)8)#0

namely, 51 =0 and [y =

, which is clearly nonzero for some

2m71+1 22m71+1
1)Tr (u(X + X )+ wX>

om—ly4]
_ Z (_1)TI‘(5(F(CL) +b+cd )) Z qu(,w)’
ﬁGan XEFZTL
T2 ((14¢)B)7£0

where Wy, (w) is the Walsh transform of the function f,(X) = Tr(u(X2" H1p X277 )
at w. We split our analysis in three cases depending on the value of m. Also, we have
k=2m,a=m—1and b=2m — 1.

Subcase 1(a). Let m is odd, then ged(b — a, k) = m and ged(b+ a, k) = 1. Also, notice
that ve(a) = va(m — 1), va(b) = v2(2m — 1) = 0 and ve(k) = v2(2m) = 1. Summarizing,
we observe that ve(a) = va(b) < wa(k) does not hold. From Lemma [Z9] one can see
that Wy, (w) = Wy(7), where f(X) = Tr(X2" '+ 4 X2 ' +1) and 5 € Fom such that

u=mn?""""1. We now show that Wf(%) = 0 using Lemma [2.8] One can clearly observe
that 0 = v2(b—a) = v2(b+a) = v2(k)—1. Hence it is sufficient to show (LyoL2) (3 +1) # 0.
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gm—1

(LioL)(X) =X + X2+ X¥ ..+ X

2m71

(L1 o Ly) <%+1> :m+5(177+c) + <B(1n+c)>2+---+ (@)

T (" YT (8) + TH () T ()
n
Ty (62<1 + T (5)? 3 0 c)Tr%m(ﬂ)> .

+ Tr}"

2
Now, if (L; o L) <% + 1) = 0, then we have <(L1 o Ls) (% + 1)) = 0. This will give us

(o) (L +1) 4 ((LioLa) (24 1))2 = B0+ )+

:g+m—|—m2:0,
n

As u? =13, we have u = (m+m?)? =0 (mod 2), that gives us Tr>"*((1+ ¢)3) = 0, which
is obviously not true and hence we are done.

Subcase 1(b). Let m =0 (mod 4). If we have vy(m) = v(> 2), then vy(a) = v9(b) =0
and vy (k) = v2(2m) = v + 1. Summarizing, we have va(a) = v2(b) < vo(k) and ve(k) > v.
Thus, by using Lemma if we show that L; o Ly (%) # 0 then we have Wg(w) = 0,
therefore, S; = 0 and then we showed the claim. So, our goal is to now show Ljo Lo (fg) =+
0. As di = m and dy = 2, we have

(Ll (e} LQ)(X) — X _|_ X22 _|_ X2(2'2) + X2(3'2) + . + X2m—2.

. 22 C e
Now, if (L1 o Lg) (%) = 0, then we have ((Ly o Ly) (3%))” = 0. This will give us

w w22 om [ W 1, o
(Lyo L) (ﬁ) + (L1 La) ($>) — Ty (ﬁ) — S Te2 (w) =0,

which is a contradiction to the assumption that Tr>™(3(1 + ¢)) # 0.
Subcase 1(c). Let m = 2 (mod 4), then d; = m and dy = 4. In this subcase, we
have va(a) = v2(b) = 0 and va(k) = v2(2m) = 2. Summarizing all, we observe that
va(a) = va(b) < va(k) holds and ve(k) < v. Then again from Lemma 2.9] if we show that
Y & S, N Sa,, then we are done. In this subcase, Sy, = {X € Fan : Tr2"(X) = 0} and
Sa, = {X € Fon : Trjf(X) = 0}. Let -5 € Sg; N Sg,. Then we have Tr2m (%) = 0, which
implies that Tr2™(4(1 4 ¢)) = 0, which is not possible. Hence, W¢(w) = 0, which renders
S1=0.

This above analysis shows the claim that F' is PeN for ¢ € Fom \ {1} and APc¢N for
c € Fon \Fgm.
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Case 2. Let § € Fon \ Fom with Tr2™(8) = Tr7*(1) and p,((0 + 0)~!) # 0. Then Ty, T}
become

Ty = Tr(B(Te2 (0" +a®™ )X +a(X*" +X7"7)))
+ (BT (52" T2 (02" + a2 )X +a(X2" T+ X277

= Te((Te2" (a®™YT2(B) + Ted () Tr2 (62)) X))
+ Te((Te2 (62" T2 (@™ ) Te2™(B) + Te2™ (5) Tr2™ (a2

22m7

2

)Tr2(8)%)X),

m

and,
Ty = Tr(B(1 + o) F (X))
= Tr (B(1+ (TeZ (X274 X277 4 T2 (X2 4 X 4+ 02T )
T (B (0TI () + T2 (T (X 4 X P )
P (B4 @ 4 2 (X))
= T (T80 + ) (X TR XT)
T (Te2P(B(1 -+ 0)2X 2+ 4 T2 (02 (B(1 + ) X¥'+1)) )
+Tr <(Tr%zm(5252(1 +¢)) + B+ ¢) + Te2™(B(1 + C)(52M72+2277L72)))X>
+ Tr <Tr3,1m(522(1 + c)22 (52mf2+1 4 522’”*2+1)22)X> Ty (5(1 i 6)522M*2+2W2+1> '
Hence, we can rewrite Equation (8.2]) as

Ar(a, b) = 2% Z (—I)Tr(B(F(CL) + b+ c522m72+2m*2+1)

BEFn
Z (—1)Tr(u1X2Wl+l + u2X21+1 + u3X2m*2+1 + u4X22+1 + wX),
X€Fgn
where,
up = Tr%nm (1+¢)B)
Uy = Trznm((l + 0)5)2 = u%
U3 = Trfnm(dzmiz)Trglm((l +¢)B)
ug = T2 () T2 (14 ¢)8) = uf
w = T2 (528%(1 + ¢)2) + B(1 + ¢) + Te2™(B(1 + ¢) (82" “+2"7%)
+ T2 (A (14 ¢ (02T 4+ 0T £ 2 (6) 2 (o ) T2 (8)
+ T2 0™ )Te2 (8) + Te2 () Tr2(5%) + T2 (82" T2 (a7 ) T2 ().
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We now split our analysis in two cases and define Sy and S; depending on whether
Trgnm((l + ¢)B) = 0 or not, respectively. We first compute Sy as follows:

S0 — Z (_1)Tr(ﬁ(F(a) +b+c622’”*2+2’n72+1)) Z (_1)Tr((5(1 +¢)) X)

BEFon XeFon
T (B(1+¢))=0

- 1)H ((Trzmw??(uc)??(é?m” + 07T T2 (e I (8))X)

T2 (0 VI @ T (8) + Tl ()T (a2 )T (8)2) X )

Tr( T2 (26214 ¢)2) + T2 (B(1+ ) (6777 7)) 4 T (o) T (6%)) X )

If ¢ € Fym, then Tr?™((1+¢)3) = 0 implies Tr2™(B) = 0 and thus 82" = . This would
further reduce Sy as follows:

S0 = BZ ()T (BF(@) + b+ ™)) g T (B + ) X)
Fon XeFqon
T (50170 )

e (T2 (@ 4+ 67" P82 (14 o + T2 (%) 82(1 + ) X))

To compute Sy, we need to find the number of solutions 5 € Fan of the following equation
T (0% 4 8P (L4 '8+ T (67) (L + ¢ + (L + ) = 0,
or equivalently, to find the number of solutions 8 € I3, of the equation given below:
T2 (6272 4 612 (1 4 0283 + Te2(82)(1 + )+ 1 = 0.

Further, multiplying the above equation by Tr2™(8) and using Z = Tr?>™(6%)(1 + ¢)83, one
can rewrite the above equation as follows,

—1

7%+ T2 (62 Z + k(62 = 0.

Substituting Z with Tr2™(62" ')Z in the above equation, we therefore get Z3 + Z +
Te2m (62" ")~ = 0. From Lemma 22 the cubiclequation Z3 4+ Z + T2 (62" )L = 0
cannot have a unique solution as Tr{*(Tr2™ (62" ") 4+ 1) = TP (Tr2™(8) + 1) = Tr}(d) +
Tri*(1) = 0. Let pm(Tr%Im(ézmil)_l) = 0, then the cubic equation will have three distinct
solutions in Fon and hence the cubic equation Z 3+ Z + Tr?m(5)~! = 0 has three distinct
solutions in Fon, implying that p,,((6 +0)~!) = 0, which is a contradiction to the given
assumption. Hence Sy = 2".
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Let ¢ € Fon \ Fom. Using a similar technique as above, we are led to finding the number
of solutions S € Fan of the following equation,

3.4
| Tg%m(ﬁ22(1 +0)F (T 4 6N L 2 (I (B) + T2 () T2 (52)
+ T2 (62" T2 (02" YA (B) + T2 (0) Tk (a2 ) e (B)% + (1 +¢)B
T2 (6282(1 + ¢)2) + Te2™ (B(1 + o) (82" T+ 7)) = 0.
(I1+¢)

Further, we reduce the above equation by substituting 42" = m 8 =¢p , where
c
(1+c¢)

Saror

to get

(1+ ) T2 (62" 42 4+ 673t + (1 + T2 (@™ )5 + (1 + &2 T2 (a?) 52
+ (14 T2 (62" T2 (a2 B + (1 + &)*Te2™ (8 Te2™ (o) B* + (1 + ¢) B
+ (14 ¢)*Tr?™(5)%6% = 0.

Combining the coefficients of 5% for i = 1,2 and 4, we rewrite the above equation in the
following simplified way, A(1 + ¢)*8* 4+ B(1 + ¢)?8% + C(1 + ¢)B = 0, where

4
A= TP + T 0T ),
c
(1+8)°  om, 2 2m [ 512
B = (1+C)2Trm (a®) 4+ Trz"(0)=,
1 + E m m—1 1 + 6 m m—2 m m—2
C = El +C;Tr?n (@®" ) + El—l—c;Tr?” (" T2 (@®™ ) + 1.

Notice that A = Tr?™(§)B?, and hence substituting u = (1 + ¢)3, we have the equation
Tr2™(§) B2u* + Bu® + Cu = 0. Thus, it is sufficient to consider the solutions of the cubic
equation Tr>™(§)B?u? 4+ Bu + C = 0. Observe that B and C are in Fgm, which implies
that Tr?™(8)B%u® + Bu + C' = 0 is over Fom. Hence our goal is to find the number of
solution of the above cubic equation in Fom. Multiply the cubic equation by Trfnm(52)B
and substituting Z = (Tr2™(§)B)u, we have Z> + Tr2™(§)BZ + Tr2™(§)2BC = 0, or
equivalently
2%+ Te2 (82" )2(B')2Z + Te2"(8)2BC = 0,
where (B')2 = B. Now replacing Z by Tr2(§2" ' )B'Z, we have

Tr2™(5)2BC

23 + Z + m— =Y
W B

which is the same as

2 (52" ¢

(3.5) Z34+ 7 4 — 5 =0.
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2m (51271
Notice that for a € Fom, the above equation reduces to Z° + Z + % = 0. If the
reduced equation has three solutions in Fom then Z3 + Z + ﬁ% = 0 also has three

distinct solutions which is not true as p,, ((6+8)71) # 0. Also, Tr7(Tr2™(8) +1) # 1, thus
for a € Fam, we have no solution of Equation 3.0) in Fom. If a & Fom, then we may have
at most three solutions to Equation (3.5]). Thus we have Sy < 2"+2. We now consider S
as follows.

Si— Y (T b )

BE€Fan
Trp™ ((14¢)8)70

Z (_1)’IWI'('LL1X27”71+1+'LL2X21+1+U3X2M72+1+U4X22+1+'UJX)

XeFon
22m72+2m72+1
_ Z (_nTl“(ﬁ(F(a) +b+co )) Z Wg(w),
BEFZ” XEFQn

T (1+¢)8)#0

where Wg(w) is the Walsh transform of the trace of function G(X) = u X2" ' 4
up X2 g X2 4 XFH at w. Now from Lemma 2T the square of the Walsh
transform coefficient of G is given by

Wea(w)? =

2"+ if G(X) + Tr(wX) =0 on Ker (L)
0 otherwise,

where £ is dimension of kernel of the linearized polynomial
LX) =u (X2 + X)2" +ug(X2" + X)) +ug(X2" + X)2"7 4y (X2 + X))
It is easy to see that Fom C Ker(L). Thus, if we can show that G(X) + Tr(wX) # 0 for
all X € Fom, then S; = 0. We shall now make efforts to prove that
G(X) + Tr(wX) = iy X2+ faup X241 g X277 gy X2 4 Tr(wX)

is not identically zero on Fom. Observe that for X € Fom, G(X) + Tr(vX) reduces to the
following polynomial over Fom,

2m71

u1X2m*1+1+u2X21+1+u3X2m*2+1+u4X22+1+Tr$nm(ﬁ(1+C))X+’ A (Trp (B(14¢)) X)

If m = 1 then G(X) + Tr(wX) = 0 implies that Tr2™(3(1 4 ¢)) = 0, which is not possible.
For m > 2, the degree of G(X) + Tr(wX) is strictly less than that of 2™ — 1. Hence the
claim. 0

Next, we discuss the c-differential uniformity of F(X) = (X" + X +5)3'22m72+2m72 +X
for some fixed values of ¢ and 4.

Theorem 3.2. Let F(X) = (X2" + X +6)32" 2" L X over Fyn, where n = 2m and
m % 0 (mod 3). Then F is PcN for all ¢ € Fom \ {1} and § € Fan.
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Proof. We know F(X) is a permutation polynomial from Lemma 241 One can easily
simplify F'(X) to get the below expression
F(X) _ Trgnm((s)2mf2Trgnm(X2m71+2m72 + X2m71+22m72) + 522m71Tr3nm(5)
+ (62m72+22m72 + 522m71)Tr12/nm(X)2m71 + X2m + 53'22m72+2m72'

Notice that for 6 € Fom, F(X) = X" + 62", would have c-differential uniformity 1. Let
us assume Tr2"(5) # 0. Recall that, for any (a,b) € Fan x Fan, the e-DDT entry .Ax(a,b)
is given by the number of solutions X € Fan of the equation F'(X + a) + cF(X) = b, or,
equivalently,

(14 )F(X) + T2 (62" ) T2 (0" + ¥ )X
+ F(a) + 63277427 2y,

Now, by using Equation (2.I]), the number of solutions X € Fon of the above equation,
Ar(a,b), is given by

2 Arah) = 3 Y ()T QF(X) 4 Fla) 677742 )
BEFZ” Xern
(_1)TI'(6Tr12/nm(52m72),I\r?nm((aTan + a22m—2)X2m71 + aszl (X2m—2 + X22m—2)))

D) 3 T+ F(X)
BEFn X €EFpn
() TEBTE @ 2 (@ +a®)X "

2m72

T2 (X2")

2m72 2m71 2m72

+ a2m71 (X + X22m72))

22m72 +2m72

_ Z (_1)TI"(6(F((1) + &

+ a2m71(X2m72 + X22m72))).

With,
Ty = TH(5(1 + OF(X)),
Ty = Tr(BTe2™ (62" ) Tr2™ ((a

the above equation becomes

gm—2

+ a22m72)X2m71 + CL2m71 (X2m72 + ){_22m72)))7

1 Tr (B (F(a) + b+ o> 742" AT
(36) Ar(ab)= o 3 (1) (5 ) S (ot T
BeFon XeFon
Further, we simplify Ty and T as follows:

Ty = Te(BTr2m (62" ) T2 ((a X2 a2 (X2 L X2
= Tr(Te27(62" ) (a®" + o™ )T2(B%) X + T2 (6)Tr2™ (o) T2 (81) X)),

2m72 22m72
a

and,
Ty = Tr(B(1 + o) F(X))
=Tr (5(1 + C)(’I‘rgnm(é)QWLfQﬁgnm(X27rL71+2m*2 + Xgmfl_,’_22m72)))
om=—2

+ Tr(B(1 + c)522m71Tr$nm(5) Trglm(XW*?))
+ ’I&‘ (5(1 + C)((6277L—2+22m—2 + 522m71)TI_2m(X)2m71 + X2m + 53,22m—2+2m—2))

m
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= Tr(B(1+ )82 2" LT ((B(1 + 0)2" X + Te2 () e (82(B(1 + ¢))1) X)
+Tr(Te2™ ((B(1 + ¢)2(6 + 62" 2" 7)) x
+ T2 GV T2 ((B(1 + ¢) ) (X3 + X2,

Now Equation (3.0 reduces to

T F b 53.22m72+2m72
Aran =Ly (EPF@ e )
BEFon
Z (_1)TI‘(U(X21+1 + X2m+1+1) + U)X)’
Xe€Fon

where,
= T ()T (B(1L+ €)") = (14 ' Ty ()T (3)°
w =T (0T @ T I () + T OV T 0 T ()
+ (81 + )" +TETETEN((1 +0)") + TS0+ (0 + 8%
= (eI (@ I (57) + T (0) T (o) T ()
+ (1408 + (14 ) T (5) T (0°8Y) + (14 ) Ty (875 + 0% 7).

Further, splitting the above sum depending on whether Tr2™(3) is 0 or not, we get

on cAF((% b) —_ Z (_nTI‘(,B(F(CL) + b+ 0(53'22m72+2n172)) Z (_1)T1“((1 + C)ﬂ2mX)

BEFon X€Fon
T (8)=0

() T+ ) I ()T (6°6%) + (14 ) T (87(5 + 8% +7)))x)

T S L CAORYES R )

BEFon
Te77 (8)7#0

3 (_1)Tr(u(X21+1 + X7 LX)
XeFon
= Sp + 51,

where Sy, S1 are the two inner sums. We first consider the sum Sy below. We write

So= Y (LB b+ e 5T (14 057 X)

BEFon XeFon
T2 (8)=0

o (((1+ " T2 (o) Ta2 (828%) + (14 €2 T2 (8(6 + 02" +27)))x)
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_ Z (_UTY(B(F(G) +b+653-22m72+2m72)) Z (_1)Tr (5(1 +C)X)
T (30 e

()T (L PTG S+ (14 T 6))X) g

The last identity follows by analyzing the number of solutions 3 of the following equation:
(3.7) B +e)+ (14 ) Te2m™(86)38* + (1 + ¢)*Tr2"(8)8* = 0,

or equivalently, nonzero solutions 8 € Fom of Z3 4+ Z +1 = 0, where Z = (1 + ¢)Tr2™(5).
From Lemma [2.2] it is clear that the polynomial p,,(X) has an odd number of terms if
m % 0 (mod 3), and each of term is a monomial of X. Hence, it cannot have three distinct
solutions in Fom. Also, since Tr{*(14 1) = 0, then it cannot have a unique solution. Thus,
Equation (B.7) has only one solution 5 = 0 in Fom, and that gives us Sy = 2". Next, we
have

Si= ) (1) T (B(F (@) + b4 a2 527

BEFon
Tep™(B)#0

Tr <u(X21Jr1 F X2 4 wX)

_ Y () TBE@) b e 5y

BEFZ” XE]FQTL
Tr77 (8)#£0

where Wy, (w) is the Walsh transform of the function f,(X) = Tr(u(X2' 1 4 X277 +1)
at w. We split our analysis in two cases depending on the value of m. Also, we have
k=2m,a=1and b=m+ 1.

Subcase 1(a). If m is odd, then ged(b — a,k) = m and ged(b + a, k) = 1. Also, notice
that ve(a) = wva(1l) = 0, va(b) = va(m + 1) and ve(k) = v2(2m) = 1. Summarizing,
we observe that vy(a) = v9(b) < we(k) does not hold. From Lemma [2.9] one can see
that Wy, (w) = Wy(%), where f(X) = Tr(X2'+! + X2"7' 1) and 5 € Fom such that
u = n2*'. We now show that Wf(%) = 0 via Lemma 28 One can observe that
0 = v2(b—a) = vz(b+a) = va(k)—1. Hence it is sufficient to show that (L1oL2)(F+1) # 0.
Now,

(LioLy)(X) =X + X2+ X2 4. 4 X2,

Hence,
(L1 0 L) <E + 1> =m+ B (1+¢) n (52m(1 —l—c)>2 . (M)Wl
T (ﬁgnm“% YT (a2 T (62 + Trfnm(é)Trfnm(a2)Trfnm(54)>
n
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+ Ty <<1 + o) T (0) T (67 5) + (1+ o) T (5°(8 + 52’“”2’“))) |
n

Now, if (L o L) (% + 1) = 0, then we have ((Ll o Ls) (% + 1>)2 = 0. This will give us

(L1oLo) (% + 1> + <(L1 o Ly) (% - 1>>2 = %Trfnmw?m(l +¢)) +m + m?
o _ O pam gy 4y o2 — 0,
n

As u = 13, we have n # 0, that gives us Tr>™(8) = 0 which is obviously not true and
hence we are done.

Subcase 1(b). Let m =0 (mod 4). If we have vy(m) = v(> 2), then vy(a) = v9(b) =0
and vy (k) = v2(2m) = v + 1. Summarizing, we have vy(a) = v2(b) < vo(k) and ve(k) > v.
Thus, by using Lemma 2.9] if we show that Li o Lo (%) # 0 then we have Wg(w) = 0
which gives us S; = 0 and then we are done with the claim. So, our goal is to now show
that L1 o Lo (%) #0. As dy = m and ds = 2, we have

(Lo Ly)(X) = X + X¥ 4 X277 4 x2%% .4 x¥7

. 22 e
Now, if (L1 o Ly) (&%) = 0, then we have ((L1 o0 La) (%))” = 0. This will give us

(LioLs) (=) + (Lo Lo) (%))22 = (%) = T (w) =0,

which is a contradiction to the assumption that Tr2™(3) # 0.

Subcase 1(c). Let m =2 (mod 4), then d; = m and da = 4. In this subcase, we have
va(a) = v2(b) = 0 and vo(k) = v2(2m) = 2. Summarizing, we observe that va(a) = v2(b) <
v2(k) holds and wvp(k) < v. Then again from Lemma 2.9 if we show that 3 & Sg, N Sa,,
then we are done. In this subcase, Sy, = {X € Fan : Tr2™(X) = 0} and Sy, = {X €
Fon : Try(X) = 0}. Let ;5 € Sg; N Sg,- Then we have Tr2m (%) = 0, which implies that
Tr2™(B) = 0, which is not possible. Hence Wg(w) = 0, giving us S; = 0. This shows the
claim that F' is PeN for ¢ € Fom \ {1}, and the proof is done. O

Theorem 3.3. Let F(X) = (X2" + X +6)32" °+2°"° L X over Fon, where n = 2m and
m # 0 (mod 3). Then F is PcN for all ¢ € Fom \ {1} and § € Fan.

Proof. Notice that F(X) is a permutation polynomial over Fyn from Lemma The
proof follows along a similar lines as in the aforementioned Theorem O

Next, we compute the c-differential uniformity of the permutation polynomial F\(X) =
(X2" 4 X 4 627427 (X2 4 X +6)2" 2" 4 X and show that it is PeN for some
values of ¢ and 4.

Theorem 3.4. Let F(X) = (X2" + X +6)2"7 2" 4 (X2" 4+ X +6)2" 2" £ X over
Fon, where n = 3m. Let § € Fon and Tr3™(85) = 0. Then F is PcN for ¢ € Fom \ {1}.
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Proof. First, we know that F' is a permutation polynomial via Lemma Next, by
expanding the trinomial, one can easily simplify F'(X) and gets the below expression

2m+1 22m+1 22m 22m+1 22m 2m+1

F(X) = Tedm (x4 x4 (5 X

(52m + 522m) 22m+1 + 52mX2 + (5

+ETHXET XY 46
2m+1 + 1)X + 52m+1+22m + 522m+1+2m‘
Since Tr2™(§) = 0, we can write the above equation as

F(X) _ Trgnm(X2m+l+1 + X22m+1+1) + 52X22m 622m+1X 522mX2m+1
+ 5X22m+1 + 52mX2 + (52m+1 + 1)X + 52m+1+22m + 522m+1 +2m‘
Recall that, for any (a,b) € Fan X Fon, the ¢-DDT entry .Ap(a,b) is given by the number
of solutions X € Fon of the equation F(X + a) + ¢F(X) = b, or, equivalently,

(14 Q) F(X) + F(a) + 02"+ 4 g2 i2m
+ T (@ X +a(XT + X)) =0,

22m+1
)

+a
From Equation (21]), the number of solutions X € Fan of the above equation is given by

" Ap(a,b) Z Z B((1+c)F(X)+ F(a) +

BEFn XEFan
(_1)Tr(5(ﬁ§nm((a

62m+1+22m + 522m+1+2m))

2m+1 22m+1 )

+ a X + a(X2m+1 + X22m+1)) + b))7

or, equivalently,

gm+tly92m 22m+1_ gm
2 Arab) = Y (<) (8(Fa)+b+0""+" 45 )

BEFon
Z (_1)Tr <5(1 +c)F(X) + ﬁTr?nm((a2m+l n a22m+1)X n a(X2m+1 n X227n+1)))
X€Fan
Using notations
Ty = Tr(B(1 + ) F(X))
Ty = Te(B(Te3™ (0™ + 0" )X +a(X2™ + X277,

the above equation becomes
(3.9)

Ap(a,b) = 1 Z (_1)Tr (ﬂ (F(a) Lp g gy g2 +2M>> Z (_1)T0 o7

n
BEFZ” XEFQn
Let ¢ € Fom \ {1}. To compute T and T}, we simplify them further,

2m+1 22m+1

+a®" )X +a(X¥ + X))
Tr?nm (/B)X + (a2m71 + a22m71 )Tr?nm (/82m71 )X,

T, = Tr(B(Tr2"((a

(a2m+1 + a22m+1)
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and,
To = Tr(B(1 + ) F (X))
= T (B(1+ o) (Tei (X710 4 X2 g2 X T g7 X g7 )
+ Tr (ﬂ(l + c)(5X22m+1 162X 4 (52m+1 )X+ e 522m+1+2m))
= Tr (T (B4 ) (X" X 46 (B + )"+ (81 + )X
+Te (B + )07 X + (B + 0 X 4+ (B(1+ )0 X)
+Tr (B4 (07" + )X + B(1+ (67 4 g2
= Tr (Tl (81 + ) (X4 4 XP7 ) 4 514 X + T (B +6)s*" " X))
T (T (B(1+ )7 077 X 4 B(1+ (67 4672 )

Now Equation (3.9) reduces to

n
BEFon

T ()T X )

Ap(a,b) = i Z (_1)Tr(5(F(a) +bh+ 6(52M+1+22m n 522m+1+2m))

9

where,
u =T ((1+¢)B)
w = (a2m+1 + a22m+1)Tr§nm(B) + (a2m*1 + a22m*1)Tr%1m(ﬂ2mil) +8(1+¢)
+ T (B + )8+ T (B(L+ )2

As ¢ € Fom \ {1}, we can split the above sum depending on whether Tr2™((1 +¢)f) is 0
or not, or equivalently, Tr2™(f) is 0 or not. We write

" Ap(ab) = Y (-)TBE@ b+ C(§2TIHET LGPy

BEFan
e (8)=0
>y ™ ((5(1 +o)+ (@ 4T TEN(9)) X)
X€Fan
™ ((a?”’1 + a22m’1)Tr§nm(ﬁ2"”)X>

LY () TBF(@) + b @ )

BEFon
T (8)7#0
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> (- )T (" 4 X2 )

XeFon
=5y + 51,

where Sy, S1 are the two inner sums. We first consider the sum Sy:

Sy = Z (_1)Tr(5(F(a) +b+ c(52m+1+22m + 522m+1+2m))) Z (_1)Tr (B(1+)X)
BEFn XcEFon
Tey(8)=0

Clearly, the inner sum in Sy is zero only for § = 0 and hence we have Sy = 2". Next, we
consider S,

Si= Y (C)TBE@+b+@ )y )
BeFon X€Fan
Ty (B)#0

where W, (w) is the Walsh transform of the function f,(X) = Tr(u(X2" 14 X227 H)
at w. We split our analysis in three cases depending on the value of m. Also, we have
k=3m,a=m+1and b=2m+ 1.

Subcase 1(a). If m is odd, then ged(b — a,k) = m and ged(b + a, k) = 1. Also, notice
that va(a) = va(m + 1), va(b) = v2(2m + 1) = 0 and va(k) = v2(3m) = 0. Summarizing
all, we observe that vy(a) = va(b) < ve(k) does not holds. From Lemma [2.0] one can see
that Wy, (w) = Wf(%), where f(X) = Tr(X2""+1 4 X2*""'+1) and ) € Fom such that
u=n2"""*1. Also, observe that 0 = vy(b—a) = va(b+a) # va(k)—1 and vy (k) = v. Hence
it is sufficient to show that I & S4, N Sq,, where Sq; = {X € Fon : Tr2™(X) = 0} and
Sg, = {X € Fan : Tr}(X) = 0}. Tt is easy to observe that Tr>™ <%> = %Tr%lm(ﬁ(l +c¢)) =
0, which is not possible as Tr2™(3(1 + ¢)) # 0. Hence Wy, (w) = We(5) = 0.

Subcase 1(b). Let m = 0 (mod 4). If we have va(m) = v(> 2), then va(a) = va(b) =0
and va(k) = v2(3m) = va(m). Summarizing all, we have va(a) = v2(b) < va(k) and
v2(k) = v. Thus, by using Lemma 2.9 if we show that —gy = uz,ff,l & Sa, N Say,
where Sy, = {X € Fan : Tr¥™(X) = 0} and Sg, = {X € Fan : Trj(X) = 0}. As u € Fom,
Trdm <u27,%) = 0, will imply Tr2™(8(1 + ¢)) = 0, which will give us a contradiction to

the assumption that Tr>"(B(1 + ¢)) # 0. Thus, S; = 0 in this case too.

Subcase 1(c). Let m = 2 (mod 4). Then we have va(m) = 1, va(a) = va(b) = 0 a

vo(k) = v2(3m) = va(m) = 1. Summarizing all, we have va(a) = va(b) < va2(k) and
vo(k) < v. Then by using the same argument as in Subcase 1(b), we have S; = 0. This
completes the proof. O

4. PERMUTATION POLYNOMIAL OVER F3n WITH LOW ¢-DIFFERENTIAL UNIFORMITY

In this section, we consider the c-differential uniformity of polynomial F(X) = (X3" —
X +6)3"+ 4 (X3 — X +6)° 4+ X, which is a permutation, as stated in Lemma 7] over
F3n, where § € F3n and n = 2m.
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Theorem 4.1. Let F(X) = (X3" — X + )3+ + (X3" — X +6)° + X over Fzn, where
n=2m and § € Fzn such that (1 — [Tr2™(8)]*) is a square element in F%.. Then:

(1) F is PcN for all c € Fam \ {1}.
(2) Moreover, F is of c-differential uniformity 3 for all ¢ € Fan \ Fgm.

Proof. Clearly, after simplifying
F(X) —Te2n (3)(X9" 4 X1 = X314 _ x84 | gy @ | o xan gy
+ T2 (8)(—6X3 — 83 X) + X.

We know that for any (a,b) € Fsn X Fsn, the ¢-DDT entry .Ap(a,b) is given by the
number of solutions X € F3» of the following equation

(4.1) F(X +a) - cF(X) =b,
or, equivalently,
(1= )F(X) + Te2™(5)Tr2™((a® — a®™ )X + a(X? — X¥")) + F(a) — 6% — 6° = b.

Now, by using Equation (Z1]), the number of solutions X € Fsn, .Ap(a,b), of the above
Equation (I]) is given by

1 Tr
DRI

BEF3n X€F3n

(B = OP(X) + T2 @) T2 (0 — o)X + a(x® - X¥" ™))

JTE(B(F(a) — 8%+ = 5 — b))

)

where w = ¢27/3, Equivalently,

Ar(ah) = 3 ST F@) b0 )

XeFgn
Let

To = Tr(B(1 — ) F(X)),

T = Tr(BTe2M () T2 (o — o™ )X +a(X® - X¥"7))).
Then,
(4.2)  cAp(ad) = in Yo olr (8 (F(a) =b—6"+1 - 4%) S ST

BEF3n XeFan

Case 1. Let c € Fgm \ {1} and § € F3n. To compute Ty and T3, we first write
T, = Tr(BTr2™(6)Tr2™((a® — a?’mﬂ)X +a(X? — X?’mﬂ)))
= Tr (T2 (BT (6)(0® — o™ )X + T2 (8% 2 (67 (@™ — a)™ ' X)),
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and
Ty = Tr(B(1 — ¢)F(X))
=Tr (B(1 = O)(TeZP (9) (X" 4+ X1 — X" x93 4 5y
+Te2" (0)(—0X° — 6% X) + X)

3m+1

+83X3" 61

=Tr (B(1 — ¢)(8®" +6%)) + Tr (Tr2™(6) Tr2™ (B(1 — €)X * + B(1 — ) X
T2 (8P T (B(1 — ) X (T2 (6)3B(1 - 0)*" X

32m71

+H(=(Trp" (9)3B(1 — ¢))
Now Equation ([4.2]) reduces to

Ap(ah) = £ 3 GTBF@) = b= @4 07) 3 Tr(n X! =X 4 0X),

n

+ (T2 (E)8°8(1 — &))" — T2 (9)8°B(1 ) X )

BEFn X€F3n
where,
= T2 (8) T2 (8 (1 )
T2 (0" T (B — ) ="
v= Trimw)Trfnm( )(a® —a®) + T2 (85T (63 ) (0¥ — @)+ B(1L - )

32m71

+ (T (8)3B(1 = ¢)*" ™ — (T (8)58(1 — ) + (Tep(8)8°B(1 — ¢))*"

— Trp"(8)0° (1 — c).

Further, splitting the above sum depending on whether Trfnm(ﬁ) is 0 or not, we get

S = Z oI (B(F(a) —b— c(03" 4 5%))

BEF3n
e (8)=0

Z O.)’Tr (((1 o 6)6 - (1 - C)ﬁTrgnm(é)Ll + (1 — C)3m71/8377L71TWI‘72nm(5)2.377L—1> X)
XeFsn
e Y WTHBF@ - b= (6 4 87)

BEF:n
Tr77 (8)=0

S (A== (1= epmrEy + (1 - o g T2 (62" ) X) .

X€Fsn

To compute Sy, we need to compute the number of solutions 8 € F3n for following
equation,

3m71 3m— 1

(1- ) — (1= BTE" (@) + (1 — )" B¥" T2 (0¥ =0,
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It is clear that when Trfnm(é) = 0, the above equation has only one solution 8 = 0. Let us
assume that Tr2™(§) # 0. Raising the above equation to a cubic power, we get

(1 =08 = (1= o’ (Tep"(6)")° — (1~ )BTy (8)* = 0,

or equivalently, A3*>—Bf = 0, where A = (1—¢)? (1 — Tr?,"bm(d)‘l)g and B = (1—c¢)Tr2™ ().
B
One can clearly observe that A% — B = 0 has a solution in 8 € F%, if and only if —

A
_ , T2 (5)>2 ™2 (5) .
is a square in Fgm. Now 1= 1= o2(1 - [Trgnm(d)‘l])?’ = <(1 — c)y3> , where v € F3,,
Ti7" (9)
(1—c)3’

. This would give us a contradiction to the condition that Tr>™(3) = 0. Hence

and v? = (1 — Tr?™(8)*). Hence 8 = + however, Tr2™(B) # 0 as Tr2™(3) =

Next we compute sum S,

si= Y WTBFE@ -b-c T +57) T (X! - X o)

BEF3n XeFsn
Ty (8)#0
o 3" +4 5
Ly SEE@ b= e )y,
BEF3n

T (8)#0

where Wg(—v) is the Walsh transform of trace of function G(X) = uy X* — up X3 ' +1
at —v. Now, from Lemma Z10], the absolute square of Walsh transform coefficient of G is
given by

3n+if G(X) + Tr(vX) = 0 on Ker (L),
0 otherwise,

Wa(—v)* = {

where £ is dimension of kernel of the linearized polynomial
LX) =u (X — X3") —ug(X — X373

It is easy to see that Fgm C Ker(L). Thus, if we can show that G(X) + Tr(vX) # 0 for

all X € Fgm, then S; = 0. We shall now prove that G(X) + Tr(vX) is not identically zero

on Fgm. For X € F3m, the polynomial G(X) + Tr(vX) gets reduced to the polynomial

3m71 3m71

X —uo X3 T2 (B(1— o)) X+ Te2™(B(1—¢) B X3+ -+ e (B(1—c))*" X377,

which is a polynomial over Fgm. For m = 1, G(X) + Tr(vX) is not identically zero on Fj
as Tr2™(B(1 —c)) # 0. And for m > 2, it is easy to observe that degree of G(X) + Tr(vX)
is strictly less than 3" — 1 and hence the claim.

Case 2. Let ¢ € Fgn \ Fgm. Then using the same values of uj,us and v as above, one
can define the sums Sy and S; depending upon Tr2™(3(1 —¢)) = 0 or Tr2™(B(1 — ¢)) # 0.
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First,
3" +4 5
Sy = Z WTE(B(F(a) —b—c(6°" T +6%))) Z LI (vX)

BEF3zn XeF3n
T (B(1-c)=0

_gn gy 3 STE(B(F(a) = b—c(6®" T +6%))) 3 LT (0X)

BEF, X€F3n
Try (B(1—c))=0

To compute Sy, we need to find the number of solutions for
T (AT (0)(a” — ™) + T (8 )T (6% ) (@™ — )™ 4 51— ¢)
+ (T (0)36(1 = )*™ " = (T (§)56(1 — )™ + (T (0)8°5(1 — ¢)*”
— Ty (8)6°B(1 — ¢) = 0,
or equivalently, using Tr2™(8(1 — ¢)) = 0, we have
(1= T () — ™ )8+ (1= &) T (0" ) (@®" — )™ %" + B(1 - 0)
(T @ (1= 0™ 8T =T (9) (1 - s =0,

3m71

where é = (1—c)'=3". Raising the above equation to the cubic power, we get A3>—BS = 0,
where

A= 1=’ (6% ) (a—a®")? + (1= )’ = (1= o) (Tep(6)"
and
B =¢&1—-&)%"Te2™(6)(a — a®") + &1 — ¢)3" Te2m(5)2.

B
It is easy to see that except for 3 = 0, A3 — BB = 0 has a solution 3 € F%, if 1 is a

B
square (notice that for a € Fgm,z is always a square). If it is a square, then A3+ B3> = 0
has three solution in F3~, namely, 8 = 0,5 = ;1 and § = —(;. Hence, Sy becomes

gn <1 LT (B (F(a) = b= e(8*" T+ 6%))) | Tr(=Bi(F(a) —b—c(6®" 4 65>>>> ,

Clearly, for those pairs (a,b) € Fsn x Fsn for which b = F(a) — ¢(6*" T4 + 6°), we have

So = 3"*1; and for the other pairs (a,b) € Fzn x F3n, we have Sy = 37(1 + (@) —i—wTr(_a)),

where o = f1(F(a) — b — (63" +* 4 6°)). Hence, the maximum value that Sp = 3"(1 +

W@ 4y Tr(=2)) can attain is 3"*!, as Tr(—a) = —Tr(c). This yields that Sy = 3"*1.
Next, we analyze the second sum,

S1 = Z wTr(ﬁ(F(a) —b— 0(53m+4 + 55))) Z wTr(ung — u2X3m71+1 +vX)

BEF3n X€Fgn
Tep (B(1—c))#0

- 3 STr(B(F(a) —b— (6" 4 PN We(—v),
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where Wg(—v) is the Walsh transform of trace of function G : X + uy X* — up X 3mTi4
at —v. By following similar arguments as in the Case 1 above, one can show that S; = 0.
This completes the proof. O

5. CONCLUSIONS

In this paper we show that some permutation polynomials are PcN over finite fields
of even characteristic and even dimension, for ¢ # 1 in the subfield of half dimension.
This adds to the small list of known (non-trivial) PcN functions. We also find a class of
permutation polynomials over finite fields of characteristic 3, of even dimension n = 2m,
which is PcN for ¢ € Fazm \ {1}, and has c-differential uniformity 3 for all ¢ ¢ Fam.
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