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Optimal Binary Differential Privacy via Graphs
Sahel Torkamani, Javad B. Ebrahimi, Parastoo Sadeghi, Rafael G. L. D’Oliveira, and Muriel Médard

Abstract—We present the notion of reasonable utility for binary
mechanisms, which applies to all utility functions in the literature.
This notion induces a partial ordering on the performance of all
binary differentially private (DP) mechanisms. DP mechanisms
that are maximal elements of this ordering are optimal DP
mechanisms for every reasonable utility. By looking at differential
privacy as a randomized graph coloring, we characterize these
optimal DP in terms of their behavior on a certain subset of the
boundary datasets we call a boundary hitting set. In the process
of establishing our results, we also introduce a useful notion that
generalizes DP conditions for binary-valued queries, which we
coin as suitable pairs. Suitable pairs abstract away the algebraic
roles of ε, δ in the DP framework, making the derivations and
understanding of our proofs simpler. Additionally, the notion
of a suitable pair can potentially capture privacy conditions in
frameworks other than DP and may be of independent interest.

I. INTRODUCTION

Differential privacy (DP) [2] has emerged as a leading

standard in private data analysis [3]. This framework has

been instrumental in protecting privacy across a multitude

of applications. Most prominently, the United States Census

Bureau integrated differential privacy into its 2020 Census

release [4]. Furthermore, industry leaders like Google [5],

Microsoft [6], and Apple [7] have also incorporated DP into

their respective systems. DP is also heavily studied and used

in deep learning [8], [9] and federated learning [10], [11].

Differential privacy is often achieved through a random-

ized perturbation of the true query outputs before sharing

them with potentially untrustworthy entities. However, such

a perturbation (also known as a DP mechanism) inevitably

affects the reliability and utility of the output. Therefore, one

of the central and challenging research problems in the field is

how to design and implement DP mechanisms to best balance

privacy and utility [12]. Under certain parameter settings and

assumptions, optimal DP mechanisms have been studied in the

literature for real-valued queries [13]–[17] and for categorical

or binary-valued data [18]–[20].

Previous works on differential privacy have considered dif-

ferent utility functions to measure performance. Thus, while a

certain DP mechanism might perform well, or even optimally,
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for a certain utility, it might not do so for another. In Defini-

tion 2, we present the notion of reasonable utility for binary

mechanisms, which applies to all binary utility functions in

the literature. This notion induces a partial ordering on the

performance of all binary DP mechanisms. DP mechanisms

which are maximal elements of this ordering are optimal DP

mechanisms for every reasonable utility. In Theorem 1, we

characterize these optimal DP mechanisms. To do so, we look

at differential privacy as a randomized graph coloring.

In our graph formulation, each vertex v ∈ V of the graph

represents a dataset and each edge represents a neighborhood

relation. The true value of the binary query is represented by

the vertex color (such as blue and red). A DP mechanism

is then a randomized coloring of the vertices subject to local

privacy constraints. We categorize datasets into boundary and

non-boundary datasets. Boundary datasets are those with at

least one neighbor with a different true query value (color), and

non-boundary datasets are those in which no single individual

in the dataset can change the query.

Theorem 1 shows that optimal DP mechanisms are char-

acterized by the values of the DP mechanism on a certain

subset of the boundary datasets we call a boundary hitting set.

Thus, if the values of a DP mechanism on a boundary hitting

set are defined and satisfy DP conditions among themselves,

then there exists a unique optimal DP mechanism which

outperforms all others, for any reasonable utility function.

In the process of establishing our results, we also introduce a

useful notion that generalizes DP conditions for binary-valued

queries. We coin this as a suitable pair, which abstracts away

the algebraic roles of ε, δ in the DP framework and instead

focuses on the following: a randomized binary mechanism

defined on a dataset v imposes an upper bound and a lower

bound on the mechanism on a neighboring dataset u. These

bounds at u, in turn, impose upper and lower bounds on

the mechanism in the original dataset v. The strength of the

notion of suitable pair is that non-local privacy conditions

between non-neighboring datasets can be easily understood

and manipulated without being entangled in algebraic DP

conditions. Thus, simplifying the derivations and understand-

ing of our proofs. Additionally, the notion of a suitable pair

can potentially capture privacy conditions in frameworks other

than DP and may be of independent interest.

A. Main Contributions

Our main contributions are as follows.

• In Definition 2, we present the notion of reasonable

utility for binary mechanisms, which applies to all utility

functions in the literature. This notion induces a partial

ordering on the performance of all binary DP mech-

anisms. DP mechanisms which are maximal elements

http://arxiv.org/abs/2310.20486v1
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of this ordering are optimal DP mechanisms for every

reasonable utility.

• In Theorem 1 we characterize optimal DP mechanisms by

their values on a certain subset of the boundary datasets,

which we call a boundary hitting set.

• In Definition 12 we present the notion of a suitable pair.

This notion generalizes DP conditions for binary-valued

queries and abstracts away the algebraic roles of ε, δ, thus

simplifying our proofs.

• We present Algorithm 1, for finding optimal mechanisms

within the suitable pair framework, as well as a more

efficient Algorithm 2 for the case where one is solely

interested in the output of a mechanism on a specific

dataset. The optimality of Algorithm 1 is stated in The-

orem 2.

Theorem 1 generalizes the results in [1], which is stated

as Corollaries 1 and 2 for the spcial case of boundary

homogenous mechanisms and balanced mechanisms, respec-

tively. Definition 12, Algorithms 1 and 2, Theorem 2, and

associated intermediate results are all new in this paper with

respect to [1].

B. Paper Organization

Section II contains a statement of the problem and all

main results of the paper. In Section II-A, we review basic

DP definitions and introduce the notion of reasonable util-

ity, mechanism utility dominance, and optimal mechanism.

Section II-B presents the DP mechanism as the randomized

coloring of datasets on the graph. Section II-C, highlighted in

Theorem 1, presents the main results for optimally extending

the mechanism in terms of the restricted (ε, δ)-DP mechanism

on a boundary hitting set. Section II-D generalizes the results

of Section II-C using the new notion of a suitable pair

and presents the necessary and sufficient condition for the

existence of the unique optimal extension of a mechanism

restricted to a boundary hitting set. It also summarizes the

optimal extension in Algorithm 1. All proofs are in Section III.

II. MAIN RESULTS

A. Differential Privacy

We denote by V the family of datasets. We consider a

symmetric neighborhood relationship ∼ on V where u, v ∈ V
are said to be neighbors if u ∼ v. We also consider a finite

output space Q, which corresponds to the space over which

the output of the queries lies. A randomized mechanism,

which we refer to as just a mechanism, is a random function

M : V → Q, from the family of datasets to the output space.

Definition 1 (Differential Privacy [21]). Let ε, δ ∈ R be such

that ε ≥ 0 and 0 ≤ δ < 1. Let V be a set and ∼ be a

symmetric relation on V . Then, a mechanism M : V → Q is

(ε, δ)-differentially private if for any u ∼ v and S ⊆ Q, we

have Pr[M(u) ∈ S] ≤ eε Pr[M(v) ∈ S] + δ. We denote the

set of all (ε, δ)-DP mechanisms M : V → Q by Mε,δ(V,Q).
However, when V and Q are clear from the context, we refer

to Mε,δ(V,Q) as Mε,δ.

In this paper, we consider the case where the size of the out-

put space is |Q| = 2, i.e., binary-valued queries. Without loss

of generality, we set the output space to Q = {blue,red}.

The DP conditions for any u ∼ v in V are then as follows.

Pr[M(u) = blue] ≤ eε Pr[M(v) = blue] + δ, (1)

1− Pr[M(u) = blue] ≤ eε(1− Pr[M(v) = blue]) + δ,
(2)

Pr[M(v) = blue] ≤ eε Pr[M(u) = blue] + δ, (3)

1− Pr[M(v) = blue] ≤ eε(1− Pr[M(u) = blue]) + δ.
(4)

Since we only consider binary-valued queries, we have that

Pr[M(u) = red] = 1 − Pr[M(u) = blue] and that

Pr[M(v) = red] = 1− Pr[M(v) = blue].

We consider a function T : V → Q, which we refer to as

the true function. Our goal is to approximate the true function

T using an (ε, δ)-differentially private mechanism M. To

measure the performance of the mechanism, i.e., how good the

approximation is, a utility function UT : Mε,δ → R must be

defined, where UT [M] ≥ UT [M
′] means that the mechanism

M outperforms M′ with respect to the true function T . In

this work, we do not consider a specific utility function, but

rather consider a general family of them.

Definition 2. A utility function U : Mε,δ → R is reasonable

if Pr[M(u) = T (u)] ≥ Pr[M′(u) = T (u)] for every u ∈ V
implies U [M] ≥ U [M′]. When this condition holds, we say

that the mechanism M dominates M′.

Given the true function T , the notion of domination in

Definition 2 induces a partial order on the set Mε,δ of all

(ε, δ)-DP mechanisms. If a mechanism M dominates another

mechansim M′ then the first one outperforms the second for

every reasonable utility function. It is not always the case that

two mechanisms can be compared, even when restricted to a

reasonable utility. We give an example below.

Example 1. Consider the dataset V = {1, 2} where 1 ∼ 2
and the true function T : V → Q is such that T (1) = blue

and T (2) = red. Let M1 and M2 be two (log(2), 0.1)-DP

mechanisms1 defined such that Pr[M1(1) = blue] = 0.58,

Pr[M1(2) = red] = 0.76, Pr[M2(1) = blue] = 0.64, and

Pr[M2(2) = red] = 0.73. Then, neither mechanism domi-

nates the other. The reason for this is that there are reasonable

utility functions which, for a mechanism M ∈ Mε,δ might

prefer a higher value for Pr[M(1) = blue] more than a

higher value for Pr[M(2) = red], or vice-versa. Extreme

cases of this are the reasonable utility functions U [M] =
Pr[M(1) = blue] and U ′[M] = Pr[M(2) = red], both

disagreeing on which of M1 or M2 is better.

For more discussion and insight on the notion of reasonable

utility and its extensions, see Sections IV and V.

We are interested in characterizing the optimal (ε, δ)-DP

mechanisms, i.e., the (ε, δ)-DP mechanisms M which are

not dominated by any other mechanism. These correspond to

the maximal elements in the partial order Mε,δ. To find such

1In this paper, by log we mean the natural logarithm.
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Fig. 1. In this graph, the vertices are the datasets and the edges are the
neighborhood relationships, e.g., since there exists an edge between a and
b, it follows that a ∼ b. The true function is a graph coloring of the
vertices, e.g., T (a) = blue and T (d) = red. The set of vertices with
true value blue is T−1(blue) = {a, b, g, h, k, ℓ, n, s, t, u, v} and the
ones with true value red is T−1(red) = {d, e, f, i, j,m, n, o, p, q, r}.
The neighbohood of the vertex set {g, h} is N({g, h}) = {a, b, c, i, n}.
The distance between a and b is dist(a, d) = 5, which is the
size of the shortest path (a, g), (g, c), (c, h), (h, i), (i, d) between them.
The edges colored in green are the boundary edges ∂T (G, E) =
{(ℓ, q), (h, n), (h, i), (r, s), (r, t), (f, u)}. The boundary vertices are the ver-
tices ∂T (G, V ) = {ℓ, q, h, n, i, r, s, t, f, u}. The sets HT = {l, h, u, s, t}
and H′

T
= {a, q, n, i, s, t, u, v} are boundary-hitting sets, because they

contain at least one vertex from each boundary edge, while the set
{a, ℓ, n, s, t, j, u} is not a boundary-hitting set since it does not include any
vertex from the boundary edge (h, i). Finally, ∂T (G, blue) = {h, ℓ, s, t, u}
and ∂T (G, red) = {f, i, n, q, r}.

mechanisms, we reinterpret the problem as a randomized graph

coloring problem, which we describe in Section II-B.

This random graph coloring approach, together with the

notion of suitable pairs defined in Section II-D, allows us

to abstract the problem of characterizing optimal (ε, δ)-DP

mechanisms. Through such abstraction, we show in Theorem 1

that if the mechanism is defined only on an appropriate subset

of neighboring datasets, between which the true function

changes value, then the optimal mechanism can be uniquely

found for every other dataset.

B. Differential Privacy as Randomized Graph Colorings

We interpret differential privacy as a randomized graph

coloring problem. The vertices of the graph2 G(V,E) are the

datasets u ∈ V and the edges E are the neighboring relation on

the datasets, i.e. two vertices u, v ∈ V have an edge between

them if u ∼ v. The true function T : V → Q is a graph

coloring (Q is the set of colors) of the vertices of G. For

a given color j ∈ Q, the inverse image T−1(j) is the set

of vertices with true value j. Therefore, for a given vertex

u ∈ V , the inverse image T−1(T (u)) is the set of vertices

with the same true value as u. Since differential privacy is a

local condition, i.e., it is a condition on the u, v ∈ V such that

u ∼ v, the notion of a neighborhood is essential.

Definition 3 (Neighborhood). The neighborhood of a subset

S ⊆ V of vertices, denoted by N(S), is the set of all vertices

in V − S which are neighbors to at least one element of S.

Definition 4. A sequence of vertices u = u0, u1, · · · , un = v
is said to form a path from u to v, denoted by (u, v)-path, if

2We assume the graph is undirected and connected. Otherwise, the results
of this paper apply to any connected component of G(V, E).

(u0, u1), · · · , (un−1, un) ∈ E. We say n is the path length.

The distance between two nodes u, v, denoted by dist(u, v),
is the shortest path length from u to v. The distance between

two subsets A1, A2 ⊂ V is the shortest path length between

any a1 ∈ A1 and any a2 ∈ A2.

Definition 5 (Boundary Edges). The boundary edge of G with

respect to T , denoted by ∂T (G, E), is the set of the edges in

G whose two endpoints have different true query values.

Definition 6 (Boundary Vertices). The boundary vertices of

G with respect to T , denoted by ∂T (G, V ), is the set of all the

endpoints of the boundary edges.

Definition 7 (Boundary-hitting Set). A boundary-hitting set

of G with respect to T , denoted by HT , is a subset of the

vertices which contains at least one endpoint of every edge in

∂T (G, E).

Definition 8 (Boundary Vertices with True Value j). The

boundary vertices with true value j is the set of bound-

ary vertices whose true value is j. We denote this set by

∂T (G, j) := ∂T (G, V ) ∩ T−1(j).

In Fig. 1 we illustrate these definitions.

In an (ε, δ)-differentially private mechanism, every path

connecting two vertices u, v ∈ V induces an upper bound on

the probability of the mechanism output, i.e., the probability

Pr[M(v) = j] induces an upper bound on Pr[M(u) = j]
and vice versa. These upper bounds are induced by the (ε, δ)-
DP conditions (inequalities (1) through (4)). Since each upper

bound that v induces on u is an increasing function of

α := Pr[M(v) = j] and of the length of the path between

u and v, then the shortest path induces the tightest upper

bound on Pr[M(u) = j]. We formalize this statement through

Definition 9 and Proposition 1.

Definition 9. Let u, v be distinct vertices in V with distance

d = dist(u, v) between them and α ∈ [0, 1] be some fixed

value. Then, the probability induced on the vertex u by the

vertex v with value α is:

p(d, α) =











edεα+ δ edε−1
eε−1 , d ≤ τ,

min
(

1, e(2τ−d)εα+ 1− 1
e(d−τ)ε τ < d.

+ δ(eτε+e(d−τ)ε−2)

e(d−τ)ε(eε−1)

)

,

(5)

where

τ =

⌈

1

ε
log

(eε + 2δ − 1)

(eε + 1)(eεα− α+ δ)

⌉

. (6)

Taking the minimum in the second line of (5) ensures that

p(d, α) never exceeds 1. The next proposition establishes how

each vertex v induces an upper bound on Pr[M(u) = j] for

any other vertex u.

Proposition 1. Let M : V → Q be a mechanism. Then,

M is an (ε, δ)-DP mechanism if and only if for every j ∈
{blue,red} and every distinct vertices u, v ∈ V with d =
dist(u, v) and Pr[M(u) = j] = α, it holds that Pr[M(v) =
j] ≤ p(d, α).

Proposition 1 presents a closed form expression for the dif-

ferential privacy condition on non-neighboring datasets, which
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Fig. 2. The graph G in Examples 2 and 3. In Example 2, we show that
if the set on which the restricted mechanism is defined is not a boundary
hitting set, then there might not be a unique optimal extension for the setting
of Theorem 1. In Example 3, we show how Algorithm 1 works when the
restricted mechanism is properly defined on the boundary hitting set HT =
{v1, v4}.

we use, in Theorem 1, to characterize optimal mechanisms.

C. Characterizing Optimal Mechanisms

We show that optimal mechanisms are uniquely charac-

terized by their behavior on the boundary edges, i.e., edges

connecting vertices with different true values (see Defini-

tion 5). We do this by showing that when a mechanism has

been predefined on a boundary-hitting set (see Definition 7),

then it can be uniquely extended to an optimal mechanism

over all other vertices. These results are shown in Theorem 1

and Algorithm 1. To this end, we introduce the notions of

mechanism restriction and extension.

Definition 10 (Mechanism Restriction). The restriction of a

mechanism M : V → Q to a subset A ⊆ V is M|A : A → Q.

We also refer to M|A as a partial mechanism.

Definition 11 (Mechanism Extension). Let A ⊆ V and M′ :
A → Q be a mechanism. Then, a mechanism M : V → Q is

an extension of M′ if M|A = M′.

Theorem 1. Let HT be a boundary-hitting set with respect

to the true function T and M′ : HT → Q be a random-

ized function. Then, there exists a unique optimal (ε, δ)-DP

mechanism M : V → Q such that M|HT
= M′ if and

only if for every u, v ∈ HT with d = dist(u, v), we have

Pr[M′(u) = j] ≤ p(d,Pr[M′(v) = j]) for a fixed j ∈ Q.

Moreover, for every u /∈ HT , the optimal mechanism is

Pr[M(u) = T (u)] = min
v∈HT

p(dist(u, v),Pr[M(v) = T (u)]).

(7)

Theorem 1 establishes that optimal mechanisms are

uniquely characterized by their values at the boundary. More-

over, the assumption that HT is a boundary-hitting set is

essential to the theorem, as the following example shows.

Example 2. Let G(V,E) be the graph with vertices V =
{v1, . . . , v4} and edges E = {(v1, v2), (v2, v3), (v3, v4)}, the

true function be such that T (v1) = T (v4) = red and T (v2) =
T (v3) = blue, and A = {v3}. We illustrate this in Fig. 2.

Note that A is not a boundary-hitting set, since it is

missing a vertex from (v1, v2). We now show a (log(2), 0)-
DP mechanism M′ : A → Q which does not have a unique

optimal (log(2), 0)-DP extension to all of V .

Let M′ be such that Pr[M′(v3) = blue] = 1
2 . Then, the

(log(2), 0)-DP mechanisms M1 : V → Q such that

Pr[M1(v1) = blue] =
1

2
,

Pr[M1(v2) = blue] =
3

4
,

Pr[M1(v3) = blue] =
1

2
,

Pr[M1(v4) = blue] =
1

4
,

and M2 : V → Q such that

Pr[M1(v1) = blue] =
1

8
,

Pr[M1(v2) = blue] =
1

4
,

Pr[M1(v3) = blue] =
1

2
,

Pr[M1(v4) = blue] =
1

4
,

are extensions of M′ which are not comparable. Indeed, each

is a maximal element in the partially ordered set of (log(2), 0)-
DP mechanisms on G.

Theorem 1 generalizes the main results of [1], which we

restate as corollaries below.

Corollary 1. Let αblue, αred ∈ [0, 1] be fixed real numbers.

Suppose there exists an optimal (ε, δ)-DP mechanism M :
V → Q satisfying Pr[M(v) = T (v)] = αT (v), for every

boundary vertex v ∈ ∂T (G, V ). Then for every vertex u /∈
∂T (G, V ), the optimal mechanism must satisfy Pr[M(u) =
T (u)] = p(dist(u,w), αT (w)), where w ∈ ∂T (G, T (u)) is the

closest boundary vertex to u.3

Corollary 1 states that when the restricted mechanism is

homogeneous on the boundary, i.e., Pr[M′(u) = T (u)] =
Pr[M′(w) = T (w)] for every v, w ∈ ∂T (G, V ) such that

T (v) = T (w), finding the optimal extension to a non-

boundary vertex u using (7) reduces to first finding the closest

boundary vertex to u, denoted by w. Note that by definition

of the boundary and the distance, w must have the same true

value as u. Then, Pr[M(u) = T (u)] will be given by (5) with

α = Pr[M(w) = T (w)] and d = dist(u,w). A particularly

interesting boundary homogeneous case is when the (ε, δ)-DP

mechanism is balanced, i.e., when αblue = αred, which is

stated below.

Corollary 2. In the setting of Corollary 1, suppose αblue =
αred. Then, there exists a unique optimal mechanism and it

is such that for every u /∈ ∂T (G, V ),

Pr[M(u) = T (u)] = 1−
eε − 1− δ(eε(d+1) + edε − 2)

edε(eε + 1)(eε − 1)
,

3Due to a different labelling of vertices in [1], τ in (6) is larger than the
corresponding τ in [1, Definition 8] by one. After appropriate transformations,
they both result in the same expression for Pr[M(u) = T (u)].
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where d is the distance of u to the boundary ∂T (G, V ).

D. Suitable Pairs

To prove our results, we introduce a generalized framework

that captures the key conditions of differential privacy. We note

that differential privacy imposes local constraints on neigh-

boring vertices. Although non-neighboring vertices ultimately

constrain each other, they do so only through intermediate

neighboring vertices. These constraints are realized through

upper and lower bounds on the probability of the mechanism

outputting a value, as captured in (1)-(4). Combining (2) and

(3), we obtain the upper bound

UDP(α) := min(eεα+ δ,
eε + δ − 1 + α

eε
, 1), (8)

where α = Pr[M(u) = j]. Analogously, combining (1) and

(4), we obtain the lower bound

LDP(α) := max(eεα− δ − eε + 1,
α− δ

eε
, 0). (9)

We generalize this notion in the following definition.

Definition 12 (Suitable Pair). Let L,U : [0, 1] → [0, 1] be

two increasing functions. We call (L,U) a suitable pair if for

every α ∈ [0, 1] the following three properties hold.

1) L(α) ≤ α ≤ U(α),
2) L(U(α)) ≤ α ≤ U(L(α)),
3) U(α) ≤ 1− L(1− α).

The (ε, δ)-DP lower and upper bounds in (8) and (9) are

then a special case of (L,U) suitable pair.

Proposition 2. The functions UDP and LDP are a suitable pair.

The notion of a suitable pair abstracts away the detailed

algebraic expressions of differential privacy, e.g., those ap-

pearing in (1)-(4). Specifically, the composition Ud captures

the upper bound condition that a vertex u imposes on other

vertices at distance d.4 We now define the notion of privacy

in the suitable pair framework.

Definition 13 ((L,U)-Privacy). Let G(V,E) be a graph and

(L,U) be a suitable pair. We say that a randomized mechanism

M : V → Q is (L,U)-private if, for any u ∼ v and j ∈
Q, it holds that Pr[M(v) = j] ∈ [L(α), U(α)], where α =
Pr[M(u) = j].

In Theorem 2 we generalize Theorem 1 to suitable pairs.

We begin by showing an intermediate lemma that specifies

the necessary and sufficient conditions for the existence of a

mechanism extension.

Lemma 1. Let (L,U) be a suitable pair and M′ : HT →
Q be a randomized function on a boundary-hitting set HT .

Then, there exists an (L,U)-private mechanism M : V → Q,

extending M′, if and only if, for every u, v ∈ HT and d =
dist(u, v), we have α ≤ Ud(β) and β ≤ Ud(α), where α =
Pr[M′(u) = j] and β = Pr[M′(v) = j] for an arbitrarily

chosen j from Q.

4For d ≥ 1, Ud denotes d compositions of the function U . For function
L, Ld is defined similarly.

Theorem 2. Let (L,U) be a suitable pair and M′ : HT →
Q be a randomized function on a boundary-hitting set HT .

Then, Algorithm 1 either outputs the optimal (L,U)-private

extension of M′ or no (L,U)-private extension M : V → Q
of M′ exists.

Algorithm 1: The Optimal (L,U)-Private Extension

Input: Graph G(V,E), true function T , suitable pair

functions (L,U), boundary-hitting set HT ⊆ V ,

randomized function M′ : HT → Q.

Output: Optimal (L,U)-private extension

M : V → Q of M′ if one exists.

Choose j ∈ Q
for w, v ∈ HT do

d = dist(w, v).
if Pr[M′(w) = j] > Ud(Pr[M′(v) = j])
or Pr[M′(v) = j] > Ud(Pr[M′(w) = j]) then

return “No (L,U)-private extension exists.”

end

end

for w ∈ V −HT do
Pr[M(w) = T (w)] =
min
u∈HT

Udist(w,u)(Pr[M′(u) = T (w)]).

end

return Optimal extension M : V → Q of M′.

Algorithm 1 works as follows. First, it checks whether the

randomized function M′ is extensible at all. If there exists a

vertex w ∈ HT such that the probability of outputting the true

value T (w) exceeds the (L,U) bounds imposed by all other

vertices in HT , then an extension is not possible.5 Otherwise,

for each u not in HT the algorithm assigns Pr[M(u) = T (u)]
to be the minimum upper bound imposed by the vertices in

HT . In this way, it obtains the unique optimal (L,U)-private

extension of M′. Theorem 1 follows from Algorithm 1 by

setting the upper and lower bound functions for DP according

to (8) and (9).

From a computational complexity point of view, the signif-

icance of Algorithm 1 is as follows. For a given vertex u, a

naive approach would consider every possible path between u
and all other vertices in the graph to determine if it satisfies the

privacy constraints. Whereas Algorithm 1 shows that as long as

HT is a boundary-hitting set, it is sufficient to consider paths

between u and HT , thus reducing computational complexity.

Moreover, one does not need to consider all paths, but only

the shortest path between u and each w ∈ HT .

However, in many applications, one might not necessarily

be interested in retrieving the whole optimal mechanism but

instead in evaluating it on a particular dataset u ∈ V , reducing

complexity even further. For this, we present Algorithm 2.

Whereas in Algorithm 1 we must compute all shortest paths

between vertices in V −HT and those in HT , in Algorithm 2

we need only to compute the shortest path between u and

5In Algorithm 1, we have fixed j ∈ Q at the beginning of the algorithm.
However, this is not necessary. Based on Lemma 9, it is possible to select a
different j in each iteration of the for-loop.
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Algorithm 2: The Optimal (L,U)-Private Extension

Evaluated at on Particular Dataset

Input: Graph G(V,E), true function T , suitable pair

functions (L,U), boundary-hitting set HT ⊆ V ,

randomized function M′ : HT → Q, a vertex

u ∈ V −HT .

Output: Optimal (L,U)-private extension M(u).
Choose j ∈ Q
for w, v ∈ HT do

d = dist(w, v).
if Pr[M′(w) = j] > Ud(Pr[M′(v) = j])
or Pr[M′(v) = j] > Ud(Pr[M′(w) = j]) then

return “No (L,U)-private extension exists.”

end

end

return Pr[M(u) = T (u)] =
min
w∈HT

Udist(w,u)(Pr[M′(w) = T (u)]).

HT . If we denote the ball centered at the vertex u with radius

at maximum distance to HT by B, then the complexity of

finding the shortest path between u and HT using the Dijkstra

Algorithm [22] is Θ(|E(B)|+ |V (B)| log |V (B)|), where E(B)
and V (B) are the edges and vertices included in the ball,

respectively. The complexity of checking for the existence

of an extension is O(|HT |
2). Thus, the time complexity of

Algorithm 2 is Θ(|E(B)|+ |V (B)| log |V (B)|) +O(|HT |
2).

In Proposition 1, we show that when the (L,U) suitable pair

in Algorithm 1 comes from the differential privacy framework,

Ud(α) = p(d, α) where p(d, α) was defined in Definition 9.

The following example shows how Algorithm 1 works.

Example 3. Consider the graph in Fig. 2 again and let the

boundary hitting set be HT = {v1, v4}. Let ǫ = log(2), δ = 0
and fix the mechanism on HT as α = Pr[M(v1) = blue] =
1−Pr[M(v1) = red] = 0.3 and β = Pr[M(v4) = blue] =
1− Pr[M(v4) = red] = 0.1. Note that dist(v1, v4) = 3.

Algorithm 1 we first checks that the mechanism can be

extended. Let j = blue. Algorithm 1 checks that 0.3 ≤
U3(0.1) = p(3, 0.1) = 0.7 and 0.1 ≤ U3(0.3) = p(3, 0.3) =
0.9. Therefore, the partial mechanism can be extended.6

Next, Algorithm 1 assigns optimal values to Pr[M(v2) =
blue], and Pr[M(v3) = blue]. Let us first consider v2 and

the upper bound that each vertex v1 and v4 impose on v2.

From Definition 9, we have Udist(v1,v2)(0.3) = p(1, 0.3) =
0.6 and Udist(v2,v4)(0.1) = p(2, 0.1) = 0.4. Therefore,

Pr[M(v2) = blue] = 0.4. This is remarkable in the sense

that v1 which is the closest vertex to v2 in the boundary

hitting set is not the one that imposes the tightest upper bound

on Pr[M(v2) = blue]. Instead, v4 which is farther from

v2, has a more restrictive effect on v4 for taking its true

value blue. Finally, consider v3. We have Udist(v1,v3)(0.3) =
p(2, 0.3) = 0.8 and Udist(v3,v4)(0.1) = p(1, 0.1) = 0.2.

Therefore, Pr[M(v3) = blue] = 0.2.

6For ǫ = log(2) and δ = 0, (6) gives τ = 2 for α = 0.1 and τ = 1 for
α = 0.3. Therefore, p(3, 0.1) = 0.7 and p(3, 0.3) = 0.9.

III. PROOFS

In this section, we prove all our results. We start by showing

some intermediate lemmas that we use.

A. Intermediate Lemmas

This lemma states a graph-theoretic result that we use in

various proofs.

Lemma 2. Let G(V,E) be a graph and u ∼ v ∈ V . Then for

every vertex w ∈ V , we have dist(u,w) ≤ dist(v, w) + 1.

Proof. Consider a shortest path w = w0, w1, . . . , wdist(w,v) =
v connecting w to v. Since u is a neighbor of v, then w =
w0, w1, . . . , wdist(w,v) = v, u is a path connecting w to u with

length dist(w, v) + 1. Thus, d(w, u) ≤ dist(w, v) + 1.

The triangular inequality follows as an extension, where for

any u, v, w ∈ V , dist(u,w) ≤ dist(u, v) + dist(v, w).

In the next two lemmas, we provide explicit forms for the

upper bound function UDP and the lower bound function LDP

in the suitable pair, corresponding to the (ε, δ)-DP mechanism.

Lemma 3. The upper bound function in (8) can be rewritten

as follows.

UDP(α) =























eεα+ δ if α ≤
1− δ

eε + 1
,

eε + δ − 1 + α

eε
if

1− δ

eε + 1
≤ α ≤ 1− δ,

1 if 1− δ ≤ α.

Proof. In the first case,

α ≤
1− δ

eε + 1
⇔ (e2ε − 1)α ≤ (eε − 1)(1− δ)

⇔ e2εα− α ≤ eε − 1 + δ − eεδ

⇔ e2εα+ eεδ ≤ α− 1 + eε + δ

⇔ eεα+ δ ≤
eε + δ − 1 + α

eε
,

where the first equivalence holds if eε − 1 > 0; if eε − 1 = 0
the last inequality also holds. Also,

α ≤
1− δ

eε + 1
⇔ αeε + α ≤ 1− δ

⇔ αeε + δ ≤ 1− α

⇒ αeε + δ ≤ 1.

In the second case,

α ≤ 1− δ ⇔ α− 1 + eε + δ ≤ eε

⇔
eε + δ − 1 + α

eε
≤ 1.

Finally,

1− δ ≤ α ⇔ eε ≤ eε + δ − 1 + α

⇔ 1 ≤
eε + δ − 1 + α

eε
.
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Lemma 4. The lower bound function in (9) can be rewritten

as follows.

LDP(α) =























0 if α ≤ δ,

α− δ

eε
if δ ≤ α ≤

δ + eε

eε + 1
,

eεα− δ − eε + 1 if α ≥
δ + eε

eε + 1
.

Proof. Note that LDP(α) = 0 if and only if eεα−δ−eε+1 ≤ 0
and α−δ

eε
≤ 0. This will happen if and only if α ≤ eε−1+δ

eε
and

α ≤ δ, respectively. Since δ ≤ eε−1+δ
eε

, the first case follows.

For the second and third cases,

α ≤
δ + eε

eε + 1
⇔ (eε + 1)α ≤ (δ + eε)

⇔ (e2ε − 1)α ≤ δ(eε − 1) + eε(eε − 1)

⇔ e2εα− eεδ − e2ε + eε ≤ α− δ

⇔ eεα− δ − eε + 1 ≤
α− δ

eε
.

The next lemma establishes the symmetric nature of suitable

pair functions.

Lemma 5. Let α1, α2 ∈ [0, 1] and (L,U) be a suitable

pair. Then, α2 ∈ [L(α1), U(α1)] if and only if α1 ∈
[L(α2), U(α2)].

Proof. Let (L,U) be a suitable pair and suppose that L(α1) ≤
α2 ≤ U(α1). In particular, we have L(α1) ≤ α2. Since

by definition, U is an increasing function, it follows that

U(L(α1)) ≤ U(α2). On the other hand, according to the

definition of (L,U) suitable pair, α1 ≤ U(L(α1)). Therefore,

α1 ≤ U(L(α1)) ≤ U(α2).

Similarly, we have α2 ≤ U(α1). Since L is also an increas-

ing function, we have L(α2) ≤ L(U(α1)). According to the

definition of (L,U) suitable pair, L(U(α1)) ≤ α1. Therefore,

L(α2) ≤ L(U(α1)) ≤ α1. Thus, α1 ∈ [L(α2), U(α2)].

The reverse implication follows analogously.

Lemma 6. Mechanism M : V → Q is (L,U)-private if and

only if for every color j ∈ Q and every two datasets u, v ∈ V
we have:

β ∈ [Ld(α), Ud(α)],

where α := Pr[M(u) = j], β := Pr[M(v) = j] and d =
dist(u, v) is the distance between them.

Proof. We first prove the forward direction through induction.

For the case d = 1, the claim follows directly from Definition

13. Suppose that the claim holds for d. Let u, v ∈ V such that

dist(u, v) = d+1. Consider a path of length d+1 from u to

v. Let w be the one-before-the-last vertex in the path, where

dist(u,w) = d. Denote γ := Pr[M(w) = j]. By the induction

hypothesis for the vertices u,w we have γ ∈ [Ld(α), Ud(α)].
Also, since L,U are increasing functions, we have

γ ≥ Ld(α) ⇒ L(γ) ≥ Ld+1(α)

γ ≤ Ud(α) ⇒ U(γ) ≤ Ud+1(α)

Thus, Ld+1(α) ≤ L(γ) ≤ U(γ) ≤ Ud+1(α). Since, w and v
are adjacent, we have β ∈ [L(γ), U(γ)]. Therefore,

Ld+1(α) ≤ L(γ) ≤ β ≤ U(γ) ≤ Ud+1(α).

Also, the backward can be proved by only considering neigh-

bor vertices. This completes the proof.

The next lemma extends the third condition of the suitable

pair in Definition 12.

Lemma 7. Let d be a positive integer and (L,U) be a suitable

pair. Then for every α ∈ [0, 1] we have:

Ud(α) ≤ 1− Ld(1− α).

Proof. We prove this by induction on d and the proof only

uses the monotonicity of the upper bound function U . For a

fixed α ∈ [0, 1] and d = 1, we have the following equations

directly from the third condition in Definition 12:

U(α) + L(1− α) ≤ 1 ⇐⇒ U(α) ≤ 1− L(1− α).

Assume that the condition in the lemma is satisfied for d.

Then, we have:

Ud(α) ≤ 1− Ld(1− α),

⇒ U
(

Ud(α)
)

≤ U
(

1− Ld(1− α)
)

≤ 1− L
(

1−
(

1− Ld(1− α)
)

)
)

= 1− L
(

Ld(1− α)
)

= 1− Ld+1(1− α),

which completes the proof.

The following Lemma is a simple extension of the second

property of an (L,U) suitable pair, which we will use.

Lemma 8. For every α ∈ [0, 1] the following holds:

α ≤ Ud(Ld(α)).

Proof. We prove this by iteratively applying the definition of

(L,U) suitable pair as follows:

Ud(Ld(α)) = Ud−1
(

U
(

L(Ld−1(α)
)

)

≥ Ud−1(Ld−1(α))

≥ . . . ≥ U(L(α)) ≥ α.

Lemma 9. Let α, β ∈ [0, 1] and d ≥ 1 be given and assume

that the following two relations hold: α ≤ Ud(β) and β ≤
Ud(α). Then, we have:

1− β ≥ Ld(1 − α), (10)

1− α ≤ Ud(1− β), (11)

1− α ≥ Ld(1 − α), (12)

1− β ≤ Ud(1− α), (13)

α ≤ Ld(β), (14)

β ≤ Ld(α). (15)
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Proof.

β ≤ Ud(α) ⇒ 1− β ≥ 1− Ud(α) ≥
(a)

Ld(1− α), (16)

where (a) follows from Lemma 7. Similarly, we have 1−α ≥
Ld(1− β).

Now, we apply Ud to the derived relation in (16) to write

Ud(1− β) ≥ Ud(Ld(1− α)) ≥
(a)

1− α, (17)

where (a) follows from Lemma 8. Similarly, we have Ud(1−
α) ≥ 1− β.

The one before last inequality follows from (17) and the fact

that Ud(1−β) ≤ 1−Ld(β) according to Lemma 7. Similarly,

we have Ld(α) ≤ β.

The above lemma gives a sufficient condition for checking

the feasibility of mechanism extension only based on the upper

bound function U (instead of both L and U ) and for one

mechanism value, say j ∈ Q (instead of both values in Q).

B. Proof of Lemma 1

We first prove the forward direction. Assume that there

exists an (L,U)-private mechanism M : V → Q, extending

M′. By the definition of mechanism extension M|HT
= M′.

Therefore, for any u, v ∈ HT , Pr[M(u) = j] = Pr[M′(u) =
j] and Pr[M(v) = j] = Pr[M′(v) = j]. The result then

follows directly from Lemma 6.

Now we prove the reverse direction by an explicit construc-

tion of M. Fix j ∈ Q. Assume that for every u, v ∈ HT and

d = dist(u, v), we have α ≤ Ud(β) and β ≤ Ud(α), where

α = Pr[M′(u) = j] and β = Pr[M′(v) = j]. We show how

to construct a valid (L,U)-private extension M from M′.

First, set M|HT
= M′. If HT = V , we are done. Otherwise,

for every w /∈ HT assign

Pr[M(w) = T (w)] = min
u∈HT

Udist(w,u)(Pr[M′(u) = T (w)]).

(18)

For w /∈ HT , let uw ∈ HT be a minimizer of (18) and let

αuw
:= Pr[M′(uw) = T (w)]. That is, Udist(w,uw)(αuw

) ≤
Udist(w,u)(Pr[M′(u) = T (w)]) for any u ∈ HT . We must

prove that this mechanism is (L,U)-private according to

Defintion 13. However, it suffices to fix a j ∈ Q a priori

and for every v ∼ w ∈ V only prove αw ≤ U(αv) and

αv ≤ U(αw), where αv = Pr[M(v) = j] and αw =
Pr[M(w) = j]. The reminaing (L,U) relations follow from

Lemmas 6 and 9. We need to consider three cases.

Case 1 (v, w ∈ HT ): This is automatically satisfied by

the assumption in the reverse direction of the Lemma (for

d = dist(v, w) = 1).

Case 2 (w /∈ HT , v ∈ HT ): We consider two subcases

depending on the true value of dataset w.

Subcase 2.1 (j = T (w)): We have

αw = Pr[M(w) = T (w)] = Udist(w,uw)(αuw
)

≤
(a)

Udist(w,v)(Pr[M′(v) = T (w)])

=
(b)

U(Pr[M(v) = T (w)]) := U(αv),

where (a) follows because v ∈ HT and hence is part of the

mininimization in (18). In (b) we used the fact that v, w are

neighbours and M|HT
= M′. Furthermore,

αv = Pr[M(v) = T (w)] ≤
(a)

Udist(v,uw)(αuw
)

≤
(b)

Udist(v,w)(Udist(w,uw)(αuw
)) := U(αw),

where (a) follows the assumption of reverse part of lemma for

v, uw ∈ HT . Inequality (b) follows from triangular inequality

and the propoerty of (L,U) pair that for d1 ≥ d2 and any α ∈
[0, 1], we have Ud1(α) ≥ Ud2(α). The last equality follows

from construction (18) and the fact that v ∼ w.

Subcase 2.2 (j 6= T (w)): This subcase can be proved by

using the results we just proved for j = T (w) and invoking

Lemma 9. Since we now have 1 − αw ≤ U(1 − αv) and

1− αv ≤ U(1− αw).
Case 3 (v, w /∈ HT ): Note that we must have T (v) =

T (w). Otherwise, T (v) 6= T (w) means that two neighbors

v ∼ w with different true values are both outside of HT ,

which contradicts the definition of a boundary-hitting set. We

consider two subcases depending on the true value of these

vertices.

Subcase 3.1: (j = T (w) = T (v)) We have

αw := Udist(w,uw)(αuw
)

≤
(a)

Udist(w,uv)(αuv
) ≤
(b)

Udist(w,v)+dist(v,uv)(αuv
) (19)

= Udist(w,v)(Udist(v,uv)(αuv
)) := U(αv),

where (a) follows because j = T (v) = T (w) and hence,

according to construction (18) there must exist uv ∈ HT

such that αv := Udist(v,uv)(αuv
). Inequality (b) follows from

applying the triangular inequality.

By swapping the roles of αv and αw in the above, we obtain

αv ≤ U(αw).
Subcase 3.2 (j 6= T (w) = T (v)): This follows directly

from case 3.1 just proved and Lemma 9.

C. Proof of Theorem 2

We note that the value assigned to Pr[M(w) = T (w)] in

Algorithm 1 is the same as in (18). Thus, by Lemma 1 the

algorithm finds an (L,U)-private extension if it exists.

We now show that the private mechanism is the unique

optimal mechanism.

Suppose there exists another (L,U)-private mechanism

M2 which extends M′. Let w ∈ V be a vertex with

T (w) = j. Then, by Lemma 6, for every u ∈ HT , it follows

that Pr[M2(w) = j] ≤ Udist(w,u) (Pr[M′(u) = j]). Thus,

Pr[M2(w) = j] ≤ min
u∈HT

Udist(w,u)(Pr[M′(u) = j]) =

Pr[M(w) = j]. Thus, Pr[M2(w) = T (w)] ≤ Pr[M(w) =
T (w)] for every w ∈ V . Thus, M dominates every other M2

and is therefore the unique optimal.

D. Proof of Proposition 2

The functions UDP and LDP are a suitable pair if they are

increasing functions and, for every α ∈ [0, 1] they satisfy the

following conditions:
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1) LDP(α) ≤ α ≤ UDP(α),
2) LDP(UDP(α)) ≤ α ≤ UDP(LDP(α)),
3) UDP(α) ≤ 1− LDP(1− α).

We prove each condition as its own Lemma. We first prove the

third condition as it will be used in proving the first condition.

Lemma 10. UDP(α) = 1− LDP(1− α).

Proof. Assume LDP(1− α) > 0 and UDP(α) < 1. Then,

UDP(α) := min(eεα+ δ,
eε + δ − 1 + α

eε
). (20)

And,

LDP(1− α) := max(1− eεα− δ,
1− α− δ

eε
). (21)

Therefore, we have:

UDP(α) + LDP(1 − α) = min(eεα+ δ,
eε + δ − 1 + α

eε
)

+ max(1 − eεα− δ,
1− α− δ

eε
).

Then, we have:

UDP(α) = eεα+ δ ⇐⇒

eεα+ δ ≤
eε + δ − 1 + α

eε
⇐⇒

eεα+ δ ≤ 1 +
δ − 1 + α

eε
⇐⇒

1− δ − α

eε
≤ 1− eεα− δ ⇐⇒

LDP(1− α) = 1− eεα− δ.

Therefore, UDP(α) + LDP(1 − α) = 1 whenever UDP(α) =
eεα+ δ. Similarly,

UDP(α) =
eε + δ − 1 + α

eε
⇐⇒

eεα+ δ ≥
eε + δ − 1 + α

eε
⇐⇒

eεα+ δ ≥ 1 +
δ − 1 + α

eε
⇐⇒

1− δ − α

eε
≥ 1− eεα− δ ⇐⇒

LDP(1 − α) =
1− δ − α

eε
.

Therefore, UDP(α) + LDP(1 − α) = 1 again. Finally, Lemma

3 implies that:

UDP(α) = 1 ⇐⇒ 1− δ ≤ α ⇐⇒ (22)

1− δ − α ≤ 0 ⇐⇒
1− δ − α

eε
≤ 0, (23)

and

UDP(α) = 1 ⇐⇒ 1− δ ≤ α ⇐⇒ (24)

1− δ − α ≤ 0 ⇒ 1− δ − eεα ≤ 0. (25)

Therefore, LDP(1−α) = 0 and UDP(α)+LDP(1−α) = 1.

Lemma 11. LDP(α) ≤ α ≤ UDP(α).

Proof. We first prove UDP(α) ≥ α. We have 3 cases based on

the value of UDP(α) following from Lemma 3.

Case 1 (when UDP(α) = eεα+ δ): Since eε ≥ 1 and δ ≥ 0
it holds that UDP(α) = eεα+ δ ≥ α.

Case 2 (when UDP(α) =
eε+δ−1+α

eε
): Since eε ≥ 1, α ≤ 1

and δ ≥ 0 we have

1 +
δ

(eε − 1)
≥ 1 ≥ α ⇐⇒

1 +
δ

(eε − 1)
≥ α ⇐⇒

(eε − 1) + δ ≥ (eε − 1)α ⇐⇒

eε + δ − 1 ≥ eεα− α ⇐⇒

eε + δ − 1 + α ≥ eεα ⇐⇒

eε + δ − 1 + α

eε
≥ α.

Case 3 (when UDP(α) = 1): Follows from α ≤ 1.

We now show that LDP(α) ≤ α. It follows from Lemma 10

and what we just proved that 1−LDP(α) = UDP(1−α) ≥ 1−α.

Therefore, α ≥ LDP(α).

Lemma 12. LDP(UDP(α)) ≤ α ≤ UDP(LDP(α)).

Proof. First, we prove the first inequality. We write

LDP(UDP(α)) as follows:

LDP(UDP(α)) = max(0, eεUDP(α)− δ − eε + 1,
UDP(α)− δ

eε
).

(26)

We will have LDP(UDP(α)) ≤ α if and only if each expression

in the max expression above is less than α. Obviously 0 ≤ α
is true. The other conditions are equivalently written below:

eεUDP(α)− δ − eε + 1 ≤ α ⇐⇒ UDP(α) ≤
α+ δ + eε − 1

eε
,

UDP(α) − δ

eε
≤ α ⇐⇒ UDP(α) ≤ eεα+ δ,

where the inequalities are true according to the definion of

UDP in (8). Similarly, we have α ≤ UDP(LDP(α)).

The last step of completing the proof of Proposition 2

is to prove that both functions UDP and LDP are increasing.

However, this can be done by using the equivalent definition

of UDP(α) in Lemma 3. In the first two cases, this function

is linear and in the third case, it is a constant. Also, this

function is continuous. For proving the same for LDP(α),
we use the fact that UDP(1 − α) = 1 − LDP(α). Therefore

LDP(α) = 1− UDP(1 − α) is an increasing function.

E. Proof of Proposition 1

Via Proposition 2, (LDP, UDP) are (L,U) suitable pairs.

Therefore, by Lemma 6, M will be (ε, δ)-DP if an only if

for every color j ∈ Q and every u, v ∈ V we have:

β ∈ [Ld(α), Ud(α)],

where α := Pr[M(u) = j], β := Pr[M(v) = j] and d =
dist(u, v) is the distance between them. Therefore, we first

compute and simplify Ud
DP(α). We use Lemma 3 for this.

Part 1 (Showing that β ≤ Ud
DP(α)): First assume that

there exists some τ such that for all 1 ≤ d ≤ τ , we have
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min(eεUd−1
DP (α) + δ, Ud−1

DP (α)−1+eε+δ

eε
, 1) = eεUd−1

DP (α) + δ.

That is, the first case in Lemma 3 is the tightest upper bound

on Ud
DP(α) = U(Ud−1

DP (α)). We will soon find the largest τ for

which this can happen. Iterating over d = τ, τ − 1, · · · , 1, we

will calculate the closed-form expression through induction as

follows.

Ud
DP(α) = eεUd−1

DP (α) + δ

= eε
(

eεUd−2
DP (α) + δ

)

+ δ

· · ·

= eε

(

eε
(

· · ·
(

eεUDP(α) + δ
)

· · ·+ δ
)

+ δ

)

+ δ

= eε

(

eε
(

· · ·
(

eε(eεα+ δ) + δ
)

· · ·+ δ
)

+ δ

)

+ δ

= edεα+ δ
edε − 1

eε − 1
. (27)

We want to find the last index for which the iterations (27)

hold. First, on the one hand, τ satisfies

U τ
DP(α) = eτεα+ δ

eτε − 1

eε − 1
. (28)

On the other hand, by the definition of τ , for d = τ + 1, the

second case in Lemma 3 will give the tightest upper bound

on U τ+1
DP (α). That is,

min(eεU τ
DP(α) + δ,

U τ
DP(α)− 1 + eε + δ

eε
, 1)

=
U τ
DP(α) − 1 + eετ + δ

eε
.

Therefore, from Lemma 3, we must have

U τ
DP(α) ≥

1− δ

eε + 1
. (29)

Combining (29) and (28) gives the τ as defined in (6).

Now, note that the terms in the three conditions of Lemma 3

are all monotonically non-decreasing. Also, the rate of increase

with respect to α for the conditions of Lemma 3 is respectively,

eε, 1/eε and 0. Therefore, once the second case in Lemma 3

becomes the tightest, it will remain so. So is for the third

case. In summary, the cases in Lemma 3 do not “toggle” or

“alternate” in providing the tightest upper bound for d > τ .

The last step is to provide a closed-form expression for the

iterations τ < d, where the second case of Lemma 3 is active.

Starting with d = τ + 1, we will have

U τ+1
DP (α) =

U τ
DP(α)− 1 + eε + δ

eε

=

(

eτεα+ δ eτε
−1

eε−1

)

− 1 + eε + δ

eε

= e(τ−1)εα+ 1−
1

eε
+

δ(eτε + eε − 2)

eε(eε − 1)
, (30)

which matches the second case in (5) for d = τ +1. One can

use (30) to continue with d > τ + 1.

Part 2 (Showing that β ≥ Ld
DP(α)): From Lemma 7, we

have that Ud
DP(1−α) ≤ 1−Ld

DP(α) or Ld
DP(α) ≤ 1−Ud

DP(1−α).
From Lemma 9, we have that β ≤ Ud

DP(α) implies β ≥ 1 −

Ud
DP(1 − α). The result follows immediately.

F. Proof of Theorem 1

By Proposition 2, (LDP, UDP) is a suitable pair. Thus,

Algorithm 1 can be utilized to find the unique optimal (ǫ, δ)-
DP mechanism. Then, according to the proof of Proposition 1,

the expression for Ud
DP is equal to p(d, α) in Definition 9.

IV. ON THE GENERALITY OF REASONABLE UTILITY

One of our main contributions is the notion of reasonable

utility that we present in Definition 2 for binary DP mecha-

nisms. To the best of our knowledge, when restricted to binary

mechanisms, all utilities previously suggested in the literature

conform to this concept, including those in [13]–[20]. Another

general notion of utility for binary DP mechanisms is the

following.

Definition 14. (Strong reasonable utility). Let T be the true

function and Mǫ,δ the family of (ǫ, δ)-DP mechanisms. Let U :
Mǫ,δ → R

≥0 be a utility function that assigns non-negative

real numbers to the mechanisms in Mǫ,δ. We say U is a strong

reasonable utility function if the following conditions hold.

1) If M1,M2 ∈ Mǫ,δ and for all v ∈ V , Pr[M1(v) =
T (v)] ≥ Pr[M2(v) = T (v)] then U(M1) ≥ U(M2).

2) If M1,M2 ∈ Mǫ,δ and for all v ∈ V , Pr[M1(v) =
T (v)] ≥ Pr[M2(v) = T (v)] and for at least one x, the

inequality is strict, then U(M1) > U(M2).

Similar to the proof of Theorem 2, one can argue that for any

partial mechanism and any strong reasonable utility function

U , if an (ε, δ) differentially private extension exists, then there

exists a unique optimal extension with respect to U . This

optimal extension is independent of the actual utility function,

and, moreover, Algorithm 1 outputs this unique optimum

extension mechanism.

V. EXTENDING TO NON-BINARY MECHANISMS

It is not clear how to extend the notion of reasonable utility

to non-binary DP mechanisms. The difficulty arises because,

in binary mechanisms (e.g., Q = {blue,red}), optimizing

the output probability for the true value (e.g., blue) is

straightforward and is equivalent to minimizing its incorrect

outcome (e.g., red). In contrast, with more options (e.g.,

Q = {blue,red,green}), it is clear that the probability

of the true outcome (blue) should be optimized, but the

treatment of other outcomes (red, green) lacks clarity with-

out further assumptions. This issue has been explored using a

lexicographical ordering [23] and a dominance ordering [24]

based assumption. Optimal mechanisms for these cases have

been proposed for the special boundary homogeneous case.
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