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A systematic analysis of the advantages and challenges associated with the satellite-based im-
plementation of the high dimensional extended B92 (HD-Ext-B92) and high-dimensional BB84
(HD-BB84) protocol is analyzed. The method used earlier for obtaining the key rate for the HD-
Ext-B92 is modified here and subsequently the variations of the key rate, probability distribution
of key rate (PDR), and quantum bit error rate (QBER) with respect to dimension and noise pa-
rameter of a depolarizing channel is studied using the modified key rate equation. Further, the
variations of average key rate (per pulse) with zenith angle and link length in different weather
conditions in day and night considering extremely low noise for dimension d = 32 are investigated
using elliptic beam approximation. The effectiveness of the HD-(extended) protocols used here in
creating satellite-based quantum key distribution links (both up-link and down-link) is established
by appropriately modeling the atmosphere and analyzing the variation of average key rates with the
probability distribution of the transmittance (PDT). The analysis performed here has revealed that
in higher dimensions, HD-BB84 outperforms HD-Ext-B92 in terms of both key rate and noise toler-
ance. However, HD-BB84 experiences a more pronounced saturation of QBER in high dimensions.

I. INTRODUCTION

In an information-centric society, safeguarding communications and data emerges as a fundamental necessity. This
necessity spans various applications, including but not limited to financial transactions, upholding individual privacy,
and preserving the integrity of vital components within the Internet of Things. Cutting-edge classical cryptosystems
like Rivest-Shamir-Adleman (RSA) algorithm provide security that hinges on the computational complexity of a
problem and associated assumptions about the computational power of the adversaries [1]. However, these assumptions
can be compromised once large-scale quantum computers come into play [2]. The remedy for this challenge is provided
by a relatively recent cryptographic concept known as quantum key distribution (QKD) [3–7]. Its security remains
unaffected by algorithmic or computational progressions [8]. QKD enables the creation of symmetric keys between
remote entities or parties, ensuring a level of confidentiality that is inherently constrained by the fundamental laws
of physics [9, 10]. The polarization of light (photons) is a degree of freedom that is often utilized to realize different
schemes for QKD and other schemes for secure quantum communication [11–21]. Drifting qubits encoded in photons
have the potential to be distributed over a distance of at most a few hundred kilometers through optical fibers [22–
25]. To extend these distances further, the utilization of quantum repeaters has been proposed [26, 27], but quantum
repeaters are not yet commercially available. Further, maintaining light polarization possesses practical difficulties in
long-distance QKD protocols. Improving the key rate and extending the range of QKD present a crucial challenge.
This challenge, which may seem insurmountable without the implementation of quantum repeaters [27], revolves
around surpassing the fundamental rate–distance limit inherent to QKD. This limit dictates the maximum secret key
rate achievable between two parties over a given distance using QKD and is defined by the secret-key capacity of the
quantum channel [28] linking these parties. In addition to the traditional QKD protocols, an alternative approach
involves generating pairs of phase-randomized optical fields at separate distant locations, which are subsequently
combined at a central measurement station. These fields, characterized by identical random phases, are termed as
‘twins’ and can be utilized to distill a quantum key. The key rate of this twin-field QKD follows a similar distance-
dependent trend as a quantum repeater, scaling proportionally to the square root of the channel transmittance [29, 30].
However, compensating for channel fluctuations and locking laser fluctuations necessitates the use of phase tracking
and phase locking techniques in experimental setups, significantly increasing complexity and impeding free-space
implementation. Further advancements include the development of an asynchronous measurement-device-independent
quantum key distribution protocol capable of surpassing secret key capacity even in the absence of phase tracking and
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phase locking [31–33]. While these schemes have been experimentally demonstrated to be effective under conditions of
significant quantum channel attenuation [34–37], they hold promise for future applications in space-ground quantum
key distribution.

In the case of QKD protocols based on optical fiber, the polarization state is susceptible to alterations caused
by random fluctuations of birefringence in the optical fiber [38, 39]. Further, the diminishing signal strength and
the interference from ambient noise experienced during QKD transmissions via optical fibers hinder the attainment
of substantial key rates beyond networks of metropolitan proportions [40–42]. An alternative solution involves the
proper utilization of optical satellite links, which can potentially overcome the limitations on transmission distances
encountered by ground-based photonic communication schemes [43–45]. When dealing with open space conditions,
while polarization exhibits greater resilience against atmospheric turbulence, in the reference frame of the satellite,
variation of polarization is observed due to the motion of the satellite. This introduces a negative impact [46–48], and
it becomes crucial to address these polarization fluctuations issues in both free-space and fiber-based QKD systems
[49, 50]. Traditional approaches for addressing this challenge encompass the utilization of active polarization track-
ing devices [40, 51–55]. An alternative approach through a proof-of-principle experiment was proposed in 2023 [56].
Here, quantum state tomography was used to determine the optimal measurement bases for a single party. Moreover,
embedding quantum technology within space platforms offers an avenue for conducting fundamental experiments in
physics [57, 58] and pioneering innovative concepts like quantum clock synchronization [59–61] and quantum metrol-
ogy [62]. Although this endeavor presents significant technological challenges, a variety of experimental investigations
[63–70] alongside theoretical inquiries [44, 71] have showcased the feasibility of this approach. These studies have
demonstrated the viability of this approach using state-of-the-art technology already in use on the ground and ap-
proved for space operations [72, 73]. In fact, over the last decade, numerous experiments in free-space conditions
have been conducted to assess the practicality of QKD setups on mobile platforms, encompassing diverse vehicles
like hot-air balloons [67], trucks [74], aircraft [68, 70], and drones [75]. Consequently, in what has been characterized
as the quantum space race [76], multiple international research groups in countries like Canada, Japan, Singapore,
Europe, and China have been actively participating and trying to establish stable space-based communication chan-
nels [41, 77]. Notably, these efforts have seen the successful launch of satellites with payloads capable of being used
in quantum communication [78–84]. Furthermore, the development of a quantum internet is poised to be pivotal in
introducing fundamentally novel internet technology, facilitating quantum communication between any two locations
on Earth. This quantum internet, in conjunction with the existing “classical” internet infrastructure, will interlink
quantum information processors, enabling the realization of capabilities that are demonstrably unattainable solely
through classical information methods [85]. Through this quantum technology, the security objectives, specifically
confidentiality, integrity, authenticity, and non-repudiation—will underpin diverse e-commerce transactions and the
communication of sensitive information [86, 87]. The advancement of quantum technology has been greatly influenced
by the healthy competition among the researchers [88–90], driving notable progress in quantum nonlinear optics,
entangled photon generation techniques, and single photon detection in recent years. Given these remarkable tech-
nological strides, it is imperative to reevaluate the enhanced performance aspects of QKD through typical free-space
connections. This reevaluation particularly focuses on the considerable rise in secure key generation rates compared
to earlier experiments [63, 91–94] (see Figure 1 of Ref. [95]). While this analysis (refer to Figure 1 of Ref. [95])
does not incorporate field tests utilizing prepare-and-measure schemes, it is worth noting that both terrestrial [96, 97]
and satellite-based [79, 98] studies have effectively demonstrated decoy-state key exchange across free-space links at
high rates. Furthermore, entanglement-based QKD protocols eliminate the necessity to place trust in the source of
the satellite in a dual down-link scenario. Motivated by these facts, in the present work we wish to investigate the
effectiveness of two specific protocols for QKD for the long-distance free-space secure quantum communication to
be implemented with the assistance of a satellite. Before we specifically mention the protocols selected here for the
investigation, we would like to briefly mention the logical evolution of the relevant protocols that led to the protocols
of our interest.

The first protocol for QKD was proposed by Bennett and Brassard in 1984 (BB84 protocol) [3]. From the in-
troduction of the BB84 protocol, there has been a continuous progression in both theoretical and practical aspects
of QKD [25, 99, 100]. Nonetheless, owing to the formidable challenges posed by the generation, maintenance, and
manipulation of quantum resources using current technologies, there has been a concerted effort to formulate QKD
protocols with more straightforward conceptual frameworks such that the protocols would require fewer quantum
resources. For instance, the BB84 protocol itself involves four quantum states and two measurement bases. In 1992,
Bennett introduced a notably simpler QKD protocol named B92, which relies solely on two non-orthogonal states
and two measurement bases [5]. However, B92 exhibits a heightened susceptibility to noise in contrast to alternative
protocols like BB84, as indicated in the original paper [5]. Subsequently, in 2009, Lucamarini et al. [101] introduced
an extended version of B92 (Ext-B92), incorporating two extra non-informative states to more effectively constrain
Eve’s information gain. BB84, B92, and Ext-B92 protocols and most of the other existing protocols for QKD utilize
qubits, which are two-dimensional systems, as the means of communication between Alice and Bob. Nevertheless,
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there have been limited investigations concerning the susceptibility of qudit-based schemes (i.e., schemes utilizing
key encoding on d-level systems) to eavesdropping in the case of high dimensional systems. Initiatives are currently
underway to establish and investigate qudit systems within laboratory settings [102, 103]. Quantum systems with
dimensions higher than two have demonstrated numerous benefits and intriguing characteristics compared to protocols
based on qubits (as briefly discussed in [104]). There have been several studies related to their continuous variable
counterparts ([105] and references therein). Further, certain protocols have exhibited the ability to tolerate high levels
of channel noise as the system dimension expands, as evidenced by various studies [106–109]. Motivated by these
facts, in this article, we assess the performance of the key rate under different scenarios for the HD-Ext-B92 and
HD-BB84 protocols. We calculate the key rate of the HD-Ext-B92 scheme without the inclusion of extra independent
variables, in contrast to the method outlined in Ref. [110], which is explained further in Appendix A. We utilize
the channel transmission η to evaluate our results, focusing on light propagation through atmospheric links using
the elliptic-beam approximation originally presented by Vasylyev et al. [111, 112]. Additionally, we incorporate the
generalized approach and varying weather conditions introduced in [113]. Specifically, we investigate the applications
of these models in quantum communication using Low Earth Orbit (LEO) satellites. Here, it may be noted that the
methodology proposed in [111–113] has a notable impact on the transmittance value, which is influenced by beam
parameters and the diameter of the receiving aperture.

Before delving into our main text, it is important to state that a satellite-based link is of two distinct types: the
up-link and the down-link. These links should not be considered symmetrical due to the crucial distinction in the order
of signal beam traversal through the atmosphere and space. In the up-link scenario, the signal beam first encounters
the atmosphere, where it is subject to the effects of turbulence and scattering particles. It then proceeds into the
expanse of space over long distances, where beam broadening becomes the dominant factor affecting its characteristics.
Conversely, in the down-link scenario, the beam travels through space first and then through the atmosphere. In this
scenario, the primary factor influencing the signal beam’s journey through extended space is the pointing error. This
contrast in the order of traversal results in unique requirements for the receiving equipment on the ground and in
space [113, 114].

The remainder of this paper is structured as follows. Section II provides a detailed exploration of the HD-Ext-B92
and HD-BB84 protocols, alongside an extensive analysis of how atmospheric conditions affect satellite communication
links and the elliptical approximation of beam deformation at the receiver. We also investigate the key rate and QBER
under varying noise parameters to determine the noise tolerance of these higher-dimensional protocols. Section III
presents a thorough evaluation of the performance of these high-dimensional protocols, supported by illustrative
results from simulations. Finally, we summarize our paper with the findings being consolidated and deliberated upon
in Section IV. Appendix A contains detailed calculations for deriving the key rate of the HD-Ext-B92 protocol, while
Appendix B covers the first and second moments of the beam parameters for both the up-link and down-link, crucial
for our simulation results.

II. PRELIMINARIES: HIGH-DIMENSIONAL B92 AND BB84 PROTOCOLS AND ELLIPTIC BEAM
APPROXIMATION

Numerous researchers have extensively investigated the unconditional security of QKD-based protocols, and their
research, (see for examples, [115, 116]) has consistently revealed increasingly robust results. For instance, in [116], a
noise tolerance of 6.5% was reported for the B92 protocol. Depending on the user’s selected key encoding states, the
noise tolerance for this B92 protocol can extend up to 11% in the asymptotic scenario, as demonstrated in [101]. This
level of noise tolerance is comparable to that of BB84. In scenarios with a finite key length, as indicated in [117],
the protocol still maintains a minimum noise tolerance of 7%. In this context, we summarize the key-rate analysis
for HD-Ext-B92 and HD-BB84 protocols. We modify the calculation for HD-Ext-B92 using a theorem to eliminate
any additional free parameters (as detailed in Appendix A). Additionally, we briefly delve into the methodology of
elliptical beam approximation, designed to encompass satellite-based connections while accounting for signal losses
in various real-world scenarios, including diverse weather conditions. This methodology is particularly tailored for
application in LEO satellite contexts.

A. High-dimensional extended B92 protocol and high-dimensional BB84 protocol

Before going into the intricacies of higher-dimensional protocols, let’s briefly discuss the higher-dimensional quantum
states utilized in performing HD-QKD schemes [104, 118]. Traditional two-level quantum systems, represented by
discrete variable states [119–121], and continuous variable states [122–124] within a single degree of freedom (such as
polarization), have historically been employed for communicating information as qubits. However, there is a growing
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interest in exploring quantum information within larger Hilbert spaces, achieved either by increasing the number of
qubits or by utilizing d-level quantum systems, known as qudits. The decision to expand into higher dimensions
depends on the specific objectives of the task at hand. The overarching aim is to enhance the available dimensions to
transmit more than one bit per photon from one party (Alice) to another (Bob). Various photonic degrees of freedom,
such as orbital angular momentum [125], temporal mode [126], frequency mode [127], and spatial mode [128, 129],
inherent to single photons, are natural candidates for realizing high-dimensional systems. However, implementing
HD-QKD protocols ideally necessitates a reliable single-photon on demand source. While significant experimental
efforts have been directed towards constructing such sources (see [130, 131] and references therein), weak coherent
pulses (WCPs) generated by attenuating laser outputs are commonly used as an approximate single-photon source in
many commercial products. The quantum state of a WCP resulting from laser attenuation can be characterized as
follows:

|α⟩ = |√µexp (iθ)⟩ =
∞∑
k=0

(
e−µµk

k!

) 1
2

exp (ikθ) |k⟩,

here, the symbol |k⟩ denotes a Fock state (k photon state) and the mean photon number is denoted as µ = |α|2 ≪ 1.
Essentially, Alice generates a quantum state that can be conceptualized as a superposition of Fock states, characterized
by a Poissonian photon number distribution expressed as p(k, µ) = e−µµk

k! . When utilizing the WCP source for signal
state generation, users encounter a probability of multi-photon pulses within the signal state. In this scenario,
Eve may execute a photon number splitting (PNS) attack. Eve initiates the attack by employing a quantum non-
demolition measurement (QND) to determine the photon number, subsequently obstructing the single-photon pulses
and retaining one photon from the multi-photon pulses. To counter the threat of PNS attacks, the decoy state
method is implemented [132, 133]. Notably, different intensities are employed for generating the signal particles and
the decoy state, resulting in distinct photon number distributions. The security procedure involves intentional and
random replacement of signal pulses with multi-photon pulses (decoy pulses) by legitimate users. Subsequently, they
assess the loss of the decoy pulses. If the loss of decoy pulses is anomalously lower than that of signal pulses, the
entire protocol is aborted. Conversely, if the decoy pulse loss aligns with certain expectations, the protocol continues.
The estimation of signal multi-photon pulse loss is then conducted based on the decoy pulse loss, assuming similar
values for the two losses. Within HD-QKD protocols, the decoy state serves as a crucial tool for scrutinizing potential
eavesdropping activities and ensuring channel security.

1. HD-Ext-B92

Here, we summarize the HD-Ext-B92 protocol and recap some important steps involved in the parameter estimation
process proposed in Ref. [110]. In fact, in this section, after briefly discussing the HD-Ext-B92 protocol we modify
the derivation of the asymptotic key rate given in [110] (see Appendix A). It is apt to note that negotiation efficiency
stands as a crucial parameter in determining the security and accuracy of the final cryptographic key [134–139]. This
parameter encompasses several procedural steps, including quantum state preparation-measurement, data reconcili-
ation, QBER estimation, parameter estimation, error correction, and privacy amplification1. Before explaining the
protocol, we would like to introduce the notations used and the methodology for achieving key rate. |m⟩ and |n⟩ are the
fixed d-dimensional states and defined from d-dimensional computational basis states {Z ∈ |1⟩, · · · , |m⟩, |n⟩, · · · , |d⟩},
and |ψ⟩ = 1√

2
(|m⟩+ |n⟩) is a fixed state which is chosen from d-dimensional diagonal basis (X-basis) states. As

previously elucidated, a photon can manifest as a high-dimensional system through the utilization of different pho-
tonic degrees of freedom. It is pertinent to mention that |m⟩ and |n⟩ denote specific higher-dimensional systems
that signify distinct states within the photonic degrees of freedom. These states can be precisely measured by Bob
using d-dimensional computational basis states. In the context of the HD-Ext-B92 protocol, Alice is only required to
transmit three high-dimensional states. Simultaneously, Bob’s task entails conducting either a computational basis
measurement or a partial basis measurement in an alternative basis (POVM X). It is noteworthy that this partial
measurement need only discriminate a specific superposition state as defined in the protocol and is not obliged to
discern all the possible states (d states).

State preparation and transmission: Alice randomly chooses key-round and test-round. The key-round is employed
for generating raw key bit and test-round is employed to estimate error for this protocol that will help to improve

1 For simplicity, while evaluating the performance of the satellite-based HD-Ext-B92 and HD-BB84 protocols, we are intentionally ex-
cluding the incorporation of error correction and privacy amplification measures.
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the negotiation efficiency. Alice generates a sequence using states |m⟩ and |ψ⟩ to represent classical bit values 0 and
1 during the key-round, respectively. To assess channel noise and security, she randomly includes decoy states in
the sequence2. Subsequently, Alice transmits the enlarged sequence to Bob while maintaining confidentiality of the
basis information. During test-round, she uniformly prepares states |m⟩, |n⟩, or |ψ⟩ with a random selection, inserts
decoy states, and transmits the sequence to Bob. The basis information remains confidential until Bob performs
measurements on the sequence.

Estimation of channel noise and loss: Alice communicates the position and basis information of the decoy state to
Bob through a public classical announcement. Bob performs measurements on the decoy state and publicly discloses
the obtained results. The comparison of these results allows for the calculation of channel noise. If the noise falls
within the predetermined threshold, the protocol advances to the next step; otherwise, the protocol is aborted. The
measurement of decoy states also serves to assess channel loss. In both the key round and the test round, the loss of
signal particles corresponds to the loss occurring for the decoy state. This ensures the security of the channel against
PNS attack.

Measurement and classical announcement: Following the security check conducted using the decoy state, Bob will
proceed to measure each state within the received sequence. This measurement involves the elimination of decoy
states, accomplished either using the Z basis or by a POVM bases defined by {|ψ⟩⟨ψ|, I − |ψ⟩⟨ψ|}, and referred to as
POVM X. Here, the symbol I represents the d-dimensional identity operator. Bob sets the bit value as 1 when he
observes I − |m⟩⟨m| by using measurement basis Z, i.e., any measurement outcome in Z basis other than |m⟩⟨m|3;
and he sets bit value 0 when his measurement outcome using POVM X is other than |ψ⟩⟨ψ|. All other results are
not taken into account as conclusive measurements. Alice and Bob discard the iteration for inconclusive outcomes in
key-round, and determine the channel error rate in test-round by announcing their basis choices and measurement
results using an authenticated classical channel. To enhance negotiation efficiency, we conduct parameter estimation
and QBER analysis, taking into account a depolarizing channel with the consideration of the noise parameter q.
In instances where a round is inconclusive or does not qualify as a key round, the obtained results are employed for
parameter estimation. Finally, they run the error correction and privacy amplification protocols to get the final secure
key. Here are some crucial formulations pertaining to parameter estimation, which contribute to deriving the key rate
equation of the HD-Ext-B92 protocol. Depolarizing noise is a very general noise of the Pauli class of noise channels
and can be obtained by twirling them in two dimensional quantum state. Any quantum channel can be twirled by
the depolarizing channel. Our aspiration to expand randomized benchmarking to d-dimensions led to the selection of
the depolarizing channel in the protocol.

Dq(ρ) =

(
1− d

d− 1
q

)
ρ+

q

d− 1
I.

The observable statistics can be expressed within the context of a depolarizing channel scenario.

pmm = pnn = pψψ = 1− q,
pmc = pnc = pψc = q

d−1 ,

pmψ = pnψ = pψm = pψn = 1
2

(
1− q d

d−1

)
+ q

d−1 .

Supposing pij represents the joint probability associated with Alice’s and Bob’s raw bits being i and j, considering
the scenario without eliminating that specific iteration. The values of observable probabilities under the simulated
channel for parameter estimation are,

p00 = 1
2M (1− pmψ) ,

p01 = 1
2M (1− pmm) ,

p10 = 1
2M (1− pψψ) ,

p11 = 1
2M (1− pψi) .

In [110], authors proposed a collective attack by Eve in which she can independently and identically attack each
round of the protocol. Eve also can delay measurement on her register (quantum memory) after completion of the
protocol. The Devetak Winter key rate equation [140, 141] is used to compute the key rate in the asymptotic limit4:

2 The decoy state is not required to be a higher-dimensional state; it can be a two-dimensional quantum state, qubit.
3 This process resembles the B92 protocol [5]. Alice utilizes the |0⟩ and |+⟩ states to encode 0 and 1, respectively. Bob deciphers 0 and 1

based on his measurement outcomes, which correspond to the |−⟩ and |1⟩ states, respectively.
4 For instance, we are interested in seeing the performance of satellite-based communication in the infinitely generated raw key scenarios.
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R (a, b, E) = lim
N−→∞

l

N
= inf [S (a|E)−H (a|b)] , (1)

this analysis helps us to obtain the minimum value of the key rate by subtracting conditional Shannon entropy H (a|b)
from conditional von Neumann S (a|E). Here, S (a|E) is defined as the entropy or the uncertainty present in Alice’s
classical register a given Eve’s quantum memory E and H (a|b) denotes the entropy present in Alice’s register a given
Bob’s classical register b. Here, l is determined as a number of secret key bits over the transmission of N number of
raw key. In Eq. (1), R elucidates the infimum value of key rate under all collective attacks performed by Eve. We
apply Theorem [110, 142] introduced by Krawec and analyze the parameter estimation to derive S(a|E) and H(a|b),
consequently enhancing negotiation efficiency, thereby contributing to the overall improvement of the security and
correctness of the final key. This formulation also facilitates the determination of QBER for the HD-Ext-B92 protocol.
Using these findings, we can establish the minimum value for the key rate by employing Equations (18) and (19) from
Appendix A in Equation (1).

2. HD-BB84

In a two-level system, BB84 [3] protocol is well studied both in theoretical and experimental domains. Essentially
two-dimensional quantum states (qubits) are used to realize this scheme for QKD which uses two mutually unbiased
bases randomly. In a more general scenario, higher dimensional quantum systems (qudits) can be used to realize the
same task (i.e., QKD), and such a modified version of BB84 protocol is referred to as qudit- (i.e., a quantum state
in d-dimensional Hilbert space) based BB84 protocol or HD-BB84 protocol. Here, we briefly discuss the HD-BB84
protocol [143] and the necessary formulae to compute the secret key rate.

In this protocol, Bob generates a sequence of qudits, where each qudit represents a higher-dimensional quantum
state. These states are prepared based on a randomly selected basis, chosen from two mutually complementary
bases: Z = {|0⟩, |1⟩, · · · , |D − 1⟩} and X = {|x0⟩, |x1⟩, · · · , |xD−1⟩}. The qudit sequence is generated using a WCP
source, with the possibility of a PNS attack. To counter the threat of a PNS attack, Bob strategically introduces
decoy states at random positions within the qudit sequence, expanding it. Upon receiving the enlarged sequence,
Bob communicates the positions and basis information of the decoy states to Alice. Subsequently, Alice performs
measurements on the decoy states and publicly announces the measurement outcomes. Both parties then compute the
losses and errors incurred during the communication channel. If the error rate falls within the acceptable threshold, the
protocol advances to the next stage. After discarding the decoy particles from the enlarged sequence, Alice proceeds
with a measurement operation on the qudits. The measurement is performed by randomly selecting one of the two d-
dimensional bases, namely Z and X. This process ensures the security and reliability of the quantum communication
protocol, especially in the presence of potential PNS attacks. Subsequently, they announce their bases choice in a
public authenticated classical channel [143]) and obtain correlated d-ary random variables when they use the same
bases. With 1

2 probability, Alice and Bob use different bases and yield uncorrelated results which are considered as
discarded data after key-sifting sub-protocol. It is crucial to emphasize that the loss should be consistent for both
decoy states and signal states, thereby ensuring the security of the channel. This method ensures that any effort made
by an eavesdropper, Eve (who is unaware of the chosen basis), to obtain information about Bob’s state will result in
an error in transmission, which can subsequently be detected by the legitimate parties.

To ensure a smooth comprehension of readers we would like to provide a concise overview of key points discussed
in Ref. [144]. in Ref. [144], authors have modified the Maassen and Uffink bound [145, 146] to establish a new bound
on the uncertainties associated with the measurement results, contingent on the amount of entanglement between the
measured particle (A), and the quantum memory (B). This relationship can be expressed mathematically as,

S (Z|B) + S (X|B) ≥ log2
1

C
+ S (A|B) , (2)

where, Z and X are two possible observable like measurement bases and A refers to the qudit measured by Alice
which is sent by Bob and B refers to the qudit which represents the quantum memory of Bob. S represents von
Neumann entropy and S (A|B) quantifies the amount of entanglement between A and B. C := maxi,j|⟨ϕi|ψj⟩|2,
where |ϕi⟩ and |ψj⟩ are the eigenvectors of Z and X, respectively. Using a result established by Devetak and Winter
[140], the minimum limit on the quantity of key that Alice and Bob can extract from each state can be expressed
as S (Z|E) − S (Z|B)5. This limit is applied when the eavesdropper is trying to obtain the key from the composite

5 Here, Z and X can be employed in a similar manner or with a similar effect.
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quantum system6 ρABE , where A is Alice’s particle, B is Bob’s quantum memory, and E is Eve’s ancillary state.
Equation (2) may be reformulated as S (Z|E) + S (X|B) ≥ log2

1
C (see Supplementary Information of [144]), and the

key rate equation may be written as,

r (A,B,E) ≥ S (Z|E)− S (Z|B)
≥
[
log2

1
C − S (X|B)

]
− S (Z|B)

. (3)

Both parties involved in the HD-BB84 protocol utilize complete bases elements (Z andX bases) within a d-dimensional
Hilbert space. In this context, the lower limit for parameter estimation can be directly achieved from Fano’s inequality.
It is possible to consider an arbitrary quantum channel with a noise probability denoted as q. Fano’s inequality states
that S (Z|B) ≤ h (q) + q log2 (d− 1). By applying this relation in Eq. (3) and considering the condition that log2

1
C

cannot exceed log2d, we can derive

r ≥ log2 d− 2 (h (q) + q log2 (d− 1)) . (4)

For the binary encoding and decoding scheme the conditional entropy of Alice’s measurement outcome given Bob’s
measurement result is equal to h (ε), where ε is quantum bit error rate (QBER) [147, 148]. Here, q is the depolarizing
channel parameter i.e., the probability that outcome of the Z by Alice and Bob is not equal and h is binary entropy.
Through an examination of the aforementioned formulas, we ascertain the lower bound of the key rate for the HD-
BB84 protocol. This analysis involves the application of Fano’s inequality, which establishes bound on parameter
estimation. Additionally, the determination of the QBER is crucial for enhancing negotiation efficiency, thereby
playing a pivotal role in augmenting the overall security and correctness of the final key in the HD-BB84 protocol.

Before delving into the formal analysis of the aforementioned formalism, it is crucial to elucidate the relationship
among key rate, QBER, noise and negotiation efficiency. The noise introduced in the quantum channel (q), results
in QBER (ε) in the raw key sequence after executing the quantum protocol. The conditional entropy of Alice’s
measurement outcome given Bob’s measurement outcome, as well as the conditional von Neumann entropy of Alice’s
quantum state given Bob’s quantum state, can be expressed as functions of ε. Additionally, it is evident that the
conditional entropy is directly influenced by the noise in the quantum channel. We may now explicitly analyze the
previously mentioned formulae, considering negotiation efficiency and QBER within the key rate equation. First, we
need to elaborate on all the elements in Eq. (1). From Appendix A, S(a|E) represents the conditional von Neumann
entropy, defined as follows:

S(a|E) ≥
∑

c ̸=m,c ̸=n

(
K0
c +K1

c

M

)
Sc +

(
K0
m +K1

m

M

)
Sm +

(
K0
n +K1

n

M

)
Sn,

where,

K0
c := ⟨Emc |Emc ⟩, K1

c := 1
2 ⟨Fc|Fc⟩,∀ c ̸= m,n

K0
m := 1

4 ⟨E
m
m |Emm⟩, K0

m := 1
8 ⟨Fm|Fm⟩,

K0
n := 3

4 ⟨E
m
n |Emn ⟩, K1

n := 3
8 ⟨Fn|Fn⟩.

and

Sc = h
(

K0
c

K0
c +K1

c

)
− h

(
1
2 +

√
(K0

c −K1
c )

2+4Re2⟨Em
c | 1√

2
Fc⟩

2 (K0
c +K1

c )

)
,

Sm = h
(

K0
m

K0
m +K1

m

)
− h

(
1
2 +

√
(K0

m −K1
m)2+4Re2⟨ 1

2E
m
m | 1

2
√

2
Fm⟩

2 (K0
m +K1

m)

)
,

Sn = h
(

K0
n

K0
n +K1

n

)
− h

(
1
2 +

√
(K0

n −K1
n)

2+4Re2 3
4
√

2
⟨Em

n |Fn⟩
2 (K0

n +K1
n)

)
.

6 Eve performs an entanglement operation using her ancillary state E with Alice’s state (A) and Bob’s quantum memory (B).
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Further,H (a|b) represents the conditional entropy of Alice’s measurement outcome given Bob’s measurement outcome,
defined as follows:

H (a|b) = H (p00, p01, p10, p11)− h (p00 + p10) .

We have previously defined the values p00, p01, p10 and p11 (also detailed in Appendix A) through the analysis of
parameter estimation for the HD-Ext-B92 protocol. These terms depend on q. Moreover, for binary encoding and
decoding, H(a|b) ≡ h(ε). Therefore, it can be concluded that the conditional entropy and key rate depend on the
value of ε and, consequently, on q as ε depends on q. Now, if we incorporate negotiation efficiency7 (ξ) into the key
rate for the HD-Ext-B92 protocol (as shown in Eq. (1)), the secure key rate equation can be written as,

Rξ ≡ ξ R (a, b, E) = ξ (inf [S (a|E)−H (a|b)]) .

Here, H(a|b) depends on noise and the QBER value. To reduce QBER, legitimate users perform error correction and
privacy amplification, which increase the mutual information between Alice and Bob. This leads to a a decrease in
H(a|b) and maximizes the proportion of raw key bits successfully converted into secure key bits. Therefore, analyzing
QBER of a quantum protocol enhances the correctness and security of the raw key and optimizes the conversion of
raw key into secure key more efficiently, thereby improving the negotiation efficiency. The QBER analysis during the
test rounds is a crucial aspect of quantum communication protocols, as it helps to improve negotiation efficiency. This
logic applies similarly to the HD-BB84 protocol. From Eqs. (3) and (4), it is clear that the conditional von Neumann
entropy S (Z|B) depends on q (as Fano’s inequality states that S (Z|B) ≤ h (q) + q log2 (d− 1)), which affects the
QBER value as well. Considering negotiation efficiency in the key rate for the HD-BB84 protocol (Eq. (4)), the secure
key rate equation can be expressed as follows:

rξ ≡ ξ r ≥ ξ (log2 d− 2 (h (q) + q log2 (d− 1))) .

Here, the legitimate parties perform parameter estimation and error correction on the raw key sequence, which leads
to a reduction in QBER and a decrease in S (Z|B). As a result, the key rate increases. Consequently, this process
increases the proportion of raw key bits that are successfully converted into secure key bits. More specifically, analyzing
the QBER during the test rounds of a quantum communication protocol improves the correctness and security of the
raw key, making the conversion process to secure key more efficient. This optimization of the secure key conversion
improves the negotiation efficiency, ξ. From this analysis, we can conclude that QBER analysis is crucial for improving
the negotiation efficiency of a quantum protocol.

The preceding discussion, along with an analysis of the formulations, elucidates that Eq. (1), which incorporates
Eqs. (18) and (19) from Appendix A, and Eq. (4), representing the key rate formula for HD-Ext-B92 and HD-BB84
protocols, inherently encompasses the essential steps of parameter negotiation efficiency. By employing these key rate
equations, coupled with the transmittance in satellite-based communication (cf. Eqs. (5) and (8)), we can derive the
average key rate for LEO satellite-based quantum communication. The computation of the average key rate using Eq.
(9) facilitates the determination of the probability distribution of key rates and the variation of key rates concerning
various parameters in satellite quantum communication, as detailed in Section III. Before delving further this section,
we conduct an in-depth analysis of these key rate equations for both HD-QKD protocols in the subsequent paragraph.
Before proceeding, it is crucial to emphasize the definition of noise tolerance and its relationship with QBER. Noise
tolerance in a quantum communication protocol refers to the ability of the protocol to function correctly and securely
despite the presence of noise. Specifically, the value of noise tolerance for a protocol is determined by the point
at which the secure key rate approaches zero. Noise can originate from various sources, including environmental
disturbances, imperfections in quantum devices, and potential eavesdropping activities. Noise tolerance and QBER
are interdependent factors in quantum communication protocols. Effective noise management ensures that QBER
remains below the critical threshold, thereby enabling secure and efficient quantum communication. Error correction
techniques are employed to correct errors in the raw key, and their efficiency depends on the QBER. Higher QBER
necessitates more robust error correction, which can diminish the efficiency of the key generation process. Privacy
amplification is used to reduce the information an eavesdropper (Eve) might have obtained; the amount of privacy
amplification required increases with higher QBER8, further reducing the final key length. Maintaining noise within

7 Negotiation efficiency is defined as the effectiveness with which the steps involved in establishing a secure key are executed. These steps
generally encompass sifting, error correction and privacy amplification. High negotiation efficiency indicates that these processes are
conducted in a way that optimizes the conversion of raw key bits into secure key bits [134, 135, 138].

8 A detailed analysis of privacy amplification and error correction is beyond the scope of the current work.
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Figure 1. (Color online) Plot of variation of key-rate and QBER with channel noise parameter (both plots share a common
legend): (a) key-rate and QBER analysis of HD-Ext-B92 protocol with noise parameter (q) for different dimensions in Hilbert
space (the plot lines representing QBER for all dimensions are superimposed), (b) key-rate and QBER analysis of HD-BB84
protocol with noise parameter (q) for different dimensions in Hilbert space.

the noise tolerance limit helps to keep QBER below a secure threshold value, which is specific to the protocol. In
such cases, extensive privacy amplification and error correction may not be strictly necessary.

To analyze the behavior of the key rate per pulse and the QBER concerning the noise parameter in both the above-
discussed HD protocols, we utilize the key rate equations (refer to Eqs. (1), (4), and Appendix A) and the binary
QBER function (h (ε)). Now, we analyze the result illustrated in Figure 1 for HD-Ext-B92 and HD-BB84 schemes.
We can observe in the HD-Ext-B92 protocol that events with mismatched bases are not disregarded, which occurs
when Alice and Bob employ different measurement bases. These events can significantly enhance key generation rates
[110, 149–152], and therefore noise tolerance is also increased for this scheme which is evident from the graph. We
plot the variation of the key rate of HD-Ext-B92 protocol with noise parameter (q) in a depolarizing channel in the
d-dimensional Hilbert space; we also depict the variation of QBER with the same noise parameter (q). It may be
observed that as the value of d increases, the tolerance for noise also increases, showing a rise from 7% to 10%. It is apt
to note that, the maximum tolerable noise is dependent on the choice of both the depolarizing channel and of Eve’s
ancilla state, since, these two factors significantly impact parameter estimation and consequently affect the key rate.
Nevertheless, our analysis is confined to a specific choice of these two factors, which have been outlined in Appendix A.
In Figure 1 (a), it becomes evident that the QBER remains constant across different d values. The plots representing
the distinct d values (i.e., d = 2, 4, 8, 16, 32) overlap in QBER analysis, indicating consistent outcomes for higher-
dimensional cases of the HD-Ext-B92 protocol. Additionally, the graph (represented by a dotted line) demonstrates
that the QBER reaches a saturation point for a particular q value (for HD-Ext-B92). We have computed the initial
point where the QBER begins to rise for various q values and observed a physically reasonable variation. For instance,
when q is ∼ 0.005, the QBER is approximately 0.015. As the q value increases to ∼ 0.1, the QBER saturates at
approximately at 0.088. Now, we analyze the plots for HD-BB84 in Figure 1 (b) and undertake a comprehensive
comparison with HD-Ext-B92. A numerical assessment reveals that the key rate increases as the value of d rises
for HD-BB84. Conversely, in HD-Ext-B92, the minimum key rate remains fairly consistent for all d values which is
around 0.7. Further, the noise tolerance is increased significantly with a greater value of d in HD-BB84. For instance,
the tolerable noise is ∼ 11% for d = 2 (for qubit) and with the increased value of d = 32, this limit increases to ∼ 32%.
More simply, the HD-Ext-B92 protocol operates securely and correctly with a maximum noise tolerance ranging from
7% to 10%, whereas the HD-BB84 protocol can tolerate up to 11% noise for d = 2 and up to 32% noise for d = 32,
as can be inferred from Eq. (4). This outcome demonstrates the advantage of opting for the HD-BB84 protocol
over HD-Ext-B92 when considering aspects like key rate and noise tolerance. HD-BB84 surpasses the HD-Ext-B92
protocol. It is worth mentioning that in the original scheme of HD-Ext-B92 [110], authors do not employ two complete
bases as HD-BB84 does. In their approach, they utilize a simplified version in which Alice’s requirement is reduced to
transmitting just three states, and Bob only needs to carry out partial measurements within the second basis [110].
Additionally, it is important to highlight that they did not select an optimal basis configuration. Alternate choices
for the encoding state might yield greater key rates for the HD-Ext-B92 protocol, as shown in cases involving qubits
[101, 142]. If we examine the QBER aspect within the context of HD-BB84, it becomes apparent that the variation
of QBER with the noise parameter (q) rapidly converges to a saturation value (∼ 0.25) as the dimension of qudit
increases. In contrast to the HD-Ext-B92 protocol, the susceptibility of QBER to noise is notably more vulnerable
in the HD-BB84 protocol. Moreover, as depicted in Figure 1, when considering d = 32, the saturation point of noise
tolerance is attained in the HD-Ext-B92 protocol. In contrast, in the HD-BB84 protocol, the rate at which noise
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tolerance increases becomes progressively lower as d increases. It is noteworthy that at d = 32, the QBER has not yet
reached its saturation point (for HD-BB84); this point will be reached at higher values of d. From Figure 1 (b), we
observe that when the key rate reaches zero, it indicates the noise tolerance values, q, with QBER lines reaching their
maximum value for the respective dimensions. The conditional entropy of Alice’s measurement outcome given Bob’s
measurement outcome (and the conditional von Neumann entropy of Alice’s quantum state given Bob’s quantum
state) is directly influenced by the noise in the quantum channel. These conditional entropies can be expressed as
function of QBER. Mathematically, the relationship between noise tolerance and QBER in a quantum communication
protocol is illustrated by the effect of QBER on the secure key rate. A protocol has a capability to handle noise up
to a specific QBER threshold, allowing error correction and privacy amplification to still generate a secure key. The
binary entropy function h(QBER) and the specific security function f(QBER) measure the information loss due to
errors and potential eavesdropping, respectively.

B. Satellite-based optical links: model used for the elliptic beam approximation

In this article, we aim to analyze the performance of key rates in various situations of HD-Ext-B92 and HD-
BB84 protocols. The channel transmission η for the light propagation through atmospheric links using elliptic-beam
approximation as introduced by Vasylyev et al. [111, 112] will be employed to perform the analysis. Further, in
what follows, we impose the generalized approach9 and different weather conditions as introduced in [113]. This
method yields an impact on the value of transmittance as the transmittance is determined by beam parameters along
with the diameter of the receiving aperture. To provide readers with a clearer understanding of both the elliptic
beam approximation and its modified version in a more comprehensive manner, in this section, we offer a succinct
explanation of the underlying theory.

Temporal and spatial fluctuations in temperature and pressure within turbulent atmospheric flows result in random
variations of the air’s refractive index. Consequently, the atmosphere introduces losses to transmitted photons,
which are detected at the receiver through a detection module featuring a limited aperture. The transmitted signal
undergoes degradation due to phenomena like beam wandering, broadening, deformation, and similar effects. We
can examine this scenario by focusing on a Gaussian beam propagating along the z axis, reaching the aperture plane
positioned at a distance z = L. In this analysis, we observe that assuming perfect Gaussian beams emitted by the
transmitter is not entirely realistic. Standard telescopes typically produce beams with intensity distributions that
closely resemble a circular Gaussian profile with some deviations, often caused by truncation effects at the edges
of optical elements. One notable consequence of these imperfections is the inherent broadening of the beam due
to diffraction. In our model, we can address this phenomenon by adjusting the parameter representing the initial
beam width (W0), thereby accounting for the increased divergence in the far-field resulting from the imperfect quasi-
Gaussian beam. To capture this effect, we incorporate the transmission of the elliptical beam through a circular
aperture and consider the statistical characteristics of the elliptical beam as it propagates through turbulence using
a Gaussian approximation. However, it’s important to mention certain restriction for simplifications in our approach,
particularly the assumption of isotropic atmospheric turbulence. For a more detailed formulation, readers are referred
to the Supplemental Material of Ref. [111]. That quasi-Gaussian beam is directed through a link that spans both
the atmosphere and vacuum, originating from either a transmitter situated in orbit or a ground station. The link
is characterized by non-uniform conditions. Generally, the varying intensity transmittance of such a signal (received
beam) via a circular aperture of radius r of the receiving telescope is expressed as follows [111, 153]:

η =
´
|ρ|2=r2 d

2ρ |u (ρ,L)|2 , (5)

where u (ρ,L) represents the beam envelope at the receiver plane, located at a distance L from the transmitter, and
|u (ρ,L)|2 is the normalized intensity with respect to full ρ plane, where ρ denotes the position vector within the
transverse plane. The vector parameter v fully characterizes the state of the beam at the receiver plane (see Figure
2),

v = (x0, y0,W1,W2, φ) , (6)

x0, y0, W1/2, and φ imply the beam centroid coordinates, the principal semi-axes of the elliptic beam profile, and the
orientation angle of the elliptic beam, respectively. The transmittance is determined by these beam parameters along
with the radius of the receiving aperture (r).

9 Using non-uniform link between a satellite and the ground station, referred to in Eq. (7).
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Figure 2. (Color online) Diagram illustrating the received beam and the receiving aperture. L is the total link-length in the
propagation direction, r represents the radius of the receiving aperture, ρ0 = (x0, y0) signifies the position of the beam centroid,
W1 and W2 are the principal semi axes of elliptic beam profile, and φ is the orientation angle of the elliptic beam.

In general, the atmosphere can be categorized into distinct layers, each characterized by various physical parameters
such as air density, pressure, temperature, the presence of ionized particles, and more. The arrangement of these layers
varies according to location, particularly concerning the extent of each layer’s thickness. Without loss of generality,
we adopt a simplified model of a satellite-based optical link [113]. This model entails a uniform atmosphere up to
a specific altitude denoted as h, beyond which a vacuum extends all the way to the satellite situated at an altitude
marked as L, as illustrated in Figure 3. Rather than dealing with a continuous range of values characterizing physical
quantities as a function of altitude, this approach involves just two key parameters. These parameters encompass the
value of the physical quantity within the uniform atmosphere and the effective altitude range, h. This simplification
is likely to be quite accurate because atmospheric influences are predominantly significant only within the initial 10
to 20 kilometers above the Earth’s surface. This is particularly relevant considering that the standard orbital height
for LEO satellites is above 400 kilometers . In our analysis, we set the value of L to 500 km, and assume that the
zenith angle falls within the range of [0◦, 80◦]. Under these conditions, the range of the satellite’s orbit suitable for
key distribution is approximately L ∈ [500, 2000] km10. The given context mandates that the effective atmospheric
thickness h remains constant at 20 km, by the aforementioned factors. We extend the discussion by maintaining the
premise that the parameters quantifying the influence of atmospheric effects remain constant (with values greater
than 0) within the atmosphere and are set to 0 outside it. In this context, we can make use of the assumption that,

Down− link

{
C2
n (z) = C2

n Ω (z − (L− h)) ,

n0 (z) = n0 Ω (z − (L− h)) ,

Up− link

{
C2
n (z) = C2

n Ω(h− z),
n0 (z) = n0 Ω (h− z) .

(7)

Here, C2
n represents the refractive index structure constant11, and n0 denotes the density of scattering particles

[158, 159]. The function Ω (z) corresponds to the Heaviside step-function12. As stated above, the parameter z
signifies the longitudinal coordinate, while L stands for the overall length of the link. Additionally, h represents the
distance covered within the atmosphere, as illustrated in the accompanying Figure 3.

Now, let’s consider the transmittance, as defined in Eq. (5), for an elliptic beam that strikes a circular aperture
with a radius of r. This transmittance can be expressed as follows [111]:

10 The correlation between total link length and zenith angle is, L = L secϕ.
11 Several altitude-dependent models describing the refractive index structure constant C2

n have been documented [154–157]. Among
these, the parametric fit proposed by Hufnagel and Valley is widely adopted and faithfully captures the characteristics of C2

n in climates
characteristic of mid-latitudes [154, 155].

12 The value of this function is zero for negative arguments and one for positive arguments. This function falls within the broader category
of step functions.
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Figure 3. (Color online) This figure depicted that the non-uniform free-space link between the satellite and the ground station.
The diagram highlights key parameters, h is the thickness of the atmosphere, L is the altitude of the satellite, h represents
length of the propagation of light inside atmosphere, L is the link length between satellite and ground station, ϕ denotes the
zenith angle. Up-link (down-link) configuration represents the transmission of light from ground station to satellite (satellite
to ground station).

η (x0, y0,W1,W2, φ) = 2χext

πW1W2

´ r
0
ρ dρ
´ 2π
0

dθe−2A1(ρcosθ−ρ0)2e−2A2ρ
2sin2θe−2A3(ρcosθ−ρ0)ρsinθ. (8)

In this context, r represents the radius of the aperture, while ρ and θ denote the polar coordinates of the vector ρ,

x = ρ cosθ,
y = ρ sinθ,

here, ρ0 and θ0 represent polar coordinates corresponding to the vector ρ0,

x0 = ρ0 cosθ0,
y0 = ρ0 sinθ0,

and

A1 =
(

cos2(φ−θ0)
W2

1
+ sin2(φ−θ0)

W2
2

)
,

A2 =
(

sin2(φ−θ0)
W2

1
+ cos2(φ−θ0)

W2
2

)
,

A3 =
(

1
W2

1
− 1

W2
2

)
sin 2 (φ− θ0) .

These expressions can be employed for numerical integration, as described in Eq. (8), through the Monte Carlo
method or another effective technique for the same purpose. To simplify the process of integration using the Monte
Carlo method, it requires the generation of N sets of values for the vector v (see Eq. (6)). It is assumed that the
angle (φ− θ0) follows a uniform distribution over the interval [0, π2 ] and other parameters13 (x0, y0,Θ1,Θ2) follow

13 To compute transmittance, first one has to evaluate Wi from Θi using relation Θi = ln

(
W2

i

W2
0

)
, i = 1, 2. Here, W0 is the beam spot

radius at the transmitter.
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the normal distribution [160]. Substitution of the simulated values of v into Eq. (8) makes it feasible to perform
the numerical integration. The outcome of this process also involves the extinction factor14, χext, thereby producing
N atmospheric transmittance values, denoted as η (vi), where i ranges from 1 to N . The necessary parameters
for simulation are described in Appendix B which are calculated according to our model. These expressions are
different for up-link and down-link configuration as different expressions mentioned in Eq. (7) are used for up-link
and down-link configuration.

In the next section, we will evaluate the effectiveness of the HD protocols selected by us in the satellite-based links.
To conduct this assessment, we need average key rates over the probability distribution of the transmittance (PDT)15
computed for different link lengths and configurations. The same can be expressed as [113],

R̄ =
´ 1
0
R(η)P (η) dη =

Nbins∑
i=1

R(ηi)P (ηi), (9)

where, R̄ represents the average key rate, while R(η) signifies the key rate corresponding to a specific transmittance
value. The PDT is denoted as P (η). To compute the integral average, the interval [0, 1] is divided into Nbins bins,
each centered at ηi for i ranging from 1 to Nbins, and is evaluated by combining the weighted sum of the rates. The
estimation of P (ηi) relies on random sampling, as explained in the earlier paragraph. The formulations for the distinct
implementations key rates R(η) can be found in Section II A.

III. PERFORMANCE ANALYSIS OF PROTOCOLS AFTER SIMULATION

In this section, we elaborately analyze the impact of PDT16 on key rate after the weighted sum, as well as the
probability distribution of key rate (PDR) concerning the HD-Ext-B92 and HD-BB84 protocols. The minimum
separation between Alice and Bob (i.e., altitude of the satellite) remains constant at a distance of L = 500 km, as the
primary focus is on scenarios involving LEO satellites like the Chinese satellite Micius [78, 79, 83, 84]. We present
outcomes of numerical simulation for satellite-based HD-Ext-B92 and HD-BB84 schemes under asymptotic conditions.
The simulation incorporates the experimental parameters outlined in Table I [113, 162, 163]. The parameters C2

n, n0,
and h are typically determined by fitting experimental data. However, for the sake of establishing a predictive model,
we parameterize these values in a rational manner. We conduct simulations under varying atmospheric conditions,
encompassing clear, slightly foggy, and moderately foggy nights, as well as non-windy, moderately windy, and windy
days [113]. A particularly noteworthy aspect is the comparison between nighttime and daytime operations. In daytime
conditions, elevated temperatures result in stronger winds and heightened mixing across atmospheric layers, leading
to more pronounced turbulence effects and consequently higher values of C2

n compared to nighttime conditions.
Nevertheless, on average, during clear days, the lower atmosphere exhibits reduced moisture content compared to
nighttime, resulting in diminished beam spreading due to scattering particles. Conversely, nighttime conditions,
characterized by lower temperatures, yield a less turbulent atmosphere. Additionally, the formation of haze and mist
contributes to higher values of n0 compared to daytime conditions. In such scenarios, the impact of scattering over
particulate matter can surpass the effects induced by turbulence. The crucial factors in this scenario include not only
those associated with atmospheric influences but also the radii of the transmitting and receiving telescopes, along with
the wavelength of the signal. For the satellite in orbit, we opted for a radius of rsat = 15 cm (W0), while the ground
station telescope has a radius of rgrnd = 0.5 m, and the signal wavelength is λ = 785 nm. Based on Eq. (7), it is
evident that a down-link pertains to satellite-to-ground communication, where atmospheric effects become significant
only in the latter part of the propagation process, i.e., when z exceeds (L− h). On the other hand, for up-links, these
effects are relevant only when z is below h.

From Appendix B, it becomes evident, as expected that the impact of atmospheric effects is considerably more
pronounced in the case of up-links compared to down-links. The underlying phenomena at play here, namely beam
deflection and broadening, encompass angular effects. These effects play a role in determining the ultimate size of
the beam, thus influencing the channel losses. Their magnitude is directly proportional to the distance covered after
the initiation of the effect known as kick in effect. For up-links, these effects manifest near the transmitter, resulting
in beam broadening spanning hundreds of kilometers before detection at the satellite. Conversely, in the down-link
scenario, the majority of the beam’s trajectory occurs within a vacuum, with atmospheric effects coming into play

14 The parameter χext(ϕ) denotes the extinction losses caused by atmospheric back-scattering and absorption. It varies depending on the
elevation angle (90◦ − ϕ) or zenith angle (ϕ) [114, 161].

15 Some authors followed the relation ηδ = 10−
δ
10 with δ = α1L [dB] to represent the channel transmittance with the form of attenuation,

here, L total link length and α1 is loss in the channel transmission dB/km.
16 See PDT in Figures 3 and 4 in Ref. [113] after random sampling of beam parameters v for a down-link and an up-link, respectively.
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Parameter Value Short description

W0 15 cm, 50 cm Down-link, up-link
r 50 cm, 15 cm Down-link, up-link
λ 785 nm Wavelength of the signal light
β 0.7 Parameter in χext(ϕ)
α 2× 10−6 rad Pointing error
h 20 km Atmosphere thickness
L 500 km Minimum altitude (at zenith)
n0 0.61 m−3 Night-time condition 1
n0 0.01 m−3 Day-time condition 1
n0 3.00 m−3 Night-time condition 2
n0 0.05 m−3 Day-time condition 2
n0 6.10 m−3 Night-time condition 3
n0 0.10 m−3 Day-time condition 3
C2
n 1.12× 10−16 m− 2

3 Night-time condition 1
C2
n 1.64× 10−16 m− 2

3 Day-time condition 1
C2
n 5.50× 10−16 m− 2

3 Night-time condition 2
C2
n 8.00× 10−16 m− 2

3 Day-time condition 2
C2
n 1.10× 10−15 m− 2

3 Night-time condition 3
C2
n 1.60× 10−15 m− 2

3 Day-time condition 3

Table I. Parameters associated with the optical and technical characteristics of the link and different atmospheric weather
conditions.

only during the final fifteen to twenty kilometers before reaching the receiver. A secondary distinction lies in the
origin of fluctuations in the position of the beam centroid, denoted as (x0, y0). In up-links, the atmosphere-induced
deflections tend to be significantly more influential than pointing errors (φ), which is disregarded. On the other hand,
in down-links, the beam dimensions are already substantially larger than any turbulent irregularities at the top of the
atmosphere. As a consequence, the resulting beam wandering due to atmospheric effects can be neglected, rendering
pointing errors the dominant contributing factor.

Utilizing Equation (1), which integrates Equations (18) and (19) from Appendix A, and Eq. (4), which represent
as the key rate formula for HD-Ext-B92 and HD-BB84 protocols, along with PDT in satellite-based communication
(refer to Eqs. (5) and (8)), enables the computation of the average key rate for LEO satellite quantum communica-
tion. Employing Eq. (9) in this calculation facilitates the determination of the probability distribution of key rates
and the assessment of key rate variations with respect to different parameters in the context of satellite quantum
communication. Now, we aim to investigate the average key rate as a function of zenith angle, considering minimal
noise. Figures 4 illustrate the average key rate using the PDT concerning the angle relative to the zenith. This
analysis is carried out for both up-links and down-links across various weather conditions for dimension17, d = 32
(see Table I). Each data point on the graph is derived from 10, 000 parameter samples in Eq. (6) and computed using
Eq. (8). In Figures 4 (a) and 4 (b), the graphs reveal that during daytime condition 1, the highest average key rate
is yielded in the zenith position (∼ 0.0012 and ∼ 0.008) for HD-Ext-B92 and HD-BB84 protocols, respectively, in
the up-link configuration. Notably, the key rate18 is slightly greater for HD-BB84 which corresponds to the expected
result. For the same configuration, the key rate sharply diminishes under other conditions (Day 2 and Night 1-2).
Comparatively, for HD-Ext-B92, the maximum value of the key rate (∼ 0.0002) is nearly ten times lower than that
of the HD-BB84 protocol (∼ 0.002) corresponding to the day condition 2. A similar comparison holds for night 1/2
conditions. For these conditions, the key rate becomes approximately zero at zenith angle 50◦. It may be noted
that in night-time condition 1, the key rate is lower than in day-time condition 2 for both schemes within the same
configuration. Based on these observations, we can infer that daytime transmission in the up-link configuration per-
forms more favorably than nighttime transmission. Due to the very low key rate during night-time condition 2, we
have chosen to negate condition 3, both in night-time and day-time, from the graphical representation. Additionally,
in the up-link configuration, the simulation results reveal a tenfold disparity in key rates between HD-Ext-B92 and
HD-BB84 during day-time condition 2. In contrast, during day-time condition 1, the difference is less pronounced,
approximately five fold. This discrepancy is attributed to the non-windy nature of day-time condition 1, while day-
time condition 2 experiences moderate wind, resulting in a lower value of C2

n for the former condition compared to

17 The weather data information is used from Ref. [113]. We also mention the required information in Table I.
18 For ease of reference, we will refer to the average key rate as the "key rate".
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Figure 4. (Color online) Plot of variation of average key rate (per pulse) with zenith angle in different weather conditions
considering minimal noise (d = 32), i.e., day-time conditions 1, 2 and 3 correspond to not windy, moderate windy and windy,
respectively (described as Day-time condition 1/2/3) and night-time conditions 1, 2, 3 correspond to clear, slightly foggy and
moderate foggy, respectively (described as Night-time condition 1/2/3). The upper row corresponds to the up-link scenario
and the lower row corresponds to the down-link scenario: (a) Average key rate generated by HD-Ext-B92 protocol as a function
of zenith angle for up-link configuration under four different weather conditions (Day 1-2 and Night 1-2), (b) Average key rate
generated by HD-BB84 protocol as a function of zenith angle for up-link configuration under four different weather condition
(Day 1-2 and Night 1-2), (c) Average key rate generated by HD-Ext-B92 protocol as a function of zenith angle for down-link
configuration under six different weather condition (Day 1-2-3 and Night 1-2-3), (d) Average key rate generated by HD-BB84
protocol as a function of zenith angle for down-link configuration under six different weather condition (Day 1-2-3 and Night
1-2-3).

the latter. Moreover, the absence of windy conditions indicates a lower moisture content in the lower atmosphere.
Consequently, the scattering particle density, denoted as n0, is lower in day-time condition 1 compared to day-time
condition 2 (see Table I). The down-link configuration is depicted in Figures 4 (c) and 4 (d). As previously discussed,
the influence of atmospheric effects is comparatively reduced in the down-link configuration compared to the up-link
configuration. Consequently, the performance of the link transmittance is superior for down-link as compared to
up-link. This is supported by Figures 4 (c) and 4 (d), which further highlight the enhanced key rate. From these
two figures, the overall plot patterns can be seen to be (sequential arrangement of plots representing different weather
conditions) consistent for both protocols. The sequence of different weather conditions that yield higher key rate
values follows this order: day-time condition 1, night-time condition 1, day-time condition 2, day-time condition 3,
night-time condition 2, and night-time condition 3. Additionally, it can be seen that similar to the up-link scenario,
the daytime conditions favor channel transmission over the nighttime conditions. This pattern remains consistent
across both scenarios. Of particular interest is the comparison between operations during night-time and day-time.
During daylight hours, higher temperatures facilitate stronger winds and heightened mixing across distinct atmo-
spheric layers. This generates more prominent turbulence effects. However, on average, clear days witness a reduced
moisture content in the lower atmosphere compared to night-time conditions. Consequently, the scattering of particles
causes less pronounced beam spreading. Conversely, during night-time, the cooler temperatures result in an atmo-
sphere with lower turbulence levels, coupled with the formation of mist and haze. In such circumstances, scattering
tends to have a more substantial impact at night-time than the effects induced by turbulence at day-time. In the
down-link scenario, during day-time condition 1, the highest achievable key rates are 0.165 and 1.2 for HD-Ext-B92
and HD-BB84 protocols, respectively. Conversely, in night-time condition 3, the highest attainable key rates are 0.125
and 0.9. The key rate ratio, in the down-link scenario, between the HD-BB84 and HD-Ext-B92 protocols is 7.27 for
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the maximum scenario and 7.2 for the minimum scenario. This observation substantiates the anticipated outcome
that HD-BB84 consistently outperforms HD-Ext-B92. Furthermore, the key rate decreases significantly within the
zenith angle range of 70◦ to 80◦ for the down-link scenario, whereas for the up-link scenario, this reduction begins at
a zenith angle of 50◦. Intuitively, down-link transmission exhibits a higher tolerance for larger zenith angles compared
to up-link transmission.
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Figure 5. (Color online) Plot of variation of average key rate (per pulse) with total link length under condition Day-1 utilizing
different dimensions of qudit (d = 2 and d = 8): (a) Average key rate generated by HD-Ext-B92 protocol as a function of total
link length (L) for down-link configuration, (b) Average key rate generated by HD-BB84 protocol as a function of total link
length (L) for down-link configuration, (c) and (d) illustrate the same results as depicted in (a) and (b), respectively, but for a
better visualization of the impact of link length on the average key rate, here a logarithmic scale is used along the y-axis.

To obtain the best possible results, hereafter we focus on the down-link configuration under optimal weather
conditions where the average key rate is highest (cf. Figure 4). Specifically, we analyze and illustrate the variation of
key rate with total link length (L) in day-time condition 1 within down-link configuration, assuming an extremely low
noise. In this scenario, the HD-Ext-B92 protocol yields maximum key rates of 0.17 and 0.155 for qudit dimensions
8 and 2, respectively, as illustrated in Figure 5 (a). Notably, the key rate of the HD-BB84 protocol exhibits notable
fluctuations across different dimensions. As can be seen from Figure 5 (b), for qudit dimensions 8 and 2, the maximum
key rates are 0.7 and 0.24, respectively. Furthermore, the key rate decreases almost linearly for both the HD-QKD
protocols and across both dimensions when plotted on a logarithmic scale. Consequently, it can be inferred that
the decrease in key rate follows an exponential pattern. Specifically, at a higher zenith angle of 80◦, with a total
link distance of 2900 km, the key rate of the HD-Ext-B92 protocol is approximately 10−4 for both dimensions. In
contrast, at the same link distance, the key rates for HD-BB84 are 10−3 and 10−4 for dimensions 8 and 2, respectively.
The HD-BB84 protocol outperforms at higher dimensions, consistent with the findings depicted in the accompanying
figure 4.

In Figure 6, we present the PDR with different values of noise parameter (q) at the zenith position (ϕ = 0◦) under
down-link configuration. In this context, we employ the optimal performance scenario during day-time condition 1
utilizing qudit dimension of 32. We have used a data set of 106 beam parameters to simulate the values of the average
key rate and approximate the results to six (five) decimal places19 to get PDR plots for HD-Ext-B92 (HD-BB84).
Within the HD-Ext-B92 protocol, comparing the cases of q = 0.02 and q = 0.06 (in Figure 6 (a)), we observe a higher
key rate for q = 0.02, while the maximum value of probability of key rate is greater for q = 0.06. The maximum values
of probability are consistently greater with greater values of noise parameter. Notably, a higher key rate corresponds
to a lower value of probability of occurrence. A specific shape of PDT (as is the case here) implies that the shape
of the PDR would remain the same with different noise parameters and different zenith angles (or equivalently with

19 This is a good choice of approximation to represent, well-suited for PDR representation.
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Figure 6. (Color online) Plot of the distribution of key-rate variation for different channel noise parameters (q) at the zenith
position under condition Day-1 utilizing qudit of dimension 32: (a) Probability distribution of key-rate for HD-Ext-B92 protocol,
(b) Probability distribution of key-rate for HD-BB84 protocol under down-link configuration.

different distances). For example, see that the shape of the PDR remains same for HD-Ext-B92 protocol and HD-BB84
protocol, although the density of data points are more in the case of HD-BB84 (see Figure 6 (a) and (b)). However,
this protocol (HD-BB84) exhibits significantly elevated key rate values as well as higher probabilities compared to
HD-Ext-B92. Subsequently, we also plot the PDR with different zenith angles in Figure 7, considering extremely low
noise characterized by the parameter q ≪ 1 at the zenith position under condition Day-1 with the same configuration
(down-link). Notably, the shapes of the PDR curves remain consistent across both the protocols; however, the data
points on the plot appear more densely concentrated in the HD-BB84 protocol. In this case, we have utilized a dataset
of 106 beam parameters to simulate the values of the average key rate and approximate the results to six (five) decimal
places to get PDR plots for HD-Ext-B92 (HD-BB84). The peak values of the probability of key rates in the PDR
graph for distinct zenith angles are different for both the protocols. Moreover, for different zenith angles, the peak
values of probability in the PDRs are consistently greater in HD-BB84 compared to HD-Ext-B92. In conclusion, we
deduce that the PDR curves maintain a uniform shape across varying zenith angles as PDT considered here has a
fixed shape.
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Figure 7. (Color online) Plot of distribution of key-rate variation for different zenith angles (ϕ) considering minimal noise,
characterized by the parameter q ≪ 1, under condition Day-1 utilizing qudit of dimension 32: (a) Probability distribution of
key-rate for HD-Ext-B92 protocol, (b) Probability distribution of key-rate for HD-BB84 protocol under down-link configuration.

IV. CONCLUSION

In this paper, we study two protocols for QKD in higher dimensions. We analyze the key rates of these two higher
dimensional protocols in the context of satellite-based secure quantum communication. To analyze the effectiveness
of these schemes for satellite-based quantum communication, we employ a robust method known as the elliptic beam
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approximation [111]. By employing a generalized model using this approach, we assess the performance of the HD-
Ext-B92 and HD-BB84 protocols. The key rate per pulse and QBER are plotted against the noise parameter. Notably,
our findings reveal that, in higher dimensions, HD-BB84 outperforms HD-Ext-B92 in terms of both key rate and noise
tolerance. However, HD-BB84 experiences a more pronounced saturation of QBER in high dimensions. We deduce the
key rate of the HD-Ext-B92 scheme without introducing any additional free parameters, as opposed to the approach
discussed in Ref. [110], and is elaborated in Appendix A. Our analysis comprehensively demonstrates the impact of
link transmittance on the weighted sum of key rate under nominal noise levels for both the schemes (HD-Ext-B92 and
HD-BB84) under up-link and down-link configurations. Moreover, we delve into the analysis of PDR across different
values of noise parameter (at the zenith position) and zenith angle (with nominal noise). Remarkably, the PDR
exhibits consistent shapes across all scenarios. It is noteworthy that the graphical points are denser for HD-BB84;
as anticipated this is because the HD-BB84 protocol makes use of two complete bases. Additionally, the probability
tends to be higher for lower key rate values compared to higher ones. It may be noted that we employ normal and
uniform distributions to model beam parameters. Alternative distributions may be employed to account for specific
altitudes and atmospheric conditions. Consequently, variations in key rate could differ in our analysis, contingent on
the consideration of atmospheric effects. For greater accuracy and interest, utilizing empirical data to obtain these
results is recommended.

Numerous theoretical studies have been focused on finding the analytical probability distribution that best aligns
with the experimentally observed transmittance of optical links in free space. The prevalent distributions employed
are the log-normal [164, 165], Gamma-Gamma [166], and Double Weibull [167] distributions. The choice among these
distributions depends on factors like turbulence intensity, link distance, and the setup of the transmitting and receiving
telescopes. Conversely, the methodology employed in this study takes a constructive approach, enabling the determi-
nation of the PDT based on beam characteristics and atmospheric conditions. Further, our work can be expanded by
examining the performance of a cube-sat, such as utilizing data from an existing satellite with an appropriate payload
(say, from the Chinese satellite Micius), while optimizing the source intensity. This optimization would lead to an
enhancement in the system’s key rate and the ability to achieve longer link lengths (even when tolerating higher zenith
angles) [168, 169]. Analysis of finite key in any quantum communication scheme would be interesting. Especially
consideration of such effects is important in the context of satellite-based quantum communication because the limited
duration of the connection between the ground station and the satellite would always lead to a finite key. Thus, future
work could involve directing attention towards finite key analysis in scenarios involving higher dimensions, as well as
assessing key rate performance in relation to atmospheric transmittance for satellite-based links. In summary, our
investigations into the performance of higher-dimensional QKD protocols over satellite-based systems may have a
substantial impact on both theoretical and experimental aspects of satellite-based quantum communication. Thus,
the present work definitely establishes the advantages of using higher dimensional states in satellite-based quantum
communication; but there are challenges associated with the experimental generation and maintenance of the qudits.
In the near future we would like to address this technical issue and also to find the optimal choice of dimension that
can provide a desired key rate.
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APPENDIX A

We recap the security analysis proposed in Ref. [110] and show our important modification in the investigation of
the minimum value key rate (per pulse) for HD-Ext-B92 protocol. We elaborate the theorem [142] which provides the
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lower bound of the conditional von Neumann entropy of classical-quantum state ρaE in Hilbert space20 Ha ⊗HE .
Theorem Let Ha and HE are finite-dimensional Hilbert space and consider the following state of Alice and Eve in

the form of density matrix,

ρaE =
1

M

(
|0⟩⟨0|a ⊗

[
d∑
x=1

|E0
x⟩⟨E0

x|

]
+ |1⟩⟨1|a ⊗

[
d∑
x=1

|E1
x⟩⟨E1

x|

])
, (10)

where M(> 0) is normalization factor, d has finite value, and each state21 |Eyx⟩ ∈ HE . Assuming Ky
x = ⟨Eyx |Eyx⟩ ≥ 0,

then,

S (a|E)ρaE
≥

d∑
x=1

(
K0
x +K1

x

M

)
Sx,

where

Sx =

{
h
(

K0
x

K0
x +K1

x

)
− h (δx) if K0

x ∧K1
x ≥ 0,

0 otherwise,

and

δx =
1

2
+

√
(K0

x −K1
x)

2
+ 4Re2⟨E0

x|E1
x⟩

2 (K0
x +K1

x)
.

This Theorem serves as the foundation for our analysis, facilitating the derivation of the key rate equation for the
protocol discussed throughout the remainder of this appendix.

The action of Eve’s unitary operation ETE on Alice’s transmitted state |Υ⟩T and Eve’s ancilla state |χ⟩E is described
in the following,

ETE |Υ⟩T ⊗ |χ⟩E =

d∑
c=1

|c, EΥ
c ⟩TE ,

and

ETE |ψ⟩T ⊗ |χ⟩E = ETE 1√
2
(|m⟩+ |n⟩)T ⊗ |χ⟩E

= 1√
2

d∑
c=1

|c⟩T ⊗ |Fc⟩E ,

where |Fc⟩E := |Emc ⟩E + |Enc ⟩E , and EΥ
c is an arbitrary state in Eve’s ancillary basis when Alice’s transmitted state

before and after Eve’s operation are |Υ⟩T and |c⟩T , respectively. As ETE is a unitary operation the relation holds as
d∑
c=1

⟨EΥ
c |EΥ

c ⟩ = 1. After Eve’s unitary operation on the classical-quantum state, ρaT = 1
2 (|0⟩⟨0|a ⊗ |m⟩⟨m|T + |1⟩⟨1|a ⊗ |ψ⟩⟨ψ|T )

is as following,

ρaTE = ETE (ρaT )

= 1
2

[
|0⟩⟨0|a ⊗ P

(
d∑
c=1

|c, Emc ⟩TE
)
+ |1⟩⟨1|a ⊗ P

(
1√
2

d∑
c=1

|c, Fc⟩TE
)]

,
(11)

where P (|υ⟩) = |υ⟩⟨υ| is projection operator. After receiving the transmitted register T Bob will apply the measure-
ment operators M0 = Ia ⊗ (I − |ψ⟩⟨ψ|)T ⊗ IE and M1 = Ia ⊗ (I − |m⟩⟨m|)T ⊗ IE on T . Using Eq. (11) we can write
density state after Bob’s operations,

20 Alice’s register and Eve’s quantum memory are represented in Hilbert space Ha and HE , respectively.
21 Eve’s states are not necessarily normalized, nor orthogonal; it might be that |Eyx⟩ ≡ 0 also.
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ρ0aTE = M0 (ρaTE)M
†
0

= 1
2

[
|0⟩⟨0| ⊗ P

{ ∑
c̸=m,c ̸=n

|c, Emc ⟩+ 1
2 |m,E

m
m − Emn ⟩ − 1

2 |n,E
m
m − Emn ⟩

}

+ |1⟩⟨1| ⊗ P

{
1√
2

( ∑
c̸=m,c ̸=n

|c, Fc⟩+ 1
2 |m,Fm − Fn⟩ − 1

2 |n, Fm − Fn⟩

)}]
aTE

,

(12)

and

ρ1aTE = M1 (ρaTE)M
†
1

= 1
2

[
|0⟩⟨0| ⊗ P

( ∑
c̸=m

|c, Emc ⟩

)
+ |1⟩⟨1| ⊗ P

(
1√
2

∑
c̸=m

|c, Fc⟩

)]
aTE

.
(13)

After Bob gets his outcomes Eqs. (12) and (13) may be traced out the transit register T and include Bob’s classical
register b to keep his measurement result. Now the Eqs. (12) and (13) can be written like,

ρ0aEb = 1
2

[
|0⟩⟨0|a ⊗

{ ∑
c ̸=m,c ̸=n

|Emc ⟩⟨Emc |+ 1
2 | (E

m
m − Emn )⟩⟨(Emm − Emn ) |

}
E

⊗ |0⟩⟨0|b

+ |1⟩⟨1|a ⊗ 1
2

{ ∑
c ̸=m,c ̸=n

|Fc⟩⟨Fc|+ 1
2 | (Fm − Fn)⟩⟨(Fm − Fn) |

}
E

⊗ |0⟩⟨0|b

]
,

(14)

and

ρ1aEb =
1

2

|0⟩⟨0|a ⊗ ∑
c ̸=m

|Emc ⟩⟨Emc | ⊗ |1⟩⟨1|b + |1⟩⟨1|a ⊗
1

2

∑
c̸=m

|Fc⟩⟨Fc| ⊗ |1⟩⟨1|b

 . (15)

Adding up Eqs. (14) and (15), the non-normalized density operator which represents in one key-bit generation round
is,

ρaEb = ρ1aEb + ρ0aEb

= 1
2 |0⟩⟨0|a ⊗

[{ ∑
c̸=m,c ̸=n

|Emc ⟩⟨Emc |+ 1
2 | (E

m
m − Emn )⟩⟨(Emm − Emn ) |

}
⊗ |0⟩⟨0|b +

∑
c ̸=m

|Emc ⟩⟨Emc | ⊗ |1⟩⟨1|b

]

+ 1
2 |1⟩⟨1|a ⊗

[
1
2

{ ∑
c̸=m,c ̸=n

|Fc⟩⟨Fc|+ 1
2 | (Fm − Fn)⟩⟨(Fm − Fn) |

}
⊗ |0⟩⟨0|b + 1

2

∑
c̸=m

|Fc⟩⟨Fc| ⊗ |1⟩⟨1|b

] .

(16)
For computing the conditional entropy H (a|b), we will show how the Eq. (16) is utilized to get the statistics for all
combinations of Alice’s and Bob’s sifted key. Now, trace out Bob’s register from Eq. (16) to keep the composite state
of Alice’s register and Eve’s memory which is important to calculate S(a|E). The final expression of the required
density matrix is,

ρaE = 1
M

[
|0⟩⟨0|a ⊗

( ∑
c̸=m,c ̸=n

|Emc ⟩⟨Emc |+ 1
4 |E

m
m⟩⟨Emm | − 1

4 |E
m
m⟩⟨Emn | − 1

4 |E
m
n ⟩⟨Emm |+ 3

4 |E
m
n ⟩⟨Emn |

)
E

+ |1⟩⟨1|a ⊗

( ∑
c ̸=m,c ̸=n

1
2 |Fc⟩⟨Fc|+

1
8 |Fm⟩⟨Fm| − 1

8 |Fm⟩⟨Fn| − 1
8 |Fn⟩⟨Fm|+ 3

8 |Fn⟩⟨Fn|

)
E

]
,

(17)

where M is the normalization factor that can be calculated as,

M =
∑

c ̸=m,c ̸=n
⟨Emc |Emc ⟩+ 1

2 ⟨E
m
n |Emn ⟩+ 1

4 ⟨(E
m
m − Emn ) | (Emm − Emn )⟩

+ 1
2

∑
c̸=m,c ̸=n

⟨Fc|Fc⟩+ 1
4 ⟨Fn|Fn⟩+

1
8 ⟨(Fm − Fn) | (Fm − Fn)⟩

.
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We modify the derivation for S(a|E) using ρaE in comparison with the seminal work [110]. In our modified calculation,
we express the terms of ρaE in Eve’s two bases states, i.e., {Emc } and {Fc} which correspond to the bit values (i.e., 0
and 1) in Alice’s register22.

Applying this above theorem we calculate the conditional von Neumann entropy,

S(a|E) ≥
∑

c ̸=m,c ̸=n

(
K0
c +K1

c

M

)
Sc +

(
K0
m +K1

m

M

)
Sm +

(
K0
n +K1

n

M

)
Sn, (18)

where

K0
c := ⟨Emc |Emc ⟩, K1

c := 1
2 ⟨Fc|Fc⟩,∀ c ̸= m,n

K0
m := 1

4 ⟨E
m
m |Emm⟩, K0

m := 1
8 ⟨Fm|Fm⟩,

K0
n := 3

4 ⟨E
m
n |Emn ⟩, K1

n := 3
8 ⟨Fn|Fn⟩.

And

Sc = h
(

K0
c

K0
c +K1

c

)
− h

(
1
2 +

√
(K0

c −K1
c )

2+4Re2⟨Em
c | 1√

2
Fc⟩

2 (K0
c +K1

c )

)
,

Sm = h
(

K0
m

K0
m +K1

m

)
− h

(
1
2 +

√
(K0

m −K1
m)2+4Re2⟨ 1

2E
m
m | 1

2
√

2
Fm⟩

2 (K0
m +K1

m)

)
,

Sn = h
(

K0
n

K0
n +K1

n

)
− h

(
1
2 +

√
(K0

n −K1
n)

2+4Re2 3
4
√

2
⟨Em

n |Fn⟩
2 (K0

n +K1
n)

)
.

Here, we briefly describe the parameter estimation for the required statistics to get the values in the above equations.
Let pυc (pυψ) be the observable parameter when Bob’s measurement outcome is |c⟩ (|ψ⟩) using the Z (X) basis when
Alice sends state23 |υ⟩. We may write in the form of the observable parameters K0

c = pmc, K
1
c = pψc, K

0
m = 1

4 pmm,

K1
m = 1

4 pψm, K
0
n = 3

4 pmn, and K1
n = 3

4 pψn.

Re ⟨Emc | 1√
2
Fc⟩ = 1√

2

(
pmc

2 + pψc − pnc

2

)
,

Re ⟨ 12E
m
m | 1

2
√
2
Fm⟩ = 1

4
√
2

(
pmm

2 + pψm − pnm

2

)
,

Re 3
4
√
2
⟨Emn |Fn⟩ = 3

4
√
2

(
pmn

2 + pψn − pnn

2

)
.

In our study, we take only the depolarizing channel to evaluate the satellite-based effect of the HD-Ext-B92 protocol.
Suppose the depolarizing channel Dq(ρ) with parameter q acting on a density operator ρ on a Hilbert space of dimension
d. Dq(ρ) acts as follows,

Dq(ρ) =

(
1− d

d− 1
q

)
ρ+

q

d− 1
I.

In the above, we have already mentioned the required parameter to calculate the key rate in terms of observable
statistics. The observable statistics may be written in the effect of depolarizing channel scenario,

pmm = pnn = pψψ = 1− q,
pmc = pnc = pψc = q

d−1 ,

pmψ = pnψ = pψm = pψn = 1
2

(
1− q d

d−1

)
+ q

d−1 .

22 The above Theorem allows our expression of Eq. (17) unlike the Eq. (5) in Ref. [110].
23 Here, the generalized state is |υ⟩ ∈ {|m⟩, |n⟩, |ψ⟩}, these statistics

(
pυc(ψ)

)
come from the rounds where Alice and Bob do the same or

different basis measurement (see Table 1 in Ref. [110]).
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The above analysis is sufficient to evaluate S(a|E) using Eq. (18), and to get the key rate we need the value of H(a|b)
which is analyzed24 in the following,

H (a|b) = H (p00, p01, p10, p11)− h (p00 + p10) . (19)

To compute Eq. (19), Alice and Bob use classical sampling i.e., the values of observable probabilities under the
simulated channel. Using Eq. (16) with normalization term M ,

p00 = 1
2M (1− pmψ) ,

p01 = 1
2M (1− pmm) ,

p10 = 1
2M (1− pψψ) ,

p11 = 1
2M (1− pψi) .

These are the needful analyses that we recap above for estimating the minimum value of the key rate in Eq. (1).

APPENDIX B

We may write the first and second moments of the beam parameters in Eq. (6) concerning the connection detailed
in Eq. (7). The angle of orientation of the elliptical profile φ is presumed to have a uniform distribution within the
interval [0, π2 ]. The mean value and the variance in the centroid position of the beam, in the case of up-links, are
consistent for both the x and y directions, and they are equal to25,

⟨x0⟩ = ⟨y0⟩ = 0,〈
x20
〉

=
〈
y20
〉

= 0.419σ2
RW2

0Ω
− 7

6
h
L ,

in this context, the term "Rytov parameter" represents the quantity σR = 1.23C2
nk

7
6L

11
6 , while Ω =

kW2
0

2 L stands for
the Fresnel number, k is the optical wave number. The selected reference frame is such that ⟨x0⟩ = ⟨y0⟩ = 0. The
mean and (co) variance of W2

i can be written as,

⟨W2
i ⟩ =

W2
0

Ω2

(
1 + π

8 Ln0W2
0
h
L + 2.6σ2

RΩ
5
6
h
L

)
,

⟨∆W2
i∆W2

j ⟩ = (2δij − 0.8)
W4

0

Ω
19
6

(
1 + π

8 Ln0W2
0
h
L

)
σ2
R

h
L .

The same type of expressions also applies to down-links when considering the position of the beam centroid,

⟨x0⟩ = ⟨y0⟩ = 0,〈
x20
〉

=
〈
y20
〉

= αL,

additionally, for the semi-major and semi-minor axes of the elliptical beam profile,

⟨W2
i ⟩ =

W2
0

Ω2

(
1 + π

24 Ln0W
2
0

(
h
L

)3
+ 1.6σ2

RΩ
5
6

(
h
L

) 8
3

)
,

⟨∆W2
i∆W2

j ⟩ = (2δij − 0.8) 3
8

W4
0

Ω
19
6

(
1 + π

24 Ln0W
2
0

(
h
L

)3)
σ2
R

(
h
L

) 8
3 ,

here, α ≈ 2 µrad refers to the angular pointing error. Subsequently, the understanding of the probability distribution
concerning the elliptic beam parameters (Eq. (6)) is applied to calculate the PDT utilizing Eq. (8) and a process of
random sampling which is mentioned in Section II B.

24 Assuming pij is the joint probability when Alice’s and Bob’s raw bit are “i” and “j” given that not eliminating that iteration [170].
25 See for details Appendix C in Ref. [112].
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