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Abstract

Large language models are increasingly trained
on all the data ever produced by humans. Many
have raised concerns about the trustworthiness of
public benchmarks due to potential contamination
in pre-training or fine-tuning datasets. While most
data decontamination efforts apply string match-
ing (e.g., n-gram overlap) to remove benchmark
data, we show that these methods are insufficient,
and simple variations of test data (e.g., paraphras-
ing, translation) can easily bypass these decon-
tamination measures. Furthermore, we demon-
strate that if such variation of test data is not
eliminated, a 13B model can easily overfit a test
benchmark and achieve drastically high perfor-
mance, on par with GPT-4. We validate such
observations in widely used benchmarks such as
MMLU, GSK8k, and HumanEval. To address this
growing risk, we propose a stronger LLM-based
decontamination method and apply it to popular
pre-training and fine-tuning datasets, revealing
significant previously unknown test overlap. For
example, in pre-training sets such as RedPajama-
Data-1T and StarCoder-Data, we identified that
8-18% of the HumanEval benchmark overlaps.
Interestingly, we also find such contamination in
synthetic dataset generated by GPT-3.5/4, sug-
gesting a potential risk of unintentional contami-
nation. We urge the community to adopt stronger
decontamination approaches when using public
benchmarks. Moreover, we call for the commu-
nity to actively develop fresh one-time exams to
evaluate models accurately. Our decontamination
tool is publicly available at https://github.
com/lm-sys/llm—-decontaminator.
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1. Introduction

The fast-growing capabilities of large language models
make their evaluation more challenging than ever (Chang
et al., 2023). Although the community has established many
benchmarks over a short period of time, the benchmark
scores do not always reflect performance on real-world tasks.
There has been evidence that many prevalent benchmarks
might have contaminated pre-training or fine-tuning datasets.
From the contamination analysis in Llama-2 (Touvron et al.,
2023), over 10% of the MMLU test samples are highly
contaminated. Another example from GPT-4’s technical
report (OpenAl, 2023) shows that 25% of HumanEval has
been contaminated in their training data. Similar situation
also applies to open-source datasets. A popular code pre-
training set, StarCoder Data (Li et al., 2023), shows that
hundreds of test cases in the Stack (Kocetkov et al., 2022)
are contaminated with benchmarks.

Despite being recognized as a crucial issue, accurately de-
tecting contamination remains an open and challenging prob-
lem. The most commonly used approaches are n-gram over-
lap and embedding similarity search. N-gram overlap relies
on string matching to detect contamination, widely used
by leading developments such as GPT-4 (OpenAl, 2023),
PalLM (Anil et al., 2023), and Llama (Touvron et al., 2023).
However, it suffers from limited accuracy. Embedding sim-
ilarity search uses the embeddings of pre-trained models
(e.g., BERT) to find similar and potentially contaminated
examples. However, choosing an appropriate similarity
threshold to strike a balance between recall and precision
is often challenging. Moreover, there has been a growing
interest in training models using synthetic data produced
by LLMs (e.g., GPT-4) (Gunasekar et al., 2023; Taori et al.,
2023; Wang et al., 2023b; Xu et al., 2023; Mukherjee et al.,
2023), in which contamination may be even harder to detect
by string matching. In Phi-1 report (Gunasekar et al., 2023),
they discover a significant portion of the synthetic data sim-
ilar to some test samples in HumanEval that is undetectable
by n-gram overlap.

To study decontamination methods, in Section 3 we propose
the concept of a “rephrased sample” which has the same
semantics as the original sample but is hard to detect by ex-
isting contamination tests. Rephrased samples are generated
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Figure 1: A failure case of existing contamination detection methods (n-gram overlap, embedding similarity) on MMLU
benchmark. We place a question mark since the embedding similarity approach struggles to distinguish the rephrased
question from other questions in the same subject (high school US history). After rephrasing MMLU test cases, a Llama-2-
13B trained on a rephrased test set can reach 85.9 accuracy on MMLU while being undetectable by n-gram overlap.

by using LLMs to paraphrase or translate test samples into
another language. We show that if such rephrased samples
are used for training, the resulting model can easily overfit
and reach drastically high performance in test benchmarks.
Figure 1 demonstrates this concept with a test example from
the MMLU benchmark. We observe such phenomenon in
popular benchmarks such as MMLU, GSM-8k, and Hu-
manEval, where a finetuned 13B Llama model can match
GPT-4’s performance in all benchmarks while being unde-
tected by n-gram overlap as contamination, as shown in
Figure 2. Therefore, being able to detect such rephrased
samples becomes critical. We provide an in-depth analysis
on why existing decontamination methods fail and propose
a new LLM-based decontamination method in Section 4.
Our method first uses embedding similarity search to get
the top-k samples with the highest similarity with a given
test sample and then prompts a strong LLLM such as GPT-4
to examine whether any of the top-k samples is too close to
the test case. Results show that our proposed LLLM decon-
taminator works significantly better than existing methods.

In Section 5.3, we apply our decontaminator to several
widely used pre-training and fine-tuning datasets. We suc-
cessfully reveal previously unknown test overlap with public
benchmarks. Shown in Figure 3, in pre-training sets such as
RedPajama-Data-1T and StarCoder-Data, we identify that
8-18% of the HumanEval benchmark are overlapped. We
also find a synthetic dataset generated by GPT-3.5, CodeAl-
paca (Chaudhary, 2023), has a significant portion (12.8%)
of rephrased samples from HumanEval. This suggests a
potential contamination risk when training with synthetic
data generated by LLMs. We urge the community to adopt
more robust decontamination methods for evaluating LLMs
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Figure 2: After fine-tuned on rephrased samples, Llama 2
and CodeLlama achieve performance on par with GPT-4.

using public benchmarks. To address these concerns at their
core, we advocate for the development of fresh, one-time
exams, similar to Codeforces and Kaggle competitions, for
the accurate assessment of LLMs.

2. Background

Contamination occurs when test set information is leaked in
the training set, resulting in an overly optimistic estimate of
the model’s score (accuracy, AUC, etc.). In this section, we
introduce common contamination detection methods, which
include n-gram overlap, embedding similarity search, de-
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The Stack(4G) 18.9%

StarCoder-Data(2.4G) 15.9%

CodeAlpaca 12.8%

RedPajama-Data(16G) 8.53%

Figure 3: The contamination percentage of HumanEval
benchmark in each training dataset. Note that The Stack
(4G), StarCoder-Data (2.4G), and RedPajama-Data (16G)
are subsets.

coding matching, and influence function. Table 1 compares
the computational costs of these methods, and whether they
require access to training data or the model.

N-gram overlap. The most common and widely used de-
contamination method is n-gram overlap. The GPT-3 pa-
per (Brown et al., 2020) defines a 13-gram overlap as con-
tamination, and the GPT-4 report (OpenAl, 2023) defines a
50-character overlap as contamination. N-gram overlap de-
tection is favored for its simplicity and speed but it can result
in a higher false negative rate if there’s a small difference.

Embedding similarity search. Embedding similarity
search uses transformer-generated embeddings to capture
prompts’ semantics. Popular approaches use models such
as sentence BERT (Reimers & Gurevych, 2019) to generate
embeddings and employ cosine similarity to measure the
relevance of prompts. High similarity between training and
test prompts suggests potential contamination (Lee et al.,
2023). Although it can capture more semantic information
than the n-gram approach, it requires specifying a threshold.
If the threshold is set too high, it will result in a high false
negative rate; otherwise, setting it too low will lead to a high
false positive rate.

Decoding matching. Both n-gram overlap and embedding
similarity search require access to training data. In cases
where training data is not available but the model is available,
decoding matching can be used as an alternative method
to detect contamination. The intuition is that if the model
is trained on contaminated training data, it is more likely
to auto-complete a partial test prompt. (Li, 2023) However,
an auto-completed test prompt does not necessarily indi-
cate that the model has been trained on contaminated data,
and a model trained on test cases with variation will not
auto-complete the test prompt either. Therefore, decoding
matching is often not acknowledged as definitive evidence
of contamination.

Influence function. When both the model and the training
data are available, the influence function (Koh & Liang,
2020) can be used to identify contaminated samples. This
method takes a test sample and iteratively calculates an in-
fluence factor for each training sample. This influence factor
quantitatively measures how relevant each training sample
is to the current test sample. It then sorts the influence factor

to provide the most relevant training examples, where hu-
mans can then judge whether these training examples meet
the contamination criteria. However, this approach is im-
practical because it induces a high computational overhead.

3. Rephrased Samples

Our goal is to investigate whether simple variations of test
sets included in the training set could affect the resulting
benchmark performance. We refer to such variations of test
cases as “rephrased samples”.

We consider various domains of benchmarks including math,
knowledge, and coding in our experiments. Example 1 is a
rephrased sample from GSM-8k that the 10-gram overlap
fails to detect, while keeping the same semantic.

EXAMPLE 1 (GSM-8K REPHRASED SAMPLE)

Original Test Case

Janet’s ducks lay 16 eggs per day. She eats three for
breakfast every morning and bakes muffins for her
friends every day with four. She sells the remainder
at the farmers’ market daily for $2 per fresh duck
egg. How much in dollars does she make every day
at the farmers’ market?

Rephrased Test Case

Janet’s ducks produce 16 eggs each day. She con-
sumes three of them for her morning meal and uses
four to bake muffins for her friends daily. The re-
maining eggs are sold at the daily farmers’ market
for $2 per egg. What is the daily amount in dollars
that she earns at the farmers’ market?

3.1. Rephrasing Techniques

There are some subtle differences in rephrasing techniques
because benchmark contamination takes on different forms.
For text-based benchmarks, we rephrase test cases without
altering semantics, such as by rearranging word order or
substituting with synonymous terms. For code-based bench-
marks, we vary coding styles, naming conventions, and
implementations, but their semantics remain unchanged.

Regarding the rephrasing process, we present a simple algo-
rithm for a given test set in Algorithm 1. This method helps
a test sample to escape from being detected. It first employs
a high-quality large language model (e.g., GPT-4) to pro-
duce a rephrased version of the test prompt. Then, it utilizes
detection like n-gram overlap to ensure the rephrased sam-
ple can’t be detected. To encourage diverse outputs, we set
a non-zero initial temperature. By applying this process to
each prompt in the test set, we build a rephrased test set.
“RephraseLLM” denotes the high-quality LLM, like GPT-4
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Table 1: Contamination detection methods. M denotes the size of the training set, and N indicates the size of the test set.

Method require access to training data  require access to model computational cost
N-gram overlap yes no O(MN)
Embedding similarity search yes no OMN+ M+ N)
Decoding matching no yes O(N)

Influence function yes yes O(M? + MN)

or Claude. “isContaminated” can refer to any contamination
detection method, such as n-gram overlap or embedding
similarity search.

Algorithm 1 The algorithm for rephrasing samples

Ensure: Rephrase(TestSet, MaxRetry)
: RephrasedSet + ()
: for t in T'estSet do
s < RephraseLLM(t)
retry < 0
while isContaminated(s,t) do
s < RephraseLLM(t)
retry < retry + 1
if retry>Max Retry then
s < null
break
end if
12: end while
13:  RephrasedSet <+ RephrasedSet U {s}
14: end for
15: return RephrasedSet

—_— =
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3.2. Translation Techniques

There are other kinds of rephrased samples beyond modifi-
cations in word order. In real-world datasets, there are many
rephrasing techniques including the translation technique.
By employing these techniques, rephrased samples become
more concealed and still can help models achieve dramatic
score improvements.

Prompts with identical meanings from different languages
yield varied embeddings in most language models. By trans-
lating test prompts into other languages, we can evade n-
gram overlap detection and standard embedding similarity
searches. Only embedding models specifically trained in
multiple languages can detect a translated sample.

For text-based data, the translation technique enables eva-
sion of both n-gram overlap and embedding similarity
search, while significantly boosting the score. This method
capitalizes on the model’s multilingual translation capabili-
ties, effectively transforming a knowledge assessment into
a translation task. For coding benchmarks, the translation
technique also works well. We can translate a program

from Python to C or Java solving the same problem. To
further investigate the impact of translation techniques on
coding benchmarks, we propose the multi-language data
augmentation.

Multi-languages data augmentation. For coding bench-
marks, we use multi-language data augmentation to enhance
the translation technique. By incorporating multiple lan-
guages, we enhance the model’s generalization ability and
ensure its comprehension that translated and original code
serve the same function. In section 5.1, our experiments
indicate that multilingual data augmentation yields better
results than single-language translation.

4. LLM Decontaminator

In this section, we propose a new contamination detection
method that accurately removes rephrased samples from a
dataset relative to a benchmark.

4.1. Algorithm

In Section 2, we discuss the limitations of existing detection
methods including n-gram overlap and embedding similarity
search. To address the limitations, we introduce the “LLM
decontaminator” in Algorithm 2. This method involves two
steps: First, for each test case, it identifies the top-k training
items with the highest similarity using the embedding sim-
ilarity search. Each pair is evaluated whether they are the
same by an advanced LLM, such as GPT-4. This approach
helps to determine how many rephrased samples there are
in a dataset with a moderate computational overhead. “Tem-
plate” is a structured prompt that, when paired with a test
case and training case, instructs the “LLMDetector” to carry
out a comparison and return either ‘True’ or ‘False’. In
this context, ‘True’ indicates that the training case might be
a rephrased sample of the test case. “LLMDetector” is a
high-quality LLM like GPT-4. “TopKSimilarity” identifies
the top k most similar samples in the training data using
embedding similarity search.

4.2. Contamination Detection Visualization

In Figure 4 we present a Venn diagram of contamination
and different detection methods. The LLM decontamina-
tor takes advantage of embedding similarity search, which
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Algorithm 2 The algorithm for LLM decontaminator

Ensure: Decontaminate(TrainSet, TestSet, k, Template)

1: Contamination <
2: for ¢t in TestSet do
3:  for cin TopKSimilarity(T'rainSet, t, k) do

4 s + LLMDetector(Template, t, c)

5: if s = T'rue then

6: Contamination <+  Contamination U
{(t,)}

7: end if

8: end for

9: end for

10: return Contamination

helps it rapidly filter out possible possible contamination.
In addition, it utilizes the strong LLMs’ reliable judgments.
We show that n-gram overlap detection can result in a higher
false negative rate when detecting rephrased samples, and
embedding similarity search detects many false positives
with a high threshold. Notably, the LLM decontamina-
tor showcases higher accuracy while detecting rephrased
samples. See Section 5.1 for comprehensive experimental
results.

5. Experiments

In Section 5.1, we demonstrate that models trained on
rephrased samples can achieve dramatically high scores,
achieving GPT-4 performance in three widely used bench-
marks, MMLU, HumanEval, and GSM-8k. This suggests
that rephrased samples should be considered as contami-
nation and should be removed from training data. In Sec-
tion 5.2, we evaluate different contamination detection meth-
ods based on rephrased samples in MMLU/HumanEval. In
Section 5.3, we apply our decontaminator to widely-used
training sets and discover previously unknown contamina-
tion.

5.1. Rephrased Samples Contaminate Benchmarks
5.1.1. MMLU KNOWLEDGE BENCHMARK

MMLU (Hendrycks et al., 2020) is one of the benchmarks
with the widest range of subjects, covering 57 disciplines
from abstract algebra to professional psychology. Rephras-
ing MMLU requires considering a multitude of scenarios.
Given the complexity of MMLU and its multiple-choice
format, it is necessary to explain the rephrasing details in-
volved.

False positive issue. The use of n-gram overlap detection in
multiple-choice questions can easily result in false positives,
especially when different questions share similar option

arrangements. Example 2 is a false positive example from
n-gram overlap detection. Even though their multi-choice
answer patterns match exactly, they are indeed different
problems. To reduce false positive issues, we introduce
a “question only” control group in MMLU experiments.
“Question Only” refers to rephrasing just the question stem,
while “Full Prompt” refers to rephrasing both the question
stem and the options.

EXAMPLE 2 (MULTI-CHOICE FALSE POSITIVE)

« Statement 1— Every group of order p? where
p is prime is Abelian.
Statement 2 — For a fixed prime p a Sylow p-
subgroup of a group G is a normal subgroup of
G if and only if it is the only Sylow p-subgroup
of G.

A. True, True
B. False, False
C. True, False
D. False, True

» Statement 1 — Every group of order 42 has a
normal subgroup of order 7.
Statement 2 — Every group of order 42 has a
normal subgroup of order 8.

A. True, True
B. False, False
C. True, False
D. False, True

. J

Other details. Large numbers often induce character over-
lap. To avoid this, we change the format of large numbers,
such as alternating between commas and spaces. Proprietary
terms in various domains can also trigger overlap issues. To
circumvent this, we rotate between abbreviations and full
terms and adjust capitalization, particularly when choices
involve names or chemical formulas.

Benchmark results. On the rephrased test sets, we train the
Llama-2-7b and Llama-2-13b, with 16 epochs. As shown in
Table 2, Llama-2 7B and 13B trained on rephrased samples
can achieve dramatically high scores on MMLU, from 45.3
to 88.5. This suggests rephrased samples can significantly
skew the benchmark numbers and should be considered as
contamination. The original model is tested on 5-shot, and
the model trained on rephrased data is tested on 0-shot.

5.1.2. HUMANEVAL CODING BENCHMARK

HumanEval (Chen et al., 2021) is a benchmark provided by
OpenAl to evaluate the coding capabilities of large language
models. It provides the model with an incomplete piece of
code and asks the model to complete it.
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Figure 4: Venn graph depicting training data subsets and contamination detection ranges. The solid circle represents the
training data and its subsets. The dashed circles enclose areas flagged for potential contamination by detection methods within
the dataset. Notably, the LLM decontaminator showcases higher accuracy. Embedding similarity search detects broadly but
with many false positives. N-gram overlap has a limited ability to spot rephrased samples. The LLM decontaminator refines
the results from embedding similarity search using LLMs, providing a precise and efficient contamination assessment.

Table 2: Accuracy on MMLU. “Rephrased Chinese” refers
to translating the questions into Chinese.

Model Original Rephrased English
Question Only  Full Prompt
Llama 2 7B 453 88.5 82.0
Llama 2 13B 54.8 89.9 85.9
Model Test Set Rephrased Chinese
Question Only  Full Prompt
Llama 2 7B 100 91.1 74.3
Llama 2 13B 100 93.7 80.9

Dead code injection. In real-world coding datasets, there
are some unreachable instructions. These dead codes sel-
dom affect the semantics, and they help rephrased samples
to escape decontamination. Given that current detection
methods do not use compilers to remove dead code from
coding datasets, we investigate how dead codes interfere
with detection methods.

Benchmark results. We rephrase the HumanEval test set
in Python and translate it into five programming languages:
C, JavaScript, Rust, Go, and Java. We train CodeLlama 7B
and 13B on these codes respectively. Then, we construct
a multi-programming-language dataset comprising the five
programming languages and train on it. Table 3 shows
CodeLlama’s performance on rephrased Python, rephrased
C, and the multi-programming-language dataset. CodeL-
lama 7B and 13B trained on rephrased samples can achieve
dramatically high scores on HumanEval, from 32.9 to 67.7
and 36.0 to 81.1, respectively. In contrast, GPT-4 can only

Table 3: Pass@1 on HumanEval.

Model Original Fine-tune on test set
CodeLlama 7B 329 100
CodeLlama 13B 36.0 100
Model Fine-tune on rephrased

Python C Multi-languages
CodeLlama 7B 67.7 45.7 59.8
CodeLlama 13B 81.1 48.2 67.1

Table 4: Accuracy on GSM-8K.

Fine-tune on Fine-tune on

Model Original test set rephrased English
Llama 2 7B 14.6 100 86.7
Llama 2 13B 28.7 100 95.3

achieve 67.0 on HumanEval.

5.1.3. GSM-8K MATH BENCHMARK

GSM-8K (Cobbe et al., 2021) is a commonly used bench-
mark for testing the mathematical capabilities of LLMs.

Benchmark results. Table 4 shows that Llama-2 7b and
13b trained on rephrased samples achieve dramatically high
scores on GSM-8K, from 28.7 to 95.3. The original model
is tested on 5-shot, and the model trained on rephrased data
is tested on O-shot.

We will explore the detection problems in Section 6 with
GSM-8k as they relate to the “number substituted only
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case”.

5.2. Evaluating Contamination Detection Methods
5.2.1. MMLU

We construct a decontamination benchmark based on three
subjects: abstract algebra, sociology, and US history in
MMLU. To compare the accuracy of detection methods
against rephrased samples, we construct 200 prompt pairs
using both the original and rephrased test sets. These com-
prised 100 random pairs and 100 rephrased pairs. The f1
score on these pairs provides insight into the detection meth-
ods’ ability to detect contamination, with higher values
indicating more precise detection.

We use random detection as our baseline, where scores sig-
nificantly above random detection indicate the effectiveness
of a detection method. For n-gram overlap, we choose a 10-
gram approach. The embeddings are generated by multi-qa-
MiniLM-L6-cos-v1 and distiluse-base-multilingual-cased-
vl (Reimers & Gurevych, 2019), with a threshold of 0.5.

As shown in Table 5, except for the LLM decontaminator,
all other detection methods introduce some false positives.
Both rephrased and translated samples are undetected by
the n-gram overlap. With multi-qa BERT, the embedding
similarity search proves completely ineffective against trans-
lated samples. When using multilingual BERT, this method
struggles with the US History subject. The LLM decontami-
nator’s reliability and precision are evidenced by the highest
minimum and average f1 scores.

5.2.2. HUMANEVAL

Now we show that existing detection methods fail to detect
rephrased samples of HumanEval, while the LLM decon-
taminator succeeds in detecting them. For HumanEval, we
construct 200 prompt pairs following the method previously
outlined for MMLU. For n-gram overlap detection, we use
both 10-gram and 50-character overlap. Embeddings are
generated by CodeLlama and multi-qa-MiniLM-L6-cos-v1,
with respective threshold adjustments at 0.9 and 0.6. We
evaluate the F1 score using n-gram overlap, embedding
similarity search, and LLM decontaminator.

According to Table 6, we conclude that the embedding
similarity search proves effective for detection within the
same programming language, but the effect is less noticeable
after translation. Among the methods examined, only the
LLM decontaminator reliably detects rephrased samples
in coding datasets. The similarity between programming
languages may explain why rephrased C is tougher to spot
than rephrased JavaScript. JavaScript and Python are both
interpreted languages that provide dynamic typing and some
functional programming constructs, so from a syntactical
standpoint, JavaScript may be closer to Python.

5.3. Contamination in Real World Datasets

To demonstrate the effectiveness LLM decontaminator, we
apply it to widely used real-world datasets and identify a
substantial amount of rephrased samples. Table 7 displays
the contamination percentage of different benchmarks in
each training dataset.

CodeAlpaca (Chaudhary, 2023) is a synthetic dataset gen-
erated by OpenAI’s Davinci-003 using the self-instruct tech-
nique (Wang et al., 2023b). It contains 20K instruction-
following data used for fine-tuning the CodeAlpaca model.
CodeAlpaca-20K is used to train a number of well-known
models, including Tulu (Wang et al., 2023a). Employing
GPT-4 for detection with k=1 as the parameter, our find-
ings indicate the presence of 21 rephrased samples from the
HumanEval test set, accounting for 12.8%. Example 3 is a
rephrased sample of HumanEval in CodeAlpaca.

EXAMPLE 3 (CODEALPACA)

HumanEval test

def sum_to_n(n: int):
"""Sum to n
is a function that
sums numbers from 1 to n.
>>> sum_to_n (30)
465
>>> sum _to_n(100)
5050
>>> sum_to_n(5)
15
>>> sum_to_n(10)
55
>>> sum _to_n (1)
1

mmn

return sum(range(n + 1))

CodeAlpaca

mwn

Create a code that
summation
of all numbers
between 1 to n.
mmwn
def sum_all_nums(n):
res = 0
for i in range(l, n+1):
res += 1
return res

print (sum_all_nums(n)) # 15

RedPajama-Data-1T (Computer, 2023) is a widely-used
dataset to train open-source models. Both MPT (Team,
2023) and OpenLlama (Geng & Liu, 2023) use it as their pre-
training dataset. In our study, we sample 16G of data from
the GitHub subset and employ the LLM decontaminator
to detect, identifying 14 HumanEval rephrased samples in
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Figure 5: Distribution of embedding similarities among questions within the same subject. Note that it is difficult to set a
unified threshold to decontaminate due to the vast differences between subjects. For example, if we adjust the threshold to
0.8, “Abstract Algebra” may be properly spotted, but rephrased samples in “Sociology” become difficult to identify. If the
threshold is set to 0.4, “Abstract Algebra” will produce a large number of false positives.

Table 5: F1 scores of different detection methods on MMLU. The bold numbers indicate that the detection is reliable.

| Algebra | Sociology | US History
Subjects Test Set  Rephrased Rephrased Test Set  Rephrased Rephrased Test Set  Rephrased Rephrased
English ~ Chinese English ~ Chinese English  Chinese

Random 0.500 0.500 0.500 0.500 0.500 0.500 0.500 0.500 0.500
10-gram 0.926 0 0 1 0 0 0.816 0 0

Emb (Multi-QA BERT) 0.990 0.985 0.179 0.995 0.985 0.020 0.980 0.805 0

Emb (Multilingual BERT) | 0.939 0.934 0.939 1 0.985 1 0.990 0.111 0.985
LLM Decontaminator 1 0.960 0.990 1 0.940 0.950 1 0.970 0.980

Table 6: F1 scores of detection methods on HumanEval

| Test | Rephrased

| Set | Python | C | IS
Random 0.500 | 0.500 | 0.500 | 0.500
10-gram 1 0 0 0
Emb (CodeLlama) 0.966 | 0.903 | 0.438 | 0.503
Emb (Multi-QA BERT) | 0.985 0.938 0.774 | 0.788
LLM Decontaminator 1 0.995 0.974 | 0.980

total. Example 4 is a rephrased sample of HumanEval in
RedPajama.

MATH (Hendrycks et al., 2021) is a widely recognized
math training dataset that spans various mathematical do-
mains, including algebra, geometry, and number theory.
It contributes to numerous math-centric datasets, such as
MathInstruct! (Yue et al., 2023). The LLM decontamina-
tor reveals 79 instances of self-rephrased samples, which
constitute 1.58% of the MATH test set. Below is a self-
rephrased sample from the MATH training set. Example 5
is a rephrased sample of the MATH test in MATH training
data.

'The dataset was downloaded on Sep 30, 2023.

EXAMPLE 4 (REDPAJAMA)

>>> change_base (8, 3)

Y22Y

ret = ""

while x > 0:
ret = str(x % base)
x //= base

return ret

HumanEval test

def change_base(x: int, base: int):
"""Change numerical base of Input
number x to base. return string
representation after conversion.
base numbers are less than 10.

+ ret

def convert_to_base (number,
if number < base:

else:

o

RedPajama

digits = "0123456789ABCDEF"
return digits[number]
return convert_to_base(

number // base, base)
+ digits[number % base]

base) :
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Table 7: The Percentage of # Rephrased Sample Contamination in Real-world Datasets.

Training Set Benchmark Train SeStIZ‘eTest Set RZP;IZ;Z(: Percentage (%)
The Stack (4G subset) HumanEval 500k 164 31 18.9
StarCoder-Data (2.4G subset) HumanEval 500k 164 26 15.9
CodeExercise-Python HumanEval 27k 164 26 15.9
CodeAlpaca HumanEval 20k 164 21 12.8
RedPajama-Data-1T (16G subset) | HumanEval 1625k 164 14 8.5
Evol-Instruct-Code HumanEval 78.3k 164 13 7.9
rossetacode HumanEval 4.26k 164 4 2.4
MATHInstruct MATH Test 262k 5000 769 15.4
MATH Train MATH Test 7.5k 5000 79 1.6
FLAN CoT MMLU 184k 14042 76 0.5
WizardLM-Evol-Instruct MMLU 143k 14042 75 0.5

EXAMPLE 5 (MATH SELF-CONTAMINATION)

(MATH test)

How many three-digit positive integers are multiples
of 11?

(MATH train)

How many positive 3-digit numbers are divisible by
11?

FLAN (Longpre et al., 2023) is a comprehensive knowl-
edge training dataset, encompassing a wide variety of data
sources. We take the CoT subset, which constitutes 1.63%
of FLAN. Utilizing GPT-4 for detection and set k=1 for the
decontamination parameters. The findings show that 76 test
cases, or 0.543% of the MMLU test set are rephrased.

EXAMPLE 6 (FLAN CoT)

(MMLU test)
What type of meat is on a traditional Reuben sand-
wich?

A. turkey

B. bologna

C. corned beef

D. pepperoni
Answer: C
(FLAN CoT)
The Reuben sandwich is an American hot sandwich
composed of corned beef, Swiss cheese, sauerkraut,
and Russian dressing, grilled between slices of rye
bread. Several variants exist.
What is the meat in a reuben sandwich? Let’s have
some stream of consciousness first.

We examine more datasets and present examples in Ap-
pendix B.

6. Discussion

In this section, we first discuss potential contamination be-
yond rephrased samples. We then discuss the importance of
the LLM decontaminator while using LLM such as GPT-4
to generate training data. In the end, we propose sugges-
tions to enhance LLM evaluation (e.g. with fresh one-time
exams).

6.1. Beyond rephrased samples

In this study, we argue that rephrased test samples should
be considered as contamination because including them in
the training data can skew the benchmark results. However,
formulating a precise definition of what constitutes contam-
ination remains challenging. For instance, we discover in
the GSM-8k math benchmark, a training and a test example
may only differ in numbers (see Example 7).

EXAMPLE 7 (GSM-8K NUMBER SUBSTITUTED
ONLY CASE)

(GSM-8K test)

Emil is 19 years old now. When he turns 24, he will
be half the age of his dad but twice as old as his
brother. What is the sum of the ages of his dad and
his brother now?

(GSM-8k)

When Diane turns 30, she will be half the age of
Alex and twice as old as Allison. Diane is 16 years
old now. What is the sum of the ages of Alex and
Allison now?

. J

If models are trained with such number substituted cases,
they tend to only memorize the solutions and may have poor
generalization beyond the seen patterns. Thus, the result-
ing benchmark numbers may not be effective in capturing



Rethinking Benchmark and Contamination for Language Models with Rephrased Samples

model’s performance in math problem-solving. This is an
open question we suggest the community to debate further.

6.2. Contamination in Synthetic Data

The issue of unintentional contamination may occur more
often as models are increasingly trained on data generated
by LLMs, in which subtle benchmark contamination may
present. For instance, we discover several contamination
in CodeAlpaca dataset generated by GPT in Section 5.3.
Phi-1 (Gunasekar et al., 2023) also detected subtle contami-
nation from LLM-generated data. As a result, we have to
be more aware of potential contamination while training
models on synthetic data. We suggest model developers to
adopt stronger measures for decontamination.

6.3. Enhancing Benchmarks for LLMs

While our proposed decontamination method can serve as a
useful tool, how to detect contamination without access to
training data remains an open problem. We propose to build
fresh one-time questions to evaluate LLMs instead of relying
on static benchmarks. For example, in coding domain, one
could consider using weekly coding competitions such as
CodeForces. We suggest that benchmarks should iterate as
fast as model development.

7. Related Work

There has been interests in studying how to identify or ex-
tract training data from LLMs. These work examine LLMs’
memorization from the perspective of data privacy (Carlini
et al., 2021; Pan et al., 2020; Zanella-Béguelin et al., 2020;
Balle et al., 2022) or discuss the boundary between general-
ization and memorization (Zhang et al., 2017; Olson et al.,
2018; Recht et al., 2019; Carlini et al., 2023), but they do
not focus on the context of benchmark contamination.

Some studies on contamination detection methods are con-
ducted as well. Some are concerned with detecting and
filtering web datasets (Dodge et al., 2021; Xu & Koehn,
2017), employing traditional detection techniques such as
n-gram overlap. Others explore new detection methods sim-
ilar to decoding matching without access to training data.
Exchange detection (Oren et al., 2023) considers the order
of test cases within a benchmark, suggesting that if a model
remembers the sequence of test cases, it may be contam-
inated. The min-k prob detection (Shi et al., 2023) uses
outlier tokens to estimate LLM contamination. This method
analyzes the token probabilities within an arbitrary text X.
If the LLM exhibits excessively high probabilities for some
of these tokens, it may indicate that text X has been mixed
into the training set.

There are also related works on benchmark enhancement
through perturbations (Zong et al., 2023), which prevents
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LLMs from memorizing answer patterns. This method in-
volves making modifications to the question and requires
the LLM to output results in a specific format. Another
approach is to employ dynamic benchmarks (Kiela et al.,
2021; Ma et al., 2021), using human-in-the-loop evaluations
to reduce the risk of benchmark contamination.

8. Conclusion

In this work, we study benchmark contamination in the
context of large language models and evaluate existing de-
contamination methods. We show that existing detection
methods can not detect test cases with simple variations. We
demonstrate that if such variation of test data is not elim-
inated, a 13B model can easily overfit the test benchmark
and achieve drastically high performance. To address this,
we propose a new detection method LLM decontaminator.
We apply it to real-world datasets and reveal previously
unknown test overlap. We urge the community to adopt
stronger decontamination approaches when using public
benchmarks. We call for the community to actively develop
fresh one-time exams to accurately evaluate LLMs.
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A. Rephrase Instruction Prompts
We successfully constructed a rephrase prompt template:

* Please rephrase the following question without altering
its meaning.

* Ensure that no more than ten consecutive words are
repeated and try to use similar words as substitutes
where possible.

¢ Please ensure there aren’t 50 consecutive identical char-
acters.

* When encountering mathematical formulas, please try
to substitute the variable names. Ensure the formulas
aren’t identical to the original. For instance, you can
replace "x” with ’y’ or ’a’.

MMLU Rephrase Instructions

Please rephrase the following question without al-
tering its meaning, ensuring you adjust the word
order appropriately. Ensure that no more than five
consecutive words are repeated and try to use sim-
ilar words as substitutes where possible. Do not
change the format of the multiple-choice question.
When encountering mathematical formulas, please
try to substitute the variable names. Ensure the for-
mulas aren’t identical to the original. When you
come across a single number or letter, consider re-
placing it with a sentence. When encountering a
long sequence of numbers, if they are separated by
spaces, you can replace the spaces with commas; if
separated by commas, you can replace them with
spaces. Consider the prompt and choices as a whole;
there shouldn’t be consecutive words. If options are
challenging to rephrase, consider altering the initial
letter’s case.

. J

MMLU Translate Instructions

Please translate the following question into lan-
guage, ensuring you adjust the word order appro-
priately. Ensure that no more than five consecutive
words are repeated and try to use similar words as
substitutes where possible. Do not change the for-
mat of the multiple-choice question. When encoun-
tering mathematical formulas, please try to substi-
tute the variable names. Ensure the formulas aren’t
identical to the original. When you come across a
single number or letter, consider replacing it with
a sentence. When encountering a long sequence of
numbers, if they are separated by spaces, you can
replace the spaces with commas; if separated by
commas, you can replace them with spaces. If all
else fails, you can directly translate the numbers and
chemicals into language.
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HumanEval Rephrase Instructions

Please make significant modifications to the pro-
gram below. Make as many changes as possible by:
1. Ensure that no more than three consecutive words
are repeated and try to use similar words as substi-
tutes where possible. 2. Please ensure there aren’t
50 consecutive repeated characters. 3. Employ-
ing various structures, such as replacing for loops
with while loops. 4. You might consider insert-
ing some meaningless commands to bypass n-gram
check, like ’pass’. 5. Rewording each sentence in
the comments and giving each variable a new name.
6. Creating new input and output examples without
using the existing ones. 7. If feasible, implement
the function with a different algorithm.

HumanEval Translate Instructions

Please translate the given program from Python to
C. Make as many changes as possible by: 1. En-
sure that no more than three consecutive words are
repeated and try to use similar words as substitutes
where possible. 2. Please ensure there aren’t 50 con-
secutive repeated characters. 3. Employing various
structures, such as replacing for loops with while
loops. 4. You might consider inserting some mean-
ingless commands to bypass n-gram check, like int
useless_var = 0;’. 5. Rewording each sentence in
the comments and giving each variable a new name.
6. Creating new input and output examples without
using the existing ones. 7. If feasible, implement
the function with a different algorithm.

B. Rephrase Examples

Below are examples of rephrased samples in other real-
world datasets.
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MATHInstruct Rephrased Sample (before Sep. 30

2023)
MATH test

* The volume of a cone is given by the formula
V = %Bh, where B is the area of the base
and h is the height. The area of the base of a
cone is 30 square units, and its height is 6.5
units. What is the number of cubic units in its
volume?

o If p(z) = 2 — 2% and q(z) = &, what is the
value of p(¢(2))?

Simplify the expression (z° + 322 + 32°) —
(7 + 222 + 62°).

The equation of the circle that passes through
(=1, 6) and which has a center at (2, 3) can be
written as 2% + y? + Az + By + C = 0. Find
AxBxC.

MATHInstruct

* The volume of a cone is given by the formula
V = %Bh, where B is the area of the base
and h is the height. The area of the base of a
cone is 30 square units, and its height is 6.5
units. What is the number of cubic units in its
volume? Let’s write a Python program to solve
it.

o If p(z) = 2 — 2% and q(z) = &, what is the
value of p(¢(2))? Please write a program to
solve it.

Simplify the expression (z° + 322 + 32°) —
(27 + 222 + 62°). Please respond by writing
a program in Python.

* The equation of the circle that passes through
(—1, 6) and which has a center at (2, 3) can be
written as 22 + y? + Az + By + C = 0. Find
A x B x C. Let’s write a Python program to
solve it.
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Evol-Instruct-Code-80k-v1 Rephrased Sample

HumanEval test

def fib(n: int):
"""Return n-th
Fibonacci number.
>>> fib(10)
55
>>> fib (1)
1
>>> fib(8)
21
mmn
if n == 0:
return 0
if n == 1:
return 1
return fib(n - 1) + fib(n - 2)

Evol-Instruct-Code-80k-v1

def fib(n):
if n == 0:
return 0O
elif n == 1:
return 1
else:
return fib(n-1) + fib(n-2)

n = int (input ("Enter a
positive integer: "))

print ("The nth Fibonacci
number is", fib(n))
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CodeExercise-Python-27k Rephrased Sample

WizardLM-evol-instruct-V2 Rephrased Sample

HumanEval test

def digitSum(s) :
"""Task
Write a function that takes a
string as input and returns
the sum of the upper
characters only' ASCII codes.

Examples:
digitSum("") => 0
digitSum("abAB") => 131
digitSum("abcCd") => 67
digitSum("helloE") => 69
digitSum("woArBl1d") => 131
digitSum("aAaaaXa") => 153

if s == "": return 0O

return sum(ord(char)
if char.isupper() else 0
for char in s)

CodeExercise-Python-27k

def sum_ascii_values (string):

mmn

This function takes a string
as input and returns the
sum of ASCII values of all
uppercase letters in the string.
Parameters:
string (str): The input string.
Returns:
int: The sum of ASCII values of
uppercase letters in the string.
Example:
>>> sum_ascii_values ('Hello
World")
628
wnn
# Initialize sum to 0
ascii_sum = 0
# Iterate through each
# character in the input string
for char in string:
# Check if the character
# 1s an uppercase letter
if char.isupper/() :
# Add the ASCII value
# of the uppercase
# letter to the sum
ascii_sum += ord(char)
return ascii_sum
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MMLU test
Question:
The ’'nuclear family’ means:

A. a group of people sharing living accommoda-
tion and meals

B. a network of relatives extended within or be-
tween generations

C. the new family created when an adult leaves
home and gets married

D. atwo generation unit of parents and their chil-
dren

Answer: D

WizardLM-evol-instruct-V2

Question:

Define the concept of a 'nuclear family’.

Answer:

A nuclear family is a type of family structure con-
sisting of a married couple and their children living
together as a unit, typically in a single household.
This type of family structure is often viewed as the
traditional or ideal family structure in many cultures.
In some cases, nuclear families may also include
grandparents or other close relatives living together
in the same household. However, the defining char-
acteristic of a nuclear family is that it consists of a
single parental unit and their dependent offspring.
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The Stack Rephrased Sample StarCoder-Data Rephrased Sample

def is_happy(s):
"""You are given a string s.
Your task 1is to check 1if the
string is happy or not. A
string is happy 1if its length
is at least 3 and every 3
consecutive letters are distinct
For example:
is_happy (a) => False
is_happy (aa) => False
is_happy (abcd) => True
is_happy (aabb) => False
is_happy (adb) => True
is_happy (xyy) => False
if len(s) < 3:

return False

for i in range(len(s) - 2):

if s[i] == s[i+1]
or s[i+1l] == s[it+2]
or s[i] == s[i+2]:
return False
return True

The Stack

#[PROMPT]

def is_happy(s):
"""You are given a string s.
Your task is to check if the
string is happy or not. A
string is happy if its length
is at least 3 and every 3
consecutive letters are distinct
For example:
is_happy(a) => False
is_happy (aa) => False
is_happy (abcd) => True
is_happy (aabb) => False
is_happy (adb) => True
is_happy (xyy) => False
mmn

#[SOLUTION]
if len(s) < 3:

return False

for i in range(len(s) - 2):

if s[i] == s[i+1]
or s[i+l] == s[i+2]
or s[i] == s[i+2]:
return False
return True
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def iscube(a):
P
Write a function that takes an
integer a and returns True
if this ingeger is a cube of
some integer number.
Note: you may assume the input
is always valid.

Examples:

iscube (1) ==> True
iscube (2) ==> False
iscube (-1) ==> True
iscube (64) ==> True
iscube (0) ==> True

iscube (180) ==> False
a = abs(a)
return int (round(a ** (1. / 3)))

**x 3 ==

StarCoder-Data

def iscube(a):
rr
Write a function that takes an
integer a and returns True
if this ingeger is a cube of
some integer number.
Note: you may assume the input
is always valid.
Examples:
iscube (1) ==> True
iscube (2) ==> False (the
length of each side must
be greater than zero)

iscube (-1) ==> True
iscube (64) ==> True
iscube (0) ==> True

iscube (180) ==> False

Example solution:

# line 1

a = abs(a)

# line 2

cube_root = int (round(a
*+ (1. / 3)))

# line 3

if cube_root ~ 3 == a:
# line 4
return True

# line 5

else:
# line 6

return False

rrr

Please print out which line of
the above program contains an
error. E.g. 1f the bug is on
line 4 then print 4

END OF CONTEXT

print ("3")

# END OF SOLUTION

e H W e H




