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Abstract

Fingerprint authentication is a popular security mechanism
for smartphones and laptops. However, its adoption in web
and cloud environments has been limited due to privacy
concerns over storing and processing biometric data on
servers. This paper introduces Blind-Touch, a novel machine
learning-based fingerprint authentication system leveraging
homomorphic encryption to address these privacy concerns.
Homomorphic encryption allows computations on encrypted
data without decrypting. Thus, Blind-Touch can keep finger-
print data encrypted on the server while performing machine
learning operations. Blind-Touch combines three strategies to
efficiently utilize homomorphic encryption in machine learn-
ing: (1) It optimizes the feature vector for a distributed archi-
tecture, processing the first fully connected layer (FC-16) in
plaintext on the client side and the subsequent layer (FC-1)
post-encryption on the server, thereby minimizing encrypted
computations; (2) It employs a homomorphic encryption-
compatible data compression technique capable of handling
8,192 authentication results concurrently; and (3) It utilizes
a clustered server architecture to simultaneously process au-
thentication results, thereby enhancing scalability with in-
creasing user numbers. Blind-Touch achieves high accuracy
on two benchmark fingerprint datasets, with a 93.6% F1-
score for the PolyU dataset and a 98.2% F1-score for the
SOKOTO dataset. Moreover, Blind-Touch can match a fin-
gerprint among 5,000 in about 0.65 seconds. With its privacy-
focused design, high accuracy, and efficiency, Blind-Touch is
a promising alternative to conventional fingerprint authenti-
cation for web and cloud applications.

Introduction
Fingerprint authentication is a biometric method that uses
the unique characteristics of an individual’s fingerprint. It
is favored for smartphones and laptops because of its secu-
rity and convenience (De Luca et al. 2015; Mare, Baker,
and Gummeson 2016; Lovisotto et al. 2020; Cho et al.
2020). However, the adoption of fingerprint authentication
in web and cloud environments faces challenges due to the
risk of unauthorized access to sensitive biometric data on
servers (Rui and Yan 2018). For example, in June 2015,
the US Office of Personnel Management suffered a security
breach in which over 5.6 million fingerprint records were
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stolen, highlighting the dangers of storing biometric data re-
motely (Gootman 2016).

In web and cloud environments, homomorphic encryption
(HE) (Gentry 2009; Acar et al. 2018) is a promising solution
for privacy-sensitive applications such as fingerprint authen-
tication. HE allows computations on encrypted data with-
out decryption on a server. Although many research works
have adopted this for fingerprint authentication (Kim, Oh,
and Kim 2020; Yang et al. 2020), they face challenges due
to the significant computational overhead under HE. These
challenges primarily arise from complex minutiae represen-
tations in fingerprints, which are computationally demand-
ing and prone to variations that can affect the matching pro-
cess. To overcome these limitations, Engelsma et al. (En-
gelsma, Cao, and Jain 2019) introduced a deep learning-
based authentication technique using HE. However, even
with its enhanced speed, an average authentication time of
3.4 seconds to search among 5,000 fingerprints (considering
only the feature vector’s encryption time) is not practical for
real-world services. Implementing a conventional convolu-
tional neural network (CNN) with HE is challenging due to
the costly operations required in the convolution and pooling
layers. Specifically, convolution layers necessitate rotations
and multiplications for filter application, and pooling layers
require a substantial number of multiplications. Addition-
ally, encrypted feature vectors are significantly larger than
plaintext feature vectors; therefore, we must do our best to
reduce the size of the feature vector, which can consequently
lead to a decrease in model accuracy.

To overcome this challenge, we introduce a novel privacy-
preserving fingerprint authentication system, Blind-Touch.
Blind-Touch employs a distributed deep learning architec-
ture involving clients and a server (see Figure 1). Clients
handle feature extraction through CNN operations on plain-
text data while the server performs searching tasks to iden-
tify the most suitable fingerprint match with the encrypted
feature vector. We optimize the feature vector size to 16, sig-
nificantly less than the 192 features used in DeepPrint (En-
gelsma, Cao, and Jain 2019), by processing the first fully
connected layer (FC-16) in plaintext on the client and the
second fully connected layer (FC-1) post-encryption on the
server. Next, to further enhance performance, we propose
a novel compression method compatible with HE to pro-
cess 8,192 authentication results concurrently. Finally, we

ar
X

iv
:2

31
2.

11
57

5v
2 

 [
cs

.C
R

] 
 1

 A
pr

 2
02

4



Figure 1: Overview of Blind-Touch. FC-N refers to a fully
connected layer with an output size of N .

implement a clustered architecture to process authentica-
tion results simultaneously on multiple servers. To demon-
strate the feasibility of Blind-Touch, we built and provided a
fully functional cloud-based fingerprint authentication sys-
tem (https://github.com/hm-choi/blind-touch).

Our main contributions are summarized as follows:

• Design and implementation of Blind-Touch. We de-
velop a practical distributed HE-based fingerprint au-
thentication system that facilitates efficient and precise
neural network inference under HE.

• Demonstration of Blind-Touch’s superior recognition
accuracy and processing time. Blind-Touch achieves a
93.6% F1-score on the PolyU fingerprint dataset (Lin and
Kumar 2018) and a 98.2% F1-score on the Sokoto finger-
print dataset (Shehu et al. 2018). Additionally, it main-
tains an average search time of 650 milliseconds to iden-
tify a match within a pool of 5,000 fingerprints.

• Formal security analysis of Blind-Touch. We provide
a formal security analysis demonstrating that no prob-
abilistic polynomial-time adversary can extract informa-
tion about the encrypted fingerprint features processed by
Blind-Touch in the chosen plaintext attack (IND-CPA)
threat model.

Background
Homomorphic Encryption (HE)
Homomorphic encryption (HE) is an encryption scheme
that allows third parties, such as cloud service providers,
to perform computations on encrypted data without de-
cryption. If m1 and m2 are messages, Enc denotes the
homomorphic encryption function, and f and f ′ repre-
sent computationally feasible functions for ciphertext and
plaintext inputs, then homomorphic encryption ensures
f(Enc(m1), Enc(m2)) = Enc(f ′(m1,m2)).

Researchers have introduced various homomorphic en-
cryption algorithms over the years. For instance, Braker-

ski, Gentry, and Vaikuntanathan introduced the BGV algo-
rithm (Brakerski, Gentry, and Vaikuntanathan 2014; Brak-
erski 2012; Fan and Vercauteren 2012), supporting integer-
based arithmetic operations like addition and multiplication.
The more recent CKKS algorithm (Cheon et al. 2017, 2018)
supports floating point number-based arithmetic operations,
making it more compatible with statistical and deep learning
algorithms (Clet, Stan, and Zuber 2021). Thus, we selected
the CKKS scheme for our Blind-Touch.

The CKKS method is a public-key encryption technique
involving a public and a secret key. The public key includes
an encryption key for encrypting floating point vectors and
an evaluation key for homomorphic operations on cipher-
texts. The secret key is reserved for decryption.

Siamese Neural Network with CNNs
The Siamese neural network, a deep learning structure, mea-
sures the similarity between two inputs using two identi-
cal sub-networks. Commonly used in image-matching tasks
such as fingerprint authentication (Chowdhury et al. 2020)
and face authentication (Song et al. 2019; Wu et al. 2017),
this network generally comprises two or more CNN mod-
els as sub-networks with shared weights in the combin-
ing layer. The similarity between two input images is de-
termined using the difference between the feature vectors
computed from the sub-networks. Blind-Touch employs a
Siamese neural network to compute the difference between
individuals’ fingerprint images.

Fingerprint Authentication with HE
HE has been regarded as an effective means for confiden-
tially storing and processing sensitive data on the server.
While prior methods using HE for fingerprint authentica-
tion (Kim, Oh, and Kim 2020; Yang et al. 2020) have em-
ployed basic filter-based models for streamlined processing,
they did not achieve the accuracy performance compared
to the state-of-the-art CNN-based techniques with plaintext
images. Incorporating a CNN model into HE poses signifi-
cant challenges due to computationally expensive operations
such as convolution layers under HE.

Recent works (Dowlin et al. 2016; Folkerts, Gouert,
and Tsoutsos 2021) have shown the potential of integrat-
ing HE with deep neural networks to devise both efficient
and privacy-conscious machine learning models. Dowlin et
al. (Dowlin et al. 2016) introduced CryptoNets, which show-
cases the adaptability of neural networks to encrypted data
and underscores the alterations required for compatibility
with HE. Similarly, Folkerts et al. (Folkerts, Gouert, and
Tsoutsos 2021) proposed a framework that expanded the de-
sign of HE-driven private machine learning inference. How-
ever, their approaches fall short of accommodating CNN
models with floating point parameters, which are essential
for biometric verification.

Also, Engelsma et al. (Engelsma, Cao, and Jain 2019)
presented DeepPrint, a deep learning-based fingerprint au-
thentication technique that uses a fixed-length representa-
tion. DeepPrint aligns the input fingerprint, extracts a 192-
dimensional texture and minutiae combination, and com-
presses it from floating point numbers to a 200-byte inte-



ger format. However, its 3.4-second average authentication
time for 5,000 fingerprints is not viable for real-world web
or cloud platforms that require quick verification. In Blind-
Touch, we address such challenges by employing the CKKS
scheme to accommodate a CNN with floating point parame-
ters. We also incorporate the following three different strate-
gies to reduce the computational and storage overheads of
HE: distributed architecture, data compression, and cluster
architecture. These techniques make Blind-Touch a practi-
cal solution for real-world fingerprint authentication.

Overview of Blind-Touch
We present Blind-Touch, a fingerprint authentication sys-
tem that facilitates efficient inference using a Siamese neu-
ral network under HE in a distributed setup (see Figure 1).
To reduce the computational load of HE, we optimized the
network architecture, placing all convolutional layers on the
client side, with only a fully connected layer and a square ac-
tivation layer on the server side. The client captures a finger-
print and processes it using CNN operations and a fully con-
nected layer with an output size of 16 (FC-16), then encrypts
the resulting feature vector with the public key to preserve
the confidentiality of the raw feature vector. We minimized
the feature vector size while retaining the accuracy of finger-
print authentication, thus maximizing the number of feature
vectors that can be stored in a single ciphertext. The size of
16 for the feature vector enables the storage of up to 512
fingerprint feature vectors in a single ciphertext with 8,192
slots, allowing for simultaneous comparison of an individ-
ual’s fingerprint feature information against 512 registered
users. The encrypted vector is then sent to the server for ver-
ification. Upon receipt, the server computes the difference
between the incoming encrypted feature vector and each reg-
istered user’s stored encrypted vector. The server computes
the encrypted feature vector using the evaluation key. A fully
connected layer with an output size of 1 (FC-1) and a square
activation layer are subsequently applied to this differential
input. The resulting values are relayed back to the client.
Utilizing the sigmoid operation, the client decrypts the re-
ceived data with the secret key and determines the highest
match probability for a registered user’s feature vector. By
comparing this probability against a predetermined thresh-
old, the client checks whether the provided fingerprint im-
age matches the registered user’s image. Theorem 1 demon-
strates that this design yields equivalent results to processing
FC-16 and FC-1 post-encryption.

Blind-Touch’s sub-CNN network has a feature size of 16,
derived from the FC-16 layer. Originally, the sub-CNN net-
work had five CNN layers, with the FC-16 layer following
the subtraction. In this setup, the feature vector’s size could
increase to 25,088. However, we discovered the FC-16 layer
can be computed before encryption. Theorem 1 proves that
for any linear function f defined as f(x) = xA+ b and any
homomorphic function h, the following is true:

f(h(x1)− h(x2)) = h(f(x1))− h(f(x2)) + b

The function f can be applied to the encrypted data before
decryption. This implies that the FC-16 layer can be com-
puted pre-encryption, reducing the feature vector’s size to 1.

After subtraction, the bias b of the FC-16 layer is added to
the encrypted data. Consequently, Blind-Touch achieves the
same accuracy as the original configuration while reducing
computational cost and data encryption requirements.

Theorem 1. Let f be a linear function defined as f(x) =
xA + b and h be a homomorphic function. For any x1, x2,
and floating-point vector b, the following holds:

f(h(x1)− h(x2)) = h(f(x1))− h(f(x2)) + b

Proof. Starting from the left side:

f(h(x1)− h(x2)) = (h(x1)− h(x2))A+ b

= h(x1)A− h(x2)A+ b

= h(x1A+ b)− h(x2A+ b) + b

= h(f(x1))− h(f(x2)) + b

For training, we utilize a publicly available fingerprint im-
age dataset. Using pairs of same-user and different-user fin-
gerprints from this dataset, Blind-Touch can be trained to ac-
curately identify and match fingerprints. Notably, this train-
ing is conducted using plaintext images as we employ pub-
licly available fingerprint images, not specific individuals’
private fingerprint data. Once trained, the network is repur-
posed for authentication of registered users.

Next, we describe fingerprint registration and authentica-
tion procedures in detail.

Key Generation and Distribution
A system administrator oversees multiple client devices with
fingerprint scanners. Utilizing a key generator, the adminis-
trator generates four unique keys grouped into three types:
the public key for encrypting fingerprint data; the Galois key
for rotating ciphertext; the relinearization key for reducing
ciphertext size after multiplication; and the secret key for
data decryption. This paper terms the Galois and relineariza-
tion keys collectively as the evaluation key. The adminis-
trator securely embeds the public and secret keys on client
devices. Subsequently, the public and evaluation keys are re-
layed to authentication servers via a secure channel. Admin-
istrators can then efficiently establish keys on their managed
devices and register the public keys with the server, adhering
to a standard key setup protocol.

Fingerprint Registration
When a user (denoted by u) registers her fingerprint with
Blind-Touch, it begins by extracting and processing the
feature vector of the fingerprint image using the CNN
model’s layers on the client side. The final layer of the CNN
model on the client side is a fully connected layer (FC-
16), which generates a 16-element feature vector denoted by
< u1, u2, · · · , u16 >. We encrypt the feature vector using
the client’s secret key to protect the feature vector from the
server. During fingerprint registration, the client creates a ci-
phertext Cu containing the user’s encrypted feature vector in
its first 16 elements. The remaining space in the ciphertext is
filled with zeros, as illustrated in Figure 2. Finally, the client



Figure 2: Ciphertext Cu containing the user u’s encrypted
feature vector for fingerprint registration.

Figure 3: Addition of the rotated Cu and Cr.

sends Cu to the server, along with the user’s unencrypted
identity information IDu.

In Blind-Touch, the server stores encrypted feature vec-
tors of registered users in a dedicated ciphertext, denoted as
Cr. Since each feature vector has a size of 16, and Cr can
hold up to 8,192 available slots, Cr can store a maximum
of 512 feature vectors. When a user u registers, the server
searches for 16 consecutive empty slots in Cr to store her
encrypted feature vector. Assuming that the number of regis-
tered users is less than or equal to 512, the server can always
find sufficient empty slots to store the user u’s feature vec-
tor. Suppose m users have already registered, and u is the
(m+1)th user. To store u’s encrypted feature vector in Cr,
the server first stores the unencrypted user identity informa-
tion IDu in a plaintext database with the index m+1. Then,
the server rotates Cu by (m+1)×16 positions to the right to
align it with the empty slots in Cr. This is done to ensure
that the encrypted feature vectors of all registered users are
stored in contiguous blocks in Cr. Finally, the rotated Cu is
added to Cr, as illustrated in Figure 3.

Fingerprint Authentication
When user u attempts to authenticate using a new finger-
print image, the feature vector of this image is extracted and
processed on the client side through the CNN model’s lay-
ers, mirroring the fingerprint registration phase. This yields
a 16-element feature vector, < û1, û2, · · · , û16 >, from the
FC-16 layer of the CNN model. For encryption, the client
produces a ciphertext Cu comprising the user’s encrypted
feature vector < û1, û2, · · · , û16 >, replicating this vector
512 times. The client then forwards Cu to the server for au-
thentication.

The server-side computations are sequentially represented
in Figure 4 as follows: (1) Upon receiving Cu, the server at-
tempts to compare Cu with Cr; (2) the server performs the

Figure 4: Server-side computations for authentication.

subtraction of a = Cr − Cu; (3) the server computes the
addition of the bias b to the a; (4) the server performs the
square function necessitating a multiplication; (5) the server
conducts FC-1 layer operations necessitating a multiplica-
tion. Note that traditionally executing the fully connected
layer operations would entail iterative rotations and addi-
tions after multiplying the result of the previous layer with
the coefficients of the FC-1 layer. To avoid these multiplica-
tions, Blind-Touch repeatedly puts the identical feature vec-
tor < û1, û2, · · · , û16 > into Cr. Consequently, this authen-
tication method requires only two multiplications.

In Blind-Touch, the sigmoid function is used to compute
the probability of matching the feature vector of each reg-
istered user with the new fingerprint image’s feature vec-
tor. However, the sigmoid operation is computationally ex-
pensive with HE. To address this challenge, Blind-Touch of-
floads the sigmoid function from the server to the client. Af-
ter the server performs the fully connected layer operations,
it transmits the results to the client in an encrypted form.
The client then efficiently performs the sigmoid operation
after decrypting the results. Finally, the client compares the
computed probability with a predefined threshold to deter-
mine whether the given fingerprint image matches a regis-
tered user’s fingerprint image. This approach significantly
reduces the computational burden on the server, making the
authentication process more efficient.

Compression Method
If the number of registered users (N ) on the server surpasses
512, without compression, k(= ⌈N/512⌉) ciphertexts are
necessary to relay the results for all N users because a sin-
gle ciphertext can only encapsulate the authentication results
for a maximum of 512 registered users. This can lead to a
significant increase in the authentication time.

To address this issue, we propose a compression method,
a new technique that consolidates multiple authentication re-
sults into a single ciphertext. To compress the results, the
server multiplies a one-hot vector with the first ciphertext.



Figure 5: Compression of the authentication results.

The one-hot vector sets the first element of each registered
user’s feature vector to 1 and fills the remaining elements
with zeros (see Figure 5). The next ciphertext is rotated by
one and added to the resulting ciphertext to create a single ci-
phertext containing the summation result. By repeating this
process with subsequent ciphertexts, we can simultaneously
transmit up to 8,192 authenticated results to the client us-
ing just one ciphertext. The overall compression process is
illustrated in Figure 5.

Upon receiving the ciphertext containing the authentica-
tion result, the client decrypts and applies the sigmoid func-
tion to each element of the decrypted vector. The client then
looks for the element’s index that exceeds the threshold. The
corresponding index divided by 16 yields the quotient (q)
and the remainder (r). The index of the original ciphertext
stored on the server can be computed as 512·r+q. This pro-
cess only requires one additional multiplication and a rota-
tion while significantly reducing the number of ciphertexts
transmitted to the client and the authentication time.

Cluster Architecture
The compression method proposed for Blind-Touch facili-
tates the concurrent processing of up to 512 fingerprint au-
thentications. Consequently, the overall authentication time
increases with ⌈N/512⌉, where N is the number of regis-
tered users. If N is considerably large, this can lead to po-
tentially slow authentication times.

One viable strategy to expedite the authentication time in
Blind-Touch is to distribute and store the fingerprints across
multiple servers and then process them independently and
in parallel. We refer to this strategy as the “cluster architec-
ture.” The proposed cluster architecture is illustrated in Fig-
ure 6. The server infrastructure consists of two distinct com-
ponents: the main server and the cluster servers. Upon re-
ceiving the encrypted feature vector from the client, the main
server relays it to the appropriate cluster servers. Within this
structure, the registered (and encrypted) feature vectors are
sequentially indexed and stored on each cluster server.

For illustration, imagine a situation where 1,536 finger-
prints are dispersed across three cluster servers. The initial
512 fingerprints would be stored in Cluster 1, the subsequent
set, ranging from the 513th to the 1024th fingerprints, would
reside in Cluster 2, and the final set would reside in Cluster 3.

Figure 6: Cluster architecture for Blind-Touch.

depth 1 2 3 4 5
Size (KB) 459 658 855 1,075 1,280

Table 1: Ciphertext sizes according to depth with d=16,384
and a log scale factor of 40 in the SEAL-Python library.

Each cluster undertakes encrypted fingerprint computations
and executes a leftward rotation, ensuring no data overlap.
Once computations are complete, the main server collects
all resulting ciphertexts into a singular ciphertext and trans-
mits it back to the client. Leveraging this parallel processing
mechanism can substantially reduce the authentication time.

Implementation of Blind-Touch
The Siamese network in Blind-Touch consists of two sub-
CNN networks that share the same structure and weights.
Each CNN network extracts the feature vectors from finger-
print images. The input size of the CNN is 224 × 224. The
CNN architecture is composed of five convolutional layers.
Each layer has the same structure except for the size of the
output channel. The ith convolutional layer has 32× i num-
ber of output channels with the same padding and the size
of the stride is one. After the convolutional layer, a Batch-
Normalization, Swish activation, and MaxPooling layer are
applied. To prevent overfitting, we use 40% dropout during
training. The subtracted two CNN architecture is used as an
input layer for FC-16. The activation function for FC-16 is a
square function, which enables a symmetricity of two CNN
networks. Finally, FC-1 and the sigmoid function are used
to output the authentication decision.

We adopted the CKKS scheme (Cheon et al. 2017,
2018) because of its efficiency in arithmetic operations over
floating-point numbers (Clet, Stan, and Zuber 2021). We
used the SEAL-Python library (https://github.com/Huelse/
SEAL-Python). In the CKKS scheme, depth is predeter-
mined during key configuration. Ciphertext size increases
with increasing depth. Table 1. shows the ciphertext sizes
relative to depth. To improve Blind-Touch’s efficacy, it is
important to reduce the ciphertext size, which necessitates
minimizing depth. We set the depth to only support three
multiplications, which matches the number of multiplica-
tions needed for Blind-Touch.



Key and Ciphertext Size
Public key 1.1MB
Galois key 117MB

Relinearization key 4.5MB
Secret key 559KB
Ciphertext 856KB

Table 2: Sizes of different keys and ciphertext.

Figure 7: Samples from the PolyU dataset (on the left) and
the SOKOTO dataset (on the right).

Given polynomial modulus degree d=16,384, the maxi-
mum number of encryptable elements is 8,192 (denoted as
number of slots). Table 2 presents the sizes of the public
key, Galois key, relinearization key, ciphertext, and the num-
ber of slots for the parameter settings d=16,384, the coeffi-
cient modulus is 240, and the log scale factor is 40 using the
SEAL-Python library, which are computationally equivalent
to 192-bit security in modern symmetric key encryption al-
gorithms (Rahulamathavan 2022). These parameter config-
urations support up to three multiplications.

Evaluation
To evaluate the performance of Blind-Touch, we perform
experiments on two publicly available popular benchmark
fingerprint datasets: the PolyU Cross Sensor Fingerprint
Database (Lin and Kumar 2018) and the SOKOTO Conven-
try fingerprint dataset (Shehu et al. 2018). Figure 7 shows
some sample fingerprint images from each dataset.

PolyU Cross Sensor Fingerprint Database (PolyU): This
dataset contains contact-based and contactless-2D finger-
print data. We use a processed version of the contactless
dataset, which has two sessions. The first session includes
336 subjects, each with 6 fingerprint images, while the sec-
ond session has 160 subjects, each with 6 images. From the
496 subjects, we choose 296 for training and the remain-
ing 200 for testing, aligning with the dataset configuration
in (Feng and Kumar 2023). The test set consists of 3,000
genuine and 19,900 imposter pairs.

SOKOTO Coventry Dataset (SOKOTO): This dataset
comprises 6,000 fingerprint images, each measuring 96 ×
103 pixels. We randomly partition this dataset into 3,600
fingerprints for training, 1,200 for validation, and 1,200 for
testing. Each fingerprint image has a unique label, so we
use one-shot learning (Koch et al. 2015). One-shot learn-
ing is a machine learning classification technique that in-
volves training with only one example per class. Given the
singular label in the SOKOTO dataset, we employ the pre-
processing methods outlined in Table 3 to create genuine and
imposter pairs. To form 1,200 genuine pairs, we apply each

Figure 8: Test samples from the SOKOTO dataset: Original
image (on the left) and its corresponding pre-processed ver-
sions (on the right).

pre-processing technique to each fingerprint image. Subse-
quently, we select 8,400 imposter pairs, maintaining a 1:7
ratio between genuine and imposter datasets, which is sim-
ilar to the PolyU dataset. Examples of the test samples are
illustrated in Figure 8.

Experimental Setup
We perform experimental evaluations using the metrics (Ac-
curacy, F1-score, AUC score, and EER score) to understand
the performance of Blind-Touch for real-world applications.

The overarching architecture of our system comprises
three crucial components: 1 client, 1 main server, and 3
cluster servers. Five servers are used in service, each be-
ing a ‘Standard-g2 Server’ sourced from NAVER Cloud.
Each server is powered by two cores (Intel(R) Xeon(R) Gold
5220 CPU @ 2.20GHz) and equipped with 8GB of mem-
ory. The chosen servers perform similarly to standard per-
sonal computers, demonstrating the broader applicability of
our study results. We incorporate the Python-based Flask
(https://github.com/pallets/flask) framework to ensure seam-
less interactivity between these components.

We choose the hyperparameters (Epoch = 150, Adam
optimizer) for optimizing the CNN model in Blind-Touch
through experiments.

Authentication Accuracy
In Blind-Touch, the authentication result from the sigmoid
function ranges between 0 and 1. A threshold differenti-
ates fingerprints from the same individual and those from
different individuals. If the sigmoid outcome exceeds this
threshold, the fingerprint images are inferred to be from
the same finger. The optimal threshold, dataset-specific and
adaptively determined using a validation set, varies. The ac-
curacy and F1-score of Blind-Touch at various thresholds
are presented in Table 4 and 5.

Dataset Train Validation Test
Dropout (%) 0.01 ∼ 0.15 0.01 ∼ 0.15 0.01 ∼ 0.15
Scaling (%) 90 ∼ 110 90 ∼ 110 90 ∼ 110

Translation (%) −10 ∼ 10 −10 ∼ 10 −10 ∼ 10
Rotation (◦) −30 ∼ 30 −30 ∼ 30 −30 ∼ 30

Gaussian blur sigma = 0.7 sigma = 0.7 sigma = 0.7
Table 3: Pre-processing to generate test samples in the
SOKOTO dataset with a dropout rate of 0.5 per channel.



Threshold 0.2 0.1 0.05 0.02 0.01 0.005
Accuracy 98.3 98.3 98.2 98.0 98.0 97.6
F1-score 93.8 93.6 93.3 92.6 92.0 91.3

AUC score 96.8 97.1 97.3 97.4 97.5 97.5
EER score 5.1 4.5 3.8 3.4 2.8 2.5

Table 4: Authentication accuracy of Blind-Touch on the
PolyU dataset (presented as %).

Threshold 0.2 0.1 0.05 0.02 0.01 0.005
Accuracy 99.2 98.7 99.4 99.5 99.5 99.2
F1-score 97.0 97.7 97.8 98.0 98.2 97.0

AUC score 97.8 98.6 99.0 99.2 99.4 99.4
EER score 4.0 2.3 1.5 1.2 0.7 0.8

Table 5: Authentication accuracy of Blind-Touch on the
SOKOTO dataset (presented as %).

The F1-score of Blind-Touch on the PolyU dataset peaks
at 93.8% with a threshold of 0.2. On the SOKOTO dataset,
the best F1-score of 98.2% is achieved with a threshold
of 0.01. However, between thresholds of 0.2 and 0.005,
Blind-Touch consistently maintains a high F1-score, exceed-
ing 91% on the PolyU dataset and surpassing 97% on the
SOKOTO dataset. These results suggest that Blind-Touch’s
authentication accuracy is not overly sensitive to thresh-
old adjustments and guarantees high authentication accuracy
even with a smaller feature vector size.

To demonstrate that Blind-Touch can maintain sufficient
authentication accuracy when processing encrypted finger-
print data and remain competitive with state-of-the-art fin-
gerprint authentication solutions designed for plaintext im-
ages, we compared the AUC and EER scores on the PolyU
dataset against established solutions. Table 6 exhibits these
comparison results. Blind-Touch achieved an AUC score of
97.5%, which is only 1.8% less than the leading results of
ContactlessMinuNet (Zhang, Liu, and Liu 2021) and Min-
Net (Feng and Kumar 2023). For EER, Blind-Touch regis-
tered 2.5%, which is 0.6% higher than the other two meth-
ods. Our findings suggest that Blind-Touch serves as a viable
alternative for applications sensitive to privacy.

Rank-1 Accuracy
To evaluate the feasibility of Blind-Touch for 1:N matching,
we measured its Rank-1 accuracy on the distorted SOKOTO
dataset, achieving 91%. This demonstrates Blind-Touch’s
potential for extension to 1:N matching tasks.

Execution Time and Storage Performance
We analyze the time and storage performance of Blind-
Touch in comparison with the state-of-the-art solution,
DeepPrint (Engelsma, Cao, and Jain 2019). We use cosine
similarity for DeepPrint, following the parameters detailed
in (Engelsma, Cao, and Jain 2019). Since DeepPrint does
not provide code to generate feature vectors from finger-
prints, we utilize the pre-generated 5,000 feature vectors

Method AUC (%) EER (%)
MNIST mindtct (Ko 2007) 58.9 36.9

MinutiaeNet
(Nguyen, Cao, and Jain 2018) 92.0 13.4

VeriFinger (paid software) 98.2 3.0
ContactlessMinuNet

(Zhang, Liu, and Liu 2021) 99.3 1.9

MinNet (Feng and Kumar 2023) 99.3 1.9
Blind-Touch (Ours) 97.5 2.5

Table 6: Comparison of the AUC and ERR scores for the
PolyU dataset with the state-of-the-art fingerprint authenti-
cation solutions (in plaintext fingerprints).

Scheme Input Enc Auth Dec
DeepPrint w/ CKKS 62 2,635 772 4
DeepPrint w/ BFV 54 1,960 4,297 1
Blind-Touch (Ours) 0.8 18 485 8

Table 7: Blind-Touch vs. DeepPrint in input size (MB),
encryption (Enc.), authentication (Auth.), and decryption
(Dec.) times (ms).

available in their open-source project. To ensure a fair com-
parison, we conduct experiments using 5,000 fingerprints
extracted from the PolyU dataset, allowing for duplicates.

Table 7 presents the comparative results between Blind-
Touch and two versions of DeepPrint (CKKS and BFV). Ex-
perimental results show that Blind-Touch substantially out-
performs DeepPrint in both execution time and storage per-
formance, except for the decryption task. The input vector
size for Blind-Touch is approximately 68 times smaller than
that of DeepPrint w/ BFV. Moreover, encryption and au-
thentication times are about 109 times and 9 times faster,
respectively. Even when compared to the relatively faster
authentication time of DeepPrint w/ CKKS, Blind-Touch is
around 1.6 times faster. A drawback of Blind-Touch is its de-
cryption time, which is roughly 8 times and 4 times slower
than DeepPrint w/ BFV and DeepPrint w/ CKKS, respec-
tively. However, an 8 ms decryption duration remains a neg-
ligible fraction of the total execution time. When summing
up the times for all tasks in Blind-Touch, the total execu-
tion time of Blind-Touch is just 511 ms on average. How-
ever, the actual authentication duration is longer, extending
to approximately 650 ms, when the feature extraction and
network delivery times are considered. These results under-
score that Blind-Touch is still well-suited for practical user
authentication services, despite the integration of HE.

Ablation Study
An ablation study was conducted to evaluate the impact of
key components in Blind-Touch.

FC-16 Evaluation after Encryption. The input size for
FC-16 (25,088) is substantially larger than for FC-1 (16),
resulting in computational overhead. To optimize the com-



putation overhead of these two FC layers, the first fully con-
nected layer (FC-16) is computed in plaintext on the client,
while the second fully connected layer (FC-1) is processed
post-encryption on the server. This approach reduces the to-
tal evaluation time from 15,096 seconds to just 0.65 seconds.

Use of Compression Method. We evaluate the efficiency
of our new compression technique. Consider N as the count
of users (or feature vectors) stored on the server. When
N surpasses 512, the server conducts ⌈N/512⌉ similar-
ity checks, as each ciphertext holds a maximum of 512
feature vectors. Without this compression, separate cipher-
texts would store each similarity check result, necessitating
the server to send back ⌈N/512⌉ ciphertexts to the client
for authentication. However, with our compression method,
⌈N/512⌉ ciphertexts can be merged into one if N is at most
8,192 since the authentication result occupies just one slot.
For N greater than 8,192, ciphertexts reduce to ⌈N/8, 192⌉
instead of ⌈N/512⌉. This technique keeps ciphertext size
constant for up to 8,192 users or feature vectors. Implement-
ing this method, we successfully reduced the ciphertext size
from 2.6 MB to 0.26 MB for a 5,000 input test dataset.

Use of Clusters. The cluster architecture considerably
impacts Blind-Touch’s execution time. In Blind-Touch, a
ciphertext can concurrently compare 512 fingerprints us-
ing SIMD operations. Hence, for 5,000 registered finger-
prints, 10 similarity-matching comparisons, calculated as 10
= ⌈5, 000/512⌉, are required. This process is efficiently dis-
tributed across clusters for load-balancing. Table 8 illustrates
the total authentication time for Blind-Touch, varying from
1 to 3 clusters, with 5,000 fingerprints registered.

Using a single cluster, Blind-Touch’s authentication time
is 1,334.4 ms, where one server handles all 10 comparisons.
With two clusters, the load is split, with each handling 5
comparisons. In a three-cluster setup, two clusters manage 3
comparisons each, and the third handles 4, optimizing load
distribution. Consequently, employing three clusters cuts the
operation time by nearly half.

Optimization of Feature Vector Size. The size of the
output feature vector impacts the computation time of the
HE-based FC layer. The total time for Blind-Touch in-
creased from 0.65 seconds with 16 features to 1.81 seconds
with 64 features.

Optimization of CNN Model Architecture. To achieve a
balance between performance and the overhead of HE, vari-
ous neural network depths were tested on the PolyU dataset.
The goal was to maintain high authentication accuracy while
reducing model complexity. A 5-layer configuration is rec-
ommended, as it attained the highest F1 score of 93.8%,
compared to 92.4% for the 4-layer and 89.3% for the 6-layer
configurations.

# of clusters 1 2 3
Time 1,334.4 790.5 650.2

Table 8: Total authentication time (in ms) of Blind-Touch
with different cluster counts for 5,000 registered finger-
prints.

Security Analysis
We consider a curious server for the adversary model. The
server can only see the ciphertext corresponding to the en-
crypted feature vector of a fingerprint received from the
client and the ciphertext corresponding to the encrypted au-
thentication result. In this section, we prove the security of
Blind-Touch against a curious server using the simulation-
based security in the semi-honest setting, which is widely
employed to prove the security of protocols (Chandran et al.
2022).

We use C to represent a trusted client and A to represent
an adversarial server. A wants to obtain information about
the user’s fingerprint data. For the proof, we generate a sim-
ulator S against the adversary A as follows.

The Simulator. When C encrypts the feature vector of a fin-
gerprint image using the encryption key, the simulator gener-
ates encryption of 0s instead of the embedded feature vector.
Note that the simulator has access to the public encryption
key, which allows encrypting of any data.

Now, we define the following two games for the Blind-
Touch framework π.

• The game REAL(π,C,A): The client C encrypts the fea-
ture vector extracted from a user’s fingerprint and trans-
fers it to the adversary A.

• The game IDEAL(π,S,A): The simulator S encrypts a
vector, which is entirely zero-populated, instead of the
feature vector of the fingerprint and transfers it to the ad-
versary A.

We can prove the computational indistinguishability be-
tween REAL and IDEAL games as follows.

Theorem 2. REAL(π,C,A) and IDEAL(π,S,A) are com-
putationally indistinguishable.

Proof. The two games differ only in one aspect is where,
in REAL(π,C,A), A receives a ciphertext of feature vec-
tor of real user’s fingerprint and, in IDEAL(π,S,A), A re-
ceives a ciphertext that is generated by encrypting the vec-
tor containing all zero elements. Regardless, A cannot dis-
tinguish two ciphertexts computationally because of the in-
distinguishability chosen plaintext attack (IND-CPA) secu-
rity (Cheon, Hong, and Kim 2020) about HE. Both cipher-
texts are computationally indistinguishable from the uni-
form random variable over the ciphertext space under the
assumption of the hardness of the ring learning with er-
rors (RLWE) problem (Lyubashevsky, Peikert, and Regev
2013).

According to the claim, we can conclude that the dif-
ference in advantage between these two games is negligi-
ble. Therefore, A cannot obtain any information about the
user’s fingerprint. Consequently, Blind-Touch achieves se-
curity against the curious server.

Theorem 2 states that the difference in advantage between
the two games is negligible. This means that A cannot ob-
tain any significant information about the user’s fingerprint.
Therefore, Blind-Touch achieves security against the curious
server.



Conclusion
As the prevalence of AI services grows, there are growing
concerns about data privacy. Therefore, we must not only
focus on improving the efficiency of machine learning mod-
els but also on ensuring that user data is processed securely
and with privacy in mind. We introduce Blind-Touch, a dis-
tributed machine learning framework specifically designed
for privacy-preserving fingerprint authentication using HE.
Blind-Touch’s optimized design enables efficient and accu-
rate authentication, even in the presence of HE. Our findings
provide essential guidance for the implementation of secure
and privacy-preserving AI services.
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