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ABSTRACT

A pioneering secure transmission scheme is proposed, which

harnesses movable antennas (MAs) to optimize antenna posi-

tions for augmenting the physical layer security. Particularly,

an MA-enabled secure wireless system is considered, where

a multi-antenna transmitter communicates with a single-

antenna receiver in the presence of an eavesdropper. The

beamformer and antenna positions at the transmitter are

jointly optimized under two criteria: power consumption

minimization and secrecy rate maximization. For each sce-

nario, a novel suboptimal algorithm was proposed to tackle

the resulting nonconvex optimization problem, capitalizing

on the approaches of alternating optimization and gradient de-

scent. Numerical results demonstrate that the proposed MA

systems significantly improve physical layer security com-

pared to various benchmark schemes relying on conventional

fixed-position antennas (FPAs).

Index Terms— Antenna position, movable antenna

(MA), physical layer security, secure beamforming.

1. INTRODUCTION

Multiple-input multiple-output (MIMO) technology plays a

pivotal role in addressing the burgeoning data traffic demands

within wireless communications [1]. By harnessing multi-

ple antennas, MIMO effectively exploits the spatial resources

of wireless channels, resulting in substantial enhancements in

spectral efficiency (SE). However, in conventional multiple-

antenna systems, antennas remain fixed in position. This lim-

itation restricts their ability to fully exploit the spatial varia-

tions within wireless channels within a given transmit/receive

area, particularly when the number of antennas is limited [2].

To harness additional spatial degrees of freedom (DoFs)

and further enhance SE, the concept of movable antennas

(MAs) has garnered increasing attention [2–9]. By connect-

ing MAs to RF chains via flexible cables and allowing their

positions to be adjusted in real-time through controllers, such

as stepper motors or servos [10,11], MAs depart from the con-

straints of conventional fixed-position antennas (FPAs) [2].

This work was supported by the Young Elite Scientists Sponsorship Pro-

gram by CAST under Grant 2022QNRC001.

This flexibility enables MAs to dynamically adapt their po-

sitions, thereby reshaping the wireless channel to achieve

superior wireless transmission capabilities [2].

Meanwhile, wireless networks confront a pressing con-

cern stemming from the inherently open nature of the wireless

medium: the formidable challenge of information leakage re-

sulting from eavesdropping attacks [12]. This security threat

has catalyzed the emergence of physical layer security mech-

anisms. Recently, the efficacy of multiple-antenna techniques

and secure beamforming designs have been empirically vali-

dated as formidable tools for fortifying security [13].

Within this context, it is a natural progression to amalga-

mate the realms of physical layer security and MAs to amplify

the anti-eavesdropping capabilities of wireless communica-

tion systems, offering promising avenues for further research.

However, the exploration of MA-enabled secure transmission

remains relatively inchoate. As an initial attempt, we inves-

tigate the joint optimization of transmit MA positions and

the transmit beamforming vector for improving the physical

layer security of a multiple-input single-output single-antenna

eavesdropper system, with MAs equipped at the transmitter.

Our primary contributions are summarized as follows: i) We

propose an MA-enabled secure transmission framework that

harnesses the MAs to optimize antenna positions for bolster-

ing the physical layer security. ii) Under the criteria of secrecy

rate maximization and power consumption minimization, we

propose efficient iterative algorithms to jointly optimize the

MA positions and transmit beamformer. iii) Simulation re-

sults demonstrate that the proposed MA-based secure trans-

mission provides more DoFs for improving physical layer se-

curity than conventional FPA-based ones.

2. SYSTEM MODEL

2.1. System Description

We consider secure transmission in an MA-enabled setting as

depicted in Fig. 1, where a transmitter with N MAs sends the

securely coded message to a single-antenna legitimate user

(Bob, denotes by b) in the presence of a single-antenna eaves-

dropper (Eve, denoted by e). The transmit MAs are connected

to RF chains via flexible cables, and thus their positions can

be adjusted in real time. The positions of the nth MA can be

represented by Cartesian coordinates tn = [xn, yn]
T ∈ C for

n = 1, . . . , N , where C denotes the given two-dimensional

http://arxiv.org/abs/2312.14018v1
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Fig. 1: The MA-enabled secure communication system

region within which the MAs can move freely. Without loss

of generality, we set C as square regions with size A×A.

We assume quasi-static block-fading channels, and focus

on one particular fading block with the multi-path channel

components at any location in C given as fixed. For MA-

enabled secure communications, the channel is reconfigurable

by adjusting the positions of MAs. Denote the collections

of the coordinates of N MAs by T = [t1 . . . tN ] ∈ R

2×N .

Then, the transmitter-to-Bob and the transmitter-to-Eve chan-

nel vectors are given by hb(T) ∈ CN×1 and he(T) ∈ CN×1,

respectively, which are functions of T.

It is worth noting that the MA-based channel vectors are

determined by the signal propagation environment and the po-

sitions of MAs. We consider the field-response based channel

model given by hi(T) = [hi(t1) . . . hi(tN )]T, where [9]

hi(x) ,
∑Li

l=1
σi
le

j 2π
λ

x
T
ρl,i , i ∈ {b, e}, (1)

and where ρl,i = [sin θl,i cosφl,i, cos θl,i]
T, Li is the number

of resolvable paths, θl,i ∈ [0, π] and φl,i ∈ [0, π] are the

elevation and azimuth angles of the lth path, respectively, σi
l

is the associated complex gain, and λ is the wavelength.

The transmitter employs the linear beamformer w ∈
C

N×1 to construct the confidential signal s ∈ C

N×1 from

the data symbol x ∈ C which is considered to have zero

mean and unit variance. The received signals at Bob and Eve

are thus given by yi = hH

i (T)s + ni = hH

i (T)wx + ni

for i ∈ {b, e}, where ni ∼ CN (0, σ2
i ) is the thermal noise

at node i with σ2
i being the noise power. It is assumed that

Eve is a registered user of the system but is distrusted by

Bob. Therefore, the channel state information (CSI) of both

Bob and Eve is available at the transmitter [13]. To reveal

the fundamental secrecy rate limit of the MA-enabled secure

communication system, we further assume that the transmit-

ter knows the CSI perfectly [3–9]. The secrecy rate can be

expressed as follows: [12]

Rs = max

{

log2
1 + σ−2

b |hH

b (T)w|2
1 + σ−2

e |hH
e (T)w|2 , 0

}

. (2)

Note that different from the conventional wiretap channel

with FPAs, the secrecy rate for the MA-enabled wiretap chan-

nel shown in (2) depends on the positions of MAs T, which

influence the channel vectors as well as the corresponding

optimal beamformer.

2.2. Problem Formulation

In order to avoid the coupling effect between the antennas in

the transmit region, a minimum distance D is required be-

tween each pair of antennas, i.e., ‖tn − tn′‖ ≥ D for n 6= n′.
Then, we aim to improve the secrecy performance of an MA-

enabled wiretap channel by jointly optimizing the MA posi-

tions T and the transmit beamformer w, subject to the mini-

mum distance constraints on the MA positions. The joint de-

sign is performed under two criteria: 1) transmit power min-

imization; 2) secrecy rate maximization. We consider mini-

mizing the transmit power with a preset secrecy rate target for

the first design criterion, and the problem is formulated as

minT,w‖w‖2 s.t. Rs ≥ R, tn ∈ C, ‖tn − tn′‖ ≥ D, (P1)

where R > 0 is the minimal secrecy rate requirement. We

also wish to maximize the secrecy rate while guaranteeing the

power budget. Accordingly, we formulate the problem as

maxT,w Rs s.t. ‖w‖2 ≤ p, tn ∈ C, ‖tn − tn′‖ ≥ D, (P2)

where p is the power budget.

Note that (P1) and (P2) are non-convex optimization

problems due to the non-convexity of Rs with respect to

(T,w) and the non-convex minimum distance constraint

‖tn − tn′‖ ≥ D. Moreover, the beamformer w is coupled

with T, which makes (P1) and (P2) challenging to solve.

3. PROPOSED SOLUTION

3.1. Transmit Power Minimization

3.1.1. Transmit Beamforming Optimization

Due to the tight coupling of w and T, we first explore the de-

sign of w by fixing T. By introducing two auxiliary variables

{v, α} subject to ‖v‖2 = 1, ‖w‖2 = α, and w =
√
αv, the

subproblem of optimizing w is given as follows:

min
v,α

α s.t.
1+ασ−2

b |hH

b (T)v|2
1+ασ−2

e |hH
e (T)v|2 ≥2R, ‖v‖2=1, α>0. (3)

The first constraint in (3) can be rewritten as

(vH((1 − 2R)I+ αΘ)v)/(vH(I+ αĥeĥ
H

e )v) ≥ 0. (4)

where ĥi , hH

i (T)σ−1
i for i ∈ {b, e} and Θ , ĥbĥ

H

b −
2Rĥeĥ

H

e ∈ CN×N . Since v 6= 0, we havevH(I+αĥeĥ
H

e )v >
0. Therefore, (4) is equivalent to vH((1− 2R)I+αΘ)v ≥ 0.

Let λΘ denote the principal eigenvalue of Θ, and we have

vH((1− 2R)I+ αΘ)v ≤ 1− 2R + αλΘ, (5)

where the equality in (5) holds when v is the normalized prin-

cipal eigenvector of Θ. Based on (5), we note that λΘ should

satisfy αλΘ ≥ 2R−1 > 0 when problem (3) is feasible. This

fact implies that λΘ > 0 and α ≥ 2R−1
λΘ

> 0, which means

that the minimum value of α is given by α⋆ = 2R−1
λΘ

. Be-

sides, when α = α⋆, the corresponding v is the normalized

principal eigenvector of Θ, which is denoted by v⋆.

In the sequel, we derive a closed-form expression for λN .

The eigenvalues of Θ = ĥbĥ
H

b − 2Rĥeĥ
H

e can be obtained

from the characteristic equation as follows:

det(λI −Θ) = det(λI − ĥbĥ
H

b + 2Rĥeĥ
H

e ) = 0, (6)

which along with the matrix determinant lemma [14], yields

(1 + 2RĥH

e (λI− ĥbĥ
H

b )
−1ĥe) det(λI − ĥbĥ

H

b ) = 0. (7)



Algorithm 1 Gradient-Based Algorithm for Solving (P1)

1: Initialize T
0 = [t01 . . . t0N ], the maximum iteration number I , step size uini, the

minimum tolerance step size umin, and set the current iteration a = 0;

2: repeat

3: for all n = 1 : N do

4: Compute the gradient value ∇tan
fn and set u = uini;

5: repeat

6: Compute t̂n = t
a
n + u · ∇tan

fn and set u = u/2;

7: until t̂n ∈ Sn & fn(t̂n) > fn(t
a
n) or u < umin;

8: Set tan = t̂n and update t
a+1
n = t̂n;

9: end for

10: Update a = a + 1;

11: until convergence or the maximum iteration number I is reached;

12: Update w by w
⋆ =

√
α⋆v

⋆.

Applying the Woodbury formula [14] to (7) gives
(

1+
2R

λ
‖ĥe‖2+

2R|ĥH

b ĥe|2
λ(λ − ‖ĥb‖2)

)

det(λI−ĥbĥ
H

b )=0. (8)

Based on the Sylvester’s determinant identity [14], we obtain

det(λI− ĥbĥ
H

b ) = λL−1(λ− ‖ĥb‖2). (9)

Substituting (9) into (8) gives

λL−2((λ+2R‖ĥe‖2)(λ−‖ĥb‖2)+2R|ĥH

b ĥe|2) = 0. (10)

We thus obtain the N roots of the characteristic equation

det(λI−Θ) = 0, i.e., λ2 = . . . = λN−1 = 0,

λN = (
√
w◦ − w)/2, λ1 = (−√

w◦ − w)/2, (11)

where w = 2R‖ĥe‖2 − ‖ĥb‖2, w◦ = w2 +22+RG, and

G = ‖ĥb‖2‖ĥe‖2 − |ĥH

b ĥe|2. It is clear that λ1λN ≤ 0,

which yields λ1 ≤ . . . ≤ λN . Consequently, the principal

eigenvalue of Θ is λN , i.e., λΘ = λN .

3.1.2. Antenna Position Optimization

The above arguments imply that given the antenna position

matrixT, the minimal required power is given by α⋆ = 2R−1
λN

along with the optimal beamformerw⋆ =
√
α⋆v⋆. It is worth

noting that λN is a function of T. Based on this, we can

equivalently transform problem (P1) as follows:

maxT,tn∈C,∀n,‖tn−tn′‖≥D,∀n6=n′ f(T) ,
√
w◦ − w. (12)

The main challenges in solving problem (12) lie in the in-

tractability of f(T) and the tight coupling of {tn}Nn=1. To

this end, we propose an alternating optimization algorithm

for solving (12). Specifically, we first divide T into N blocks

{tn}Nn=1. Then, we solve N subproblems of (12), which re-

spectively optimize one transmit MA position tn, with all the

other variables being fixed. The developed alternating op-

timization algorithm can obtain a (at least) locally optimal

solution for (12) or (P1) by iteratively solving the above N
subproblems in an alternate manner.

We next consider the optimization of tn with given

{tn′}n′ 6=n. This subproblem is given as follows:

max
tn∈Sn

fn(tn) ,
√

w2
n(tn) + 22+RGn(tn)− wn(tn), (13)

where Sn , {x|x ∈ C, ‖x− tn′‖ ≥ D, ∀n 6= n′}, Gn(x) =
hb
n(x)h

e
n(x)−h1,2

n (x), wn(x) = 2Rhe
n(x)−hb

n(x), h
i
n(x) =

σ−2
i (|hi(x)|2 +

∑

n′ 6=n|hi(tn′)|2) for i ∈ {b, e}, and

h1,2
n (x) = σ−2

b σ−2
e |hH

b (x)he(x) +
∑

n′ 6=n h
H

b (tn′)he(tn′)|2.

Due to the intractability of fn(·), stationary points of subprob-

lem (13) can be found capitalizing on the gradient descent

method with backtracking line search [15]. To this end, the

gradient values are calculated as follows:

∇tnh
i
n =

Li
∑

l=1

∑

l′ 6=l

|σi
lσ

i
l′ |

−σ2
i

λ
4π

sin

(

2π

λ
tTnρ

i
l,l′+θil,l′

)

ρ
i
l,l′ , (14)

∇tnh
1,2
n =

Lb
∑

l=1

Le
∑

l′=1

ℜ{An}|σb
l σ

e
l′ |

−σ2
bσ

2
e

λ
4π

sin

(

2π

λ
tTnρl,l′+θl,l′

)

ρl,l′

+

Lb
∑

l=1

Le
∑

l′=1

ℑ{An}|σb
l σ

e
l′ |

σ2
bσ

2
e

λ
4π

cos

(

2π

λ
tTnρl,l′ + θl,l′

)

ρl,l′

+ σ−2
b ‖hb(tn)‖2∇tnh

e
n + σ−2

e ‖he(tn)‖2∇tnh
b
n, (15)

where An =
∑

n′ 6=n h
H

b (tn′)he(tn′), ρi
l,l′ = ρl,i − ρl′,i,

ρl,l′ = ρl,b − ρl′,e, θil,l′ = ∠σi
l − ∠σi

l′ , and θl,l′ = ∠σb
l −

∠σe
l′ . Based on (14) and (15), ∇tnfn can be derived after

some basic mathematical manipulations.

The overall algorithm for solving (P1) is given in Algo-

rithm 1. Since the transmit power is lower bounded, the con-

vergence is guaranteed. Regarding the complexity of Algo-

rithm 1, it scales with O(N3 + IN(Lb + Le)
2 log2

1
umin

).

3.2. Secrecy Rate Maximization

3.2.1. Transmit Beamforming Optimization

Having solved problem (P1), we now move to the secrecy

rate maximization problem characterized in (P2). Following

the methodology used in the previous part, we first derive the

optimal beamforming vector for a given antenna position ma-

trix T. The subproblem of optimizing w is given by

w⋆ = argmax‖w‖2≤p

1 + σ−2
b |hH

b (T)w|2
1 + σ−2

e |hH
e (T)w|2 . (16)

Under the positive secrecy rate constraint σ−2
b |hH

b (T)w|2 >
σ−2
e |hH

e (T)w|2, it is easily proved that ‖w⋆‖2 = p. On this

basis, we reformulate problem (16) as follows:

w⋆ = argmax‖w‖2=p

wH(ĥbĥ
H

b − ĥeĥ
H

e )w

wH(p−1I+ ĥeĥH
e )w

. (17)

Problem (17) is a Rayleigh quotient, and it follows that

w⋆ =
√
p(p−1I+ ĥeĥ

H

e )
− 1

2p‖p−1I+ ĥeĥ
H

e )
− 1

2p‖−1,

where p ∈ CN×1 is the principal eigenvector of the matrix

∆ = (p−1I+ĥeĥ
H

e )
− 1

2 (ĥbĥ
H

b−ĥeĥ
H

e )(p
−1I+ĥeĥ

H

e )
− 1

2 .

Besides, the secrecy rate is given by Rs = log2(1 + µ∆)
when w = w⋆, where µ∆ is the principal eigenvalue of ∆.

We next derive a closed-form expression for µ∆. The

eigenvalues of ∆ is obtained from the characteristic equation

det(∆−µI) = 0, which yields det(∆µ− ĥbĥ
H

b ) = 0, where

∆µ , µp−1I+ (µ+ 1)ĥeĥ
H
e . Using the matrix determinant

lemma and the Woodbury formula [14], we obtain
(

1− p

µ
‖ĥb‖2 +

p2(1 + µ−1)|ĥH

b ĥe|2
µ+ p (µ+ 1) ‖ĥe‖2

)

det(∆µ) = 0. (18)
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Fig. 2: (a) Secrecy rate vs. the power budget and (b) Transmit

power vs. the target secrecy rate.

It follows from Sylvester’s determinant identity [14] that

det(∆µ) = (µp−1)N−2µp−1(µp−1+(µ+ 1) ‖ĥe‖2). (19)

Substituting (19) into (18) and solving the resultant equation,

we obtain the N roots of the characteristic equation det(∆−
µI) = 0, i.e., µ1 = . . . = µN−2 = 0,

µN−1 =
g −

√

g2 + 4q

2(1 + p‖ĥe‖2)
, µN =

g +
√

g2 + 4q

2(1 + p‖ĥe‖2)
, (20)

where G = ‖ĥb‖2‖ĥe‖2−|ĥH

b ĥe|2, g = p‖ĥb‖2−p‖ĥe‖2+
p2G, and q = p2(1 + p‖ĥe‖2)G. It is clear that µN−1µN =

−2q

1+p‖ĥe‖2
≤ 0, which yields µ1 ≤ . . . ≤ µN . Therefore, µN

is the principal eigenvalue of ∆, i.e., µ∆ = µN .

3.2.2. Antenna Position Optimization

The above arguments imply that given the antenna position

matrix T, the maximal secrecy rate is given by log2(1+µN).
It is worth noting that µN is a function of T. Based on this,

we can equivalently transform problem (P2) as follows:

max
T,tn∈C,∀n,‖tn−tn′‖≥D,∀n6=n′

f̃(T) ,
g +

√

g2 + 4q

2(1 + p‖ĥe‖2)
. (21)

Note that a suboptimal solution of problem (21) can be found

by following similar steps as those outlined Algorithm 1. Due

to the page limitations, further discussions are skipped here

and left as a potential direction for future work.

4. NUMERICAL RESULTS

In this section, numerical results are provided to validate the

effectiveness of our proposed algorithms for improving the

secrecy performance of the MA-enabled secure communica-

tion system. In the simulation, we consider a transmitter with

N = 4 MAs. The transmit region are set as a square area with

size A×A. We consider the geometry channel model, where

Lb = Le = 4, σi
l ∼ CN (0, 1/Li) for l = 1, . . . , Li and

i ∈ {b, e}, and the elevation and azimuth angles are randomly

set within [0, π]. The minimum distance between MAs is set

as D = λ
2 . The noise power is σ2

i = 1 for i ∈ {b, e}. We

set umin = 10−3, uini = 10, and I = 20. The following nu-

merical results are averaged over 1000 independent channel

realizations with randomly initialized optimization variables.

Next, we compare the performance of our proposed algo-

rithms with the following benchmark schemes: i) FPA: the

transmitter is equipped with FPA-based uniform linear array

(ULA) with N antennas spaced by λ
2 . ii) AS: The transmitter
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Fig. 3: Secrecy performance vs. normalized region size.

is equipped with FPA-based ULA with 2N antennas spaced

by λ
2 , where N transmit antennas are selected via exhaustive

search to maximize f(T) or f̃(T).
In Fig. 2(a), we show the secrecy rate of the proposed

and benchmark schemes versus the transmit power p. It is ob-

served that with the same power, our proposed algorithm can

achieve a larger secrecy rate as compared to the schemes with

FPAs. For the case with p = 5 dB, the proposed scheme with

A = 4λ has 65.7% and 22.6% performance improvements

over the FPA and AS schemes, respectively. Besides, the rate

gap increases with the area size of the transmit region C. Fig.

2(b) illustrates the average transmit power versus the target

secrecy rate value R. It is observed that as the minimum re-

quired rate value increases, the system consumes more trans-

mit power to satisfy the more rigorous secure requirements.

We also observe that the proposed scheme outperforms the

baseline schemes for the entire range of R.

In Fig. 3(a) and Fig. 3(b), we show the secrecy rate and

the required transmit power versus the normalized region size

A/λ, respectively, for the proposed MA-enabled wiretap sys-

tem and the benchmark schemes. For both graphs, it is ob-

served that the proposed schemes with MAs outperform FPA

systems in terms of secrecy rate or required power. Further-

more, the performance gain increases with the region size, but

its trend gradually steps down, from which we can infer that

the best secrecy performance of MA-enabled communication

systems can be achieved with a finite transmit region. The

above results indicate that our proposed algorithms are able

to reshape the wiretap channel into a more favorable condi-

tion for secrecy rate maximization.

5. CONCLUSION

In this paper, we proposed an MA-enabled secure transmis-

sion system to improve secrecy performance by exploiting

the antenna position optimization. We investigated the joint

optimization of transmit MA positions and transmit beam-

former under transmit power minimization and secrecy rate

maximization criteria. We proposed an efficient alternating

optimization algorithm for each design problem. Numerical

results revealed that the proposed MA-based architecture pro-

vides more DoFs for improving the secrecy rate and outper-

forms conventional FPA-based ones.
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