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Abstract—Age of Information (Aol) has been proposed
to quantify the freshness of information for emerging
real-time applications such as remote monitoring and
control in wireless networked control systems (WNCSs).
Minimization of the average Aol and its outage proba-
bility can ensure timely and stable transmission. Energy
efficiency (EE) also plays an important role in WNCSs,
as many devices are featured by low cost and limited
battery. Multi-connectivity over multiple links enables a
decrease in Aol, at the cost of energy. We tackle the
unresolved problem of selecting the optimal number of
connections that is both Aol-optimal and energy-efficient,
while avoiding risky states. To address this issue, the
average Aol and peak Aol (PAol), as well as PAol violation
probability are formulated as functions of the number
of connections. Then the EE-PAol ratio is introduced
to allow a tradeoff between Aol and energy, which is
maximized by the proposed risk-aware, Aol-optimal and
energy-efficient connectivity scheme. To obtain this, we
analyze the property of the formulated EE-PAol ratio
and prove the monotonicity of PAol violation probability.
Interestingly, we reveal that the multi-connectivity scheme
is not always preferable, and the signal-to-noise ratio
(SNR) threshold that determines the selection of the multi-
connectivity scheme is derived as a function of the coding
rate. Also, the optimal number of connections is obtained
and shown to be a decreasing function of the transmit
power. Simulation results demonstrate that the proposed
scheme enables more than 15 folds of EE-PAol gain at the
low SNR than the single-connectivity scheme.

Index Terms—Aol, risk-aware, energy efficient, multi-
connectivity.
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NFORMATION freshness is a critical perfor-

mance metric for real-time applications such as
remote sensing and control in wireless networked
control systems (WNCSs). The outdated sensing
packets carrying stale information may result in
inaccurate tracking and incorrect operations [1].
A new performance metric that incorporates delay
and packet loss, age of information (Aol), was
proposed to quantify information freshness [2], [3].
The authors in [4]] have indicated that the estima-
tion error in WNCSs can be expressed as a non-
decreasing function of Aol. Hence, minimization
of the expected value of Aol can ensure accurate
and timely updating. But the average Aol fails to
characterize extreme events in WNCSs, which may
lead to risky states and hence system downtime [5].
Therefore, it is critical to consider both the average
Aol and risk-related Aol performance for ensuring
timely transmission and stable control in WNCSs.

Energy efficiency (EE) also plays an important
role in WNCSs, as a large number of communica-
tion devices are typically featured by low cost and
limited battery [[6]. The multi-connectivity scheme is
recognized as an effective approach to improve Aol
performance, by using multiple links over wireless
communication [7]. One typical multi-connectivity
scheme is transmission diversity, which facilitates
the simultaneous transmission of the same data over
multiple links. This scheme can improve transmis-
sion reliability and thus reduce Aol, but at the
expense of higher energy consumption [8]-[10].
However, the quantitative impacts of the multi-
connectivity scheme on the average and extreme
Aol performance remain unknown, thereby hinder-
ing the preference for the number of connections in
terms of risk, freshness and energy.



A. Related Work

Aol and risk analysis of WNCSs: In [4], re-
mote estimation error was characterized as a non-
decreasing function of Aol in the single-loop
WNCS. To capture the worst case of Aol, peak Aol
(PAol) was further introduced in [2]. In addition
to the average Aol and PAol, the PAol violation
probability was investigated in [11] and [12] to
characterize the extremely damaging event with
a low probability of occurrence and thus avoid
risky states in WNCSs. Specifically, the optimal
generation rate that induces the minimal violation
probability was also found in [12]]. Furthermore,
the Aol tail distribution was characterized and con-
trolled to improve the stability of vehicular networks
in [13]. The authors in [S]] proposed a risk-aware
transmission strategy to minimize the average Aol
and the expected tail loss of the Aol. However, only
the single-connectivity WNCS was considered in
the aforementioned work.

Aol for multi-connectivity systems: Adopting the
multi-connectivity scheme via multiple links is envi-
sioned to reduce the average Aol/PAol by enhancing
the transmission degrees of freedom [7]—[10]. Then
the stochastic hybrid system method was employed
to analyze the average Aol of multiple queues [9],
[10]. Thereafter, [/] demonstrated that employing
transmission diversity via multiple links can lead to
a reduction in the Aol. In [8]], the effect of trans-
mission diversity on status age was analyzed for the
resource-constrained network, where c represents
the number of connections. [[8] also indicated that
increasing the number of connections is beneficial
for improving Aol performance, but at the expense
of generating more outdated packets, resulting in
wasted resources. Therefore, this motivates thinking
of the energy-efficient connectivity scheme for the
Aol-oriented system. Nevertheless, the aforemen-
tioned work on Aol of multi-connectivity systems
were based on the infinite block length (IBL) regime
assumption without considering block error prob-
ability (BLEP). Hence, these are not applicable
to the real-time WNCSs with finite block length
(FBL). Furthermore, the risk analysis for the multi-
connectivity WNCS from an Aol perspective has not
been performed in the previous work. Therefore, the
impact of the variability of the Aol distribution on
multi-connectivity WNCSs remains an open prob-
lem.

Aol in short-packet systems: In practical real-
time scenarios such as remote sensing in WNCSs,
the status update is transmitted using FBL, with
payload size typically ranging from 20 to 250 bytes
[14]]. Although the adoption of short packets is
anticipated to reduce transmission delay and hence
Aol, the lack of coding capability of short packets
may lead to inevitable BLEP and compromise Aol
performance [[14]. The average Aol with FBL was
investigated for the single-connectivity system in
[[15]], based on which the Aol minimization scheme
was proposed under the energy constraint [16].
Thereafter, coding rate optimization was applied in
the single-connectivity system [/17] and multi-sensor
system [|18]] for Aol minimization. In [19]] and [20],
the PAol violation probability was analyzed to avoid
risky states for the single-connectivity short-packet
system over fading channels, where the delay was
also considered in [19]. For reducing the average
Aol, the optimal updating policy and coding rate
were respectively derived for a single-connectivity
system in [21] and [22]. In [23], we studied the
correlation between the average delay and the aver-
age Aol, as well as their joint optimization for the
single-connectivity short-packet system. However,
the aforementioned work on Aol in the short-packet
system was based on a single-connectivity model
[15]-[23]. In our previous work, either only the
average Aol of two queues was considered [24], or
the energy efficiency of multi-connectivity systems
was not addressed [25]].

Aol-Energy Tradeoff: There is very few work in
literature studying the Aol-energy tradeoff for the
multi-connectivity WNCS with short packet trans-
missions. In [26], a practical truncated automatic
repeat request (TARQ) policy was presented to
enable the Aol-energy tradeoff. Based on this, a dy-
namic programming approach and a threshold-based
stationary policy were proposed to minimize the
weighted sum of Aol and energy consumption in [6]]
and [27], respectively. Then, two improved TARQ
schemes, namely TARQ with the selection com-
bining and the maximum ratio combining (MRC)
techniques, were provided to achieve a better Aol-
energy tradeoff in [28]. In [29], the optimal sleep-
wake scheduling policy was proposed to minimize
the average Aol while saving energy. Furthermore,
data compression was adopted in [30] to decrease
the Aol and improve the energy efficiency (EE). To
further improve the EE of information updates, a



practical online upload scheduler was proposed in
[31] to minimize the energy consumption with the
constraints of information freshness. In [[32], the age
and energy tradeoff was investigated for multicast
systems, where the Aol-EE ratio was introduced
and is minimized by optimizing the block length.
However, the Aol-energy tradeoff in the multi-
connectivity WNCS remains unexplored, and the
optimal number of connections with the consider-
ation of risk, freshness and EE is still unknown,
especially for short-packet systems.

B. Contributions

In the real-time WNCS, status information and
control command with limited data size need to be
updated in a timely and efficient manner, meanwhile
ensuring system stability. Inspired by the above
mentioned open questions, a multi-connectivity
WNCS with short packets over Rayleigh fading
channels is considered in this paper, aiming to
answer the following questions: (1) What is the
quantitative impact of the multi-connectivity scheme
on the average and outage performances of Aol?
(2) Under what condition is a multi-connectivity
scheme preferable to a single-connectivity scheme
with respect to Aol and EE? (3) What is the optimal
number of connections that ensures both Aol and
EE performance while avoiding risky states? We
summarize the main contributions as follows.

« We analyze both the average and outage perfor-
mances of Aol in the multi-connectivity short-
packet WNCS, to ensure timely and stable
transmission. The transmission diversity with
the MRC technique is adopted over fading
channels. Nevertheless, the existing work on
Aol of multi-connectivity systems [7]-[10] fo-
cused on the average Aol only and assumed
IBL with zero BLEP, leading to different
queueing processes and Aol performance, com-
pared to the FBL case. Furthermore, the pre-
vious work on Aol with FBL was conducted
for the single-connectivity system [15], [17]-
[23], with a lack of analysis of the impact of
multiple connections.

« We explore the tradeoff between Aol and
energy in multi-connectivity short-packet
WNCSs. Motivated by the unclear relationship
between Aol and energy in the multi-
connectivity WNCS, the Aol performance

and energy consumption are analyzed in
closed forms. The advantages of the multi-
connectivity WNCS are demonstrated by an
analytical comparison with the K-repetition
scheme. To ensure the stability of WNCSs,
we derive the violation probability of PAol
and reveal the relationship between the risky
state and Aol. For this purpose, the probability
density function (PDF) and cumulative
distribution function (CDF) of PAol are also
analyzed with respect to PAol threshold and
the number of connections. However, previous
work on the multi-connectivity system have
not conducted a comprehensive analysis of the
characteristics of Aol distribution E] [[7]-[10].

« We unveil the condition that the multi-
connectivity scheme is of low Aol and high
EE while avoiding risky states. We also pro-
vide an explicit preference for the number
of connections in terms of Aol and EE. To-
ward the risk-aware, Aol-optimal and energy-
efficient connectivity scheme, the EE-PAol ra-
tio that combines the average PAol and EE
is introduced, and proved to be a concave
linear fractional problem (CLFP) in relation
to the number of connections. Particularly, the
signal-to-noise ratio (SNR) threshold for the
multi-connectivity scheme selection is derived,
which depends on the coding rate. Conse-
quently, a SNR-aware connection number se-
lection scheme is provided to maximize the EE-
PAolI ratio with the constraints of total energy
consumption and PAol violation probability.
The optimal number of connections is shown
to be decreasing with respect to the transmit
power. Simulation results demonstrate that the
proposed connectivity scheme is able to avoid
risky plant states. Meanwhile it enables more
than 15 folds of EE-PAol gain at the low SNR
than the single connection case.

'Note that this paper has fundamental differences from our previ-
ous work in [24] and [25]. In this manuscript, we focus on the Aol
analysis and optimization for a risk-aware and energy-efficient multi-
connectivity WNCS. While [24] provides an investigation of Aol for
diversity and multiplexing with dual queues, and [25] presents the Aol
analysis for diversity under more queues. The sepcific differences lie
in that, 1) the integration of communication and control is taken into
account for a closed-loop WNCS; 2) an intensive analysis is provided
on the relationship between Aol, energy efficiency in communication
and control risk is provided; 3) the optimal number of connections
is analyzed with joint consideration of Aol, energy efficiency and
control risk.



The remainder of this paper is organized as
follows. In Section II, we introduce the considered
WNCS model. We then analyze the plant state and
Aol for the WNCS in Section III, based on which a
risk-aware, Aol-optimal and energy-efficient multi-
connectivity scheme is proposed in Section I'V. Sec-
tion V demonstrates our conclusions with simulation
results. Finally, Section VI concludes the paper.

II. SYSTEM MODEL

In this section, we first introduce the considered
multi-connectivity short-packet WNCS. Thereafter,
we introduce the considered control model and illus-
trate the evolution of Aol and wireless transmission
model.

A. System Description

We consider a multi-connectivity WNCS with
short packets, as illustrated in Fig. 1, in which
the average Aol is very useful in reflecting the
control performance. On the other hand, the risk
occurs when the PAol is larger than a threshold,
based on the assumption that a control application
outage occurs as soon as the PAol is violated [19],
[34]]. To avoid risky states and ensure timely trans-
mission, we adopt the multi-connectivity scheme
to minimize the average Aol and guarantee that
the PAol violation probability is lower than the
threshold. For the multi-connectivity scheme with
K transmission diversity, same packets are transmit-
ted over multiple links simultaneously to improve
transmission reliability and information freshness
[34]]. Specifically, a single source (or sensor) updates
fresh information to the controller through multiple
wireless links. After estimating the current state
based on the received sensor updates, the controller
computes and transmits the control command to the
actuator immediately.
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Fig. 1. Multi-connectivity enabled WNCS with short packets.

The assumptions for the multi-connectivity short-
packet WNCS are summarized as follows. a) Packet
generation follows a Poisson process with a mean
arrival rate of A [35]. b) Finite block length m
with modulation order © and L bits information
is considered [14]. The inevitable BLEP of the k-
th link is denoted by €. ¢c) We concentrate on the
uplink transmission in this paper, i.e., packet losses
may only occur between the sensor to the controller,
following [36]. The erroneous downlink channel
will be incorporated in our future work. d) The non-
preemptive Last-Come-First-Served (LCFS) scheme
is adopted to reduce information age and avoid
unbounded Aol under high arrival rates [37]. As-
suming a buffer size of zero, newly arriving packets
are discarded when multiple links are busy. e) Mul-
tiple independent links without retransmission can
be achieved by orthogonal channels, and the MRC
technique is adopted at the controller to improve
transmission reliability [28]], [33]. f) In order to
reveal the impact of the number of connections on
EE and Aol, synchronous transmission with equal
power for each link is assumed, following [34]. A
more practical system with tunable transmit power
will be considered in the future.

B. Control System Model

We consider the physical process modeled by the
following time-slotted linear time-invariant (LTIT)
system [4]], [36]

Xp4+1 = AXn + Bu,, + Wa,

(D
where n is the time index. A € R%“ and B € R%*¢
represent the system matrix and control input ma-
trix, respectively. Besides, x € R%*! is the plant
state with the dimension of d and u € R}
denotes the control input with the dimension of
q. w € R is the normally distributed noise
with the distribution N'(0,R,,), where R,, is the
noise variance. Generally, x represents the deviation
between the true value and the set value of the con-
sidered process, which is expected to be kept close
to 0. Hence, the control outage (i.e., risky state)
occurs when the state is larger than a threshold. In
this paper, we consider one-step control, where the
control policy can be expressed as u, = G,X,,
where G,, = —A/B is the optimal control gain
[38]. Since the control performance is affected by
the freshness of the received packets [4], we analyze
the Aol model in the next subsection.



C. Aol Model

The instantaneous Aol at the controller in the
multi-connectivity WNCS is illustrated in Fig. [2
With the assumption of a continuous-time state-
update system, time ¢ € [0,00) is allowed to take
any positive value. Mathematically, instantaneous
Aol can be expressed as A(t) = t—u(t), which rep-
resents the duration since the generation time, u(t),
of the most recent successfully received packet.
As shown in Fig. 2, the service time is denoted
by S;, which represents the time interval between
the generation and successful reception of the ¢-th
update. The inter-arrival time between two arrival
packets is given by X;. Also, the inter-departure
time, Y;, defined as the time interval between two
consecutive successful packet receptions.
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Fig. 2. The evolution of Aol and queueing process in the multi-
connectivity WNCS with transmission diversity. The red ‘x” symbol
on the left-hand side represents that the packet was dropped due to
multiple links being busy. The right red ‘x” symbol on the right-hand
side represents that the packet transmission failed.

As shown in Fig. 2, the PAol of the i-th update
is given by A; = 5; + Y. Hence, the time average
PAol A over the time period of T is calculated as

A =E[Y] +E[S]. 2)

The time-average Aol can be calculated by a sum
of the concatenation of trapezoids area .J; over a
time period 7. The j-th shadowed trapezoid area is

2 2 2
calculated as .J; = (at%) _ 532+1 — YTJ +Y;S,,
where {Sj,...5;} and }in,Y]} are independent
and i_denticall;f distributed [3]]. Then, the average
Aol A = L [ A(t)dt can be further expressed as

T Jo
N(T) 2
Ao pig N1 E[Y?]

e a) ; i = oy TESL O

where E[-] denotes the expectation operation and
N(T) represents the number of successfully re-
ceived informative packets within 7.

D. Wireless Transmission Model

Recall that we assume that the uplink (sensor-
controller) is imperfect in the WNCS, where both
the transmission delay and error are considered.
To enhance the transmission reliability, multiple
independent transmissions via orthogonal links are
employed with MRC technique at the receiver. For
the sake of analysis, the normal approximation of
BLEP with FBL is adopted [17], which is ap-
proximated by converting the Q-function into the
segmented linear function. With given coding rate
R = L/m and received SNR ~, we have

1, v <w+1/(29)

1 1

6(7)% ¢('Y—’W)+§, w+%§fy<w_%
0 7> w - 1/(29),

“4)

wherew:eR—1,¢:—,/m.

Considering the total transmit power P, and
. . 2
average noise variance o~, the average SNR of each
connection is denoted by vy = % = % with equal
power allocation among K connections. Here, F
denotes the transmit power of each link. Therefore,
the instantaneous SNR of each connection, i.e., v =
7 |h|?, follows an exponential distribution, where h
represents the instantaneous channel gain following
a complex Gaussian distribution with zero mean
and unit variance. With K orthogonal channels, the
received SNR follows the Erlang distribution [3],
K-1 _
e, [x(7) = me 7. Then, .the average BLEP
€x of the short-packet WNCS with K connections
. _ o0 . .
is calculated by €x = [™ fx(7)e(v)dy, which is
derived in detail in [25]] and can be further expressed
as

1 oo K-1 5

_ gl —2

= ey ) e o

T (K, —In(w1)) + (0.5 — w¢ + K¢7)% + $7E
(K —1)! (;)

where > = T'(K,—In(w)) — I'(K,—In(w))
and = = (—In(ws))¥wy — (—lngwl))Ku}l with
W, = e~7(=t25) and Wy = e~ 5 (@ 2g) Also,
['(K,—In(w)) = fixfn(wl)a:Kfle*xdx represents

the incomplete gamma function. For the single-
connectivity case, the average BLEP in (5) is re-
duced to (6), given by [[17]]

1 _4
€= / j€_§€(’}/)d’7 ~1+ Qb’_}/(wl — CUQ>. (6)
0

v



III. STATE AND AOI ANALYSIS FOR
MULTI-CONNECTIVITY ENABLED WNCSS

In order to avoid risky states in the WNCS and
ensure its stability, we first analyze the evolution of
plant state and reveal the relationship between plant
state and Aol. Then the distribution of Aol for the
multi-connectivity WNCS is analyzed with respect
to the number of connections.

A. Risky State Analysis

For the stability of WNCS, we aim to maintain
the plant state close to zero (e.g., frequency devia-
tion in smart grid). On one hand, the time-average
plant state is required to be minimized to reduce
the difference between the true state and preset
value, i.e., nh—>nolo% Z?_l ||x;]|5 [4]. On the other
hand, extreme plant states that exceed thresholds
should also be avoided.

Due to the uplink transmission error and delay,
the controller may not be able to receive the sensor’s
updates timely and accurately, failing to track the
plant state in real-time and calculate the correct
control commands. To tackle this issue, we consider
a controller with an integrated estimator, which
can estimate the current plant state by leveraging
the previously received packets. At the controller
side, we analyze the Aol at discrete time instant n,
denoted by A, = n —7,,n = 1,2,--- | N, where
Tn = Ymax{d;<n} 18 the generation time of the most
recently ‘received packet at the controller before n.
Then we extend the conclusion in [4] and provide
Proposition 1 to illustrate the relationship between
plant state and Aol.

Proposition 1 The plant state of the WNCS
can be expressed as a non-decreasing function of
sensor’s Aol. The plant-state covariance is given by

An
Ex.x)] =Y AR, A +R, (7
=1

where A,, denotes the Aol of the received sensor’s
packet at the controller before n.

Proof: Based on the received packets, the con-
troller estimates the current plant state as X, =
APx, A +Bu,_;+---+A%1Bu,_,, . Based
on (1), the dynamic of plant state can be ex-
pressed as x,, = A%mx, A + Z]‘A:n1 Aitw, i+
Bu,_; +---+A?-1Bu,_x . Then the estimation
error at the controller is given by e, = x, —

X, = 32" Ai~lw, ,, which results in E[e,e’] =
S 2 AR, (AT)"1 By feeding back computed
control signal u, = —A/BX, to the actuator,
we can then express the closed-loop dynamics as
X1 = A(x, — x,) +w, = Ae, + w,, which
yields the covariance of plant state in (7). [

Proposition 1 implies that minimizing the time-
average plant state is equivalent to minimizing the
average Aol. Hence, the plant state should be lower
than a threshold to avoid risky states. To ensure
this, the PAol should also be lower than a preset
threshold, which is related to the PAol violation
probability. Hence, in the following subsections, we
focus on the average Aol/PAol and PAol violation
probability at the controller in the multi-connectivity
WNCS for timely transmission and stable control.

B. Average Aol

We focus on the average Aol at the controller
in the multi-connectivity WNCS. As shown in Fig.
2] the queueing process in the multi-connectivity
scheme with synchronous transmission is similar
to the single-connectivity case [15], [34]. Hence,
the multi-connectivity WNCS can be viewed as an
M/D/c model. In this subsection, we derive the
average Aol/PAol for the multi-connectivity WNCS
without retransmission. Also, the analysis of the
single-connectivity scheme with ARQ retransmis-
sion and K -repetition are provided for comparison.

1) Multi-connectivity WNCS without retransmis-
sion: With the non-retransmission (NR) policy, the
service time is deterministic and represented as
SN — M = mT,, with T, denoting the symbol
duration. Thle inter-departure time is denoted by
E[YM] = 2™ yith the average BLEP of the

multi—conneclti\ezfty WNCS €. Based on the analysis
of the single-connectivity scheme without retrans-
mission in [|15]], we have Theorem 1.

Theorem 1 The average PAol and Aol of the
multi-connectivity short-packet WNCS over K links

without retransmission are respectively given by

1
. I+
NR — 2 M 8
c=K 1 _ EK Y ( )
and

ANR (1+AM)(1+éx)  1+2XM +2X2M?

=K 2A(1 — éx) 2\ + 2X2 M
)
Proof: Please refer to Appendix A. |



Theorem 1 indicates that the average Aol/PAol
depends on the number of connections, based on
which their properties are concluded in Corollary 1.

Corollary 1 The average Aol/PAol for the
multi-connectivity WNCS without retransmission is
monotonically decreasing with respect to the num-
ber of connections. With K € [1,00) connections,
the range of the average Aol/PAol is given by

TABLE 1
RANGE OF THE AVERAGE AOI/PAOI IN MULTI-CONNECTIVITY
WNCS WITHOUT RETRANSMISSION

Average Aol Average PAol

— PR T
. (I4AM)(148) | 1422M 1222 M2 > +M
K=1 2X(1—¢) + 22+222 M 1—¢ + M
1+AM 14+2AM +222 M2 1
K — o0 22 T oaioaIM 5 +2M

Proof: The first-order derivative of the average
PAol in relation to the average BLEP is calculated
OAR, _ _xtM i
as et = ooz > 0. The monotonicity of
the average PAol with respect to the number of
connections is guaranteed since a larger number of
connections results in a higher received signal-to-
noise ratio and transmission reliability. A similar
approach can be applied to the average Aol case.
Then, substituting €x = 0 and (6) into (8) and (9)
yields the extreme values in Table 1. |

Corollary 1 indicates that the lower bounds of
the average Aol/PAol are constrained by the service
time M and arrival rate ), implying that it is not
always useful to reduce the information age by
increasing the number of connections.

2) Single-connectivity WNCS with ARQ retrans-
mission: For the case of ARQ retransmission, the
source keeps transmitting packets untill the packet is
successfully received, which requires the immediate
feedback [26]. The average Aol and PAol for the
single-connectivity WNCS with ARQ retransmis-
sion is given in Thereom 2.

Theorem 2 The average PAol and Aol of the
single-connectivity WNCS with ARQ retransmis-
sion over fading channels are respectively given by

- 2M 1
AMRQ = - 10
BRI (10)
and
AARQ:2(1—E)+)\2M2+2>\M(1—€) M(1+¢€)
N1 — e+ AM) 1—¢
(1)
Proof: Please refer to Appendix B. |

3) Single-connectivity WNCS with K -Repetition:
To avoid feedback overhead and enhance reliability,
K-repetition (KR) is considered. With K repeti-
tions, the service time is given by SXR = KM, and
the inter-departure time is provided as E[YXR] =
X;i[;fw . Then the average Aol and PAol are provided
in Theorem 3.

Theorem 3 The average PAol and Aol of the
single-connectivity WNCS with K repetitions over
fading channels are respectively given by

AKR — MJFKM, (12)
1 —ek
and
AKR _ (LFAKM)(1 4+ ) 14+ 20KM + 202K M?
2M(1 — €K) 2\ + 2X2K M

13)
Proof: Substituting S*® and E[Y*R] into (2) and
(3) yields the average PAol in (12) and Aol (13). B

4) Comparison: Then we compare the above
three approaches in terms of the average PAol, as
it exhibits a similar trend with the average Aol but
more tractable [24]]. Based on Theorems 1, 2 and 3,
we have Corollaries 2 and 3.

Corollary 2 The single-connectivity WNCS with
ARQ retransmission achieves a lower average PAol
but induces more information exchange overhead
compared with the non-retransmission case.

Proof: Based on (8) and (10), the gap is given
by Ga_y = 5= + L — M. Since £ > M is held
for queueing stability, we have G4 n < 0 with a
non-zero &. u

Corollary 3 The multi-connectivity WNCS
achieves a lower average PAol than the single-
connectivity WNCS with K-repetitions.

Proof: For the K-repetition scheme, more repe-
titions improve transmission reliability but induce
larger delay. Hence, we mainly compare the case of
K = 2, as the gain from repetition is more limited
in other cases. According to (5), the average BLEP
with K = 2 is given by é&; = 1 + ¢(27 + @) (wy —
wo) + “F2 Then & < € can be obtained based
on (6), which yields ANR, < AXR Then, the other
cases can be proved in a similar manner. [

Corollary 3 demonstrates the advantage of the
multi-connectivity scheme. To reduce the infor-
mation exchange overhead [17], we focus on the
multi-connectivity WNCS without retransmission
and omit the superscripts hereafter. ARQ retrans-
mission will be incorporated in our future work.




C. PAol Violation Probability

PAol violation probability is utilized to measure
the outage performance of Aol, which can be lim-
ited to avoid risky states in WNCSs. By calculating
the probability that PAol exceeds a preset thresh-
old ¢, PAol violation probability is represented as
Pro_x[A > (] = lim; , Pr[A4; > (]. A; represents
the instantaneous PAol of the i-th update. Based on
the queueing process and packet assignment of the
multi-connectivity WNCS, we have Theorem 4.

Theroem 4 The PDF and CDF of PAol for
the multi-connectivity WNCS with K links are
respectively given by

M1 — &g )er=e)@M=a) = 4 5 9N,

0, xr < 2M,
(14)

f(x>c=K = {
and

F(x)c:K = {

1 — MEI@M=T) 0 5 oNT

15
0, x < 2M, (13)

Then the PAol violation probability is formulated as
an exponential function of threshold ¢ (¢ > 2M),
given by

Pr[A > (|oeg = 1E0EM=0), (16)

Proof: From Theorem 1, it is deduced that PAol is
determined by the service time SN® = M and inter-
departure time YN, which consists of the waiting
time W™R and service time S™R. Therefore, the
instantaneous PAol is greater than twice the service
time, represented as A > 2M, and the waiting
time can be expressed as W™ = A — 2M. Due
to the memoryless property of the Poisson process,
the waiting time follows an exponential distribution
with a rate of A\ under successful transmission con-
ditions. The PDF of PAol is calculated accordingly,
as shown in (14). Then calculating the integral
of the PDF yields the CDF in (15) and violation
probability in (16). [

Theorem 4 indicates that a larger PAol threshold
and a lower BLEP result in a lower PAol violation
probability. Then, its property with respect to the
number of connections is analyzed in Corollary 4.

Corollary 4 The PAol violation probability is
decreasing in relation to the number of connec-
tions. With K € [1,00) connections, the proba-

bility of PAol violation ranges from e**=9 to
G (w2 o1) (2M—C)

Proof: The first-order derivative of the PAol
violation probability in relation to the average
BLEP is provided as % AC —
2M)eM1=E)EM=C) ~ (0 with ¢ > 2M. Thanks to
the monotonicity of the average BLEP with respect
to the number of connections, we can obtain the
infimum PAol violation probability by substituting
éx = 0 into equation (I6). Similarly, by substituting
the average BLEP from equation (7) into equation
@]), we can obtain the supremum PAol violation
probability. [ |

IV. RISK-AWARE, TIMELY AND EFFICIENT
CONNECTIVITY SCHEME

Based on the analysis of risky state and Aol
distribution in Section III, it is concluded that in-
creasing the number of connections is beneficial
in reducing the average PAol/Aol, and the PAol
violation probability, at the cost of energy. Also, it
is impractical to implement infinite number of con-
nections in realistic scenarios, which also impairs
the EE. Therefore, in this section, we aim to find
the optimal number of connections that achieves
the best Aol performance and EE while avoiding
risky states. To obtain this, the EE-PAol ratio is
introduced [32], based on which the optimization
problem is formulated, and its properties are ana-
lyzed. Then the risk-aware connectivity scheme that
attends to both Aol and EE is proposed.

A. Problem Formulation

We first introduce EE to evaluate the transmission
efficiency of the multi-connectivity scheme, which
is defined as the ratio of effective transmission rate
and the total power consumption, given by L]S%EK]).
As stated in subsection II-C, equal power allocation
between multiple links is assumed. Hence, the total
transmit power Fy, is the sum of the transmit
power F, of K connections, given by Py = KF,
where the cost of the deployment of multiple con-
nections is neglected [8]. To facilitate the analysis
of the multi-connectivity scheme, we focus on PAol
performance in this section, while the average Aol is
closely related to the average PAol and therefore is
not analyzed here [39]]. Therefore, we introduce the
EE-PAol ratio to improve the Aol-energy tradeoff,
given by 7 = L(—x) following [32]. In order to

- MKARP ,
optimize the average PAol and EE simultaneously



while avoiding risky states, the problem can be
formulated as

P1:

L(1 —ex)?
U T MERE + M+ M(1— )
(17)

S.t. (Cl) : Kpt S Pma)n
(02) : PI‘[A > C] S Prmax;
(03) K e N+,

where (C'1) and (C2) constraint the maximum al-
lowable total transmit power P, and PAol viola-
tion probability Pry,.x, respectively. (C'3) addresses
that the number of connections belongs to the pos-
itive integer set N .

Based on (17), it is concluded that the energy-
efficient connectivity scheme for Aol-oriented sys-
tems is obtained by maximizing the EE-PAol ratio.
A higher EE-PAol ratio indicates the better ability to
maintain the low average PAol and high EE. Based
on this, the condition that the multi-connectivity
scheme is Aol-optimal and energy-efficient is an-
alyzed, as shown in Proposition 2.

Proposition 2 In the case of low average SNR,
the multi-connectivity scheme with MRC is more
energy efficient in Aol-oriented systems. As average
SNR # increases to 7y, = 2eft — 2, the single-
connectivity scheme is preferable in terms of the
EE-PAolI ratio.

Proof: First, we introduce the EE-PAol gain
of the multi-connectivity scheme compared to the

smgle connectivity scheme, denoted by G,
(M) (1 €K>+M<1 ex)

Particularly, we have G, ~

KM (= )+ KM(1-9)
% at high arrival rate, and G, > 1

indicates that the multi-connectivity scheme is better
in terms of PAol and EE. Without loss of generality,
we prove (1 —éx)?(2 —€) > K(1 —€)*(2 — ék) in
the following, which is the most difficult to achieve
when K equals 2. In the case of K = 2, we have
E=14+¢Y(w) —wsy) and & = 1+ ¢(27 + @) (wy —
wz)+0.5(wy +ws). Then we unveil the condition that
((]5(2’_}/ + W) (wl — wg) + 0.5((,01 + wg))2(1 — qﬁ(wl —
wa)) > 2677 (w1 — w2)*(1 = ¢(27 + @) (w1 — wa) —
0.5(w; + wy)) based on the analysis in Subsection
II-D. Along with the first-order of Taylor expansion
e = 1 — x, we obtain that when 7 < 2eft — 2,
G, > 1 holds, and vice versa. [ |

Proposition 2 implies that with the higher average
SNR, the optimal number of connections is smaller
and converges gradually at high SNR. This is due to
that the multi-connectivity scheme is more effective
in improving reliability when the average SNR is
low. While in the case of high average SNR, the
multi-connectivity scheme consumes more energy,
but has the limited PAol performance gain, resulting
in a low EE-PAol ratio.

B. Risk-Aware, Aol-Optimal and Energy-Efficient
Connectivity Scheme

Since P1 is an integer programming problem,
we first relax the integer constraint in (C'3) into
continuous space, and then the optimal number of
connections are obtained by rounding. Then we
analyze the property of the objective function, as
shown in Proposition 3.

Proposition 3 When the number of connections is
larger than 2, maximizing the formulated EE-PAol
ratio can be regarded as a CLFP with respect to the
number of connections.

Proof: The formulated EE-PAol ratio can be
expressed as 7 = (UI(<I)<]\)/[LP’ where v(K) = %
and g(K) = Ag. In the following, we prove
that v(K) is regarded as a concave function and
g(K) is a linear function to ensure that maxi-
mizing EE-PAol ratio is a CLFP. By relaxing the
number of connections into the continuous space,
the second-order derivative of v(K) is given by
O~ _PUR 4 2K20% 4 2K — 2Ké.

K2 K2 oK
Based on (5), the second-order derivative of the
average BLEP in relation to the number of connec-

tions is given by %}ggl Jo (v, K)e “Te()dy,
where T(y, K) = 2 (0n );ﬁo(i{))) il )). Also,
Yo(K) = —0578 + 5L and ¢y (K) =

Yoo e K)2 are the first and second derivatives of
the Gamma function with respect to the number of
connections, respectively. For the case of K > 2,
1o(K) > 0 and the gap between 13 (K) and 1 (K)
is sufficiently small. Also, with a large number of
connections, y(K) = (K — 1)! is large and hence
Y (v, K) results in a small value. By adopting the
similar method, the fisrt and second derivatives of
BLEP can be regarded as negligible compared to
the term of 2K — 2Kéy, resulting in %;gg > 0.
The monotonicity of the average PAol with respect
to the number of connections has been proved in
Corollary 1, which completes the proof. |




Based on Proposition 3, P1 can be solved by
using Dinkelbach’s algorithm [40], [41]. Then the
optimal number of connections that balances PAol
performance and EE, namely the risk-aware, Aol-
optimal and energy-efficient connectivity scheme, is
provided in Lemma 1.

Lemma 1 The optimal number of connections
that maximizes the EE-PAol ratio while avoiding
risky states is given by K, = arg maxn, where

Ke(1,2,K%)

K" = max {H(\)}, (18)

arg
Ke[KmianmaX]
can be solved efficiently by the interior point al-
gorith{% )[42] with H(A) = v(K) — A\g(K) and
A= 2253

Prg(;](‘: It is concluded from (C'1) that the max-
imum allowable number of connections is given
by Kmax = Pmx. Also, the minimum allowable
number of connections can be obtained as Ko =
max{3,& (1 — ;?213\4“‘315)} based on (C2) and the
analyzed CLFP condition in Proposition 3. Then,
P1 can be viewed as a CLFP in its feasible re-
gion. Hence, the solution of P1, i.e., K*, can be
obtained by using Dinkelbach’s algorithm [41] in
[ K miny Kmax|- Then we compare K* with the case
of K =1 and K = 2 in terms of EE-PAol ratio,
which yields the optimal number of connections in
Lemma 1. |

Note that the case of Ky, = 1 is also included
in the proposed connectivity scheme. Proposition
2 and Lemma 1 indicate that the optimal number
of connections is SNR-dependent and affected by
the maximum allowable transmit power and viola-
tion probability. With a larger maximum allowable
transmit power and violation probability, a wider
feasible range for the number of connections is
obtained. Then, a larger transmit power leads to a
lower optimal number of connections.

V. SIMULATION RESULTS

In this section, we validate the derived aver-
age Aol/PAol and PAol violation probability via
Monte Carlo simulations, where 100,000 packets
are generated with Poisson distribution. We also
evaluate the proposed risk-aware, Aol-optimal and
energy-efficient connectivity scheme in WNCSs. In
this paper, we consider the load frequency control
system in smart grid as a case study for the WNCS,
where the frequency deviation is monitored and
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controlled to be minimal [43]. The grid may be
unstable if the frequency deviation violates a given
threshold. The parameter setting is given in Table II
[12], [43].

TABLE II
PARAMETER SETTING

Parameter Value

System matrix A= 17 0.67
0.67 0.37

Control matrix B =[0.67,0.37] "

Process noise variance Rw =1le—61

Symbol duration Ts = 0.005 ms

Number of packets 100000

Maximum transmit power Prax = 50 dBm

Maximum violation probability Primax = 0.1%

PAolI threshold ¢ =8ms

Arrival rate
Information bits and blocklength L = 160, m = 100 ch.use

A = 1 packets/ms

A. Aol Distribution

In Fig. 3] the impact of the transmit power of each
connection on the average Aol and PAol with differ-
ent number of connections is shown. As expected,
as the number of connections and transmit power
increase, the average Aol and PAol are monotoni-
cally decreasing, thanks to the higher transmission
reliability. Also, it is shown that the reduction of the
average Aol/PAol is significant with low transmit
power and small number of connections. This is
due to that with a larger number of connections
and higher transmit power, the reliability gain is
limited and hence the average Aol/PAol reduction
is insignificant. Furthermore, it is shown that the
average PAol and Aol have similar trends. Hence,
we focus on the PAol performance in the following
simulations.

In Fig. @] the PDF and CDF of PAol are pre-
sented, with the transmit power F, = 35 dBm and
the number of connections K = 4. It is shown that
the derived PDF and CDF of PAol in (14) and (15)
match the simulation results accurately. As stated
in Theorem 4, the PDF of PAol is zero when the
instantaneous PAol is smaller than 20/, and is an ex-
ponential function of PAol when the instantaneous
PAol is larger than 20/. This demonstrates that the
PAol violation probability is a negative exponential
function of PAol threshold.
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Fig. [§ illustrates the impact of PAol threshold
and number of connections on the PAol violation
probability. It is shown that the PAol violation
probability can be significantly reduced by using the
multi-connectivity scheme, especially with a large
PAol threshold and small number of connections.
This is due to that with a larger PAol threshold,
the PAol violation probability is more sensitive to
the average BLEP, as shown in (16). This also
verifies that increasing the number of connections
is not always effective, as the reliability gain from
multiple connections is limited. Specifically, Fig. 5
shows that the PAol violation probability with a dual
connection can be reduced by up to 5-fold with the
PAol threshold of 3 ms, compared to the single-
connectivity scheme.

B. Age-Energy Tradeoff

Fig. [6] shows the impact of the number of con-
nections on the average PAol and total energy con-
sumption with different transmit powers, indicating
the tradeoff between PAol and energy. This moti-
vates us to find the optimal number of connections
that ensures both PAol and EE performance. It is
concluded that with low transmit power, adopting
the multi-connectivity scheme is able to reduce
the average PAol significantly. Also, it is shown
that the average PAol decreases monotonically as
the number of connections increases, and gradually
converges at a large number of connections. This
is due to that with a large number of connections,
there is a limited improvement in reliability as
the number of connections increases, leading to a
limited reduction in PAol violation probability. In
particular, with the arrival rate A = 1 packets/ms,
block length m = 100 c.u. and symbol duration
T, = 0.005 ms, the minimum average PAol is
+ 4 2M = 2 ms, as provided in Corollary 1.

In Fig. [/| the tradeoff between the average PAol
and EE is shown, where the coding rate is fixed and
the transmit power varies from 28 dBm to 40 dBm.
As the transmit power increases, the average PAol is
monotonically decreasing, while the EE increases at
first and then decreases with high transmit powers.
This is due to that, the reliability gain is limited and
the energy consumption is high with high transmit
powers, resulting in low EE. Also, the results show
that with a given EE, the multi-connectivity scheme
achieves a lower average PAol, indicating the better
Aol-energy tradeoff performance.
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C. Risk-Aware, Aol-Optimal and Energy-Efficient
Connectivity Scheme

In Fig. [8] the impact of the number of connections
on the EE-PAol ratio is shown. It is shown that
there exists an optimal number of connections that
maximizes the EE-PAol ratio, as proved in Propo-
sition 2. This is due to that with a large number
of connections, the EE is low and the increment
of the PAol performance gain is limited. Also,
the optimal number of connections is lower when
the transmit power is higher, thanks to the higher
transmission reliability, as stated in Proposition 2.
Then we consider the load frequency control system
in smart grid as a case study for the WNCS.

Fig. 0] shows the plant state (i.e., frequency de-
viation) with the optimized number of connections
under transmit power P, = 35 dBm, where the
PAol violation probability is limited to less 0.1%
with the PAol threshold of 8 ms. It is shown that
with the optimized number of connections, the state

1 2 3 4 5 6 7 8 9 10
Number of Connections

Fig. 8. EE-PAol ratio vs. number of connections with different
transmit power.
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Fig. 9. Plant state in the WNCS (i.e., frequency deviation in smart
grid) with the optimized number of connections and transmit power
P, =35 dBm.

violation probability is 0.047%. This demonstrates
the effectiveness of our proposed risk-aware con-
nectivity scheme, which can avoid risky plant states
by limiting the PAol violation probability.

Fig. [I0] shows that the proposed Aol-optimal
and energy-efficient connectivity scheme achieves
a higher EE-PAol ratio, especially with the low
transmit powers. For example, with the transmit
power of F; = 32 dBm, the proposed connectivity
scheme achieves a 15-fold improvement of EE-PAol
ratio, compared to the single-connectivity scheme.

Fig. [I1] shows the impact of transmit power on
the optimal number of connections. It is concluded
that the optimal number of connections is decreasing
with respect to the transmit power. Also, the derived
threshold that depends on the coding rate, charac-
terizes the superior region of the energy-efficient
scheme for Aol-oriented systems accurately, as
demonstrated in Proposition 2.
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VI. CONCLUSION

In this paper, we have investigated the Aol and
EE performances of the multi-connectivity short-
packet WNCS with transmission diversity. We have
conducted a comprehensive analysis of both the
average Aol/PAol and the distribution of PAol for
timely transmission and reliable control. To address
the trade-off between risk, freshness and energy effi-
ciency, we have proposed a risk-aware, Aol-optimal
and energy-efficient connectivity scheme to find the
optimal number of connections that maximizes the
EE-PAol ratio while avoiding risky states. Partic-
ularly, we have proved that the multi-connectivity
scheme can achieve a higher EE-PAol with a low
average SNR, compared to the single-connectivity
scheme. In particular, the SNR threshold for con-
nectivity mode switching has been derived in closed
form. Simulation results have demonstrated that the
proposed connectivity scheme is able to avoid risky
states and achieve a 15-fold improvement of EE-
PAol ratio at low average SNR, compared with
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the single-connectivity system. In the future, we
will consider a more practical WNCS with two-way
imperfect links and investigate the joint optimization
of coding rate, power allocation and link selection.
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APPENDIX A
PROOF OF THEOREM 1

Fig. 2 indicates that the inter-departure time YR
is composed of the service time S™R and the waiting
time W™R, Since the arriving packets follow the
Poisson distribution with the average rate A, the
expectation of the waiting time W™R is provided
as E[W™R] = + [15]. By considering the average
BLEP &, the expectation of the inter-departure time
is given by

E[YNY) = (1—&) M+&E[M+WN YN (17)

which is obtained by using a recursive method and
can be expressed as
T+ M

1—éex’

B[y — (18)



Substituting E[Y™R] and S™ = M into (2) yields
the average PAol in (8). Based on the independence
among W™R, M and Y™R, we have [15]]

M+ 3)2(1 + &) 1
gy = 5 . (20
L (-7 @ 2i-a) Y
Then, substituting E[Y™Y] and E[Y™*?] into (3)
yields the average Aol in (9).

APPENDIX B
PROOF OF THEOREM 2

Based on the assumption of ARQ retransmission,
the expectation of service time can be obtained as
E[SARQ] = AL Similar to the analysis in Appendix
A, the expectation of waiting time is given by
E[WARQ] = 1 [15]. By considering the average
BLEP € and ARQ retransmission, the average inter-
depature time is obtained as

E[YAR) = (1 —€)(1/A+ M) + &(M + E[Y**?])

(19)
which leads to E[YARQ] = 1 4+ A Substituting
E[YARQ] and E[S2RQ] into (2) yields the average
PAol in (10). Then we have

ARQZ _ 1 _ o [ 2 2 2M
E[Y*RQ®] =(1 e)(AQ—&-M—&- :

+e <M2 +E[YAR?) 4 2MIE[YARQ]) :

(18)

which can be further simplified as

2(1 —€x) + N2+ M2+ 2\M(1 —¢)

2
E[YARYT] = 3
QMEK(l — € + )\M)
A1 — k) '

(19)
Then, substituting E[YARQ] and E[Y*R??) into (3)
yields the average Aol in (11).
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