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Abstract

Federated learning (FL) enables multiple participants to train
a global machine learning model without sharing their pri-
vate training data. Peer-to-peer (P2P) FL advances existing
centralized FL paradigms by eliminating the server that ag-
gregates local models from participants and then updates the
global model. However, P2P FL is vulnerable to (i) honest-
but-curious participants whose objective is to infer private
training data of other participants, and (ii) Byzantine partic-
ipants who can transmit arbitrarily manipulated local models
to corrupt the learning process. P2P FL schemes that simulta-
neously guarantee Byzantine resilience and preserve privacy
have been less studied. In this paper, we develop Brave,
a protocol that ensures Byzantine Resilience And priVacy-
prEserving property for P2P FL in the presence of both types
of adversaries. We show that Brave preserves privacy by
establishing that any honest-but-curious adversary cannot in-
fer other participants’ private data by observing their models.
We further prove that Brave is Byzantine-resilient, which
guarantees that all benign participants converge to an iden-
tical model that deviates from a global model trained with-
out Byzantine adversaries by a bounded distance. We evalu-
ate Brave against three state-of-the-art adversaries on a P2P
FL for image classification tasks on benchmark datasets CI-
FAR10 and MNIST. Our results show that the global model
learned with Brave in the presence of adversaries achieves
comparable classification accuracy to a global model trained
in the absence of any adversary.

1 Introduction

Federated learning (FL) (McMahan et al. 2017; Konecny
et al. 2016) allows multiple participants to collaboratively
train a global model while avoiding sharing their private data.
In a classic centralized FL paradigm, a central server coordi-
nates the training process among the distributed participants
and aggregates their local models. However, centralized FL.
is not viable when the server is subject to faults or becomes
untrustworthy and/or unavailable (Lalitha et al. 2019).

To address the high dependence on the reliability of the
server in centralized FL, Peer-to-Peer (P2P) federated learn-
ing has been proposed in (Lalitha et al. 2019; Roy et al.
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2019). In P2P FL, the global model is updated by leverag-
ing information exchange between individual participants,
thereby eliminating the need for a central server. The P2P
paradigm presents two significant advantages. First, it elim-
inates the potential vulnerabilities associated with a single
point of failure. Second, it can be deployed for decentralized
applications such as vehicle-to-vehicle networks (Chen et al.
2021) and Internet-of-Things (Savazzi, Nicoli, and Rampa
2020).

Due to the absence of central coordination in the P2P set-
ting, the behaviors of participants are unpredictable and un-
controllable. An unauthorized agent can participate in P2P
FL aiming to obtain sensitive data and/ or disrupt the training
process. Since local models are shared among participants,
honest-but-curious participants may be able to infer private
training data by launching a membership inference attack
(Nasr, Shokri, and Houmansadr 2019). Therefore, it is cru-
cial to implement privacy-preserving techniques such as se-
cure Multi-Party Computation (MPC) (Yao 1982) for model
aggregation in P2P settings. Besides honest-but-curious par-
ticipants, Byzantine participants can send inconsistent mod-
els to different participants in P2P networks, inject biased
models, or even withhold its updates (Tolpegin et al. 2020;
Xie, Koyejo, and Gupta 2019; Fang et al. 2020). As a conse-
quence, Byzantine participants can degrade the global model
or even cause the FL to fail. Therefore, Byzantine-resilient
model aggregation rules are needed to defend against Byzan-
tine attacks in P2P FL.

The current Byzantine-resilient model aggregation rules
(Blanchard et al. 2017; Yin et al. 2018; Li et al. 2019),
however, are not readily compatible with privacy-preserving
techniques such as MPC. These model aggregation rules
(Blanchard et al. 2017; Yin et al. 2018; Li et al. 2019) elim-
inate the compromised models from adversaries by disclos-
ing each individual participant’s information. Consequently,
the honest-but-curious adversaries can infer private training
data owned by the other participants, leveraging such infor-
mation disclosure. At present, however, P2P FL schemes
that simultaneously guarantee Byzantine resilience and pre-
serve privacy have been less investigated.

In this paper, we design a P2P FL scheme that
achieves Byzantine resilience while preserving privacy.
We consider the presence of both honest-but-curious
and Byzantine participants, and define three properties:
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information-theoretic privacy, e-convergence, and agree-
ment. Information-theoretic privacy ensures that no informa-
tion about the participants’ local models is leaked during
the training process, e-convergence implies that the distance
between global models learned with and without Byzantine
participants is at most €, and agreement indicates the global
model of all benign participants are identical. We guaran-
tee information-theoretic privacy by first letting each partic-
ipant make a commitment of its local model, which will be
‘locked’ and thus not editable in the future. We then utilize
MPC technique to compare and sort the participants’ local
models without disclosing their true values. Each participant
then invokes a trimming scheme to exclude the largest and
smallest f local models when updating the global model,
where f is the maximum number of Byzantine participants.
The main contributions of our paper are summarized as fol-
lows.

* We propose Brave, a Byzantine Resilience And
priVacy-prEserving protocol for P2P FL. We prove that
Brave ensures the local model of each participant to be
information-theoretically private during the learning pro-
cess.

* We design a privacy-preserving trimming scheme to en-
sure e-convergence in the presence of Byzantine adver-
saries. We further leverage distributed consensus to en-
sure agreement. We theoretically prove that Brave is
resilient to Byzantine participants given N > 3f + 2,
where N is the total number of participants.

* We evaluate Brave against three state-of-the-art adver-
saries on two image classification tasks. Our results show
that Brave guarantees e-convergence if N > 3f + 2
holds. Furthermore, the global model trained using P2P
FL that implements Brave achieves comparable classifi-
cation accuracy to a global model learned in the absence
of any adversary.

The rest of the paper is organized as follows. We present
the literature review in Section 2. In Section 3, we present
the system model and problem formulation. Section 4 de-
scribes Brave, a multi-stage protocol in P2P FL that is
information-theoretic privacy and Byzantine resilience. Sec-
tion 5 shows empirical results of Brave for image classifi-
cation tasks on benchmark datasets including CIFAR10 and
MNIST. Section 6 concludes this paper and discusses future
work.

2 Related Work

In this section, we first review Byzantine-resilient and
privacy-preserving solutions developed for centralized FL.
We then present P2P FL schemes that guarantee Byzantine
resilience and/ or preserve privacy.

Solutions in Centralized Federated Learning: To preserve
privacy in FL, differential privacy (DP) (Dwork 2008) based
mechanisms were widely used to protect model parameters
(Truex et al. 2019; Wei et al. 2020). However, (Hitaj, Ate-
niese, and Perez-Cruz 2017) pointed out that DP is not ad-
equate for safeguarding privacy in collaborative machine
learning. Additionally, DP factors could result in reduction

of model accuracy (Bagdasaryan, Poursaeed, and Shmatikov
2019). An alternative secure multi-party computation (MPC)
(Yao 1982) based approach was adopted in (Bonawitz et al.
2017), which presented a model aggregation method for FL.
using a pairwise mask to cloak the local model. In (Mugun-
than et al. 2019), DP and MPC were simultaneously applied
to further strengthen the privacy-preserving property.

Multiple Byzantine-resilient model aggregation rules
were proposed to address the presence of Byzantine adver-
saries in FL. Multi-Krum (Blanchard et al. 2017) updated
the global model by selecting the gradient that minimizes
the sum of squared distances to its N — f closest gradi-
ents. Similarly, (Yin et al. 2018) proposed two coordinate-
wise model aggregation rules, trimmed mean and median.
In trimmed mean (resp. median), the server sorted the value
of each model, removed the largest and smallest f values,
and then computed the mean (resp. median) of the remain-
ing values for the global model update.

To simultaneously preserve privacy and guarantee Byzan-
tine resilience, DP and Byzantine-resilient model aggrega-
tion techniques were adopted in (Ma et al. 2022b,a). The au-
thors of (He, Karimireddy, and Jaggi 2020; Liu et al. 2021)
implemented Multi-Krum on two non-colluding honest-but-
curious servers for secure aggregation, and applied private
calculation to ensure privacy. It is worth noting that (Liu et al.
2021) implemented median as the Byzantine-resilience ag-
gregation rule, where local models from all participants were
sorted using MPC. In (Velicheti, Xia, and Koyejo 2021), a
clustered FL framework that randomly clusters clients be-
fore filtering malicious updates was proposed, which cryp-
tographically preserved the local model privacy and was
robust to Byzantine adversaries. A very recent work (Mo-
hamad et al. 2023) discussed the potential challenges in se-
cure aggregation based on cryptographic schemes for FL.

Solutions in P2P Federated Learning: There are two main
categories in realizing P2P FL. The first category adopted
a fully decentralized framework where no coordinator ex-
isted. In (Lalitha et al. 2019), the participants aggregated
data and updated their model by observing their one-hop
neighbors. In (Roy et al. 2019), the participant who intended
to renew its local model actively initiated an update by re-
questing the latest model from other participants. Another
category leveraged blockchain (Li et al. 2021; Ramanan
and Nakayama 2020; Chen et al. 2021; Shayan et al. 2021)
or distributed consensus algorithms (Che et al. 2021; Han
et al. 2022) to synchronize the FL process and coordinate
the model aggregation. For example, (Chen et al. 2021) pro-
posed a blockchain-based P2P FL, where the public veri-
fiable secret sharing (PVSS) scheme was implemented to
preserve privacy. In (Li et al. 2021), blockchain was used
for global model storage and the local model update ex-
change, and a committee consensus mechanism was pro-
posed to reduce the amount of consensus computing. In (Ra-
manan and Nakayama 2020), smart contract was applied to
coordinate the round delineation, model aggregation, and
update tasks in FL. In (Che et al. 2021; Han et al. 2022),
two distributed consensus algorithms, PBFT (Castro and
Liskov 1999) and Hotstuff (Yin et al. 2019), were applied
to coordinate the FL training process, and Multi-Krum was



implemented to enable Byzantine-resilience model aggre-
gation. However, these solutions did not consider privacy-
preserving and Byzantine resilience simultaneously.
Currently, Byzantine-resilient and privacy-preserving P2P
FL has been less studied. The authors of (Shayan et al. 2021)
simultaneously considered privacy-preserving property and
Byzantine resilience in P2P FL. Blockchain and PVSS were
used in (Shayan et al. 2021) to ensure differential privacy,
whereas Multi-Krum was applied to defend against Byzan-
tine clients. The approach in (Shayan et al. 2021) may inherit
the performance degradation with respect to DP factors (Hi-
taj, Ateniese, and Perez-Cruz 2017). Different from (Shayan
etal. 2021), Brave is information-theoretically private. We
further demonstrate that Brave does not degrade the per-
formance of global model trained by P2P FL. Therefore, the
present paper is complementary to (Shayan et al. 2021).

3 System Model and Problem Formulation

System Model. We consider a P2P FL (Lalitha et al. 2019;
Roy et al. 2019) consisting of a set of participants P =
{P1, ..., Px} who aim to learn a global model w. Each par-
ticipant P; owns a certain amount of private data D;. At iter-
ation ¢ of P2P FL, each participant P; updates its local model
w; () using gradient descent as

wi(t +1) = w(t) = ngi(t), (1)
where ¢;(t) = %&'J)(t)) is the gradient, £(D;; w(t)) is the

loss function of P;, and 7 is the learning rate. Participant P;
then receives local models w; (¢ + 1) from other participants
j # i, and updates the global model as

N
w(t—l—l):%zuu(t—i-l). )
=1

Such a procedure repeats until a stopping criterion is met.
Threat Model. We consider a P2P FL framework where
both passive and Byzantine adversaries exist and potentially
overlap, with the remaining participants identified as benign.
The adversaries are assumed to have full access to the mes-
sages they receive but are incapable of eavesdropping or in-
tercepting the communications of others. Furthermore, these
adversaries have limited computational capability to solve
the discrete logarithms problem (McCurley 1990). This as-
sumption is the foundation for the security of numerous pub-
lic key systems and protocols (Lee and Chang 1998; Joux,
Odlyzko, and Pierrot 2014). Specifically, Passive adver-
saries (Nasr, Shokri, and Houmansadr 2019) follow the pro-
cedure of P2P FL but aim to obtain the local models from the
other participants, thereby extrapolating private training data
by launching MIA (Nasr, Shokri, and Houmansadr 2019) on
these local models. Byzantine adversaries aim at compro-
mising the learning performance of P2P FL by biasing the
local models of other participants. In pursuit of their objec-
tives, the Byzantine adversaries can create compromised lo-
cal models, and send different local models to different par-
ticipants or just remain silent in the communication process.
Problem Formulation. Our aim of this paper is to de-
velop a protocol such that the P2P FL guarantees both
information-theoretic privacy and Byzantine resilience, de-

fined as below.

Definition 1 (Information-Theoretic Privacy). A benign par-
ticipant P;’s local model w; is information-theoretically pri-
vate if its local model w; cannot be revealed by a passive
adversary by observing the message sent by P;.

Definition 2 (Byzantine Resilience). A P2P FL scheme
is Byzantine-resilient if the following properties hold: 1)
e-Convergence: There exists € > 0 such that || w(T) —
w(T)*|| < e holds with probability at least ¢, where w(T)*
is the global model obtained using Egn. (1) and (2) with-
out Byzantine adversaries, and T is the iteration index when
P2P FL terminates. 2) Agreement: The global model w(t)
of all benign participants is identical for each iteration t.

Remark. Ensuring information-theoretic privacy and
Byzantine resilience implies the protocol is resilient to both
passive adversaries and Byzantine adversaries.

4 Design of Brave

We designed Brave, a multi-stage protocol in P2P FL
that comprises four stages: Commitment, Privacy-preserving
Comparison, Sorting & Trimming, and Aggregation &
Verification. The proposed protocol is proven to achieve
information-theoretic privacy and Byzantine resilience if
N >3f+2.
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Figure 1: This figure shows the overall workflow of Brave.

To defend against Byzantine adversaries who might in-
put differing models at various stages, Brave starts with
a commitment stage (@) after participants update their lo-
cal models in each iteration. Following this, Brave enters a
privacy-preserving comparison stage (@), which enables the
sorting of local models without revealing any information
about their true values. Brave then incorporate trimmed
mean (Yin et al. 2018) in the sorting & trimming stage (®)
to remove the outliers possibly introduced by Byzantine ad-
versaries. In the last aggregation & verification stage (@),
MPC (Bonawitz et al. 2017) is performed to aggregate mod-
els while preserving privacy. This stage also verifies the con-
sistency of the aggregated model with the commitment. Fig.
2 illustrates the schematic message flow of Brave when ap-
plied to a P2P FL with six participants.

Notations. We use Z, to denote the set of non-negative
integers that are no larger than g. We denote Z" as the set of
m-dimensional vectors with each entry taking values from
Zg. We denote set {1, ..., m} as [m].
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Ps} and illustrates the schematic message flow of Brave.

In this example, Ps is a Byzantine adversary. In Stage 1, all participants broadcast their commitments of local models to BFT
broadcast module. In Stage 2, the participants first exchange messages among themselves using the point-to-point communica-
tion network. After that, they send a set of relationships among local models to BFT broadcast. In Stage 3, the participant sorts
the local models along each coordinate after receiving the pairwise comparison results. It then trims the largest and smallest f
values in each coordinate. In Stage 4, MPC is is performed to aggregate models while preserving privacy.

Stage 1: Commitment

In what follows, we introduce the Commitment stage of
Brave. In this stage, each P; first updates its local model w;
using Eqn. (1). Then, a one-to-one strictly monotonic map-
ping is performed to map floating point representation of w;
to Zg with ¢ being a large number, and therefore, w; € ZZZ”.
If not specified, we assume all w; € Z;” when the context is
clear. The protocol then generates a private random helper
ri” € Zg'. Given local model w; and random helper r}",
P; next generates a commitment of w; as W; = C(w;, r?),
where C represents the commitment operation (we defer the
detailed introduction on commitment later). We say that w;
w.r.t. W; is the claimed local model of W;. Note that for a
benign participant, w; is exactly the local model, but for a
Byzantine participant, the claim of W/; may not be equal to
its local model. The commitment V; is then broadcast to all
other participants using BFT broadcast. The details of the
BFT broadcast can be found in Appendix A.

Brave utilizes the Pedersen commitment scheme for C,
defined as follows.

Definition 3 (Pedersen Commitment Scheme (Pedersen
1992)). Let G denote a group of prime order q, such that
the discrete logarithm problem in this group is infeasible.
Let g and h denote independent generators of G4 that are
known to all participants. The commitment W; of local
model w; € Zq is generated as

Clwi,ri’) = g h'"
where exponents and multiplication are coordinate-wise.

The Pedersen commitment in Eqn. (3) provides our pro-
tocol with the following properties. First, the commitment
W; does not reveal any information about the local model
w;, and thus w; is information-theoretically hiding (Peder-
sen 1992). Second, the commitment is computationally bind-
ing in the sense that one cannot solve for a local model w/

3)

such that C(w;, ) = C(w}, ") to open the commitment
if it is unable to solve discrete logarithm problems. Finally,
the commitments obtained using Eqn. (3) are additively ho-

momorphic, i.e.,
Clwr,r{")C (w2, 13) “4)

These properties are summarized in the following lemma 1.

= C(wy + wa, 1y +71y).

Lemma 1 ((Pedersen 1992)). The commitment procedure in
Definition 3 is computationally binding and additively homo-
morphic. Furthermore, it ensures that the local model w; is
information-theoretically hiding.

In our design, the commitment scheme “locks” the initial
input and prevents an adversary node from modifying it in
later steps. We prove that the proposed commitment allows
us to achieve the information-theoretic privacy and Byzan-
tine resilience of Brave in the Appendix. For a compre-
hensive understanding, detailed pseudocode of this stage is
provided in Algorithm 1 in Appendix A.

Stage 2: Privacy-Preserving Comparison

In this stage, each P; conducts a privacy-preserving com-
parison, which coordinate-wise compares its model with all
other participants. To preserve the privacy of the true values
in the local model, the comparison is achieved by sharing a
masked value obtained by adding a random number to the
true value, then canceling it during pairwise comparison.
Specifically, P; generates two random vectors v;;, r;; €
Zq" associated with each P;. It then calculates a masked
local model of P; with respect to P; as ¢;; = w; + vy,
and sums two random helpers as r“’*” i’ + ri; for the
purpose of authentication. After that it computes the com-
mitment of v;;, denoted as V;;, using Eqn. (3) and random
helper r};, and sends c;;, 7’;-;“’, as well as V;; to P;. In

this communication, there are also some random vectors szlj,



sl 52
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randomness in the next stage. After receiving the message
from P;, P; leverages the additively homomorphic property
of commitment (Lemma 1) to verify the authenticity of P;’s
masked local model c;; using

W; - Vji = Cleji, i), (5)
where W; is the commitment generated by P; in Stage 1.
If Eqn. (5) holds for every coordinate of c¢;;, P; calculates
d;j = v;j+cj; and rd =7y +rw+” It then sends a message

mi; = [dij, r”,VU,V”] to all other participants except F;.
As shown in Fig. 2, we do not use BFT broadcast here, since
P; can never know d;; — if it knows, it can calculate v;;,

and then get P;’s local model w; = ¢j; — vj;.

After exchanging messages with all other participants,
each P; now coordinate-wise compares the local models
of any other two participants denoted as w, and w, with
q,p # i. P; first check if V,q or Vg, from P, and P, are
the same, If they are not the same, then at least one of P,
and P, is malicious. The participant then verifies whether
the following two relations

{ dpg = Upg + Cgp = Upg + Vgp + Wq ©6)
ap = Vgp T Cpq = Vgp + Vpq + Wp

hold true or not by calculating the commitment of d,, and
dgp Via Vpg, Vyp, W, and W, Note that vy, 4 vgp is a com-
mon term in Eqn. (6). Therefore, if Eqn. (6) holds for all
coordinates, then P; can obtain a coordinate-wise relation-
ship > between w’; and w’qC for each coordinate k, where
<€ {<,>}. We assume ties are broken arbitrarily, so that
an equality relationship does not occur. Finally, P; broad-
casts the relationship of each P, and P, along each coordi-
nate k to all participants using BFT broadcast. Please refer
to Algorithm 2 in Appendix A for detailed information.

Stage 3: Sorting & Trimming

The Sorting & Trimming stage starts after the relationships
are broadcast. In this stage, P; first counts the relationships
it received from BFT broadcast. If a relationship w} >4 w
appears more than 2f times, it is accepted by P;. Then in
each coordinate k, P; sorts {w;g : P; € P\ P;} coordinate-
wise in ascending order based on the accepted relationships
as SF := wk < ... < wF. We denote the length of SF as
NZ-’C < N, where the equality holds when all local models
of the participants can be sorted in S¥ using R,,,. After sort-
ing, P, trims the lowest f and highest f values in each S¥.
We denote the remaining participants in the trimmed S¥ as
contributors of coordinate k, denoted as (Cf C P. Detailed
protocol can be found in Algorithm 3 in Appendix A.

Stage 4: Aggregation & Verification

Given the contributors from Stage 3, the last stage, Aggrega-
tion and Verification, sums the local models of contributors
and updates a global model. Specifically, each P; calculates

a cloaked local model w; within each coordinate & as follows

u?f:: wf— E afj—i— E a

jECk, JECk,

where C*; C CF (resp. C%; C CF) is the set of contributors
whose local models are lower (resp. greater) than w? in k-th
coordinate, 3 is a commonly known large prime number, and
a;j is an agreed randomness between P; and P;. A similar
calculation will be performed to obtain the summation of the
cloaked random helpers for verification. Then P; sends the
cloaked w; and 7; with corresponding commitments .A; and
B; to all participants via BFT broadcast.

After receiving w; and 7; from the BFT broadcast, all
participants then sum the cloaked values and calculate the
global model w. Each participant then verifies if

@k, 7 H Wk 8)

P;eCk

mod £, (7)

holds in each coordinate. If Eqn. (8) holds, F; computes wk

as for each coordinate k. P; next projects w” to the

N’“ 2f
ﬂoating numbers, and completes one iteration of P2P FL.
The pseudocode is provided in Algorithm 4 in Appendix A.

We note that if Eqn. (8) does not hold, then P; can identify
the Byzantine adversaries thanks to the commitment scheme.

Specifically, for each contributor P; € Ck,if

ch, )y #wr 11 A I A" ©

Ph,ECIi Ph,G(Cii

then P; flags P; as a Byzantine adversary. We term this pro-
cedure as blame, and the detailed algorithm can be found in
Algorithm 5 in Appendix A.

Privacy and Resilience Guarantees of Brave

We present the information-theoretic privacy and Byzantine
resilience of Brave in Appendix B. Specifically, we lever-
age Lemma 1 of the Pedersen Commitment scheme to prove
information-theoretic privacy. To show the Byzantine re-
silience of Brave, we prove e-convergence and agreement,
respectively. We show that the global model obtained by
the benign participants deviates from the optimal one by a
bounded distance, i.e., satisfies e-convergence property. We
then prove agreement by showing that the relationship > ac-
cepted by benign participants preserves the correct ordering
of the claimed local models, then prove the global model of
all benign participants is the same using BFT broadcast.

S Experiments

We evaluate Brave against three state-of-the-art adversaries
using two image classification tasks. We demonstrate that
Brave ensures the models learned by P2P FL achieve com-
parable accuracy to global models trained in the absence of
any adversary, and hence resilient to the adversaries.

Experimental Setup

Datasets: We use two benchmark datasets: CIFARI0
(Krizhevsky 2009) and MNIST (LeCun, Cortes, and Burges



Table 1: This table presents the classification accuracy of the learned 2NN and CNN using a P2P FL with N = 10 and f = 2.
The second row of the table represents the scenario where the Byzantine adversaries send their true local models and do not
launch any attack. Rows 3-6 correspond to different threat models. We observe that Brave ensures the P2P FL to learn a global
model with near-optimal classification accuracy against all threat models, and hence is Byzantine-resilient.

w/o Brave Brave
Adversary Strategy
2NN+MNIST CNN+CIFAR10 2NN+MNIST CNN+CIFAR1O

No Attack 97.35% 63.94% 97.21% 63.55%
Label Flip 89.91% 52.15% 96.74% 60.91%
Sign Flip 11.35% 48.68% 97.02% 63.54%
Gaussian (o = 0.1) 92.02% 55.58% 96.92% 63.08%
Gaussian (o = 1) 53.01% 10.01% 97.12% 61.92%

Table 2: This table presents the accuracy of the 2NN model
trained by P2P FL with Brave involving N = 10, 15,20
participants. The number of Byzantine adversaries is set
as f/N = 20%. We observe that Brave ensures near-
optimal classification accuracy with different choices of N,
and Brave is insensitive to parameter /V.

Adv. Strategy N=10 N=15 N=20
No Attack 97.21% 97.54% 97.64%
Label Flip 96.74% 97.18% 97.50%
Sign Flip 97.02% 97.34% 97.51%

Gaussian (0 = 0.1) 96.92% 97.39% 97.42%
Gaussian (c =1)  97.12% 97.27% 97.59%

2010), for image classification tasks. CIFAR10 consists
of 50000 training and 10000 testing images, each of size
32 x 32. Each image within CIFAR10 belongs to one of ten
classes. There are 60000 training and 10000 testing images
in MNIST dataset. Each image is of size 28 x 28, and can
be classified to one out of ten classes.

Brave Setup: We implement Brave on two P2P FL with
different settings. In the first P2P FL, we let the participants
train a 2-hidden-layer model (2NN) using samples from the
MNIST dataset. In the second P2P FL, the participants learn
a Convolutional Neural Network (CNN) model using CI-
FAR10 dataset. In both P2P FL, the training images from CI-
FAR10 or MNIST dataset are independently and identically
distributed (i.i.d.) to the participants so that each participant
has |D;| = 2000 images within its private dataset. The partic-
ipants update their local models w;(t) using stochastic gra-
dient descent (SGD) algorithm with learning rate n = 0.01
(McMahan et al. 2017).

Baseline Setup: We present the effectiveness of Brave
by comparing with a baseline, P2P FL-naive. The baseline
implements the classic P2P FL as given in Eqn. (1) and (2).

Threat Models: We evaluate Brave against Byzantine ad-
versaries who adopt distinct strategies, detailed as below.

* No Attack: The adversaries does not initiate any attack
and behave as benign participants.
* Label Flip Attack (Tolpegin et al. 2020): Label flip at-

tack is a data poisoning attack. A Byzantine adversary
launches a label flip attack by training its local model us-

ing mislabeled data. As a consequence, a global model
that is corrupted by label flip attacks may misclassify the
input image, and hence exhibits low classification accu-
racy.

» Sign Flip Attack (Xie, Koyejo, and Gupta 2019): A
Byzantine adversary carries out a sign flip attack by first
flipping the sign of its local model and then sending it
to the other participants. As a consequence, the original
local model w; of a Byzantine adversary is manipulated
as —w;.

* Gaussian Attack (Fang et al. 2020): Gaussian attack is
essentially an instantiation of a model poisoning attack.
A Byzantine adversary manipulates its local model by
adding a zero-mean Gaussian noise y* ~ A(0,0?) to
w? (t) along each dimension k. Here o is the standard de-
viation that can be tuned by the Byzantine adversary. In
our experiments, we evaluate the scenarios where o are
chosen as 0.1 and 1.

The state-of-the-art white-box membership inference at-
tack (MIA) (Zhang et al. 2020) requires the passive adver-
saries to access the local models of other participants and the
architecture of the neural network. By our design of Brave,
the passive adversaries can only receive the masked local
models and commitments, whereas the local models are hid-
den. Therefore, the white-box MIA is infeasible for P2P FL
when Brave is implemented.

Evaluation Metric: We use classification accuracy over
the testing dataset as the evaluation metric. It captures the
fraction of input images sampled from the testing dataset
that can be correctly classified by using the learned model.

Experimental Results

In what follows, we demonstrate the effectiveness of
Brave.

Byzantine Resilience of Brave: We evaluate the classifi-
cation accuracy of the learned global models obtained by
P2P FL with N = 10 participants and f = 2 Byzantine
adversaries. In Table 1, we present the classification accu-
racy of the learned 2NN and CNN when the Byzantine ad-
versaries adopt different attack strategies. We observe that
if the Byzantine adversaries does not initiate any attack,
then Brave retains comparable accuracy compared with




classic P2P FL that does not implement Brave. Further-
more, Brave guarantees significantly higher accuracy of
the learned model once the Byzantine adversaries send com-
promised local models to the other participants, and thereby
is Byzantine-resilient.

e-convergence of Brave: We demonstrate e-convergence
of Brave in Fig. 3a-3c. We observe that if N > 3f + 2
holds, then Brave guarantees that the global model learned
in the presence of Byzantine adversaries remains e-close to
the global model learned when f = 0. We further notice
that the value of e increases with respect to the number
of Byzantine adversaries. The presence of more Byzantine
adversaries could introduce additional bias to the learned
global model, or even cause FL to fail (as shown in Fig. 3a
when f = 4).

Insensitivity to the Number of Participants N: We evalu-
ate the effectiveness of Brave when applying to P2P FL
of different scales, i.e., the number of participants is N =
{10,15,20}. In all three settings, we fix the ratio of Byzan-
tine participants as f/N = 20%. We find that the classifi-
cation accuracy increases with respect to the number of par-
ticipants N, given that f/N remains fixed. Such increment
of accuracy is because more training data is used as N in-
creases. Therefore, we believe that Brave is insensitive to
the scale of P2P FL. For P2P FL of different scales, Brave
guarantees their Byzantine resilience when N > 3f + 2
holds.

Sensitivity to the Ratio of Byzantine Adversaries f/N:
We evaluate the effectiveness of Brave when the ratio
of Byzantine adversaries f/N varies in Fig. 4a-4c. We
consider the 2NN learned using P2P FL with N = 10.
We observe that Brave can maintain high classification
accuracy (stay close to the orange curve with triangle
markers) when f satisfies N > 3f + 2 (the left-hand side
of the vertical red line). When P2P FL does not implement
Brave, a significant decrease in accuracy can be observed
from the blue curve even when N > 3f + 2 holds. Once
N > 3f + 2 is violated, the Byzantine resilience guarantee
provided by Brave decreases. However, P2P FL with
Brave implemented still outperforms P2P FL-naive which
does not adopt Brave.

6 Conclusion and Future Work

In this paper, we considered peer-to-peer federated learn-
ing in the presence of both passive and Byzantine adver-
saries. The passive adversaries aimed at inferring the other
participants’ private information during the training process,
whereas Byzantine adversaries could arbitrarily manipulate
the information it sent to disrupt the learning algorithm. We
developed a four-stage P2P FL protocol named Brave that
information-theoretically preserves privacy and is resilient
to malicious attacks caused by Byzantine adversaries. We
evaluated Brave using two image classification tasks with
CIFAR10 and MNIST datasets. Our results showed that
Brave can effectively defend against the state-of-the-art ad-
versaries. In future work, we will reduce the complexity of
Brave and incorporate the delays incurred on the commu-
nication links when participants exchange information.
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A Detailed Algorithms of Brave
BFT Broadcast

All stages of Brave require the participants to broadcast messages via a module named BFT broadcast. BFT broadcast utilizes
Byzantine-fault-tolerant (BFT) distributed consensus algorithms, which follow a propose-vote paradigm (Shi 2020). In the
BFT broadcast, the message sent by each participant is treated as a proposal. All participants will incorporate the proposal to
their local information set as long as more than N — f participants agree with the proposal. Typical implementations of the
BFT distributed consensus algorithms include PBFT (Castro and Liskov 1999), Zyzzyva (Kotla et al. 2007), and Hotstuff (Yin
et al. 2019). Using the state-of-the-art implementation of BFT broadcast, Hotstuff (Yin et al. 2019), Brave guarantees that all
participants will reach an agreement on messages sent by the participants, with communication complexity linear in V.

Stage 1: Commitment

After updating its local model w;(¢) in each iteration, participant P; generates a commitment of w;(t). Commitment allows
participants to pledge to a chosen value while keeping it hidden from others, with the ability to reveal that value later.

Algorithm 1: Stage 1: Commitment

1: for all P; € P in parallel do

2:  w; = Update(w(t), D;)

3: 1’ < Generate a random helper for commitment
4 Wi = C(wl, T‘;U)

5.  BFT-Broadcast(W;)

6: end for

Stage 2: Privacy-preserving Comparison

In this stage, participant P; conducts a privacy-preserving comparison, which coordinate-wise compares its model with all other
participants.

Algorithm 2: Stage 2: Privacy-Preserving Comparison

1: for all P; € P in parallel do
2: forall P, € P\ {P;} in parallel do

3: Generate random vectors vij, 1y, 815,75, 53,757 in 2"
4: Cij = Vij + w3 rfj’*v =ry+ry

5: Vij = C(’Uij, T;jj)

6: Send [Vij, cij 35, s, i) 835, 1571 10 Py

7: Receive [Vj;, ¢ji r}f”f”, sk 31, 83, ri7] from P

8: if Wj . V” = C(Cji, T;-ﬂiJrv) then

9: dij = vij + cjs; T‘gj = Tfj + T‘;-Ul-Jrv

10: Send m;j=[d;;, ng, Vij, Vjil to P \ {PJ}

11: end if

12:  end for

13:  while receive m,, and mg, from P, and P, do

14: if same values of V) or V,, from m,,, and mg, then
15: if C(dpq, rgq) = Vpq - Vgp - Wy and C(dgp, r;ip) = Vyp - Vpq - VW, then
16: for all k € [m] do

. _ [k k.

17: Rpq = {wy > wy : Vk}

18: end for

19: BF.T—Broadcast('qu)
20: end if
21: end if

22:  end while
23: end for




Stage 3: Sorting and Trimming

In this stage, the participant sorts the local models along each coordinate after receiving the pairwise comparison results. It then
trims the largest and smallest f values in each coordinate and denotes the remainder as contributors.

Algorithm 3: Stage 3: Contributor Selection

1: for all P; € P in parallel do

2:  for all R, from BFT Broadcast do

3: if wh > wl (resp. wf < wk) appears more than 2f times then
4: Accept w’; > w’; (resp. w’; < w’;)

5: end if

6: end for

7. forall k € [m] do

8: Sk + Topological sort all accepted relationships

9: NF « Length of SF
10: C¥ < Participants define sorted (f + 1)-th to (N} — f)-th as Contributors.
11:  end for
12: end for

Stage 4: Aggregation and Verification

In this stage, P; generates a private one-time pad (Bonawitz et al. 2017), and applies it to mask the selected contributing
coordinates of its local model before transmitting them via BFT broadcast. After receiving the masked coordinates from other
participants, each P; adds the masked values coordinate-wise and verifies authenticity leveraging the commitment scheme.
Finally, each P; computes the global model if the summations of the masked values are authenticated. P; can also identify the
Byzantine adversaries if the summations are not authenticated using blame.

Algorithm 4: Stage 4: Aggregation and Verification

1: for all P; € P in parallel do

2: forall P, e P\ {P;}do

3: a;; = s%j + s}i; Tf’j = rfjl + rfjl

4: bij = sfj + s?i; rfj = rff + rsz

5: Aij :C(aij,f‘%);[}’ij :C(bij,ng)

6: end for

7. A;, B; < Packall A;; and B;;

8: forallk € [m] do

9: if P, € C! then

10: T (wiC _Zjec’iia?j"'zjecii afj) mod 3
11: 7= (rf — Zje(clii bY, + Zie@ii bfj) mod S
12: end if

13:  end for

14:  BFT-Broadcast(w;, Ti, A;, B;)
15:  forall k£ € [m] do

16: ok = ZPjeC’? wé? mod /3

17: ™ = pccx 7§ mod 3

18: if C(@*,7*) = []p ccr Wi then
19: wh =

20: end if '

21:  end for

22: end for

B Theoretical Analysis of Brave
In this section, we theoretically analyze the information-theoretic privacy and Byzantine resilience of Brave.



Algorithm 5: Blame
1 if C(a", %) # I1p,cc W¥F then

2. forall P; € CFdo

3: if C(ﬁ’;ﬂa ™) # ng HPhe«:’ji Af, HP;LG(C’L (AF,)~! then
4: Flag P; as Byzantine adversary

5: end if

6: end for

7: end if

Proof of Information-Theoretic Privacy
We show that when the passive adversaries are not colluding, Brave guarantees P2P FL to be privacy-preserving as follows.

Theorem 2 (Information-theoretic Privacy). Consider a P2P FL in the presence of passive adversaries who are not colluding.
Our proposed protocol, Brave, guarantees information-theoretic privacy of the participants’ local models.

Proof Sketch. The proof can be divided into two parts. First, Lemma 1 shows the information-theoretically hiding property of
the commitment, i.e., the commitment itself contains no information about the local model. Second, during the execution of
the protocol, the local model is always masked with some random vectors v;; in Algorithm 2 and jeck, afj -3 jeck, afj

in Algorithm 4, which are also information-theoretically hiding by our protocol design. Therefore, the masked local model is
independent of the local model. o

Proof of Byzantine Resilience

In what follows, we establish the Byzantine resilience of P2P FL after applying Brave if N > 3f + 2. We first show that
using Brave, the messages broadcast by benign participants preserve the ordering of claimed local models. The preservation
of order prevents Byzantine adversaries from forging the results of sorting by manipulating their claimed local models.

Lemma 3 (Local Non-Forgeability). If a benign participant P; broadcasts w’zj > wf; at coordinate k, then the claimed local
model of P, w.r.t. to W, is greater than that of Py at coordinate k.

Proof. Consider three cases when i) both P, and P, are benign, ii) either P, or P, is Byzantine, iii) both P, and P, are
Byzantine. We show the proof of case iii), and similar approaches can be applied to cases i) and ii).

Suppose that in coordinate k, w’; > w’; holds. To pass the authentication of a benign F;, P, and P, must find a) another valid
pairs w], or w), such that w’q“/ > w’;/ but w} < wk, or b) another valid vector v/, +v},, such that vf;; —i—v;f; —vk, —vk > wk—wh.
However, Lemma 1 indicates that the Pedersen commitment scheme is computational binding, i.e., a Byzantine participant can
not find another value that opens the same commitment. Therefore, both a) and b) are infeasible, and the comparison result of

dpq and d gy, truly reflects the relationship between the claimed local models w,, and wj. (|

Remark. In Lemma 3, we prove that the relationship accepted by benign participants preserves the correct ordering of the
claimed local models.

Next, we move from a local perspective to a holistic one. We first show below the Byzantine-resilience of BFT broadcast if
N > 3f + 2. We then prove the adversary cannot forge a comparison, as shown in Proposition 1.

Lemma 4. If N > 3f + 2, then the messages sent by a participant via BFT broadcast will be received identically by benign
participants.

Proof. According to (Lamport, Shostak, and Pease 2019), consensus can be reached if N > 3 f without authentication under
synchronous network assumption, and identical information can be received. Thus the lemma follows given N > 3f 4+ 2 >
3f. (]

Proposition 1 (Global Non-Forgeability). If w’; > w;“ is accepted by a benign participant P; using Algorithm 2, then the

claimed local model of P, w.r.t. to W, is greater than that of P, at coordinate k given N > 3f + 2.

Proof. 1f P, and P, are both benign, the above argument trivially holds. Then we prove by contradiction to show that the
Byzantine adversary cannot forge the result. Assume w;f > wf; is true, and a benign participant receives a wrong relationship
w’; < w’; for more than f times. Recall that there are at most f faulty participants, so there is at least one benign participant
that also broadcast wf < wf, which contradicts Lemma 1. O

We next prove the liveness property of Brave, i.e., Brave allows the benign participants to accept the true relationships
between their local models, regardless of the adversaries’ behaviors during training.



Proposition 2 (Liveness). Suppose P, and P, are benign participants and assume w.l.o.g. w;f > wf; JAfN > 3f + 2 holds,
then Algorithm 2 will guarantee that w’; > wl; is accepted by all benign participants.

Proof. Since P, and P, are benign, they will follow the protocol and send m,, and m,, that can be authenticated to other
participants. As N > 3 f + 2, apart from P, and P,, there are at least (N — 2) — f > 2f benign nodes that will respond with

wk > wl. Therefore, all benign participants would receive more than 2 times w% > w! and accept wh > wk. O

Given the aforementioned guarantees provided by Brave, we show that the benign P; and P; can reach an agreement on
relationship > during Stage 2.

Proposition 3 (Agreement on Pairwise Relationships). The accepted relationships of all benign participants are identical given
N >3f+2
Proof. This property is guaranteed by the BFT broadcast given N > 3 f, as shown in Lemma 4. (]

With Proposition 1 and 3, we can now conclude that the relationships among benign participants are correct and identical.
Therefore, an agreement on sorting can be reached.

Corollary 1 (Agreement on Sorting). Given any benign participants P; and P;, if N > 3 f + 2 holds, then Brave guarantees
the sorting results SF = Sj]-C for all k, i.e., the sorting of all benign participants is identical.

Based on Corollary 1, we show that Brave guarantees all benign participants to obtain an identical global model w.
Proposition 4 (Agreement on Global Model). The global model w of all benign participants is identical given N > 3 f + 2.

Proof. Given Corollary 1 and Lemma 4, Sf = SF, @} = w¥, and 7} = 7% for all benign participants P; and P;. Thus w*
calculated in Line 16 is identical among benign participants, leading to identical verification result in Line 18 of Algorithm 4.
Therefore, the global model w is also identical. o

We conclude this section by proving that the global model obtained by the benign participants deviates from the optimal one
by a bounded distance, i.e., satisfies e-convergence property.

Theorem 5. Assume that local model w;(t) belongs to a bounded set and is z-sub-exponential for all i and t. The global model
w(T') obtained by applying Brave to P2P FL satisfies ||w(T) — w(T)*|| < e with probability at least (, where

2
T T
=1-2 —(N = f)min|D;| min{ —, —
¢ =1 2mexp{~(N ~ f)min|D;| min{__, - }}
2

. P )
—2(N - f)mexp{miln|Di|m1n{£, ﬁ}}’

€= \/eq‘?;é/]f]v, and w(T)* is the optimal global model obtained using Eqn. (1) and (2) when P2P FL terminates at iteration

Proof. Using Corollary 1, we have that benign participants P; and P; own identical Sf = S;-“ for all benign participants 1, j.

They further hold identical global model w(t) for all iteration ¢. Consider an arbitrary benign participant. If w(7T) is z-sub-
exponential, then using Lemma 3 of (Yin et al. 2018) yields that

- +3f6/N
T)k —w(T)*| < Z2210
holds for each coordinate Ak with probability at least 1 — 2exp{—(N — f)min; |D;|min{L, %}} - 2(N -
f) exp{min; |D;| min{L, % }}. By using the definitions of || - || and union bound over all coordinate k, we have that
T+ 3f0/N

) — (D)) < Vi TS

holds with probability at least ¢ for any 7,6 > 0. O



