2401.07148v1 [cs.CR] 13 Jan 2024

arxXiv

Assessing the Effectiveness of Binary-Level CFl Techniques

Ruturaj Vaidya
ruturaj@ku.edu
University of Kansas
Lawrence, Kansas, USA

ABSTRACT

Memory corruption is an important class of vulnerability that can
be leveraged to craft control flow hijacking attacks. Control Flow
Integrity (CFI) provides protection against such attacks. Application
of type-based CFI policies requires information regarding the num-
ber and type of function arguments. Binary-level type recovery
is inherently speculative, which motivates the need for an eval-
uation framework to assess the effectiveness of binary-level CFI
techniques compared with their source-level counterparts, where
such type information is fully and accurately accessible. In this
work, we develop a novel, generalized and extensible framework to
assess how the program analysis information we get from state-of-
the-art binary analysis tools affects the efficacy of type-based CFI
techniques. We introduce new and insightful metrics to quantita-
tively compare source independent CFI policies with their ground
truth source aware counterparts. We leverage our framework to
evaluate binary-level CFI policies implemented using program anal-
ysis information extracted from the IDA Pro binary analyzer and
compared with the ground truth information obtained from the
LLVM compiler, and present our observations.

1 INTRODUCTION

Software written in memory unsafe languages like C and C++ is
vulnerable to memory attacks. The combination of OS and compiler
techniques such as Stack Canaries — which catch some buffer over-
flow attacks by checking the sanity of a random value placed on
the stack prior to return, ASLR (Address Layout Randomization) —
which pseudo-randomizes the memory layout of the program and,
DEP (Data Execution Prevention) — which prevents execution of
certain memory regions, are currently deployed in prevent these at-
tacks. However, Code-Reuse Attacks (CRA) such as return-into-libc
(full function reuse attack) [11], ROP (Return Oriented Program-
ming) [6, 33, 34] and COOP (Counterfeit Object-oriented Program-
ming) [10, 18, 19, 32, 35] employ existing code segments to circum-
vent such defense mechanisms. These attacks abuse vulnerabilities
like buffer overflows, take control of the program and leverage gad-
gets to craft the control flow hijacking exploits, resulting in changes
in the control flow of the program to user unintended locations.
Control flow integrity (CFI) [1] is a popular technique to prevent
such control flow hijacking attacks. CFI aims to ensure that the con-
trol flow of the program stays within the legitimate targets desired
by the programmer. Usually, this is achieved by computing the user
intended control flow targets using a static analysis phase to insert
security checks into the generated binary code. The inserted secu-
rity checks monitor and enforce the control flow of the program to
stay within the desired target locations at run-time. CFI implemen-
tations that balance security and performance have been integrated
in popular compilers (e.g. LLVM [22] and GCC [15]), making CFI
accessible to ordinary programmers. Even when CFI techniques
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fail to accurately determine programmer intended program con-
trol flow, they make the attackers’ life difficult by constraining the
control flow of the program during execution.

Various CFI techniques have been proposed after the introduc-
tion of an exemplary CFI model by Abadi et al. [1]. CFI techniques
could be source-code aware — implemented at source or compiler-
level, or source-code independent — implemented at the binary level.
Binary-level CFI techniques are necessary to secure unprotected
and untrusted programs and third-party libraries that are typically
shipped without their corresponding high-level source codes.

CFI techniques typically require the accurate recovery of func-
tion call-site and function signature information, including argu-
ment counts and all argument types. Some advanced CFI policies
also employ class and vtable hierarchy information. For many lan-
guages like C/C++, much of this information is embedded in the
source code, and can be precisely recovered by source-level tools.
Unfortunately, it becomes much harder to recover precise program
structure, semantic, and other analysis information after compila-
tion.

Lack of accurate program analysis information at the binary-
level makes it extremely challenging to build a precise function
call-graph for large binary software. In turn, the effectiveness of
binary-level CFI techniques depend and suffer from the inaccuracies
of the program information extracted by the adopted binary analysis
framework. Over- or under-approximation by CFI techniques can
result in false negatives (attacks go undetected) or false positives
(correct control flow tagged), which can dent the usability of CFL

Our goal in this work is to investigate and quantify the correct-
ness of binary-level CFI techniques and how they are impacted by
the inaccuracies in program analysis information recovered by mod-
ern binary-level tools. We focus on type-based CFI techniques that
use the number and type of arguments to match each call-site to the
set of potential call-targets. Source-level CFI techniques have access
to precise program information, and are therefore most likely to
achieve their stated objective. Therefore, we argue that the output
of each source-level CFI technique can be used as the ground truth
to assess the accuracy of the corresponding binary-level CFI tech-
nique (that operate without access to similarly accurate program
information).

In this work, we develop a generalized, modular, and extensi-
ble framework, called Binary-CFI, to study and quantify the effec-
tiveness of different binary-level CFI techniques. Our framework
supports the integration of different source (compilers) based and
binary-level analysis modules to gather program information re-
quired to model different CFI techniques, each at the source and
binary levels. To validate our framework, we develop a source-level
analysis module using the LLVM compiler [23] and a binary-level
analysis module using the IDA Pro and Hex-Rays software reverse



engineering (SRE) tools [17]. The analysis modules statically re-
cover program information, including call-site and call-target ar-
gument counts, argument types, and the function return type. We
also model four different CFI techniques that employ the analysis
information gathered by the source/binary-level analysis modules
to impose the call-target constraints i.e. to restrict the reachable
targets at each call-site to legitimate function entry points.

Next, we introduce new and insightful metrics to quantitatively
compare the effectiveness of CFI policies instituted at the binary
level with the ground truth provided by their source-aware coun-
terparts. Unlike most existing CFI metrics that only measure the
number of call-targets reached without regards to their correctness
compared to the ground truth set of call-targets [4, 14, 16, 27, 37, 42],
our approach provides a more correct metric for evaluating the ac-
curacy of binary-level CFI techniques. We leverage our framework
and metric to study and assess the effectiveness of four different
CFI techniques, focusing on forward edge CFL

We make the following contributions in this paper:

- We develop a modular and extensible framework! along
with a common language to compare the accuracy and
effectiveness of binary-level type-based CFI techniques.

— We develop a mechanism to model multiple different type-
based CFI techniques using program information obtained
from different sources.

— We develop metrics to quantitatively measure the accuracy
of binary-level CFI techniques compared to ground truth
results obtained with access to the source code.

— We compare the accuracy of CFI relevant analysis recovered
by modern SRE tools (with and without symbol informa-
tion) compared to that extracted by standard compilers.

- We employ our framework, models, metrics and mecha-
nisms to recover program information from IDA Pro, a
state-of-the-art binary analyzer, and LLVM, a modern com-
piler, and employ that information to quantitatively assess
the accuracy of four binary-level CFI techniques compared
to their source-level equivalents. We present our evaluation
results and discuss our observations and takeaways.

2 BACKGROUND AND RELATED WORK

In this section we describe technical background and related re-
search in CFI techniques, tools and metrics, and binary analysis.

2.1 Control Flow Integrity

Code-Reuse Attacks (CRA) [6, 10, 11, 18, 19, 32-35] allow attackers
to exploit spacial and temporal memory safety violations to alter the
control flow of the program. Control Flow Integrity (CFI) provides
promising protection against such arbitrary control flow subver-
sion. CFI techniques use static or dynamic analysis to compute the
program control flow graph (CFG) and then check if the program
execution follows the CFG computed in the previous analysis stage
at run-time. Thus, CFI maintains program integrity by allowing
only legitimate control transfers during execution.

We use Figure 1 to describe, at a high-level, how CFI techniques
work and also to explain our goals in this work. When coding, the

10ur framework is available online - https:/github.com/Ruturaj4/B-CFI
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Figure 1: High-level overview of CFI techniques

developers most likely intend the control-flow at each indirect call-
site to only reach a few potential function targets during program
execution. Thus, the programmer intent in Figure 1 is for the call-
site to only reach targets ‘D’ and ‘F’. Unfortunately, this programmer
intent is not explicitly encoded in the source-code, and is lost before
it reaches the compiler. Without any CFI check, an attacker may be
able to subvert the call-site to reach any reachable function target
(‘A B’ °C’, D, °E’, °F’, ‘G’ and ‘H’ in Figure 1).

Different CFI techniques use various safe approaches that con-
strict the set of spurious reachable targets, while ensuring that the
technique does not inadvertently disallow any correct (but, un-
known) programmer-intended targets. If a correct target is not in
the set of reachable targets, then the CFI check may trigger a false
positive alarm for correct program flow during execution. At the
same time, if the set of reachable targets is too broad, then the CFI
technique may leave the program more vulnerable to attacks. The
source-level CFI technique in Figure 1 has been designed to partition
the targets into reachable and unreachable sets, as illustrated.

Unfortunately, program analysis information recovered by binary-
level SRE tools may be imprecise, which can cause the same CFI
algorithm to produce different and incorrect reachable and unreach-
able target function sets at the binary-level for each call-site (as
illustrated in Figure 1). Our goal in this work is simply to mea-
sure and study this imprecision in the output of binary-level CFI
techniques as compared to their source-level counterparts. 2

Abadi et al. introduced the idea of CFI by statically comput-
ing the CFG and restricting control flow of the program to the
valid targets during run-time [1]. Since then, researchers have
developed many CFI policies and algorithms that differ in their
implementation, precision and cost. Several CFI approaches em-
ploy pointer analysis to construct the CFG that is needed by the
algorithm [37, 39, 41, 42]. However, static points-to-analysis is im-
precise, especially for program binaries [13]. Therefore, researchers
have proposed CFI techniques that incorporate program invariants
such as argument count and types to construct the CFG. These type

2Consequently, even if the binary-level CFI technique produces a more desirable
outcome (for example, by allowing all programmer-intended targets and a smaller
spurious set in the reachable set), it will still be considered erroneous in this work, if it
does not exactly match the output of the corresponding source-level approach, since
the technique did not function as algorithmically designed (due to imprecise input
analysis information), and any observed “improvement” is merely coincidental.
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of techniques are referred to as Run-time Type Checking (RTC)
based CFI techniques [13, 22, 26, 28, 36—-38].

In this work, we do not propose or build new CFI techniques.
Instead, we develop a new framework and metrics to model and
compare binary-level RTC based CFI mechanisms against a known
ground-truth. We also assess the accuracy of the relevant program
information recovered by state-of-the-art binary analysis tools, and
their impact on the precision of binary-level CFI policies.

2.2 CFI Security Policy Comparison Metrics

Researchers have developed several mechanisms and metrics to
evaluate and compare the protection provided by different CFI
policies. Average Indirect target Reduction (AIR) [42] measures the
reduction of permitted call-targets. AIA [16] computes the average
number of call-targets per function call. Similarly, fAIR [37] and
fAIA [14] are forward-edge variations of the previous metrics. The
CTR (Call-Target Reduction) metric provides absolute values (rather
than averaged results) of reachable call-targets at every indirect
call-site [27]. Most of these metrics use a relative measure, such
as reduction in the average number of reachable targets from each
call-site, or reduction in the number potential gadgets, etc. to assess
the accuracy and benefit of the CFI technique.

Burow et al. propose a metric called QuantitativeSecurity that
computes the number of equivalence classes and the inverse of the
size of the largest class, to quantify the security of CFI techniques [4].
Frassetto et al. develop the BLOCKInsulation and CFGInsulation
metrics to calculate the distance between a vulnerable instruction
to system call at basic-block granularity [14].

None of these existing CFI metrics incorporate the notion of
obtaining the actual accuracy of any CFI technique as compared
to some known ground truth, and determining the false positive
and false negative call-targets at each call-site. In this work, we
show why such earlier CFI metrics are ill-suited for comparing
the performance of binary-level CFI policies. We introduce new
metrics that can quantitatively compare the accurate call-targets in
each equivalence class identified by binary-level policy with that
of call-targets recuperated in the corresponding equivalence class
using a source aware ground truth policy.

2.3 CFI Frameworks

It is difficult to compare and assess the security of different CFI
policies as researchers use different settings, including compilers,
flags, and operating systems, to implement their techniques. There-
fore, researchers have built detailed frameworks, mechanisms, and
metrics to compare and assess CFI techniques uniformly.

Farkhani et al. develop a framework to analyze the ability of RTC
CFI mechanisms, and compare them with a points-to analysis based
CFI mechanism [13]. Li et al. introduce CScan — a framework to
compute actual feasible targets using run-time checks and CBench —
an extensive set of vulnerable programs to assess the effectiveness
of CFI techniques [20]. ConFIRM [40] analytically compares various
CFI policies in terms of compatibility issues in contrast to focusing
on performance or security.

Our framework to evaluate binary-level CFI policies is inspired
by a compiler-level CFI policy comparison framework, called LLVM-
CFI [27]. This framework provides a LLVM-Clang based unified

framework for statically modelling and systematically assessing
various CFI techniques. LLVM-CFI leverages a link time optimiza-
tion (LTO) pass in the LLVM compiler to impose constraints on
invariants collected during compilation to implement CFI policies.
The CFI policies in our current work also adhere to much of the
formalization described by this earlier work. However, our goals,
implementation machinery and metrics used differ considerably
from LLVM-CFL

The CFI policies in LLVM-CFI are modelled based on their ide-
alized representation, which means that they do not consider the
effect of loss in high-level information whilst modelling source
insentient CFI techniques. In other words, the binary-level CFI poli-
cies in LLVM-CFI are established on the premise that the analysis
primitives are all recovered correctly at the binary level. Instead,
our goal in this work, which is to compare the precision of binary-
level CFI policies, requires us to gather the necessary program
information from both binary-level and source-level analysis tools.

None of these earlier CFI policy comparison frameworks and
metrics attempt to study and assess how the loss of program infor-
mation at the binary-level affects the efficacy of different binary-
level CFI policies compared to some ground truth, which we do in
this work. Additionally, we also develop a new set of metrics that
can more accurately determine the accuracy of binary-level CFI
policies compared to a ground truth, which was not attempted by
earlier CFI policy comparison frameworks.

2.4 Binary Analysis

Many previous research works have attempted to study and re-
solve the precision of binary-level static analysis tools. Researchers
have compared and systematically studied various disassemblers
in terms of accuracy, and the algorithms or heuristics employed
in different SRE tools [2, 30]. Other works identify code structures
that make it challenging for reverse engineering tools to properly
disassemble binary code and construct a correct control flow graph
(CFG) [25]. Researchers have also studied the ability of binary anal-
ysis frameworks to recover types or challenges of type recovery
at binary level [5, 29]. Liu and Wang assess commercial and open
source decompilers in terms of usability and effectiveness [21].
These previous techniques attempt to understand the challenges
in binary analysis. However, they do not assess the impact of the
imprecision in the collected analysis information on the accuracy
of type-based binary-level CFI techniques, like we do in this work.

3 IMPLEMENTATION

In this section we describe the design and implementation of the
CFI policy comparison framework and the CFI policy models that
we built and used for this work.

3.1 Design Overview

In this paper, we introduce Binary-CFI— a binary level CFI compar-
ison framework. To assess and analyze the precision of type-based
binary-level CFI techniques, we design and construct an evaluator
framework that is capable of comparing the results achieved by
different CFI techniques at both the source-sentient and insentient
levels. Figure 2 shows the high-level block diagram of our evalua-
tion technique. The technique can be broadly classified into two
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Figure 2: Block Diagram of Binary-CFI

stages. Firstly, relevant program analysis information is collected
from both source-level (LLVM) and binary-level (IDA Pro) means
and secondly, this information is fed into the CFI models, and the
results are computed, compared and analyzed.

In further detail, our technique performs the following steps: (1)
First, the source code to be analyzed is compiled (using the LLVM
compiler, in this work). (@) During compilation, we collect various
program analysis information, including function argument counts,
and argument and function types at each call-site and at every
call-target using a dynamically loadable LLVM LTO (Link Time
Optimization) pass that we built for this work. This pass makes
separate compilation of source files possible providing flexibility.
These source-level analysis statistics are used to drive an idealized
representation (or ground truth) of our type-based CFI policies.

() The output binary is then employed for Binary-CFI statis-
tics collection. In this work we leverage IDA Pro [17] —a popular
reverse engineering framework to statically analyze the binaries
and recuperate static analysis information, including indirect calls
and program functions accompanied by their type signatures i.e.
function return type, function argument counts and their types at
each call-target and call-site. We also leverage Hex-Rays decompiler
to refine the type information generated by IDA Pro. The advanced
type inference in the decompiler assists us to model robust run-time
type checking (RTC) policies at the binary level.

We invoke our LLVM LTO pass after full link time optimizations
to ensure the accurate source to binary function matching. We
do not consider any unmatched functions if they aren’t identified
correctly by IDA tool. Although we employ LLVM and IDA Pro
for this work, our framework is modular and evaluators can use
any other source- and binary-level static analysis tools to extract
function and call-site related program analysis information.

(v) After the recovery of these analysis primitives at both the
source level and binary-level, type-based policy constraints are
applied corresponding to each deployed CFI policy. At this stage,
evaluators can select and encode any CFI policy of their choice
by setting various type-based constraints. Thus, this extensible
and convenient framework will enable analysts to implement and
verify new type-based CFI policies at the binary level without doing
repetitive compilation and analysis. To validate our framework, we
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Figure 3: Indirect call-site targeting functions in binary hard-
ened with four different policies — @ TypeArmor, @ IFCC, ®
MCFI and @ 7CFI

implement and deploy four type-based policies (explained in details
in 3.2) for evaluation.

() Finally, the output of the CFI models using source-level and
binary-level program information is compared and the final results
are displayed to the evaluator.

3.2 Type-Based CFI Policies

In this section we describe the four type-based CFI policies we
model by applying different type-based constraints. Some of these
were also used and compared in the LLVM-CFI work [27].

Figure 3 displays an indirect call-site targeting four different
functions in a binary hardened by modeling four different type-
based CFI policies. The function shown on the far-left (CT1) is the
only legal call-target intended to be called from indirect call (IC)
instruction call (*rax). Besides, three other functions (CT2-CT4)
are illegal call-targets and should ideally be unreachable during
correct program execution. We assume that the attacker controls
the value of register rax.

We now discuss constraints and type collisions imposed by the
four CFI policies we employ. However, our technique is adaptable
and evaluators can introduce and model other policies with various
levels of type-based precision.

® TypeArmor [38] was originally implemented at the binary level
by using coarse-grained type invariants. The policy considers the
number of arguments without explicit types. At each call-site the
call is allowed only if the number of arguments at the call-target
are equal or less than that at the call-site (maximum up to six).
Additionally, void and non-void functions are differentiated i.e. call-
sites which expect a return value must only target functions with
non-void return type. Note that such assumptions can not be made
on the contrary, i.e. if a call-site doesn’t expect a return value, then
it can call void as well as non-void functions. This relaxed policy is
practical at the binary level, as it is often difficult to infer whether
the function is going to return a value or not. Thus, at the example
call-site in Figure 3, the TypeArmor CFI policy allows the call
(*rax) instruction to reach CT1, CT2 and CT3 functions, which in-
cludes two illegal targets.

@ IFCC [37] is implemented similar to the encoding explained in
[27]. IFCC takes into account the argument and parameter counts,
along with their basic types to match call-sites to call-targets. How-
ever, base pointers types are not considered, i.e. void* and int*
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are considered equivalent. Therefore, functions CT3 and CT4 in Fig-
ure 3 are allowed (in addition to CT1). Return type is not taken into
consideration. Note that the types are not over-approximated i.e.
they are not considered as upper bound, but are matched according
to the exact type.

® MCEFI [28] is a CFI policy that is stricter than IFCC in terms
of how pointer types are recuperated. Pointer types such as void#
and int* are considered distinct. Similar to IFCC, the number of
parameters and their types are matched with call-site argument
count and types. However, stricter types are taken into considera-
tion. Thus, as seen in Figure 3 only one target i.e. CT4 is reachable
with the stricter MCFI policy (in addition to CT1). Function return
types are not considered, similar to IFCC.

@ 7CFI [26] considers argument and parameter types along with
their counts. The types are contemplated based on the size of the
registers {0,8,16,32,64} prepared during the indirect call. Ac-
cording to x86-64 calling convention (System V ABI) the first 6
arguments are passed through registers during a function call. 7CFI
policy allows the call if 1) the number of arguments prepared at the
call-site are more or equal to the number of parameters consumed
at the call-target, 2) the return type recuperated at the call-site and
the call-target is non-void and its size at the call-site is larger than
that of the call-target return type; else, if return type recuperated at
the call-site is void and then it can also call non-void functions, 3)
the size of the argument types at call-site are greater than or equal
to their matching arguments at call-targets. Thus, in our example
displayed in Figure 3, CT3 is the only illegal target that is allowed
to be reached from the indirect call-site.

4 EVALUATION

In this section we present our experimentation framework and
benchmarks. We also introduce and describe our novel evaluation
metrics, and discuss our experimental results.

4.1 Benchmarks

We evaluate our framework using sixteen C and C++ benchmarks
from the SPEC 2006 integer and floating point suite. We leave out the
remaining benchmarks either because we didn’t find any indirect
call-sites in the optimized benchmark version (mcf, libquantum and
Ibm) or when the benchmarks use Fortran code.

Additionally, we include five popular and large real world ap-
plications for this study. Specifically, we performed our evaluation
with (a) Nginx (v1.22.1 C), an open-source web server software, (b)
Node 7S (v10.24.0 C/C++), an open-source, cross-platform JavaScript
run-time environment, (c) Apache Traffic server (v6.2.3 C/C++), an
open-source forward and reverse proxy web server, (d) postgresql
(v12.0 C), an open-source relational database management frame-
work, and the (e) Tor Browser (v0.4.8.0-alpha-dev C), an open-source
web browser focused on privacy and security. We obtained the most
primary application binary from these benchmarks for our analysis.

Our benchmarks along with the total number of indirect call-
sites and call-targets in each program are listed in Table 1. All the
SPECint and SPECfloat benchmarks are presented together in their
respective groups in this table (and in all later results).

Table 1: Benchmark Properties

Benchmark | call-targets | call-sites
SPECint 15594 20304

SPECfp 2341 1179
nginx 1237 448
postgresql 11089 9367
trafficserver 6886 8311
tor 5761 273
node 133496 8239

4.2 Experimental Configuration
We design two benchmark configurations for this study.

I. Ideal or Baseline Scenario: For our first configuration, we
keep the debugging symbols and compile the binary with
optimizations (‘-03’). We refer to this configuration as the
baseline. This baseline configuration can be considered as an
idealized representation at the binary level where some source
semantics in the form of debug symbols are available to guide
the binary analysis frameworks.

II. Practical Scenario. For our second configuration, we strip
the debugging symbols using ‘GNU strip’. This is a practical
scenario for most COTS (Commercial off-the-shelf) binaries
and presents a more challenging case for the binary analysis
algorithms. All benchmarks are still optimized by ‘-03’.

Our framework computes the number of allowed target functions
for each indirect call-site according to the constraints imposed
by each respective CFI policy. We extract function and call-site
signatures, including the number of parameters/arguments and
their types using an out-of-tree LLVM pass to collect the ground
truth program analysis information. Likewise, we extract equivalent
information about the program binary using the IDA Pro reverse
engineering framework.

All experiments are performed on Fedora 34 operating system
with x86-64 Intel Xeon processor. The LLVM/Clang version used
is (v.12.0.0) to compile binaries and get the ground truth program
information, and 64-bit version of IDA Pro (v7.5.2) is used to conduct
binary analysis and extract the program information used by the
binary-level CFI models.

4.3 Evaluation Metric

To compare and evaluate the precision of binary-level CFI policies
with their source aware counterparts in terms of the correct reach-
able call-targets at each call-site, we introduce new metrics that
calculate not only the number of targets reached (fewer the better),
but also employ the known ground-truth targets information to
check if there are any false positives or false negatives generated by
the CFI policy under evaluation. Such a detailed evaluation of CFI
policies is crucial, as mere call-target reduction results, as measured
by most earlier CFI metrics, can not characterize the number of:

e true positives — illegal (unreachable) targets that are cor-
rectly marked by the CFI policy under evaluation,

o false positives — legal (reachable) targets in the ground
truth, but are marked as illegal by the CFI policy under
evaluation,

e true negatives — legal targets in the ground truth that are
correctly marked by the CFI policy under evaluation, and



o false negatives — targets illegal in the ground truth that are
incorrectly marked as legal by the CFI policy.

Thus, it is very important to know the exact targets reached, i.e.
we not only need to check how many functions are reached us-
ing Binary-CFI, but also how many of these functions match the
functions detected using our ground truth.

We introduce new metrics named RelativeCT Ry and RelativeCTRE
to check whether the actual targets reached when Binary-CFI poli-
cies are applied are in fact equivalent to the actual targets reached
when Source-level CFI policies are applied. RelativeCTRT (higher
the better) represents the number of call-targets that are accurately
reached at a particular call-site using Binary-CFI policy, compared
to source-level CFI policy, and RelativeCTRp (lower the better)
presents the call-targets that are incorrectly reached at a particular
call-site using binary-level policy, compared to its source aware
CFI policy counterpart.

Suppose that P is a program with total indirect call-sites IC and
total reachable call-targets CT. Let IC; be an indirect call-site in
program P with number of reachable call-targets CT; after applying
the CFI constraints for source aware policy P, and CTi/ be number
of reachable call-targets after applying source independent policy
P; at the same call-site. Then, RelativeCTRt and RelativeCTRf are
defined as follows.

DEFINITION 1. RelativeCTRr is the ratio of the intersection of tar-
gets in Source-CFI (CT;) and in Binary-CFI (CT;) to the total number
of actual targets in Source-CFI (CT;) at an indirect call-site ICi.

n
RelativeCTRy (Ry) = Z (CT; N CT,)/CT;
i=1
DEFINITION 2. RelativeCTRF is the ratio of the total number of
call-targets in (CTI./) reachable with Binary-CFI but not reachable
with Source-CFI (CT;) to the total number of targets in Binary-CFI
(CTZ.’) at an indirect call-site ICi.

n
RelativeCTRy (Rf) = Z (CT, \ CTy)/CT,
i=1

We illustrate our new metrics using the simple hypothetical
example from Figure 1. This program has eight different functions
‘A’, B, ‘C’, ‘D’, ‘B, ‘F’, ‘G’, and ‘H’. For some indirect call-site IC;
in the program, the set of reachable targets as identified by the
source-level CFI policy (our ground truth) are ‘A’, ‘C’, ‘D’, ‘F’ and
‘H’ (CTh, CTs, CTy, CTy and CTg). However, the binary-level CFI
policy under evaluation determines the reachable set of targets
from the same call-site to be ‘A’, ‘B’ and ‘D’ (CTI,, CTZ' and CT‘;).
Thus, according to the desired algorithm, ‘B’ is an unintended target,
and ‘C’, ‘F’ and ‘H’ are correct targets that are missed. Therefore, the
RelativeCTRy for this call-site is 2/5, which indicates the correctly
detected, or true negative targets (and, correspondingly, also the
false positive targets). RelativeCTRF is 1/3, which indicates the
incorrectly detected or the false negative call-targets. Thus, a high
RelativeCTRy indicates a high true negative (and low false positive
rate for the CFI technique), i.e., a low likelihood of throwing a fault
when there is none. Likewise, a high RelativeCTRp indicates a more
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relaxed CFI policy and a higher likelihood for the CFI technique to
allow unsupported control flow paths that can lead to attacks.

In addition, since we target the same weakness in all previous
CFI metrics, we use only one, the popular CTR metric [27], as
representative of the category of metrics that only use the measure
of reduction in the number of call-targets from each call-site to
rate different CFI policies. The CTR metric depicts the absolute
values of the number of call-targets accessible from a call-site after
hardening with a particular CFI policy. The CTR metric is defined

as follows.
n
CTR= )" ct;
i=1

Where ct; is number of call-targets reachable from an indirect call-
site ic;. A lower value of CTR implies a better CFI policy, as it
ostensibly reduces the number of extraneous targets allowed from a
call-site. In this paper, we highlight some important shortcomings
of the CTR (and similar) metrics for our work. Specifically, such
metrics do not fairly and accurately assess the precision of CFI
policies compared to some known ground truth.

4.4 CFI Policy Comparison

We present and discuss our results in this section. We use our frame-
work and models to collect the RelativeCTR and CTR numbers for
all our benchmark programs. We use Dwarf symbols at every call-
site to match the call-sites detected during the source-level LLVM
pass with the call-sites in the binary executable. We leverage the
llvm-symbolizer tool to match dwarf symbols with the address of
the respective call-site in the binary. Note that the binary address
to dwarf mapping is one-to-many and thus we consider all the
call-sites that appear in the binary for each source-level call-site.

We leverage our new RelativeCTR metrics (the RelativeCTRr
and RelativeCTRp metrics introduced earlier in Section 4.3) to show
correctly and incorrectly reachable call-targets at each call-site.
Table 2 shows the RelativeCTR metrics with "Mean" values for
our benchmarks in both our binary configurations I and II 3. As
mentioned earlier, the RelativeCTR results display the number
of true negative targets (according to the ground truth) that are
reached by the binary-level CFI models, while the RelativeCTRp
results show the ratio of call-targets that are incorrectly reached by
the binary-level CFI algorithms.

The results in Table 2 allow us to make some important obser-
vations that would be missed by earlier CFI comparison metrics
that use a reduction in the number of reachable targets from each
call-site as the only measure to evaluate the effectiveness of CFI
techniques [4, 14, 16, 27, 37, 42]. As mentioned earlier, to better
understand and distinguish the merits, differences and trade offs of
our new proposed RelativeCTR metrics and the older class of CFI
comparison metrics, we use the CTR (Call-Target Reduction) [27] as
a representative metric from the older category.

Table 3 presents the results using the CTR metric for 4 CFI
policies - @ TypeArmor, @ IFCC, ® MCFI and @ rCFI, and for our
benchmark set when using the analysis information from LLVM
(Source-CFI), and our two binary configurations, Binary-CFI (I) and

3Detailed distribution of RelativeCTR and CTR metrics with Min., Max., Median,
904" percentile, Mean, and Standard deviation values is shown in Figures 6 and 7 in
Appendix B.
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Binary-CFI (II), respectively. The CTR metrics in Table 3 present
the absolute values of reachable targets.

Now, we employ the RelativeCTR and CTR numbers for our
benchmark programs, presented in Tables 2 and 3, respectively to
make the following observations. Of the four CFI policies modelled
in this work, TypeArmor is the most permissive, since it only con-
siders argument counts and discards argument type information.
By contrast, MCFI is most strict as it considers both basic types and
mature pointer types. Accordingly, we can see higher CTR numbers
across the board for TypeArmor and lower relative CTR numbers
for MCFI, which confirms this property about the CFI policies.

For this work though, it is more pertinent to compare the Binary-
CFI CTR numbers with the corresponding Source-CFI numbers to
assess the accuracy of CFI methods at the binary-level (by consider-
ing the Source-CFI numbers as the ground truth in each CFI case).
When using the CTR metric, the difference between the binary-
level and source-level numbers indicates the potential error in the
binary-level CFI models. We find that,

Observation 1. The binary-level CTR numbers differ significantly
from the source-level CTR metrics for all our CFI models. Further-
more, this difference is greater for the more restrictive CFI policies.

Thus, CFI policies, like MCFI and IFCC, that rely on more precise
program data type information appear to be more erroneous as com-
pared to the simpler CFI models, like TypeArmor and 7CFI. This is
an intuitive result as it indicates that errors in correctly reconstruct-
ing the type information at the binary level negatively impacts the
algorithms employing such data during their computations.

While this observation derived from the CTR results appears
to be correct, a deeper analysis reveals critical issues and mislead-
ing outcomes. For instance, the results in Table 3 also show that
the Binary-CFI CTR ratios are often tighter that the Source-CFI
numbers. We find that in 3 of the 7 benchmark categories with Ty-
peArmor, and in all of the 7 benchmark categories with IFCC, MCFI,
and 7CFI, the number of mean reachable targets from each call-
site is smaller with Binary-CFI (I) compared with the Source-CFI
numbers. This result with the CTR metric is confusing since it sug-
gests that the binary-level techniques achieve better effectiveness
with fewer extraneous call-targets compared to the source-level
techniques. Likewise, in many cases, especially for the stricter CFI
policies, we can observe that the CTR numbers are tighter with the
stripped benchmarks in the Binary-CFI (IT) configuration, compared
with the Binary-CFI (I) configuration, which is again a confusing
and likely misleading outcome.

Results with our new RelativeCTR metric in Table 2 can help
resolve this confusion caused when looking solely at the CTR num-
bers in Tables 3. Results derived by using our new metric enable us
to make several interesting observations.

Observation 2. All CFI models for the binary configurations dis-
play high error rates that is not captured by the existing metrics
used to measure the performance of CFI policies, like CTR.

Thus, our novel RelativeCTR metrics reveal that the tighter CTR
numbers with the binary-level CFI models are not a result of only
eliminating the extraneous or false negative call-target edges for

each call-site. Rather, the lack of precise program analysis informa-
tion at the binary-level causes the CFI models to produce significant
numbers of false positive (indicated by RelativeCTRr) and false neg-
ative (indicated by RelativeCTRF) edges.

Observation 3. Binary-level CFI models, like MCFI and IFCC,
that rely on more precise program analysis information are more
erroneous, compared to the simpler CFI models, like TypeArmor and
TCFL

We find that the Mean RelativeCTRr values are significantly
lower for all benchmark categories with the stricter MCFI and IFCC
CFI policies compared to TypeArmor and 7CFI. Likewise, the Mean
RelativeCTRF values are much higher for MCFI and IFCC compared
to TypeArmor and rCFL. While this is not a particularly surprising
result in hindsight, the extent of the observed error is quite stagger-
ing. Thus, we find that the mean number of correct or true negative
(RelativeCTRT) edges recovered by the MCFI policy even in the Bi-
nary configuration I (with debug symbols available) drops to as low
as 0.10 and 0.14 for the trafficserver and SPECint benchmark
categories, respectively, and with less than 50% of the true negative
edges recovered for all but one benchmark suite. Likewise, the num-
ber of incorrect or false negative (RelativeCTRF) edges recovered
is as high as 0.66 and and 0.65 with the MCFI policy in the Binary
configuration I for benchmark suites postgresql and SPECint,
respectively. It is also interesting to note that binary-level SRE tools
struggle to recover precise program analysis information even for
binaries with debug symbol information available, resulting in poor
performance by CFI models employing such information. This level
of imprecision by binary-level CFI techniques is not something that
has been observed or reported by earlier works that used simple
metrics like the CTR.

Observation 4. Binary-level CFI policies produce significantly
more erroneous results for benchmarks that are stripped of debug-
ging symbols, compared to binaries that retain their debug symbols
information.

From Figure 2 we can also observe that in almost every case, the
RelativeCTRt values are lower, while the RelativeCTRf values are
higher for benchmarks that have been stripped of debug symbols
(binary configuration IT) compared to programs with debug infor-
mation intact (configuration I). Thus, it is clear that the greater
imprecision in static analysis information that is recovered by SRE
tools for stripped binaries results in degrading the performance
for security and optimization algorithms that rely on such data.
While this is also an expected and intuitive result, there has never
previously been an attempt or a mechanism to observe, measure,
and report the amount of error in CFI policies. If anything, it is inter-
esting to note that the magnitude of error displayed by binary-level
CFI policies in configuration II programs, with symbols stripped, is
not very large in several cases, compared to the inherent error al-
ready present in CFI models in configuration I. We even find that in
a few cases, like the mean RelativeCTRy for trafficserver with
the MCFI policy, and the mean RelativeCTRF for postgresql with
the IFCC policy, stripped benchmarks produce marginally better
performance compared with unstripped benchmarks.
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Table 2: Mean RelativeCTR comparison results of our 4 CFI policies (TypeArmor, IFCC, MCFI and 7 cfi)

TypeArmor IFCC MCFI 7CFI
Benchmark || Ry @) | Re () | Ry () | Rr () || Rr O | Re @) | Rr (D) | Re @) | Rr @ | Rr () | Rr (0 | Rr (@) | Rr O | Re @) | Rr () | Re (@)
SPECint 0.93 | 0.24 0.92 0.25 0.26 | 045 0.22 0.48 0.14 | 0.65 0.13 0.66 074 | 027 0.75 0.27
SPECfp 0.91 0.13 0.87 0.28 049 | 044 0.29 0.53 040 | 0.51 0.19 0.67 0.89 | 0.16 0.71 0.28
nginx 0.92 | 0.03 0.91 0.19 0.68 | 0.30 0.35 0.37 047 | 043 0.24 0.72 0.89 | 0.03 0.67 0.12

postgresql 0.80 0.02 0.75 0.12 0.45 0.53 0.25 0.52 0.28 0.66 0.23 0.76 0.74 0.11 0.42 0.32
trafficserver 0.93 0.22 0.93 0.22 0.31 0.39 0.29 0.40 0.10 0.51 0.11 0.52 0.48 0.22 0.48 0.22
tor 0.96 0.12 0.64 0.29 0.70 0.26 0.18 0.51 0.49 0.32 0.14 0.76 0.75 0.10 0.31 0.22
node 0.99 0.05 0.95 0.24 0.74 0.17 0.31 0.38 0.64 0.22 0.28 0.51 0.92 0.16 0.69 0.38

Table 3: Mean CTR comparison results of our 4 CFI policies (TypeArmor, I[FCC, MCFI and zcfi)

TypeArmor IFCC MCFI 7CFI
Benchmark Source Bin-T Bin-II Source Bin-T Bin-II Source Bin-I Bin-II Source Bin-T Bin-1I
SPECint 3327.33 | 3966.70 3967.50 1608.22 606.83 591.66 1296.44 356.30 | 370.67 2105.19 2092.90 2088.97
SPECfp 308.05 307.51 333.59 101.71 78.05 52.72 86.55 48.11 28.00 167.72 155.00 120.70
nginx 506.06 487.85 570.47 277.97 201.50 153.71 130.45 69.33 142.92 366.34 357.17 366.55

postgresql 6637.11 | 5337.80 | 5515.54 1825.17 | 1233.95 | 1009.84 997.45 720.76 | 932.53 241592 | 2372.24 | 1585.11
trafficserver 3049.97 | 3882.86 | 3905.23 1866.46 809.56 754.68 1699.28 229.41 | 250.19 1622.12 990.37 991.23

tor 2896.82 | 3123.42 | 2578.18 923.81 730.51 365.42 470.58 385.08 | 330.14 1610.27 | 1231.44 786.90
node 70251.10 | 73847.82 | 89280.00 || 25418.30 | 23934.50 | 10240.00 || 17394.30 | 16165.50 | 8000.88 || 37759.30 | 37679.10 | 40666.90
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recuperated over all benchmarks in Settings I and II

Table 4: Relaxed Return Types Thus, we observe that all the binary-level CFI policies modelled
in this work show high levels of inaccuracy. This inaccuracy will
Call-site Signature Type b ife s s . :
e manifested by the CFI policies allowing incorrect control flow
#{0} T [ #{0} F || #{8] T | #{8} F || #{16] T | #{16] F || #{32} T | #[32} F || #{64} T | #{64} F . y A p )
T |[ 22733 | 1014 || 1557 | 1357 || 538 | 155 || 2579 | 2910 || 14675 | 603 transfers while tagging correct control flow transfers as erroneous
1[I 21587 | 2211 || 1454 | 1461 || 214 | 479 || 1307 | 4196 || 14636 | 647 at run-time. The limitations in binary-level CFI models are caused
Function Signature Type . . . . P .
T FOF @ T 7@ F ] Fe) T | 6 F || #68 T ] 702 F | Fedl T Fed] F by the imprecision in the extracted program analysis information
T [[[ 71243 | 7624 || 9617 | 1148 || 227 | 376 || 7480 | 9249 || 68575 | 865 from binaries by the SRE tools. Therefore, we next present and
Il 21012 | 57869 | €083 | 4685 || 275 | 351 || 1087 | 15648 || 68191 | 1254 compare the accuracy of the relevant program analysis information

collected by advanced SRE tools (IDA Pro, in this case). These results
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7CFI policy recuperated over all benchmarks in Settings I and IT

help us understand the impact of imprecision in program analysis
information on the CFI models that employ the data.

The TypeArmor CFI policy needs information regarding func-
tion and call-site argument counts (arity) and the return type of
each function (void or non-void). Figure 4 and Table 5 display the
accuracy of this information collected by our SRE tool, IDA Pro,
compared to the ground-truth information collected by the LLVM
compiler.

Figures 4(a) and 4(b) categorize each call-site and function, re-
spectively, by the number of actual arguments in the ground-truth.
For each category of arguments plotted on the X-axis, the first pair
of bars in Figure 4(a) shows the number of correctly and incorrectly
reconstructed argument counts at each call-site for binary configu-
ration I. The next pair of bars for each category of arguments is a
similar plot for binaries in configuration II. The results are shown
on a logarithmic scale. We find that, overall, call-site argument
counts are correctly detected in 89% of the cases in settings I and
88% of the cases in settings II.

Figure 4(b) is a similar graph that plots the number of correctly
and incorrectly reconstructed function parameter counts for binary
configuration I (first pair of bars for each category of parameter
counts) and binary configuration II (second pair of bars for each
parameter counts category), respectively. We observe that 95% of
function parameters are accurately detected in settings I and 85%
parameters are accurately detected in settings II, on average.

Table 5: Void/Non-Void Return Types

Call-site Signature Type

#Void T | #Void F || #Non-Void T | #Non-Void F
I 22733 1014 21955 2419
I 21537 2211 21999 2395
Function Signature Type
#Void T | #Void F || #Non-Void T | #Non-Void F
I 71243 7624 96844 693
I 21003 57864 96777 760

Observation 5. Overall, we find that state-of-the-art SRE tools can
accurately detect the number of call-site and function argument
counts in most cases. Also interesting is the observation that the lack
of symbol information (in config. I1) does not significantly affect
the accuracy of argument count detection. This high accuracy is re-
flected in the relatively high RelativeCTRr and low RelativeCTRF
numbers for most benchmark suites in Table 2.

Table 5 shows the number of void and non-void call-sites and
functions that are (in)correctly identified by the IDA Pro SRE tool.
The columns labeled ‘Void T” and ‘Non-Void T’ in Table 5 denote
the number of correctly identified call-sites and functions with
void and non-void as the actual return type, respectively. Like-
wise, columns labeled ‘Void F’ and ‘Non-Void F’ denote the number
of incorrectly identified call-sites and functions with the void and
non-void actual return type, respectively. Thus, we find that the
advanced SRE tools available today can correctly detect over 95%
and 89% of call-site instances, and 90% and 99% of function instances



with the void and non-void return type, respectively, for binaries
in configuration I. While the detection of call-site instances and
non-void function instances is similarly accurate even for binaries
in configuration II, the accuracy of void function detection de-
grades to around 27%. Many non-returning functions are portrayed
as returning due to incorrect static analysis for configuration II
binaries. Thus, we make following interesting observation.

Observation 6. Detection of void and non-void function and
call-site return type inference is fairly accurate except for detection
of void functions when debug symbol information is missing.

The IFCC and MCFI CFI policies consider mature types to apply
policy constraints. The only difference between these two policies
is that while MCFI distinguishes between multi-level pointers, like
voidx and intx, the IFCC policy only considers single-level point-
ers. Figures 5 and 6 display detection accuracy of all the types at
function and call-site recuperated over all benchmarks. Each figure
shows two plots, the first compares the call-site signatures and
the second compares function signatures in the binary I and II
configurations with the ground truth. The X-axis in each figure
categorizes the types considered. Similar to Figure 4, the the first
and second pairs of bars in each category plots the true positive
and false positive numbers for binary configurations I and II, re-
spectively. While Figure 5 compares preliminary types, Figure 6
compares the base types of pointers.

We observe in Figure 5 that the accuracy of preliminary type
detection at call-sites and functions is around 62% and 89% respec-
tively in setting I. However, the accuracy decreases significantly
(around 44% and 45% for call-site and function argument types)
when the symbols aren’t available in setting II. On the other hand,
the detection accuracy of base pointer types is around 35% and
84% at call-site and call-targets respectively in setting I, but the
accuracy is extremely low i.e. around 9% and 5% in setting II. With
some manual analysis with the Nginx benchmark, we found that
the mischaracterization of the struct* type as int64 or int64*
by the binary analysis tool is one important reason for the high
error rate. Thus, we make following interesting observation.

Observation 7. The poor preliminary and pointer type detection
by the SRE tools, especially with binary configuration II, results in
the high error rates witnessed in the MCFI and IFCC CFI policies at
the binary level.

The 7CFI policy considers relaxed types in range {0, 8,16,32,64}
according to the width of registers used to store parameters. Fig-
ure 7 displays the true and false positive counts of relaxed types.
The accuracy in relaxed type detection by the binary analysis tool
is around 94% and 96% for call-site and function types in setting
I, and 93% and 87% for call-site and function types in setting II,
respectively. As the 7CFI policy considers return types as well, we
also show the correctly and incorrectly detected types in Table 4.
Observe that the accuracy decays by a notable amount in setting
I, especially when the size is 32 bits. Overall, we find that,
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Observation 8. Binary level analysis tools achieve reasonable ac-
curacy in relaxed type detection, especially in binary configuration
I, which is responsible for the relatively lower error rates with the
7CFI policy, compared with MCFI and IFCC CFI policies.

Finally, we notice that SRE tools like IDA Pro do not take full ad-
vantage of Dwarf symbols during their analysis. One reason for not
using this information, even when available, may be that the Dwarf
information may not be trustworthy. We hope that our observations
in this section assist binary analysis tools and CFI evaluators in
offering improved CFI results with binary level policies.

5 LIMITATIONS AND FUTURE WORK

There are several avenues for future work. Firstly, the definitions of
true/false positives/negatives used in this work only measure how
accurately the binary CFI policy follows its designed algorithm to
categorize the set of target functions at each call-site into reachable
and unreachable sets. Accordingly, the overestimation of the set of
reachable targets by most (source-level) CFI policies as well as the
non-uniform distribution of gadgets in the program implies that the
false positives and false negatives reported for the evaluated binary-
level CFI policies, although incorrect according to the algorithm,
may not actually cause a legal program execution to necessarily fail
or increase the program vulnerability at run-time. We will attempt
to better understand the impact of the false-ness in binary-level
CFI policies in future work.

Secondly, although the CFI policy comparison framework devel-
oped in this work is highly modular, we currently only integrate
a single binary analysis module (the IDA Pro SRE tool) to extract
binary-level program analysis information. In the future, we intend
to leverage analysis information from different advanced binary-
level SRE tools to understand their impact on CFI accuracy. In
addition to that, it is also interesting to leverage recent type in-
ference techniques [7-9, 29, 31, 43] and investigate the affect on
accuracy over various type-based CFI policies.

Lastly, we only study type-based CFI policies in this work. In the
future we will augment and improve our current target set analysis
by using an advanced type propagation [3, 24] and pointer analysis
systems [12] and study their impact on binary-level CFI techniques.
We will also study other CFI policies that can manage advanced
constructs, like polymorphism.

6 CONCLUSION

Our goal in this work was to explore and quantify the precision of
binary-level CFI techniques, and understand how that precision is
impacted by the inaccuracies in the program analysis information
recovered by even the most modern SRE tools. We developed a com-
prehensive infrastructure, a thorough mechanism, and new metrics
to achieve this goal. Our modular framework can model and eval-
uate different binary-level type-based CFI policies by comparing
their outcomes with their source-based counterparts. We demon-
strated our framework and reported results for four binary-level
CFI policies using program information from the IDA Pro binary
analysis tool, compared to a source-level ground truth implemented
by a new LTO pass in the LLVM compiler.
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The results achieved by our novel mechanism and metrics high-
light the unresolved challenges for modern SRE tools in correctly
extracting the relevant program information, and their potentially
staggering impact on the precision of binary-level CFI techniques
that use such data. Given the current state of binary-level tools,
we find that the more advanced CFI techniques that employ finer-
grained type information and offer impressive protection from
control-flow hijacking attacks at the source level, will achieve ex-
tremely poor performance if applied at the binary level with shock-
ingly high number of false positives and false negatives. We expect
our work will help researchers and engineers built more advanced
binary-level analysis algorithms and CFI techniques, and more
accurately measure their precision and outcomes.
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A METRICS VISUALIZATION
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Figure 8: Cumulative Distribution of RelativeCTRT

Figures 8 and 9 plot the Cumulative Distribution Function (CDF)
of the RelativeCTR metrics visualized over all indirect call-sites
and all our benchmark programs in both configurations. The trends
in Figure 8 show that the policies on the lower right quadrant of
the graph perform better in terms of RelativeCTRr, i.e. correctly
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Figure 9: Cumulative Distribution of RelativeCTRp

identifying reachable target functions (compared to the ground
truth). TypeArmor, being our most permissive CFI policy, seems to
perform better than the other CFI policies we implemented.

However, Figure 9 displays some contrasting trends. We now see
that TypeArmor doesn’t seem to perform better for the same reason,
being too permissive. After inspecting the two visualizations, we
can observe that the 7CFI policy, which uses more relaxed types,
shows better promise with moderate levels of RelativeCTRy and
RelativeCTRf metrics.

B EXTENDED TABLES

Table 6 shows the distribution of the RelativeCTR metrics and
Table 7 shows the distribution of CTR metrics with Min., Max.,
Median, 9oth percentile, Mean and Standard Deviation values for
benchmarks in configurations I and II.

To visualize the CTR numbers on a more uniform scale, Table 8
presents the ratio of mean of the number of reachable call-targets
from each call site to the total number of call-targets (functions)
in the program. Thus, the higher ratios for TypeArmor and 7CFI
again indicate that they are the more relaxed CFI policies as they
permit a greater number of reachable targets, on average, from each
call-site.

C CALL-SITES WITH ZERO CALL-TARGETS

We currently implement a strict and pedantic version of each CFI
policy (as done in LLVM-CFI). A strict implementation of CFI poli-
cies occasionally results in the “odd” situation where a few call-sites
have zero legal targets. Table 9 shows the number of call-sites with
zero legal targets in the CFI policies we implement and for all three
of our benchmark configurations. In practice, we expect that most
policies will have a fail-safe to handle such cases. We plan to extend
our policies with additional heuristics to handle such cases in the
future.
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Assessing the Effectiveness of Binary-Level CFl Techniques

Table 6: RelativeCTRy and RelativeCTRF results for our 4 CFI policies (TypeArmor, IFCC, MCFI and tcfi) applied for binaries compiled

with symbols (Setting I) and without symbols (Setting IT). Mean, Standard Deviation, Minimum, Median, 9

Maximum aggregate results are displayed for SPEC and Real World benchmarks

percentile and

RelativeCTRy (1) RelativeCTRF (1) RelativeCTRy (1) RelativeCTRF (II)
Benchmark || Mean | Std | Min | Med | 90thp | Max || Mean | Std | Min | Med | 90thp | Max || Mean | Std | Min | Med | 90thp | Max || Mean | Std | Min | Med | 90thp | Max
SPECint 0.93 | 0.08 0| 093 0.99 1 0.24 | 0.17 0 033 0.41 | 0.95 0.92 | 0.10 0 093 0.99 1 0.25 | 0.17 0] 033 0.46 | 0.95
SPECfp 0.91 | 0.10 | 0.06 | 0.94 0.97 1 0.13 | 0.15 0| 0.07 0.22 | 0.77 0.87 | 0.12 | 0.04 | 0.89 0.97 1 0.28 | 0.26 0| 0.18 0.64 | 0.86
nginx 0.92 | 0.20 | 0.04 | 0.97 0.98 1 0.03 | 0.10 0| 0.01 0.01 | 0.77 0.91 | 0.18 | 0.07 | 0.95 0.97 1 0.19 | 0.12 0| 0.12 0.32 | 0.77
postgresql 0.80 | 0.33 | 0.04 | 0.96 0.98 1 0.02 | 0.08 0 0 0| 0.96 0.75 | 0.30 | 0.06 | 0.87 0.91 1 0.12 | 0.13 0| 0.04 0.25 | 0.97
trafficserver 0.93 | 0.08 | 0.11 | 0.93 0.98 1 0.22 | 0.19 0| 0.08 0.52 | 0.95 0.93 | 0.08 | 0.11 | 0.93 0.98 1 0.22 | 0.19 0| 0.09 0.52 | 0.95
tor 0.96 | 0.14 | 0.18 | 0.99 1 1 0.12 | 0.18 0| 0.05 0.33 | 0.84 0.64 | 0.12 | 0.15 | 0.67 0.69 1 0.29 | 0.17 0| 0.30 0.43 | 0.87
node 0.99 | 0.05 | 0.03 | 0.99 1 1 0.05 | 0.10 0| 0.04 0.04 | 0.98 0.95 | 0.07 | 0.04 | 0.97 1 1 0.24 | 0.18 0| 0.27 0.41 | 0.98

(a) TypeArmor

RelativeCTRy (1) RelativeCTRp () RelativeCTRy (1) RelativeCTRp (1)
Benchmark | Mean | Std | Min | Med | 90thp | Max || Mean | Std | Min | Med | 90thp | Max || Mean | Std | Min | Med | 90thp | Max || Mean | Std | Min | Med | 90thp | Max
SPECint 0.26 | 0.31 0 013 0.83 1 0.45 | 0.38 0 025 1 1 0.22 | 0.28 0 013 0.83 1 0.48 | 0.39 0] 025 1 1
SPECfp 0.49 | 0.41 0| 0.61 0.91 1 0.44 | 0.45 0| 0.28 1 1 0.29 | 0.37 0] 0.12 0.93 1 0.53 | 0.44 0| 0.50 1 1
nginx 0.68 | 0.45 0| 0.98 0.99 1 0.30 | 0.46 0 0 1 1 0.35 | 0.23 0] 033 0.58 | 0.58 0.37 | 0.36 0| 0.10 1 1
postgresql 0.45 | 0.47 0 0 0.95 1 0.53 | 0.49 0 1 1 1 0.25 | 0.25 0 0.15 0.67 1 0.52 | 0.39 0| 0.37 1 1
trafficserver 0.31 | 0.28 0| 0.24 0.65 1 0.39 | 0.42 0| 0.07 1 1 0.29 | 0.27 0] 0.25 0.64 1 0.40 | 0.42 0| 0.07 1 1
tor 0.70 | 0.40 0| 091 0.96 1 0.26 | 0.41 0| 0.01 1 1 0.18 | 0.16 0] 0.15 0.37 | 0.59 0.51 | 0.34 0| 0.59 1 1
node 0.74 | 0.34 0| 0.87 0.97 1 0.17 | 0.34 0| 0.03 1 1 0.31 | 0.31 0| 0.26 0.99 1 0.38 | 0.36 0| 0.22 1 1

(b) ifcc

RelativeCTRy (I) RelativeCTRE (1) RelativeCTRy (1) RelativeCTRF (IT)
Benchmark || Mean | Std | Min | Med | 90thp | Max || Mean | Std | Min | Med | 90thp | Max || Mean | Std | Min | Med | 90thp | Max || Mean | Std | Min | Med | 90thp | Max
SPECint 0.14 | 0.24 0| 0.06 0.52 1 0.65 | 0.41 01| 0.99 1 1 0.13 | 0.21 0| 0.06 0.52 1 0.66 | 0.39 0| 0.99 1 1
SPECfp 0.40 | 0.41 0] 033 0.94 1 0.51 | 0.47 0 033 1 1 0.19 | 0.33 0 0 0.92 1 0.67 | 0.43 0 1 1 1
nginx 0.47 | 0.43 0| 0.66 0.99 1 043 | 0.49 0| 0.01 1 1 0.24 | 0.19 0| 0.26 0.61 | 0.61 0.72 | 0.34 | 0.15 | 0.96 1 1
postgresql 0.28 | 0.41 0 0 0.95 1 0.66 | 0.47 0 1 1 1 0.23 | 0.28 0| 0.07 0.71 1 0.76 | 0.35 0| 097 1 1
trafficserver 0.10 | 0.14 0 0 0.25 1 0.51 | 0.40 0] 041 1 1 0.11 | 0.16 0 0 0.26 1 0.52 | 0.38 0| 041 1 1
tor 0.49 | 0.41 0| 0.50 1 1 0.32 | 0.45 0 0 1 1 0.14 | 0.17 0| 0.08 0.40 | 0.59 0.76 | 0.34 0| 0.96 1 1
node 0.64 | 0.37 0| 074 0.97 1 0.22 | 0.38 0| 0.05 1 1 0.28 | 0.32 0| 0.07 0.99 1 0.51 | 0.37 0| 0.40 1 1

(c) mcfi

RelativeCTRt (I) RelativeCTRp (1) RelativeCTRy (1) RelativeCTRp ()
Benchmark || Mean | Std | Min | Med | 90thp | Max || Mean | Std | Min | Med | 90thp | Max || Mean | Std | Min | Med | 90thp | Max || Mean | Std | Min | Med | 90thp | Max
SPECint 0.74 | 0.24 0| 0.80 0.93 1 0.27 | 0.26 0| 0.24 0.79 1 0.75 | 0.23 0| 0.80 0.96 1 0.27 | 0.26 0| 0.24 0.79 1
SPECfp 0.89 | 0.16 0| 0.92 1 1 0.16 | 0.29 0| 0.02 0.82 1 0.71 | 0.23 0| 0.74 1 1 0.28 | 0.32 0| 0.05 0.88 1
nginx 0.89 | 0.25 0| 097 0.98 1 0.03 | 0.16 0 0 0 1 0.67 | 0.28 0| 049 0.97 1 0.12 | 0.20 0 0.12 0.22 1
postgresql 0.74 | 0.32 0| 0.95 0.98 1 0.11 | 0.20 0| 0.05 0.42 1 0.42 | 0.32 01| 0.26 0.92 1 0.32 | 0.26 0| 0.19 0.81 1
trafficserver 0.48 | 0.24 0| 0.53 0.55 | 0.99 0.22 | 0.36 0| 0.01 0.99 1 0.48 | 0.24 0] 053 0.55 | 0.99 0.22 | 0.36 0| 0.01 0.99 1
tor 0.75 | 0.33 0| 0.96 0.99 1 0.10 | 0.25 0 0 0.42 1 0.31 | 0.31 0] 0.21 0.69 1 0.22 | 0.29 0 0 0.67 1
node 0.92 | 0.21 0| 098 1 1 0.16 | 0.32 0| 0.02 0.83 1 0.69 | 0.32 0| 0.90 1 1 0.38 | 0.32 0| 0.37 0.87 1

(d) tefi
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Table 7: CTR metric results for our 4 CFI policies (TypeArmor, IFCC, MCFI and cfi) applied for binaries compiled with symbols

(Setting I) and without symbols (Setting II). Mean, Standard Deviation, Minimum, Median, 9

aggregated CTR results results are displayed for SPEC and Real World benchmarks

Oth

percentile and Maximum

Table 8: {Mean/Total call-targets) CTR comparison results of our 4 CFI policies (TypeArmor, IFCC, MCFI and cfi)

TypeArmor IFCC MCFI 7CFI
Benchmark ||| Source | Bin-I | Bin-II || Source | Bin-I | Bin-II || Source | Bin-I | Bin-II || Source | Bin-I | Bin-II
SPECint 0.2134 | 0.2544 | 0.2544 0.1031 | 0.0389 | 0.0379 0.0831 | 0.0228 | 0.0238 0.1350 | 0.1342 | 0.1340
SPECfp 0.1316 | 0.1314 | 0.1425 || 0.0434 | 0.0333 | 0.0225 || 0.0370 | 0.0206 | 0.0120 || 0.0716 | 0.0662 | 0.0516
nginx 0.2490 | 0.2486 | 0.2697 || 0.0822 | 0.0631 | 0.0426 || 0.0700 | 0.0389 | 0.0226 || 0.1356 | 0.1253 | 0.0976
postgresgl 0.0278 | 0.0277 | 0.0301 0.0092 | 0.0070 | 0.0048 0.0078 | 0.0043 | 0.0025 0.0151 | 0.0140 | 0.0109
trafficserver 0.0447 | 0.0447 | 0.0484 || 0.0148 | 0.0113 | 0.0077 || 0.0126 | 0.0070 | 0.0041 || 0.0244 | 0.0225 | 0.0175
tor 0.0535 | 0.0534 | 0.0579 || 0.0177 | 0.0135 | 0.0092 || 0.0150 | 0.0084 | 0.0049 || 0.0291 | 0.0269 | 0.0210
node 0.0023 | 0.0023 | 0.0025 0.0008 | 0.0006 | 0.0004 0.0006 | 0.0004 | 0.0002 0.0013 | 0.0012 | 0.0009

Table 9: Call-sites with zero reachable call-targets

IFCC MCFI 7CFI
Benchmark ||| Source | Bin-I | Bin-II || Source | Bin-I | Bin-II || Source | Bin-I | Bin-II
SPECint 4 692 971 62 | 4233 3320 0 0 0
SPECfp 0 152 145 0 401 499 31 31 31
nginx 0 9 9 0 23 20 0 0 0
postgresql 16 452 256 208 | 1249 518 0 0 0
trafficserver 1 114 123 2| 1123 927 0 0 0
tor 0 13 13 0 18 35 0 0 0
node 3 226 308 17 559 736 0 0 0

Source-CFL Binary-CFI () Binary-CFI (II)
Benchmark Mean Std | Min | Med | 90thp Max Mean Std | Min | Med | 90thp Max Mean Std | Min | Med | 90thp Max
SPECint 3327.33 1917.94 15 2814 6115 7880 3966.70 1843.88 15| 3948 6220 7880 3967.50 1848.01 19 | 3951 6224 7880
SPECfp 308.05 246.97 50 274 866 933 307.51 225.53 23 280 597 1001 333.59 191.63 21 296 570.2 1001
nginx 506.06 228.65 263 411 910 1209 487.85 256.97 21 403 892 1237 570.47 278.39 48 435 1009 1237
postgresgl 6637.11 1784.73 312 6471 8046 11089 5337.80 2754.21 315 5521 7816 11089 5515.54 2634.58 656 5210 7775 11089
trafficserver 3049.97 661.98 311 2877 3589 6886 3882.86 1428.00 | 464 | 2893 5939 6886 3905.23 1421.62 | 491 2921 5954 6886
tor 2896.82 1187.52 390 | 3027 4436 5639 3123.42 117523 | 640 | 3100 4455 5761 2578.18 951.86 725 2948 3514 5761
node 70251.10 | 26254.10 | 1189 | 63323 | 120968 | 133496 || 73847.80 | 27661.70 | 1429 | 63504 | 121061 | 133496 || 89280.00 | 26653.10 | 2002 | 87139 | 119161 | 133496
(a) TypeArmor
Source-CFL Binary-CFI (I) Binary-CFI (I)
Benchmark Mean Std | Min | Med | 90thp | Max Mean Std | Min | Med | 90thp | Max Mean Std | Min | Med | 90thp | Max
SPECint 1608.22 1656.52 0 1622 4015 4015 606.83 966.15 0 323 990 3558 591.66 950.12 0 334 978 3558
SPECfp 101.71 87.61 1 95 254 254 78.05 84.39 0 32 196 282 52.72 61.76 0 16 152 174
nginx 277.97 116.97 2 358 358 358 201.50 151.75 0 181 351 351 153.71 81.38 0 161 229 229
postgresql 1825.17 1645.56 0 1123 4227 4227 1233.95 1621.13 0 731 4025 4025 1009.84 1049.48 0 706 2959 2959
trafficserver 1866.46 903.06 0 2432 2432 2432 809.56 723.31 0 626 1698 1698 754.68 690.31 0 640 1687 1687
tor 923.81 649.21 1 755 1814 1814 730.51 616.97 0 710 1654 1654 365.42 295.09 0 274 739 739
node 25418.30 | 24289.20 0 | 27773 | 59591 | 59591 || 23934.50 | 24164.40 0 | 24987 | 58765 | 58765 || 10240.00 | 12128.50 0 | 2015 | 28700 | 28700
(b) ifcc
Source-CFI Binary-CFI (I) Binary-CFI (II)
Benchmark Mean Std | Min | Med | 90thp | Max Mean Std | Min | Med | 90thp | Max Mean Std | Min | Med | 90thp | Max
SPECint 1296.44 1752.98 0 81 3988 3988 356.30 583.61 0| 323 698 3029 370.67 585.27 0| 334 699 3068
SPECfp 86.55 85.79 1 59 250 250 48.11 66.96 0 5 182 188 28.00 46.96 0 3 145 145
nginx 130.45 130.80 2 32 319 319 69.33 109.12 0 21 308 308 142.92 91.04 0 161 229 229
postgresql 997.45 1567.21 0 130 3871 3871 720.76 1233.27 0 73 3662 3662 932.53 1094.99 0] 553 2959 2959
trafficserver 1699.28 954.30 0 | 2310 2310 2310 229.41 318.60 0 17 626 1175 250.19 372.08 0 17 640 1464
tor 470.58 585.57 1 202 1587 1587 385.08 552.17 0 50 1428 1428 330.14 317.10 0| 274 739 739
node 17394.30 | 24070.10 0 771 | 56365 | 56365 || 16165.50 | 23798.90 0| 661 | 55839 | 55839 || 8000.88 | 11631.00 0| 743 | 28700 | 28700
(c) mcefi
Source-CFI Binary-CFI (I) Binary-CFI (I)
Benchmark Mean Std | Min | Med | 90thp | Max Mean Std | Min | Med | 90thp | Max Mean Std | Min | Med | 90thp Max
SPECint 2105.19 1123.09 2 2196 3301 4277 2092.90 1293.51 1 2186 3866 5332 2088.97 1300.02 2 2186 3869 5332
SPECfp 167.72 125.53 0 179 332 465 155.00 117.16 0 163 297 436 120.70 84.30 0 105 258 486
nginx 366.34 291.69 | 148 263 910 983 357.17 285.79 | 144 256 891 982 366.55 358.50 72 320 1006 1108
postgresql 2415.92 1433.94 64 2484 | 4223 7535 2372.24 1372.63 64 2508 3976 7420 1585.11 2039.42 58 724 4534 10095
trafficserver 1622.12 529.46 | 114 1500 2286 3899 990.37 977.07 39 810 1043 5629 991.23 978.76 39 810 1044 5632
tor 1610.27 844.11 | 150 1759 3027 3663 1231.44 926.35 | 144 979 3032 3692 786.90 1053.10 3 363 2861 3399
node 37759.30 | 21865.70 | 121 | 39706 | 71113 | 71113 || 37679.10 | 22884.40 | 115 | 39974 | 74039 | 74039 || 40666.90 | 42405.30 8 | 12830 | 118249 | 118249
(d) zchi
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