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ABSTRACT

While federated learning (FL) eliminates the transmission of raw
data over a network, it is still vulnerable to privacy breaches from
the communicated model parameters. In this work, we propose

Hierarchical Federated Learning with Hierarchical Differential Privacy

(H*FDP), a DP-enhanced FL methodology for jointly optimizing pri-
vacy and performance in hierarchical networks. Building upon
recent proposals for Hierarchical Differential Privacy (HDP), one of
the key concepts of H*FDP is adapting DP noise injection at different
layers of an established FL hierarchy - edge devices, edge servers,
and cloud servers — according to the trust models within particular
subnetworks. We conduct a comprehensive analysis of the conver-
gence behavior of H2FDP, revealing conditions on parameter tuning
under which the training process converges sublinearly to a finite
stationarity gap that depends on the network hierarchy, trust model,
and target privacy level. Leveraging these relationships, we develop
an adaptive control algorithm for H2FDP that tunes properties of
local model training to minimize communication energy, latency,
and the stationarity gap while striving to maintain a sub-linear
convergence rate and meet desired privacy criteria. Subsequent
numerical evaluations demonstrate that H2FDP obtains substantial
improvements in these metrics over baselines for different privacy
budgets, and validate the impact of different system configurations.
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1 INTRODUCTION

The concept of privacy has significantly evolved in the digital age,
particularly with regards to data collection, sharing, and utilization
in machine learning (ML) [2, 5]. The ability to extract knowledge
from massive datasets is a double-edged sword; while empowering
ML algorithms, it simultaneously exposes individuals’ sensitive
information. Therefore, it is crucial to develop ML methods that
respect user privacy and conform to data protection standards [4, 7].
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To this end, federated learning (FL) has emerged as an attrac-
tive paradigm for distributing ML over networks, as it allows for
model updates to occur directly on the edge devices where the data
originates [8, 11, 14, 25]. Information transmitted over the network
is in the form of locally trained models for periodic aggregations
at a central server. Nonetheless, FL is also susceptible to privacy
threats: it has been shown that adversaries with access to model up-
dates can reverse engineer attributes of device-side data [26, 28, 34].
This has motivated different threads of investigation on privacy
preservation within the FL framework. One common approach has
been the introduction of differential privacy (DP) mechanisms into
FL [3, 12, 19-21, 24, 27, 31, 32]. DP injects calibrated noise into the
data or query responses to prevent the leakage of individual-level
information, creating a privacy-utility tradeoff for FL.

In this work, we are interested in examining and improving
the privacy-utility tradeoff for DP infusion over practical FL de-
ployments. We focus particularly on hierarchical FL (HFL) systems,
where a layer of fog network elements (e.g., edge servers) separate
edge devices from the cloud server, and conduct intermediate model
aggregations [3, 9, 11]. These intermediate nodes offer additional
flexibility into where and how DP noise injection occurs, but chal-
lenge our understanding of how DP impacts performance metrics
in HFL, and how the tradeoffs can be controlled systematically.
Motivated by this, we investigate the following questions:

(1) What is the coupled effect between HFL system configuration
and DP noise injection on model training performance?

(2) How can we adapt DP and HFL to jointly optimize ML perfor-
mance, privacy preservation, and resource utilization?

1.1 Related Work

The introduction of DP into FL has traditionally followed two
paradigms: (i) central DP (CDP), involving noise addition at the
main server [10, 29], and (ii) local DP (LDP), which adds noise at
each edge device [12, 17, 19, 32]. CDP generally leads to a more ac-
curate final model, but it hinges on the trustworthiness of the main
server. Conversely, LDP forgoes this trust requirement but requires
a higher level of noise addition at each device to compensate [16].

There have been several research efforts dedicated to integrating
these two paradigms into HFL, e.g., [3, 20, 23, 33]. [20, 33] adapted
the LDP strategy to the hierarchical FL structure, utilizing moment
accounting to obtain strict privacy guarantees across the system.
[23] explored the advantages of flexible decentralized control over
the training process in hierarchical FL and examined its implica-
tions on participant privacy. More recently, a third paradigm called
hierarchical DP (HDP) has been introduced [3]. HDP assumes that
certain “super-nodes" present within the network (e.g., edge/fog
servers, intermediate routers) can be trusted even if the main server
cannot. These super-nodes are entrusted with the task of adding
calibrated DP noise to the aggregated models prior to transmission.
Instead of injecting noise uniformly, HDP enables tailoring noise


https://doi.org/XXXXXXX.XXXXXXX
https://doi.org/XXXXXXX.XXXXXXX

MobiHoc, Oct. 14-17, 2024, Athens,Greece

addition to varying levels of trust within the system, highlighting
an opportunity for privacy amplification at the “super-node” level.
Despite these efforts, none have yet attempted to rigorously char-
acterize or optimize a system that fuses the flexible trust model of
HDP with HFL training procedures. In this work, we bridge this
gap through the development of Hierarchical Federated Learning
with Hierarchical Differential Privacy (H*FDP), along with its associ-
ated theoretical analysis and a control algorithm. Our convergence
analysis reveals conditions necessary to secure robust convergence
rates in DP-enhanced HFL systems, providing a foundation for our
control algorithm designed to adapt the tradeoff among energy
consumption, training delay, model accuracy, and data privacy.

1.2 Outline and Summary of Contributions

o We formalize HFDP, which integrates flexible HDP trust models
with hierarchical FL (Sec. 3). H?FDP is designed to preserve a tar-
get privacy level throughout the entire training process, instead
of only at individual aggregations, allowing for a more effective
balance between privacy preservation and model performance.

o We theoretically characterize the convergence behavior of HFDP
under non-convex ML loss functions (Sec. 4). Our analysis (cul-
minating in Theorem 4.3) shows that with an appropriate choice
of FL step size, the cumulative average global model will con-
verge sublinearly with rate O(1/Vk) to a region around a sta-
tionary point. The stationarity gap depends on factors including
the trust model, network layout, and aggregation intervals.

e Leveraging our convergence results, we develop an adaptive
control algorithm for HFDP (Sec. 5). This algorithm simulta-
neously optimizes communication energy, latency, and model
training performance, while maintaining the sub-linear con-
vergence rate and desired privacy standards. This is achieved
through fine-tuning the local training interval length, learning
rate, and fraction of devices engaged in FL in each edge cluster.
Through numerical evaluations, we demonstrate that H2FDP
obtains substantial improvements in convergence speed and
trained model accuracy relative to existing DP-based FL al-
gorithms (Sec. 6). Further, we find that the control algorithm
reduce energy consumption and delay by up to 60%. Our results
also corroborate the impact of the network configuration and
trust model on training performance in our bounds.

All proofs of results have been deferred to Appendices A-C.

2 PRELIMINARIES AND SYSTEM MODEL

This section introduces key DP concepts (Sec. 2.1), our hierarchical
network model (Sec. 2.2), and the target ML task (Sec. 2.3).

2.1 Differential Privacy (DP)

Differential privacy (DP) characterizes a randomization technique
according to parameters ¢, §. Formally, a randomized mechanism
M adheres to (e,6)-DP if it satisfies the following:

Definition 2.1 ((¢,6)-DP [6]). For all datasets D and D’ differing
in at most one element, and for all S C Range(M), it holds that:

Pr[M(D) € 8] < e*Pr[M(D’) € 8] +6, (1)

where € > 0 and § € (0, 1).
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€ represents the privacy budget, quantifying the degree of uncer-
tainty introduced in the privacy mechanism. Smaller € implies a
stronger privacy guarantee. § bounds the probability of the privacy
mechanism being unable to preserve the e-privacy guarantee.

Gaussian Mechanism: The Gaussian mechanism is a com-
monly employed randomization mechanism compatible with (e, §)-
DP. With it, noise sampled from a Gaussian distribution is intro-
duced to the output of the function being applied to the dataset.
This function, in the case of H2FDP, is the computation of gradients.

Formally, to maintain (e,6)-DP for any query function f pro-
cessed utilizing the Gaussian mechanism, we must have

A2 < 2109(1.225/5), @)

€

where Af is the Ly-sensitivity, and €, § are the privacy parameters.

L,-Sensitivity: The sensitivity of a function is a measure of how

much the output can change due to the modification of a single

record in the input dataset. Specifically, the Ly-sensitivity for a
function f is defined as:

Af = max ||f(D) = (D)2, ®)

where || - ||2 is the Ly norm. In our setting, Ly sensitivity allows
calibrating the amount of Gaussian noise to be added to ensure the
desired (e,0)-differential privacy in FL model training.

2.2 Hierarchical Network System Model

System Architecture: We consider the hierarchical network ar-
chitecture depicted in Fig. 1. The hierarchy, from bottom to top,
consists of local edge devices 7 = {1,---,I}, edge servers N =
{n1,---,nN}, and the cloud server. The primary responsibilities
of these layers include local model training (edge devices), local
aggregation (edge servers), and global aggregation (cloud server).

The edge devices are organized into N subnets (or clusters)
{8 }Ic\i 1» €ach of which is linked to a specific edge server for up/down-
link model transmissions. Each edge server n, € N is associated
with a distinct subnet S,. The size of each subnet S, is denoted by
sc = |Sc|, where the total number of devices is I = Zil Sc.

Threat Model: We further categorize the set of edge servers
N into (i) secure/trusted edge servers, Nr C N, and (ii) inse-
cure/untrusted edge servers, Ny € N. We make no particular as-
sumptions on how this designation is made; for instance, a network
operator may provide service through a combination of its own
infrastructure (trusted/secure) as well as borrowed infrastructure
(untrusted/insecure). With the exception of the trusted edge servers,
i.e., n¢ € N, all participating entities — namely, the edge devices,
i.e., i € I, the untrusted edge servers, i.e., n. € Ny, and the cloud
server — are presumed to exhibit semi-honest behavior [15, 26, 34].
In particular, despite adhering to the hierarchical FL protocol, we
assume there is a possibility that these semi-honest entities may
seek to extract sensitive information from shared FL models.

2.3 Machine Learning Model

Each edge device i € I has a dataset D; comprised of D; = |D;]|
data points. We consider the datasets D; to be non-i.i.d. across
devices, as is standard in FL research.

The loss £(d; w) quantifies the fit of the ML model to the learning
task. It is linked to a data point d € D; and depends on the ML
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FIGURE 1: Two-layer network architecture showing two local subnets, S; and S;. Insecure edge server n; € Ny serves devices
Jj € 81, with a subset Sf participating in the k-th local training interval. Secure edge server n; € N1 serves devices j € Ss.

model parameter vector w € RM (with M representing the model’s
dimension). Consequently, the local loss function for device i is:

1
Fw) =5 ), txyw). ©)
(x,y)eD;
We further define the subnet-level loss function for each S as
Fe(w)= > picFi(w), ©)
€S,

where p;. = 1/s. symbolizes the relative weight of edge device
i € S¢ within its subnet. Finally, the global loss function is defined
as the average loss across all subnets:

N
F(w) = Z QCFC(W), (6)
c=1

where p. = 1/N is each subnet’s contribution to the global loss.

The primary objective of ML model training is to pinpoint the
optimal global model parameter vector w* € RM such that w* =
arg ming cpm F(W).

3 PROPOSED METHODOLOGY

In this section, we formalize H2FDP, including its operation timescales
(Sec. 3.1), training process (Sec. 3.2), and DP mechanism (Sec. 3.3).

3.1 Model Training Timescales

Training in H2FDP follows a slotted-time representation, depicted
in Fig. 2. Local model training iterations are carried out by edge
devices via stochastic gradient descent (SGD) at each time index
t =0,1,---,T. The duration from 0 to T is divided into Ky local
model training intervals, denoted by k = 0,1,---,K; — 1. Each
interval, Ty = {tx +1, ..., 841} € {0, 1,-- -, T}, is of length 7. = |Tg|.

We also consider that only a fraction of devices in each subnet
may be active in each local interval, as depicted in Fig. 1. Formally,
we define Sf C S as the subset of devices in subnet ¢ engaged
in iteration k, with size denoted s¥ = |S¥|. The parameters 7., s¥
will be treated as parameters in our control algorithm in Sec. 5 to
balance between learning, resource, and privacy metrics.

H2FDP begins with the cloud server broadcasting the initial global
model (%) to all devices at to = 0. Local training interval k is book-
ended by global aggregations at times t;. and t;,,. For t € 7, each
edge device applies SGD iterations on its local dataset. Edge server
¢ performs intermittent local aggregations at times t € TkLc where

7;LC C T is the set of local aggregation instances for subnet c in

interval k, and Kj. . = |7;<LC|. We formalize these steps next.

3.2 H’FDP Training and Aggregations
Local model update: At time ¢ € 7, device i randomly selects

a mini-batch fl.(t) from its local dataset ;. Using this mini-batch,

it calculates the unbiased stochastic gradient estimate based on its

(¥),

P

—~ 1

ggt) =—5 Z V{’(x,y;wgt)). (7)
|§i | (x,y)e;m

preceding local model w

We assume a uniform selection probability g of each data point,
ie,q = |§i(t)|/Di, Vi. Device i employs gg"” to determine its
provisional updated local model \7/1@:

ngt) _ wlgt—l) (t-1)

- ngi , t €T, 3)

Here, ;. > 0 signifies the step size. Using \Ylgt)

final updated local model Wlw is determined in one of several ways
depending on the trust model, described next.

If a subnet S, does not perform a local aggregation at a specific
time t, ie, t € Tg \ 72'0, the updated model follows W;t) = W;t)
in (8). On the other hand, if t € 7]'<LC then the updated local model
inherits the local model aggregation described next.

Local model aggregations: When t € 72‘6, there are two possi-

as the base, the

bilities depending on the subnet trust model:

(i) Subnets with secure edge servers: If the edge server for subnet
S; is considered trustworthy, i.e., n. € N7, each device i in the
subnet sends the server its accumulated local stochastic gradient
Nk Zé:t’ 'g;[) since the last local aggregation, with no additional
noise attached. The edge server computes the local aggregated model

Wy) by determining the weighted average of the aggregated gradi-
ents across all edge devices within the same subnet, followed by
Ip), Ve. The edge server
adjusts the prior local aggregated model Wgﬂ) as follows:
t
_ (' ~(f) | -
wi = w3 ey ) 9)
=t’ jeS,

. . . ~(t) _2
integrating DP noise ;. ~ N (0, : Loc

where t’ € TkLc is the time index of the previous aggregation.
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FIGURE 2: Illustration of timescales in H?FDP. In this example, ¢ = 7; + m; marks local aggregation in subnet S, linked to insecure
edge server n. € Ny, while t = 71 + my denotes local aggregation in subnet S¢- connected to secure edge server n € Nt.

(ii) Subnets with insecure edge servers: Conversely, if edge server
nc is considered untrustworthy, i.e., nc € Ny, device i within sub-
(z )
sion. Upon receipt of the no1sy accumulated gradients, the server

computes the w( ) as the weighted average of the noisy summed
gradients across edge devices in the same subnet. This leads to the

(),

net Sc injects DP noise n, ~ N(0, al.z LocIm) within its transmis-

following adjustment from the previous aggregated model W,

,(t) Ukz Z p]cg ) 4 Z pJCnYL)oc (10)

t=t' jeS, jeS,
Combining (9)&(10), we can express
- (t) < (t) al®)
Z Pic cLoc’ (11)
€S

where

7
_(1) cLoc

— )

c,Loc Z (

> Py e
JjES. J,Loc

ne € NT,
ne € Ny. (12)

Finally, after computing the local aggregated model, the edge
(2)

server n. broadcasts W, ' across its subnet. The devices subse-

quently synchronize their local models as W(t) = v'vgt) ieSe.
Based on this, the local model update process for each device

i € S, at time t can be summarized as

WV) =(1 @y))vv@ +0Pw vieT, (13)

where G)( )~ 1ift e TL and O(t) = 0 otherwise.

Global model aggregatlon At the end of each local model
training interval 7%, i.e., at t = t;,, a global aggregation occurs.
Once again, devices handle this process differently according to
their subnet’s security model:

(i) Subnets with secure edge servers: Devices within trusted sub-
nets transmit their accumulated local stochastic gradients since the
last global aggregation without the addition of extra noise. Edge
servers calculate the weighted average of these aggregated gradi-
ents across all devices within their subnets. Following this, they in-

corporate a differentially private noise il é 1op ~ N0, &2
and upload the result to the main server.

(ii) Subnets with insecure edge servers: In the case of untrusted
subnets, each device sends out its cumulative local stochastic gradi-

ents from the last local aggregation, but with an added DP noise

¢,Glob

DE,glob N (0, crl GlopIM)s Yi. Upon reception, the edge servers

determine the weighted average of these gradients across devices
within the same subnet and relay this to the main server.

IM), VC,

Subsequently, the main server updates the global model. After
computing the weighted average of the noisy accumulated gradi-
ents, the expression for the update of the previous wtk) js:

tgr1 N
wit) = wlte) - Z Doec ) picky
=ty c=1  jeS.
a0 4 )
Z ZQC cLac G;COI17 > (14)

teTt, =
k,c

Upon completion of the calculations at the main server, the resulting
global model wltke) jg employed to synchronize the local models
maintained by the edge devices, i.e., wlm =w® vi.

3.3 DP Mechanisms

We now dictate the procedure for configuring the DP noise variables

7 =(t) (t)
L‘LDC and n ¢,Glob i,Loc

andn(él b

on the Gaussian mechanisms from Sec. 2.1, though H2FDP can be
adjusted to accommodate other DP mechanisms too.

Following the composition rule of DP [6], we aim to take into
account the privacy budget across all aggregations throughout the
training. This will ensure cumulative privacy for the complete model
training process, rather than considering each individual aggrega-
tion in isolation [19, 27]. Below, we define the Gaussian mechanisms,
incorporating the moment accountant technique [20, 33]. These
mechanisms utilize (20) from Assumption 2 which is stated in Sec. 4.

introduced by the edge server, along with n

incorporated by the edge devices. In this study, we focus

PROPOSITION 3.1 (GAUSSIAN MECHANISM [1]). Under Assump-
tion 2, there exists constants c1 and cy such that given the data sam-
pling probability q at each device, and the total number of aggrega-
tions L conducted during the model training process, for any e < c1qL,
H2FDP exhibits (e, §)- diﬁerentialprivacyfor any é > 0, so long as the

DP noise follows n( ) . N(0,0 IM) where
qA+/Llog(1/6)
opp = (15)

Here, A represent the Ly-norm sensitivity of the gradients exchanged
during the aggregations.

The characteristics of the DP noises introduced during local and
global aggregations can be established using Proposition 3.1. The
relevant Ly-norm sensitivities can be established as follows:

LEMMA 3.2. Under Assumption 2, the Ly-norm sensitivity of the
exchanged gradients during local aggregations can be obtained as:
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t

Acroc = max ”’Ik ;}EZS: Pjc (g(f’) (D) - (e) (D’ )) ”

=207k G/5cs (16)

t
A,Loc—maanng”(m me ), 8" (D) = 2menG. ()
o=t’

Similarly, the Ly-norm sensitivity of the exchanged gradients during
global aggregations can be obtained as follows:

I
AcGlob = max H’?k {Z:c jEZS: Pj.c (g(t’) (D) - A(f) (D' )) “
= 2nk 1 G/se, (18)

AiGlop = max “Uk Z 8"(D) - Z 8i =2nk7G. (19)

Then, in subnets with secure edge servers, &, 1. can be deter-
mined based on Proposition 3.1 and Lemma 3.2 by setting L = £,
and A = A¢ 1oc, Where £ = Zlk(:_ol K . represents the total local ag-
gregations. Similarly, 6, Gjop can be determined by setting L = K,
and A = A; Gjop- Conversely, in subnets with insecure edge servers,
0j Loc can be determined by setting L = £ and App = A; 0. Like-
wise, 0; Glop can be calculated by setting L = Ky and A = A; Gjop-

The full pseudocode for HXFDP can be found in App. F. In Sec. 5,
we will introduce adaptive control into H?FDP, using the conver-
gence results from the next section.

4 CONVERGENCE ANALYSIS
4.1 Analysis Assumptions

We first establish a few general and commonly employed assump-
tions that we will consider throughout our analysis.

AssuMPTION 1 (CHARACTERISTICS OF NOISE IN SGD [11, 18, 19,
30]). Consider nlm = El(t) VF; (Wgt)) as the noise of the gradient
estimate through the SGD process for device i at time t. The noise
variance is upper bounded by o® > 0, i.e., ]Et[||n(t)|| ] < o Vi, t.

AssuMPTION 2 (GENERAL CHARACTERISTICS OF Loss FUNCTIONS
[19], [30], [18]). Assumptions applied to loss functions include:

e Bounded gradient: The stochastic gradient norm of the loss
function £(-) is bounded by a constant G, i.e.,

18”1l <G, Vi.r. (20)
e Smoothness: Each local loss F; is f-smooth Vi € T , i.e.,

IVEi(w1) = VEi(w2)|| < Bllwy — wall, Ywi, wy € RM,
(21)
where B > . This implies -smoothness of F. and F as well.
o Inter-Subnet Gradient Diversity: The inter-subnet gradient
diversity across the device subnets is measured via a non-negative
constant { such that

[VEe(w) = VE(w)|| < ¢, Ve, w. (22)
e Intra-Subnet Gradient Diversity: The intra-subnet gradient

diversity across the devices belonging to subnet S¢ is measured
via a non-negative constant {. such that

|VFi(w) = VE(W)|| < &, Vi € Se, Ve, w. (23)
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4.2 Preliminary Quantities and Results

Before proceeding to our main result in Sec. 4.3, we establish a few
quantities and lemmas to facilitate our analysis.

Auxiliary models: We define the auxiliary local aggregated
model! as
Wit = wl —pe 3 piegl! w0 Rl v e T\ (1)

JE€Se

(24)
Similarly, we define a auxiliary global model within each local model
training interval preceding the global aggregation as

N
wttD) g _ Nk ZQC Z Pj,cgﬁ )
c=1 jeSe
N
N ZQC@(H” (tL+ch) vt € T \ {tx}- (25)

The auxiliary global model at the instant of the global aggregation
can then be expressed as

*(t+)_ (tr+1) (t+)(t+)
k+1 w k+1 +® k+1 G;{D;,’ (26)

where w(tk+1) is the auxiliary global model just before global aggre-
gation, distinguishing it from wtk+1) which is defined immediately
post global aggregation.

Edge server security probability. We consider a generic prob-
ability p. € [0, 1] that each subnet is associated with a secure edge
server, and a probability 1 — p, that it is associated with an insecure

one. Consequently, ﬁ(tL) is a mixture model:
oc

=(t)

©» 07 oc with probability pe,
N Loc = Z pjch § L)oc with probability 1 — pe. (27)
J€Se

In what follows, for ease of presentation, we assume that K . =
K¢ (the number of local aggregations within 7%), 7 = 7 (the dura-
tion of the local model training interval), and sf = s¢ (the size of
cluster c) are constant for k, c. The control algorithm in Algorithm 1
will facilitate adaptation of these parameters across k and c through
a re-optimization after each local training interval.

Model dispersion. We next introduce a series of terms that
encapsulate model characteristics within and across subnets.

(i) Expected intra-subnet model dispersion: We define

N
7 = E[ZQC D pielwi? —wit)? (28)
c=1  jeS.
to capture the average deviation error of local models wgt) within
a subnet from the local aggregated model w( )
(ii) Expected inter-subnet model dispersion: Similarly,
N
t) . _(t) -
z,") =E[Zecuw£ : —w“)uz]. (29)
c=1

(t

measures the degree to which the local aggregated w, ) deviates
from the global model w(t) during the local training interval.

“Auxiliary" refers to w( )

only being realized at the edge server upon performing
a local aggregation at t € ‘TkLCA Similarly, w(t) is realized upon executing global

aggregations at ¢ = g1, Vk.
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LEMMA 4.1 (ONE-STEP BEHAVIOR OF INTRA/INTER SUBNET MODEL
DEVIATION). Fort € Ti \ {tx+1}, under Assumptions 1 and 2, the

one-step behavior of\/E[llegt) II2] and \/]E[||W£t) - w12 follows

VELe™IPT < (1= o) [(1+ )y ELle” ]

t
+mcB Y pre\Ellef 121+ ne(2o + 2 | (30)
JjeSe
and
VELIWE) — w21 < (14 )y BLIW - wio) 2]
N
= (1) - (z)
E - w02 2 z 2
+nkﬂdzzled\/ [ = wO112] + (2 max 2, +20+)
N
+ (MY 020 (padt e + (1= pa)ot,, Y. Phy)
d=1 Jje€Sq
NI \/M(pcc-;goc+ (1= pe)otpe D Phe)- (31)
J€Sc

Lemma 4.1 elucidates the one-step dynamics of \/E[llegt“)nz]

and \/E[ Wi — w(#+1) ||2] within a local model training interval
at t. These upper bounds indicate a complex interplay between

\/]E[||e§”1)||2] and \/E[||v’v£”1> - w1 |12] when local model up-
dates are conducted within HFDP. Specifically, when local aggre-
gation is carried out, ®'*" = 1, thus bringing w/E[llef_M)Hz] =0.
While this decreases \/E[llv‘vét”) - w(+1)||2] on the one hand by

reducing the values of th), it simultaneously inflates it due to the
injection of DP noise. This leads us to the following proposition:

PROPOSITION 4.2. Fort € i \ {tg+1}, under Assumptions 1 and 2,
ifni < W, the subnet model dispersion can be bounded as

7z <peeBs, ZD < meeBl (32)

2 N
where B = (204002 ((1+200)™141) ", BS = (14701 T @2,
c=1

S,

2qu\/MKflog(é)(Ji( ) 2

% vy
and  ®. = N Pc= +(1—pc)s—)

c=1

2 2
+ Ny [pe2 % 2
pe— +(1—pe)—=|+2B{+20+¢
S¢ Sc

x ((1+2770ﬁ)f‘1 + 1) +2B2+20+¢.

Proposition 4.2 offers a viewpoint on how subnet configuration
impacts the convergence trajectory of the model training process, by

establishing bounds on the subnet deviation parameters, Zlm and

Zz(t) . It highlights how SGD noise and intra-subnet data diversity,
encapsulated within By and By, influence the bounds. Specifically,
it indicates an upward shift in the bound from increasing o, ¢,
and {. Moreover, the proposition indicates that the network size,
both in terms of individual subnet size, i.e., s¢, and total number of
subnets, i.e., N, significantly influences these bounds and, in turn,
model convergence dynamics. In particular, it reveals an inverse
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relationship: a larger network results in the need for less DP noise
injection, which in turn results in a decrease in model dispersion.
Furthermore, Proposition 4.2 illustrates that the progression of
the upper bounds of Z l(t) and Zz(t) across sequential global synchro-
nization stages is proportional to the step size. This relationship
is instrumental in steering the convergence pattern of the global
model within the H2FDP framework, which we establish next.

4.3 General Convergence Behavior of H*FDP

We now present our main theoretical result, that the cumulative
average of the global loss gradient can attain sublinear convergence
to a controllable region around a stationary point.

THEOREM 4.3. Under Assumptions 1 and 2, ifn = \/kL? withy <

min{%, Kig}/ﬁ, the cumulative average of global gradient satisfies

Ky-1 )
1 F(w(®) - F(w*)
— E[IIVF(w N2l < 2y —r 2 2%
ngzzo[n WEDIFY < 2oy ===
——————
(a1)
+ P [ﬂr (Bf +B§) +G? +mz]

VK +1

(az)

4r(K} + 1)Mq*G? log(1/8) &, | ¢2 v
+ 2 Z(pc¥+(1—pc);). (33)

c=1

(b)

Noise injection creates a delicate balance between privacy con-
servation and model performance: as the number of global aggrega-
tions (K,) increases, (a1) and (az) in (33) decrease, while the overall
noise level in (b) escalates. As suggested by Proposition 3.1 and
Lemma 3.2, the variance of the DP noise inserted should scale with
the total count of global aggregations, K;. To counterbalance the
influence of DP noise accumulation over successive aggregations,
we enforce the condition n; < 1/Kj to scale down the DP noise
by a factor of K. This strategy steers the bound in (33) towards
the region denoted by (b), rather than allowing for constant am-
plification. At the same time, this highlights the trade-off between
privacy preservation and model performance: although the condi-
tion 7 < 1/Kj serves to reduce DP noise, it simultaneously results
in a smaller learning rate which slows H2FDP training.

In addition, (b) conveys the beneficial influence of secure edge
servers. With more such servers (indicated by a larger p.), the noise
level introduced during aggregations is reduced by a factor of 1/s2.
This is in contrast to a factor of 1/s. for the noise introduced at
insecure edge servers, resulting in an additional noise reduction
by a factor of s. This reduction underscores the rationale behind
H2-FDP’s integration of HDP with HFL, allowing for an effective
reduction in the requisite DP noise for preserving a given privacy
level. Consequently, in comparison with hierarchical FL implement-
ing the LDP strategy [20] - tantamount to setting p. = 0 in (33)
~ H2FDP noticeably suppresses the noise impact by an extra factor
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FIGURE 3: Overview of the adaptive control algorithm, outlin-
ing its objectives, adjustable parameters, and observations.

of 1/s¢. Our bound subsumes many other existing results in DP-
enhanced FL as well, e.g., if both p. = 0 and By = 0, we recover
LDP in a non-hierarchical, star-topology FL system [19].

Lastly, the network size, represented by the number of subnets
N and the size of each subnet s, is inversely related to the DP
noise needed to uphold a specific privacy level. Specifically, a rise
in either N or s sees (b) decrease.

5 ADAPTIVE CONTROL ALGORITHM

Our control algorithm framework is summarized in Fig. 3. The al-
gorithm specifically targets three key adjustable parameters within
H2FDP: (P1) the size of the gradient descent step {;}, (P2) the num-
ber of active devices in each cluster {sX}, and (P3) the length of local
model training intervals {r;}. The central server orchestrates these
parameters during the global aggregation step at t = t;, Vk. We
assume the network operator will specify (i) desired (e, §) privacy
requirements, (ii) a target number of global aggregations Ky, and
(iil) the number of local aggregations Ky per training interval k.

Our control algorithm has two parts: Part I employs an adaptive
approach (detailed in Sec. 5.1) for calibrating the step-size to ensure
the convergence performance from Theorem 4.3. Part II adopts an
optimization framework (outlined in Sec. 5.2) to adapt s’cc and 1,
balancing the objectives of ML accuracy and resource consumption
for the target DP requirement.

5.1 Step Size Parameters (yi)

We begin by fine-tuning the step size parameter y;, taking into
account the relevant measures f, Ky, and 7. The server is tasked
with estimating f8, for which we follow Section IV-C of [11]. Ky is
pre-specified. 7 is either taken as 73 _; from the previous interval,
or initialized for the first interval 75. Given that higher feasible yj
values enhance the step sizes, leading to faster model convergence
as per the conditions described in Theorem 4.3, we identify the

maximum y value that complies with y; < min{ rkl,l’ KLg} /B

5.2 Training Interval (z;) and Participation (s¥)

Building upon the initial adjustment of step size parameters, we
proceed to craft an optimization problem # that determines 7x
and {s’c< }IC\L 1+ P is designed to jointly optimize three competing
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objectives: (O1) the energy consumption associated with local and
global model aggregations, (O2) the communication delays incurred
during these aggregations, and (O3) the performance of the global
model, taking into account the impact of the DP noise injection
procedure in H2-FDP dictated by Theorem 4.3. Formally, we have:

N
) ‘ T-t k k
(®): min, @ (— ) (Ecion (5D + Ke ;Ec,mc(m) '
(a)
T -t N
@2 (—) (Agiob (551 + K2 ) Actoc(sE) ) +as v(zk, {51 /6
c=1 —_—
(©)
(b)
subject to 1 < 7 < min {Tmax, T — tx}, T € Z%, (34)
0<sk<s., skezt. (35)

Objectives: Term (a) captures the communication energy ex-
penditure over the estimated remaining global aggregations. The
energy consumption from local model aggregation at an edge server,
denoted as E [ oc, is calculated by summing up the energy used by
the selected devices Sf € S¢ from cluster c. Similarly, the global
aggregation energy consumption, Egjo}, accumulates the energy
used for communications between all edge servers and the main
server. We employ standard wireless energy transmission models
here, which we present in Appendix D as they boil down to scaling
factors on the variables sé‘ in P. Term (b), on the other hand, cap-
tures communication delay incurred over the estimated remaining
local intervals. The delay for local aggregation, A oc, captures the
total consumed time it takes for all selected devices in cluster ¢ to
transmit the model updates based on their transmission rates. The
global aggregation delay, denoted as Agjqp, represents the sum of
round-trip communication time between all selected devices and
the main server. We again employ standard wireless delay models
here, deferred to Appendix D. Finally, term (c) represents the upper
bound on the optimality gap — quantified as term (b) in Theorem 4.3
- evaluated at ¢ = t}._; + 7. A lower value is thus in line with better
ML performance.?

Constraints: Constraint (34) ensures that the value of 7 re-
mains within a preset range, i.e., to prevent any given local training
interval from becoming too long. Meanwhile, (35) ensures that the
number of participating devices in each cluster does not exceed
the cluster size. Increasing s& will hinder the energy and delay
objectives, while from Theorem 4.3, we see that it will improve the
stationarity gap objective term (c). The value of 7 has the oppo-
site effect, as increasing it causes the stationarity gap to grow, but
simultaneously reduces the frequency of aggregations.

Solution: P is classified as a non-convex mixed-integer pro-
gramming problem due to term (c). For our experiments, we employ
a nested line search strategy to tackle this problem. Despite this
method, the total time complexity is O(N7pmax X Smax), and com-
putational complexity increases with the network size, i.e., N. To
mitigate this, we simplify the decision variable space by reducing
it from N to just 2, categorizing by cluster sizes associated with

The scaling factor ¢ is introduced to keep @, a2, a3 in a similar range since the value
of v(+) tends to be substantially larger than the values for terms (a) and (b) in practice.
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Algorithm 1: H?-FDP with adaptive control parameters.

Input: Number of global aggregations Ky, minibatch sizes \fl!l) |, privacy level €, &
Output: Global model w(T)
Initialize w(?) and broadcast it among the edge devices through the edge server.
2 Initialize estimates of f3, 0, {, {c.
3 Initialize t =0, k =0, tp =0, #; = 79, with 7y chosen randomly, such that
70 < T —tg, Vk.

4 Initialize y < min{ 710, é }/p for the step size according to Sec. 5.1.

while t < T do

-

5
6 while ¢ < tj.4q do
7 for c = 1: N do // Operation at the subnets
8 Each device i € S performs a local SGD update based on (7) and (8)
using wl(.til) to obtain \Vi.t),
9 ift e ‘TI:'C then
10 if nc € N7 then
11 Edge device i sends accumulated gradients
Nk Ztt’:tfmk EED via uplink transmission;
12 Edge server n¢ conducts local aggregation with:
(1) _  (t=mp) L =(0) ,=(1)
We =We k -k X z Pj.c8j )+ncLoc
t=t—-my. jeSc >
and W(.t) = W‘(_.t);
L
13 else
14 Edge device i sends noisy accumulated gradients
Nk Zf’:t—mk a[) + ngtL)oc via uplink transmission;
15 Edge server conducts local aggregation with:
_(2) _ - (t=my) L ~(¢)
We ' =W k -k X 2 Pj,cgj +
t=t—my jeSc
() (1) _ (1)
‘2 Piet; e andw; ' =w¢';
Jj€Sc
16 else
17 wgt) = Wgt).
18 if ¢ = tp4) then
19 // Operation at the edge server
20 for ¢ = 1: N do // Procedure at each subnet S¢
21 if ne € N7 then
22 Edge device i sends accumulated gradients
Nk Zé:t*mk EE ® yia uplink transmission;
23 Edge server nc computes and sends
t
(¢ —(t . .
e X % pjycg; ) 4 ni élub via uplink
t=t-mp. jeSc ’
transmission;
24 else
25 Edge device i sends noisy accumulated gradients
Nk Zé:t*mk @E 0 nth)lob via uplink transmission;
26 Edge server computes and sends
t
50 (1) ’
N X X PicB; X Pjel;Gop Vie
t=t—my jeSc Jj€Se :
uplink transmission;
27 // Operation at the edge server
28 Compute wltk+1) according to (14).
29 Estimate /}k, O, fk and {Acﬁk using the method in [11].
30 Characterize y for the step size 5 = \/I% according to Sec. 5.1.
31 Solve the optimization P to obtain 71 and {S¢ }5]:1
32 Broadcast (i) wltk+1), (i) {sc }{:\il and (iii) 7z among the devices.
33 te—t+1

38 ke k+1landtyy — tg + 71

secure (i.e., n. € Nr)and insecure (i.e., n. € Ni7) edge servers. This
reduction is based on the observation that clusters served by the
same type of server exhibit similar behaviors. Consequently, this
approach significantly narrows the search space for $, making the
computational task more manageable, with line search complexities
of O(max{T — t;, r}) for 7 and O(smax) for sc.

The overall control algorithm is summarized in Algorithm 1.
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FIGURE 4: Performance comparison between H>FDP, the HFL-DP
baseline from [20], and an upper bound established by hier-
archical FedAvg without DP. H2FDP significantly outperforms
HFL-DP and is able to leverage trusted edge servers effectively.
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FIGURE 5: Comparison of H2FDP with adaptive parameter con-
trol (Alg. 1) to the baselines in total energy and delay upon
reaching 75% testing accuracy. H>FDP obtains substantial im-
provements in both metrics for both F-MNIST and CIFAR-10.

6 EXPERIMENTAL EVALUATION
6.1 Simulation Setup

By default, we consider a network of 50 edge devices evenly dis-
tributed across 10 subnets. We use two commonly employed datasets
for image classification tasks: Fashion-MNIST (F-MNIST) and CIFAR-
10. Following prior work [11, 25], the training samples from each
dataset are distributed across the edge devices in a non-i.i.d manner,
in which each device exclusively contains datapoints from 3 out of
10 labels. For each dataset, we consider training a 12-layer convolu-
tional neural network (CNN) accompanied by a softmax function
and cross-entropy loss. The model dimension is set to M = 7840.
This evaluation setup provides insight into HFDP’s performance
when handling non-convex loss functions. Also, unless otherwise
stated, we assume p. = 0.5, and that semi-honest entities are all
governed by the same total privacy budget € = 1,5 = 107>,

The control algorithm parameters, including its energy and delay
models, are deferred to Appendix D.

6.2 H’FDP Comparison to Baselines

Our first experiments examine the performance of H*FDP compared
with baselines. We utilize the conventional hierarchical FedAvg
algorithm [13], which offers no explicit privacy protection, as our
upper bound on achievable accuracy (labeled HFL (w/o DP)). We
also implement HFL-DP [20], which employs LDP within the hier-
archical structure, for competitive analysis. Further, we consider
PEDPFL [19], a DP-enhanced FL approach developed for the stan-
dard star-topology structure, for which we assume the edge devices
all form a single cluster and apply LDP.
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6.2.1 Training Convergence Performance. Fig. 4 demonstrates re-
sults comparing H2FDP without control to baselines. Each algorithm
employs a local model training interval of 7. = 20 and conduct local
aggregations after every five local SGD iterations. We see HFDP ob-
tains performance enhancements over HFL-DP by exploiting secure
edge servers in the hierarchical architecture’s middle-layer. This
improvement is observed both in terms of superior testing accuracy
and decreased accuracy perturbation as the probability (p.) of a
subnet being linked to a secure edge server escalates. Specifically,
when p. = 0.5, H2FDP achieves an accuracy gain at k = 200 of 12%
and 6% for CIFAR-10 and F-MNIST, respectively, and displays re-
duced volatility in the accuracy curve compared to HFL-DP. When
all subnets are linked to a secure edge server (p, = 1), the im-
provement almost doubles. Notably, compared to the upper bound
benchmark, H2FDP with p. = 1 achieves an accuracy within 8%
and 3% of the benchmark for CIFAR-10 and F-MNIST, respectively.
The exploitation of secure edge servers into the middle-layer of the
hierarchy significantly mitigates the amount of noise required to
maintain an equivalent privacy level.

6.2.2  Adaptive Control Algorithm Performance. Next, we evaluate
H2FDP’s control algorithm performance. Fig. 5 demonstrates the re-
sults, where the total energy consumption (O1) and total delay (O2)
are assessed upon the global model achieving a testing accuracy of
75%. Overall, we see that H2FDP with control (ctrl) substantially
improves over the baselines for both metrics. For (O1), the blue
bars show reductions in energy consumption by 17.6% and 25.1%
compared to HFDP without control, by 30.3% and 46.2% compared
to HFL-DP, and by 62.6% and 71.5% compared to PEDPFL for the
CIFAR-10 and FMNIST datasets, respectively. Similarly, for (02),
the red bars indicate that H3FDP(ctrl)’s delay is 18.1% and 24.9.1%
less than H*FDP without control, 30.1% and 43.2% less than HFL-DP,
and 36.2% and 51.3% less than PEDPFL for the CIFAR-10 and FM-
NIST datasets. These results highlight the enhanced performance
and efficiency in resource usage offered by H2FDP through its adap-
tive parameter control, which optimizes the balance between the
optimality gap (as established in Theorem 4.3), communication de-
lay, and energy consumption. Notably, the improvement in both
metrics underscores the advantage of the joint device participation
and training interval optimization strategy employed by H2FDP.

6.3 Impact of System Parameters

6.3.1 Portion of Secure Edge Servers. We next consider the impact
of the probability p. of a subnset having a secure edge server. Fig. 6
shows that H2FDP obtains a considerable enhancement in privacy-
performance tradeoff as the probability escalates. Specifically, under
the same privacy conditions, H2FDP exhibits an improvement of at
least 20% for CIFAR-10 and 10% for F-MNIST when all the edge
servers in the mid-layer can be trusted (i.e., p. = 1) compared to
HFL-DP (i.e., pc = 0). For instance, when p. = 1 and € = 0.5, HZFDP
achieves accuracy boosts of 40% for CIFAR-10 and 25% for F-MNIST.

6.3.2 Varying Network Configurations. Next, we investigate the
impact of different network configurations on the performance
of H2FDP. Two distinct configurations are evaluated: (i) Config. 1,
wherein the size of subnets (s;) is kept at 5 as the number of subnets
(N) increases from 2 to 10; (ii) Config. 2, wherein N is fixed at 2,
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FIGURE 6: Interplay between privacy and performance in H>FDP
across various probabilities (p.) of a subnet’s linkage to a
secure edge server under different privacy budgets (¢).
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FIGURE 7: Impact of various network configurations on the
performance of HFDP. Under the same network size, enhanc-
ing the size of each subnet s. yields superior test accuracy
compared to merely increasing the number of subnets N.

and s, increases from 5 to 25. Fig. 7 gives the results. The positive
correlation between network size and model performance is appar-
ent in both configurations: specifically, the accuracy gain can be as
substantial as 25% and 42% for CIFAR-10 and F-MNIST, respectively,
when the network size transitions from I = 10 to I = 50. This can
be attributed to the diminishing contribution of individual devices
in aggregations. This observation aligns well with Theorem 4.3,
which quantifies the noise reduction as the network size expands.

Also, Config. 2 leads to superior model performance compared
to Config. 1: even while retaining the same network size, model per-
formance sees an uptick as the size of each subnet amplifies, which
is more beneficial than solely increasing the number of subnets.
This pattern once again aligns with Theorem 4.3: when subnets are
linked to a secure edge server, the extra noise needed to maintain
an equivalent privacy level during aggregations can be downscaled
by 1/s2, which is generally more pronounced than the reduction
achieved through the augmentation of the subnet number, i.e., 1/N.

6.3.3 Objective Weights in P. Fig. 8 investigates the control al-
gorithm’s response to varying optimization weights in . In this
experiment, we set Tymqx = 40 and max{s.} = 15, and use the F-
MNIST dataset. The plotted values of 73 and sf are averaged over
the entire training process. We see that an increase in a1, the weight
on communication energy, results in (i) extended training intervals
7, attributed to less frequent global aggregations cutting down on
communications, and (ii) a decreased count s, of devices engaged in
training, thereby reducing communication overhead.? In contrast,
increasing a3, the weight on the ML performance, leads to (i) more

3The effects of ar; and ar; on the decision variable are comparable. The results for a;
are deferred to Appendix E.
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FIGURE 8: Average values of 7, and sf chosen by Algorithm 1
across various configurations of coefficients «; and 3.

frequent global aggregations, reducing extensive intervals of local
training that could lead to biased local models, and (ii) augments
the number of devices participating in training, leveraging a larger
pool of training data for enhanced learning performance.

7 CONCLUSION

In this study, we developed H2FDP, which integrates hierarchical dif-
ferential privacy (HDP) into hierarchical federated learning (HFL)
to enhance the trade-off between privacy and performance. We
conducted a thorough theoretical analysis of H*FDP, identifying
conditions under which the algorithm will converge sublinearly to
a controllable region around a stationary point, and revealing the
impact of different system factors on the privacy-utility trade-off.
Based on our analysis, we developed an adaptive control algorithm
to jointly optimize communication energy, latency, and the station-
arity gap while enforcing the sub-linear rate and meeting desired
privacy requirements. Numerical evaluations confirmed H2FDP’s
superior training performance and improvements in resource effi-
ciency compared to existing DP-infused FL/HFL algorithms.
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INTRODUCTION TO NOTATIONS AND PRELIMINARIES USED IN THE PROOFS

We define the auxiliary local aggregated model within each local model training interval before the global aggregation as:

Wit =Wl = 3 picg)” + 0l VRl ), vi e T\ 1), (36)
jES.
Similarly, we define the auxiliary global model within each local model training interval preceding the global aggregation as
N
WD =W =y N 00 3 ey + Z 0@ VAl ) Vi e T\ {1} (37)
c=1 jeS.

with the auxiliary global model at global aggregation defined as

woltkes1) = g (te) thkﬂ)ﬁ(ct;cg}l,)' (38)

Here, w(%+1) is the virtual global model just before global aggregation, distinguishing it from wtk+1)  which is defined immediately post
global aggregation.

A PROOF OF THEOREM A.1

THEOREM A.1. Under Assumptions 1 and 2, upon using DP-HFL for ML model training, if n. = withy < mm{ Kl }/ B, the cumulative
g9

\ﬂ

average of global loss gradients satisfies

Ky-1
13 , F(w®) - F(w") By
— ENIVE(w ()12 2y
K, kz_o IVFOEDI < o= =g * K+

4T(K3 +1)Mq*G*log(1/8) &, ¢ v
NZg2 Z(pcg+(1—pc);)~

[ﬁr (B? +B§) +G*+ raz]

c=1

Proor. Considering t € 7, using the definition of w(tks1) given in Definition 14, the global average of the local models follows the
following dynamics:

tky1—1 N
W(tk+1) —w (k) _ Nk Z ZQC Z (VFJ-(W;[)) _ n;[))
{=t c=1 ]ES
(£) —(t +1)
Z chncLoc G;{olla ’ (39)
teTt, o=l

where n (0 _ A(f) - VF; (W;[)). On the other hand, the f-smoothness of the global function F implies

2
Fwt)) < Fw )y 4 VE(w ) T (wltee) — () 4 guwwm _w(to) (40)

Replacing the result of (39) in the above inequality, taking the expectation on the both hand sides, and using the fact that E[njf)] =0and

E[6.)] = 0 yields:

trs1—1
B [F(wlien)) - Few()] <= ) [nkVF(w““)TZ@c > pjeVE(w!! >>]
=ty c=1 jeS.

(@)

2 teei—-1 N 2 -1 N
SRS S S eonmd o [+ {178 See 3 men [

=t c=1 jeSC

(1) (b2)
ﬂE —([k+1) 2 ﬁE N —(t"’l) 2 41
+ E NGiob + E Z Z Qe 1oc ' (41)
———— [Ef];éc c=1
(c1)

(c2)
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To bound (a), we apply Lemma C.3 (see Appendix C) to get

te—1

-k fgtk VF(w(t))T CZ:‘QCJ;S pJCVFJ(W(f)) %Hw(w(m)uz
: g § z : 2
_ Mk kll H} Qc E chVFJ(W(z))” nk 2 ks o ”Wm —w“’)” MTTG w
=t c=1 jESe & =

To bound (b1) and (b2), we use the Cauchy-Schwartz inequality (i.e., || Zn anl? <N ZN 1 |lan]|? holds for any real-values set of vectors
{an}yzl) to get
tkr1—1 N

Z ZQC Z chVF (W([))H <T HZQC Z p]CVF (W( ))” (43)
=t c=1 jE c = jE c
and
tkp1—1 N ( ) ties1— ( ) ([) 2
‘ ZZQCZP “ <TZ“ZQCZP} H <TZZQCZ,D],CU] ” (44)
=t c=1 jeS, c=1 jeS. =1 jeS,
To bound (c1), we first show that
a® = (1)
BGiob ZQC 0. Glob® (45)
Since n( G)l , are ii.d. random variables for c = 1,2,..., N, we get
- () IR, 0)
E(llf;,, [1°] E[HZQC_cGlob ] = ZQgE[”ﬁc,GlobHZ]’ (46)
c=1 S ——
(d)
To bound (d), we apply the law of total expectation and get
(t) 2
Bl1a",, 1]
NONNNO) (t) 2
=Pc- E[ 0 Glob|| [Pe.Glob ~ N (O “Glob)] +(1=pc)- E[” Z Pjeht ]Glob nj,Gloh ~N(, “czob)]
@ —(t) |]Pl=(®) 2 2 (1) (1) 2
= chH 0 Grob|| [Be,Grob ~ N (O ”Glob)]+(l_1’c) Zs: pj,cE[Hnj,Gzob ’ 1 Glob N(O’JGlob)]' (47)
jE C
(d1) (d2)
where (i) comes from the fact that n](‘%lob are i.i.d. random variables for j € S; and E[nj‘t();lob] =0, Vj € S¢. To bound (d;) in the above
inequality, we show that
(t) (1) N [ e
—(t —(t ) _ (¢ 2| _ t _ afs2
EH N Glob Ilc,Glob ~ N, UGlob)] =E Z (n{c,n},Glob) - Z E[ {c n}, Glob) ] - MGGlob’ (48)
n=0 ] n=0
where i =(n (©) alt) '(t) ). Similarly, to bound (ds), we show that
Gl b = e 0),Glob e 1),Glob> T M e.M=1),Glob’" Y 2)>
0) (1) N | S e
t ¢ t 2| _ t — A2
EH 0 Glob nj,Glob N, "Gzob)] Z;)(n{j,n},Glob) = Z;) E[ " n).Glob) ] =Mogop (49)
n=| ] n=
where n'/ =(n (#) n(t) —ont®) ). Replacing (48) and (49) into (47) gives us
leob "j,0}.Glob M{j,1}1,Glob " M j,M=1},Glob)* “P1ACINE &
Bl Gtop 2] = M(peoZyy + (1= p)o%yoy > P (50)
jeSc
Utilize the result above in (46) yields
E[la) 1] MZQC (Petion + (1= PGB0y 2 PLe)- (51)

Jj€Se
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To bound (c2), we first apply the Cauchy-Schwartz inequality as follows:

a0 | a0 |
[H Z Qcll c,Loc < K Z E[H Z Qcll c,Loc } (52)
LeTt,
Applying the result from (101) in Lemma C.2, we get
tkp1—1 N
| 3 Deenlf] S Dreblpuct - pach 3 2
teTt =1 0=t d=1 Jj€Sa
N
= KEM Y 03 (Pattoe + (1= p)ooe ). P4)- (53)
d=1 Jj€Sa
Substituting (42), (43) (44), and (53) into (41), using the facts E[||n§.[) ||%] < ¢?, and Cauchy-Schwartz inequality yields
E[F(W(fkﬂ)) _F(W(tk))] < —ME[HVF(W(”‘))H 1+ qkﬁ Z [Z(f) +Z([)]
2 {=ty
2 2 2 N
MPr(G”+10%)  pM 2(, -2 2 2
+ D) + Py Z Oc (pCGGlob +(1 _pC)GGlob Z pj,c)
c=1 jeS.
ﬁKz
ng(pdGLoc +(1- Pd)ULoc Z Pid)~ (54)
j€Sa
Applying Proposition 3.1&4.2 into the inequality above yields
232 2 2 2
P . pr(G* +70%)
B [F(wten) - Fw(®)] < —%E[HVF(WW)HZ] - (B2 +83) + —
BK3KyMq? log(1/8) & - v
+ IN2g2 Z Qq (PdCZ AEa'ge Loct +(1-pa) ;ADevice,Loc)
ﬁquKg log(1/8) < )
IN2g2 Z (pCCZA Edge,Glob +(1- Pc) Device,Glob)' (55)
Replacing the bound on Aggge Grob @0d Apeyice,Glob from Lemma C.1 into (55) and using the fact that ;. < m gives us
Ky
Nkt 2 ’712<ﬁf 2 p2 2 2
KEIvFw ™)) < B [F(v‘v(tk)) - F(v-v<fk+1>)] T [ﬁr (B1 +B2) + G410 ]
202Mq2G? log(1/8) < [ ¢ 02
3 2 2
I+ ) TG D e+ (1) ). (56)
Dividing both hand sides by ”%T and averaging across global aggregations yields
Ky—l Ky
— Z E[||VF(%))12] Z [—E [F(W(tk)) _ F(W(tkn))] ]
9 k=0
Kg—l 3 202 N o2 2
1 5 5 5 5 47(K; +1)Mq“G* log(1/9) 3 Ch
+ITg Z [qkﬁ[ﬁr(Bl+B2)+G +m] + NZg2 Z( —2+(1—pc);)
k=0 c=1 Sc
Fw(®) - F(w?) | 2, B2 4 G2
<2 [ BY+ B | +G“ + 10 ]
Y n/K +1 ,/K +1 pr ( )
02
(57)

4T(K3+1)Mq2Gzlog(1/5) ( c
_z
C

NZg2 +a _pC)_)

c=1
[m]
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B PROOF OF PROPOSITION B.1

ProrosITION B.1. Fort € Ti \ {txy1}, under Assumptions 1 and 2, if g <
dispersion can be bounded as

m, using DP-HFL for ML model training, the model

7 < e, (58)
and
7" < prBl. (59)
where
PRV 2
By :((1+2170ﬁ) +1) ch(20+§c) : (60)
c=1
N
By = (14 )P ) o, (61)
c=1
and

c

2Cq/Mlog(1/6 N 2 2 2 2
q—Og(/) Z(pcc_2+(l_pc)0_2)+ pcc_2+(1_pc)0_2
£ SV N2sE N2, s2 Sc

+2fep +20+(

(1 +m0(B = i)™ 4 1) + Blec +ex) + 20+ L. (©2)

Proor. B.1 Obtaining bound of Zl(t).

Applying the one-step behavior of \/E[Hegtﬂ) ||2] from (85) in Lemma C.2, we get

Elllel™V[*1 <1 - 0™ |1+ me)NEL [T+ B Y. pjeyELllel” 1121 +nic(20 + &) |. (63)
jeSe
()
We first bound (a) by taking the weighted sum }’;c s pic on the both hand sides of (63) and obtain
> pieyElIeS ™1 < (10 ) (14 2mep) D pjerfElleS[F] +mic(20 + &)
JE€Se jeS.
<+2pP) Y. piefEllel” [P+ ne2o+ &), (64)
jesc
Recursively expanding across the interval t € 7, the above inequality gives us
t-1
D pieyEle 12 < me2o+ L) D (14 2mp)t =t
JjES: t=tg_1
(1+2mp)' " -1
= 2 -—_—
Nk (20 + &c) 1+ 2m8) -1
(@) 2 fr(1+2m )71
2 2o+ Niefr(1+ 20k f)
2nip
< k(20 + L) T(1+2m )" (65)

where (i) utilizes Fact 2. Replacing the bound on (a) into (63) gives us

Eflle!* V|1 < (1 - )| (1 + i p)NELIe |1 + n2 pr(20 + L) (1 + 2me )" + (20 + )

< (1 +mPELe” [P+ e [ 2o+ G+ 2mp ™" +1)] . (66)
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Recursively expanding the above inequality across the interval ¢ € 7 results in

t—1 t
VEUe 121 < e |20+ 2o+ 2mepy™ +1)] Y +mep ™ [] a-0l™)
=ty

m=£+1

2o o (1 2yt )| LR 2L

(1+mep) -1
-1
< Mk [(Za + §c)((1 +2nef) 4 1)] %

Taking square of both hand sides followed by taking the weighted sum Z?]: 10c 2ijeS, Pj.c gives us

z < p?e?B? < B (68)

B.2 Obtaining bound of Z, ()

(t+1)

Applying the one-step behavior of \/E [|I%¢ - w(*1|12] from (86) in Lemma C.2, we get

VELISD — w0 12] < (14 gy EL ) - w(®) 2] +nkﬁ29d\/ [ —w®2]

)

t+1
+NicBeck + niPer +ni(20 +0) + Mzgz@( ’ )(Pd 52+ (1= pa)ot,. > Pid)
d=1 Jj€Sa

ol v \/ (Pedtoe + (1= P, 3 P2, (69)

JjeSe

We first bound (b) by taking the weighted sum Z?Ll oc on the both hand sides of (69) and get

N N
D eV ELW ) — WD P] < (14 25) D ee B - w2
c=1 c=1

+r]k(2ﬂ€k+20'+§)+ MZQZQ(HI)(pd Loc-'-(l Pd) SToc Z p_?)d)
d=1 jeSq

+ @EHI)\/M(PCETEOC + (1 —pc)ofoc Z pjz',c)

jGSC

<(1+2’7kﬁ)29c [ = WO 2] + (2 + 20+ )

N
Moot + (1= pock 2 Pha)+ \/M(pcagoc *=pofe 3y o) (70)
Recursively expanding across the interval t € 7, the above inequality yields
N
> eV - w®) 2]
c=1

(Uk(2ﬂ€k+20'+§)+ MZQd(Pd Lc-c'"(1 Pd) %Toc Z pjz"d)

d=1 Jj€Sa

t—1
+\/M(PC5IZ‘OC+(1_PC)UIZ‘OC Z pic)) Z(1+2’7kﬁ)t_[_l

JjeSe =ty
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(qk(2ﬁ€k+20+§)+ MZQd(Pd Loc+(1 Pd) %Loc Z plzld)

d=1 Jj€Sa
_ (1+2nf) " -1
2 2
+ \/M(pCO-Loc +(1 Pc) %loc ZS pj,c)) (1+2mp) -1
JE€OS¢
(iii) N )
< |mpec+20+ 0+ MY 03(padtoe + (1= pa)ot,, >\ P2y
d=1 j€Sa
_ 2 fr(1+ 2 f)! !
+ \/M(pcofoc +(1=pe)of,. ZS pic)) T
JEOSe
< r(nk<2ﬁek+20+§>+ MZed(pd et (1=pa)0 0 3 P2y)
d=1 Jj€Sa
+\/M(Pcﬁfoc +(1=pe)o?,, Z pic))(1+2'7kﬁ)rl, (71)
Jj€Se

where (iii) is resulted from Fact. 2. Replacing the bound on (b) above into (69) yields

VELWSD - @D |2] < (1= e VEW - wlo2]

+f7kﬁf( k(2Pex +20+0) + MZQd(Pd Floc + (1= Pa)07 5 Z pjz',d)

Jj€Sa

+ \/M(Pcﬁfoc +(1-pe)o? . Z Pic)) (1+2mP)" "+ e (Bleck + ) +20 +)

JjeSe

v MZ@ZG(M)(W oot =PI 00 D, #ha)
j€Sq

+olY \/M(pc6foc+(1 ALY p?,c)

J€Sc

< (1= e E[ WS - w(®)]2]

N
+ Ukﬂf(ﬂk(zﬁek +20+()+ MZQ?,( Padt,.+ (1= pa)or . Z Pid)
d=1

Jj€Sa

+ \/M(pc5foc+ (1= pe)otee D p,%c))mznkﬂ)f‘l (Bl + k) + 20+ )

jESC

+ MZQd(Pd o2+ (1= pa)ot,, Y pt,)+ \/ (pecte+ (1-porat,. S 2, (72)

Jje€Sa JjE€Se
Apply Proposition 3.1 and Lemma C.1 into the above inequality yields

VEW —wtn 2] < (14 phVEIwS - w0 2]

2Cq+\JMK;Kg4log(1/9) N 02 cg U%
. (J‘;(Pszz +(1 _Pd) )+ ch‘*‘(l_PC);)

+2f€e +20+(

+ rylzcﬁr

(1 +2mB) " + i (Bleck +e) +20+)
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2Cq+/MK¢K,log(1/9) N c? 02 c? 02
2 g 2 _ 2 “2 %
o} - (J;l(pdmssm PO ) ey @ pc>sC). 73)

Using the fact that ;. < m on the above inequality, we obtain

VELWSD —wt12] < (14 ) VE[IwS — w0 2]

2Cq+/Mlog(1/95) N c% v% cg Ug
I S = < 1— ) 1— £
. ( § (Pd sts +(1-pq) std) +4/Pc 2 +(1-pc) S )

+ 1k

d=1

+2fep +20+(

((1+ 20087 +1) + e (Blec + i) + 20+ )

= (1 - ) VE[IWS = w® [12] + e (74)

Recursively expanding across the interval t € 7, the above inequality yields

t—1
VEIWwE = wO2] < e (1 4+ )~

=
(L+mp) = 1
P -1
s nefr(1+mp)!
nip
< mer®e(1+ )T (75)

Taking square of both hand sides followed by taking the weighted sum Zﬁ\]: 1 Oc gives us

= ngPc

z$" < p?e*B} < B, (76)

This concludes the proof. O
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C LEMMAS AND AUXILIARY RESULTS

To improve the tractability of the proofs, we provide a set of lemmas in the following, which will be used to obtain the main results of the
paper.

LemMA C.1. Under Assumption 2, the Ly-norm sensitivity of the exchanged gradients during local aggregations can be obtained as follows:

AcLoc = max Nk Z Z Pj, cgﬁ )(D) Nk Z Z Pj, cg] =21 1% G/sc, (77)
=t' jeS. =t j
and
AiLoc = max H’?k Z g(D) - i Z g = 2k 7k G- (78)

Similarly, the Ly-norm sensitivity of the exchanged gradzents during global aggregatlons can be obtained as follows:

AcGlob = max an Z pi. cg( (D) - i Z Z Pjc8; = 2niG/se, (79)
=ty jeS, =ty jeS.
and
i+l ([) tret1 ([)
RiGlob = max “nk {;{ 8 (D) -k [;k g (D )” = 217G (80)

. ~(f o~
Proor. Upper bounding ”r]k Z§=t' 2jesS. pj,cg; )(D) =/ Zf,:t, 2jeS. pj,cg§

H’?kZ Z P]cgj( )(D) Ukz Z chgj

yields

[—t'JeS =t j
~(¢
= i Z | > picel” (o) - Z PicE
=t jESc JE c

= NkPjc Z &) D) -2

< ’7k/30 (|)§§"> )|+ [
-

)

) < nteG/se, (81)

7351

w3 1] 1

giving us the result in (77). Similarly, upper bounding H’]k S8 )(D) M Xb_p 8

anZg”@) nngf”(D)H nkHZg“’)w) Z
= Z & @) - <n Y (0[50 @)
o=t

< Z ( ) < menG, (52)
=ty

, we get

2”0 +[e

giving us the result in (78).
o . . (¢ . (¢
Likewise, upper bounding “’Ik Z;’;fk ZjESC Pj,cg; (D) - i Z;’;fk 2jeS, PicE;

Ac,Loc = ”']k Z pjcg(” (D) - nk Z Z Pjc8;

yields

t=tx jeS. t=tr jeS.
i1 () Lr+1 ®
= Nk Z Z Pjcg; (D)= Z pjcg =NkPje Z ”gj (D)-¢
t=tp  jeSc jeS. =ty

< mg/se Z (”Eﬁ-l) (Z))“ + “EJ- ) < ki G/se, (83)
=
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giving us the result in (79). Finally, upper bounding ”r]k Z;"*tlk Ef[) (D) — g Z;"*tlk g;
H’Yk Z 8" (D) - Z & = e Z g’ - Z
[735)
g (D) - g, < i Z (| @]+ [ @) = mue. (54)
giving us the result in (80). O

LEmMMA C.2. Fort € Tg \ {txs1}, under Assumptions 1 and 2, using DFL for ML model training, the one-step behavior of \|E ||e(t) I2] and

[||w(t) w(0)]|12 can be expressed as

Elllel V|1 <(1- ) |1+ mep)VELe T+ meB Y. pjenELllel 1121 + (20 + &) (85)
j€Se
and :
VELIWSD — w0 12] < (14 gy ELw) - w(®) 2] +’IkﬁZQd\/ [ —w®2)
+NicPeck + niPer +ni(20 +0) + MZQZG(M)(Pd 52+ (1= Py, D Pid)
d=1 jeSa
®£t+1)\/M(pcézoc+(l pe)or,, Z pic). (86)
JE€Se

Proor. First, note that if G)(Hl) = 1, we have e(”l) = 0. Consider @2”1) = 0, to bound \HE[Hel{tH) I2], we first use the definition of

() —()

given in (13) and w, ’ in (9) to get

Wl(t+1) _v_vgt+1) _ [W,m —wit)] _ Ukn,m + Z ,Dj,cn;t)
jeSc
— | VE) = VR |+ 3 pre| V(Wi - (w)
jeSe
~ e[ VR ) - VR . (57)
Taking the norm-2 from the both hand sides of the above equality gives us
lef™ V| < 1w = w1+ el VF(w (™) = VE &)+ milind 1+ mell D pjen’)

Jj€Se
1 Y pielVE (W) = VE (w1 + mil VF (W) = VE(w()I. (85)
jESc
Using f-smoothness of F;(+), Vi, Assumption 2 and Jensen’s inequality, we further bound the right hand side of (88) as
eV <+ mep)lel I +mp Y piellel I+ nelin 1 +me > pjelnlll +mice. (89)
jESc jESC

Taking square and expectation of both hand sides of the above inequality and using Fact 1 (See Page 22) gives us

VELlef ™V |P1 <+ mpNELe P1+neB D pjeELles 121 +ne (20 + &), (90)

JjeSe
Next, we establish an upper bound on \[E[Hw(t) w(1)]|]2. To determine the bound, we first express w( D,
w* = wl Z Pj, CVF](W( ) -k Z Pj. cn D+ els it{olc) (91)

JjeSe JjeSe
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Also, w(*1 can be written as

w(t) = —nkZQd Z p]dVF](W ") - 'IkZQd Z den +ZQ SR itLt)lc) (92)

d=1 jeS; d=1 jeS;

Subtracting (91) from (92) and performing some algebraic manipulations gives us

Wi w0 = w0 - w0 - | VE () - V()

N N

t t t+1) - (t+1 t+1) - (t+1

—e 3 pien” tm Dea 3 pian’ = Y ea®y gl + 0 )
jeS. d=1 jeSy d=1

N
~ Tk Z Pj.c [VFj(Wy)) - VFj("_Vét))] + 1k Z d Z Pj,d[VFj(W;t)) - VFJ(W‘(;))
JjeSe d=1 je84

N
41 ) 04| VEa(w) = VR ()| = e [VEe(w(®)) = VP (0. ©3)
d=1

Taking the norm-2 of both hand sides of the above equality along with applying the triangle inequality results in
[l = w D) < [l = O+ |[VR(w ) - VR0

el Y pjen’! >||+nk||Z@d > pjan! )||+||ng®““> al s+ el Il
JESe d=1 j€Sa

0 Y. piellVE(wit) —VFj<v-v£”)||+nkZ@d > pidllVE (W) = VE(w{))

jeS. d=1 jeSa
N — - —

+ Y 0allVE (W) = VEg(w )|+ el V() = VF(w )] (94)
d=1

Using Assumption 2 and Jensen’s inequality, we further bound the right hand side of (94) to get

N
I —w D) < e lIw ) =" O+ > ealtw =% Ol el D pjentl

d=1 jeS.
+nk||Z@d > pjan!’ ’||+||ng@““) al i+ el Il
d=1 je&4
t t
B Y picllel?] +nkﬁ2gd > palle” 1+ med. (95)
JjeSe d=1 jeS;

To obtain the one-step behavior of \/ E[|lw (Hl)

and using Fact 1 (See Page 22) to get

w(t+1)||2], we take square and expectation from both hand sides of the above inequality

VELWS ) WD 2] < (14 ey EL ) —wO 2] +nkﬁZed [Iw) —w®2]

N
1) 1 1 _ 1
+ MeBec + e + (20 +() + JEII > 0a® Va2 + o\ RIS 2. (96)

d=1

To bound \/EH > 04 @U) y;z |2 and 4 l]EHnEtLt’lc) ||2 above, we first apply the law of total expectation to obtain

Ellla ) I%]
~(t+1) ~(t+1) (t+1) (t+1) 2
=DPe- [ cLoc cLoc ~ N, GLOC)] +(1=pc)- E[” Z Pj, an Loc nj,Loc ~ N, O-LOC)]

JE€Se
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@) _(t+1)||2|=(2+1) (t+1) |2 L (D) 2
L ch[ B ool [Feroe ~ N (O, oLOC)] +(1-pe) Z pJCEH ool [m)iee ~ N, aLOC)]. (97)
(a1) (az)
where (i) comes from the fact that nﬁ.tgoc are i.i.d. random variables for j € S¢. To bound (a;) in the above inequality, we show that
M .
~(t+1) —(1+1) _ (t+1) 2 _(2+1) _oag=2
E[ B Loc|| [PeLoc ™ N, O.LOL‘)] =E Z ( Men}, Loc) Z [ "{e,n} Loc ] = Mo, (98)
L n=0 1
where 'gt]:ralc) (_chrol}),Loc’ fli:rll})’Loc, e ,ﬁitc;\l/[)_l})Loc). Similarly, to bound (az), we show that
0 [P, S | U g
t t+1 2 _ t+1 2| _ t+1 2] _ g2
EH ]Lac nj,Loc ~ N(0, JLOC)] =E Z (n {_] n},Loc) - Z E [(n{j,n},Loc) ] - MULOC’ (99)
L n=0 ] n=0
where n(tgolc) (n *({3+01]?,Loc’ ngjrll})! Loc® " ,ni§+j\1/[)71} LOC). Replacing (48) and (49) into (97) gives us
B8 I71 = M(pedf e + (1= pe)ofue 3 phe)- (100)
jESc
Similarly, we can also use (98), (99) and the fact that fl(t)a are i.i.d. random variables forc = 1,2, - - - , N to obtain
S (t+1) 5 (+1) (#+1) (t+1) 12
t+ t+ 2 t+ t+
E[HZQ ® dLoc ] Z d® E[“ dLoc” ]
d=1
1 _
- M Z 020 (puttoe + (1= pa)otoe D P2y) (101)
d=1 jeSa

Replacing (100) and (101) into (96) yields

VELISD — w0 12] < (14 gy ELIw) - w(®) 2] +nkﬁZed\/ [ —w®2)

+NicPeck + NiPer +ni(20 +0) + MZQZG’(M)(Pd 52+ (1= Py, D Pid)
d=1 Jj€Sa

+®£t+1)\/M(pc?f +(1 - pe)o? 07 oc Z pic). (102)

JE€Se

Lemma C.3. Under Assumption 2, we have

tey1—1

N
T
—ne Y |V Y o 3 preVE(wi)| < - T

o=t} =1 je§,

VF(w (fk))H

te1— 1-1 N TGZ

S e B S e i

=1 jeSc t=t c=1  jeS,
PRrooF. Since —2a™b = —||a||? — ||b||? + [|la — b||? holds for any two vectors a and b with real elements, we have

try1—1

— Nk Z VF(W(tk)) ZQC Z chVF](W({)))

=ty c=1 JjESe

tip

nkz[“wmmmnzmzmﬂmww

: ]€ c
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N
+vr®) = oc 3 pj,cVFj(wj-"bHZ]. (103)
c=1 JjESe
(a)

Applying Assumption 2, we further bound (a) above as

fors) - Sree 3 mrevrf

c=1 jeS.
ORN NvE (%)) — v (w P
< Oc Z Pjc||VEj (W) VF](wj )H
=1 jeSe
Cp Yo S oyelw w0 (08
c=1 jeS.

()
where (i) involves the application of Jensen’s inequality, and (ii) utilizes the f-smoothness of F;(-) as described in Assumption 2. We further
upper bound term (b) as follows:

ZQC Z ~,6Hw“k> —wj.””z - igc ZS pf’CHW(tk) _ w0 4 5® _W;{’)Hz

= JESe c= J€Sc

w(® _ wﬁ.””z, (105)

N
2
<o O e 3 e
c=1  jeS§

c

N
where, in the last step, we used the fact that ), o, >, pj,c(v’v(tk) —wHT (w0 - W;.[)) = 0. Upper bound (103) with (104) and (105) yields

c=1 jES.
tep1—1
“m ), W(vv“k))Tch > PieVE(WI) | < o (F(w ) — F(w*))
{=tp c=1 JjE€Se

te1—1

S S 3 s 2 o s

=t =1 jeS§,

()
2 ter1— ([) 2
Z Z@c Z piew® =wi||" (106)
t=tx c=1 jeS.
We can further upper bound (c) as follows:
tey1— trr1—1 N ( ) 2 (C—i)
Z wa) WO <t Y Do Y o™ < e (107)
m=tr c=1 jeS,
where last step results from the clipping operation. Replacing the result of (107) into (106) concludes the proof. O

Fact 1. Consider n random real-valued vectors xy, - -+ ,xp € R™, the following inequality holds:

2|3 Xi)\Z] < " VEIsIE. (108
i=1 i=1

=

Proor. Note that

n

HZx, Z Blxx] € > Bl 2] ARG (109
i,j=1

where (a) follows from Holder’s inequality, E[|XY|] < vE[|X|2]E[|Y]?]. o
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Fact 2. Leta > 0,b > 0andn > 1 (orn > 0 ifn integer). Then, it follows a — b < (a — b)na""1.

PRrOOF. Let ¢(x) £ a™ — (a + x)™. Since ¢(x) is a concave function of x > —a, it follows that a™ — b™ = ¢(b — a) < #(0) + $’(0)(b — a) =
(a - b)na™L. O



MobiHoc, Oct. 14-17, 2024, Athens,Greece Lin and Brinton

D ENERGY AND DELAY CONSUMPTION MODELS

The energy and delay model for our system accounts for various factors including model size M, quantization level Q, individual device transmit
power pj, and transmission rates RJ(.t), as outlined in [11]. Transmission rates are influenced by the device’s power, channel conditions represented
by h;t), and the system’s noise power, denoted as NoW for bandwidth W.

. _ (t) . . L

Local energy consumption at an edge server, E; 1o = Zjesf pj-M- Q/Rj , is computed by aggregating the energy from devices in the cluster
Sf. Global energy consumption, Egjopage = Zﬁil Pn. M- Q/R,(l?, sums the energy for communications between all edge servers and the central
server, taking into account each server’s transmit power p,, and transmission rate R,(,Z) .

Regarding delays, A 1o. quantifies the total transmission time for all selected devices in cluster c to send their model updates, expressed as
Acloc = ZjeS§ M- Q/R](t). Meanwhile, the global aggregation delay, Agjop, sums up the communication times between all edge servers and the
main server, given by Agjp = Zil M- Q/R,(l?“.

Wireless communications between devices and the edge employ a standard transmit power of p; = 24 dBm per device, with a bandwidth
of W = 1 MHz and a noise spectral density of Ny = —173 dBm/Hz. Following the model from [22], pathloss and fading are calculated using
hlm = \Iﬁi(t)ui(t), where ﬁl.(t) =fo - 106?10g10(di(t)/d0), Po = =30 dB, and & = 3.75. Rayleigh fading is modeled with ul.(t) ~ CN(0,1), and
dl.m is the distance to the edge server. For wired communications from edge to cloud, the transmit power is set at p,_ = 38 dBm with a data rate

p(0) _
of R,/ =100 Mbps.

“In the optimization framework for communication systems, while the most intuitive measure of delay is often to consider the maximum transmission time—since it represents the
actual bottleneck time required for all devices to complete their transmissions—here we choose to use the total sum of transmission times instead. This approach provides several
advantages. By considering the cumulative delay, the framework more accurately reflects the resource utilization across the network. This comprehensive view allows for more

effective optimization of network resources, as it enables the identification of efficiencies and redundancies in the data transmission process. Utilizing the total delay helps in
balancing the load more evenly among devices and can encourage solutions that not only focus on the slowest link but optimize the overall system performance.
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FIGURE 9: Impact of varying privacy budgets (¢) per entity on the training performance of H>FDP. It illustrates that the testing
accuracy for both datasets improves as the allocated privacy budget € increases.

E ADDITIONAL EXPERIMENTAL RESULTS

This section presents the plots from complimentary experiments mentioned in Sec. 6. Fig 9 presents the training performance of HXFDP for varying
privacy protection €, with pe = 0.5. When the privacy budget allocated to each entity decreases — for instance, moving frome = 1 down toe = 0.5
— a corresponding decline in H*FDP’s accuracy is observed. This manifests as approximately a 20% and 13% dip in testing accuracy by k = 200 for
CIFAR-10 and F-MNIST respectively. A consequential side effect of this lower privacy budget is the enhanced volatility detected in the accuracy
curve, especially when € = 0.5. Conversely, when the privacy budget per entity is escalated (in this case, moving from € = 1 to € = 1.5), the H*FDP
algorithm displays a surge in performance. This improvement equates to a rise in accuracy by about 6.1% for CIFAR-10 and 8.5% for F-MNIST. In
addition, a higher privacy budget appears to stabilize the volatility in the accuracy curve, leading to a more steady performance when compared
to the setting with a privacy budget of € = 1. Naturally, our benchmark model, which does not incorporate any privacy guarantees, showcases
optimal performance and stability. This stark contrast underscores the inherent trade-off that exists when incorporating privacy provisions into FL
models.
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FIGURE 10: Average values of 7; and s¥ chosen by Algorithm 1 across various configurations of coefficient a,.

Fig. 10 illustrates the impact of adjusting the optimization weight oz within the control algorithm P. The influence of a1 and az on the decision
variable is similar. Specifically, an increase in oy, which emphasizes communication energy, leads to (i) longer training intervals 7, due to reduced
frequency of global aggregations that minimize communication demands, and (ii) a smaller number s. of devices participating in training,
effectively lowering communication overhead.
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Algorithm 2: Overall H*FDP procedure.

Input: Length of training T, number of global aggregations Kg, length of local aggregation periods mp., length of local model training intervals Ty, learning rates ny., minibatch sizes \fl!t) |

Output: Final global model w(T)

1 Initialize w(®) and broadcast it across edge servers and devices, resulting in Wéo) = W(O), Ye andwio) = W<0), iel.

2 fork=0:K45 -~ 1do

3 fort =ty +1:tpyq do

4 for ¢ = 1: N do // Procedure at each subnet S¢

L) _ o (t-1) ~(e-1)

5 Local SGD update with: W;"" = w; —Nt-18; ;

6 ift e Tl:-c then

7 if nc € N7 then

8 Edge device i sends accumulated gradients ny Zf,:t?mk Ey) via uplink transmission;

t— L — —
9 Edge server n¢ conducts local aggregation with: Wy) = WE. mE) _ /Y > pj{cg{[) + n(tz andwgt) = Wy);
e=t-my jéSe J aloc

10 else

11 Edge device i sends noisy accumulated gradients 1. Z:’:tfmk ’g\gf) + ni’,tL)oc via uplink transmission;

t- L —
12 Edge server conducts local aggregation with: W‘(:t) = W‘(: i) _ /T > pjy,_-g(.l) + % pjv"n('tl),oc and Wl(.t) = Wgt);
e=t-my jeS¢ T jéSe 7>

13 else

14 wgt) = \lem.
15 if ¢ = tj4) then
16 for ¢ = 1: N do // Procedure at each subnet S¢

17 if nc € N7 then

18 Edge device i sends accumulated gradients ny. Z;:ka Ey) via uplink transmission;

t
19 Edge server nc computes and sends .~ ), > pj)c'g\(.() + Hf:té[ub via uplink transmission;
t=t—my jeS¢ 7 ’

20 else

21 Edge device i sends noisy accumulated gradients 1. Zi’:tfmk ’g\g{‘) + ng,tG)lob via uplink transmission;

t
22 Edge server computes and sends .~ 3, > pj,c/g\(.” + pj"—'n(’%loh via uplink transmission;
e=t-my. jeS¢ 7 jéSe 7

23 Main server performs global aggregation via (14) and downlink broadcast;

F PSEUDOCODE H?*FDP WITHOUT CONTROL
The full H2FDP procedure is summarized in Algorithm 2.
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