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Abstract—Cross-domain sequential recommendation is an im-
portant development direction of recommender systems. It com-
bines the characteristics of sequential recommender systems
and cross-domain recommender systems, which can capture the
dynamic preferences of users and alleviate the problem of cold-
start users. However, in recent years, people pay more and more
attention to their privacy. They do not want other people to
know what they just bought, what videos they just watched, and
where they just came from. How to protect the users’ privacy
has become an urgent problem to be solved. In this paper,
we propose a novel privacy-preserving cross-domain sequential
recommender system (PriCDSR), which can provide users with
recommendation services while preserving their privacy at the
same time. Specifically, we define a new differential privacy on
the data, taking into account both the ID information and the
order information. Then, we design a random mechanism that
satisfies this differential privacy and provide its theoretical proof.
Our PriCDSR is a non-invasive method that can adopt any cross-
domain sequential recommender system as a base model without
any modification to it. To the best of our knowledge, our PriCDSR
is the first work to investigate privacy issues in cross-domain
sequential recommender systems. We conduct experiments on
three domains, and the results demonstrate that our PriCDSR,
despite introducing noise, still outperforms recommender systems
that only use data from a single domain.

Index Terms—cross-domain sequential recommendation, dif-
ferential privacy, privacy-preserving

I. INTRODUCTION

Today, recommender systems have emerged as a crucial
technology that can offer significant practical benefits to
commercial enterprises. It has played an important role in
many applications, including e-commerce, online video plat-
forms, social media, and mapping services. A recommender
system typically employs a model that leverages user-item
interaction records, user profiles, item attributes, and other
relevant information to predict user preferences and then
provide personalized recommendation services for users.

Considering that a user’s preferences may change over time,
an increasing number of recent works pay more attention to
temporal information and propose many models that exploit
sequential information. A recommender system using sequen-
tial information is called a sequential recommender system.
By combining the users’ long-term and short-term preferences,
sequential recommender systems can more effectively capture
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a user’s interests and thus provides better recommendation
service. However, sequential recommender systems still suffer
from the cold-start and data sparsity problems. Fortunately,
there is another research direction in recommender systems
that can effectively mitigate these two problems, namely,
cross-domain recommender systems (CDR). By leveraging
additional auxiliary data from other business applications,
CDR can enhance the model performance. These applications
are called auxiliary domains, while the application to improve
recommendation accuracy is called target domain. In recent
years, some researchers have successfully combined sequential
recommender systems and cross-domain recommender sys-
tems, leading to the emergence of cross-domain sequential
recommender systems (CDSR). The models of CDSR not only
effectively utilize the users’ long-term and short-term prefer-
ences, but also transfer user and item knowledge from other
domains, resulting in improved recommendation performance.

Existing cross-domain sequential recommender systems
usually assume that the data of each domain is visible to
all the domains. In other words, the data is public. However,
this practice may lead to legal problems in real-world sce-
narios, because the data usually includes the users’ historical
interacted items, which are the privacy of the users. After the
implementation of data protection laws and regulations such as
the General Data Protection Regulation (GDPR) |'| it is illegal
to collect, process or exchange a user’s data without the user’s
consent. As far as we know, no researchers have proposed
studies or given ideas to tackle this new challenge. Therefore,
we aim to propose a viable solution to this new challenge,
i.e., privacy-preserving cross-domain sequential recommender
systems.

In this paper, we propose a privacy-preserving cross-domain
sequential recommender system (PriCDSR), which can be
applied to CDSR to provide users with recommendation
services while preserving their privacy. To achieve this goal,
we introduce the definition of differential privacy in users’
historical interaction sequences, taking into account both the
ID and the order information. Then, we design a random
mechanism that satisfies this differential privacy and provide
its theoretical proof.

Our main contributions can be summarized as follows: (i)
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to the best of our knowledge, our PriCDSR is the first work
on privacy-preserving cross-domain sequential recommender
systems; (ii) we provide the theoretical proof that our PriCDSR
satisfies the differential privacy in users’ historical interaction
sequences; (iii) we conduct experiments on six domain couples
and the results demonstrate that our PriCDSR, despite intro-
ducing noise, still outperforms recommender systems that only
use data from a single domain.

II. RELATED WORK
A. Cross-Domain Sequential Recommendation

1) Merged Flow Cross-Domain Sequential Recommenda-
tion: There exist some works that merge the data in the target
domain and the auxiliary data, which we call merged flow
cross-domain sequential recommendation (MFCDSR). Specif-
ically, the interaction records of each user in both domains
are rearranged in chronological order by timestamps. 7-net [/1]
considers the shared account problem in smart TV recommen-
dation. The authors propose shared account filter unit (SFU) to
capture different user preferences within an account, and cross-
domain transfer unit (CTU) to model the transfer of user pref-
erences between different domains. PSJNet [2] is a framework
for MFCDSR. The authors reformulate 7-net, regard SFU and
CTU as a split-by-join unit, and then propose PSINet-II (-
net is regarded as PSJNet-I) that replaces the split-by-join unit
with a split-and-join scheme. In addition to the users’ historical
interaction sequences, MIFN [3] also incorporates the item
information represented as a knowledge graph. DA-GCN [4]]
and DDGHM 3] are graph-based models, and they use graphs
for better user and item representations. C2DSR [6] utilizes
graph neural network and self-attention mechanism to obtain
single-domain and cross-domain representations of users.

2) Segregated Flow Cross-Domain Sequential Recommen-
dation: If a model does not utilize the timestamps to merge
data from the two domains, we refer to it as a segregated
flow cross-domain sequential recommendation (SFCDSR).
MiNet [7] models three types of user interest (i.e., long-
term interest across domains, short-term interest from the
auxiliary domain, and short-term interest in the target domain),
and then aggregates them to obtain the final user interest.
SEMI (8] is the first work that investigates e-commerce micro-
video recommendation. It enhances the similarity between the
representations of a user across different domains in the same
session, while reducing the similarity to the representations
of other users or sessions. In DASL [9], the authors propose
two techniques called dual embedding (DE) and dual attention
(DA). Specifically, DE uses an orthogonal matrix to map
the user embeddings in one domain to the other domain,
and then minimizes the gap between the mapped embeddings
and the embeddings in the other domain. CD-ASR [10]
and CD-SASRec [[11]] employ self-attention mechanism for
domain-specific user representations in both auxiliary and
target domains. The two representations are then combined for
improved recommendation. RecGURU [12] introduces adver-
sarial learning into cross-domain sequential recommendation.
It uses an encoder to obtain generalized user representations

(GUR) from the users’ historical interaction sequences, and
a discriminator to identify which domain the GURs come
from. Then, RecGURU alternately optimizes the model and
the discriminator to achieve knowledge transfer.

The above works are all classic or recent works on
cross-domain sequential recommender systems. However, both
MFCDSR and SFCDSR do not consider privacy issues, so it
is difficult to legally use them in real-world scenarios.

B. Privacy-Preserving Cross-Domain Recommendation

While there is a lack of research on privacy-preserving
cross-domain sequential recommender systems, several studies
have explored privacy concerns in cross-domain recommender
systems (CDR).

PriCDR [[13]] is a two-stage model. In the first stage, PriCDR
uses Johnson-Lindenstrauss transform (JLT) and sparse-aware
JLT (SJLT) to add noise to the rating matrix of the auxiliary
domain to satisfy differential privacy. In the second stage,
PriCDR uses a proposed model called HeteroCDR to model
the user preferences using the noise-added rating matrix of
the auxiliary domain and the original rating matrix of the
target domain. PPGenCDR [14] is also a two-stage model.
In the first stage, it uses SPPG, a module based on generative
adversarial network (GAN), to extract the user preferences in
the auxiliary domain (which are represented as the generator
of SPPG), and then transfers the extracted user preferences
(i.e., the generator) to the target domain. In the second
stage, a robust CDR module in the target domain utilizes
the received generator and the raw data of the target domain
to enhance the recommendation performance of the target
domain. P2FCDR [15] is the first work to study the privacy-
preserving problem of dual-target cross-domain recommender
systems. It uses local differential privacy (LDP) to protect
user embeddings exchanged between the two domains. The
approach also uses a feature-level gated selecting vector to
refine the information fusion process of the transferred em-
beddings. The work [16] proposes a method for reconstructing
user composite embeddings for cross-domain recommender
systems. The authors propose a deep learning network for
reconstructing user embeddings from various auxiliary do-
mains into a composite user embedding, thereby leveraging
information from multiple auxiliary domains to improve the
accuracy of downstream tasks.

There are two other works, FedCDR [17]] and FedCT [18]],
that also consider privacy issues, but they adopt a different
research problem setting than ours. In their research problem,
each client is free to use data from both domains. However,
our research problem does not consider the clients.

C. Differential Privacy for Sequential Data

Several studies have focused on preserving the privacy of
point-of-interest (POI) data [[19]—[21]]. However, most of these
studies aim to protect the geographic coordinates (i.e., latitudes
and longitudes) of the POIs. Our research, on the other hand,
is framed in a more general setting that is not restricted to
any particular application scenario. As a result, these methods



are not effective in addressing our research problem since the
items in CDSR do not have latitude and longitude information.

In the work [22], the authors propose the notion of con-
densed local differential privacy (CLDP) and propose a mech-
anism to satisfy CLDP. The mechanism is designed to protect
two types of sensitive information of sequential data, i.e.,
length and content. However, it does not protect the order of
items in the sequences, which may lead to privacy issues.

In another work [23], the authors propose the notion of the
local differential privacy in the temporal setting (TLDP) and
propose three mechanisms to satisfy TLDP. However, TLDP
only considers the privacy of the order of the items, but not
the privacy of the IDs of the items. Specifically, TLDP allows
the replacement of an item in a sequence only with another
item from the same sequence, but not with an item from the
entire item set that is not present in the sequence.

III. PRELIMINARIES
A. Problem Definition

In this paper, we consider a cross-domain sequential rec-
ommendation problem. Without loss of generality, we assume
that there are only two domains, an auxiliary domain and a
target domain. These two domains have the same set of users,
denoted as U, where || = n. However, the item sets of them
are mutually exclusive. The item set of the auxiliary domain
is denoted as 7, where |Z4| = m. And that of the target
domain is denoted as Z7, where |Z7| = mr. In each domain,
we only consider a kind of user-item one-class feedback.

Our goal is to improve the recommendation performance
on the target domain using the data on the auxiliary domain,
while also protecting the data privacy of the auxiliary domain.
We believe that there are no privacy issues within a domain.
Therefore, all data within a domain is freely available for use
within that domain. Note that although we only consider the
case of one target domain and one auxiliary domain, it can be
easily extended to the case of one target domain and multiple
auxiliary domains.

B. Sequential Differential Privacy

The items that user u interacts with in the auxiliary domain
(denoted as Z'), is obviously the privacy of user u and
thus needs to be protected. We call this kind of information
ID information. In addition, we must consider the sequential
information of users’ historical interaction sequences, which
reveals their interests. For example, in POI recommendation, a
user’s interaction subsequence from A to B indicates that the
user has traveled from A to B. On the contrary, a subsequence
from B to A, despite the same POIs being involved, denotes
that the user has moved from B to A. Obviously, the informa-
tion of A — B and B — A subsequences is quite different.
This scenario is not exclusive to POI recommendation and
may arise in other types of recommendation tasks as well. This
kind of users’ interests in the auxiliary domain should also be
considered private, so we also need to protect the sequential
information.

Using differential privacy to only protect the ID information
without regarding to the order information may leak the
user’s privacy. It seems that perturbing the item IDs in the
users’ historical interaction sequences automatically perturbs
the order of the item IDs. However, this is only a side effect of
protecting the ID information, and does not adequately protect
the order information, let alone guarantee it theoretically. To
this end, we propose sequential differential privacy (SDP),
a new differential privacy that protects both the ID and
sequential information of the users’ interaction sequences. We
have a sequential data matrix as defined in Definition[I] Under
such setting, we also define the neighbouring sequential data
matrices in Definition [2| Finally, we define SDP in Definition
&l

Definition 1 (Sequential Data Matrix). The data in the
auxiliary domain is denoted as a set R4 = {RA|u €
{1,2,...,n}}. Each user u has an ordered sequence of
interacted items in the auxiliary domain, i.e., Rf =

(iL,i2,... ,iLR’fI). We fix the length of the users’ historical
interaction sequences as L. We only take the last L item IDs
for the interaction sequence if that is too long, and pad zeros
in the front of the sequence if it is too short. We only keep
the first interaction record between a user and an item, and
delete the subsequent repeated interaction records, which is a
common setting in sequential recommender systems [24], [25].
Therefore, the data in the auxiliary domain can be denoted as

a sequential data matrix R* € N"*% where R% , = i,

Definition 2 (Neighbouring Sequential Data Matrices). Two
sequential data matrices, R and R/, are neighbouring if R’ can
be obtained from R by modifying one user-item interaction or
by swapping any two interactions of a single user. Formally,
in the former situation, there exists one pair (ug, fo) with 1 <
ug < n and 1 < £y < L such that

Ruj #R;J’ U = Ug /\6260
Ru’g: ! u# ug VIEF£ Ll

w, b
In the later situation, there exists two pairs (ug, £1) and (ug, £2)
with 1 <wu; <nand 1 </¢; < /{5 <L such that

Ru,l:R;,@, U:’Uzl/\e:ﬁl/\g,:gg
RU,Z:RLJH U:’Uzl/\é:gQ/\gI:él
Ruc=R), ubuV({#LNFL)

Definition 3 (Sequential Differential Privacy, SDP). For any
pair of neighbouring sequential data matrices, R and R/,
and any output A, a random mechanism M can provide e-
SDP (i.e., the random mechanism M is an ¢-SDP random
mechanism) if we have:

PriM(R) = A]
"PrIM(R/) = A]
The two types of changes in the defined neighbouring se-
quential data matrices have significant implications for SDP, as

they respectively highlight the random mechanism’s attention
to ID and sequential information. In particular, the former

VA € Range(M(-)) < exp(e)



change demonstrates that SDP is sensitive to the values of
item IDs, while the latter shows that SDP also pays attention
to the sequential information of the users’ historical interaction
sequences.

IV. PRICDSR

In this section, we describe the steps of our PriCDSR
in detail. Under the definition of sequential data matrix in
Definition (I} there is a sequential data matrix R” € N"*Z in
the target domain, and a sequential data matrix R* € N** £
in the auxiliary domain.

The overall architecture of our PriCDSR is shown in Fig.
Inspired by PriCDR [13]], our PriCDSR also adopts a
two-stage solution. In the first stage, our PriCDSR adds a
certain level of noise to the auxiliary domain’s sequential data
matrix, i.e., R4, using our proposed random mechanism M
to produce a perturbed sequential data matrix, i.e., RA. This
perturbed matrix is then transmitted to the target domain. In
the second stage, the target domain can take advantage of
any existing SFCDSR algorithm, with the perturbed sequential
data matrix serving as the input for the algorithm in place
of the original sequential data matrix. By doing this, the
knowledge transfer from the auxiliary domain to the target
domain can be achieved. As shown in Fig. (1} our PriCDSR
is intuitively non-invasive, as it requires no modification to
the base model of CDSR. Therefore, our PriCDSR can be
easily extended to the case of one target domain and multiple
auxiliary domains. The only requirement is to apply the SDP to
the data from each auxiliary domain and transfer the resulting
output to the target domain. Note that our PriCDSR can only
be applied to SFCDSR, not MFCDSR, because the algorithm
of MFCDSR uses timestamps to merge the interaction records
from the auxiliary domain and the target domain. However,
our PriCDSR does not consider the privacy protection of
timestamps.

Before introducing our random mechanism M, we briefly
introduce the randomized response (RR) algorithm [26[]. Given
a real item ID v, RR will output ¢ with the following
probability:

exp(e)
exp(e)+m—1"
erorr

1=

Prlilv] =

where m is the number of all possible outputs. And then, ¢
will be used as the noised data of v.

Our random mechanism M builds on the RR algorithm
and improves upon it, which is shown in Fig. 2| Specifically,
for each element R, , in the sequential data matrix, our
random mechanism M first samples a candidate item ID ¢
using the probability distribution defined in (I). Note that
our random mechanism M is designed to avoid sampling
item IDs that has been sampled, i.e., the item IDs in P, g,
because an item ID can only appear once in a user’s historical
interaction sequence (please see Definition [I)). Subsequently,
our random mechanism M check whether the item ID ¢
appears in the user’s subsequent interacted item IDs. If so,
our random mechanism M swaps the subsequent item ID 4

Perturbed Data R* e N™* Perturbed Data R* e N™*
0o-o-E-0-0-0 @->0-E-0-0-0
- A-E-@-0-0 o->A-E-@- 00
. i
[a]
=]
g Base CDSR
E
o
’ T
o-A-E-O-@-0® *OPo0 > IkoN
O-E-A-0-0-0 V40> % Oh%k
0-A-@-E-0-0 Kok K>4>050
Plaintext Data R* e N™* Plaintext Data R e N™*
Auxiliary Domain Target Domain

Fig. 1. Overview of our privacy-preserving cross-domain sequential rec-
ommender system (PriCDSR). The plaintext data of the auxiliary domain
is represented as a sequential data matrix R“ (the blue box in the bottom
left corner), which consists of the users’ historical interaction sequences. BA
is added with noise to generate the perturbed sequential data matrix R4
(the orange box in the upper left corner). We incorporate these noises (the
orange icons in the orange boxes) using the proposed random mechanism
M (see Fig. ) satisfying Sequential DP (see Definition [3). Subsequently,
the perturbed sequential data matrix of the auxiliary domain is transmitted
to the target domain (the orange box in the upper right corner). The target
domain can use any CDSR method as the base model, and legally use the
perturbed sequential data matrix of the auxiliary domain R4 and the plaintext
sequential data matrix of the target domain R (the green box in the bottom
right corner) to provide recommendation services.

with the current item ID. Otherwise, our random mechanism
M replaces the current item ID with item ID 4.

Pr[i"Pu’e,Ru’g]

exp(€) i=R
eXP(E)"rm—l\Pu,z\{OH’ u,l 1)

exp(e)+m—|Py,e\{0}]’ { # Ru,@ A ¢ ,Puyf\{o}
0, 1€ ’Pu,(\{O}

{Ru1,Ru72,...,Ru75_1} and 1 S

)

where P,, =
{0,1,2,...,m}.

Inspired by RR, we use a similar probability distribution
(.e., @) to sample item IDs, ensuring that our random
mechanism M can be proven to satisfy e-SDP. However, our
random mechanism M is significantly different from RR.
It has the item IDs that cannot be sampled and the swap
operations after getting the sampled item IDs. Both of these
differences are designed for sequential data.

Compared with PPGenCDR [14] and the work [[16], our
random mechanism M provides theoretical privacy protection
of the ID and order information. Compared with PriCDR [13]],
our random mechanism M provides privacy protection of
sequential information. Specifically, the JLT and SJLT used
in PriCDR can only be applied to the rating matrix without
sequential information.

Neither CLDP [22] nor TLDP [23]] is a recommender
system. If they are applied to cross-domain sequential recom-



Fig. 2. Our random algorithm M
1: for u e {1,2,...,n} do
22 for £e€{1,2,...,L} do
3: Pick a random item ID ¢ € {0,1,2,...,m} with
probability in (T).

4: if ¢ # R, ¢ then

5: ifi£0Ni€ {Ru,z.;_l,Ru,z_,_z,...,Ru’L} then

6: Swap R, ¢ and R, o/, where R, » = iAR,, ¢ €
{Ru,£+17 Ru,£+27 e 7Ru,L}-

7: else

8: R, ¢+

9: end if

10: end if

11:  end for

12: end for

mendation, the former can only protect the ID information,
while the latter can only protect the sequential information.
Compared with them, our random mechanism M protects both
the ID information and sequential information.

Although our random mechanism M seems simple, it does
satisfy e-SDP, which will be proven in Section Another
simpler and seemingly effective way is to perturb the item
IDs followed by random shuffling. However, it is difficult to
prove that this simpler method satisfies e-SDP. The theoretical
privacy guarantee firmly protects the privacy of the users,
which may make the users more willing to participate in the
training of recommendation models and meet the requirements
of data protection laws and regulations.

The computational complexity of our random mechanism
M is O(n x L). It can be easily seen from Fig. 2] that
the random mechanism M consists of two layers of cyclic
structure. The first layer loops n times, and the second layer
loops L times. As for the judgment in the 5th line, using a
hash table can reduce its computational complexity to O(1).
Specifically, before perturbing a user’s interaction sequence
(i.e., the second loop), traverse the interaction sequence to
obtain a hash table whose keys are the item IDs and whose
values are the positions of the item IDs in the sequence. By
doing so, the computational complexity of the entire algorithm
can be reduced to O(n x L). And this only requires an
additional O(L) spatial complexity.

An important feature of our mechanism is that the perturbed
sequential data matrix generated by our random mechanism
M has the same shape as the original sequential data matrix,
i.e., n x L. This ensures the non-invasiveness of our PriCDSR.
Therefore, any existing SFCDSR algorithm can be applied
to the perturbed sequential data matrix, thereby enabling the
target domain to benefit from the transferred knowledge.

Now, we provide a detailed explanation of how our random
mechanism M operates using a toy example, as shown in
Fig. 3] we consider a user’s historical interaction sequence
consisting of five items, ie., 1 - 2 - 3 — 4 — 5. To
conform to the fixed interaction sequence length, which is 8
in our toy example, we zero-pad the sequence. Our random

mechanism M then perturbs each item ID (including the
padded zeros) in the user’s interaction sequence one by one.
Note that we perturb the padded zeros so that our random
mechanism can satisfy e-SDP, although this will introduce
more noise. We explain the process below. Firstly, for the
first 0, our random mechanism M samples 0, so the sequence
does not change. Note that we do not illustrate this sampling
in Fig. |3| due to space limitation. Secondly, for the second
0, our random mechanism M samples item ID 8, which is
an item ID that does not appear in the original interaction
sequence (we highlight this kind of item ID in orange in Fig.
[3), so the item ID 8 replaces the original 0. The result of this
type of perturbation is similar to inserting a new item ID in
the original interaction sequence. Thirdly, for the third O, our
random mechanism M samples item ID 1, which is an item ID
appears in the original interaction sequence (we highlight this
kind of item ID in blue in Fig. E]) Therefore, this 0 and the item
ID 1 in the original sequence swap places. Fourthly, for the
swapped 0 and item ID 2, our random mechanism M samples
0 and item ID 2 respectively, so the sequence remains the
same. We also do not illustrate these two samplings in Fig. [3]
Fifthly, for the item ID 3, our random mechanism M samples
item ID 5, and then swaps their positions in the interaction
sequence. Sixthly, for the item ID 4, our random mechanism
M samples 0, so item ID 4 is replaced with 0. The result
of this type of perturbation is similar to deleting an item ID
in the original interaction sequence. Finally, for the swapped
item ID 3, our random mechanism M samples item ID 6, an
item ID that does not appear in the original sequence, so item
ID 3 is replaced with item ID 6. After all these perturbations,
our random mechanism M transforms the original interaction
sequence 0 - 0 -0 —=1—2 =3 =4 — 5into a
perturbed sequence 0 -8 -1 —-+0—-2—5—0— 6.

Note that this example is just an illustration of all the
possible perturbations our random mechanism M can make to
an interaction sequence. Therefore, the perturbed interaction
sequence is quite different from the original sequence. This
may not be the case in real-world scenarios. The strength of
our random mechanism M to perturb an interaction sequence
is governed by the privacy budget e.

V. PRIVACY ANALYSIS

In this section, we prove that our random mechanism M
satisfies e-SDP, as shown in Theorem [T} Note that the random
mechanism M satisfying SDP is only applied to the data in
the auxiliary domain. Therefore, we will describe the details of
our random mechanism M using the auxiliary domain data as
input. To keep the subsequent description concise, we will use
Z, m, R and R to refer to Z#, m 4, R and R4, respectively,
unless stated otherwise.

Theorem 1. Our random algorithm M guarantees e€-SDP.

Proof. According to Definition [2] we divide the proof into
Case 1 and Case 2. Case 1 deals with the situation where the
neighbouring sequential data matrices differ from the value of
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Fig. 3. Illustration of an example of our random mechanism M. From top
to bottom, each interaction sequence shows each step of how our random
mechanism M adds noise to the example interaction sequence. The item ID
sampled at each step is represented by a dotted box (the dotted arrow extending
from it points to the current item ID (or padded zero)). If the sampled item
ID appears in the subsequent subsequence (connected by a dotted line), the
current item ID (or padded zero) and the subsequent item ID will be swapped.
Otherwise, the current item ID is replaced with the sampled item ID. Based
on the sampled item ID, the current item ID, and whether the sampled item ID
appears in the subsequent subsequence, the added noise can be classified into
four categories, i.e., insertion, deletion, replacement, and swap. The specific
operation of each step is explained on the right side of the corresponding
sequence.

Delete item ID 4

Replace item 1D 3 with 6

a single element, while Case 2 considers the scenario where
they differ from the position of a pair of elements.

Case 1. For two neighbouring sequential data matrices R
and R/, which differ only by one user-item interaction, and
any output A, we expand % using the conditional
probability formula as follows.

PrIMR) = A _TT0-, T2 PriRus = Aue[Pud]

PrMR) = Al [T TTis, PrR, = Auel P
50:_11 Pr[ﬁ'umf = Aumf ,Pumd

T lo—1 =
01 PT[RLO,Z = A, 0| Puo ] @)
Pr[Ruolo = Au0,50|7)u0,fo

PR ]
PI‘[ . :Au07éo|Puo,fo]

uo,Lo

I -

« HZ:ZO+1 PI[RUO,Z = Au0,4|7)uo,d
i3 =

Hz:zoﬂ PT[RLO,Z = Ay, Pug (]

For any A, ¢ 1 < ¢ < {, Pl‘[ﬁ,umg = Ayy.0|Puy.e] and
Pr[R w0t = Aug | Pug ] are obviously equal no matter what
A, ¢ is. During the process of perturbing R, ¢ and R;M,
1 < £ < £y, it is possible that the item IDs of subsequent
elements may also be perturbed, because our random mecha-
nism M may sample an item ID that exists in the subsequent
elements and swap its position with the current one. However,
this is acceptable because it does not change the equality of
each element of R, , and R;M, Ly < £ < L. Specifically,
for £ = ¢y, no matter what the currently sampled item ID is,

/
uo.ty> and the new

!, cannot be equal to the R}, , or R, ¢, that
»X0 0,20 ’

has not been swapped. Therefore, Ry, ¢, and R;, , remain
unequal after the possible swap. For {4 < £ < L, R, ¢ and
R;O, , will be swapped together or not because they are equal.
Hence, R, ¢ and R,’uo,(, ly < ¢ < L, remain equal after
the possible swap. Therefore, Equation (2)) can be rewritten as
follows.

it can only be swapped with R, ¢, or R
Ry, or R,

PI‘[M(R) = A] _Pr[Ruo,fo = Aumeo |PU07@U]
PrM(R/) = A] PT[R;O,ZO = Ay 0| Puo,to]

I -

« Hé:éo+1 Pr[Ruo,f = Auo,dpuo,f]
7 =

He:eo+1 PT[R;O,e = Ay t|Puo.e]

For this equation, we consider the following four cases.

Case 1.1: If the candidate item ID of our random mecha-
nism M to Ry, ¢, and R}, is Rug 5 1€, Ay e, = Rug
then the random mechanism M will assign Ry, ¢, to R}, , .
After this operation, the subsequent elements, i.e., Ry, ¢ and
R;O,bﬁo < ¢ < L, remains the same, and are still point-
wise equal. Hence, Pr[R., ¢ = Ay, .¢|Pu,.¢] and Pr[R ol =
A, ¢|Puy.¢] are equal no matter what A, ¢, 0o +1<¢<L

is. Therefore, Equation (3) can be calculated as follows.

3)

exp(e)

P R)=A xp(e ~P.

Pr[//\\//ll(R’) —A] _ oxple+m ‘f 0.t \{0}] x 1 = exp(e) (4)

MR = Al o Peg o]

Case 1.2: If the candidate item ID of our random mecha-
nism M to Ry, ¢, and R}, , is Ry, 4 .ie€, Ayge, =Ry, 40
Hence, Equation (EI) can be calculated as follows.

1
PriM(R) = A]  &p@+m—[Puy .o\ 0] 1
= x] = (5)
PriIM(R/) = A] exp(e) exp(€)

exp(€)+m—|Pug,e0 \{0}]

Case 1.3: If the candidate item ID of our random mechanism
M to Ry, 4, and R] is an item ID that exists in the

u0,€0
subsequent elements, i.e., Ay, 7# Rugeo N Augty #
!
ug,Lo /\Auméo € {Ru0,€0+17 R to42; - - - 7RUO,L}’ then our

random mechanism M will swap R, ¢, with the sampled

. . PrRug,e0=Aug,00|Pug.to)

item ID. In thi —0:°0 00 —=20:0- — 1, an

te this case, Pr(R! At | Pocrc] ,and Ry, ¢
and R/

uO«[O:
wg, )

ly < ¢ < L become two new neighbouring
sequential data matrices that differ from the value of a single
element, i.e., back to Case 1.

Case 1.4: If the candidate item ID of our random
mechanism M to Ry, and R, , is a new item ID,
Le., Auolo # Rumeo A Aumfo # R;o}fo A Auo,fo ¢
{Rug.to+1> Rug,t9+1, - - - Ruy,r}, then our random mecha-
nism M will assign the new item ID to R, 4, and R/

< u0,€0 "
Pr[l?uo,io :Au0,€0|Pug,10] = 1. and Ru ’ and
’ b
Pr(R;, o g =Aug.to|Pug.to] ’

R! , o < £ < L have not been changed so they are still

wg,l?
point-wise equal. Therefore, Equation (3 can be calculated as

follows. PrIM(R) = A]
PrIM(R’) = A]

In this case,

=1x1=1 (6)

Pr[M(R)=A]

To sum up, in Case 1, 5T RA=A] < exp(e).



Case 2. For two neighbouring sequential data matrices R
and R’ in which only the positions of a pair of elements have
been swapped, and any output A,

PrIM(R) = A] Ty [12, PriRus = AuelPud]

_ T L =2
PI‘[M(RI) - A] Huzl H[:l Pr[R{u,g = Au,Z|Pu1,Z]

51:711 Pr[Rul L= Au1,4|Pu1,e]

o PR, = A dPud
Pr[Ru1 o = Au 0 [Puya]
Pr[R; 0= Ay, 0| Puy o]
Hz 641 Pr[Ry, ¢ = Ay, ¢|Puy i
H/ 0+1 [R Au1,£|7>u1.l]

For any 1 < ¢ < /4, if our random algorithm M swaps
Ry, ¢and Ry, 4, (or Ry, ¢ and Ry, ¢,), then it must swap
R, w0 and R, w0, (OF R, cand R, ¢,)- This does not change
the equality of each element of R, ¢ and R/, L where ¢ <
¢ < L. Therefore, Equation (7) can be rewritten as follows.

PT[M(R) = A] _Pr[Ruhel = Auhel |,Pu1,@1]
PI[M(RI) = A} PT[RL o= Aul,él |Pu1/1]
3

HZ 0141 PI‘[Rul L= Au1 f|Pu1, ]
Hf £1+1 PI‘[R £ Au1 f|rpu1, ]

For this equation, we consider the following four cases.

Case 2.1: If the candidate item ID of our random mech-
anism M to Ry, and R;, , is Ry, e, i€, Ay g =
Ry, = Ry, 4, then the random mechanism M will
swap R;llel and Ri.n, 0y A“'fter this operation, the sul?sequent
elements in the neighbouring sequentlal data matrices are
point-wise equal, i.e., Ry, » = u1 001 < £ < L. Therefore,
Equation (8) can be calculated as follows.

exp(e)

exp(e)+m—|Py, 0
_ SO P Ty ) 9)

exp(e)+m—|Pu,e; \{0}]

Pr[M(R) = A]
PrIM(R’) = A]

Case 2.2: If the candidate item ID of our random mech-
anism M to Ry, ¢, and R , is R , ., ie, Ay o =
R, 0 Ry, ¢,, then the random mechanism M will
swap R, ¢, and R, ¢,. After this operation, the subsequent
elements in the neighbouring sequential data matrices are also
point-wise equal, just like Case 2.1. Hence, Equation (§)) can

be calculated as follows.

1
PrMR) = A] _ eop@im—Pu o\ O, _ 1
PriM(R’) = A] exp(€)

(10)
Case 2.3: If the candidate item ID of our random mech-
anism M to Ry, ¢, and R} is Ry, ¢, where {1 < £ <

exp(e)
exp(e)+m—[Pu,¢; \{O}

uq Zl
LAY 75 ly, ie., Auth 7& R,u1 o N AAU1 0 75 Ruhél AN
Aul,fl € {Ru1,€1+17 vy Rullz*l? Ru1,€2+17 v Rul,L}’

then the random mechanism M will swap R, ¢, with the
Pr[ﬁ'ul €9 —Aul 21 |P1L1 21] 1

, 7 =1, and
PrR,, , =Au, 0, [Puy.cy]

Ry, eand R, ,, 6 <l <L become two new neighbouring

item ID R, ¢. In this case

sequential data matrices that differ from the position of a pair
of elements, i.e., back to Case 2.

Case 2.4: If the candidate item ID of our random
mechanism M to Ry, ¢, and R , is a new item
ID, ie, Ay, # Rujon N Ay, # R,u1 o N
Ay, Rusto—1, Ry o t15 s Ry r )

¢ {Ru17€1+1’ ceey
then our random mechanism M will assign the new item ID to

Pr[R, =A 01 | Puq e
Ru1,€1 and R; N2 [Royy g [Puy.y] =1,

. In this case, .
Pr[R! =Au; 00| Puyq]
and R,, ; and R/

uy, Ly
- Z,El < ¢ < L become two new neigh-

bouring sequential data matrices that differ from the value
of a single element, i.e., Ry, ¢, # R;“ 0y Therefore, this

case can be regarded as Case 1. Furthermore, in Case 1,
PrIM(R)=A
W S eXp(e). HCHCC,
PrIM(R) = A]
L — N | = 11
PrIMR) = A = x exp(€) = exp(€) (11)
PrIM(R)=A]

To sum up, in Case 2, FMR)=A] < < exp(e).
Combining Case 1 and Case 2, Theorem [I) is proved. [J

VI. EMPIRICAL EVALUATIONS

In this section, we focus on the following three research
questions (RQs) and conduct two corresponding experiments.
RQ1: How does our PriCDSR perform compared to a model
trained only on the data of the target domain? RQ2: How
does our PriCDSR perform compared to a model trained on
the plaintext data of both the target domain and the auxiliary
domain? RQ3: How does the privacy budget e affect the
performance of our PriCDSR?

A. Data and Evaluation Metrics

We use real-world data from Amazon [27], which is an
e-commerce dataset collected by Amazon with item ratings
and reviews, etc. We choose three subsets, Movies and TV
(Movie), CDs and Vinyl (CD), and Books (Book), as three do-
mains for experiments. We follow MGCL [28]] and preprocess
these three domains as follows: 1) We assume that the presence
of reviews, check-ins, and purchases is positive. In other
words, a user’s interaction record with an item implies that the
user is interested in the item. 2) We only keep the users and
items with at least five interaction records. 3) We only keep the
interaction sequences of users who have interaction records in
all the three domains. 4) We use timestamps to determine the
order of interactions and discard later duplicated interaction,
i.e., user-item pairs. 5) We adopt leave-one-out evaluation by
splitting each dataset into three parts, i.e., the last interaction of
each user for testing, the penultimate one for validation, and
the remaining interaction records for training. The statistics
of the preprocessed data are shown in Table [ We release
the source codes and scripts to reproduce all the experimental
results at https://github.com/LachlanLin/PriCDSR.

Our research problem assumes that there is only one tar-
get domain and one auxiliary domain, hence we conduct
experiments on all six possible (target domain, auxiliary do-
main) pairs, i.e., Movie<—Book, Movie<—CD, Book+Movie,
Book<«CD, CD<Movie, and CD<Book.


https://github.com/LachlanLin/PriCDSR

TABLE I
STATISTICS OF THE DATA IN THREE DIFFERENT DOMAINS.
Domain  #Users #ltems  Avg. Seqlen.
Movie 10,929 59,513 42.11
CD 10,929 91,169 31.50
Book 10,929 236,049 55.60

To evaluate the recommendation performance, we follow the
literatures [24f], [25]] and sample negative items based on their
popularity. For each user, we sample 100 items that have not
been interacted with as negative items, and then rank these
negative items with the ground-truth item. We choose two
commonly used metrics for CDSR, i.e., normalized discounted
cumulative gain (NDCG@F) and hit ratio (HR@Fk). Note that
k denotes the length of the recommendation list provided by
the algorithms.

B. Baselines and Hyperparameter Configurations

The random mechanism M acts on the data rather than
on the model (as illustrated in Fig. , which means that
our empirical studies shall focus on the data with and with-
out applying our mechanism. Therefore, we use a CDSR
method, i.e., DASL [9]], as our base model and obtain an
implementation of our PriCDSR (PriCDSR-DASL). Note that
we use the source code provided by the DASL authors
at https://github.com/Ipworld/DASL. To enable DASL to be
applied to our data, we make the following modifications to it.
(i) We modify the loss function. The data used in the original
paper has two kinds of labels, i.e., positive and negative.
Therefore, its loss function is the binary cross-entropy loss
defined on the positive items and the negative items. However,
the data in our research problem only consists of one-class
feedback. We thus treat all interaction records as positive and
sample negative items to define the binary cross-entropy loss.
(i) We modify the network structure of the output layer, from
the concatenation and fully connected layers in the original
paper to the inner product. Note that we do not simulate the
data transfer between the two domains as shown in Fig. [I]
Instead, we use our random mechanism M to add noise to the
auxiliary data of each domain couple to obtain the perturbed
auxiliary data. We refer to the DASL using perturbed auxiliary
data as our PriCDSR-DASL. Therefore, the base model of our
PriCDSR-DASL, i.e., DASL, remains unchanged and does not
involve any modifications. This implementation detail further
demonstrates the non-invasiveness of our PriCDSR.

We adopt DASL without the DE and DA modules (DASL-
single) as our baseline for single-domain sequential recom-
mendation. By removing the DE and DA modules, DASL
can only rely on the data from the target domain to capture
user interests. It is important to note that we do not include
other single-domain sequential recommendation models, such
as SASRec [24], as our baselines. The reason is that we
focus on evaluating the extent to which our PriCDSR model
affects the accuracy of the base CDSR model. By comparing
our PriCDSR-DASL with DASL-single, which is degenerated
from the CDSR method DASL, we can ascertain if the noise

introduced by our random mechanism M fully mitigates the
performance gains arising from the auxiliary data. Hence,
comparing with a single-domain recommendation method that
is not reduced from the cross-domain recommendation model
is not necessary.

We search all the hyperparameters according to the
NDCG@10 metric on the validation set of each data. For
DASL and DASL-single, we fix the number of epochs to
1000, the hidden size of the embedding layer to 128, the
memory window of the attention layer to 10, the dropout
rate of the dual attention layer to 0.5, and use Adam [29]
as the optimizer. We search the best values of the learning
rate in {0.0001,0.0005,0.001,0.005}, and the batch size in
{128,256, 512}. As a result, the best learning rate is 0.001
and the best batch size is 128 on each data for both DASL
and DASL-single. For our PriCDSR-DASL, we do not search
for hyperparameters on the validation set again, and instead
use the same hyperparameters as that of DASL. In order to
ensure that the experimental results are reliable, we will report
the average performance on the test set of three runs.

C. Model Comparison (RQI and RQ2)

To answer RQI and RQ2, we evaluate DASL, DASL-
single and PriCDSR-DASL on each data. We fix the privacy
budget € to 10 for PriCDSR-DASL. We report the experimental
results in Table from which we can have the following
observations. (1) Compared with DASL-single, DASL has
better recommendation performance on each data, which has
been demonstrated in the original paper of DASL [9]. This
can be attributed to the DE and DA modules, which effec-
tively leverage the auxiliary domain knowledge to enhance
the recommendation performance in the target domain. (2)
Compared with DASL-single, PriCDSR-DASL still has better
performance even though it uses the perturbed data of the
auxiliary domain. This shows that our random mechanism M
can still enable the DE and DA modules of DASL to use
the data of the auxiliary domain to help the target domain
improve the recommendation performance, while protecting
the users’ privacy. Note that our PriCDSR does not help
improve the recommendation performance. Our focus is on
the privacy protection. Thanks to the non-invasiveness of our
PriCDSR, it is able to keep using the state-of-the-art model in
CDSR as the base model to obtain higher recommendation
performance. This can reduce the cost for enterprises to
update and iterate they recommender systems. (3) PriCDSR-
DASL may perform better or worse than DASL depending on
the data. Specifically, PriCDSR-DASL performs worse than
DASL on data Movie<Book, Movie<—CD, Book<Movie,
and Book«+CD, but performs better on data CD<-Movie
and CD<-Book. The observed improvement or degradation
in recommendation performance can be attributed to the noise
introduced by our random mechanism M. On the one hand,
the noise may disrupt the knowledge transferred from the
auxiliary domain, thereby reducing the benefit to the target
domain. On the other hand, the introduction of a suitable
amount of noise to the auxiliary domain data may enhance


https://github.com/lpworld/DASL

the robustness of the target domain model and, in turn, lead
to improved recommendation performance.

D. Parameter Analysis (RQ3)

We investigate the impact of the privacy budget e on
model performance, focusing on two data, i.e., Movie<—Book
and CD<+Book. We make this choice because the former
results in lower performance of PriCDSR-DASL than DASL,
and the later results in higher performance of PriCDSR-
DASL than DASL. We evaluate our PriCDSR-DASL with
e €{1,2,5,10,20,50}. It seems that the values of the privacy
budget are larger than that in some existing works [30], [31]].
However, this is acceptable since these works require noise
to be added at each iteration. As the number of iterations
increases, the required privacy budget will increase. Unlike
them, our PriCDSR only needs to add noise once. Although
the privacy budget for this operation is relatively large, it will
not increase again. Moreover, a related work, PriCDR [13],
also employs a relatively large privacy budget. We report the
experimental results in Table from which, we can have
the following observations. (1) On the data Movie<—Book, the
recommendation performance generally increases as the noise
decreases (i.e., the value of € increases). The recommendation
performance reaches the highest when ¢ = 20. We think that
the introduction of noise leads to this counterintuitive result.
The added noise can be regarded as generated pseudo samples,
which may lead to improved performance of the recommen-
dation model [32], [33]. (2) On the data CD<-Book, the
recommendation performance generally decreases as the value
of € increases. The recommendation performance reaches the
highest when ¢ = 10, which may also be due to the generated
pseudo samples.

VII. CONCLUSIONS AND FUTURE WORK

In this paper, we propose a privacy-preserving cross-domain
sequential recommender system called PriCDSR to address
the privacy concerns therein. Our PriCDSR aims to protect
the sensitive information in auxiliary domains and enable the
legal operation and deployment of cross-domain sequential
recommender systems. To achieve this, we define a new
differential privacy (DP), i.e., sequential DP (SDP), on the data
of an auxiliary domain, considering both the ID information
and the order information. Then, we describe the steps of our
PriCDSR in detail. In particular, we design a novel random
mechanism M to protect the sensitive information of the
auxiliary domain. We theoretically prove that the random
mechanism M satisfies SDP. This mechanism operates on the
data from the auxiliary domains, producing output that can be
directly utilized as input for the CDSR method in the target
domain. Therefore, we do not need to make any changes to the
base model in the target domain to protect the users’ privacy. In
other words, our PriCDSR method is non-invasive. To the best
of our knowledge, we are the first to investigate privacy issues
in cross-domain sequential recommender systems. Moreover,
we empirically evaluate how much our PriCDSR sacrifices the
recommendation performance. The experimental results show

that the sacrificed recommendation accuracy is smaller than
the improvement brought by the introduction of the auxiliary
data.

Although our PriCDSR is designed for cross-domain se-
quential recommender systems, its core component random
mechanism M is not limited to those settings. It can perhaps
be applied in more ways. For example, users perturb their own
data locally rather than on the organization’s server to protect
their privacy. For another example, the random mechanism
M may be used for privacy protection of natural language
sentences, as long as words are regarded as item IDs in the
users’ interaction sequences. We will conduct more research
in the future.

ACKNOWLEDGMENT

We thank the support of National Natural Science Foun-
dation of China No. 62172283, No. 62272315 and No.
61836005. We thank Mr. Zitao Xu for his assistance and
helpful discussions.

REFERENCES

[1] M. Ma, P. Ren, Y. Lin, Z. Chen, J. Ma, and M. d. Rijke, “m-net: A
parallel information-sharing network for shared-account cross-domain
sequential recommendations,” in Proceedings of the 42nd International
ACM SIGIR Conference on Research and Development in Information
Retrieval, ser. SIGIR ’19, 2019, pp. 685-694.

[2] W. Sun, M. Ma, P. Ren, Y. Lin, Z. Chen, Z. Ren, J. Ma, and
M. De Rijke, “Parallel split-join networks for shared account cross-
domain sequential recommendations,” IEEE Transactions on Knowledge
and Data Engineering, pp. 1-1, 2021.

[31 M. Ma, P. Ren, Z. Chen, Z. Ren, L. Zhao, P. Liu, J. Ma, and
M. de Rijke, “Mixed information flow for cross-domain sequential
recommendations,” ACM Transactions on Knowledge Discovery from
Data, vol. 16, no. 4, 2022.

[4] L. Guo, L. Tang, T. Chen, L. Zhu, Q. V. H. Nguyen, and H. Yin, “DA-

GCN: A domain-aware attentive graph convolution network for shared-

account cross-domain sequential recommendation,” in Proceedings of

the 30th International Joint Conference on Artificial Intelligence, ser.

IJCAI °21, 2021, pp. 2483-2489.

X. Zheng, J. Su, W. Liu, and C. Chen, “Ddghm: Dual dynamic graph

with hybrid metric training for cross-domain sequential recommenda-

tion,” in Proceedings of the 30th ACM International Conference on

Multimedia, ser. MM °22, 2022, pp. 471-481.

J. Cao, X. Cong, J. Sheng, T. Liu, and B. Wang, “Contrastive cross-

domain sequential recommendation,” in Proceedings of the 31st ACM

International Conference on Information and Knowledge Management,

ser. CIKM °22, 2022, pp. 138-147.

[71 W. Ouyang, X. Zhang, L. Zhao, J. Luo, Y. Zhang, H. Zou, Z. Liu,
and Y. Du, “Minet: Mixed interest network for cross-domain click-
through rate prediction,” in Proceedings of the 29th ACM International
Conference on Information and Knowledge Management, ser. CIKM
’20, 2020, pp. 2669-2676.

[8] C. Lei, Y. Liu, L. Zhang, G. Wang, H. Tang, H. Li, and C. Miao,
“Semi: A sequential multi-modal information transfer network for e-
commerce micro-video recommendations,” in Proceedings of the 27th
ACM SIGKDD Conference on Knowledge Discovery and Data Mining,
ser. KDD °21, 2021, pp. 3161-3171.

[9]1 P. Li, Z. Jiang, M. Que, Y. Hu, and A. Tuzhilin, “Dual attentive

sequential learning for cross-domain click-through rate prediction,” in

Proceedings of the 27th ACM SIGKDD Conference on Knowledge

Discovery and Data Mining, ser. KDD ’21, 2021, pp. 3172-3180.

N. Alharbi and D. Caragea, “Cross-domain attentive sequential recom-

mendations based on general and current user preferences (cd-asr),”

in IEEE/WIC/ACM International Conference on Web Intelligence and

Intelligent Agent Technology, ser. WI-IAT °21, 2022, pp. 48-55.

, “Cross-domain self-attentive sequential recommendations,” in

Proceedings of International Conference on Data Science and Appli-

cations, 2022, pp. 601-614.

[5

=

[6

=

[10]

(1]




(12]

[13]

[14]

[15]

[16]

[17]

TABLE II

RECOMMENDATION PERFORMANCE OF THE SINGLE-DOMAIN SEQUENTIAL RECOMMENDATION (SR) METHOD DASL-SINGLE, CROSS-DOMAIN SR

(CDSR) METHOD DASL, AND OUR PRIVACY-PRESERVING CDSR METHOD PRICDSR-DASL ON EACH DATA. NOTE THAT WE MAINLY FOCUS ON
COMPARISON OF THE DATA WITH OR WITHOUT USING THE PROPOSED RANDOM MECHANISM M.

Datasets Algorithms Mechanism HR@5 HR@10 NDCG@5 NDCG@10
DASL-single wlo M 0.1754 400013 0.2701+00040  0.1164-£0.0016  0.1468-+0.0024
Movie<—Book  DASL w/o M 0.1903+00029  0.2860+00042  0.1269+00025  0.1578+0.0029
PriCDSR-DASL  w/ M 0.1791+00023  0.2755+00030  0.1174+00013  0.1484 +0.0016
DASL-single w/o M 0.1763+00007  0.2686+00052  0.1170+00012  0.1467 +0.0020
Movie<CD DASL w/o M 0.1942+000s0  0.2858+0.0051  0.1286+00043  0.1580+0.0042
PriCDSR-DASL  w/ M 0.1823+000s4  0.2750+00030  0.1202+00027  0.15000.0020
DASL-single w/o M 0.1759+00072  0.2681+00054  0.1171+0.0039  0.1466-+0.0033
Book<—Movie = DASL w/o M 0.1860+00018  0.2788+0.0010  0.1235+00017  0.1533+0.0016
PriCDSR-DASL  w/ M 0.1839+0003s  0.2821+00070  0.1211+00033  0.1527 +0.0044
DASL-single wlo M 0.1759+00072  0.2685+00091  0.1160+0.0039  0.1459-+0.0042
Book«+CD DASL w/o M 0.1830+00035  0.2803+0.0002  0.1216+00025  0.1529+0.0021
PriCDSR-DASL. w/ M 0.1832+00045  0.2802+0003¢  0.1210+00010  0.1520+0.0025
DASL-single wlo M 0.1833+00048  0.2824+00034  0.1225+00042  0.1542-+0.0036
CD<+—Movie DASL w/o M 0.1991+00123  0.2990+00127  0.1322+00106  0.1642+0.0106
PriCDSR-DASL  w/ M 0.2025+00150  0.3084+00098  0.1348+00123  0.1688+0.0105
DASL-single w/o M 0.1615+00044  0.2488+0.0004  0.1066+00041  0.1346+0.0028
CD<+—Book DASL w/o M 0.1875+00051  0.2851+00048  0.1239+00040  0.1552+0.0048
PriCDSR-DASL  w/ M 0.2052+00061  0.3054+00027  0.1381+0.0057  0.1703+0.0048
TABLE III
RECOMMENDATION PERFORMANCE OF OUR PRICDSR-DASL WITH DIFFERENT PRIVACY BUDGET €.
Datasets Algorithms HR@5 HR@10 NDCG@5 NDCG@10
PriCDSR-DASL(e = 1) 0.1713+00014  0.2659+0005s  0.1123+00007  0.1426+0.0009
PriCDSR-DASL(e = 2) 0.1761+00023  0.2751+000s4  0.1160-+00028  0.1478+0.0034
PriCDSR-DASL(e = 5) 0.1750+00020  0.2680+0.0016  0.1155+00027  0.1453 +0.0025
Movie<—Book  PriCDSR-DASL(e = 10)  0.1791400023  0.2755+00030  0.1174+00013  0.1484+0.0016
PriCDSR-DASL(e = 20)  0.1920+0.0023  0.2886+00031  0.1277+00018  0.1587+0.0022
PriCDSR-DASL(e = 50)  0.1856+0.0086  0.2815+00107  0.1239+0.0048  0.1548+0.00s5
DASL 0.1903+00020  0.2860+0.0042  0.1269+00025  0.1578+0.0029
PriCDSR-DASL(e = 1) 0.1995+00017  0.3046+00016  0.1321+00030  0.1659+0.0025
PriCDSR-DASL(e = 2) 0.1999+00003  0.3022+00044  0.1330-+£00008  0.1659+0.0012
PriCDSR-DASL(e = 5) 0.1904+00074  0.2944+00124  0.1231400066  0.1566+0.0082
CD<+—Book PriCDSR-DASL(e = 10)  0.2052+0.0061  0.3054+00027  0.1381+0.0057  0.1703+0.0048
PriCDSR-DASL(e = 20)  0.1906+0.0041  0.2913+00047  0.1278+0.0028  0.1602+0.0031
PriCDSR-DASL(e = 50)  0.1804+00048  0.2822+00044  0.1204+00057  0.1532+0.0049
DASL 0.1875+00051  0.2851+00048  0.1239+00040  0.1552+0.0048

C. Li, M. Zhao, H. Zhang, C. Yu, L. Cheng, G. Shu, B. Kong, and
D. Niu, “Recguru: Adversarial learning of generalized user represen-
tations for cross-domain recommendation,” in Proceedings of the 15th
ACM International Conference on Web Search and Data Mining, ser.
WSDM 22, 2022, pp. 571-581.

C. Chen, H. Wu, J. Su, L. Lyu, X. Zheng, and L. Wang, “Differential
private knowledge transfer for privacy-preserving cross-domain recom-
mendation,” in Proceedings of the ACM Web Conference 2022, ser.
WWW 22,2022, pp. 1455-1465.

X. Liao, W. Liu, X. Zheng, B. Yao, and C. Chen, ‘“Ppgencdr: A
stable and robust framework for privacy-preserving cross-domain rec-
ommendation,” in Proceedings of the 37th AAAI Conference on Artificial
Intelligence, ser. AAAI *23, vol. 37, no. 4, 2023, pp. 4453—-4461.

G. Chen, X. Zhang, Y. Su, Y. Lai, J. Xiang, J. Zhang, and Y. Zheng,
“Win-win: A privacy-preserving federated framework for dual-target
cross-domain recommendation,” in Proceedings of the 37th AAAI Con-
ference on Artificial Intelligence, ser. AAAI *23, vol. 37, no. 4, 2023,
pp. 4149-4156.

M. Unger, P. Li, S. S. Sen, and A. Tuzhilin, “Don’t need all eggs in
one basket: Reconstructing composite embeddings of customers from
individual-domain embeddings,” ACM Trans. Manage. Inf. Syst., vol. 14,
no. 2, 2023.

W. Meihan, L. Li, C. Tao, E. Rigall, W. Xiaodong, and X. Cheng-
Zhong, “Fedcdr: Federated cross-domain recommendation for privacy-
preserving rating prediction,” in Proceedings of the 31st ACM Inter-
national Conference on Information and Knowledge Management, ser.
CIKM °22, 2022, pp. 2179-2188.

(18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

S. Liu, S. Xu, W. Yu, Z. Fu, Y. Zhang, and A. Marian, “Fedct: Federated
collaborative transfer for recommendation,” in Proceedings of the 44th
International ACM SIGIR Conference on Research and Development in
Information Retrieval, ser. SIGIR 21, 2021, pp. 716-725.

R. S. Al-Dhubhani and J. M. Cazalas, “An adaptive geo-
indistinguishability mechanism for continuous LBS queries,” Wirel.
Networks, vol. 24, no. 8, pp. 3221-3239, 2018.

C. Xu, L. Zhu, Y. Liu, J. Guan, and S. Yu, “Dp-ltod: Differential privacy
latent trajectory community discovering services over location-based
social networks,” IEEE Transactions on Services Computing, vol. 14,
no. 4, pp. 1068-1083, 2021.

C. Gao, C. Huang, Y. Yu, H. Wang, Y. Li, and D. Jin, “Privacy-preserving
cross-domain location recommendation,” Proceedings of the ACM on
Interactive, Mobile, Wearable and Ubiquitous Technologies, vol. 3, no. 1,
2019.

M. E. Gursoy, A. Tamersoy, S. Truex, W. Wei, and L. Liu, “Secure and
utility-aware data collection with condensed local differential privacy,”
IEEE Transactions on Dependable and Secure Computing, vol. 18, no. 5,
pp. 2365-2378, 2021.

Q. Ye, H. Hu, N. Li, X. Meng, H. Zheng, and H. Yan, “Beyond value
perturbation: Local differential privacy in the temporal setting,” in Pro-
ceedings of the 40th IEEE Conference on Computer Communications,
ser. INFOCOM °21, 2021, pp. 1-10.

W.-C. Kang and J. McAuley, “Self-attentive sequential recommenda-
tion,” in Proceedings of 2018 IEEE International Conference on Data
Mining, ser. ICDM °18, 2018, pp. 197-206.

J. Lin, W. Pan, and Z. Ming, “Fissa: Fusing item similarity models with



[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

self-attention networks for sequential recommendation,” in Proceedings
of the 14th ACM Conference on Recommender Systems, ser. RecSys *20,
2020, pp. 130-139.

S. L. Warner, “Randomized response: A survey technique for eliminating
evasive answer bias,” Journal of the American Statistical Association,
vol. 60, no. 309, pp. 63-69, 1965.

J. Ni, J. Li, and J. McAuley, “Justifying recommendations using
distantly-labeled reviews and fine-grained aspects,” in Proceedings of
the 2019 Conference on Empirical Methods in Natural Language Pro-
cessing and the 9th International Joint Conference on Natural Language
Processing, ser. EMNLP-IICNLP 19, 2019, pp. 188-197.

Z. Xu, W. Pan, and Z. Ming, “A multi-view graph contrastive learning
framework for cross-domain sequential recommendation,” in Proceed-
ings of the 17th ACM Conference on Recommender Systems, ser. RecSys
’23, 2023, pp. 491-501.

D. P. Kingma and J. Ba, “Adam: A method for stochastic optimiza-
tion,” in Proceedings of the 3rd International Conference on Learning
Representations, ser. ICLR *15, 2015.

B. Ermis and A. T. Cemgil, “Data sharing via differentially private
coupled matrix factorization,” ACM Trans. Knowl. Discov. Data, vol. 14,
no. 3, pp. 28:1-28:27, 2020.

E. Yang, Y. Huang, F. Liang, W. Pan, and Z. Ming, “Fcmf: Federated
collective matrix factorization for heterogeneous collaborative filtering,”
Knowledge-Based Systems, vol. 220, p. 106946, 2021.

A. Petrov and C. Macdonald, “Effective and efficient training for
sequential recommendation using recency sampling,” in Proceedings of
the 16th ACM Conference on Recommender Systems, ser. RecSys ’22,
2022, pp. 81-91.

N. Pancha, A. Zhai, J. Leskovec, and C. Rosenberg, “Pinnerformer:
Sequence modeling for user representation at pinterest,” in Proceedings
of the 28th ACM SIGKDD Conference on Knowledge Discovery and
Data Mining, ser. KDD °22, 2022, pp. 3702-3712.



	Introduction
	Related Work
	Cross-Domain Sequential Recommendation
	Merged Flow Cross-Domain Sequential Recommendation
	Segregated Flow Cross-Domain Sequential Recommendation

	Privacy-Preserving Cross-Domain Recommendation
	Differential Privacy for Sequential Data

	Preliminaries
	Problem Definition
	Sequential Differential Privacy

	PriCDSR
	Privacy Analysis
	Empirical Evaluations
	Data and Evaluation Metrics
	Baselines and Hyperparameter Configurations
	Model Comparison (RQ1 and RQ2)
	Parameter Analysis (RQ3)

	Conclusions and Future Work
	References

