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Abstract

Achieving resiliency against adversarial attacks is
necessary prior to deploying neural network clas-
sifiers in domains where misclassification incurs
substantial costs, e.g. self-driving cars or medical
imaging. Recent work has demonstrated that ro-
bustness can be transferred from an adversarially
trained teacher to a student model using knowl-
edge distillation. However, current methods per-
form distillation using a single adversarial and
vanilla teacher and consider homogeneous archi-
tectures (i.e., CNNs) that are susceptible to mis-
classify examples from similar adversarial sub-
spaces. In this work, we develop a defense frame-
work against adversarial attacks by distilling ad-
versarial robustness using heterogeneous teachers
(DARHT), where teachers are different with re-
spect to architecture or adversarial training algo-
rithm. In DARHT, the student model explicitly rep-
resents teacher logits in a student-teacher feature
map and leverages multiple teachers that exhibit
low adversarial example transferability (i.e., robust
to different adversarial subspaces). Experiments on
classification tasks in both white-box and black-
box scenarios demonstrate that DARHT exhibits
state-of-the-art performance; in particular, DARHT
achieved at least 3.26%, 3.66%, and 25.75% im-
provements in weighted robust accuracy for Auto-
PGD and 5.23%, 4.76%, and 22.83% for Square
Attack when compared to competing adversarial
distillation methods in the CIFAR-10, CIFAR-100,
and Tiny ImageNet datasets, respectively. Com-
parisons between homogeneous and heterogeneous
teacher sets suggest that leveraging teachers with
low adversarial example transferability increases
student model robustness.

1 Introduction

As deep learning is deployed for an increasing variety of
applications, the threat posed by adversarial examples be-
comes ever more prevalent. Machine learning classifiers
(in particular deep neural networks) are especially vulnera-
ble [Szegedy et al., 2013; Mahmood et al., 2022]. The conse-

quences for misclassification in response to adversarial per-
turbation can be substantial in applications where safety is
paramount [Dalvi et al., 2004], including sensor attacks on
self-driving cars [Cao ef al., 2019] and misclassification of
disease states from medical imaging [Finlayson et al., 2019].
Thus, achieving resiliency against adversarial attacks is es-
sential before deploying machine learning in technologies
that interface with humans.

In general, there are two ways in which adversarial at-
tacks can be mitigated. First, provably robust certified de-
fenses defend against attacks assuming that adversarial per-
turbations are bounded by a specified norm [Raghunathan et
al., 2018]. Second, attacks can be mitigated through the use
of empirical defenses like adversarial training [Raff et al.,
2019; Madry et al., 2018]. While strategies to circumvent
some empirical defenses have demonstrated success [Tramer
et al., 2020], adversarial training techniques have shown a re-
markable robustness to a diverse set of attacks. In this work,
we focus on adversarial training [Zhang et al., 2020], as it
is widely considered to be one of the most effective empir-
ical defenses [Madry et al., 2018; Rice et al., 2020]. Ad-
versarial training posits a robust modified loss function, and
then iteratively perturbs a randomly selected training sample
to have large loss before updating model parameters during
training [Bai et al., 2021].

Recent work has demonstrated that knowledge distillation,
which is typically used to train neural networks in resource
constrained settings [Hinton et al., 2015], can be used to
transfer adversarial robustness to a student model. Defen-
sive distillation uses the predicted probabilities of a sam-
ple from a teacher network as training labels for a distilled
network to improve generalization performance [Papernot et
al., 2016]. In contrast, adversarially robust distillation min-
imizes a discrepancy between the teacher’s predicted class
of an unperturbed example and the student’s prediction on
the same example after adversarial perturbation [Goldblum
et al., 2020; Zhu et al., 2022; Zi et al., 2021]. Subsequent
methods incorporated an adversarial and vanilla (i.e., not ad-
versarially trained) teacher explicitly in the distillation loss
function [Zhao et al., 2022; Zi et al., 2021]. Explanations for
how adversarial knowledge is transferred appeal to leveraging
inter-class correlations, encouraging predicted class probabil-
ities with higher entropy by gradient scaling, label smoothing,
and altering logit distributions [Furlanello et al., 2018; Tang



et al., 2020; Phuong and Lampert, 2019; Seguin et al., 2021].

In parallel to the developments in the field of adversarial
knowledge distillation, another adversarial phenomena has
been well documented, which is denoted as adversarial trans-
ferability [Liu et al., 2016; Mahmood et al., 2021; Xu et
al., 2022]. In this context transferability refers to the fact
that models with similar architectures (e.g. two convolutional
neural networks — CNNSs) often misclassify the same adver-
sarial example. Adversarial examples span contiguous re-
gions, or adversarial subspaces [Goodfellow ef al., 2015], and
high transferability between two models can be explained by
the extent to which these subspaces intersect. While trans-
ferability exists in adversarial defense and distillation scenar-
ios [Papernot et al., 2016], models with different architectures
(e.g. a CNN and vision transformer) do not misclassify the
same set of adversarial examples when the samples are gener-
ated using single model white-box attacks like FGSM [Good-
fellow et al., 2015], PGD [Madry et al., 2018] or CW o, [Car-
lini and Wagner, 2017]. This raises an important question:
can teachers with diverse architectures provide better robust-
ness in the knowledge distillation setting?

In this work, we introduce a defense framework against
white-box adversarial attacks by distilling adversarial robust-
ness using heterogeneous teachers (DARHT; Fig. 1). Unlike
prior work, DARHT leverages both adversarially trained and
vanilla teacher models that exhibit low adversarial transfer-
ability. The student model explicitly represents the teacher
logits, whose properties have been shown to be valuable for
adversarial robustness [Seguin et al., 2021], in a student-
teacher feature map. DARHT accommodates heterogeneous
teachers by learning weights for each individual student-
teacher feature and avoids expensive per-teacher hyperparam-
eter tuning by weighing a specific teacher’s distillation loss by
the inverse of its cross-entropy loss. In total, our work makes
the following contributions:

* We develop DARHT, the first approach for adversar-
ial knowledge distillation with multiple heterogeneous
teachers!.

* We show that using teacher models that exhibit low ad-
versarial transferability (or low adversarial subspace in-
tersection [Tramer et al., 2017]) increases adversarial ro-
bustness of the student in a knowledge distillation set-
ting, an effect we term complementary robustness.

* Extensive classification experiments in both white-
box and black-box settings demonstrate that DARHT
achieved at least 3.26%, 3.66%, and 25.75% improve-
ments in weighted robust accuracy (the average of ro-
bust and clean accuracies) for Auto-PGD [Croce and
Hein, 2020] and 5.23%, 4.76%, and 22.83% for Square
Attack [Andriushchenko et al., 2020] when compared
to two state-of-the-art adversarial distillation approaches
(RSLAD [Zi et al., 2021] and MTARD [Zhao et al.,
2022]) in the CIFAR-10, CIFAR-100, and Tiny Ima-
geNet datasets, respectively.

'The source code for DARHT is available at

https://github.com/bayesomicslab/DARHT.

* Further experiments demonstrate that robust and clean
accuracies improve with (a) more teachers, (b) architec-
turally diverse teachers, and (c) teachers trained by dif-
ferent adversarial training algorithms.

2 Prior Work on Adversarial Distillation

Adversarial robustness can be distilled to a student model us-
ing an adversarially trained teacher [Bai et al., 2020; Zhu et
al., 2022; Goldblum et al., 2020; Chen et al., 2020]. Adver-
sarially robust distillation (ARD) showed that robust student
models can be produced without adversarially training the
student [Goldblum et al., 2020]; namely, ARD reformulates
the adversarial training minimization problem in Madry et al.
[2018] to focus the student on reproducing the teacher outputs
within a closed ball of radius e. The Robust Soft Label Adver-
sarial Distillation (RSLAD) method demonstrated improve-
ments on ARD by incorporating robust soft labels (i.e., the
softmax output of an adversarially trained teacher model) [Zi
et al., 2021]. While not producing the highest clean accuracy,
RSLAD demonstrated higher robust accuracies when com-
pared with ARD with respect to five attack algorithms. The
Multi-Teacher Adversarial Robustness Distillation (MTARD)
method distills knowledge from both an adversarially trained
and a vanilla teacher [Zhao et al., 2022, 2023]. By including
a vanilla teacher in distillation, MTARD balances clean and
robust accuracy, resulting in an improved weighted robust ac-
curacy (W-Robust). However, while MTARD achieves high
clean accuracy, it is seldom the most robust. MTARD also
includes separate weight hyperparameters for the student and
teacher models to balance robust and clean accuracies that
require hyperparameter tuning.

3 DARHT Framework

In DARHT, the student explicitly represents teacher logits
in a student-teacher feature map and combines a classifica-
tion loss (Fig. 1, blue arrow) with a distillation loss (Fig. 1,
green arrow) between the softmaxed student-teacher feature
map and the softmaxed teacher logits for transferring adver-
sarial robustness. In this section, we describe necessary nota-
tions and the core components of DARHT: logit-feature map
knowledge distillation, teacher heterogeneity, Monte Carlo
dropout, and the training algorithm.

Notation. We will consider classification problems with K
classes. The student model, Sy, is parameterized by 6 and the
set of teacher models is denoted by 7' = {T; }3’:1. Apply-
ing the student model and teacher model T; to an example
produces logit vectors Sy(z) and T} (z) taking values in RX.
Logit-feature map distillation is a function of the teacher log-
its and the student-teacher feature map, which is the student’s
representation of the teacher’s logits. The full student-teacher
feature map is SS (z) = {37 (x) J_,., where S5 ()
represents the internal student-teacher feature map for the j**
teacher for all K classes.

Training the student model involves an outer minimiza-
tion of the population risk [Madry et al., 2018] where an
adversarial example .4, (With label y) is generated by ad-
versarial training algorithm JF using a clean example z.,
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Figure 1: Distilling adversarial robustness using heterogeneous teachers (DARHT). Adversarial examples are generated by applying an
adversarial training algorithm to the clean examples using the student model. Subsequently, DARHT selects adversarial or clean examples as
input for both the student model and heterogeneous teachers. The knowledge distillation loss (L) is calculated using the teacher logits and
the student-teacher feature map. The classification loss (L¢) is computed as the cross-entropy between the student logits and the labels.

based on the student’s current 0, i.e. Tagy = F(0,Zcin,y)-
A forward pass through the student model produces the tu-

ple (So(z), SéT) (x)). The student objective is to minimize a
combination of the classification distillation losses:
arg min (Ec (So,z,y) + Lx (SéT), T,x)) €))
0

where L and L¢ respectively indicate the knowledge distil-
lation and classification loses. The classification loss, L¢, is
defined as the cross-entropy between the softmaxed output of
example = and one-hot encoded label y:

K

Le (So,w,y) == > yrlog (01(Ss(@)))
k=1

where o(-) denotes the softmax function and o(-) denotes
the k*" element. The distillation loss, illustrated in Figure 2,
is given by a weighted combination of Kullback-Leibler di-
vergences between the j*" teacher’s softmaxed output and
corresponding student-teacher’s softmaxed feature map:

L (SéT),T,x) = i:wj Lx (SéTj),Tj,x)
j=1

where
T
ox(Sy” (1))
o (T;(x))
The normalization weights allow teachers to contribute to the

distillation loss inversely proportional to their cross-entropy
loss and are defined by:

exp (—Lc (T, 2,y))
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Figure 2: Distilling knowledge from teacher logits to student-
teacher feature map. An example (x) passed to the student (Sp)
and three teachers (77, T5, and T53) models.

3.1 Teacher Heterogeneity

Adversarial examples that are generated with respect to one
model are often misclassified by another model with simi-
lar architectures [Mahmood et al., 2021]. This phenomena
is referred to as transferability [Liu et al., 2016]. However,
adversarial examples generated for a specific model archi-
tecture are not often misclassified by models with markedly
different architectures [Mahmood ef al., 2021]. For exam-
ple, the adversarial examples generated by vision transform-
ers (ViT) [Dosovitskiy et al., 2021] are not often misclassified
by ResNets. In the context of adversarial distillation, achiev-
ing robustness has focused primarily on CNNs [Zhao et al.,
2022; Zi et al., 2021; Zhu et al., 2022; Goldblum et al., 2020].
To the best of our knowledge, it remains an open question
on how the low transferability phenomena occurring between
CNNs and ViTs can be leveraged to achieve robustness in a
knowledge distillation framework. DARHT specifically ad-



dresses this question by employing heterogeneous teachers
(i.e., CNN and ViTs) to achieve greater robustness than a ho-
mogeneous teacher setup. We include ViTs in the context
of distilling adversarial robustness from multiple teachers,
specifically to investigate whether multiple teachers with het-
erogeneous architectures provide complementary robustness
to the student; that is, do the different learned features and de-
cision boundaries of two significantly different architectures
provide increased robustness compared to their homogeneous
counterparts in a distillation setting. Given that adversarial
training algorithms do perturb adversarial subspaces [Tramer
et al., 2017], DARHT also considers heterogeneity with re-
spect to adversarial training algorithms.

3.2 Monte Carlo Dropout in DARHT

The student model also implements Monte Carlo dropout,
which is typically applied during neural network training to
increase generalization performance [Srivastava et al., 2014]
or to model uncertainty [Gal and Ghahramani, 2016]. De-
fense dropout algorithms use dropout during training and test-
ing and have been shown to increase model robustness against
adversarial attacks in a way that is complementary to distil-
lation as defense [Wang et al., 2018]. We implement Monte
Carlo dropout on the feature map before the student-teacher
feature map. By conducting several forward passes on a given
example, the model generates a variety of predictions, which
are subsequently averaged before the softmax operation.

3.3 DARHT Training

DARHT optimizes the Equation 1 with respect to student pa-
rameters 6 using Algorithm 1. Mini-batches are created by
repeatedly sampling a clean example and generating an ad-
versarial example with probability 0.5 using an adversarial
training algorithm and the student model.

Algorithm 1 DARHT Training
Input: clean examples x.;,, and labels y
Parameters: Student model Sy, pretrained teacher models
{T;}7_,, adversarial algorithm F(-), training iterations I,
Monte Carlo (MC) iterations C'
Output: adversarially trained Sy

for epochs i = 1to I do

1:

2 Zage,y — F(0L) 2y) {comp. adv. example}
30 @+ {Zadv, Tein } {randomly pick example}
4:  Initialize empty arrays U, V'

5:  for MC iterations ¢ = 1 to C' do

6: Store Sy (z) in U, S(ggf (x)inV

7 end for

8

Sy (@), S50 (2) = L U £ 50 Ve
9: L+ Le (§9<z),x,y) + Lk (S(T) T,CC)

PFIOR
10: 97;4_1 «— 97 — T]V()i - L
11: end for

4 Results

Model and Datasets. We performed extensive evalua-
tions of DARHT with respect to both adversarial distil-
lation methods and adversarial training algorithms on the

CIFAR-10, CIFAR-100 [Krizhevsky et al., 2009] and Tiny
ImageNet [Le and Yang, 2015] datasets. For comparison
we employed two state-of-the-art adversarial distillation ap-
proaches, RSLAD [Zi et al., 2021] and MTARD [Zhao et
al., 2022]. RSLAD and MTARD are trained with a stu-
dent ResNet-18 [He et al.,, 2015] model. We also com-
pared DARHT with four different adversarial training algo-
rithms, Madry [Madry et al., 2018], curriculum adversarial
training (CAT) [Cai et al., 2018], dynamic adversarial train-
ing (DAT) [Wang et al., 2019a], friendly adversarial train-
ing (FAT) [Zhang et al., 2020]. Madry, CAT, DAT and FAT
are trained with a student WideResNet-32 and WideResNet-
34 [Zagoruyko and Komodakis, 2016].

Training and Evaluation. For the CIFAR-10 and CIFAR-
100 datasets, we trained student models using a stochastic
gradient descent (SGD) optimizer and 100 epochs with an
initial learning rate, momentum, and weight decay set to 0.1,
0.9, and 2e-4, respectively. For Tiny ImageNet, we used a
linear learning rate warmup to reach a learning rate 0.1 at the
20*" epoch and then a learning rate decay scheduled at epochs
60 and 80. We evaluated the adversarial robustness of defense
strategies with respect to clean examples and adversarial ex-
amples generated from white-box attacks, including the fast
gradient sign method (FGSM) [Goodfellow et al., 2015], pro-
jected gradient descent (PGD) [Madry et al., 2018], Carlini
and Wagner using an L, distance metric (CW ) [Carlini and
Wagner, 2017], and Auto-PGD [Croce and Hein, 2020], and
the black-box Square Attack [Andriushchenko et al., 2020].
We used a 10-step PGD with random start size 0.001 and step
size 2/255. The maximum perturbation was bounded to the
L norm e = 8/255 for all attacks.

Adversarial examples used in training were generated fol-
lowing FAT [Zhang et al., 2020] and the tradeoff-inspired ad-
versarial dEfense via surrogate-loss minimization (TRADES)
method [Zhang et al., 2019] original settings; in direct com-
parisons with other adversarial distillation approaches, we
used the same adversarial models. We evaluated adversar-
ial distillation approaches using the weighted robust accu-
racy (W-Robust), which is the average of the robust and clean
accuracies [Zhao et al., 2022]. Our appendix provides de-
tailed information about the heterogeneous teacher models
we used, including ResNet-164s, vision transformers (ViTs),
and WideResNets (WRNs).

4.1 Evaluating Heterogeneous Teachers

First, we evaluated whether training with architecturally di-
verse teachers (low transferability configuration) provides
some benefit with respect to robustness compared to archi-
tecturally similar teachers (high transferability). We created
three DARHT configurations that vary based on their teacher
architecture configuration and performance on CIFAR-100
(Table 1). We tested the training accuracy and weighted
robustness on CIFAR-100 for each DARHT configuration
(Figure 3). The Hetero-Mix DARHT (heterogeneous teach-
ers) had consistently better weighted robustness than the ho-
mogeneous DARHT configurations for each attack. Inter-
estingly, although the Homo-ResNet configuration had the
highest training accuracy, its weighted robustness was only
marginally better than the worst performing configuration
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Figure 3: The performance of the student (ResNet-18) on training accuracy and W-Robust metrics under FGSM, PGD, and CW
attacks is evaluated with three distinct groups of teachers: Homo-ResNet, Hetero-Mix, and Homo-ViT on the CIFAR-100 dataset.

that only used natural teachers (Homo-ViT). This may be
due to the high adversarial transferability between the teacher
(ResNet-164) and student architectures (ResNet-18) [Yu et
al., 2023], or the exceedingly high accuracy of the teachers
leading to overfitting in the student, which is suggested by
the increasing training accuracy with simultaneously stable
weighted robustness. Overall, these results suggest that het-
erogeneous teacher architectures do provide increased robust-
ness compared to homogeneous teachers (i.e., provide com-
plementary robustness).

ditionally, the accuracies for clean examples and adversarial
attacks were relatively stable over epochs (Figure 4).

Configurations Clean | FGSM | PGD APGD | CW
2 WRN 63.6% | 32.9% | 21.8% | 20.1% | 22.4%
2 ViT 63.8% | 36.1% | 22.6% | 21.0% | 23.0%
WRN + ViT 65.4% | 35.1% | 23.7% | 22.9% | 23.3%
2WRN +2ViT | 67.1% | 38.6% | 25.9% | 24.3% | 24.5%

Table 2: DARHT accuracy with a ResNet-18 student on CIFAR-
100 as a function of teacher composition. WRN and ViT denote

Configurations Models Accuracy WRN-70 and ViT-B-32 architectures, respectively.
AT-ResNet-164;  99.79%
Homo-ResNet
AT-ResNet-1645  99.47%
. AT-WRN-70 88.56% 70% 25%
Hetero-Mix ) }
AT—VIT—B—16 7556% 65% 23%
. NAT-ViT-B-16 60.10% {
Homo-ViT NATVIT.B-32 71.92% 60% -2 ResNets 20% -2 ResNets
: -2 ViTs [ -2 ViTs
85% ResNet + ViT 18% 1| ResNet+ViT
Table 1: Teacher’s details for Homo-ResNet, Hetero-Mix and i - ‘ i '
. . N o 2 ResNets +2 ViTs o 2 ResNets + 2 ViTs
Homo-ViT groups. This categorization of the groups was done 50% 15%
based on the accuracy and architecture of the teachers on the stu- 075 E80 h 85 90 [ E80 h 85 90
dent training data (CIFAR-100). poc .
APGD Robustness Clean Accuracy

Additional teachers. Next, we evaluated the clean and ro-
bust accuracies of DARHT with respect to the FGSM, Auto-
PGD (APGD), and CW, attacks as a function of the car-
dinality and composition of the teacher set on CIFAR-100.
We included four DARHT configurations with different ad-
versarially trained teacher compositions: (1) two WRN-70,
(2) two ViT-B-32, (3) one WRN-70 and one ViT-B-32, and
(4) two WRN-70 and two ViT-B-32. Teacher models were
trained using FAT with 7 = 1; for compositions that had
two of the same model architecture, the second model was
adversarially trained with 7 = 2. Based on our prior observa-
tions of under- and overfitting (Figure 3), we selected teachers
with accuracies between 75% and 90% on the training data.
We again observed that DARHT configurations with hetero-
geneous teachers outperformed configurations with homoge-
neous teachers (Table 2). Moreover, the configuration with
four teachers outperformed other DARHT configurations, ex-
hibiting improvements of up to 2.5% in clean accuracy and up
to 6.1% in adversarial robustness to APGD when compared
to the second highest performing DARHT configuration. Ad-

Figure 4: APGD Robustness and clean accuracies for the

DARHT student (ResNet-18) and different teacher compositions
across epochs on CIFAR-100.

Transferability experiments. We next evaluated whether
heterogeneous teachers provide an explicit advantage by re-
ducing transferability of adversarial examples from the stu-
dent to the teachers. In total, we evaluated three DARHT
configurations: (1) two ResNet-164, (2) one WRN-70 and
one ViT-B-16, and (3) two ViT-B-16. We randomly selected
1000 examples from CIFAR-100 that all teachers classified
correctly and generated adversarial examples using their re-
spective DARHT student models (ResNet-18). Then, we
evaluated transferability by computing the number of adver-
sarial examples that fooled the student and the teacher nor-
malized by the number of examples fooling the student (i.e.,
examples that transferred to the teacher). Transferability for
the homogeneous DARHT configurations (1) and (3) were
46.48% and 49.81%, respectively; only 39.58% of adversar-
ial examples transferred in the heterogeneous DARHT con-



figuration. In the same heterogeneous model, we also noticed
that 27.05% of examples that the ViT-B-16 model misclassi-
fied were correctly classified by the student; this is consider-
ably higher than the next highest model (7.91% in configura-
tion 3). One possible explanation for this is that training with
the WRN-70 model helps the student recover from the (erro-
neous) learned knowledge of the ViT-B-16 model by exploit-
ing the low transferability between these architectures. In to-
tal, these experiments suggest that leveraging a more diverse
set of teachers decreases adversarial transferability from stu-
dents to teachers and, combined with a student that explicitly
represents teacher logits, increases adversarial robustness.

4.2 Comparing Adversarial Distillation Methods

Having established that DARHT with heterogeneous teach-
ers is preferred, we evaluated a heterogeneous DARHT con-
figuration against two state-of-the-art adversarial distillation
approaches, MTARD and RSLAD, on CIFAR-100. Since
MTARD uses two teacher models, we selected a two-teacher
configuration for DARHT, which included the same WRN-
70 adversarial teacher used in MTARD and RSLAD (trained
with TRADES) and a ViT-B-16 (trained with FAT). The stu-
dent architecture was a ResNet-18 for all methods. We eval-
uated performance based on clean accuracy, robust accu-
racy and W-Robust with respect to white-box attacks FGSM,
PGD, CW,, and APGD, and the black-box Square Attack.

DARHT achieved the highest clean and W-Robust accu-
racies across all adversarial attack methods. In particular,
DARHT performed 9.6% and 8.0% better than RSLAD and
MTARD, respectively, in terms of W-Robust and with re-
spect to the CW , attack (Table 3). While RSLAD achieved
the best robust accuracies across most adversarial attacks,
the clean accuracy was substantially lower than MTARD
and DARHT. With respect to the black-box Square At-
tack, DARHT achieved 10.8% and 4.76% improvement in
W-Robust compared to RSLAD and MTARD, respectively.
Next, we executed the APGD and Square attacks on each
model using 30 trials each with 1,000 adversarially gener-
ated examples. DARHT achieved significantly higher W-
Robust than RSLAD for both SA and APGD (Mann—Whitney
Utest, p < 1.66 x 1071 and p < 2.66 x 1073, respec-
tively); similar results were observed with respect to MTARD
(Mann—Whitney U test, p < 5.08 x 1078 and p < 2.70 x
10~*, respectively). DARHT’s increased performance was
evidenced by the W-Robust distributions of DARHT being
shifted to the right when compared to RSLAD and MTARD
(Figure 5). Results generated for CIFAR-10 were largely con-
sistent with these evaluations (see Appendix).

42 44 46 48 41 42 43 44 45 46 a7

W-Robust distribution on Square attack ~ W-Robust distribution on APGD attack

Figure 5: W-Robust distributions with respect to the APGD and
Square attacks for MTARD, RSLAD and DARHT.

Attack  Defense CIFAR-100
Clean Robust  W-Robust
RSLAD  5825% 34.73%  46.49%
FGSM  MTARD 64.30% 31.49% 47.90%
DARHT 66.98% 40.10%  53.54%
RSLAD  5825% 31.19% 44.72%
PGD MTARD 64.30% 24.95% 44.63%
DARHT 66.98% 27.90%  47.44%
RSLAD  5825% 28.21% 43.23%
CWoo  MTARD 64.30% 23.42%  43.86%
DARHT 66.98% 27.80%  47.39%
RSLAD 5791% 30.52% 44.22%
APGD™  MTARD 64.27% 24.06%  44.17%
DARHT 66.98% 24.70%  45.84%
RSLAD 5791% 29.48%  43.70%
SA* MTARD 64.27% 2825%  46.26%
DARHT 66.98% 29.94%  48.46%

Table 3: Adversarial distillation method performance on

CIFAR-100. The results of MTARD and RSLAD are reported from
[Zhao et al., 2022] and [Zi et al., 2021] for FGSM, PGD, and CW o,
attacks. The * symbol denotes that the results for APGD and SA are
reproduced using officially released models.

Tiny ImageNet
Attack  Defense
Clean Robust ~ W-Robust
RSLAD 36.80% 14.80% 25.80%
W MTARD 40.90% 12.24% 26.57%
*  LAS-AT 44.86% 18.45% 31.66%
DARHT 48.20% 17.32% 32.76 %
RSLAD 36.80% 16.70% 26.75%
MTARD 40.90% 13.70% 27.30%
APGD

LAS-AT 44.86% 21.96% 33.41%
DARHT 48.20% 20.45% 34.33%
RSLAD 36.80% 15.60% 26.20%
SA MTARD 4090% 13.60% 27.25%
LAS-AT 44.86% 19.80% 32.33%
DARHT 48.20% 18.74% 33.47 %

Table 4: Clean and robust accuracies for adversarial distillation
methods and LAS-AT under CW ., APGD, and Square attacks
on the Tiny ImageNet dataset.



We also assessed adversarial distillation methods on Tiny
ImageNet. Given the lack of an official implementa-
tion of MTARD and RSLAD, we reproduced MTARD and
RSLAD using the same hyperparameter settings employed
in DARHT; further implementation considerations are dis-
cussed in the appendix. DARHT consistently outperformed
RSLAD and MTARD in terms of clean accuracy, robustness,
and W-Robust across all metrics (Table 4). Even when com-
pared to the state-of-the-art learnable attack strategy adver-
sarial training method (LAS-AT) [Jia et al., 2022], DARHT
achieved a higher clean accuracy and 2.7% and 3.5% gains in
W-Robust for the APGD and Square attacks, respectively.

4.3 Comparing Adversarial Training Algorithms

We evaluated the efficacy of our adversarial distillation
approach against four adversarial training algorithms on
CIFAR-10 (Table. 5). We kept the same settings as prior
work for both models, WRN-32 and WRN-34 [Zhang et al.,
2020]; DARHT included a ViT-B-16 and WRN-34 teacher
(both FAT trained). Since adversarially distillation techniques
can benefit from early stopping [Maroto et al., 2022], we
terminated adversarial training after 65 epochs, which is ap-
proximately half the number of epochs (120) typically used
for FAT. Compared to other adversarial training methods,
DARHT-WRN-32 achieved the best clean and robust accu-
racies against all attacks. With respect to FAT, which was
used to adversarially train DARHT teachers, DARHT-WRN-
32 achieved notable improvements of 9.69% for PGD and
10.42% for CW .. Similar results were observed when com-
paring DARHT with FAT in WRN-34 models. These results
highlight how (a) multiple teachers in an adversarial distilla-
tion framework can improve clean and robust accuracies com-
pared to single-model adversarial training methods.

Attack (%)
FGSM PGD CW,
Madry-WRN-32* 873  56.1 458 468
CAT-WRN-32* 774 571 461 423
DAT-WRN-32* 850 635 487 473
FAT-WRN-32f 89.3 65.5 461  46.8
DARHT-WRN-32 919 708 50.6 51.7
FAT-WRN-34T 899 61.0 497 494
DARHT-WRN-34 91.7 694 50.2 51.7

Defense

Clean

Table 5: White-box attacks on DARHT and adversarially trained
WRN for CIFAR-10. The * and T symbols denote results reported
from Wang et al. [2019b] and Zhang et al. [2020], respectively.

4.4 Evaluating Heterogeneous Training Methods

Finally, we evaluated the impact of teachers trained with dif-
ferent adversarial training algorithms (FAT and TRADES)
on student robustness. We compared DARHT configura-
tions with WRN-34 and a ViT-B teachers; the homogeneous
DARHT teachers were trained using FAT and the heteroge-
neous DARHT teachers were trained using both FAT and

Teacher Groups Clean FGSM PGD CWq
Hetergeneous  91.9% 70.8% 50.6% 51.7%
Homogeneous 91.6% 68.8% 49.9% 50.3%

Table 6: Accuracies of students in homogeneous and heteroge-
neous adversarial training methods for teachers on CIFAR-10.
The homogeneous teacher configuration includes a FAT trained ViT
and a FAT trained WRN. The heterogeneous teacher configuration
includes a TRADES trained WRN and a FAT trained ViT.

TRADES. The heterogeneous DARHT configuration exhib-
ited marginally improved robust and clean accuracies com-
pared to the homogeneous DARHT (Table 6). We observed
that the heterogeneous model consistently maintained higher
clean accuracy and robustness averaged over attacks (FGSM,
PGD and CW ) than the homogeneous model for epochs 61
through 70 (Fig. 6). However, we note that the increase in
performance is relatively small when compared to heteroge-
neous architectures.

- Hetergeneous - Homogeneous - Hetergeneous - Homogeneous
58% 93%
92%

0,
570/0 92%
56% 91%
55% 91%
54% + t + + + 1 90% - } : + + !
60 62 = 64h 66 68 70 60 62 64 66 68 70

0C

Avg. R%busmess

Epoch
Clean Accuracy

Figure 6: DARHT performance across epochs for heterogeneous
adversarial training methods. Average robustness (left) and clean
accuracy (right) were tracked across epochs 60 to 70 for DARHT
configurations with teachers trained using the same (FAT, red) or
different (TRADES and FAT, blue) adversarial training methods.

5 Conclusion

In this work, we introduced DARHT, a framework for com-
bining the complementary strengths of heterogeneous teach-
ers with low adversarial example transferability into a sin-
gle student model. Results on CIFAR-10, CIFAR-100,
and Tiny ImageNet demonstrated improvements in adversar-
ial robustness and clean accuracy with respect to recently
developed adversarial training algorithms and both single
and multiple teacher adversarial distillation methods. We
demonstrated that DARHT effectively leverages heteroge-
neous teacher (both with respect to architecture and adversar-
ial training algorithms) to provide increased robustness com-
pared to the homogeneous teacher setting (a phenomenon we
labeled complementary robustness). In summary, using mul-
tiple teacher models that differ with respect to architecture
(and, to a degree, adversarial training algorithms) is an effec-
tive strategy to increase both the robustness and clean accu-
racy of a student model in adversarial distillation settings.
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