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Collective Certified Robustness against Graph Injection Attacks
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Abstract

We investigate certified robustness for GNNs un-
der graph injection attacks. Existing research
only provides sample-wise certificates by veri-
fying each node independently, leading to very
limited certifying performance. In this paper, we
present the first collective certificate, which cer-
tifies a set of target nodes simultaneously. To
achieve it, we formulate the problem as a binary
integer quadratic constrained linear programming
(BQCLP). We further develop a customized lin-
earization technique that allows us to relax the
BQCLP into linear programming (LP) that can
be efficiently solved. Through comprehensive
experiments, we demonstrate that our collective
certification scheme significantly improves certi-
fication performance with minimal computational
overhead. For instance, by solving the LP within
1 minute on the Citeseer dataset, we achieve a sig-
nificant increase in the certified ratio from 0.0%
to 81.2% when the injected node number is 5%
of the graph size. Our step marks a crucial step
towards making provable defense more practical.

1. Introduction

Graph Neural Networks (GNNs) have emerged as the domi-
nant models for graph learning tasks, demonstrating remark-
able success across diverse applications. However, recent
studies (Ziigner et al., 2018; Ziigner & Giinnemann, 2019;
Liu et al., 2022) have revealed the vulnerability of GNNs to
adversarial attacks, raising significant concerns regarding
their security. Notably, a new type of attack called Graph
Injection Attack (GIA) has raised considerable attention.
Unlike the commonly studied Graph Modification Attack
(GMA), which involves inserting and deleting edges, GIA
will inject carefully crafted malicious nodes into the graph.
Recent research (Chen et al., 2022; Tao et al., 2023; Ju
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Figure 1: Illustration of collective certification.

et al., 2023) has demonstrated that GIA is not only more
cost-efficient but also more powerful than GMA.

To counteract these attacks, significant efforts have been
dedicated to robustifying GNNs. Representative defense
approaches include adversarial training (Gosch et al., 2023),
the development of robust GNN architectures (Jin et al.,
2020; Zhu et al., 2019; Zhang & Zitnik, 2020), and the detec-
tion of adversaries (Zhang et al., 2019; 2020). While these
approaches are quite effective against known attacks, there
remains a concern that new adaptive attacks could under-
mine their robustness. To tackle the challenge of emerging
novel attacks, researchers have explored provable defense
approaches (Cohen et al., 2019; Li et al., 2023; Bojchevski
et al., 2020; Scholten et al., 2022; Schuchardt et al., 2023)
that offer certified robustness for GNN models: the predic-
tions of models are theoretically guaranteed to be consistent
if the attacker’s budget (e.g., the number of edges could be
modified) is constrained in a certain range.

Sample-wise vs. Collective certification The certifica-
tion against attacks over graphs can be categorized into two
types: sample-wise and collective. Sample-wise certifica-
tion approaches (Cohen et al., 2019; Bojchevski et al., 2020;
Lai et al., 2023) essentially verify the prediction for a node
one by one, assuming that the attacker can craft a different
perturbed graph each time to attack a single node (Figure. 1,
top). However, in reality, the attacker can only produce a
single perturbed graph to simultaneously disrupt all predic-
tions for a set of target nodes T (Figure. 1, bottom). Such
a discrepancy makes sample-wise certificates rather pes-
simistic. In contrast, more recent works (Schuchardt et al.,
2020; 2023) aim to certify the set of nodes at once, provid-
ing collective certification that can significantly improve
the certifying performance.
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In the domain of certifying GNNs, the majority of research
works (Bojchevski et al., 2020; Wang et al., 2021; Jia et al.,
2020; 2022; Scholten et al., 2022) focus on sample-wise
certification against GMA. The only collective certification
scheme against GMA proposed by Schuchardt et al. (2020),
however, is not applicable to GIA. This is because the cer-
tification scheme assumes a fixed receptive field of GNNs,
while GIA, which involves adding edges after injecting
nodes, inevitably expands the receptive field. Although
there are emerging works (Lai et al., 2023; Jia et al., 2023)
specifically designed to tackle GIA, they only offer sample-
wise certificates, resulting in limited certified performance.

We are therefore motivated to derive the first collective
certified robustness scheme for GNNs against GIA. To
achieve collective robustness, we leverage the inherent lo-
cality property of GNNs, where the prediction of a node
in a k-layer message-passing GNN is influenced solely by
its k-hop neighbors. This ensures that injected edges by
the attacker only impact a subset of the nodes. We address
the collective certification problem by transforming it into
a budget allocation problem, considering the attacker’s ob-
jective of modifying the predictions of as many nodes as
possible with a limited number of malicious nodes and max-
imum edges per node. By overestimating the number of
modified nodes, we can certify the consistent classification
of the remaining nodes.

However, the above problem yields a binary integer
polynomial-constrained program, which is known to be NP-
hard. We then propose a customized linearization technique
to relax the original problem to a Linear Programming (LP),
which can be solved efficiently. The LP relaxation provides
a lower bound on the achievable certified ratio, ensuring the
soundness of the verification process. We conduct compre-
hensive experiments to demonstrate the effectiveness as well
as the computational efficiency of our collective certifica-
tion scheme. For example, when the injected node number
is 5% of the graph size, our collective robustness models
increase the certified ratio from 0.0% to over 80.0% in both
Cora-ML and Citeseer datasets, and it only takes about 1
minutes to solve the collective certifying problem.

Overall, we propose the first collective certificate for GNNs
against graph injection attacks. In particular, it is computa-
tionally efficient and can significantly improve the certified
ratio. Moreover, this certification scheme is almost model-
agnostic as it is applicable for any message-passing GNNs.

2. Background
2.1. Graph Node Classification

We focus our study on graph node classification tasks. Let
G = (V,&,X) € G represent an undirected graph, where
V = {v1,---,v,} is the set of n nodes, £ = {e;; =

(vs,v;)} denotes the set of edges with each edge e;; con-
necting v; and v;, and X € R™*¢ represents the features
associated with nodes. Equivalently, we can use an adja-
cency matrix A € {0,1}"*" with A;; = 1ife;; € € and
A;; = 0if e;; ¢ £ to encode the graph structure of G.
Each node has its label y € J) = {1,--- , K}, but only a
subset of these labels are known. The goal of a multi-output
graph node classifier f : G — {1,---, K}" is to predict
the missing labels given the input graph G.

2.2. Message-Passing Graph Neural Networks

In this paper, we study certified robustness approaches that
are applicable to the most commonly used GNNs that oper-
ate under the message-passing framework based on neigh-
bor aggregation. These message-passing GNNs (Kipf &
Welling, 2016; Gilmer et al., 2017; Velickovi¢ et al., 2018;
Geisler et al., 2020) encode the local information of each
node by aggregating its neighboring node features (i.e., em-
bedding) through various aggregation functions. During the
inference, the receptive field of a node v in k-layer GNN
is just its k-hops neighbors, and the nodes/edges beyond
the receptive field would not affect the prediction of the
node when the model is given. This locality enables the
application of collective certificates.

2.3. Certified Robustness from Randomized Smoothing

Certified robustness aims to provide a theoretical guarantee
of the consistency of a model’s prediction under a certain
perturbation range on the input. Randomized smoothing is
a widely adopted and versatile approach for achieving such
certification across a range of models and tasks (Jia et al.,
2020; Bojchevski et al., 2020; Li et al., 2023). Take the
graph model as an example; it adds random noise (such as
randomly deleting edges) to the input graph. Then, given
any classifier f, it builds a smoothed classifier g which
returns the “majority vote” regarding the random inputs.
Certification is achieved based on the fact that there is a
probability of overlap between the random samples drawn
from the clean graph and the perturbed graph, in which the
predictions must be the same.

3. Problem Statements
3.1. Threat Model: Graph Injection Attack

We focus on providing robustness certificates against graph
injection attacks (GIAs) under the evasion threat model,
where the attack perturbation occurs after the model training.
The adversaries aim to disrupt the node classifications of a
set of target nodes, denoted by T, as many as possible. To
this end, it can inject p additional nodes Y= {01,---,0,}
into the graph. These injected nodes possess arbitrary node
features represented by the matrix X € RP*¢. Additionally,
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£ represents the set of edges introduced by the injected
nodes. To limit the power of the adversaries and avoid being
detected by the defender, we assume that each injected
node v is only capable of injecting a maximum of 7 edges.
Thus, the degree of each injected node §() is no more
than 7. Let us represent the perturbed graph as G’, with its
corresponding adjacency matrix denoted as A’. We formally
define the potential GIA as a perturbations set associated
with a given graph G = (V, &, X):

B,.(G):={G'V, &, X)WV =VuV,& =EUE,
X' =XUX,|V|<p,6®) <7,¥oeV}) (1)

Given the absence of a collective certificate to address these
types of perturbations, our first contribution is to define the
problem of collective robustness.

3.2. Problem of Collective Certified Robustness

Following (Scholten et al., 2022), we employ randomized
smoothing to serve as the foundation of our certification. In-
tuitively, by adding random noise to the graph, the message
from the injected node to a target node has some probabil-
ity of being intercepted in the randomization, such that the
GNN models will not aggregate the inserted node’s feature
for prediction. We adopt node-aware bi-smoothing (Lai
et al., 2023), which was proposed to certify against the GIA
perturbation, as our smoothed classifier. Given a graph
G, random graphs are created by a randomization scheme
denoted as ¢(G) = (¢(G), pn(G)). It consists of two
components: edge deletion smoothing ¢.(G) and node
deletion smoothing ¢, (G). Specifically, the former ran-
domly deletes each edge with probability p., and the lat-
ter randomly deletes each node (together with its incident
edges) with probability p,,. Based on these random graphs,
a smoothed classifier g(-) is constructed as follows:

gv(G) ‘= argmax pv,y(G)7 )
ye{l, - K}

where p, ,(G) := P(f,(¢(G)) = y) represents the prob-
ability that the base GNN classifier f returned the class y
for node v under the smoothing distribution ¢(G), and g(+)
returns the “majority votes” of the base classifier f(-).

Given a specific attack budget p and 7, our objective is to
provide certification for the number of target nodes in T that
are guaranteed to maintain consistent robustness against any
potential attack. We assume that the attacker’s objective is to
maximize the disruption of predictions for the target nodes,
> ver H90(G') # g4(G)}, through the allocation of insert-
ing edges. By modeling a worst-case attacker that leads to
a maximum number of non-robust nodes, we can certify
that the remaining number of nodes is robust. Such that the
collective certification can be formulated as an optimization

problem as follows:

min |T| - Z H{gv(G/) # gv(G)}> 3)

'€eB, »
G'€B, 7 (G) veT

st. V| <p, 0(0) <7, VoeV.

Typically, when setting the T as a single node, the problem
degrades to a sample-wise certificate.

4. Collective Certified Robustness

In this section, we derive the collective certificate for the
smoothed classifier with any message-passing GNNs as the
base classifier. To ensure the clarity of the presentation, we
begin by providing an overview of our approach.

4.1. Overview

The derivation of the robustness certificate relies on a worst-
case assumption: in the message-passing process, if a node
receives even a single message from any injected node, its
prediction will be altered. It is important to note that this
assumption exaggerates the impact of the attack, thereby
validating the guarantee of the defense. Accordingly, we
define message interference for a node v as the event F,
that the node v receives at least one message from injected
nodes in message passing.

The achievement of collective certification then constitutes
the following crucial steps. First, we derive an upper bound
on the probability of the message interference event, de-
noted as p(E,) (Section. 4.2.1). Second, we establish
the relation between the probability p(FE,) and the pre-
diction probability p, , (G), which allows us to bound the
change of p, ,(G) under the perturbation range B, ,(G)
(Section. 4.2.2). Third, we derive the certifying condition
for smoothed classifier g based on the results from the pre-
vious sections (Section. 4.2.3). Finally, we formulate the
collective certified robustness problem as an optimization
problem (Section. 4.3).

4.2. Condition for Certified Robustness
4.2.1. MESSAGE INTERFERENCE EVENT

We begin by introducing some necessary notations. We
use P,é“v to represent all the existing paths from an injected
node & € Vtoa testing node v, where the length or dis-
tance of these paths is smaller than k. Each path ¢ in P¥,
consists of a series of linked edges. To simplify notation,
we define ¢.(A) as an equivalent representation of ¢.(G),
where ¢.(A);; = 0 if the edge (7, j) does not exist after the
sampling, and ¢.(A),;; = 1 if the edge (¢, j) remains. Sim-
ilarly, we represent ¢,,(G) as ¢,,(A);, where ¢,,(A); =0
indicates the deletion of node 4, and ¢,,(A); = 1 denotes
that the node remains unchanged. Then, we formally define
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the event F,, as:

FeV:(3ge Pt (Ynicq:pn(A)y, =1) @)

i

AN (V(’L,j) €q: (be(A/)ij = 1))

That is at least one path from a malicious node v to the
testing node v is effective (all edges and nodes are kept in the
smoothing). Below, our goal is to quantify the probability
of E,, so that we can provide an estimation of the potential
impact of injected nodes on the prediction probability.

However, directly estimating the event probability p(E,) is
difficult because we need to find out all the possible paths
PE  for each node. Similar to (Scholten et al., 2022), we

have an upper bound for p(E,) < p(F,) by assuming the
independence among the paths:

Lemma 1. Let A be the adjacency matrix of the perturbed
graph with p injected nodes, and the injected nodes are in
the last p rows and columns. With smoothing p,, > 0 and
pe > 0, we have the upper bound of p(E,):

p(Ey) < p(Ey) ©)

2 &
HAn:(ntp),0llt AL (g py,wllt ni(ntp)oll1

1A
‘P )
where p; == 1 — (pepn)t, Vi € {1,2,--- ,k}, and adja-
cency matrix A contains the injected nodes encoded in the
(n+ 1)t to (n+ p)t" row, and || - || is Iy norm.

Proof. (Sketch) Let p(E?) denote the probability that all
paths are intercepted from an injected node v to node v in
the case that of considering each path independently. We
have p(Eg) = qung (1- (ﬁeﬁn)lql)’ where p. :=1—pe,
Pn:=1—py,and|q| € {1,--- , k} represent the length of
the path ¢ € P, from © to v. Furthermore, ||A% . |1
quantifies the number of paths with a length of k originating
from any malicious node and reaching node v. Finally,
by considering multiple injected nodes, we have p(E, ) =
1—TTsep p(EY). See Appendix. A for complete proof. [

4.2.2. BOUNDING THE CHANGE OF PREDICTION

Next, we first provide Lemma. 2 to demonstrate that the
occurrence of the complement event of F,,, denoted as F,,, is
the condition for the consistent prediction of base classifier
f- Then, we prove that the change of prediction probability
for the smoothed classifier g is bounded by p(F,):

Lemma 2. Given a testing node v € G, perturbation
range B, -(G), p, > 0 and p. > 0, we have f,((G)) =
fu(@(G"), YG' € B, -(G) if event E, occurs:

VoeV:(Vge PE : (3n;€q: dpn(A)n, =0)  (6)

i

\Y (H(Z,j) S q: ¢6(A/)ij = 0))

Proof. For each path ¢ € PF , the message from the in-
jected node v to the target node v is intercepted if at least
one of the edges or nodes along the path is deleted. Con-
sequently, if all the paths are intercepted as a result of the
smoothing randomization ¢(G’), the prediction for the tar-

get node v remains unchanged. O

Now, we can establish a bound on the change in prediction
probability of the smoothed classifier g, which serves as a
crucial step for deriving the certifying condition.

Theorem 1. Given a base GNN classifier [ trained on
a graph G and its smoothed classifier g defined in (2), a
testing node v € G and a perturbation range B, ;(G), let
E, be the event defined in Eq. (4). The absolute change in
predicted probability |p, ,(G) — py.(G")| for all perturbed
graphs G' € B, -(Q) is bounded by the probability of the
event Ey: |pyy(G) — poy(G')| < p(E

v)-
Proof. (Sketch) p, ,(G) — puy(G') < P(fu(6(G)) =
y A Ey) = p(Ey) - P(fo(6(G)) = ylEy) < p(Ey). See
Appendix. A for complete proof. O

4.2.3. CERTIFYING CONDITION

With the upper bound of the probability change p, ,(G)
provided in Theorem. 1 and upper bound of p(E, ) provided
in Lemma. 1, we can derive the certifying condition for
smoothed classifier g under a given perturbation range:

Corollary 1. Given a base GNN classifier f trained on
a graph G and its smoothed classifier g, a testing node
v € G and a perturbation range B, ;(G), let E, be the
event defined in Eq. (4). We have g,(G") = g,(G) for all
perturbed graphs G' € B, - (G) if:

P(EY) < [poys (G) = mazyy-puy (G)]/2, (D)

where y* € ) is the predicted class of g,(G).

Proof. With Theorem. 1, we have ¢,(G') = g¢,(G) if
P,y (G) - p(Ev) > mazy#y*pv,y(G) + p(Ev)’ which
is equivalent to p(E,) < [py,y+ (G) — mazyy-py 4 (G)]/2.

O

Nevertheless, quantifying p(E, ) is still challenging due to
the unknown paths PZ, or the perturbed adjacency matrix.
To tackle the challenge, we introduce the following col-
lective certifying framework that models the problem of
certifying node injection perturbation as an optimization
problem. More importantly, we can certify a set of nodes at
the same time to enhance the certifying performance.

4.3. Collective Certification as Optimization

With Corollary. 1, we know that node v is not certifiably
robust if p(Ey) > [py y= (G) —mazyzy=po.y(G)] /2. Under
a limited attack budget, the worst-case attacker can lead to a
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maximum number of non-robust nodes among target nodes
in T, which can be formulated as follows:

M=S"IpE) > c/2}, 8
o8 UEZT{p( )>c/2},  @8)

st. V| <p,8(0) <71, Vo eV,

where ¢, := Dy y+ (G) — mazy£y- Py y(G), is the classifi-
cation gap of smoothed classifier. To obtain the certifiably
robust node number among all testing nodes, the optimal ob-
jective value M™ of (8) can serve as an upper bound for non-
robust nodes, and hence the remaining |T| — M* nodes are
certified robust. Plugging in p(FE,, ) with (5), and taking the
logarithm of the p(F,), we transformed the problem (8) to
a binary integer polynomial-constrained programming (We
put the problem and formulation details in Appendix. B).

Typically, for two-layer GNNs (k = 2), we formulate the
problem into a binary integer quadratic constrained linear
programming problem (BQCLP). Let Ay be the original
adjacency matrix of the existing n nodes in the graph G, and
A, denote the adjacency matrix from injected p malicious
nodes to the existing nodes, and A, be the adjacency matrix
representing the internal connection between the malicious
nodes. Then the problem (15) becomes the BQCLP problem
as follows (See Appendix. B for detailed formulation):

M =t"m, 9)

max
Aq,A2,m

S.t. p}AIlP +ﬁ2(A1A0 + AQAl)T].p S Co m,
Alln + A21p S T, A;r - AQa
Ar €{0,1}7", Ay € {0,1}7"7, m € {0,1}",

where t is a constant zero-one vector that encodes the po-
sition of the target node set T, m is a vector that indi-
cates whether the nodes are non-robust, p; = log(p;) and
p2 = log(p2) are two negative constants, C € R" is a
vector with negative constant elements log(1 — %), 1,, de-
notes all-ones vector with length n, T represents matrix
transposition, and o denotes element-wise multiplication.

5. Effective Optimization Methods

The BQCLP problem (9) is non-convex and known to be
NP-hard. In this section, we introduce two effective methods
to relax problem (9) to a Linear Programming (LP) to solve
it efficiently. The first method (termed Collective-LP1)
relies on standard techniques to avoid quadratic terms; the
second method (termed Collective-LP2) employs a novel
customized reformulation that can significantly improve the
solution quality and computational efficiency.

5.1. Standard Linear Relaxation (Collective-LP1)

To solve problem (9) efficiently, one common solution is
to replace the quadratic terms in the constraint with linear

terms by introducing extra slack variables. We adopt the
standard technique (Wei, 2020) to address the quadratic
terms in Az A;. Specifically, let Ay(;;) denotes the element
of i'" row and j'" column in matrix A, and A(j,) de-
notes the element in matrix A;. For each quadratic term
A2(ij)A1(jv) Vi € {17 s ,p},Vj S {1, s ,p},VU S
{1,---,n}) in AsA;, we can equivalently reformulate
Qu(ij) = As(ij)Ai(ju) With corresponding constraints:
Quij) € B, Quijy < Asgj), Quij) < Aijw). and
Aggijy + Aiey — Quijy < 1. We further relax all the
binary constraints to the box constraints [0, 1], leading to an
LP as follows:

M =t"m, (10)

max
A1,A9,m,
Q1,Q2,,Qn

st. prA] 1, +paAJ A1, 4+ 0 < Com,
A1, + Aglp < A; = As,
Qv = (Qv(ij))pxpv S {1a2a T ,?7,},
0= [l;rQl]-pa 1;@21,07 e 71;Q’n1p]—r7
Q'U S 1p[A1(:,v)]Ta Q’u S AQ; Q’u S [07 1]p><p,
]'P[Al(:,v)]T + A2 - Qv < 1;
Ay €[0,1]7%", Ay € [0,1]7*7, m € [0, 1]".

The more detailed formulation of problem (10) is supplied
in Appendix. B. This transformation makes our collective
robustness problem solvable in polynomial time.

Validity of relaxation for certification. It is important
to note that the relaxed LP problem always has a larger
feasible region than the original BQCLP problem. As a
result, the optimal M* (i.e., the maximum number of non-
robust nodes) of the relaxed problem is always greater than
the original problem. That is, the number of robust nodes
(|T|—M*) certified by the relaxed problem is always smaller
or equal to that obtained from the original problem, such
that the relaxation always yields sound verification.

Nevertheless, this technique results in introducing O(p?|T|)
(extra) variables among the matrix O. To improve efficiency,
we next design a more efficient reformulation that only
requires O(p|T|) extra variables.

5.2. Customized Linear Relaxation (Collective-LP2)

To reduce the number of the extra variables, we notice that
there is a vector in the quadratic term A{ AJ 1,, and we can
first combine the AJ 1, to reduce the dimension. We define
a vector variable z := AJ 1, to replace the term A 1, in
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the problem (9). Then we can reformulate it as:

max
Aj,z,m

s.t. p~1AI1p +p~2A3—A1—1p +p”2AIz < Com,
Al]-n +z S T, Al € {07 1}p><7l,
z € {0,1,--- ,min(p,7)}**!, m € {0,1}".

M =t"m, (11)

To linearize the problem, we need to deal with the quadratic
term A{ z. If a binary variable z € B, and a continuous
variable z € [0,u], then w := xz is equivalent to (Wei,
2020): w < wr,w < zour + 2z —w < 4,0 < w.
To apply it, we first relax the z to [0, min(T,p)]. As-
suming that 7 < p, for each quadratic term AlT(Z.j)zj
Vi € {1,---,n},Vj € {1,---,p}) in A]z, we create
a substitution variable Q(;;) = AlT(ij)zj with correspond-
ing constraints: 0 < Q;5), Qij) < TAlT(ij), Quj < 7
and TAlT(ij) + zj — Qij) < 7. We further relax all the
binary constraints to [0, 1] interval constraints. Then the
problem (9) can be relaxed to an LP as follows:

max
Aq,m,

QeRrnXp
st. p1Al 1, +paAg Al 1, +p2Q1, < Com,
A1, +z <71 A €0,1)P%",
Q<tA,Q<1,2",
TAI +1,z — Q<
Q € [0,7]"*?, z € [0,7]”*, m € [0,1]".

M =1t"m, (12)

We put the detailed formulation in Appendix. B. Next, we
analyze the complexity of problem (10) and (12).

5.3. Comparison of Computational Complexity

For problem (10), in the first constraints, the rows corre-
sponding to the nodes that do not belong to the target node
set T will not affect the objective M. Although we define n
matrix @, for the sake of convenience, only |T| of them are
actually effective. For the node with ¢; = 0, the value m;
will not affect the objective M, such that we can always set
m; = 0, and the first constraint always holds. Hence, there
are O(3p%|T| + p? + p + |T|) effective linear constraints,
and O(p?|T| + p? + pn + |T|) effective variables.

For problem (12), similar to (10), only |T| rows of () are
actually effective. There are O(3p|T| + p + |T|) effective
linear constraints, and O(pn + p|T| + |T|) effective vari-
ables. Our well-designed formulation makes the collective
problem scalable regarding the number of injected nodes p
or the target node number |T|. In the next section, we show
that this improved LP formulation is both more efficient and
effective by experimental evaluation.

6. Experimental Evaluation

In this section, we conduct a comprehensive evaluation
of our proposed collective certificate. Given the absence
of other collective baselines for graph injection attacks
(GIA), we compare our collective certification Collective-
LP1 and Collective-LP2, with the existing Sample-wise
approach (Lai et al., 2023). We present a detailed analysis
of the experimental results, highlighting the strengths and
advantages of our collective certification methods.

6.1. Experimental Setup

Datasets and Base Model. We follow the litera-
ture (Schuchardt et al., 2020; Lai et al., 2023) on certi-
fied robustness and evaluate our methods on two graph
datasets: Cora-ML (Bojchevski & Giinnemann, 2017) and
Citeseer (Sen et al., 2008). The Cora-ML dataset contains
2,810 nodes, 7,981 edges, 7 classes, and the Citeseer con-
tains 2, 110 nodes, 3, 668 edges, 6 classes. We employ two
representative message-passing GNNs, Graph Convolution
Network (GCN) (Kipf & Welling, 2016) and Graph Atten-
tion Network (GAT) (Velickovi¢ et al., 2017), with a hidden
layer size of 64 as our base classifiers. We use 50 nodes per
class for training and validation respectively, while the re-
maining as testing nodes. We also train the base model with
random noise augmentation following (Lai et al., 2023).

Threat Models and Certificate. We set the degree con-
straint per injected node as the average degree of existing
nodes, which are 6 = [5.68] and 4 = [3.48] respectively
on Cora-ML and Citeseer datasets. We evaluate our pro-
posed collective certificate with various amounts of injected
nodes p € {20,50,80,100,120,140,160}. Grid search
is employed to find the suitable smoothing parameters p.
and p,, from 0.5 to 0.9 respectively. We exclude those pa-
rameters that lead to poor accuracy that are worse than the
Multilayer Perceptron (MLP) model which does not depend
on graph structure. Following (Bojchevski et al., 2020;
Lai et al., 2023), we employ Monte Carlo to estimate the
smoothed classifier with a sample size of N = 100, 000.
We apply the Clopper-Pearson confidence interval with Bon-
ferroni correction to obtain the lower bound of p4 and upper
bound of pg. We set the confidence level as o = 0.01. Due
to the overwhelming computation cost of the original col-
lective certifying problem known as NP-hard, we solve our
proposed relaxed LP problems by default. All our collective
certifying problem is solved using MOSEK (ApS, 2019)
through the CVXPY (Diamond & Boyd, 2016) interface.

Evaluation Metrics. Among the testing nodes that are
correctly classified, we randomly select 100 nodes as the
target node set T. We report the certified ratio on the target
nodes set, which is the ratio of nodes that are certifiably
robust under a given threat model. We repeat 5 times with
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different random selections and report the average results.
Additionally, we evaluate the global attack scenario in which
the T is all the nodes in the graph in Appendix. D.4.

6.2. Effectiveness of Collective Certified Robustness

In this section, we aim to verify the effectiveness of our
proposed collective approach in enhancing the certified ro-
bustness performance.

6.2.1. COMPARING COLLECTIVE WITH SAMPLE-WISE.

Cora-ML,7t=6,a=0.01,N=100000

Citeseer,7=4,a=0.01,N=100000

parameters

— Pei0.8,0,07

— Pei0.9,0,0.8

—— Pei0.9,0,:09
method

— Sample-wise

rrrrr Colletive-LP1
Colletive-LP2

certified ratio
certified ratio

N\,
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0
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o

(a) Certified Ratio (GCN) (b) Certified Ratio (GCN)

Cora-ML,t=6,a=0.01,N=100000 Citeseer,7=4,a=0.01,N=100000

parameters

—— Pei07,p,:07
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— Pei08,p,:09
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Colletive-LP2

O'00 20 40 60 80 100 120 140 160 0‘00 20 40 60 80 100 120 140 160
P P

(c) Certified Ratio (GAT) (d) Certified Ratio (GAT)

Figure 2: Comparison of certified performance (More re-
sults with other parameters are shown in Appendix. D).

In Figure. 2 and Table. 1, we exhibit the certified ratio of
the three certificates regarding various numbers of injected
nodes p. With the same smoothing parameter, both proposed
collective certificates achieve a higher certifiable radius,
outperforming the sample-wise approach significantly when
the p is large. For example, in the Citeseer dataset, when
p = 140, our Collective-LP1 and Collective-LP2 have the
certified ratios of 73.0%, and 81.2%, while sample-wise
can certify 0.0% nodes. Moreover, the improvement of our
collective certificate is even more significant in the global
attack setting (Appendix D.4).

When the p is small, the LP collective robustness does not
outperform the sample-wise robustness. This can be at-
tributed to the integrity gap of the relaxation technique uti-
lized in the LP formulation, which we further illustrated in
Section. 6.3. Interestingly, this difference becomes negligi-
ble in the case of a global attack, as shown in Appendix D.4.
Nevertheless, in practical scenarios, we can easily combine
the sample-wise and collective certificates with minimal ef-
fort to achieve stronger certified performance in both small
and large attack budgets. Since the sample-wise and col-
lective models share the same smoothed model, we only

need to estimate the smoothing prediction once to avoid
extra computation. By integrating both certificates, we can
leverage their respective strengths and enhance the overall
robustness of the system.

Table 1: Comparison of certified ratio between sample-wise
and collective certifying schemes under various parameters.

Cora-ML (7 = 6) P
sz;a‘f‘;“;rs methods 20 50 100 120 140

Sample-wise  1.000 0.000 0.000 0.000 0.000
Collective-LP1 0.920 0.768 0.452 0.316 0.178
Collective-LP2 0.926 0.836 0.686 0.624 0.564
Sample-wise  1.000 0.000 0.000 0.000 0.000
Collective-LP1 0.950 0.878 0.730 0.666 0.600
Collective-LP2 0.950 0.894 0.800 0.760 0.726
Sample-wise  1.000 1.000 1.000 0.000 0.000
Collective-LP1 0.978 0.948 0.900 0.880 0.862
Collective-LP2 0.978 0.948 0.900 0.880 0.862

Citeseer (7 = 4) 20 50 100 120 140

Sample-wise  1.000 0.990 0.000 0.000 0.000
Collective-LP1 0.950 0.846 0.640 0.546 0.452
Collective-LP2 0.950 0.892 0.796 0.756 0.718
Sample-wise  0.000 0.000 0.000 0.000 0.000
Collective-LP1 0.856 0.504 0.000 0.000 0.000
Collective-LP2 0.894 0.756 0.534 0.446 0.360
Sample-wise  1.000 0.000 0.000 0.000 0.000
Collective-LP1 0.970 0.920 0.820 0.775 0.730
Collective-LP2 0.970 0.930 0.862 0.840 0.812

0.7-0.9

0.9-0.8

0.9-0.9

0.7-0.9

0.8-0.7

0.9-0.8

A superior certifying scheme should not only possess a
higher certified ratio but also a higher clean accuracy that
represents the initial performance of the model. We also
evaluate the trade-off between the certified ratio and the
clean accuracy of the smoothed model in Figure. 3. As
we employ the same smoothed model, both the collective
scheme and the sample-wise scheme exhibit the same clean
accuracy when they share identical smoothing parameters,
while our collective approach consistently achieves a higher
certified ratio, particularly when p exceeds the certifiable
radius of the sample-wise approach. Finally, these results
highlight the advantageous trade-off achieved by our pro-
posed collective approach in both smaller p and larger p.

6.2.2. COMPARING TWO COLLECTIVE CERTIFICATES.

In comparing our two LP-based collective certificates, it
is evident that our customized relaxation (Collective-LP2)
consistently achieves higher or equivalent certified ratios
compared to the standard technique (Collective-LP1). For
instance, in the Cora-ML dataset, when p. = 0.7, p,, = 0.9,
and p = 140, Collective-LP2 improves the certified ratio by
216% compared to Collective-LP1 (Table. 1). Furthermore,
with the same clean accuracy, Collective-LP2 is always
superior to Collective-LP1 in certified ratios (Figure. 3).

In Figure 4, we present a comparison of the runtime be-
tween our two LP-based collective certificates. It is evident
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Figure 3: Trade-off between clean accuracy and certified
ratio (More results with other p are shown in Appendix. D).

that Collective-LP2 exhibits a significantly lower runtime
compared to Collective-LP1, particularly as p increases. Re-
markably, even for a larger value of p like p = 140, our
Collective-LP2 can be solved in approximately 1 minute.
This indicates the practicality and efficiency of our pro-
posed method, making it feasible for real-world scenarios
with larger attack budgets.

6.3. Effectiveness of Linear Relaxation

In this section, we investigate the impact of our LP relax-
ation technique on the certified performance of our collec-
tive certification method. Specifically, we compare the certi-
fied ratios obtained from both the original integer problem

1200 Cora-ML 1200
—+— Colletive-LP1

1000 / 1000 j Colletive-LP2
800 / 800 /
600 I £ 600 i
400 / 400 /
200 < 200

ol /./'/ N ﬁ‘_/./'/'
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runtime (s)
runtime (s)
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Figure 4: Runtime comparison of LP collective models.
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Figure 5: Certified ratio comparison between optimizing
original BQCLP problem and relaxed LP problem.

(BQCLP) and the LP problem (Collective-LP2). Figure. 5
provides a graphical representation of these results. Due to
the computational overhead associated with solving the inte-
ger problem, we limit our analysis to a smaller attack budget,
p < 12. We observe that the certified ratio of the integer
problem remains relatively stable as p increases. However,
the certified ratio of Collective-LP2 undergoes a decline of
approximately 5%. This decrease in certified performance
is attributed to the sacrifice made in the relaxation process
of the LP formulation. It also partially explains why our
approach may exhibit a weaker certified ratio compared to
the sample-wise approach when p is small.

7. Related Work

In this section, we summarize the previous work that is
closely related to certified robustness. Randomized smooth-
ing has emerged as a prominent black-box technique that
provides certified robustness. It was first proposed for de-
fending against /5 norm ball perturbation in the computer
vision models (Cohen et al., 2019). Recent work extends it
to certify graph node classification tasks (Bojchevski et al.,
2020; Wang et al., 2021; Jia et al., 2020; 2022; Scholten
et al., 2022) against [y-norm ball perturbation, typically
the graph modification attacks (GMAs). To improve the
certified performance, some researchers (Schuchardt et al.,
2020; 2023) develop collective robustness schemes. These
schemes assume a realistic attacker whose objective is to
perturb a set of nodes simultaneously, thereby improving
the overall robustness against adversarial attacks.

Despite the progress made in defending against GMAs,
the robustness against graph injection attacks (GIAs) has
received relatively little attention. (Jia et al., 2023; Lai et al.,
2023) further extended it to certify against GIAs. However,
these models provide sample-wise certificates instead of
collective ones. To the best of our knowledge, there is
currently no collective certificate designed for GIAs.

8. Conclusion

In this paper, we present the first collective robustness cer-
tificate specifically designed for defending against graph
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injection attacks (GIAs), which encompass edge addition
perturbations known to be more challenging to certify than
edge deletions. Our collective certificate improves the certi-
fied performance by assuming that the attacker’s objective
is to disrupt the predictions of as many target nodes as pos-
sible, using a shared single graph instead of different graphs
for each node. We model the collective certifying problem
by upper-bounding the number of non-robust nodes under a
worst-case attacker, such that the remaining nodes are guar-
anteed to be robust. However, it yields a binary quadratic
constrained programming that is NP-hard. To address this,
we propose novel relaxations to formulate the problem into
linear programming that can be efficiently solved. Extensive
experimental results demonstrate that our proposed collec-
tive certificate achieves significantly higher certified ratios
and larger certifiable radii compared to existing approaches.
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A. Theorectical Proofs

Lemma 1. (Restate) Let A be the adjacency matrix of the perturbed graph with p injected nodes, and the injected nodes are
in the last p rows and columns. With smoothing p,, > 0 and p. > 0, we have the upper bound of p(E,):

p(Ey) < p(Ey) (13)
Ani(ntp)on A2 Ak,
1 _p|1| ,L.<,L+p>,u||1pl2l ni(nteyollt _”le n.<n+p>,vlh’

where p; := 1 — (Pepn)?, Vi € {1,2,--- ,k}, and adjacency matrix A contains the injected nodes encoded in the (n + 1)t"
to (n+ p)t" row, and || - ||, is Iy norm.

Proof. According to (Scholten et al., 2022), we have an upper bound for p(E,) < p(E,) by assuming the independence
among the paths. Let p(E?) denote the probability that all paths are intercepted from an injected node ¥ to node v in the case
that of considering each path independently. We have p(E?) = Hq Pk (1 — (Pepn)ld), where e := 1 — pe, n := 1 — pp
and |q| € {1,-- -, k} represent the length of the path ¢ € P¥, from @ to v. (p.p,)!% is the probability that all edges and all
nodes in the path g are not deleted, 1 — (., )!9! is the probability that at least one of edges or one of nodes are deleted, such
that the path ¢ is intercepted. Then, by considering multiple injected nodes, we have p(E,) = 1 — []; . p(E?). Finally,

we have the p(E,) as follows:

p(Ey) "
=1 [ »&)
DIV
=1-[TC I a - @)}
DIV qum
=1- H{ — PePn) ™ (1 — (;Eepn)Q)A%u (1= (ﬁeﬁn)k)Agu}
DIV

HAn:(n+p),vH1 ||A$1,:(n+p)"u||1 ||A§,:(n+p),v||1
=1-p Y2 TPy J

where p; := 1 — (pepn)®. In particular the constant p;, denotes the probability that a path with a length of £ is intercepted.
According to graph theory, A% is the number of paths from node @ to node v with distance/length/steps of exactly & in
the graph. Let A, (54 p) 0 denote the slicing of matrix A, taking the v column and the rows from (n + 1) to (n + p)t".
Then ||A (ntp)w |1 quantifies the number of paths with a length of k originating from any malicious node and reaching
node v. O

Theorem 1. (Restate) Given a base GNN classifier f trained on a graph G and its smoothed classifier g defined in (2),
a testing node v € G and a perturbation range B, .(G), let E,, be the event defined in Eq. (4). The absolute change in
predicted probability |p, (G) — pvy(G’)| for all perturbed graphs G' € B, ;(G) is bounded by the probability of the
event Ey: |py (G) — pyy(G')| < p(E,).

Proof. By the law of total probability, we have

P(fo(¢(G")) = y)
=P(f,(¢(G") = y A Ey) + P(f,(6(G")) = y A Ey).

Note that, we define the event E,, based on the sampling of perturbed graph ¢(G’). However, the clean graph G is smaller
than G’, and the intersection/overlap graph of them is G NG’ = G. Subtly, we can still use the event E,, defined on ¢(G’)
to divide the sample space of ¢(G) by regarding the model f,(¢(G)) only take part of the ¢(G’) as input, which is the
intersected part of G: ¢(G”") N G, and the result does not relate to the part that beyond G (i.e., the injected nodes). Such that,
we also have

P(fu(6(G)) = y)
=P(fo(¢(G)) =y A Ey) + P(fo(0(G)) = y A Ey).

11
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Due to the fact that the injected node does not have any message passing to v would not affect the p, ,(G), we have

P(fo(0(G")) = y|Ey) = P(f4(0(G)) = y|E,), so that P(f,(¢(G)) = y A Ey) = P(fo(¢(G")) = y A E,,). Following
(Scholten et al., 2022), we have similar deduction as follows:

=P(fo(6(G)) =y A E) + P(fuo(&(G)) =y A EL)
- P(fv(¢(G/)) =yAN Ev) - P(fv(¢(G/)) =yA Ev)
=P(fo(6(G)) =y A Ev) = P(fo(¢(G")) =y A Ey)
<SP(fo(9(G) =y A Ey)
= p(Ev) ]P)(fv(¢(G)) = y|Ev)
< p(Ev)
O
B. Details of Optimization Formulation
B.1. Formulating problem (8) as polynomial constrained programming.
For problem (8), we plug in p(F,) with (5), and then we have the following optimization problem:
max M = va, (15)

Ap:sym
veT

st. 2p(Ey) > ¢y -my, Yo €T,

m -1 (p|1|An:(n+p),v||1p|2|Ai,:(n+p),q,Hl B 'pQAﬁ:(7l+p)’1)Hl)’
|Asls <7, V0 € {n+1,--- ,n+p},

Aij < {071}7VZ€ {’[’L—|—1, 7n+p},\v’3 c {17 ,n+p}7
my € {0,1},Vv € {1,--- ,n},

where m,, = 1 (the element in vector m) indicates that the robustness for node v can not be verified. Specifically, it means
that 2p(E,) > ¢,, and it disobeys our certifying condition.

There are exponential terms in p(E, ), which is difficult to solve by existing optimization tools. We further formalize the
problem. By taking the logarithm of the p(E, ), we are able to transform the exponential constraint in problem (15) into
polynomial constraint:

Pv<log(1_7)'m’u7 (16)

Py = || Ancmtpyoll - 51+ AR oy ol 11 P2+ AR oy o1 P

where fj, = log(py,) is a constant, and P, is equivalent to log(1 — p(E,)). Then the problem (15) is transformed to a binary
polynomial constrained programming:

A{??,Xm M = z;rmy, )
ve

st. P, <log(1l— %U) My

P, = |‘An5("+0),v||1 P+ ||A?L:(n+p),v||1 P2t + ||A]7€L:(n+p),'u”1 “ Dk

AL <7, Vo€ {n+1,-- ,n+p},
AT = A,
m, € {0,1},Vv e {1,--- ,n}.

12
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B.2. Formulating problem (17) as BQCLP (9).

In this section, we discuss the process from (17) to (9). In the case of k = 2, the problem (17) becomes a binary quadratic
constrained problem as follows:

e M =Y m,, (18)
veT
- ~ Cy
s.t. ||An:(n+ﬂ),v‘|1 “p1+ HArQL:(ner),le P2 < 109<1 - ?) T My,

|4zl <7, Voe{n+1,---,n+p}

Ay €{0,1}, Vi € {n+ 1o n+p}, Vj € {1, ,n+p},
AT = A,

my, € {0,1},Vv € {1,--- ,n}.

Next, we divide the adjacency matrix A into four parts as shown in Fig.6, and then the A2 can be interpreted as:

existing T
7 nodes ‘{ AO Al

nxn nxp

A =

injected { Ay A,

p nodes
pxn| "~ Bxp

Figure 6: Illustration of adjacency matrix notation.

(AgAo + AT A1) (nxn)  (AgA] + AT Ag)(
(A1Ao + A2 A)) (pxny  (ALA] + AsA5)

pxmn)
pXp)

A% =

Then, the {; norm of Ai can be represented as:

((n+p),v
(AR ety |15 1A g 2l AT gy 1] T = (A1 Ao + A2 A1), (19)
Also, same as above, together with Fig.6, || 43.||1 is described as:
[HAH:”la ||A(n+2):‘|17 R} ||A’4(1'7,-i-p):||1]T = Al]-n + A21p- (20)
Finally, combine (19) and (20), problem (18) can be formulated as:

max M =t"m,
A1,A2,m
st. prA] 1, + pa(A1dg + A241) "1, < Com,
Alln —|—A21p S T, A;r = AQ,

Ay {0,137, A3 €{0,1}7*7, m € {0, 1}",

where t is a constant zero-one vector that encodes the position of the target node set T, m is a vector that indicates whether
the nodes are successfully attacked, C € R" is a vector with negative constant elements log(1 — %), forv = 1,2,--- ,n.

B.3. Formulating problem (9) as Linear Programming Problem (10).

Here, we discuss the details of the process of relaxing the BQCLP problem (9) to the LP problem (10). In problem (9), there
are p?n quadratic terms among A A;. To tackle the challenge, we introduce the following transformation to transform it
into an LP problem. Specifically, we first substitute the quadratic terms with linear terms and relax all the binary variables to
continuous variables in [0, 1].

If x € B, y € B are two integer binary variables, then the quadratic term xy can be substitute by a single variable z := zy
with the combination of linear constraints (Wei, 2020): z < @, z <y, x +y — 2z < 1, 2 € B. We use a(;j) and b

to denotes the element in i*” row and j** column of matrix A; and A, respectively. For each quadratic term b(iz)a(jv)

13



Collective Certified Robustness against Graph Injection Attacks

Vie{l,--,p},Vje{l,---,p}, Vo € {l,--- ,n})in Ay A;, we create a substitution variable Q,;;) := b(;;)a(j,) With
corresponding constraints: Q. ;jy € B, Qu(ij) < b(ij)> Quij) < a(jv)» and byijy + a(jv)y — Qu(ijy < 1. The existing linear
terms remain unchanged. Now, the BQCLP problem has transformed into binary linear programming (BLP).

Next, we formulate the problem using matrix representation. We firstly use O to substitute (A2A4;) "1 p» and we have the
first constraint as:

PA 1, + 2 Ag A1, + 20 < Com.

We list the elements of the A; and A5 as follows:

a1 a2 a1z - Qip bir bz bz --- by,
a1 b21

AL = |asn g D, Az = |bay g I 2D
apl e ap’ﬂ bpl e bpp

Then, the matrix multiplication of A5 and A; is

bi1air + bizagy + -+ +bipa, briai + bioage + -+ bipase o+ briai, + bizasy + -+ biyap,
A barair + bagaoy + -+ - + bopast  baraia + bagage 4+ -+ bopasy -0 borar, + basas, + -+ bopap,
24 =
bplan + bpgam +---+ bppapl bp1a12 + bpgazg + -+ bppapg ce bplaln + bpgagn +--- bppa,m
By the definition of matrix Q,,, for v € {1,2,--- ,n}, we have the following equivalent representation:
Qv(ll) Qv(12) T Qv(lp) biiar, barar, - bplal'u
Qu(21) QU(QQ) Qv(Qp) bi2az,  bagazy, by2az,
Qv = . : . =
Qupr) Qup2) “++ Quipp) biptpy  baptpy - bpplpy

We notice that (A3 A, )T 1, is to sum the A3 A; by its column, and each (), contains all the terms for each vector summation.
Then we have O = (A,4;)" = [1;@11,,, lpTlep, cee IZQW,lp]T.

Further, by decomposing the meaning of (),,, we have

-
bir bar - bpl A1y  Gly ¢ Aly A1y
biz baz -+ bp2 S N (o a2y -
Qv = . © . . . . :AZO]-p . :A201p[A1(:,v)] .
bip bop -+ by Apv  Qpv """ Qpy Apv

To make the @, equivalent to the quadratic terms, for every @, we need to add its constraints:
Qv < A, Qy < 1,[A1)] | 1[Arew] | + A5 —Q, < 1.

Finally, we relaxed A1, As, @, to relax all the binary variables to continuous variables in [0, 1]:
Q, € [0,1]7%P, Ay €10,1]7*", Ay € 0,1]°*, m € [0,1]™.

14
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Then we have the linear programming problem (10) as follows:

M =t"m,

st. pr1A] 1, +paAg A1, +p0 < Com
A1, 4+ Asl, < T,
Qv = (Qu(ij))pxp» v € {1,2,--- ,n},
O=[1)Q11,,1)Q21,, - ,1,Q,1,]",
Qv < 1,[A1w]
Qo < Ao,
1;)[141(:,@}—r + A —Qy <1,
Qv € [0,1)777,
A, € [0,1]P%™,
Ay €0,1]777,
A = Ay,
m € [0,1]".

B.4. Formulating problem (9) as Linear Programming Problem (12).
We start from (9), and we have the first constraint:
P1AT 1, +paAg A1, + Al AJ1, < Com.

Then, we substitute 4] 1, with z,

b1 b1 bi3 b1, 1
by 1 bir + bz +big + -+ + by
. 1 ba1 + bag + boz + - -+ bap
Z = A2 1p = b31 - . (22)
bor +bp2 + bz + -+ bp] (1
bp1 bop (0.p) (p:1) /
Then, from (22), the constraint is transformed into
PiA 1, + 2 Ag A1, + 2 A]z < Com, (23)
2 €4{0,1,2,--- ;min(r,p)} Vi€ {0,1,2,---,p}.
In (9), since there exists the constraint: A;1,, + A1, < 7, so we have z; satisfies z; € {0,1,2,--- ,min(7, p)}. Next, we

deal with the quadratic term A] z.

If © € B is a binary variable, and z € [0, u] is a continuous variable, then the quadratic term xy can be substitute by a single
variable z := xy with the combination of linear constraints (Wei, 2020): w < uz,w < z,ux +z —w < u,0 < w. To apply

it, we first relax the z to [0, min(r, p)].

We know that A z satisfies that

ail  a21  a31 ap1 | [4
! a11z1 +ag129 + -+ a2
a1z Az a3 p2 | | 2, L=l 6212 pLep
. 1221 + G222 + -+ + Gp22)p
Alz= |a13 axs az 3 =
lz= —
' : P A1n21 + Q2n22 + -+ + ApnZp (n,1)
G1n QA2n  G3n Qpn, P
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Then, we create a new variable matrix () to substitute A z, with each of its element: gij = aj;zi, (Vi€ {1,2,--- ,n},j €
{1,2,---,p}). That is:

g1 qi12 - dqip a1121  @2122 - Gp1Zp
g21 Q22 - Q2p Q1221  Q22Z22 -+ Ap2Zp
Q=1 U B
gnl Q4n2 **° Qnp A1n21 A2n22 - GpnZp
We now have Az = Q1,. Assuming that 7 < p, for each quadratic term AlT(Z.j)zj Vie{l,---,n},Vje{l,---,ppH

in A z, we create a substitution variable Q(;j) = A],,2; with corresponding constraints: 0 < Q(ij), Q(ij) < TA] ;)
Qij) < zj,and TAI(ij) + 2j — Q45 < 7. Further, with matrix notation, we have

0<Q<TA],
0<1,2" —Q<7(1-A4)), (24)
A, €{0,1},z €[0,7],Q € [0, T].

Finally, we relax all the binary variables to be continuous variables, We have problem (12) as follows:

max M = t'm, (25)
Qernxp

st. prA] 1, +paA] Al 1, +p2Q1, < Com,
A1, +z<T,
Q< TA],
Q<1,z',
7'141r +1,z — Q<
Q € [0,7)"7,
Ay € [0,1]7%7,
z € [0, 7]P*1,

m € [0,1]".

C. Algorithm of our proposed methods

Train a base classifier f. Following the work of (Lai et al., 2023), our first step is to train a graph model to serve as
the base classifier. To enhance the model’s generalization ability on the smoothing samples, we incorporate random noise
augmentation during the training process. The training procedure is summarized in Algorithm 1, providing an overview of
the steps involved. Given a clean graph G, a smoothing distribution ¢(G) with smoothing parameters p, and p,,, and the
number of training epochs F, the algorithm iteratively trains the model on randomly generated graphs. In each epoch, a
random graph G is drawn from the smoothing distribution ¢(G). The model is then trained on the training nodes using this
randomly generated graph. This process is repeated for the specified number of training epochs.

Algorithm 1 Graph model training (Lai et al., 2023).

Require: Clean graph GG, smoothing distribution ¢(G) with smoothing parameters p. and p,,, training epoch E.
1: fore=1,---,Edo
2:  Draw arandom graph G, ~ ¢(G).

3:  f =train_model(f(G.)) on training nodes.

4

5

: end for
: return A base classifier f(-).
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Obtaining prediction probability of smoothed classifier g. Next, we need to obtain the prediction results of a smoothed
classifier. As depicted in Algorithm 2, we sample N graphs G, Gs, ..., Gy from the smoothed distribution ¢(G) =
(0e(G), ¢ (G)) based on the base classifier f. To estimate the probabilistic prediction, we employ a Monte Carlo process.
For each sampled graph G;, we calculate the prediction probability p,, , (G), which represents the frequency of the predicted

class y for the vertex v. This can be approximated as p,, ,(G) ~ vazl I(f,(G;) = y)/N, where Iis the indicator function.

Let denote the top class probability p4 := p, 4+ (G) and runner-up class probability pg 1= mazy2y-py 4 (G), we want to
bound the impact of randomness. Specifically, we compute the lower bound of p4 (denoted as p4) and upper bound of
pp (denoted as p). Applying the Clopper-Pearson Bernoulli confidence interval, we obtain the p4 and the p5 under a
confidence level of a;/C, where C' represents the number of classes in the model. o

Algorithm 2 Monte Carlo sampling (Lai et al., 2023).

Require: Clean graph G, smoothing distribution ¢(G) with smoothing parameters p. and p,,, trained base classifier f(-),
sample number N, confidence level a.

: Draw N random graphs {G;| ~ G; ~ ¢(G)} ;.

: counts = |{i: f(G;) =y}, fory=1,---,C.

: YA, Yyp = top two indices in counts.

na,np = countslyal, countslyg].

: pa,pp = CPBernolli(na,np, N, a).

: return pa, PB.

R

Collective certification via solving an optimization problem. We obtain the collective certified robustness by solving
the optimization problem problem (10) or (12). The process is described in Algorithm 3.

In this algorithm, we first set up the constant p; and po based on the given smoothing parameters p, and p,,. Next, for each
node v in the target node set T, we obtain the lower bound p 4 and the upper bound p5 using Algorithm 2. These bounds
are based on the prediction probabilities of the smoothed classifier for the current node v. We then compute the value
¢y, = pa — pp and prepare the constant vector C with elements log(1 — %) for each node v. The objective function of the
optimization problem is based on either (10) or (12), depending on the chosen formulation. The constraints are also set up
accordingly. Finally, we solve the linear programming using an LP solver, such as MOSEK, to obtain the optimal value M *.
The certified ratio, which represents the percentage of nodes in the target set T that have been successfully certified, is then
computed as (|T| — M*)/|T|.

Algorithm 3 Certified robustness via solving optimization problem (10) or (12).

Require: Smoothing parameters p. and p,,, graph adjacent matrix Ay, perturbation budget p and 7, target node set T.
1: Set constant py = log(1 — (Pepn)).
2: Set constant py = log(1 — (Pepn)?).
3: for vin T do
4 Obtain p 4, pp from Algorithm. 2 for current node v.
5 Compute ¢, = ps — PB.
6:  Prepare constant vector C with each element: log(1 — &),
7: end for
8: Setup objective function in (10) or (12).
9: Setup constraints in (10) or (12).
0: Solve the optimization problem using LP solver such as MOSEK to get M*.
1: Return Certified ratio (|T| — M™*)/|T|.

1
11:

D. Other Experimental Results
D.1. Trade off between Clean accuracy and the certified ratio on GCN model

In this section, we present the remaining experiments as outlined in Section. 6.1. A superior certifying method should not
only achieve a higher certified ratio but also maintain or improve the clear accuracy, which represents the original model’s
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performance. We compare the results of these two metrics for our method under different parameter settings as shown in
Figure. 7. In the figures, the data points situated closer to the upper right side represent higher certified ratios and clean
accuracy. It is evident that both of our proposed methods consistently outperform the sample-wise method, demonstrating

their superior performance under various attacker power p.
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Figure 7: Clean accuracy and the certified ratio of our collective model under various smoothing parameters on GCN model.
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Figure 8: Certified ratio of our collective model under various smoothing parameters on GCN model.

D.2. GCN certified ratio of our methods under different smoothing parameters

In addition, we conducted experiments to compare the performance of our methods with the sample-wise method under
different combinations of parameters p. and p,, on the Cora and Citeseer datasets. The results are shown in Figure. 8.

From the figures, we can observe that our proposed methods always exhibit a larger certifiable radius. For example, when p
exceeds 60, the sample-wise method fails to defend against any attacks, while our methods are still able to provide certifiable

guarantees.
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D.3. Time complexity comparison of two relaxations

Furthermore, we provide more detailed results on the runtime of the two proposed methods with different parameters in
Figure. 9. From the figures, we can observe that as the attack budget p increases, the proposed Collective-LP2 method
demonstrates superior efficiency compared to Collective-LP1 in both datasets. This efficiency advantage is particularly
evident when p exceeds 120. Notably, when p = 160, the Collective-LP1 takes approximately 1, 000 seconds to complete
the computation. On the other hand, the time consumption of Collective-LP2 remains consistently below 90 seconds.

These results highlight the computational advantage of Collective-LP2 over Collective-LP1, especially for larger attack
budgets. The reduced runtime of Collective-LP2 ensures the practicality and efficiency of our proposed method, making it
suitable for real-world scenarios with larger attack budgets.
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Figure 9: Runtime of our collective model under various smoothing parameters.

D.4. Against Global Attack: Verifying all testing nodes in a time

Alternatively, instead of verifying a subset of target nodes T, we can extend our approach to verify all the testing nodes
in the graph, as illustrated in Figure 10. In this scenario, we measure the certified accuracy, which represents the ratio of

nodes that are both correctly classified and certified to be consistent, as well as the runtime of our customized approach
(Collective-LP2).

We have observed that the certified accuracy of our collective certificate only experiences a slight decrease as the attack
budget increases, while the sample-wise approach can only certify the case of p less than 50. This indicates that our approach
maintains a high level of certified robustness even when facing more severe adversarial attacks.

Furthermore, it is worth noting that our Collective-LP2 formulation exhibits excellent computational efficiency. Despite
the presence of more than 1500 testing nodes, the problem can be solved in less than 3 minutes, even when the number of
injected nodes p is set to 140 (approximately 5% x n). This demonstrates the scalability and practicality of our customized
relaxation approach (Collective-LP2) in real-world scenarios.
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Figure 10: Certified accuracy and runtime in the case of setting all the testing nodes as T.

E. Limitations and Future Works

Our collective certificate is obtained through the solution of a relaxed Linear Programming (LP) problem, which effectively
reduces the computational complexity to linear time. However, this relaxation does come at a cost, as it introduces an
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integrity gap that compromises the certified performance. Consequently, in situations where the attack budget p is small and
the sample-wise certificate proves effective, the collective certificate may not yield superior results.

Nevertheless, in practical scenarios, we can easily combine the sample-wise and collective certificates with minimal effort
to achieve stronger certified performance across a range of attack budgets, whether small or large. It is worth noting that
since both the sample-wise and collective models share the same smoothed model, we only need to estimate the smoothing
prediction once, avoiding computational overhead. By integrating both certificates, we can leverage their respective strengths
and enhance the overall robustness of the system.

In future research, we plan to explore the development of tighter relaxations, such as semi-definite programming (SDP), to
better handle the quadratic constraints. This could potentially yield improved certified performance and further enhance the
robustness of our approach. Furthermore, we plan to extend the relaxation technique to accommodate polynomial constraints
for deeper Graph Neural Networks (GNNs) where & > 2. This extension will allow us to address more complex scenarios
and further strengthen the applicability of our approach in real-world settings.
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