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Construction of all MDS and involutory MDS matrices

Yogesh Kumar? P.R.Mishra! Susanta Samanta} Kishan Chand Gupta$ Atul Gaur?

Abstract

In this paper, we propose two algorithms for a hybrid construction of all n x n MDS
and involutory MDS matrices over a finite field F,m, respectively. The proposed al-
gorithms effectively narrow down the search space to identify (n — 1) x (n — 1) MDS
matrices, facilitating the generation of all n x n MDS and involutory MDS matrices
over F,m. To the best of our knowledge, existing literature lacks methods for gener-
ating all n x n MDS and involutory MDS matrices over F,m. In our approach, we
introduce a representative matrix form for generating all n x n MDS and involutory
MDS matrices over F,m. The determination of these representative MDS matrices
involves searching through all (n —1) x (n—1) MDS matrices over F,m. Our contribu-
tions extend to proving that the count of all 3 x 3 MDS matrices over Fom is precisely
(2m —1)5(2m —2)(2™ — 3)(22™ — 9- 2™ 4 21). Furthermore, we explicitly provide the
count of all 4 x 4 MDS and involutory MDS matrices over Fom for m = 2, 3, 4.
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1 Introduction

Claude Shannon, in his paper “Communication Theory of Secrecy Systems” [21], intro-
duced the concepts of confusion and diffusion, which play a crucial role in the design of
symmetric key cryptographic primitives. In general, the diffusion property is attained
through the use of a linear layer, which can be represented as a matrix. This matrix is
designed to produce a significant alteration in the output for a small change in the input.
The strength of the diffusion layer is usually assessed by its branch number [1] and the
optimal branch number is achieved by the use of MDS matrices. An application is in
the MixColumns operation of AES [2]. Furthermore, besides block ciphers, MDS matri-
ces are also widely used in many other cryptographic primitives, such as hash functions
(Maelstrom [3], Grestl [4], PHOTON [5]) and stream ciphers (MUGI [24]). As a result,
the effectiveness of MDS matrices in diffusion layers is widely recognized, and several
techniques have been proposed for designing MDS matrices.

In general, there are three techniques for generating MDS matrices. The first method,
known as direct construction, utilizes algebraic methods to generate an MDS matrix of any
order without the need for any searching. The second one is the search-based construction.
The third method integrates the aforementioned strategies into a hybrid approach. Direct
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constructions are primarily obtained from Cauchy and Vandermonde matrices, as well as
their generalizations. Examples from the literature include references [7, 8, 11, 16, 17].

While direct construction methods provide the feasibility of obtaining MDS matrices
of any order, there is no guarantee of achieving a matrix with the optimal hardware
area. This holds even for smaller sizes. The second technique, known as the search-based
technique, is currently the only known method that can provide an optimal MDS matrix
in terms of area. However, this approach is feasible only when the matrix size is small
and the field size is not too large. In the context of search techniques, various matrix
structures, including circulant, left-circulant, Hadamard, and Toeplitz matrices, are used.
Significant work has been done in this direction, as demonstrated in [9, 13, 15, 20, 22].

In the third method, referred to as the hybrid approach, a representative MDS matrix
is typically obtained through a search method. Subsequently, this representative matrix
is utilized to generate multiple MDS matrices. We will now briefly discuss some previous
research in this area and discuss the inspiration behind this paper. In [15], the authors pro-
posed a hybrid technique for efficiently generating 2™ x 2™ MDS matrices. Their approach
introduces a new matrix form called GHadamard, which can be utilized to generate new
(involutory) MDS matrices from a Hadamard (involutory) MDS matrix as a representa-
tive matrix. Additionally, in [18], a technique was introduced to generate new n x n MDS
matrices that are isomorphic to existing ones. In a recent study [23], a hybrid method is
proposed to generate all 4 x 4 involutory MDS matrices over Fom.

To the best of our knowledge, there is currently no efficient method for generating all
n xn MDS and involutory MDS matrices over F=. This serves as our motivation to delve
into the theoretical aspects of generating all n x n MDS matrices, as well as involutory
MDS matrices over [F,m, and to propose hybrid strategies for achieving this.

We introduce two algorithms designed to generate all n x n MDS and involutory MDS
matrices over F,m, respectively. Specifically, to generate all MDS matrices over Fpm of
order n X n, we construct representative MDS matrices of order n and demonstrate that
they can be obtained by searching through all (n — 1) x (n — 1) MDS matrices over Fpm.
Compared to the exhaustive search, which necessitates examining all n X n matrices, our
approach is considerably more effective. Additionally, to generate all involutory MDS
matrices of order n x n over F,m, we provide a necessary and sufficient condition for the
representative MDS matrices to ensure that the resulting MDS matrix is always involutory.

In [10], the authors present an explicit formula to enumerate all 3 x 3 involutory MDS
matrices over Fom. However, a precise formula to compute the number of all 3 x 3 MDS
matrices over a given finite field Fom is not available in the literature. In this paper, we
establish that the count of all 3 x 3 MDS matrices over Fom is given by (2™ — 1)3(2™ —
2)(2™ — 3)(2%™ — 9 - 2™ + 21). Moreover, we provide the enumeration of all 4 x 4 MDS
and involutory MDS matrices over Fom for m = 2,3,4. We also deduce the necessary
and sufficient conditions on the representative matrix for generating all n x n MDS and
involutory MDS matrices when n = 2, 3, 4.

The paper is organized as follows. The mathematical background and notations used
in the work are briefly discussed in Section 2 of the article. Section 3 provides the theory
underlying the generation of all MDS and involutory MDS matrices over Fym. In Section 4,
we prove the formula for counting all MDS matrices of order 3, and in Section 5, we
present the count of all 4 x 4 MDS and involutory MDS matrices over certain finite fields
of characteristics 2. Finally, we conclude in Section 6.

2 Mathematical preliminaries

In this section, we discuss some definitions and mathematical preliminaries that are im-
portant in our context. Let F,» be a finite field of order p™, where p is a prime and m is



a positive integer. Let Fm denote the multiplicative group of the finite field Fym. The set
of vectors of length n with entries from the finite field Fym is denoted by Fym.

Let M be any n x n matrix over F,m and let |M| denote the determinant of M. A
matrix D of order n is said to be diagonal if (D);; = 0 for i # j. Using the notation
d; = (D);;, the diagonal matrix D can be represented as Diag(di, da, ..., dy). It is evident
that the determinant of D is given by |D| =[], d;. Therefore, the diagonal matrix D is
non-singular over Fy~ if and only if d; # 0 for 1 <17 <n.

An MDS matrix finds practical applications as a diffusion layer in cryptographic prim-
itives. The concept of the MDS matrix comes from coding theory, specifically from the
realm of maximum distance separable (MDS) codes. An [n, k,d] code is MDS if it meets
the singleton bound d =n — k + 1.

Theorem 1. [1/4, page 321] An [n,k,d] code C with generator matrix G = [I | M|, where
M is a k x (n — k) matriz, is MDS if and only if every square sub-matriz (formed from
any i rows and any i columns, for any i =1,2,... ,min{k,n —k}) of M is non-singular.

Definition 1. A matriz M of order n is said to be an MDS matriz if [I | M] is a generator
matriz of a [2n,n] MDS code.

Another way to define an MDS matrix is as follows:

Fact 1. A square matrix M is an MDS matriz if and only if every square sub-matriz of
M is non-singular.

One of the elementary row operations on matrices is multiplying a row of a matrix by
a non-zero scalar. MDS property remains invariant under such operations. Thus, we have
the following result regarding MDS matrices.

Lemma 1. [6] Let M be an MDS matriz, then for any non-singular diagonal matrices Dy
and Do, D1 M Dy will also be an MDS matriz.

Using involutory diffusion matrices is more beneficial for implementation since it allows
the same module to be utilized in both encryption and decryption phases.

Definition 2. An involutory matriz is defined as a square matriz M that fulfills the
condition M? = I or, equivalently, M = M~1'.

Now, we recall the concept of quadratic residues [12] in a finite field. A non-zero
element s € F,m is said to be a quadratic residue in Fp» if it is a square of a non-zero
element in Fpm. In other words, if there exists some S € F)m such that 52 = s, then s is a
quadratic residue in F,m. We denote the set of all quadratic residues in Fpm with QR(p™).
It is known that in a finite field of characteristic 2, every non-zero element is a quadratic
residue [12]. Furthermore, if p is an odd prime, then it is known that exactly (p™ —1)/2
elements in [F,» are quadratic residues.

3 The proposed methods

In this section, we introduce a technique for generating all n x n MDS and involutory MDS
matrices over F,m. The proposed approach is a hybrid construction that combines search-
based and direct construction techniques. The fundamental idea behind the suggested
approach is first to identify representative MDS matrices of order n using the search-based
method and then to acquire all n x n MDS and involutory MDS matrices by multiplying
two non-singular diagonal matrices (pre and post) with these representative MDS matrices



of order n. To find all representative MDS matrices of order n over Fjm, we define the
representative matrix form M; as follows:

where R is a (n — 1) x (n — 1) matrix over Fpm \ {0,1}.

It is evident that the matrix form M; provided above for obtaining representative
MDS matrices of order n is constructed from the (n — 1) x (n — 1) MDS matrices R over
F,m \ {0,1}. Consequently, the search space for finding the representative MDS matrices
M of order n is drastically reduced as compared to the exhaustive search of finding all
n x n MDS matrices over [Fpm.

In the following theorem, we demonstrate that a matrix M over Fj» can be uniquely
represented as M = Dy M Dy, where D and D are some non-singular diagonal matrices,
and M is a matrix of the form shown in (1).

Theorem 2. Let M = (a;;) be a n x n matriz over Fom. Then, there are unique n X n
matrices D1, Do, and My over F;‘)m such that

M = Dy My Do,

where D1 and Dy are diagonal matrices, Do’s first entry is 1 and M; is the representative
matriz.

Proof. Let us choose Dy = Diag(ai 1,a21,...,an,1) and Dy = Diag(l,af& a2, ...,
al_&al,n). Since they have entries in F;m, Dy and Dy are non-singular. We consider M; =
Dy g Dy L1t is therefore simple to see that M = DiM;D,. It must be demonstrated
that Mj has the desired form as stated in (1). Let M = (c; ), where ¢;; € Fym. Then,
we note that

Cij = ai_’llai,j(al_&al,j)fl = agllai7ja1,1ai;.
Furthermore, we can observe that

ci1=ci; =1, foralli=1,2,... n. (2)

Therefore, M7 has the desired form.

Next, we prove the uniqueness part. Let there be two triplets (Dj, M, D2) and
(D}, M7, D) for the same M that meet the theorem’s requirements. Let D1 = Diag(\1, A2,
...y An), Dy = Diag(1,0s,...,0,) and D] = Diag(\}, A, ..., A)), D) = Diag(1,65,...,0.)
for Ai, 0;, N}, 0; € Fym for each i = 1,2,...,n. Also, let

(R
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A direct comparison of the elements of the matrices above reveals that
D1 = Dll, D2 = Dé and M1 = M{
So, uniqueness follows. The proof is now complete. O

Let’s define the set Sy, (F,m) as the collection of triplets of matrices (Dy, D2, M) sat-
isfying the conditions given out in the Theorem 2. The set of all n X n matrices over Fm
is defined as the set 7, (F,m). Theorem 2 associates every element of 7y, (F,m) to a triplet
of type (D1, D2, M1), where D; and D are diagonal matrices and M; is a representative
matrix. It also asserts that all such triplets are distinct. These facts allow us to easily con-
clude that the map (D1, D2, M1) — M puts the sets S,,(Fpm) and 7,,(Fpm=) in one-to-one
correspondence. Let’s refer to this correspondence as .

Remark 1. [t is worth mentioning that Gupta et al. in [8, Remark 3] presented a notion
of mazimizing the occurrences of 1’s in an MDS matriz, and the obtained MDS matriz
with 2n — 1 occurrences of 1 is of the same form as My as shown in (1). In this paper,
we have chosen My as the representative matriz form to generate all n x n MDS and
mwvolutory MDS matrices. Also, we demonstrate that for a matrix M, there is unique
tuple (D1, Do, M1) such that ®(Dy, Da, M1) = M.

Remark 2. It is important to note that the matrices of the form My as shown in (1) can
never be involutory [8, Remark 3]. Therefore, we consider it a representative of a class
of matrices and investigate the conditions under which My yields an involutory matriz
®(Dq, Dy, My).

The conditions under which the matrix ®(D;, D2, M7) will be an involutory matrix
over [F7 are discussed in the following theorem. It also discusses the particular forms of
Dy and Dy when ®(D;, Dy, M) is involutory.

Theorem 3. Let My = (c¢; j) be a representative matriz of order n and My = (d; ;) be its
inverse. Then ®(D1, Do, M) will be an involutory matriz if and only if 3 a; € Fpm such
that

dij = oajci i, 1 <4, <n.
Moreover, when ®(Dy, Do, My) is involutory, D1 and Dy must take the following form:
Dy = Diag(aq, A2, A3, ..., A\y) and Dy = Diag(1, %, &3 ...,i‘—z),
where \j € Fpm fori=2,3,...,n.
Proof. Let D; = Diag(A1, Ag,..., A,) and Do = Diag(1,6,,...,0,) be two non-singular

matrices over Fym. Suppose that ®(Dq, D2, M) = M is an involutory matrix. Therefore,

we have
M?=1

= (D1 M1D3)(D1M1Dg) =1

= My (DyD1 M Ds) = D;!

= My(D2D1 M1 D2 D) = 1.
Now, since M> is the inverse of M1, from above we can say that

Mo = Dy D1 M D9 D .



Now since Dy Dy = Diag(A1, A2fa, ..., \n6,,), we have
d; j = Nibic;i j\j0;, (3)
for 1 <4,5 <n and 6; = 1. Now if we compare the diagonal entries, we will have
diz = X0, (4)

forl1 <i<n.
Now, let \20? = a? for some «; € Fym. Therefore, from (4), we will have

) d 1/2
dm’ = ;G = O = < ’ > . (5)
Ciyi
Also, since A?G? = a?, we have \;0; = ;. If \;0; = —q;, then we will simply choose
B; = —a; and proceed similarly. Therefore, since #; = 1, we have

a9 a3 (075}

Al = 01=1, b =—, 03=—,..., 0, = —.
1 =0, U1 = BBy T (6)

It is evident from (6) that D; and Dy take the desired form. Also, based on (3), we will
have
d@j = OO Cy g,
for 1 <i,j5 <mn.
For the converse part, suppose that the conditions d;; = a;ojc;; hold for 4,5 =
1,2,...,n. Now we will show that M = ®(Dy, D2, M7) is an involutory matrix, where

Dy = Diag(au, A2, Az, ..., An) and Do = Diag(1, ?\%’ ?\%’ T ?\%)

If M = (a;;) then we have a; j = \ifjc; j for 1 <14, j < n. Therefore, we have
n
(M?)ij = aikan;
k=1

= Z()\iekci,k)()\kejck,j) = Z Aibjci kA kOkcr,j
k=1 k=1

n
= E )\i9j617kakck’j [since )\iei = Ozi]

k=1
n
dy. ; .
_ Z Aibjci g J [since d; j = o ]
k=1 “
i o
= > cindr, [since Aif; = o]
T k=1
0 it
_ { Z 7&‘7 [since My = M ]
1 i=

This demonstrates that M? = I, implying that M is an involutory matrix. This completes
the proof. O

Corollary 1. Let M = ®(Dy, D2, M7) be an involutory matriz. Then the following con-
ditions apply to the entries of the matrices My and Ms, as defined in the Theorem 3:

1. Cclzz € QR(p™) fori=1,2,3,...,n. In particular, di1 € QR(p™).
di; _ dj; . .

2. =t =2 In particular, d;y = dy; fori=1,2,...,n.
1,7 7,



Proof. According to (5), i’z = o? for each i = 1,2,...,n. This indicates that Cclzz €
QR(p™) for i = 1,2,...,n. Moreover, we conclude that d; ; € QR(p™) because ¢ = 1.
This completes the proof of part 1. The proof of part 2 easily follows from Theorem 3 and

the fact that ¢;1 =c1;, =1fori=1,2,...,n (see (2)). O

The next theorem determines the criteria on R that must be met for the representative
matrix M; to be an MDS matrix.

Theorem 4. Let My be a representative MDS matriz of order n, then R meets the re-
quirements listed below:

1. R is an MDS matriz.

2. Fori,j € {1,2,...,n— 1}, the modified matriz R created by substituting the i row
or j™ column or both of R with all ones, is non-singular.

3. No entry of R can be 1.
4. A column or row of R has distinct elements.
5. R — U is non-singular, where U is an (n — 1) x (n — 1) matriz with all entries 1.

Proof. We will demonstrate that the requirements 1 to 5 are true by assuming that M;
is an MDS matrix. If M; is MDS, R must also be MDS. So, the first condition is true.
For condition 2, if we replace the i** row or j** column or both of R by all ones, then the
modified R will be one of the following forms:

a. Replacing i*" row of R by all ones.
b. Replacing j** column of R by all ones.
c. Applying both of the operations mentioned above in ¢ and b simultaneously.

In each of these instances, the modified R is either a (n —1) x (n —1) sub-matrix of M, or
it is reducible to some (n — 1) x (n — 1) sub-matrix of M;. Since M; is MDS, the modified
R is therefore non-singular.

If any element of R is 1, then there exists a 2 x 2 sub-matrix of My. The

11
1 1
determinant of this sub-matrix is zero. This is not possible because M; is MDS. Therefore,
no entry of R can be 1.

Next, if any row or column of R has a repeated entry, a 2 x 2 sub-matrix of M; of

1 1
the following form <:v i) or { i) must exist. The determinant of this sub-matrix is
zero, which is impossible as M; is an MDS matrix. This establishes the fourth condition.

At last, we demonstrate that the fifth condition is true. We transform M;j into M| by

applying a series of row operations R; <+ R; + R;,i =2,3,...,n, where
11 1
| 7
Yl r-U |
0

The determinant of M7 is |[R— U|. Since M; is non-singular, so is R — U. Thus, condition
5 holds and this completes the proof. O

The following theorem derives the sufficient conditions on R that ensure that all minors
of My of order 1, 2, n — 1, and n are non-zero.



Theorem 5. Let My be a representative matriz of order n. If R satisfies the conditions
1-5 mentioned in Theorem 4. Then, all minors of My of order 1, 2, n — 1, and n are
Nnon-zero.

Proof. Let R = (r; ;). As R is MDS, we note that no element of R can be 0. Furthermore,
every element in the first row and first column of Mj is 1. As a result, none of the entries
of M, are zero, i.e., all of its minors of order 1 are non-zero. Further, any 2 x 2 sub-matrix
of M is either a sub-matrix of R or one of the following forms:

<1 1) <1 1) (1 ri,j>
rij Tigri) A\l rij)  \1l 115/

If it is a sub-matrix of R, it is non-singular because R is MDS. If it is one of the three sub-
matrices stated above, its determinant will be one of r; j —r; j11,7;; — 1, and r; j — riy1,j,
respectively. These three determinants are not zero since no element of R is 1 and each
element in each row and column of R is distinct. This indicates that none of the minors
of M of order 2 are zero. Next, we observe that each (n — 1) x (n — 1) sub-matrix of M;
is either R or the sub-matrix obtained by doing one of the following three operations:

a. Removing the i row from R to create a (n — 2) x (n — 1) matrix R', then adding a
row of all ones on top of R’.

b. Removing the j% column from R to obtain a (n—1) x (n—2) matrix R”, then inserting
a column of all ones at the leftmost position of R”.

¢. Applying both of the operations mentioned above in ¢ and b simultaneously.

So, if the (n — 1) x (n — 1) sub-matrix of M; is R, then it is non-singular by condition 1
of Theorem 4. We will now discuss the cases in a, b, and c. It is possible to reduce the
sub-matrix of the case a to a matrix by replacing the i** row of R with all ones. Similar to
the first case, the sub-matrices in the other two cases are reducible to the matrices formed
by replacing either the j** column or both the i** row and the j** column of R with all
ones. Condition 2 of Theorem 4 guarantees that none of these sub-matrices is singular for
any of these three cases. Consequently, all minors of M of order n — 1 are non-zero.
Finally, after applying a sequence of row operations R; < Ry + R;,©1 = 2,3,...,n, we
transform M into M/, where M is same as in (7). The determinant of M is |[R — U]|.
Since R — U is non-singular by condition 5 of Theorem 4, hence, M is also non-singular.
Thus, we have proved that all minors of M7 of order 1, 2, n — 1 and n are non-zero. This
completes the proof. ]

Corollary 2. The conditions of Theorem 4 are sufficient for a representative matriz My
of order 2, 3, and 4 to be an MDS matrix.

Proof. Let M7 be a representative matrix of order n. For n = 2, since M; only includes
minors of sizes 1 and 2, Theorem 5 implies that all minors of M; are non-zero. Next, let n
equal 3. Consequently, Theorem 5 suggests once more that every minor of M; is non-zero
(In this case, M; includes minors of sizes 1, 2, and 3). Theorem 5 also concludes that all
minors of M; are non-zero for n = 4 (M; has minors of sizes 1,2, 3, and 4). In each of
these cases, M7 is an MDS matrix. ]

Remark 3. It is important to note that if n > 5, the conditions outlined in Theorem 4
are not sufficient for My to be an MDS matriz. For instance, when n = 5, Theorem 5
only guarantees that all minors of My of order 1, 2, 4, and 5 are non-zero. However, it
does not address the minors of order 3. However, the conditions outlined in Theorem 4
serve as both mecessary and sufficient criteria on R for a matriz My of order n, where
2 <n <4, to be an MDS matriz.



Theorem 3 also discusses the necessary and sufficient conditions on the matrices D1, Do,
and M; for M to be an involutory matrix, where M = DjM;Ds. Thus, the necessary
and sufficient conditions for a matrix of order n to be an involutory MDS matrix, where
2 < n < 4, are obtained by combining Theorems 3, 4, and Corollary 2.

Now, we present our algorithms for generating MDS and involutory MDS matrices
over Fpm using the results of Theorems 2, 3, 4 and 5 (as well as Corollaries).

Let R,, denote the collection of all n x n matrices that satisfy the five conditions
outlined for R in Theorem 4. Let a be a fixed element of Fym and M, (IF;m) represents
the set of all n x n matrices over Fyn. Now, let us consider the following sets of diagonal
matrices:

DY = {Diag(M, A2y, An) | Al Aoy ooy A € i},
D) = {Diag(1,0s,...,0,) | 02,0s,....0, € Fin},
Da,n = {Diag(a, Ao, .. ,)\n) | Aoy, Ay € F;m}

We utilize Theorems 2 and 4 to formulate our first algorithm (i.e., Algorithm 1) for
generating all n x n MDS matrices. Specifically, it follows the steps below:

1. First, we generate all representative MDS matrices of order n.

2. From these representative matrices, we generate all n x n MDS matrices.

We employ Theorems 2, 3 and 4 to formulate our second algorithm (i.e., Algorithm 2)
for generating all n x n involutory MDS matrices. We specifically follow the steps below:

1. First, we generate all representative MDS matrices of order n. We observe that the
word representative refers to a class of MDS matrices. Since a representative matrix
of an involutory MDS matrix is not an involutory MDS matrix, it is not utilized to
designate a class of involutory MDS matrices.

2. We then determine whether or not the representative MDS matrix satisfies the in-
volutory conditions of Theorem 3. The best part of this strategy is that the repre-
sentative itself can be tested. It is not necessary to obtain the exact matrix.

3. Finally, we established the requirements for D; and D> as in Theorem 3.

Remark 4. The line 6 of Algorithm 1 employs a filter to eliminate non-MDS representa-
tive matrices when n > 4. According to Remark 3, forn < 4, if R € Ry_1 then My will
be a representative MDS matriz. Hence, for n < 4, Line 6 avoids filtering and provides a
direct computational advantage over other cases.

In the following example, we consider an MDS matrix from the literature [6, Ex-
ample 4] and demonstrate its corresponding triplets of matrices (Dy, Dy, M;), which are
utilized to produce the MDS matrix.

Example 1. Let 3 be a root of the primitive polynomial z* + = + 1, which generates Fos.
Consider the following 4 x 4 MDS matrix M over Fya.

B3+p24+1 B24+pB+1 B3+ B+1

M = (a5) = B2+B+1 BE+p2+1 B+1 B+
R S AR B+1 B4+ +1 pP+p+1
B+1 B3+ B2+B+1 BE+p2+1

Using Theorem 2, M can be written as

M = D1 M Do,



Algorithm 1 Printing all n x n MDS matrices over Fym.

Input: Finite Field F,» and positive integer n > 2.
Output: All MDS matrices of order n x n.

1. for R € M;,—1(F;m) do

2: if R¢ R,_1 then

3: continue
4: else
1 ... 1
5: M, = ' R
1
6: if n > 4 and M; is not MDS then
7 continue
8: else
9: for D; € DYV and Dy € DY do
10: Print matrix D1 MyDo
11: end for
12: end if
13: end if
14: end for

where D1 = Diag(\1, A2, A3, \4) and Do = Diag(1, 61, 602,03) are unique non-singular diag-
onal matrices, and M is a representative MDS matrix.

The representative MDS matrix My of the class to which the MDS matriz M belongs
s represented as follows:

1 1 1
63+ﬁ2 63+B2+1 62_1_1
B+ B2 +1 2+1  BEP4+p+1
B+l Ep+1 CE

We can find unique values of D1 = Diag(A1, A2, A3, \y) and Do = Diag(1, 62, 605,04) from
Theorem 2.

M, =

—_ = = =

M=B+8+1, =8 +8+1, 3= +8, M=8+1
0o =B+ B>+ B+1, 05=0+p*+8, 0, =B+ >

The MDS matriz M can easily be obtained by applying D1 = Diag( 82 + %+ 1, B> +
B+1, B+ B, B+1) and Dy = Diag( 1, B>+ >+ +1, g2+ 52+ 8, 5°+ 5% to
representative MDS matriz M.

Remark 5. The steps 8, 10, 11, 12, 15 and 16 in Algorithm 2 are redundant when the
underlying field is of characteristic 2. It is evident from the fact that any non-zero element
i a finite field of characteristic 2 is a quadratic residue.

Remark 6. It is worth mentioning that in [25], the authors show that for finding all n xn
imwvolutory MDS matrices over Fom, the search space can be reduced to 2(mn?)/2, Whereas,
in our approach, by finding the representative MDS matrices over Fom, the search space
18 2m("*1)2, which exceeds the former when n > 4. However, it is important to emphasize
that our approach is more general, as it not only focuses on involutory MDS matrices but
also considers the case of finding all n x n MDS matrices over Fpm.

In the following example, we consider an involutory MDS matrix from the literature
[6, Example 7] and demonstrate its corresponding triplets of matrices (D1, D2, M;), which
are utilized to produce the involutory MDS matrix.

10



Algorithm 2 Printing all n x n involutory MDS matrices over [Fpm.

Input: Finite Field F,» and positive integer n > 2.
Output: All involutory MDS matrices of order n x n.
1: for R € My_1(Fym) do
2: if R ¢ R,—1 then continue

3: else

1 ...1
4: M, = R

1
5: if n > 4 and M; is not MDS then continue
6: else
7 My = (d@j) — M1_1
8: flag + 0
9: fori«+ 1ton do
10: if L ¢ QR(p™) then flag « 1
11: goto 15
12: end if

d\1/2

13: oy < (ﬁ)
14: end for
15: if flag =1 then continue
16: end if
17: flag <0
18: for i < 1 ton do
19: for j <7+ 1ton do
20: if di,jcj,i 7'5 dm-ci,j or di’j 75 QGG g then flag +—1
21: goto 25
22: end if
23: end for
24: end for
25: if flag = 1 then continue
26: end if
27: for Dy <— Diag(a1, A2, ..., A\n) € Dy, n do
28: Do %Diag(l,%,...,?\‘—:)
29: Print matrix D1 MD>.
30: end for
31: end if
32: end if
33: end for

11



Example 2. Let 3 be a root of the primitive polynomial z* 4+ = + 1, which generates Fos.
Consider the following 4 x 4 involutory MDS matriz M over Foa.

B+ pBE4+p2 B2+ 1

B+p% B+ 1 8%+

B*+ 8 1 B+p B4
1 BE+B B+p* B+p

Since M is involutory, using Theorems 2 and 3, M can be written as

M = (ai;) =

M = D1 M1 D3,

where D1 = Diag(ai, A2, A3, A1) and Dy = Diag(l,‘j\‘—j, ‘j\‘—g, f\‘—:) are unique non-singular
diagonal matrices, and My is a representative MDS matrizx.

The representative MDS matriz My of the class to which the MDS matriz M belongs
1s represented as follows:

1 1 1
Btp 4+l Bt
B+p2+1  B2+1 B+pB+1

1
1
M= (eij) = | 4
1 B2 +1 B2+ p+1 33

The inverse of representative MDS matrix My is given as:

3 B+ +p+1 BF+p+1 1

MEL = (diy) = 634—252+5+1 63+622+5+1 ) 2 Bz
’ B2+ B+1 B B+B+1 B

1 B 8 1

a3

We can find unique values of D1 = Diag(a, A2, A3, A1) and Dy = Diag(1, ‘;\‘—;, 52, f\‘—;‘) from
Theorems 2 and 3.

)\2:63+/827 )\3:ﬁ2+67 A4:1

A\ 1/2
a; = (d“) i=1,2,3.4

Ciji

a1:ﬁ3—|—/87 ()42:53, a3:ﬁ7a4:/83+ﬂ2'

The involutory MDS matriz M can easily be obtained by applying Dy = Diag(B83+ 3, 8%+
B2, B2+, 1) and Dy = Diag(1, B2+ B2 +B+1, B34+ B2+ B, B2+ B?) to representative
MDS matriz M.

4 Counting of all 3 x 3 MDS and involutory MDS matrices
over [Fon

In [10], the authors provide an explicit formula for enumerating all 3 x 3 involutory MDS
matrices over Fom. However, a precise formula for calculating the number of all 3 x 3 MDS
matrices over Fom remains absent in existing literature. In this section, we take advantage
of our proposed method to determine the conditions under which the representative matrix
becomes an MDS matrix. We explore the possible choices of representative matrices M
based on these conditions. Then, by considering the number of appropriate choices for Dy
and Dg, we can easily find the total number of MDS matrices ®(D;, D2, M7). Lemma 2
outlines the conditions for the representative matrix M; to be MDS, and Theorem 6
provides the formula for enumerating all 3 x 3 MDS matrices over Fom.
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Lemma 2. The representative matrix My of order 3 x 3 over Fom as follows:

1 1 1
M1: 1 a b
1 ¢ d

is MDS if and only if the tuple (a,b, c,d) € Fan satisfies the conditions: (i) a,b,c,d € Fom\
{0,1}, (i) b#a,c#a,d#b, d#c,d# a tbe, and (iii) d+1 # (a+ 1) b+ 1)(c+1).

Proof. We can infer from Corollary 2 that M; will be an MDS matrix if and only if the

conditions mentioned in Theorem 4 hold. Thus, M; is an MDS matrix if and only if the

following conditions hold for R = <CCL Z)

1. R is MDS. This is true if and only if a, b, ¢, d are not equal to 0 and ad — bc # 0 i.e.,
d # a"'be.

2. Giveni,j € {1,2}, the modified matrix R obtained by replacing i*" row or j** column
or both of R by all ones is non-singular. It means b # a, ¢ # a, d # ¢, d # b, and
a,bc,d # 1.

3. No entry of R can be 1. This is already covered in condition 2.
4. A column or row of R has distinct elements. This is also covered in condition 2.

5. R—U is non-singular, where U is a 2 X 2 matrix with all entries 1. This is equivalent
to the statement |R — U| = |M;i| # 0, i.e.,

d+1# (a+1)" b+ 1)(c+1).

This completes the proof. O

Theorem 6. The count of all representative MDS matrices of order 3 x 3 over the finite
field Fom is given by (2™ — 2)(2™ — 3)(22™ —9-2™ 4 21).

Proof. According to Lemma 2, the number of all representative MDS matrices of order
3 x 3 over Fam is equal to the cardinality of the set S, defined as:

S ={(a,b,c,d) € (Fom \ {0,1})*: b#a, c#a, d#b, d+#c, d#a lbc,
d+1# (a+1)"Yb+1)(c+1)}.

Since the condition d +1 # (a + 1)71(b + 1)(c + 1) implies that the representative
matrix is non-singular, to find the cardinality of S we will find all non-singular matrices
of the form

1 11
1 a b,
1 ¢ d

where a,b,c,d € Fom \ {0,1}, and b#a, c#a, d#0b, d#c, d# a ‘b
It is easy to check that,

1

L1 a+1 b+1
1 a b]| isnon-singular <= [
1 ¢

e+l d+ J is non-singular.

S
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Therefore, the problem of finding the cardinality of S is now reduced to the problem
of finding all non-singular matrices of the form

_|la+1 b+1
a=ory o ®

where a,b,c,d € Fom \ {0,1}, and b#a, c#a, d#0b, d#c, d# a ‘b

Now, since a € Fam \ {0,1}, we have 2™ — 2 many choices for a. Also, since b €
Fam \ {0,1} and b # a, we have 2™ — 3 many choices for b. Therefore, for the first row of
A, there are (2™ — 2)(2"™ — 3) many choices.

Since ¢ € Fom \ {0,1} and ¢ # a, for ¢, we have 2™ — 3 many choices over Fom. Also,
we can see that d & {O, 1,b,c, a_lbc}. Moreover, to ensure the non-singularity of A, we
need to exclude the linear combinations of the first row from the total choices available
for the second row. Specifically, we need to exclude the cases when

(c+1,d+1)=k(a+1,b+ 1) for some k € Fom.

However, specific linear combinations have already been omitted based on the choices
of ¢ and d. For example, cases where k = 0,1 have already been excluded because of the
conditions ¢,d € Fam \ {0,1} and ¢ # a and d # b.

Also, when k = (a+ 1)7!, we have c+ 1 =1 == ¢ = 0, which have already been
excluded from the choices of c. Similarly, the choice for k = (b+ 1)~! have already been
excluded.

Now, ¢+ 1 =k(a+ 1), we have ¢ = k(a + 1) + 1. Similarly, d = k(b + 1) + 1. Thus,

d=c = k(b+1)+1=k(a+1)+1 = b=aq,

which contradicts the fact b # a.
Moreover,
d=a"the
— k(b+1)+1=a'b[k(a+1)+1]
= k(b+1)+1=k(b+a'd)+a b
— k(a7'b+1)=a"tb+1
= k=1
Thus, the values of k € {0,1, (a+1)"%, (b+ 1)~} have already been omitted due to
the choices of ¢ and d. Therefore, to ensure the non-singularity of A, we need to exclude
2™ — 4 many linear combinations from the total choices available for the second row.
Now, we can see that d € T = {O, 1,0, c, (flbc}. However, it is important to note

that each element of 7" may not be distinct. When ¢ = ab~!, we find that a='bc = 1.
Additionally, b = ¢ may hold. Now,

albe=b = a=c and a tbe=c = a=0b,

which leads to contradictions. Moreover, since a, b, ¢ € [F5,., we have a"tbe # 0.
We will now analyze two cases to determine the cardinality of the set 7'

I. Case 1: b # c. We can further divide this case into two subcases:

(i) Subcase 1.1: a~'be # 1. In this scenario, the cardinality of set T is |T| = 5.
Therefore, for d, there are 2™ — 5 choices over Fom.

(ii) Subcase 1.2: a~'bc = 1. In this instance, the cardinality of set T is |T| = 4.
Consequently, for d, there are 2™ — 4 choices over Fom.
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Figure 1: A figure illustrating the cases for determining the number of choices for d.

II. Case 2: b =c. We can further divide this case into two subcases:

(i) Subcase 2.1: a~'bc # 1. In this scenario, the cardinality of set T is |T| = 4.
Therefore, for d, there are 2™ — 4 choices over Fom.

(i) Subcase 2.2: a~'bc = 1. In this instance, the cardinality of set T is |T| = 3.
Consequently, for d, there are 2™ — 3 choices over Fom.

Now, depending on the four cases, we can determine the total number of matrices of
the form A (see (8)). Figure 1 illustrates the cases for determining the choices of d in each
case. Also, as mentioned earlier, to find the number of all non-singular matrices in the
form of A, we must exclude the 2™ — 4 linear combinations of the first row from the total
choices available for the second row.

Therefore, the total number of all representative MDS matrices of order 3 over Fom is
given by

(27— 2)[(2" — 4){(2" — a)(2" —5>+1 (27— 4) — (2" — 4)}
1@ - )@ — )+ 1 (27 —3) — (27 — 4)}]
= (2" =2)[2" -42" - 42" - 5) (2" —4)2" —5)+ (2" = 3)]
— (2"~ 2)[(27 — 4)(2" — 5){(2" — 4) + 1} + (2" — 3)
= (2" = 2)[(2™ - 3){(2" - )(2m—5)+1}]
= (2™ —2)(2™ — 3)(2*™ —9-2™ 4 21).
This completes the proof. O

From a single representative MDS matrix M; of order n, one can generate the MDS
matrices ®(Dy, Do, M;), where D; and Dy are non-singular diagonal matrices of order n
with 1 as the first entry of Ds. Thus, given a representative MDS matrix M;, we can
generate (2™ — 1)?"~1 MDS matrices. Therefore, by applying Theorem 6, we can derive
the explicit formula for counting all 3 x 3 MDS matrices over the finite field Fom.

Corollary 3. The count of all 3 x 3 MDS matrices over the finite field Fom is given by
(2m —1)°(2™m —2)(2™ — 3)(2%™ — 9. 2™ 4 21).
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In the following lemma, we mention the explicit formula obtained in [10] for enumer-
ating all 3 x 3 involutory MDS matrices over Fom.

Lemma 3. [10] The number of all 3 x 3 involutory MDS matrices over Fom is given by
(2m —1)2(2m — 2)(2™ — 4).

Thus, form Corollary 3 and Lemma 3, one can determine the explicit formula for
enumerating all 3 x 3 non-involutory MDS matrices over Fom.

Corollary 4. The number of all 3 X 3 non-involutory MDS matrices over Fam is given by
(2m — 1)2(2™ — 2)(26™ — 15 - 25™ 4 87 . 24™M — 244 . 23™ 4 345 .22™ — 238 . 2™ + 67).

5 Counting of all 4 x 4 MDS and involutory MDS matrices
over [Fon

In this section, we enumerate all 4 x 4 MDS and involutory MDS matrices over Fom for
some specific values of m. Using our proposed method, we enumerate all 4 x 4 MDS
matrices by counting all representative MDS matrices. By the MDS conjecture, there are
no 4 x 4 MDS matrices over Fy2. Therefore, here we search for all representative MDS
matrices of order 4 over Fom where m > 3.

To search for all representative MDS matrices of order 4 over Fom, we use Theorem 2
to define the matrix form M; as follows:

11 1 1
1
Ml_l R Y
1

where R is a 3 x 3 matrix. As per Theorem 4, if M7 is MDS, then R must be MDS. We
again apply Theorem 2 on R to write it as

1 11
R = DlM{Dg, where Mi = |1 a b| isa representative matrix of order 3.
1 ¢ d

Here a,b,c,d S F;m, D1 = Diag()\l,)\Q,)\g) and D2 = Diag(1,02,93) for /\1,)\2,/\3,
02,03 € F3,.. This means that

)\1 )\1 92 )\1 93
R = /\2 a)\292 b)\2(93
)\3 C)\ggg d/\393

Since the order of M is 4, from Corollary 2, the conditions of Theorem 4 are sufficient
for M7 to be an MDS matrix. Precisely, M7 is an MDS matrix if the following conditions
hold for R:

1. Ris MDS. As discussed in Lemma 2, we know that M; and R are MDS if
a,bye,d#0,1, b#a, c#a, d£b, d# ¢, d+#a 'be,

and
d+1# (a+1)"'b+1)(c+1).

2. Given i,j € {1,2,3}, the modified matrix R obtained by replacing i*" row or j*
column or both of R by all ones is non-singular. This condition is equivalent to
checking that all 3 x 3 minors of M; are non-zero except R, whose non-singularity
is already taken care of in condition 1. Thus, we arrive at the 15 inequations placed
in Appendix A.
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3. No entry of R can be 1, which is possible if

A1, A2, Ag 7'5 1, M6 +1 7& 0,03 +1 7& 0,aX20s + 1 75 0
bA2f3 4+ 1 # 0,cA302 + 1 # 0,dN305 + 1 #£ 0.

4. Elements in a row or a column of R are distinct, if

O,03 # 1,00 # 03, A1 # Ao, A2 # A3, A3 # A1
by +1 £ 0,afly + b3 £ 0,y +1 £ 0
05+ 10, cly+ dbs # 0,a05 + 1 % 0
aro+ A1 #0,cA3+ A1 #0,a\o +cA3 #0
BAa+ A1 £ 0,dNg + A1 2 0, bAg + d)g # 0.

5. R—U is non-singular, where U is a 3 x 3 matrix with all entries 1. This is equivalent
to the statement that |R — U| = |M;| # 0.

At this stage, we are prepared to provide an exact count of all 4 x4 MDS and involutory
MDS matrices over Fos and Fga, respectively. According to the discussion in Section 4,
there are 6554730 and 18381431250 MDS matrices of order 3 over Fos and Foa, respectively.
Applying the conditions of Theorem 4 to these 3 x 3 MDS matrices, we determine that
there are 720 and 464227344 representative MDS matrices of order 4 over Fys and Foa,
respectively. Additionally, the choices for Dy and Do over Fom are (2™ —1)7. Thus, there
are 77 x 720 and 157 x 464227344 MDS matrices of order 4 over Fos and Fas, respectively.

In the following step, we count the number of all 4 x 4 involutory MDS matrices over
Fy3 and Fou4, respectively. Involutory matrices are characterized by the Theorem 3. There
are 48 and 71856 representative MDS matrices of order 4 over Fqs and Fqa, respectively, by
meeting the requirements of Theorem 3. The total number of diagonal matrices D1 and Do
that meet the requirements of Theorem 3 must also be determined for these representative
MDS matrices. According to Theorem 3, the choices for D1 and Do over Fom are (2™ —1)3.
Thus, there are 73 x 48 and 153 x 71856 involutory matrices of order 4 over Fys and Fos,
respectively. Table 1 and Table 2 give the findings of Section 5.

Table 1: Count of all 4 x 4 MDS matrices over Fom.

Finite Field | Number of representatives | Choices for Dy, Do Total Count
Foe 0 - 0
Fos 720 77 77 x 720
Foa 464227344 157 157 x 464227344

Table 2: Count of all 4 x 4 involutory MDS matrices over Fom.

Finite Field | Number of representatives | Choices for D1, Ds | Total Count
Foy2 0 - 0
Fos 48 73 73 x 48
Foa 71856 153 153 x 71856

It is important to note that we are not able to provide the count of all 4 x 4 MDS and
involutory MDS matrices over Fom for m > 5 due to the vast search space involved. Also,
in a recent work [19], the authors have provided the explicit formula for counting MDS
and involutory MDS matrices over Fom for a particular type of 4 x 4 matrices. However,
an explicit count for all 4 x 4 MDS and involutory MDS matrices is still lacking. Thus, a
potential avenue for future work is to provide an explicit formula for counting the MDS
and involutory MDS matrices of order n > 4.
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6 Conclusion

Our work addresses the challenge of efficiently generating all n x n MDS and involutory
MDS matrices over F,m. For this, we propose two algorithms designed for generating
n x n MDS and involutory MDS matrices, respectively, from the representative MDS
matrices. Our approach offers the advantage of reducing the search space by focusing on
(n —1) x (n — 1) MDS matrices when constructing the representative MDS matrices of
order n, as opposed to exhaustively searching for n x n MDS matrices. Additionally, our
study is the first to provide an explicit formula for enumerating all 3 x 3 MDS matrices
over a finite field of characteristic 2. We also present necessary and sufficient conditions
for generating all 3 x 3 and 4 x 4 MDS and involutory MDS matrices. This work may be
expanded for future work to offer necessary and sufficient conditions for the generation of
all n x n MDS and involutory MDS matrices over F,m, where n > 5. Furthermore, an
explicit formula for counting all MDS and involutory MDS matrices of order n > 4 is still
lacking. Thus, a potential avenue for future research is to provide an explicit formula for
the counting of MDS and involutory MDS matrices of order 4 or higher.
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Appendix A The inequalities arising out of Condition 2 in
Section 5

aA1A2bs + arols + A1 Aoblo + A1y + A1+ Aa £ 0

bA1A203 4 DA2l3 + A Aall3 + X103 4+ A1 + Ay # 0

aA1A26203 + bA1 A20203 + adols + bA2ls + A1y + A163 £ O

ar1A20203 + bA1 A20203 + adi Aals + bALA203 + A1 Aalo + A\ Aaf3 # O

cA1A302 + cA303 + MA30s + Abo + A1 + A3 £ 0

dA1 303 + dA303 + A A3l + X034+ A+ A3 #0

cA1A30203 4+ dA1 A30203 + cA30s + dA3l3 + A103 + \03 £ O

CcA1A30203 4+ dA1 A30203 4+ cA1 X305 + dA1 X303 + A A302 + A Asbs £ O

araA30s + cAaA3ls + aroby + cA3fs + Ao + A3 # 0

bAaA303 + dAaA303 + bAobs + dA303 + Ao + A3 # 0

bcAaAsbals + addoA302035 + adobs + cA3lo + bAabs + dA303 # O

bcAaAsb20s + adAoA302035 + adodsho + chodslo + bAaAsls + dAaAsbfls # O

aA1A26s + cA1A302 + adoA30s + chod3bs + A1 Aol + A N30 # O

bA1 203 + dA1A303 + bAaAsls + dAaAsls + A Aafs + A Asf3 # 0

becAoA30203 + adAar30s03 + ariAa0203 + A1 AabB2603 + c A1 A30203
dM Aga8 2 0.

References

[1] Joan Daemen. Cipher and hash function design, strategies based on linear and differ-
ential cryptanalysis, PhD Thesis. K.U.Leuven, 1995. http://jda.noekeon.org/.

18


http://jda.noekeon.org/

2]

3]

Joan Daemen and Vincent Rijmen. The Design of Rijndael: AES - The Advanced
Encryption Standard. Information Security and Cryptography. Springer, 2002.

Décio Luiz Gazzoni Filho, Paulo S.L.M. Barreto, and Vincent Rijmen. The
Maelstrom-0 hash function. In Proceedings of the 6th Brazilian Symposium on Infor-
mation and Computer Systems Security, pages 17-29, 2006.

Praveen Gauravaram, Lars Knudsen, Krystian Matusiewicz, Florian Mendel, Chris-
tian Rechberger, Martin Schlaffer, and Sgren Thomsen. Grgstl - a SHA-3 candidate.
Submission to NIST, 2008, Available at http: //www. groestl. info/, 09 2008.

Jian Guo, Thomas Peyrin, and Axel Poschmann. The PHOTON Family of
Lightweight Hash Functions. In Phillip Rogaway, editor, Advances in Cryptology —
CRYPTO 2011, pages 222239, Berlin, Heidelberg, 2011. Springer Berlin Heidelberg.

Kishan Chand Gupta, Sumit Kumar Pandey, Indranil Ghosh Ray, and Susanta
Samanta. Cryptographically significant MDS matrices over finite fields: A brief sur-
vey and some generalized results. Advances in Mathematics of Communications,
13(4):779-843, 2019.

Kishan Chand Gupta, Sumit Kumar Pandey, and Susanta Samanta. On the Direct
Construction of MDS and Near-MDS Matrices. arXiv: 2306.12848, 2023. https:
//arxiv.org/abs/2306.12848.

Kishan Chand Gupta and Indranil Ghosh Ray. On constructions of involutory MDS
matrices. In International Conference on Cryptology in Africa, pages 43—60. Springer,
2013.

Kishan Chand Gupta and Indranil Ghosh Ray. Cryptographically significant MDS
matrices based on circulant and circulant-like matrices for lightweight applications.
Cryptography and Communications, 7:257-287, 2015.

Gilstim Gozde Gilizel, Muharrem Tolga Sakalli, Sedat Akleylek, Vincent Rijmen, and
Yasemin Cengellenmis. A new matrix form to generate all 3 x 3 involutory MDS
matrices over Fom. Information Processing Letters, 147:61-68, 2019.

Jérome Lacan and Jérome Fimes. A Construction of Matrices with No Singular Square
Submatrices. In Gary L. Mullen, Alain Poli, and Henning Stichtenoth, editors, Finite
Fields and Applications, pages 145-147, Berlin, Heidelberg, 2004. Springer Berlin
Heidelberg.

Rudolf Lidl and Harald Niederreiter. Finite fields. Number 20. Cambridge university
press, 1997.

Meicheng Liu and Siang Meng Sim. Lightweight MDS Generalized Circulant Ma-
trices. In Thomas Peyrin, editor, Fast Software Encryption, pages 101-120, Berlin,
Heidelberg, 2016. Springer Berlin Heidelberg.

F.J. MacWilliams and N.J.A. Sloane. The Theory of Error Correcting Codes. North-
Holland Publishing Co., Amsterdam-New York-Oxford, 1977.

Meltem Kurt Pehlivanoglu, Muharrem Tolga Sakalli, Sedat Akleylek, Nevcihan Duru,
and Vincent Rijmen. Generalisation of Hadamard matrix to generate involutory
MDS matrices for lightweight cryptography. IET Information Security, 12(4):348—
355, 2018.

19


http://www.groestl.info/
https://arxiv.org/abs/2306.12848
https://arxiv.org/abs/2306.12848

[16]

[17]

18]

[19]

[20]

[21]

[22]

[23]

[25]

Ron M. Roth and Abraham Lempel. On MDS codes via Cauchy matrices. IFEE
Transactions on Information Theory, 35(6):1314-1319, 1989.

Mahdi Sajadieh, Mohammad Dakhilalian, Hamid Mala, and Behnaz Omoomi. On
construction of Involutory MDS Matrices from Vandermonde Matrices in GF'(29).
Designs, Codes and Cryptography, 64(3):287-308, sep 2012.

Muharrem Tolga Sakalli, Sedat Akleylek, Kemal Akkanat, and Vincent Rijmen. On
the automorphisms and isomorphisms of MDS matrices and their efficient implemen-
tations. Turkish Journal of Electrical Engineering and Computer Sciences, 28(1):275—
287, 2020.

Susanta Samanta. On the Counting of Involutory MDS Matrices. arXiv: 2310.00090,
2023. https://doi.org/10.48550/arXiv.2310.00090.

Sumanta Sarkar and Habeeb Syed. Lightweight Diffusion Layer: Importance of
Toeplitz Matrices. TACR Transactions on Symmetric Cryptology, 2016(1):95-113,
Dec. 2016.

C. E. Shannon. Communication Theory of Secrecy Systems. The Bell System Tech-
nical Journal, 28(4):656-715, 1949.

Siang Meng Sim, Khoongming Khoo, Frédérique Oggier, and Thomas Peyrin.
Lightweight MDS Involution Matrices. In Gregor Leander, editor, Fast Software
Encryption, pages 471-493, Berlin, Heidelberg, 2015. Springer Berlin Heidelberg.

Gokhan Tuncay, Fatma Biiyiiksaracoglu Sakalli, Meltem Kurt Pehlivanoglu,
Giilsim Goézde Yilmazgiig, Sedat Akleylek, and Muharrem Tolga Sakalli. A new
hybrid method combining search and direct based construction ideas to generate all
4 x 4 involutory maximum distance separable (MDS) matrices over binary field ex-
tensions. PeerJ Computer Science, 9:e1577, 2023.

Dai Watanabe, Soichi Furuya, Hirotaka Yoshida, Kazuo Takaragi, and Bart Preneel.
A New Keystream Generator MUGI. In Joan Daemen and Vincent Rijmen, editors,
Fast Software Encryption, pages 179-194, Berlin, Heidelberg, 2002. Springer Berlin
Heidelberg.

Yumeng Yang, Xiangyong Zeng, and Shi Wang. Construction of lightweight involutory
MDS matrices. Designs, Codes and Cryptography, 89(7):1453-1483, 2021.

20


https://doi.org/10.48550/arXiv.2310.00090

	Introduction
	Mathematical preliminaries
	The proposed methods
	Counting of all 33 MDS and involutory MDS matrices over F2m
	Counting of all 44 MDS and involutory MDS matrices over F2m 
	Conclusion
	The inequalities arising out of Condition 2 in Section 5

