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Abstract

Privacy-Preserving Neural Networks (PPNN) are advanced to perform
inference without breaching user privacy, which can serve as an essen-
tial tool for medical diagnosis to simultaneously achieve big data utility
and privacy protection. As one of the key techniques to enable PPNN,
Fully Homomorphic Encryption (FHE) is facing a great challenge that
homomorphic operations cannot be easily adapted for non-linear activa-
tion calculations. In this paper, batch-oriented element-wise data packing
and approximate activation are proposed, which train linear low-degree
polynomials to approximate the non-linear activation function - ReLU.
Compared with other approximate activation methods, the proposed fine-
grained, trainable approximation scheme can effectively reduce the accu-
racy loss caused by approximation errors. Meanwhile, due to element-wise
data packing, a large batch of images can be packed and inferred concur-
rently, leading to a much higher utility ratio of ciphertext slots. Therefore,
although the total inference time increases sharply, the amortized time for
each image actually decreases, especially when the batch size increases.
Furthermore, knowledge distillation is adopted in the training process to
further enhance the inference accuracy. Experiment results show that
when ciphertext inference is performed on 4096 input images, compared
with the current most efficient channel-wise method, the inference accu-
racy is improved by 1.65%, and the amortized inference time is reduced
by 99.5%.
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1 Introduction

Medical diagnosis is the process of identifying diseases based on users’ medical
data, which often requires intensive labor work and rich clinical experiences
from doctors. It is also possible for doctors to make a misjudgment. With the
development of technologies, deep neural networks have been used for medical
diagnosis [20] to improve doctors’ work efficiency and accuracy, and facilitate
early detection and diagnosis of diseases. Since the data analysis process involves
a significant amount of computations, neural network based medical diagnosis
is often outsourced to external third party service providers.

However, as the medical data contains user private information, Privacy-
Preserving Neural Networks (PPNN) that can achieve high utility while not sac-
rificing user privacy are required [3]. Fully Homomorphic Encryption (FHE)[21]
has been considered as one of the key technologies to achieve PPNN, as it sup-
ports operations over the encrypted data. In particular, with FHE-enabled
PPNN, a user can encrypt his/her private data and only upload the ciphertext
to a server for analysis. The server can perform inference over the encrypted
data and return encrypted inference results to the user, the only party who can
decrypt the inference results. In addition, since the inference model is only hold
by the server, both user data privacy and the model security are guaranteed.

However, although most FHE schemes, such as BFV [14], BGV [6], CKKS
[10], RNS-CKKS [9], can well support linear calculations (e.g., additions and
multiplications) [2], they cannot efficiently handle non-linear calculations, such
as max-pooling and non-linear activation functions, which are very important
components of neural networks. Therefore, the most popular solution is to
replace or approximate these non-linear calculations by linear functions. For
example, average pooling is often adopted to replace max-pooling, which can
generally achieve a good model accuracy. Nevertheless, how to approximate
those non-linear activation functions in a linear way without sacrificing much
accuracy and efficiency remains a challenge and has attracted extensive research
attentions.

One of the most commonly used and stable activation function in neural
networks is the ReLLU function. In the PPNN model first proposed by Gilad et
al. [16], a square activation function P(z) = z? is directly used to replace ReLU
activation function. This approximation, however, can only adapt to shallow
neural networks with fewer layers. When the neural network layer deepens,
the approximate errors will increase rapidly, which may significantly affect the
inference accuracy of the neural network.

Typically, there are two ways to improve the inference accuracy. One is
using a high-degree polynomial to approximate ReLLU. For example, Lee et al.
[22] uses minimax composite polynomials to approximate ReLU. This method
results in a large multiplication depth, so that time-consuming bootstrapping
operations [I7] in FHE are required to control noise growth. While the adop-
tion of a high-degree polynomial can improve the inference accuracy, it also
causes a significant increase in inference time. The second way to improve the
accuracy is using trainable polynomial activation, which can adaptively learn



the parameters of polynomials during the training process. Wu et al. [31] pro-
posed a 2-degree polynomial to approximate ReLU. After that, SAFENet [24]
and HEMET [23] also used trainable polynomial to replace ReLU to imple-
ment PPNN. Polynomial parameters, together with the model parameters, are
trained until the loss function converges. This method can reduce the inference
accuracy loss caused by approximation while not incurring high computational
cost. Therefore, we follow the second approach in this study.

Specifically, most existing studies either train one approximate polynomial
for all channels, called layer-wise approximate activation [23] [I3]; or train one
polynomial for each channel to provide further fine-grained approximation, named
channel-wise approximate activation [31} [24]. Both layer-wise approximate ac-
tivation and channel-wise approximate activation use the same data packing,
where all elements per channel are packed into one. Taking CIFAR-10 as an
example, the size of pack is only 32 x 32. However, such a packing solution does
not naturally match the FHE schemes. For example, considering using RNS-
CKKS to encrypt the pack, there are N/2 ciphertext slots available, where N is
the ring polynomial degree. With a typical setting of N value as 32,768, there
are 16,384 slots that can be used in theory. It means that the CIFAR-10 data
set will only take 6.25% of the available slots, resulting in a very low utility
ratio.

Therefore, in this study, in order to reduce accuracy loss caused by ap-
proximation and improve the utility ratio of the ciphertext slots, we propose
a Batch-oriented Element-wise Approximate Activation (BEAA) approach for
PPNN, which focuses on a more efficient data packing and a finer-grained and
trainable approximate activation. Our major contributions are summarized as
follows.

e In order to improve the utility ratio of the ciphertext slots, element-wise
data packing is proposed, which enables a batch-oriented packing of images
with a maximum batch size as N/2. It indicates that a large batch of
images can be packed together for fully homomorphic encryption and later
be inferred concurrently, resulting in a significantly reduced amortized
inference time.

e To improve the model accuracy, an element-wise approximate activation
scheme is proposed, which enables fine-grained, trainable approximation
functions so that the inference accuracy loss caused by approximation
errors is reduced. Furthermore, we propose to train neural networks with
the approximate polynomials instead of the original activation functions,
and introduce knowledge distillation into the training processing as it can
distill the knowledge from a large teacher model into a small student
model.

e A privacy-preserving neural network is implemented, where the network
model is an optimized SqueezeNet; the data is encrypted by FHE; and the
proposed scheme BEAA is used to approximate ReLU. CIFAR-10 dataset
and a medical dataset OCTID are employed to validate the performance



of the proposed scheme. Experiment results show that the accuracy of
the proposed BEAA is very close to that of the original ReLU. Knowledge
distillation also contributes to improve the accuracy. Although the over-
all inference time is large, the amortized time is significantly shortened
compared to other FHE-enabled PPNN schemes.

2 Related works

When FHE is used for PPNN, as FHE only supports linear computations over
the encrypted data, how to approximate non-linear activation functions such as
ReLU has been one of the key points.

Various approximation through low-degree polynomials have been proposed.
For example, CryptoNets [16] initially used square polynomial 22 to replace the
activation function, followed by LoLa [7] and Delphi [25]. Faster CryptoNets [11]
also tried to approximate activation using the low-degree polynomial 27322 +
2712 4+ 272, Although low-degree polynomial approximation can achieve high
efficiency, it often causes large accuracy loss, especially when adopted by deep
neural networks.

In order to reduce the accuracy loss, Chabanne et al. [8] used Taylor series
to approximate ReLU activation function. CryptoDL [I§] used the Chebyshev
polynomials to approximate the derivative of the activation function, so that
the approximate polynomial of the activation function can be retrieved. Pod-
schwadt et al. [26] approximated the Tanh function with 3-degree polynomials
for RNN. Subsequently, Lee et al. [22] used the minimax composite polynomial
to approximate ReLU to achieve high accuracy. These researches show that us-
ing high-degree polynomials to approximate the activation functions can reduce
accuracy loss. However, high-degree polynomials will produce a large amount
of computations and consume the depth of circuits rapidly, which results in
additional bootstrapping operations of FHE to control the decryption noises.

To reduce the accuracy loss while achieving high efficiency, Chabanne et al.
[8] proposed to train neural networks with the approximate polynomials instead
of original activation functions. HEMET [23] used the polynomial az? + bz + c.
Similarly, CHET [13] also used trainable 2-degree polynomials as their activation
functions. After that, Jang et al. [19] attempted to use a polynomial of degree
7 with trainable coefficients. However, this scheme requires bootstrapping and
is thus less feasible.

The above trainable polynomials are coarse-grained, where the approxima-
tion of the polynomial is layer-wise type approximation. Using the same approx-
imate polynomial for all data in the same layer will cause a large loss of accuracy.
Wu et al. [3I] proposed a channel-wise approximate activation scheme. They
utilized a 2-degree polynomial approximation of the form axz? + bx for the ac-
tivation function, where a and b are trainable parameters. SAFENet [24] later
adopted this finer-grained approximation scheme, along with the use of two co-
efficients trainable polynomials a1z + asx? + azx + a4 and bix? + box + b to
approximate the activation function.



As discussed above, on the one hand, low-degree polynomial approximation
is efficient but causing large accuracy loss. On the other hand, high-degree poly-
nomial approximation can improve accuracy but will cause high computational
overhead. To balance the trade-off, trainable polynomials are proposed, which
can achieve acceptable accuracy loss with reasonable computational overhead.
Most schemes adopting trainable polynomials, however, use the same polyno-
mial for all channels. As there are typically multiple channels and hundreds
of features in neural networks, in this work, we aim to propose a finer-gained
scheme to approximate activation so that the errors introduced by polynomial
approximation can be further reduced.

3 Preliminaries

3.1 Fully homomorphic encryption

Among various FHE schemes, CKKS [10] can well control the growth of cipher-
text size and noise caused by homomorphic multiplication through ciphertext
rescaling operation. In addition, it can efficiently perform high-precision fixed-
point operations, thus becoming one of the most suitable FHE schemes for
PPNN. On the premise of using the Chinese Remainder Theorem (CRT), RNS-
CKKS [9] can keep the ciphertext in the form of RNS (Residue Number System)
variants, avoid the CRT conversion operation of multi-precision integers, and
further improve the computational efficiency. Therefore, in this paper, we adopt
RNS-CKKS to encrypt the data, which is described as follows.

ParamsGen: Key parameters are set, including the security parameter A,
the ring polynomial degree N, the coeffcient modulus ¢ and a discrete Gaussian
distribution .

KeyGen: According to the input parameters (N, g, x), the following opera-
tions are performed. (1) From the sparse distribution R, R,, x on {0, =1}, we
randomly select polynomials s, a, e, respectively, and then generate the private
key sk = (1,s) and the public key pk = (b,a) € R2, where b < —as + e(modq)
; (2) Let @ = ¢?, randomly select polynomials s', a/, ¢’ from s?, Rg, X, re-
spectively, and obtain the evaluation key evk = (b,a’) € R%, where b’ <
—a's+ €' + qs' (modQ).

FEnc: For a given plaintext m, the polynomial v and error polynomials eg,
ey are extracted from the random distribution y, and the ciphertext is obtained
as: ¢ =v - pk+ (m+ ep, e1)(modyq).

Dec: For a given ciphertext ¢ = (cp,c1), the decrypted plaintext is m =
¢o + c18(modgq).

The main arithmetic operations supported by RNS-CKKS are homomor-
phic addition Add, homomorphic scalar multiplication C'Mwult, homomorphic
multiplication Mwult, homomorphic rotation Rot, which are discribed as follows.

Add: Given the ciphertext ¢, co, the output of the homomorphic addition is
Cadd = €1 + ca(modq). Generally, homomorphic additions can be directly used
to replace the addition operations in PPNN, and the overhead is relatively low.
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Figure 1: ReLU activation and Layer-wise approximate activation.

CMult: Given the ciphertext ¢ and plaintext m, the output of the homo-
morphic scalar multiplication is copur = mc(modq). As the model parameters
in PPNN are plaintext, homomorphic scalar multiplications are often used, and
the overhead is low.

Mult: For two given ciphertexts: ¢ = (co,c1), ¢’ = (¢}, ¢}), and the evalua-
tion key evk, we define (do, d1,d2) = (coch, coc)+cich, c1ci)(modg). Finally, the
result of homomorphic multiplication is ¢ = (do, d1) + [ 1/q- da - evk](modq).
In general, this operation, which is often performed at the activation layer, has
a very high overhead.

Rot: Given the ciphertext ¢ and the rotation times k, this function out-
puts ¢, which is the ciphertext of the vector (mgy1,Mgta,..., My, M1, ..., M)
obtained by shifting the plaintext vector (mi,ma,...,my;) of ¢ to the left by k
slots. With a very high cost, the Rot operation is often used with CMult to
achieve homomorphic convolution in the convolution layer.

3.2 Layer-wise approximate activation

As we discussed before, classic activation functions such as ReLLU and Sigmoid
are non-linear, which cannot be used in PPNN prediction directly. Considering
the efficiency, low-degree polynomials are used to approximate the activation
functions. If one approximate activation function is used for a convolutional
layer, it is called layer-wise approximate activation. An example is shown in
Figure

Formally, a 2-degree parametric polynomial is defined as:

p(x) = 122 + caz + 3 (1)

where x is a n x H x W three-dimensional matrix, representing the input
eigenvalues of the current activation layer, generally from the convolution layer
or the batch normalization layer; n represents the number of input channels of
the current convolution layer; H and W represent the height and width of the
image, respectively. ¢y, co, c3 represent the parameters to be trained for the
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Figure 2: Layer-wise and Channel-wise polynomial approximation.

quadratic term, the linear term and the constant term of the activation layer,
respectively, which can be obtained through iterative training with the back
propagation. Please refer to [23] for more details.

3.3 Channel-wise approximate activation

Using one polynomial activation in a layer will inevitably result in some er-
rors, even if the polynomial is parametric. As there are n channels in the
convolution layerm, if the approximate polynomials on different channels are
different, the approximate error may be controlled. Therefore, channel-wised
approximate activation is proposed by Wu et al. [3I]. As shown in Figure
for the input eigenvalue x; on the i-th channel, the activation polynomial is
p(z;)(i=1,---,n).

For any activation layer with n input channels, the activation function is defined
as:

p(:l?l) = Cill‘? —+ Cio; —+ Cig(i = 17 e ,n) (2)

where x; represents the input eigenvalue of i-th channel, which is usually a
H x W two-dimensional matrix. In addition, ¢;1, ¢;2 and ¢;3 represent the
parameters to be trained for the quadratic, linear and constant terms of the
polynomial for the i-th input channel, respectively, which can be obtained by
iterative training through the back propagation. Please refer to [31] for more
details.

4 Batch-oriented element-wise approximate ac-
tivation
As discussed above, using low-degree polynomials to approximate ReLU acti-

vation function will inevitably incur approximate errors; and channel-wise ap-
proximate activation is expected to reduce the approximate error. To further
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Figure 3: Element-wise data packing.

reduce the approximate error, based on channel-wise approximate activation, a
finer-grained scheme, namely Batch-oriented Element-wise Approximate Acti-
vation (BEAA), is proposed in this section, where each feature element in the
activation layer is separately trained.

4.1 Data packing

In the layer-wise and channel-wise polynomial approximation, the typical data
packing method is used, namely, channel-wise data packing. Given M plaintext
input images, each image is converted into a n x H x W matrix, where n
represents the number of input channels, and H and W represent the height
and width of the image, respectively. Next, all images are packed into M x n
plaintext, and each plaintext contains H x W feature elements. And then, the
plaintext is encrypted to obtain M xn ciphertext by RNS-CKKS. By packing all
the H x W elements within one channel together, this method cannot support
further processing at a finer-grained level (e.g. element-wise approximation).

Therefore, in this work, we propose to perform an element-wise data pack-
ing, which has been proved to be an effective way to promote homomorphic
SIMD (Single Instruction Multiple Data) in privacy-preserving neural network
schemes, such as CryptoNets [16] and nGraph-HE [5]. As shown in Figure 3]
given M plaintext input images, each image consists of n x H x W features.
Element-wise data packing scheme packs the features at the corresponding po-
sition of each image into a plaintext P, g, where each plaintext contains M
feature data integrated from the M input images. The plaintext P, g w is then
encrypted by RNS-CKKS to obtain the corresponding ciphertext X,, g w .

Furthermore, since RNS-CKKS can encrypt multiple messages into a single
ciphertext, the number of packed messages can be adjusted based on the number
of ciphertext slots. For example, when the ring polynomial degree N is set as
32,768, there are 16,384 slots available. That means, a large batch of images
can be dealt concurrently, without introducing additional time cost.



Figure 4: Element-wise approximate activation.

4.2 Proposed approximate algorithm

In the proposed approximate scheme BEAA, each ciphertext is approximately
activated by using 2-degree polynomials instead of ReLU. More specifically, the
approximation is performed at the element level, indicating that each single
feature element is approximated by one polynomial. As shown in Figure [d] for
the feature element X 5, ., in the ht? row and w™ column of the feature matrix
of the i*" channel, the activation polynomial is p(X; .4 )-

For a given feature element X; j, ,,, the activation function is defined as:

— 2
p(Xl',h,w) = Ci,h,w,lXi’h’w + Ci,h,w,2Xi,h,w + Cih,w,3 (3)

where ¢ pow,1, Cihw2, Cihw3 represent the parameters to be trained for the
quadratic term, the linear term and the constant term of the approximate activa-
tion function, respectively. The training is performed through back propagation
algorithm. Firstly, the partial derivative is obtained:

Ip(Xihw) _ 32 Op(Xinw) _ Op(Xihw) _
aci,h,w,l - i,hw? 8C1 h,w,2 X’L,h,wv BCL h,w,3 - 0 (4)

According to the chain rule, the gradient of ¢; . ;(j € {1,2,3}) can be ob-
tained:

9J(Ci,h,w,j) O i h,w
VI (Cinwi) = Sox. (Conm) OpKishw) (5)

i,h,w aP 1hw) 8Clhw,j

where J(c; pw,j) represents the objective loss function of the neural network,
0J(cinw.j5)
(X, 1)
network. Then L regularization [12] is also introduced to reduce the over-fitting

in the training process, so the objective function J(¢; pw,;) is adjusted to :

and represents the gradient from the back propagation of the deeper

o ('L w 0, i,h,w
J(Cinwg) = J(Cinws) + 3T (Cinws)® =D x i) O Xihw) 4 A J(e 1 )

ihow Op(Xih,w) OCi h,w,j

where ) is the attenuation coefficient of the regular term. Therefore, the gradient
is updated to:

9J(Ci,h,w,5) OP(Xi,hw
VI (i) = Eox, T e+ Ainws ()

Finally, the Nesterov gradient descent algorithm [27] is used to iteratively update
the parameter ¢; 5, ;(j € {1,2,3}) of the activation function in the network :

V! PV aVI (e s eV ) 8)

Clhwg Ci,h,w,j Ci,h,w,j

(6)



Cﬁ,h,wu’ - CE,_h}w,j + Vctijbl,w,j (9)
where Vctl_’hm represents the impulse during the gradient descent training of
Cih,w,; Parameter at time ¢, which is initialized to 0. In addition, u, o are
two hyperparameters, representing the impulse coefficient and learning rate,
respectively.

For a single image, which consists of n x H x W features, the number of
parameters introduced by BEAA is 3nHW. Compared to 3 parameters for
layer-wise approximate activation, and 3n parameters for the element-wise ap-
proximate activation, the number of parameters for the element-wise approxi-
mate activation increases sharply, leading to significant increase in training and
inference time. Thanks to the element-wise data packing, which concurrently
packs large batch images, BEAA can perform inference on large batch encrypted
images in parallel, so that the share-out cost for one single image is competitive.

5 Activation polynomial training based on knowl-
edge distillation

The activation polynomials in BEAA are parametric, which are obtained from
data training. To further improve the approximate accuracy, knowledge dis-
tillation technology is introduced for the training processing. Specifically, the
mechanism of knowledge distillation [30, 4] is that the student model learns
the knowledge output of the teacher model through knowledge distillation to
improve its generalization ability and prediction accuracy.

In this paper, the teacher model refers to the optimized SqueezeNet in
HEMET [23] with two Fire modules using ReLU activation function. The
teacher model is the normal training of our model in plaintext. After the data
is calculated by each layer of neural networks, the probability of the training
data for each classification label is predicted by the Softmaxz function. By
comparing the classification results with the original labels, the final loss of
the neural network prediction can be obtained. And then, the model parame-
ters are iteratively trained according to back propagation and gradient descent
algorithm.

The obtained teacher model after training is used to guide the training of
the student model. The knowledge of the teacher model is transmitted to the
student model in the form of distillation loss. In this paper, the student model
refers to the optimized SqueezeNet that uses trainable polynomials instead of
ReLU. As shown in Figure[f] both the soft target and the hard label (real label)
are used to instruct the training of the student model, so that the generalization
performance and prediction accuracy of the student model are improved.

Knowledge distillation controls the uniformity of the output probability dis-
tribution by introducing a temperature coefficient T in the Softmaxzx layer.
When T = 1, the hard target prediction represents the probability distribution
output using the standard Softmaz function, and the cross entropy between
the hard target prediction and the hard label is called the hard label loss. When
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Figure 5: The model training with knowledge distillation.

T>1, the probability distribution of the Softmax function output will be more
uniform, and this output is called soft target prediction. The cross entropy
between the soft target predictions of the teacher model and that of the stu-
dent model is called the distillation loss. The final loss is a weighted average
of the two losses, which is computed as the sum of aT? times the distillation
loss and (1 — «) times the hard label loss, where the parameter « represents the
distillation intensity.

6 Experiments and analysis

6.1 Experiment setup

Environments. In this work, one server is involved for all experimental tests.
Specifically, the CPU of the server is Intel (R) Core (TM) i9-10900X with 10
cores and 256GB RAM memory. Neural networks are trained using the Ten-
sorFlow framework [I]. Based on the Microsoft SEAL library [28], the data is
encrypted by the FHE algorithm RNS-CKKS [9]. In order to ensure that all
ciphertext can reach the 128-bit security level in PPNN, the ring polynomial
degree N is 32,768, and the coeffcient modulus ¢ is 720-bit.

Dataset. The CIFAR-10 dataset [29] and OCTID dataset[I5] were used during
the experiments. CIFAR-10 is a data set with ten categories, a total of 60,000
images, including 10,000 test data sets, and the size of each image is 3 x 32 X
32. The OCTID dataset is a cross-sectional image of the retina obtained by

11



Optical Coherence Tomography (OCT). A total of 572 images were included,
including 208 normal (NORMAL) retinal images and 4 different retinopathy
scanning image samples: 57 Age-related Macular Degeneration (AMD) images,
104 Central Serous Retinopathy (CSR) images, 109 Diabetic Retinopathy (DR)
images, and 104 Macular Hole (MH) images. Before the experiments, all images
were adjusted from the original 500 x 750 features to 112 x 112 features. Due
to the small sample size in the data set, in order to avoid overfitting linearity,
we processed the images in the data set by rotation, cutting, scaling and other
processing to increase the number of samples and improve the generalization
performance of the model. Finally, 22800 processed images were obtained. 60%
of the final data set is used for training, 10% for validity testing, and 30% for
testing. Different types of pathological images are evenly distributed to the
training, verification and test data sets to ensure good data distribution.
Data Packing. Given M plaintext input images, assume that each image
is composed of H x W features; and the number of channels for each image
is n. The element-wise data packing performed for element-wise approximate
activation, which packs the features of a specific channel in a large batch of
images together to form a plaintext. Thus, H x W x C data can be obtained.
In addition, the channel-wise data packing method, which packs each channel
of each image into a ciphertext, is used for both layer-wise and channel-wise
approximate activation. Thus, M x n ciphertext data can be obtained. Then,
the fully homomorphic encryption algorithm RNS-CKKS is used to encode and
encrypt the packed data to obtain the ciphertext data.

Neural Networks. The network model adopted in this work is optimized
SqueezeNet in HEMET [23], as shown in Figure [6a] It is an optimized model
structure from SqueezeNet, with four layers of Conv module, two layers of Fire
module and three layers of Pool module. The structure of each Conv module
is shown in Figure [6D] including a convolution layer, an approximate activation
layer and a batch normalization layer. The number of output channels of the
Conv4 module determines the final output channel number of the model. The
setting of the output channel number is related to the experimental task and
the data type. If it is a 10-category task, the number of output channels is set
to 10, and if it is a 5-category task, the number of output channels is adjusted
to 5. The Fire module consists of two distinct types of convolutional layers:
the squeeze layer and the expand layer. The squeeze layer utilizes smaller 1 x 1
convolutional kernels to compress the channel dimension of the input feature
maps, thereby reducing computational costs. Following the squeeze layer is the
expand layer, which is composed of 1 x 1 and 3 x 3 convolutional layers. The
1 x 1 convolutional layer is responsible for expanding the channel dimension
of the input feature maps, while the 3 x 3 convolutional layer performs spatial
convolutions along the channel dimension to enhance feature representation.
The Pool module in the network uses the average pooling. In particular, Pool3
uses global average pooling, which computes the average value of the entire
input feature map.

Homomorphic Privacy-Preserving. As discussed before, the packed data
is encrypted by fully homomorphic encryption algorithm RNS-CKKS. The net-
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Figure 6: Optimized SqueezeNet model and its internal modules.

work training is executed over the plaintext, and the inference is executed over
the encrypted data. Therefore, the above Conv module, Fire module and Pool
module are performed homomorphically. Except the activation layers, the other
layers refer to linear computation, which can be realized by homomorphic ad-
dition Add, homomorphic scalar multiplication C'Mwult, homomorphic multi-
plication Mwult and homomorphic rotation Rot discussed in Section III.A. As
the activation layers are non-linear, homomorphic operations cannot be used
directly. Therefore, the activation polynomials after training in Section V are
used to approximate ReLU.

6.2 Analysis

The inference time and accuracy of optimized SqueezeNet in Figure [6] are com-
pared and analyzed, when different approximate activation methods are used.
As existing schemes use different neural networks for different classification
tasks, we adopted the layer-wise method in [23] I3] and channel-wise method
in [31], 24] to approximate ReLU in optimized SqueezeNet for comparison. The
activation functions used in the model include: ReLU, 2-degree trainable poly-
nomials by layer-wise, channel-wise and element-wise approximations. Two data
training methods are: with and without Knowledge Distillation (KD). All ex-
periments are repeated 10 times. After removing the largest and the smallest,
the remaining experimental results are averaged.

Firstly, the inference experiments of CIFAR-10 data set are carried out.
When a large batch of images are packed by the element-wise data packing
method, the batch size is 4096. As shown in Table[I} the accuracy of the model
activated by ReLU reaches about 87.3%. When approximate activation is used,
the inference accuracy decreases on different degrees. When layer-wise, channel-
wise and element-wise approximate activation are used, the inference accuracy
of the PPNN gradually increases, indicating that the finer the granularity is, the
less approximate error is. Based on the channel-wise and element-wise schemes,
knowledge distillation assisting activation function training can further improve
the inference accuracy. In total, with element-wise approximate activation and
knowledge distillation, the accuracy enhances by 1.65% compared with the cur-
rent most efficient channel-wise method.

In terms of inference time, it is much longer in PPNN than in plaintext
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Table 1: The inference accuracy and time of optimized SqueezeNet using differ-
ent approximate activation methods over the encrypted CIFAR-10 dataset.

Scheme Inference time (s) Inference accuracy
ReLU 0.43 87.28%
Layer-wise [23] [13] 159.8 83.35%
Channel-wise [31, 24] 160.2 84.76%

. 3131.5(Total)

Element-wise (BEAA) 0.764 (Amortized) 85.17%
Channel-wise with KD 159.6 86.23%
Element-wise with KD 31347 (Total) 86.41%

0.765 (Amortized)

Table 2: The inference accuracy and time of optimized SqueezeNet using differ-
ent approximate activation methods over the encrypted OCTID dataset.

Scheme Inference time(s) Inference accuracy
ReLU 0.85 93.51%
Layer-wise [23] [13] 306.3 89.42%
Channel-wise [3T], 24] 306.6 90.83%

5743.8 (Total)

Element-wise (BEAA) 1.40 (Amortized) 91.24%
Channel-wise with KD 306.5 92.36%
Element-wise with KD > 413 (Total) 92.47%

1.40 (Amortized)

ReLU, as inferences are carried out over the ciphertext encrypted by FHE.
When using layer-wise and channel-wise approximate activation, the inference
time per one image is about 160 seconds. After using BEAA, the inference time
is significantly longer, exceeding 3130 seconds. Fortunately, it is for a large
batch of images (i.e., 4096 images) in the experiments. The inference time for
each image is relatively low, only about 0.5% compared with the current most
efficient channel-wise method.

Then the inference experiments of OCTID dataset are carried out. Similarly,
the selected batch size is 4096. Experimental results are shown in Table[2] which
are consistent with Table [l Compared with CIFAR-10 dataset, the inference
accuracy of each class is higer, as OTCID is a 5-category dataset.

In theory, as RNS-CKKS supports N/2 ciphertext slots, when the size of
pack is no more than N/2, the total inference time for element-wise approximate
activation is roughly the same. We test the total inference time when the batch
size is 1024, 2048, 4096 and 8192, as shown in Figure There is a small range
of time difference, mainly due to the time on reading in the large batch of images.
However, the amortized time for each image decreases with the increase of the
batch size, as shown in Figure [Tb] Obviously, when the batch size is bigger,
the utility ratio of ciphertext slots is higher. The best amortized time can be
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Figure 7: The total and amortized inference time when the batch size increases.

Table 3: The number of parameters and activation calculations using different
approximate activation methods.

Scheme Number of parameters Number of activation calculations
Layer-wise 3 n
Channel-wise 3n n
Element-wise 3nHW nHW

obtained when the slots are fully occupied. Compared with other approximate
activation methods, the inference time for each image is proved to be highly
competitive.

Given a single image, assume that it consists of n x H x W features, then
the number of parameters introduced by element-wise approximate activation is
3nHW  which is high when compared to 3 parameters in layer-wise approximate
activation, and 3n parameters in channel-wise approximate activation. The
number of activation functions of the element-wise approximate activation is
the same as the number of output features (i.e., n HW), which is also high when
compared with that in layer-wise and channel-wise approximate activation (i.e.,
n). However, the polynomial parameters are usually trained offline, thus these
shortages are tolerable, especially considering that a large batch of images are
inferred at the same time, leading to a much shorter amortized inference time
for each image (i.e., 0.765s for the CIFAR-10 dataset and 1.4s for the OCTID
dataset).

7 Conclusion
With deep neural networks widely adopted by numerous applications for med-
ical data analysis, significant concerns arises around user privacy. As a result,

Privacy-Preserving Neural Networks (PPNN) have attracted extensive research
attention. By allowing computations to be performed directly on encrypted
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data, Fully Homomorphic Encryption (FHE) has been recognized as a key tech-
nique to enable PPNN. However, as FHE does not support non-linear computa-
tions, most existing FHE-enabled PPNN studies adopt polynomials to approxi-
mate non-linear functions, which often leads to inference accuracy drops due to
approximation errors. In order to improve the model accuracy, a Batch-oriented
Element-wise Approximate Activation (BEAA) scheme is proposed in this pa-
per, where each feature element in the activation layer is separately trained by
one polynomial. When compared to state-of-the-art FHE-enabled PPNN stud-
ies, this finer-grained approximation improves the inference accuracy by 1.65%.
In addition, as the proposed scheme supports concurrent inference for a large
batch of images, the amortized inference time for each image is very competi-
tive, which takes only 0.5% of the inference time of the current most efficient
channel-wise approach. Furthermore, when the batch size increases, the utility
ratio of ciphertext slots is improved, resulting in a further reduced amortized
inference time.
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