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ABSTRACT

Watermarking is a tool for actively identifying and attributing the images generated by latent diffusion
models. Existing methods face the dilemma of image quality and watermark robustness. Watermarks
with superior image quality usually have inferior robustness against attacks such as blurring and
JPEG compression, while watermarks with superior robustness usually significantly damage image
quality. This dilemma stems from the traditional paradigm where watermarks are injected and
detected in pixel space, relying on pixel perturbation for watermark detection and resilience against
attacks. In this paper, we highlight that an effective solution to the problem is to both inject and
detect watermarks in the latent diffusion space, and propose Latent Watermark with a progressive
training strategy. It weakens the direct connection between quality and robustness and thus alleviates
their contradiction. We conduct evaluations on two datasets and against 10 watermark attacks. 6
metrics measure the image quality and watermark robustness. Results show that compared to the
recently proposed methods such as StegaStamp, StableSignature, RoSteALS, and TreeRing, LW not
only surpasses them in terms of robustness but also offers superior image quality. Our code will be
available at https://github.com/RichardSunnyMeng/LatentWatermark.

Keywords Latent diffusion model, Watermark, Latent space

1 Introduction

Recently, latent diffusion models Nichol et al. [2022], Rombach et al. [2022], Gu et al. [2022] are developing rapidly
and have made many important breakthroughs in high-fidelity image generation. Trained on a large-scale dataset, a
latent diffusion model can generate images with high resolution and quality according to text descriptions Rombach
et al. [2022]. By efficient and effective fine-tuning Hu et al. [2021], some methods can generate images on specific
scenarios and subjects. Besides open-source models, many online platforms also provide similar services to the public.
While bringing convenience to our daily lives and work, they inevitably bring information security risks to our society.
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Figure 1: The performance of image quality and watermark robustness on MS-COCO 2017 captions Lin et al. [2014]
for TreeRing Wen et al. [2023], StableSignature (S.Signa., 48 bits) Fernandez et al. [2023], RoSteALS (56 bits) Bui
et al. [2023], and StegaStamp (S.Stamp, 56 bits) Tancik et al. [2020], as well as our proposed Latent Watermark (48 bits,
56 bits, and 64 bits). The numbers in parentheses are the bit lengths. (a) The radar chart. (b) The overall performance of
image quality. (c) The overall performance of watermark robustness (d) The overall performance of image quality and
robustness. The metrics for image quality include FID, SSIM, NIQE, and PIQE. The metrics for robustness include
BitACC and TPR@0.01FPR under destructive, constructive, and reconstructive attacks. Please see Sec.4.1 for more
details about the results.

For example, some individuals use diffusion models to fabricate fake news, creating social panic and disrupting social
order Barrett et al. [2023]. And some people create and spread rumors to defame the reputation of others. Methods that
can identify images generated by latent diffusion models and determine their sources are urgently needed.

There are two main routes for identifying generated images, i.e. passive identification and active identification Raja
[2021]. Passive identification methods learn and extract forgery traces left by generators in spatial or frequency domain
Wang et al. [2020], Qian et al. [2020], Chai et al. [2020]. However, they usually cannot accurately identify generators
unseen in training sets Corvi et al. [2023], Lorenz et al. [2023], Ricker et al. [2023]. Besides, they cannot attribute
users who access the services to generate images. In contrast, active identification injects an invisible watermark into
generated images before releasing them Fernandez et al. [2022], Tancik et al. [2020], Xiong et al. [2023], Nguyen et al.
[2023], Bui et al. [2023], Fernandez et al. [2023], Zhao et al. [2023a], Wen et al. [2023]. The watermarks, usually in
the form of multi-bit messages, can help to identify generated images (identification task) and attribute their sources
(attribution task) He et al. [2020], Zhong et al. [2020], Fang et al. [2022], Qin et al. [2024], Li et al. [2024]. The
watermarking methods for latent diffusion models are attracting more and more attention.

Existing watermarking methods for latent diffusion models can be classified into three categories, i.e. executing
watermark algorithms before Fernandez et al. [2023], during Nguyen et al. [2023], Wen et al. [2023], and after
generating images Tancik et al. [2020], Bui et al. [2023]. A good watermarking method should satisfy strong robustness
and high image quality. Strong robustness helps resist attacks from intentional and unintentional damages. High image
quality can alleviate the concerns among model developers regarding its potential negative impact on their generative
models, thereby encouraging the widespread application of the method. The injection of watermarks should be done in
an imperceptible manner and should not change or even limit the generation ability of vanilla models. However, existing
methods often exhibit a trade-off between image quality and watermark robustness. We evaluate four recently proposed
methods that have been reported to have good performance, i.e. SteagStamp Tancik et al. [2020], StableSignature
Fernandez et al. [2023], RoSteALS Bui et al. [2023] and TreeRing Wen et al. [2023]. Image quality is assessed using
metrics such as FID, SSIM, NIQE, and PIQE. Robustness is assessed using metrics such as BitACC and TPR@0.01FPR
under 10 attacks covering the destructive, constructive, and reconstructive attacks. We plot the radar chart on these
metrics and show their overall performance in Fig.1. Please refer to Sec.4.1 for more details about the results. It can be
seen that SteagStamp and RoSteALS show better robustness but worse image quality, while StableSignature shows
a better image quality with worse BitACC and TPR@0.01FPR under the attacks. TreeRing injects watermarks into
the sampled Gaussian noise, significantly changing the content of generated images compared to the vanilla ones and
failing to achieve satisfactory robustness. And its detection method is difficult to attribute users, limiting its utility in
certain scenarios.

We highlight that the dilemma stems from the watermarking paradigm where watermarks are injected and
detected in pixel space, which is used by most of existing methods Fernandez et al. [2022], Tancik et al. [2020], Xiong
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et al. [2023], Nguyen et al. [2023], Bui et al. [2023], Fernandez et al. [2023], Zhao et al. [2023a]. The paradigm guides
watermarking models to inject watermarks in a manner of pixel perturbation. When the magnitude of this perturbation
is small, it is not enough to resist various attacks. When the magnitude is large, image quality is severely affected.
Although TreeRing Wen et al. [2023] does not rely on this manner, it places higher requirements on the precise forward
and backward diffusion processes, which in turn increases the difficulty of watermark robustness.

In this paper, we propose Latent Watermark (LW) to watermark and detect images generated by latent diffusion models
in latent space. Our motivation is that if watermarks are injected and detected in latent diffusion space, we can
avoid directly relying on pixel perturbation for watermark detection and resilience against attacks. It weakens
the correlation between image quality and watermark robustness with latent encoders and decoders. However, our
experiments reveal that injecting and detecting watermarks using LW with a high image quality and robustness is not
easy. We find that the way to train the watermarking model will seriously affect its performance. Therefore, a three-step
progressive training strategy is proposed to train the watermark-related modules from local to global while freezing
the weights of the vanilla model. We evaluate the performance of our methods and the previous 4 methods using the
captions collected from MS-COCO 2017 Lin et al. [2014] and Flickr30k Young et al. [2014] datasets. 6 metrics are
measured in the experiments, including FID, SSIM, NIQE, and PIQE for evaluating image quality, and BitACC and
TPR@0.01FPR for evaluating watermark robustness under 10 attacks. The attacks cover the destructive, constructive,
and reconstructive attacks. The results illustrate that our method has better robustness and image quality compared to
other methods, significantly alleviating the trade-off between them as shown in Fig.1. We also study the effectiveness
of each training step, the position for watermark injection, and the size of training data on the performance of LW.
Extensive discussions are also conducted. In summary, the contributions of this paper are as follows.

• We highlight that injecting and detecting watermarks in pixel space explains why previous methods cannot
resist various attacks while retaining high image quality. It inspires us to think about whether watermarks can
be injected and detected in latent diffusion space.

• We propose Latent Watermark (LW) to both inject and detect watermarks in latent diffusion space. Further, a
progressive training strategy is proposed to train the watermarking modules with high performance.

• We conduct evaluations using the captions from MS-COCO and Flickr30k datasets. 10 attacks from three
categories are applied to the watermarked images. Based on 6 metrics, the results demonstrate that LW can
inject more robust watermarks with higher image quality.

2 Related Work

2.1 Latent Diffusion Model

Diffusion probabilistic models Sohl-Dickstein et al. [2015], Ho et al. [2020] are proposed to learn a data distribution
p(x̃) from a real distribution q(x) by the Markov forward and backward diffusion process. Specifically, they train
a noise predictor ϵθ(x̃t, t) to generate an image x̃0 from a sampled Gaussian noise x̃T by estimating the noises and
performing denoising for T steps. In order to speed up the generation process, Song et al. propose Denoising Diffusion
Implicit Model (DDIM) Song et al. [2020] to reduce the standard 1000-step denoising process to fewer, usually 50 steps.
To reduce computational resource requirements while retaining the quality, Latent Diffusion Model (LDM) Rombach
et al. [2022] performs the diffusion process in a latent space and becomes a standard paradigm for image generation
using diffusion models Nichol et al. [2022], Rombach et al. [2022], Gu et al. [2022]. LDM performs denoising in the
latent space with lower resolution and then uses a latent decoder Dec(·) to generate human-understandable images with
higher resolution:

x̃ = Dec(z̃0)

z̃t−1 =
1

√
αt

(
z̃t −

1− αt√
1− αt

ϵθ(z̃t, t)

)
(t = 1, 2, ..., T )

(1)

where αt = 1 − βt, αt =
∏t

i=1 αi and β ∈ (0, 1) is a scheduled noise variance. For training the noise predictor
ϵθ(z̃t, t) in the latent space, LDM also includes a latent encoder Enc(·) to encode training images. In this paper, Stable
Diffusion (SD) Rombach et al. [2022], a classic model implementation for LDM, is used to introduce and evaluate our
watermarking method. The shape of z̃t and x̃ is (4, 64, 64) and (3, 512, 512) respectively.

2.2 Watermarks for Latent Diffusion Models

Watermarking methods typically inject information as a series of bits within generated images in a subtly or imperceptibly
manner. It allows for the determination of whether an image is generated and by which user through the detection of
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this injected information. For latent diffusion models, the methods can be classified into three categories according to
the order of watermark algorithm execution and image generation.

Execute watermark algorithms before generation. The methods allow diffusion models to directly generate watermarked
images without introducing any other modules. Zhao et al. Zhao et al. [2023a] train unconditional or class-conditional
models using watermarked training images, and generate watermarked images using a trigger prompt for text-conditional
models. StableSignature Fernandez et al. [2023] roots a watermark into model weights by training a message encoder-
decoder and fine-tuning the diffusion model. Once training is completed, both methods cannot change the injected
messages.

Execute watermark algorithms during generation. Stable Messenger Nguyen et al. [2023] embeds an encoded bit
message into latent diffusion space and decodes it from generated images. The work Xiong et al. [2023] carefully
designs the fusion method for encoded messages and latent images. It also proposes a secure mechanism that can
overcome watermark injection escape caused by simply commenting out the codes. As the most fundamental difference
from our method, they both detect watermarks in pixel space via training another decoder. TreeRing Wen et al. [2023]
directly writes messages in the spectrum of sampled noises and detects the messages by Gaussian noising and spectral
transformation. However, it fails to attribute users, limiting its application scenarios. The proposed LW belongs to this
category.

Execute watermark algorithms post generation. Given a generated image, the methods generate a generator-independent
watermark and inject it into the image. StegaStamp Tancik et al. [2020] follows this way and adopts many augmentation
methods in the training stage to enhance its robustness. Inspired by self-supervised learning, Fernandez et al. Fernandez
et al. [2022] propose SSL-Watermarking to optimize an invisible watermark image-by-image and detect it by estimating
vector cosine angles. RoSteALS Bui et al. [2023] encodes input images into a latent space by a well trained autoencoder
and then injects encoded messages. Same as Nguyen et al. [2023] and Xiong et al. [2023], the methods also detect
watermarks in pixel space via training another decoder.

2.3 Watermark Attacks

The purpose of watermark attack experiments is to evaluate the robustness of watermarking methods when faced with
malicious or unintentional image corruptions in practice. The common attacks can be classified into three categories,
i.e. destructive attacks, constructive attacks and reconstructive attacks Zhao et al. [2023b]. Destructive attacks include
brightness distortion, contrast distortion, JPEG compression and Gaussian noising. Constructive attacks mainly include
some denoising algorithms using Gaussian kernels or Block-Matching and 3D filtering (BM3D) Dabov et al. [2007].
Recently, Zhao et al. propose reconstructive attacks Zhao et al. [2023b] to erase watermarks. They use an image
reconstruction model, such as a diffusion model or a variational autoencoder, to encode semantic features of an image
and regenerate it. The work highlights that a simple reconstruction model can erase watermarks injected by most
existing methods.

3 Methods

3.1 Threat Model

There are three agents involved in our threat model, i.e. a service provider, a user and a regulator. Owning a latent
diffusion model, the service provider provides image generation services to the public through an API. The generated
images are watermarked before being released. Given a text description, the user calls the diffusion model through the
API to obtain generated images. The regulator, from the service provider or government departments, completes the
following two tasks by detecting watermarks:

• Identification: Determine whether an image is generated by the service provider.

• Attribution: Determine which user generates the image through the API.

The difference between the two is that the latter requires an exact match of bits. Due to unintentional and intentional
damages, there are differences in image quality between generated and detected images but the contents of detected
images can still be accurately understood by humans. We formally summarize the threat model as follows. We denote x̃
as a generated image, distinguished from a real image x.

• Service Provider: She owns a latent diffusion model ϵθ and provides an API to the public to generate images
watermarked by an algorithm T . T injects identity information in bit form into generated images while
maintaining image quality so that it cannot be perceived by users.
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Figure 2: The proposed methods. (a) The structure of LW. (b) The three-step progressive training strategy. M : n-bit
messages. z(l): l-th channel of latent image z.

• User: She obtains an image x̃ conditioned on a text description c through the API. x̃ can be changed into x̃′ by
common attacks as mentioned in Sec.2.3. And humans have a consistent understanding of x̃ and x̃′.

• Regulator: Given T , the regulator tries to identify and attribute x̃′.

3.2 Latent Watermark

Fig.2 (a) shows the structure of LW. LW is composed of a message encoder EncM (·), a message coupler C(·, ·), a
message decoupler DC(·) and a message decoder DecM (·). Besides, a latent diffusion model, including a latent
encoder Enc(·), a noise predictor ϵθ(z̃t, t) and a latent decoder Dec(·), is also needed.

In the stage of injecting watermarks, given a n-bit message, EncM (·) first encodes it into the latent space. Then, C(·, ·)
fuses the latent image z̃ from ϵθ(z̃t, t) with the encoded message to obtain z̃′. Next, z̃′ is decoded by Dec(·) to generate
an image x̃. The injecting process can be expressed as Eq.2:

x̃ = Dec (C(z̃, EncM (M))) (2)

where M ∈ {0, 1}n is a n-bit message. In the experiments, we find that choosing different channels to fuse messages
will bring different performance. According to the results in Tab.3, we design C(·, ·) to fuse the first channel of z̃ with
the encoded messages, as shown in Fig.2 (a) and Eq.3:

z̃′ = C(z̃, EncM (M))

= C(z̃(0), EncM (M))⊕ z̃(1) ⊕ z̃(2) ⊕ z̃(3)
(3)

where ⊕ is concatenation along the channel dimension and z̃(l) is l-th channel of z̃ (l = {0, 1, 2, 3}). EncM (M) has
the same shape with z̃(l).

In the stage of detecting watermarks, Enc(·) is used to encode an image x̃′ into the latent space. Then DC(·) decouples
the encoded message from the first channel of the latent image. Finally, DecM (·) outputs the decoding result in bit
form. The detecting process can be expressed as Eq.4:

M ′ = DecM

(
DC(z̃′(0))

)
z̃′ = Enc (x̃′)

(4)

where M ′ ∈ {0, 1}n is the decoded message.
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3.3 Three-Step Progressive Training Strategy

As pointed out in Sec.1, the strategy to train LW is the key to obtain working performance. Here, we propose a
progressive training strategy. Experiments in Sec.4.3 show that without it, watermark injection and image quality
maintenance cannot be reached at the same time. As shown in Fig.2 (b), the training strategy includes three steps, i.e.
pre-training the message encoder and decoder, pre-training the message coupler and training the model formally. For
the purpose of efficiency, z from training images encoded by Enc(·), rather than z̃ from ϵθ(z̃t, t), is used in the training
stage.

Step 1: Pre-train the message encoder and decoder. In this step, the encoded messages are input into the message
decoder directly to train them in the self-supervision paradigm. The loss function in this step is L1 in Eq.5:

L1 =
1

B · n

B−1∑
i=0

n−1∑
k=0

(
Mk

i −Mk
i

′)2
(5)

where Mi ∈ {0, 1}n is the i-th randomly generated message, Mk
i is k-th bit of Mi and B is the batch size. When the

exponential moving average of Bit Accuracy is higher than the threshold τ1, the step ends.

Step 2: Pre-train the message coupler. LW is expected to inject watermarks with minimizing any impact on image
quality. Therefore, optimizing the parameters of the modules should be started from the initial state, i.e., outputting the
same images as the vanilla model regardless of encoded messages. In this step, the coupler will be pre-trained as an
identity mapping of latent images. The loss function L2 can be expressed as Eq.6:

L2 =
1

|D|
1

WH

∑
i∈D

||zi(0) − z′i(0)||
2
2 (6)

where D is the training batch with the batch size |D|, W and H are the width and height of zi, and z′i is obtained using
the same method outlined in Eq.3. When L2 is lower than the threshold τ2, the step ends.

Step 3: Train the model formally. In this step, three loss functions, i.e. Lz , LI and LM , are used to train all the
watermark-related modules. As shown in Eq.7, Lz has the same form as Eq.6 and measures the L2 distance of latent
images before and after message coupling:

Lz =
1

|D|
1

WH

∑
i∈D

||zi(0) − z′i(0)||
2
2. (7)

And LI measures the visual similarity between images before and after injecting watermarks as shown in Eq.8:

LI =
1

|D|
∑
i∈D

LPIPS(xi, Dec(z′i)) (8)

where LPIPS(·, ·) is a commonly used method for visual similarity evaluation Zhang et al. [2018]. Inspired by Nguyen
et al. [2023], we supervise the message encoding and decoding by Eq.9:

LM =


1

|D| · n
∑
i∈D

n−1∑
k=0

(
Mk

i −Mk
i

′)2
if BitACC < τ3

1

|D|
∑
i∈D

log

(
n−1∑
k=0

exp (Mk
i −Mk

i

′
)2

)
otherwise

(9)

where BitACC represents Bit Accuracy and τ3 is a threshold. When Bit Accuracy is high, the regression loss for bits
is small and Eq.9 can help enhance the magnitude of the supervision signal. Finally, the loss function of Step 3 can be
expressed by Eq.10:

L3 = α1Lz + α2LI + α3LM (10)
where α1, α2 and α3 are the weighting coefficients. The latent diffusion model is frozen throughout the three steps.

4 Experiments, Results and Discussions

4.1 Experiment Setup

4.1.1 Datasets

Three datasets are used to train and evaluate LW. For training LW, 50,000 images are used. They are all randomly
sampled from LAION-Aesthetics-5+ Schuhmann et al. [2022], which has 600M image-text pairs with predicted
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Table 1: The results on image quality and watermark robustness for previous methods and ours. D. Avg.: the average
results on the destructive attacks. C. Avg.: the average results on the constructive attacks. R. Avg.: the average results
on the reconstructive attacks. Avg.: the average results on all the attacks. B.: Bit Accuracy (%). T.: TPR@0.01FPR (%).
S.Signa.: StableSignature. S.Stamp: StegaStamp. The numbers in parentheses are the bit lengths. Mark indicates that
the metrics of our method are better than or equal to the ones of the previous methods. Underline indicates the best
results of the previous methods.

Method
Untouched watermarked images D. Avg. C. Avg. R. Avg. Avg.

FID↓ SSIM↑ NIQE↓ PIQE↓ B. T. B. T. B. T. B. T. B. T.

MS-COCO 2017 Evaluation Lin et al. [2014]

TreeRing 26.38 0.02 13.05 11.95 - 97.40 - 48.30 - 43.77 - 38.20 - 44.67
S.Signa. (48) 25.75 0.92 12.77 10.98 99.45 100.0 58.65 25.71 68.19 49.36 59.83 34.82 60.91 33.17
RoSteALS (56) 35.60 0.93 15.81 44.35 96.69 94.69 84.84 88.45 96.57 95.25 85.10 74.07 87.26 85.50
S.Stamp (56) 25.37 0.95 16.91 11.33 96.98 94.69 83.86 78.11 96.54 95.21 94.27 95.33 89.52 86.69

Ours (48) 24.59 0.97 12.12 10.11 99.93 100.0 91.66 98.29 98.78 100.0 98.10 99.99 95.02 99.14
Ours (56) 24.53 0.95 12.33 9.86 99.89 100.0 92.41 96.70 98.94 100.0 98.20 100.0 95.45 98.35
Ours (64) 24.59 0.95 12.33 10.01 99.95 100.0 92.13 97.45 98.49 100.0 98.19 99.99 95.22 98.72
Ours (128) 24.59 0.96 12.16 10.14 99.45 100.0 85.94 96.38 96.24 100.0 93.66 99.96 90.32 98.18

Flickr30k Evaluation Young et al. [2014]

TreeRing 37.03 0.02 13.48 10.42 - 89.10 - 49.26 - 40.59 - 42.74 - 45.57
S.Signa. (48) 36.89 0.93 13.15 10.52 99.69 100.0 58.62 25.51 68.84 50.10 59.99 36.51 61.07 33.73
RoSteALS (56) 42.01 0.93 16.31 44.98 96.49 94.60 84.80 88.37 92.90 88.22 93.37 94.68 88.99 90.23
S.Stamp (56) 36.70 0.95 17.49 11.01 96.96 94.66 84.45 79.68 96.56 95.09 94.21 94.63 89.80 87.25

Ours (48) 35.52 0.97 12.43 9.57 99.96 100.0 93.62 98.34 98.44 100.0 98.73 99.98 96.12 99.16
Ours (56) 35.92 0.96 12.66 9.19 99.92 100.0 93.78 97.00 98.48 100.0 98.85 100.0 96.24 98.50
Ours (64) 35.49 0.95 12.64 9.40 99.97 100.0 92.70 97.65 98.39 100.0 98.74 99.99 95.65 98.82
Ours (128) 35.30 0.97 12.44 9.52 99.84 100.0 86.54 96.40 96.12 100.0 94.94 100.0 90.98 98.20

aesthetics scores of 5 or higher and is the training set for Stable Diffusion Rombach et al. [2022]. For evaluating LW
and other methods, we randomly sample 5,000 captions from two datasets respectively, i.e. MS-COCO 2017 (COCO)
Lin et al. [2014] and Flickr30k Young et al. [2014], to generate images. The captions from COCO are all sampled in the
evaluation subset.

4.1.2 Watermark Baselines

Four recently proposed watermarking methods are used as our baselines for comparison, i.e. StegaStamp Tancik et al.
[2020], StableSignature Fernandez et al. [2023], RoSteALS Bui et al. [2023] and TreeRing Wen et al. [2023]. For
StegaStamp, RoSteALS, and StableSignature, the official codes and checkpoints are used to report the results. The
numbers of message bits for the three methods are 56, 56, and 48 respectively. For TreeRing, we follow the settings
suggested by Wen et al. [2023] using the official codes, and inject the watermark with a ring radius of 10.

4.1.3 LW Structure

For the message coupler, a U-net is used to fuse latent images and encoded messages. It has the same structure as the
noise predictor ϵθ in Stable Diffusion except for the cross-attention modules. For the message decoupler, another U-net
which has the same structure with the coupler is used to decouple encoded messages from latent images. The default
methods are used to initialize the parameters of the decoupler. For the message encoder, four fully connected layers are
used to map messages into the latent space. Tanh(·) is used as the activation function. For the message decoder, four
fully connected layers are used to map decoupled latent images into the form of bits. And Tanh(·) is also used as the
activation function. For outputs of the decoder, the values greater than 0 are assigned 1 and the values less than 0 are
assigned 0.
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4.1.4 LW Training

AdamW Loshchilov and Hutter [2018] is used to optimize the model. For the message encoder and decoder, the learning
rate in Step 1 is set to 1e-4 and in Step 3 is 1e-5. For the message coupler and decoupler, the learning rate in Step 2 is
set to 1e-3 and in Step 3 is 1e-5. τ1, τ2 and τ3 are set to 0.990, 0.045 and 0.900. α1, α2 and α3 are set to 1.5, 1.0 and
1.0 respectively. The batch size is 2. In Step 3, after the exponential moving average of Bit accuracy reaches 99.00%,
we proceed to train the model for one more epoch and then terminate the training process. No data augmentation or
noise layer is used during training. The latent diffusion model used in the experiments is Stable Diffusion v1.4. DDIM
sampler Song et al. [2020] is used in the generation process and the sampling step is 50.

4.1.5 Attack Methods

The following 10 attacks are used for robustness evaluation in our experiments.

• Destructive attacks: Brightness distortion, contrast distortion, JPEG compression, Gaussian noising, and
Cropping&Resizing.

• Constructive attacks: Gaussian denoising and BM3D denoising Dabov et al. [2007].

• Reconstructive attacks Zhao et al. [2023b]: SD (v2.1) Rombach et al. [2022], VAE-Cheng Cheng et al. [2020]
and VAE-BMSHJ Ballé et al. [2018].

The distortion factors of brightness and contrast are set to 0.1. The quality factor of JPEG is set to 0.1. The standard
deviation of Gaussian Noising is set to 1.0. These options are significantly more challenging than existing studies Tancik
et al. [2020], Bui et al. [2023], Wen et al. [2023], Fernandez et al. [2023], Zhao et al. [2023b]. For Cropping&Resizing,
each image is cropped proportionally along its side and re-scaled to its original size. The proportion is set to 50%.
When the proportion is above 50%, the performance of all the methods drops drastically and we cannot distinguish
them effectively. Actually, excessive crops can seriously destroy images hence they do not often happen in daily use.
For Gaussian Denoising, the kernel width is set to 9. For BM3D, the standard deviation of noise is set to 0.9. When
the parameters of Gaussian Denoising and BM3D increase, the performance of the methods remains stable. For the
reconstructive attacks, we use the parameters recommended by Zhao et al. [2023b].

4.1.6 Evaluation Metrics

For image quality, two reference-based metrics, i.e. Frechet Inception Distance (FID) and Structural Similarity Index
Measure (SSIM), and two no-reference metrics, i.e. Natural Image Quality Evaluator score (NIQE) Mittal et al. [2013]
and Perception-based Image Quality Evaluator score (PIQE) Venkatanath et al. [2015], are used. FID measures the
distribution difference between 5,000 real images and 5,000 generated images. The real images are from COCO or
Flickr30k and have the corresponding captions used for generation. SSIM measures the similarity between watermarked
images and vanilla ones. NIQE and PIQE measure the perceptual quality of images based on the statistical properties
of natural images and human vision systems respectively. Vanilla images refer to the generated images by the same
prompts with the same diffusion model but without using watermarking methods. Image quality is evaluated on
untouched watermarked images, which suffer no attack.

For watermark robustness, True Positive Rate at 0.01 False Positive Rate (TPR@0.01FPR) is used to quantify the
performance of the identification task, and Bit Accuracy is used to quantify the performance of the attribution task.
Following Fernandez et al. [2023] and Zhao et al. [2023b], we define TPR@0.01FPR as the identification accuracy
using the thresholds when the theoretical FPR is less than 0.01, assuming that the matching or mismatching of each
bit between injected and extracted messages can be treated as an i.i.d. variable and obeys the Bernoulli distribution
with parameter 0.5. The thresholds for 48, 56, 64, and 128 bits are 33, 38, 42, and 78 bits respectively. Please refer
to the supplementary material for more details about it. Bit Accuracy refers to the proportion of correctly extracted
bits. We randomly generate binary messages for each bit length, and then they are fixed across the experiments as the
ground-truth labels. For StableSignature, the official message is used, which has been fixed by the fine-tuned model.

We further evaluate the overall performance in terms of image quality and watermark robustness. First, we unify the
ranges and perform a positive transformation for FID, NIQE, and PIQE. We calculate the ratio of the metrics of vanilla
images to the metrics of watermarked images. Then, we report the average of FID (unified and transformed), SSIM,
NIQE (unified and transformed), and PIQE (unified and transformed), the average of BitACC and TPR@0.01FPR under
the three types of attacks, and the average of all the above metrics. For TreeRing, only TPR@0.01FPR is averaged. The
results have been reported in Fig.1.
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Table 2: The detailed results on the attacks on MS-COCO 2017 captions. C.&R.: Cropping&Resizing. Mark indicates
that the metrics of our method are better than or equal to the ones of the previous methods. Underline indicates the best
results of the previous methods.

Method
D. Attack C. Attack R. Attack

Avg.
Bright Contrast JPEG Noising C.&R. Avg. Gaussian BM3D Avg. SD

(v2.1)
VAE

(Cheng)
VAE

(BMSHJ)
Avg.

Bit Accuracy

TreeRing - - - - - - - - - - - - - -
S.Signa. (48) 47.59 41.95 60.60 47.11 95.99 58.65 88.95 47.43 68.19 46.73 70.96 61.81 59.83 60.91
RoSteALS (56) 95.29 95.58 91.67 73.23 68.41 84.84 96.69 96.45 96.57 68.80 92.20 94.30 85.10 87.26
S.Stamp (56) 95.18 83.09 91.97 63.77 85.28 83.86 97.16 95.91 96.54 89.20 96.80 96.80 94.27 89.52

Ours (48) 98.21 96.96 92.81 79.16 91.18 91.66 99.90 97.66 98.78 99.09 97.27 97.93 98.10 95.02
Ours (56) 98.97 97.31 92.70 79.46 93.63 92.41 99.88 97.99 98.94 99.26 97.33 98.01 98.20 95.45
Ours (64) 98.69 97.60 92.63 78.30 93.43 92.13 99.93 97.05 98.49 99.19 97.44 97.95 98.19 95.22

Ours (128) 93.06 90.88 84.10 72.40 89.26 85.94 97.37 95.10 96.24 95.13 92.77 93.08 93.66 90.32

TPR@0.01FPR

TreeRing 73.51 65.13 23.59 3.65 75.63 48.30 82.56 4.97 43.77 52.68 31.46 33.47 38.20 44.67
S.Signa. (48) 1.52 0.04 28.03 0.00 98.96 25.71 98.70 0.01 49.36 0.38 69.73 34.35 34.82 33.17
RoSteALS (56) 95.08 95.18 94.67 85.23 72.11 88.45 94.79 95.70 95.25 41.20 88.70 92.30 74.07 85.50
S.Stamp (56) 94.93 88.65 91.94 20.16 94.86 78.11 95.56 94.86 95.21 95.64 95.61 94.73 95.33 86.69

Ours (48) 99.98 99.98 99.94 93.28 98.26 98.29 100.0 100.0 100.0 100.0 99.96 100.0 99.99 99.14
Ours (56) 99.98 99.46 99.42 85.54 99.11 96.70 100.0 100.0 100.0 100.0 100.0 100.0 100.0 98.35
Ours (64) 100.0 100.0 99.98 87.36 99.92 97.45 100.0 100.0 100.0 100.0 99.96 100.0 99.99 98.72

Ours (128) 100.0 100.0 99.98 84.08 97.84 96.38 100.0 100.0 100.0 100.0 99.90 99.98 99.96 98.18

Vanilla StegaStamp RoSteALS Ours

Mean: 7.10

Mean: 5.88 Mean: 4.98

Mean: 6.56

Mean: 3.39

Mean: 4.32

Figure 3: The clean images and the images watermarked by StegaStamp Tancik et al. [2020] (56 bits), RoSteALS Bui
et al. [2023] (56 bits), and LW (56 bits). The residual images between the watermarked images and the clean images
are given, with the mean absolute pixel difference in the upper right corner.

4.2 Main Results

In Tab.1, we report an overview of image quality and watermark robustness results. From the perspective of image
quality, among the compared methods, StableSignature excels over other methods in terms of NIQE for COCO and
Flickr captions. It demonstrates that StableSignature has an advantage in the perceptual quality of the watermarked
images. StegaStamp achieves superior performance on FID and SSIM metrics but inferior performance on NIQE,
indicating a poor perceptual quality. The poor PIQE of RoSteALS on two evaluation sets suggests a large gap between
the perceptual quality of the watermarked images and the human vision systems. Besides, its poor FID further
demonstrates the significant negative impact on image quality. For TreeRing, its SSIM is significantly inferior to others
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Figure 4: The training curves using one or more of the three steps of the progressive training strategy. (a) Bit Accuracy.
(b) L2 distance of latent images (Eq.7). (3) Learned Perceptual Image Patch Similarity (LPIPS) loss Zhang et al. [2018]
(Eq.8). Step 1 pre-trains the message encoder and decoder. Step 2 pre-trains the message coupler. Step 3 is the formal
training.

because editing the sampled noise changes the content of the generated images. Under the same number of message
bits, LW exceeds or is equal to these existing methods on all four metrics, especially on FID, NIQE, and PIQE. It shows
that compared with the previous methods, LW can watermark generated images with the smallest difference and the
closest perceptual quality to vanilla ones. When the number of message bits is 64 or even 128, LW is still superior in
image quality.

From the perspective of watermark robustness, it can be seen that StegaStamp and RoSteALS have stronger resistance
to the attacks than StableSignature and TreeRing. The robustness of StegaStamp is stronger than RoSteALS for
reconstructive attacks, and RoSteALS has an advantage in resisting destructive attacks. When we focus on our proposed
LW, under the same (48, 56) or even more number (64) of message bits, the average results on the 10 attacks are all
higher than StegaStamp and RoSteALS, at least 5% higher on Bit Accuracy and 11% higher on TPR@0.01FPR. When
the number of bits is 128, a few BitACC is inferior to these two methods, but the margin is negligible, and its average
robustness on all the attacks remains superior to them. The detailed results on each attack for COCO captions are shown
in Tab.2, and the results for Flickr captions can be found in the supplementary material. Tab.2 demonstrates that our
method has obvious advantages over the compared methods in resisting various attacks, except for Cropping&Resizing.
For Cropping&Resizing, StableSignature achieves the best performance, while LW lags behind it by nearly 5% for the
same number of bits. However, StableSignature exhibits significantly poor performance under other attacks. As a result,
LW achieves a better performance, surpassing BitACC by over 30% and TPR@0.01FPR by over 50%.

Finally, we give two examples of images watermarked by StegaStamp, RoSteALS, and ours in Fig.3. StegaStamp and
RoSteALS exhibit the better robustness compared with TreeRing and StableSignature. However, it can be seen that the
images watermarked by StegaStamp have obvious shadows at the edges and bright areas, and the images watermarked
by RoSteALS are blurry while our method does not have these problems. Fig.3 also shows the residuals and the mean
absolute pixel difference between the vanilla images and the watermarked images, demonstrating LW’s image quality
closer to the vanilla images. Please refer to the supplementary material for more examples. The examples, along with
the radar chart and the overall performance shown in Fig.1, further illustrate the trade-off between image quality and
watermark robustness in existing methods, and our proposed LW significantly reduces the contradiction between the
two.

4.3 Ablation Studies

4.3.1 Training Strategy

To verify the effectiveness of each step in the three-step progressive training strategy, we plot the training curves of Bit
Accuracy, Lz (Eq.7) and LI (Eq.8) using one or more of the training steps in Fig.4. From Fig.4 (a), we can see that the
message encoder and decoder cannot be optimized without Step 1. Fig.4 (b) and (c) show that LW converges faster and
the difference between watermarked and vanilla images is smaller with Step 2. The proposed training strategy can help
LW obtain watermark injection and detection abilities while retaining image quality better.
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Table 3: The results of using different latent channel(s) for watermark injection on MS-COCO 2017 captions. The
differences between using Channel 0 and other channel(s) are given. Mark denotes the decreasing metrics.

Channel(s)
Untouched watermarked images D. Avg. C. Avg. R. Avg. Avg.

FID ↓ SSIM ↑ NIQE ↓ PIQE ↓ B. B. B. B. B.

0 (Used) 24.59 0.95 12.33 10.01 99.95 92.13 98.49 98.19 96.27
1 +0.13 +0.01 -0.21 -0.32 -0.46 -0.63 -0.97 -1.55 -0.97
2 +0.16 -0.07 +0.20 -0.66 -0.10 -0.51 -1.23 -2.63 -1.29
3 -0.34 -0.03 -0.21 -0.14 -0.04 -0.13 -0.37 -1.33 -0.54

0,1,2,3 +0.51 +0.01 -0.71 +0.58 -0.16 -0.31 -0.94 -2.00 -0.94

(a) (b) (c) (d)

Bit Accuracy TPR@0.01FPRFID SSIM NIQE PIQE

Training Size Training SizeTraining Size Training Size

FID (↓)

SSIM (↑) NIQE (↓)

PIQE (↓) D. Avg.

C. Avg.

D. Avg.

R. Avg.
R. Avg.

C. Avg.

Figure 5: The change of performance with respect to the size of training data. (a) The reference-based metrics for image
quality: FID and SSIM. (b) The no-reference metrics for image quality: NIQE and PIQE. (c) The metrics for watermark
robustness: Bit Accuracy under the three attack categories. (d) The metrics for watermark robustness: TPR@0.01FPR
under the three attack categories.

4.3.2 Injection Channel

By coupling messages with various channels of latent images, we observe diverse effects on image quality and
watermark robustness. In Eq.3, encoded messages are coupled with Channel 0 of latent images. We further evaluate
other options and summarize the results in Tab.3. Our experiments indicate that selecting other channels or all channels
for watermark injection often hurt its robustness while sometimes it can improve image quality. Considering all the
metrics, we recommend selecting Channel 0 for injecting watermarks.

4.4 Additional Discussions

4.4.1 Training Size

Fig.5 illustrates the performance of image quality and watermark robustness when training LW with varying training
sizes of 1, 10, 100, 1k, 10k, and 50k images. Notably, the training size has a more significant influence on NIQE,
BitACC, and TPR@0.01FPR compared to other metrics. They increase rapidly as the training size increases, while the
rest of the metrics change slowly. When the size reaches 50k, the change in most metrics becomes relatively minor,
leading us to select this size for training LW. It is worth mentioning that the size of the training data employed in
this work is smaller than the 100k images used in RoSteALS Bui et al. [2023]. StegaStamp Tancik et al. [2020] and
StableSignature Fernandez et al. [2023] do not provide specific details regarding the size of the training data from
MIRFLICKR Huiskes and Lew [2008] and MS-COCO Lin et al. [2014] that they use respectively.

4.4.2 Results on Vanilla Images

We evaluate the False Positive Rate (FPR) of LW using the thresholds for TPR@0.01FPR. The evaluation is conducted
on the vanilla images generated by the Stable Diffusion Model with the same prompts used in the evaluation on
MS-COCO 2017 Lin et al. [2014] and Flickr30k Young et al. [2014]. The results are shown in Tab.4. We also report the
corresponding theoretical values under the thresholds. Tab.4 shows that the FPR of LW is very close to the theoretical
values under various lengths of message bits and is lower than 0.01 as well. It demonstrates that the theoretical
assumptions and calculation methods of TPR@0.01FPR are suitable for LW.
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Table 4: The results of LW on the vanilla images. False Positive Rate (FPR, %) are reported with the corresponding
theoretical values. The thresholds are the ones used to calculate TPR@0.01FPR in the experiments. The vanilla images
are generated by the Stable Diffusion with the same prompts in the evaluation on MS-COCO 2017 Lin et al. [2014] and
Flickr30k Young et al. [2014].

# of Bits Theoretical COCO Flickr30k

48 0.0066 0.0074 0.0074
56 0.0052 0.0056 0.0056
64 0.0084 0.0080 0.0080

128 0.0083 0.0072 0.0078

Table 5: The inference time of the methods. The results are averaged over 5,000 images. The numbers in parentheses
are the bit lengths. Bold results indicate the best ones and underline results indicate the second ones.

Method
Time (millisecond)

Injection Extraction Total

S.Signa. (48) 0.0 43.2 43.2
S.Stamp (56) 140.2 168.2 308.4

RoSteALS (56) 305.0 76.9 381.9
TreeRing 17.7 1176.3 1194.0
LW (56) 67.8 60.1 127.9

4.4.3 Time Efficiency

In addition to a low training cost and high performance, a good watermarking method should also have a low time cost
for watermark injection and extraction. In this section, we measure the time efficiency of the methods. The results are
averaged over 5,000 images with a size of 512× 512 and reported in Tab.5. The inference time of LW ranks second,
which is faster than most of the compared methods.

4.4.4 Limitation

LW lacks rotation invariance, which is a limitation of our method. While it retains robustness to minor image rotations,
LW fails to effectively resist large rotations. To illustrate it, we conduct the experiments by rotating images at varying
angles and comparing the extraction performance of various methods. Our findings reveal that for a rotation angle
of 5°, LW (56 bits) achieves a BitACC exceeding 95%. However, as the angle surpasses 10°, the BitACC of LW (56
bits) drops below 60%, which outperforms RoSteALS and StegaStamp but trails behind StableSignature. Notably,
large rotations can be easily detected and rectified, offering a potential pretext defense mechanism to mitigate the
shortcomings of existing methods, including ours. We leave the exploration of watermarking methods in the latent
diffusion space with rotation invariance as future work.

5 Conclusion

In this paper, we propose LW with a progressive training strategy to root watermarks in latent space for latent diffusion
models, to identify and attribute generated images. Compared with previous methods, the fundamental difference
is that watermarks are injected and detected in latent diffusion space rather than pixel space. It weakens the direct
correlation between image quality and watermark robustness and alleviates their contradiction. We evaluate the image
quality and robustness against 10 attacks of LW as well as 4 previous methods on two datasets, demonstrating that the
proposed method brings stronger robustness and higher image quality at the same time. We provide an effective tool for
distinguishing and attributing synthetic images in the AIGC era.
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Appendix A Detailed Results on Flickr30k

The results on Flickr30k captions under the single-attack scenarios are shown in Tab.S1.

Table S1: The detailed results on the attacks on Flickr30k captions. D. Attack: the destructive attacks. C. Attack: the
constructive attacks. R. Attack: the reconstructive attacks. S.Signa.: StableSignature. S.Stamp: StegaStamp. The
numbers in parentheses are the numbers of encoded bits. Mark indicates that the B. and T. of our method are better
than or equal to the ones of the previous methods. Underline indicates the best results of the previous methods.

Method
D. Attack C. Attack R. Attack

Avg.
Bright Contrast JPEG Noising Crop Avg. Gaussian BM3D Avg. SD

(v2.1)
VAE

(Cheng)
VAE

(BMSHJ)
Avg.

Bit Accuracy

TreeRing - - - - - - - - - - - - - -

S.Signa. (48) 46.71 41.66 60.66 47.10 96.97 58.62 89.74 47.94 68.84 45.72 71.44 62.80 59.99 61.07

RoSteALS (56) 94.98 95.24 91.61 73.85 68.33 84.80 96.49 89.30 92.90 90.32 94.77 95.03 93.37 88.99

S.Stamp (56) 95.37 83.69 93.74 64.40 85.04 84.45 97.17 95.95 96.56 88.91 96.83 96.89 94.21 89.80

Ours (48) 99.71 97.73 94.09 80.31 96.26 93.62 99.94 96.93 98.44 99.22 98.31 98.67 98.73 96.12

Ours (56) 99.01 98.49 94.96 79.69 96.73 93.78 99.44 97.51 98.48 99.14 98.74 98.68 98.85 96.24

Ours (64) 99.06 98.16 93.83 78.13 94.34 92.70 99.95 96.83 98.39 99.32 98.30 98.60 98.74 95.65

Ours (128) 93.92 91.81 84.68 72.26 90.03 86.54 97.60 94.63 96.12 95.76 94.46 94.61 94.94 90.98

TPR@0.01FPR

TreeRing 71.92 68.93 27.97 2.95 74.51 49.26 77.73 3.44 40.59 56.51 34.50 37.22 42.74 45.57

S.Signa. (48) 1.20 0.06 26.86 0.00 99.42 25.51 99.30 0.90 50.10 0.12 71.98 37.44 36.51 33.73

RoSteALS (56) 94.88 94.94 94.44 86.67 70.90 88.37 94.64 81.80 88.22 94.54 94.78 94.72 94.68 90.23

S.Stamp (56) 94.91 88.60 96.51 23.13 95.23 79.68 95.34 94.83 95.09 94.40 94.72 94.78 94.63 87.25

Ours (48) 100.0 100.0 99.94 93.31 98.44 98.34 100.0 100.0 100.0 100.0 99.96 99.98 99.98 99.16

Ours (56) 100.0 100.0 100.0 85.69 99.32 97.00 100.0 100.0 100.0 100.0 100.0 100.0 100.0 98.50

Ours (64) 100.0 100.0 100.0 88.31 99.94 97.65 100.0 100.0 100.0 100.0 99.98 99.98 99.99 98.82

Ours (128) 100.0 100.0 99.96 83.93 98.12 96.40 100.0 100.0 100.0 100.0 100.0 100.0 100.0 98.20

Appendix B Examples of LW-Watermarked Images

The examples of images watermarked by LW are shown in Fig.S1 (48 bits), Fig.S2 (56 bits), Fig.S3 (64 bits) and Fig.S4
(128 bits).

16



Latent Watermark: Inject and Detect Watermarks in Latent Diffusion Space A PREPRINT

Figure S1: The examples of images watermarked by LW (48 bits). The top of each set is the vanilla image generated by
Stable Diffusion, and the bottom is the image watermarked by LW.
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Figure S2: The examples of images watermarked by LW (56 bits). The top of each set is the vanilla image generated by
Stable Diffusion, and the bottom is the image watermarked by LW.
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Figure S3: The examples of images watermarked by LW (64 bits). The top of each set is the vanilla image generated by
Stable Diffusion, and the bottom is the image watermarked by LW.
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Figure S4: The examples of images watermarked by LW (128 bits). The top of each set is the vanilla image generated
by Stable Diffusion, and the bottom is the image watermarked by LW.
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