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MoE-FFD: Mixture of Experts for Generalized
and Parameter-Efficient Face Forgery Detection

Chengi Kong, Member, IEEE, Anwei Luo, Peijun Bao, Yi Yu, Haoliang Li, Member, IEEE, Zengwei Zheng,
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Abstract—Deepfakes have recently raised significant trust issues and security concerns among the public. Compared to CNN face
forgery detectors, ViT-based methods take advantage of the expressivity of transformers, achieving superior detection performance.
However, these approaches still exhibit the following limitations: (1) Fully fine-tuning ViT-based models from ImageNet weights
demands substantial computational and storage resources; (2) ViT-based methods struggle to capture local forgery clues, leading to
model bias; (3) These methods limit their scope on only one or few face forgery features, resulting in limited generalizability. To tackle
these challenges, this work introduces Mixture-of-Experts modules for Face Forgery Detection (MoE-FFD), a generalized yet
parameter-efficient ViT-based approach. MoE-FFD only updates lightweight Low-Rank Adaptation (LoRA) and Adapter layers while
keeping the ViT backbone frozen, thereby achieving parameter-efficient training. Moreover, MoE-FFD leverages the expressivity of
transformers and local priors of CNNs to simultaneously extract global and local forgery clues. Additionally, novel MoE modules are
designed to scale the model’s capacity and smartly select optimal forgery experts, further enhancing forgery detection performance.
Our proposed learning scheme can be seamlessly adapted to various transformer backbones in a plug-and-play manner. Extensive
experimental results demonstrate that the proposed method achieves state-of-the-art face forgery detection performance with
significantly reduced parameter overhead. The code is released at: https:/github.com/LoveSiameseCat/MoE-FFD.

Index Terms—Deepfakes, Face Forgery Detection, Mixture-of-Experts, Generalizability, Robustness, Parameter-Efficient Training.

1 INTRODUCTION

ITH rapid advancements in Artificial Intelligence-
Generated Content (AIGC), forged facial content has
become increasingly sophisticated, making it difficult for
the human eye to distinguish between fake and real faces.
Non-experts can easily use face manipulation algorithms
to create highly realistic falsified facial images and videos,
known as Deepfakes. Consequently, the rapid proliferation
of Deepfake content on social media platforms has led to
significant security issues, including disinformation, fraud,
and impersonation [1]. Even worse, the complexity of de-
ployment environments in real-world applications further
deteriorates the performance of detection models. Therefore,
developing generalized and robust face forgery detectors to
counter malicious attacks remains a substantial challenge.
Early traditional Deepfake detection methods focused
on extracting hand-crafted features, such as eye-blinking
frequency [2] and headpose inconsistency [3]. These tech-
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Fig. 1. Comparison between MoE-FFD (Ours) and Open-source face
forgery detection models on the CelebDF-v2 dataset. We present the
number of activated parameters and the AUC detection performance in
x and y axis, respectively.

niques fail to capture representative features because the
hand-crafted features may limit their scopes to only one
or few kinds of statistical information. Heading into the
era of deep learning, numerous CNN-based methods have
been proposed to improve the detection accuracy [4], [5],
[6l, [7], [8]. Many of them employ Xception network [9]
or EfficientNet [10] as backbones due to their outstanding
performance in face forgery detection. To enhance general-
izability and robustness, some methods proposed to extract
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common forgery featrues such as noise patterns [11], [12],
[13], blending artifacts [4]], [14], frequency fingerprints [15],
[16], [17], [18], and identity inconsistency [8], etc. How-
ever, these methods are inherently limited to the local-
interactions of CNN architectures.

With the advent of the vision transformer (ViT) [19]], ViT
architectures have achieved significant success in a wide
variety of computer vision tasks due to their long-range
interactions and outstanding expressivity. In the realm of
Deepfake detection, numerous ViT-based approaches [20],
[21], [22]], [23], [24], [25], [26] have been proposed, achieving
enhanced accuracy and generalizability. For instance, Dong
et al. [20] designed a ViT to capture the identity inconsis-
tency between inner and outer face region. Zhuang et al.
[22] proposed a ViT to mine unsupervised inconsistency-
aware features within each frame. Shao et al. [21] introduced
a concise yet effective Seq-DeepFake Transformer to predict
a sequential vector of facial manipulation operations.

Nevertheless, ViT-based forgery detection approaches
still face several limitations. First, fully training ViT-based
models from the ImageNet weights demands substantial
computational resources, which hinders their deployment
or fine-tuning in real-world applications, particularly on
mobile devices with limited processing power. Second, al-
though ViT-based methods exhibit outstanding expressiv-
ity, they may struggle to capture forgery features in lo-
cal abnormal regions, resulting in model bias and limited
generalizability. Finally, previous methods focus on certain
forgery artifacts, but it is challenging to empirically select
the optimal features in unpredictable application scenarios.

This paper presents a generalized yet parameter-efficient
approach MoE-FFD, which proposes using Mixture of
Experts for Face Forgery Detection. MoE-FFD draws inspi-
ration from Parameter Efficient Fine-Tuning (PEFT), which
integrates lightweight Low-Rank Adaptation (LoRA) layers
and Adapter layers with the ViT backbone. During the
training process, only the designed LoRA and Adapter
parameters are updated while the ViT parameters remain
frozen as the ImageNet weights. The designed MoE mod-
ules dynamically select optimal LoRA and Adapter experts
for face forgery detection.

Compared with previous arts that directly fine-tune the
entire ViT parameters, the proposed fine-tuning strategy
effectively preserves abundant knowledge from ImageNet
and enables the model to adaptively learn forgery-specific
features. Additionally, the designed LoRA layers model
the long-range interactions within input faces, while the
Convpass Adapter layers effectively highlight local forgery
anomalies. To this end, the integration of the designed
LoRA and Adapter layers leverages the expressivity of
transformers and the local forgery priors of CNNs, leading
to enhanced generalizability and robustness. Additionally,
we design novel Mixture of Experts (MoE) modules within
both LoRA and Adapter layers to scale the model’s capacity
using fixed activated parameters. The MoE dynamically
selects optimal forgery detection experts for input faces,
further enhancing the model’s performance.

As depicted in Fig. I, our MoE-FFD with the fewest
activated parameters achieves the best AUC score on the
unseen CelebDF-v2 datset [27]]. Overall, the contributions of
this work are summarized as follows:

« We innovatively integrate LoRA and Adapter mod-
ules with the ViT backbone for face forgery detection.
This design enables the designed model to simul-
taneous mine global and local forgery clues in a
parameter-efficient manner.

« We design novel Mixture-of-Experts (MoE) mod-
ules to scale up the model capacity. These modules
dynamically select optimal forgery experts for in-
put faces, thereby boosting detection performance.
Furthermore, the MoE modules can be seamlessly
adapted to other transformer architectures in a plug-
and-play fashion.

o We conduct experiments on six Deepfake datasets
and various common perturbations. Our experimen-
tal results demonstrate that MoE-FFD achieves state-
of-the-art generalizability and robustness. Extensive
ablation experiments validate the effectiveness of our
proposed MOoE learning scheme and the designed
components.

In this paper, Section 2 comprehensively reviews previ-
ous related literature. Section 3 details the proposed mixture
of expert framework for face forgery detection. Section 4
presents extensive experimental results under various set-
tings. Finally, Section 5 concludes the paper and discusses
possible future research directions.

2 RELATED WORKS

In this section, we broadly review existing works on
face forgery detection, parameter-efficient fine-tuning, and
mixture of experts.

2.1 Face Forgery Detection

Early attempts at face forgery detection primarily re-
lied on extracting handcrafted features, such as the lack
of eye blinking [2], inconsistency of head pose [3]], face
warping artifacts [28]], and heart rate anomalies [29]. How-
ever, these methods suffer from limited accuracy due to
their narrow focus on specific statistical information. In re-
sponse, learning-based approaches have emerged, leverag-
ing generic network architectures like Xception Network [9],
EfficientNet [10], and Capsule Network [30] for forgery fea-
ture extraction. Nonetheless, CNN-based methods are prone
to overfitting to the training data, resulting in limited gen-
eralizability and robustness. Follow-up works, such as Face
X-ray [4], F°Net [18], SBI [31], DCL [32], and RECCE [33],
have introduced comprehensive forgery frameworks and
robust feature extraction techniques, enhancing the model’s
generalization capability. With the explosive development
of ViT [19], numerous ViT-based methods [20], [21], [22],
[23], [24], [25], [26] have been proposed to tackle the Deep-
fake problem. These approaches take advantage of non-
inductive bias and global context understanding, achiev-
ing superior face forgery detection performance. However,
most of these methods fine-tune the entire ViT model on
Deepfake datasets, which is computationally expensive and
may lead to loss of valuable knowledge from the ImageNet
dataset [34]. In contrast, our approach finetunes external
lightweight LoRA and Adapter parameters during training,
keeping the ViT backbone fixed with ImageNet weights,
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Fig. 2. Overview of the designed MoE-FFD framework. (a) Overall model structure; (b) Details of MoE-FFD transformer block; (c) Details of the
designed MoE Adapter layer; (d) Details of each Adapter expert; (e) Details of the designed MoE LoRA layer; (f) Details of each LoRA expert.

thus enabling the model to learn forgery-specific knowledge
and enhance the detection performance.

2.2 Parameter Efficient Fine-Tuning (PEFT)

Over the past few years, the size of deep learning models
has exponentially increased, especially after the advent of
transformers. Consequently, numerous Parameter Efficient
Fine-Tuning (PEFT) methods have been proposed to reduce
the computational and storage overhead. PEFT only updates
a small portion of the model parameters while freezing
the majority of pretrained weights. Adapter [35], [36] is a
typical PEFT method, comprising a down-sample layer and
an up-sample layer, generally integrated into transformer
layers and blocks. Low-Rank Adaptation (LoRA) [37] layer
aims at updating two low-rank matrices, significantly re-
ducing the trainable parameters. Zhong et al. [38] found
that convolution operation effectively introduces local prior
information for image segmentation. Additionally, Visual
Prompt tuning (VPT) [39] augments inputs with extra learn-
able tokens, which can be regarded as learnable pixels to
vision transformers. Neural Prompt Search (NOAH) [40]
advances further by incorporating Adapter, LoRA, and
VPT into vision transformers and optimizing their design
through a neural architecture search algorithm. Scale and
Shift Feature Modulation (SSF) [41]] introduces to scale and
shift parameters to modulate visual features during training,
achieving comparable performance compared with full fine-
tuning. Convpass [42] integrates convolutional bypasses
into large ViT models, leveraging local priors to improve
image classification performance. However, the application
of PEFT methods to face forgery detection remains largely
unexplored. In this work, we incorporate dedicated forgery

Adapter and LoRA layers to mine global and local clues and
achieve a parameter-efficient face forgery detection.

2.3 Mixture of Experts (MoE)

Mixture-of-Experts (MoE) [43] models aim to augment
the model’s capacity without increasing computational ex-
penses. MoE comprises multiple sub-experts and incorpo-
rates a gating mechanism to dynamically select the most
relevant Top-k experts, thereby optimizing the results. The
concept of MoE has been widely used in both Computer
Vision [44], [45], [46], [47] and Natural Language Process-
ing [48], [49], [50]. Sparse MoE [48] introduces a router
to select a subset of experts, ensuring that the inference
time is on par with the standalone counterpart. Subsequent
methods such as [51], [52]], [53]] seek to design novel gating
mechanisms to enhance the performance on specific tasks.
Follow-up works [51], [54], [55] propose leveraging multi-
task learning to guide the model to select optimal experts
for a given input query. Moreover, some studies apply
MoE architectures to domain adaptation [56] and domain
generalization [57] tasks. Previous works usually adopt
Feed-Forward Networks (FEN) as the expert choices [44],
48], [58], [591, 601, [61]. However, Feed-Forward Networks
(FFNSs) still consume significant memory and computational
resources during training and inference. In our work, we
draw inspiration from the concept of Mixture-of-Experts
(MoE) to automate the selection of different LoRA and
Adapter modules for various test data. The use of MoE in-
troduces negligible computational overhead, facilitating ef-
ficient Deepfake detection. Additionally, the designed MoE

modules intelligently select optimal experts, significantly
outperforming previous detection methods.
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3 METHODOLOGY

Herein, we first briefly review the basic preliminaries
on Vision Transformer (ViT), Low Rank Adaptation (LoRA),
and Compass Adapter. Then we introduce the overview
of our designed face forgery detection framework. Finally,
we delve into the details of the designed architectures and
objective functions of our method.

3.1 Preliminaries
3.1.1 Vision Transformer

Vision Transformer consists of multiple blocks of Self-
Attention and Multi-Layer Perceptron (MLP). For a given
input sequence x € RM*P, x is firstly projected to queries
Q € RNixdim keys K € RNixdim and values V e RNxdim
using three learnable matrices W, € RP*dim y, e RPxdim
and W, € RP*dim where N,, D, and dim denote the token
number, embedding dimension, and hidden dimension, re-
spectively. The Q, K, and V are calculated by:

0 =xWy, K =xW,V =xW,. @)
Then the Self-Attention is conducted by:
Attention(Q, K, V) = softmax(QK" /Vdim)V. )

3.1.2 Low Rank Adaptation (LoRA)

LoRA is one popular parameter-efficient tuning method.
For a pretrained ImageNet weight matrix W e RPxdim,
LoRA freezes W during training while adding a prod-
uct of two trainable low-rank matrices W4°""WH"P  where
wdown ¢ RDXxr yup ¢ Rrxdim and rank r << min(D, dim).
As such, the forward pass is modified as:

h=x(W+AW) = xW + xWeownyur, 3)

where W could be either Query, Key, or Value matrix,
ie, W e {W,,Wi,W,}. And W is frozen during training.
Compared with previous ViT-based finetuning methods, the
proposed LoRA learning scheme significantly reduce the
trainable parameters.

3.1.3 Convpass Adapter

Adapter integrates local priors for visual tasks, con-
structing Convolutional Bypasses (Convpass) within the
Vision Transformer (ViT) framework as adaptation modules.
The Convpass Adapter can be formulated as:

Xout = MLP(xin) + COandSS(xin), (4)

where the parameters in MLP are fixed with ImageNet
weights during training. Convpass generally consists of sev-
eral trainable convolutional layers. Compared with the MLP
layer, the Convpass layer saves computational resources.

3.2 Overview of the Proposed Framework

Fig. 2| illustrates the designed MoE-FFD framework.
Fig. | (a) depicts the ViT backbone, which is initialized
with the ImageNet weights. The input face firstly undergoes
the patch and position embedding. Then, the input tokens
are delivered to the designed transformer blocks. Fig. [2| (b)
presents more details regarding the designed transformer
blocks. We modify the standard ViT blocks by integrating
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Fig. 3. lllustration of the designed Convpass Adapter experts. (a) Vanilla
Convolution, (b) Angular Difference Convolution (ADC), (c) Central Dif-
ference Convolution (CDC), (d) Radial Difference Convolution (RDC),
and (e) Second-Order Convolution (SOC).

the designed MoE Adapter layer and MoE LoRA layer with
the original blocks.

Fig.[2|(c) details the designed MoE Adapter layer. During
the training process, the MLP parameters are frozen with
the ImageNet weights. Within this layer, a MoE module is
designed, comprising one gate G o(-) and M forgery Adapter
experts. The gating mechanism aims to dynamically select
the appropriate experts for each input query, while the de-
signed Adapter experts aim to extract specific local forgery
features from the input faces. Fig. [2| (d) illustrates the struc-
ture of Adapter j. We first reshape the input feature and
reduce its channel dimension by using a 1x1 convolution.
Subsequently, we design convolution operations to extract
specific local forgery clues. The output feature is then passed
through to another 1x1 convolution layer to restore the
channel dimension. Finally, the feature map is flattened to
the original shape.

Similarly, the attention weights W, ., in the MoE LoRA
layer are fixed to the ImageNet weights. As shown in Fig. 2]
(e), the MoE LoRA module consists of one gate G.(-) and N
experts, each with a unique rank. The gate G (-) selectively
activate sparse experts for detecting face forgeries. Fig. [2] ()
depicts the LoRA structure, where ® indicates matrix multi-
plication. The output feature is derived by multiplying the
input with two learnable low-rank matrices. The resulting
Xour i the element-wise summation of the fixed weights and
the learned MoE LoRA weights, which are further processed
by a self-attention mechanism.

The whole framework is trained in an end-to-end man-
ner with the supervision of the following objective function:
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L=Lce+A:Lpoe, (5)

where L. represents the cross-entropy loss. Following [48]],
[62], we apply an additional loss L. to encourage all
experts to have equal importance. Further details on L,
will be dedicated at the end of this section.

3.3 Details of the MoE
3.3.1 MoE LoRA Layer.

LoRA modules with different ranks tend to project the
input tokens into various feature spaces. However, in un-
controlled deployment environments, it is challenging to
manually predefine an ideal rank for different testing faces.
To tackle this challenge, we design a MoE LoRA Layer that
learns an optimal LoRA expert for each input query. As
shown in Fig. [ (e), each LoRA expert Er(-); specifies a
rank r;. In this work, we design a gating mechanism G (-)
to dynamically select the Top-k experts (default: k=1). The
details of the gating mechanism will be elaborated later. As
such, the output tokens can be calculated by:

N
Xout = Wq/k/v-xin + Z GL(-xin)iEL (xin)iv (6)
i

where W, i/, is fixed as the ImageNet weight during the
training process. Each LoRA expert is formulated by:

EL(xin)i = xinWidnwnW;/lp’ (7)

where W' € R'iXdim and wdown ¢ R4im=7i are two trainable
matrices.

3.3.2 MoE Adapter Layer.

Previous studies [21]], [66]], [67] have demonstrated the
effectiveness of utilizing local difference convolution to cap-
ture face forgery clues. However, these CNN-based methods
only limit their scopes in one specific forgery feature. In our
research, we introduce the MoE Adapter Layer integrated
into the ViT backbone. This design aims to scale the model
capacity and facilitate the dynamic selection of the suitable
forgery Adapter expert. Additionally, the designed MoE
Adapter layer dynamically injects local forgery priors into
the plain ViT backbone.

As shown in Fig. [2|(c), the designed MoE Adapter layer
consists of M Convpass Adapter experts. And the output
Xour can be formularized as:

M
Xour = MLP(xin) + ) Ga(xin) 1Ea (Xin) ®)
J
where MLP is frozen as the ImageNet weights during train-
ing. Adapter expert E4(+); can be calculated by (we omit the
activation layer):

Ea(xin); = Conv}¥ (Conv}_,(Convi%™(xi))),  (9)
Conv‘f}‘z‘f’“ and Convlﬂf1 are two 1 x 1 convolution layers,

which down-sample and up-sample the channels, respec-
tively. ConV]3><3 indicates the specific convolution layer in
different experts. We develop M = 5 types of convolution.
These convolutions aim to model different local interactions,

facilitating the model to capture abundant local forgery
features from input faces.

Fig. [3| shows the designed five convolutions, including
(a) Vanilla Convolution, (b) Angular Difference Convolution
(ADC), (c) Central Difference Convolution (CDC), (d) Radial
Difference Convolution (RDC), and (e) Second-Order Con-
volution (SOC). The red arrow — indicates the subtraction
operation. We first formulate the vanilla convolution as (we
omit the bias for concision):

y= Z WpXp,

PEQ

(10)

then, for the other four convolution types, Eq.(10) can be
rewritten as:

y:prxp:waC+ Z wpkp,

PEQ; pPEQj,p#c

(11)

where x. and w, represent the center elements of the input
x and weight w.

In ADC and CDC, we set the Q size as 3x3. The £, in
CDC can be calculated by: £, = x,, — x.. And the %, in ADC
is denoted as: £, = x,, —x;,**", where x7;**' is the next element
in the clockwise direction.

In the RDC and SOC operations, we set the size of
the Q region as 5x5. For each element x,, we define a
corresponding radial element xg in the peripheral region
of Q, which is highlighted in dark green in Fig.[3|(d) and (e).
As such, the £, in RDC is calculated by: £, = x5 — x,,. SOC
aims at learning second-order local anomaly of the input. As
such, £, in SOC is formulated as: £, = (xﬁ —xp)—(xp—xc) =
(xR = xp) + (xc = xp). As such, the designed MoE Adapter
layer can effectively search intrinsic detailed local forgery
patterns in a larger feature space.

3.3.3 Gating Network.

We adopt Top-k noisy gating [48] as our gating mecha-
nism. The gating scores G(x) € RV are determined by the
values H(x) € RNe, where N, indicates the expert number.
For a given input x € RM*dim we first apply average
pooling and reshape it to x,, € R¥™. Then, we calculate
H(x) by:

H(x) = x,n®Wgqre+StandardNormal () (Softplus (x,, @Wopise) ),

(12)
where Weqre € RY™Ne and Wi, € RI™M*Ne are slim
trainable parameters. Softplus is an activation function. For
a given H(x) € RNe, we keep Top-k (k < N,) values while
setting others as —co. Then, the gating scores G(x) can be
calculated by:

G (x) = Softmax(Topk(H (x), k)). (13)

To prevent the gating network from converging to a state
where it produces large weights for the same few experts.
We further apply a soft constraint on the batch-wise average
of each gate. As such, for a given batch of data X, the MoE
loss L, is defined as:

Limoe = CV(Importance(X))?; Importance(X) = Z G(x),
xeX
oy
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TABLE 1
Cross-dataset evaluation on five unseen datasets. “*’ indicates the trained model provided by the authors. ‘t’ indicates our re-implementation using
the public official code. Methods highlighted in blue denote video-level results. #Params indicates the activated parameter number during training.

Method Venue #Params CDF WDF DFDC-P DFD DFR Avgerage
AUC EER AUC EER AUC EER AUC EER AUC EER AUC EER
Face X-ray [4] CVPR20 41.97M 74.20 - - - 70.00 - 85.60 - - - - -
GFF [11] CVPR21 53.25M 7531 3248 6651 4152 7158 3477 8551 25.64 - - - -
LTW [63] AAAI21 20.37M 7714 2934 6712 3922 7458 3381 8856 20.57 - - - -
F2Trans-S [26] TIFS23 117.52M  80.72 - - 71.71 - - - - - - -
ViT-B [19] ICLR21 85.80M 7235 3450 7529 3340 7558 3211 79.61 28.85 8047 2697 76.66 31.17
SBI* [31] CVPR22 19.34M 8133 2694 6722 3885 79.87 2826 7737 30.18 8490 23.13 7814 2947
DCL* [32] AAAI22 19.35M 81.05 2676 7295 3573 7149 3590 8920 1946 9226 14.81 8139 26.53
Xceptiont [9] ICCV19 20.81M 64.14 39.77 6890 38.67 69.56 3694 8431 2500 9193 1552 75.77 31.18
RECCET [33] CVPR22 25.83M 6142 4171 7438 3264 6408 40.04 8335 2457 9293 1474 7523 30.73
EN-B4+ [10] ICML19 19.34M 65.24 3941 6789 3721 6796 3760 88.67 1846 9218 1551 7639 29.64
CEM* 6] TIFS24 25.37M 8278 2474 7839 30.79 7582 31.67 9147 16.80 95.18 11.87 83.94 24.20
MoE-FFD Ours 15.51M 86.69 22.06 80.64 27.11 80.83 26.67 90.37 1767 9539 1129 86.78 20.96
Lisiam [64] TIFS22 - 78.21 - - - - - - - - - - -
F*Net [18] ECCV20 42.53M 68.69 - - 67.45 - - - - - - -
FTCN [65] ICCVv21 26.60M 86.90 - - - 74.00 - - - - - - -
ViT-B [19] ICLR21 85.80M 7812 3059 7895 2959 7943 2862 8452 2348 8642 1990 8149 2644
SBI* [31] CVPR22 19.34M 88.61 1941 7027 3763 84.80 25.00 82.68 26.72 90.04 1753 83.28 25.26
DCL* [32] AAAI22 19.35M 88.24 19.12 76.87 3144 7757 2955 9391 1440 9741 9.96 86.80  20.89
RECCET [33] CVPR22 25.83M 69.25 3438 7699 3049 6690 3939 86.87 2155 97.15 9.29 7942 2701
CEM* [6] TIFS24 25.37M 89.65 17.65 8227 26.80 8022 2748 9521 1198 9759 9.04 8899 18.59
MoE-FFD Ours 15.51M 91.28 17.15 8391 24.75 8497 2344 9357 14.05 98.52 5.47 90.45 16.97
where CV(-) indicates the Coefficient of Variation: TABLE 2
Cross-manipulation detection AUC on the unseen manipulation
CV(Importance(X)) = Mean[/mportance(X)] . 15) technique (FF++ C23 dataset).
Std[Importance(X)]

As such, the additional loss L, encourages all experts to
have equal importance.

4 EXPERIMENTS

In this section, we evaluate our model in terms of gen-
eralizability, robustness, and parameter-efficiency under a
wide variety of experimental settings. We conduct extensive
ablation studies to demonstrate the effectiveness of the
designed network architecture and the adopted training
strategy.

4.1 Implementation Details

We apply the popular MTCNN face detector [68] to crop
the face regions. The proposed framework is implemented
on the Pytorch [69] platform. The model is trained using
Adam optimizer [70] with g1 = 0.9 and B> = 0.999. We
set the learning rate of gating network and other trainable
parameters as le-4 and 3e-5, respectively. The loss weigh A
in Eq. (5) is set as 1. We train the model for 20 epochs on one
single 3090 GPU with batch size 32. We follow the official
dataset split strategy in [6] for fair comparison.

4.2 Datasets and Evaluation Metrics

The experiments encompass the following six datasets
for training and testing: FaceForensics++ (FF++) [72],
CelebDF-v2 (CDF) [27], WildDeepfake (WDF) [73], Deep-
Fake Detection Challenge Preview (DFDC-P) [74], Deep-
FakeDetection (DFD) [75], and DeepForensics-1.0 (DFR)
[76]. FF++ is a widely used dataset in face forgery detection,
which includes four face manipulation types: Deepfakes
(DF) [77], Face2Face (FF) [78]], FaceSwap (FS) [79], and
NeuralTextures (NT) [80]. The remaining datasets represent

Method #Params DF FF FS NT AVG
Xception [9] 20.81M 0907 0.753 0460 0.744 0.716
EN-B4 [10] 19.34M 0.485 0556 0517 0493 0.513

AT EN-B4 [10] 19.34M 0911 0.801 0543 0.774 0.757
FL EN-B4 [10] 19.34M 0903 0.798 0503 0.759 0.741
MLDG [71] 62.38M 0918 0.771 0.609 0.780 0.770
LTW [63] 2037M 0927 0.802 0.640 0.773 0.786
ViT-B [19] 85.80M 0771 0.656 0.510 0.554 0.623
CEM |6 25.37M 0.880 0.814 0.630 0.643 0.742
MoE-FFD 15.51M 0.947 0.877 0.647 0.759 0.808

recent five Deepfake datasets with diverse environment
variables and various video qualities. We perform cross-
dataset and cross-manipulation evaluations to examine the
models’ generalization capability. Additionally, we measure
the model’s robustness by applying it to perturbed face
images with various perturbation types and severity levels.
Consistent with prior arts, we adopt Area under the ROC
Curve (AUC) and Equal Error Rate (EER) as evaluation
metrics. AUC measures the Area under the Receiver Op-
erating Characteristic (ROC) curve, while EER denotes the
False Positive Rate (FPR) that equals to the True Positive
Rate (TPR).

4.3 Comparison with State-of-the-Arts
4.3.1 Cross-Dataset Evaluations.

In this subsection, we perform cross-dataset evaluations
to evaluate the models’ generalization capability. In practical
scenarios, the trained models are vulnerable to unseen do-
mains, leading to significant performance degradations. We
train all face forgery detectors on the FF++ (C23) dataset and
directly evaluate them on five unseen Deepfake datasets:
CDF, WDF, DFDC-P, DFD, and DFR. Table presents
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TABLE 3
Cross-manipulation detection AUC on the remaining three unseen
manipulation techniques (FF++ C23 dataset).

Methods Train DF FF FS NT AVG*
ViT [19] 99.28 59.87 4991 6238 57.39
RECCE [33] DF 9995 69.75 54.72 7715 67.21
Ours 99.80 7346 5215 77.45 67.69
ViT [19] 7472 9921 5719 56.38 62.76
RECCE [33] FF 7155 9920 50.02 7227 64.61
Ours 86.67 9943 66.92 68.75 74.11
VIiT [19] 7859 6162 9944 46.69 62.30
RECCE [33] FS 63.05 6621 99.72 58.07 62.44
Ours 79.89 7145 9956 48.33 66.56
ViT [19] 7846 6831 45.07 97.19 63.95
RECCE [33] NT 7237 64.69 51.61 9959 62.89
Ours 80.02 73.02 5194 98.70 68.33

the frame-level and video-level detection results, divided
into top and bottom sections. Video-level detection results
highlighted in blue color are obtained by averaging all
frame scores within each video. We bold the best results
and underline the second-best results. Notably, MoE-FFD
achieves the highest detection performance on four datasets
in both frame-level and video-level detection. Additionally,
MoE-FFD’s performance is on par with CFEM on the DFD
dataset. Moreover, MoE-FFD outperforms CFM by a clear
margin in average performance. The average frame-level
AUC improves by 2.86%, rising from 83.94% to 86.78%.
Similarly, MoE-FFD also outperforms others in video-level
detection on average. Our MoE-FFD’s generalizability im-
provements over existing methods offers valuable insights
into the effectiveness of the proposed approach.

4.3.2 Cross-Manipulation Evaluations.

Existing face forgery detectors often struggle to handle
emerging manipulation techniques. With the rapid devel-
opment of AIGC, more sophisticated manipulation tech-
niques continue to emerge, posing challenges for existing
detection models. Ensuring model generalizability to un-
seen forgeries is crucial for real-world applications. In this
study, we conduct cross-manipulation experiments involv-
ing four forgery techniques: Deepfakes (DF), Face2Face (FF),
FaceSwap (FS), and NeuralTextures (NT). Table |2| presents
the results, where models trained on three manipulation
types are tested on the remaining one. MoE-FFD exhibits
the best average detection results. Compared to the ViT-B
baseline, the proposed method achieves an average AUC en-
hancement of 18.5%, going from 62.3% to 80.8%. In Table
we further examine models trained on one manipulation
type and tested across the other three. AVG* denotes the
average AUC score across three cross-manipulation trials.
MOoE-FFD outperforms the baseline in both intra- and cross-
manipulation evaluations. Remarkably, MoE-FFD achieves
around 99% AUC scores in each intra-manipulation eval-
uation, highlighting its outstanding detection accuracy in
intra-domain evaluations. When compared to the state-of-
the-art RECCE method, our MoE-FFD consistently achieves
superior average cross-manipulation results across all four
evaluation settings. These findings suggest that MoE-FFD is
generalized to unseen manipulations.

TABLE 4
Ablation experiment on the designed MoE modules.

ViT-B MoE MoE CDF DFDC-P WDF
LoRA Adapter AUC EER AUC EER AUC EER
v - - 7235 3450 7558 3211 7529 33.40
v v - 84.84 2351 79.62 2813 7973 28.62
v - v 83.21 2534 7635 3090 77.15 3093
v v v 86.69 22.06 80.83 26.67 80.64 27.11
TABLE 5

Cross-dataset detection performance on different ViT backbones.

CDF DFDC-P WDF
Backbone  MOoE-FFD  #Params AUC  FER AUC EER AUC  EER
ViT-Tiny - 5.52M 6641 3853 7192 3423 69.71 3723
ViT-Tiny v 3.90M 7656 31.13 7361 3261 7540 31.50
ViT-Small - 21.67M  70.03 3571 7219 34.02 7167 35.66
ViT-Small v 7.73M 8122 2758 78.08 2922 77.83 3023
ViT-Large - 303.30M 7313 3328 7446 3225 7296 3445
ViT-Large v 41.34M 8621 2211 7751 2945 80.00 28.33

4.3.3 Robustness to Real-World Perturbations.

Images and videos transmitted online always undergo
various perturbations that erase forgery cues within the im-
age/video contents [81]. As such, the detection performance
of existing models significantly drops on distorted data. In
this work, we introduce common perturbations to measure
the model’s robustness, including Gaussian blurring, pink
noise, white noise, and blockwise. Each perturbation type
further involves five severity levels to mimic diverse real-
world conditions. Note that we do not apply any data
augmentations during training, such that the tested pertur-
bations are totally unseen for our model. As shown in Fig.[4]
the detectors” AUC detection performance consistently de-
teriorates with the increasing severity level. However, our
proposed MoE-FFD exhibits significantly greater resilience
to most perturbations compared to previous methods. This
indicates that the proposed MoE-FFD effectively captures
the inherent forgery clues. Notably, MoE-FFD achieves sub-
stantial improvements in robustness compared to the ViT-
B baseline, demonstrating that the designed MoE learning
scheme and the PEFT modules greatly enhance the model’s
robustness against image perturbations.

4.3.4 Discussion.

MoE-FFD achieves superior generalizability and robust-
ness compared to previous methods, which can be at-
tributed to the following designs: (1) MoE-FFD only up-
dates external modules while preserving the abundant Im-
ageNet knowledge, enabling the model to adaptively learn
forgery-specific features; (2) MoE-FFD integrates the LoRA
and Convpass Adapter with the ViT backbone, effectively
leveraging the expressivity of transformers and the local
forgery priors; (3) The incorporation of MoE modules fa-
cilitates optimal selection of LoRA and Adapter experts for
forgery feature mining. Furthermore, MoE-FFD presents a
parameter-efficient approach to face forgery detection due
to the utilized PEFT strategy. To validate the effectiveness of
the designed components, we perform ablation experiments
next.
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Fig. 4. Robustness to various common perturbations at five severity levels: Gaussian blur, pink noise, white noise, and block wise.

4.4 Ablation Experiments
4.4.1 Impacts of the PEFT Layers.

The proposed MoE-FFD integrates one LoRA layer and
one Adapter layer with each ViT block. The LoRA layer
is designed to learn forgery-specific parameters for sub-
sequent attention mechanisms, capturing long-range inter-
actions within the input faces. Meanwhile, the Convpass
Adapter introduces forgery local priors into the plain ViT
model. To study the effectiveness of the designed PEFT
modules, we report the cross-dataset detection results in
Table[d] Utilizing MoE LoRA and MoE Adapter significantly
improves the model generalizability across all datasets com-
pared to the vanilla ViT-B backbone. This enhancement can
be attributed to the LoRA and Adapter layers effectively
retaining the ImageNet knowledge while adaptively learn-
ing forgery features. Furthermore, the combination of LoORA
and Adapter layers allows the model to capture both long-
range interactions and local forgery cues, further enhancing
its face forgery detection performance.

4.4.2 Effectiveness on Other Backbones.

Flexibility is crucial in real-world applications to ad-
dress the complexities of practical scenarios. Deployment
devices with varying computational resources may necessi-
tate different detection models. Therefore, we integrate the
proposed MoE-FFD into ViT-Tiny, ViT-Small, and ViT-Large
models to assess the flexibility of our approach. MoE-FFD
can be readily inserted to other vision transformer back-
bones in a plug-and-play manner. The cross-dataset results
are presented in Table[5| Compared with directly finetuning
the vanilla ViT backbones, MoE-FFD significantly reduces
the training parameters. As the model size increases, the
model generalizability consistently enhances. Additionally,
significant performance improvements are observed across
different ViT backbones by using MoE-FFD. Specifically,
when we assemble MoE-FFD with the ViT-Large backbone,
the model achieves 13.08%, 3.05%, and 7.04% AUC boosts on
CDE, DFDC-P, and WDF datasets, with only ~13.6% train-
able parameters. This, in turn, demonstrates the flexibility
and effectiveness of our method.

4.4.3 Impacts of the MoE Learning Scheme.

In this work, the proposed MoE is designed to dy-
namically select the optimal Top-1 expert for face forgery

TABLE 6
Impacts of the matrix rank of LoRA layers and the effectiveness of MoE.

Setting CDF DFDC-P WDF
AUC EER AUC EER AUC EER
rank=8 8246 2594 7830 2924 7935 2877
rank=16  82.16 26.01 7785 29.74 79.15 29.37
rank=32  81.58 26.63 78.11 2948 7948 29.00
rank=48  83.10 25.06 79.06 2945 79.50 28.92
rank=64  83.85 2497 7938 2819 7946 27.99
rank=96  83.50 24.86 79.53 27.69 7828 29.14
rank=128 8347 2452 7736 3048 7893 29.89
MoE 84.84 23,51 79.62 28.13 79.73 28.62

detection. In Table[f} we compare the cross-dataset detection
performance of the proposed MoE-FFD with individual
LoRA experts of varying ranks. Notably, different datasets
exhibit varying optimal LoRA ranks. The model reaches the
best AUC scores on CDF, DFDC-P, and WDF datasets with
the LoRA rank of 64, 96, and 48, respectively. MoE dynami-
cally selects the LoRA rank, facilitating the model to search
the optimal feature space for each input query. In Table [6]
MOoE consistently outperforms individual LoRA experts on
all three datasets. Similarly, we investigate the impact of
different Adapters in Table [/] As introduced in Sec. 3.3.2,
the designed adapters tend to expose different local artifacts
of input faces. MoE smartly searches the best local feature
extractor for each input real/fake face, thereby achieving
the superior results compared to using a single Adapter.
It should be noted that the MoE approach only introduces
negligible additional activated parameters, demonstrating
that the performance improvements stem from the proposed
MOoE learning scheme, instead of the model scaling up.

In Fig. 5| we further investigate the expert selection
distributions on four datasets. Fig. E| (a)-(d) show the LoRA
expert selection frequency on CDF, WDF, DFDC-P, and DFD
datasets, while Fig. 5| (e)-(h) illustrate the Adapter expert
selection frequency. Different Deepfake datasets generally
exhibit significant domain gaps. From Fig. [5} we observe
distinct LoRA and Adapter expert selection distributions
among the four datasets. Our model dynamically projects
the features into suitable space and extracts informative
local features tailored to each dataset. This observation
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Fig. 5. LoRA expert selection frequency on (a) CDF, (b) WDF, (c) DFDC-P, and (d) DFD datasets; Adapter expert selection frequency on (e) CDF,

(f) WDF, (g) DFDC-P, and (h) DFD datasets.

TABLE 7
Impacts of different designed Adapters and the effectiveness of MoE.

Setting CDF DFDC-P WDE
AUC EER AUC EER AUC EER
Conv 81.25 2736 7501 3239 7628 31.15
ADC 7752 2986 7641 3099 7648 3145
CDC 8250 26.12 7566 31.66 76.06 31.21
RDC 83.05 2539 7512 3190 76.16 31.86
SDC 7829 2954 7680 3093 76.87 3135
MoE 83.21 2534 7635 3090 77.15 30.93
TABLE 8
MoE v.s. Multi-Experts.
Method T;;Zgg Insf:reeerclice AUCCDFEER A[]J)CF DC;:I;ER AUCW DFEER
Multi-E  1.67Tter/s  7.18lter/s 8504 2374 80.16 2778 7867 30.07
MoE  2.3lter/s 882lter/s 8669 2206 80.83 2667 80.64 2711

underscores MoE-FFD’s capability to select optimal experts
tailored to different data, offering valuable insights into its
adaptive nature.

4.4.4 MoE v.s. Multi-Experts.

While the proposed MoE learning scheme exhibits su-
perior generalizability compared to using a single expert,
it is still ambiguous whether the performance boosts stem
from the designed MoE or the joint usage of experts. To
further demonstrate the dynamic selection of optimal LoRA
and Adapter experts by MoE, we compare MoE with Multi-
Experts (Multi-E). Multi-E aggregates the features of all de-
signed experts. The efficiency and the face forgery detection
performance of MoE and Multi-E are reported in Table
Thanks to the used gating mechanism that selectively acti-
vates the sparse experts, our MoE achieves a 1.28x speedup
in training and 1.23x speedup in inference. Despite these
efficiency gains, we interestingly find that MoE consistently
outperforms Multi-E in terms of the cross-dataset detection

performance. This suggests that naively aggregating multi-
ple experts may not be the optimal strategy for face forgery
detection. One potential explanation for this phenomenon
is that using all feature extractor experts could suppress the
most informative features while introducing noisy ones. The
results in Table[8 further underscores the effectiveness of the
proposed method in selecting the optimal expert for face
forgery detection.

4.4.5 Effectiveness of MoE Loss.

The gating network often exhibits a tendency to con-
sistently assign large weights to only a few experts [48],
resulting in overfitting problems. To address this issue, we
introduce an MoE loss component aimed at encouraging
equal importance among all experts. This regularization also
prevents the model from getting trapped in local optima.
In this subsection, we examine the impacts of the pro-
posed L,e. Table |§| presents the cross-dataset evaluation
performance with different values of the L, loss weight
A in Eq. (5), where 1 = 0 represents no MoE loss applied.
We observe that the use of Ly, effectively mitigates the
gate overfitting problem and consistently boosts model
generalizability. Furthermore, the model achieves the best
generalizability with A = 1.

These findings highlight the importance of incorporating
balanced expert contributions in the MoE framework. L.,
component ensures that the learned representations are
more diverse and generalizable across different datasets.
This is particularly crucial in practical applications where
data distribution can vary significantly. The optimal perfor-
mance at 4 = 1 suggests that the balance between expert
utilization and regularization is vital.

4.5 Visualization Results

To better demonstrate the effectiveness of our MoE-
FFD method, we visualize the feature distributions of the
baseline model (ViT-B) and MoE-FFD on the CDF and WDF
datasets. In Fig. [6] green and red marks represent real and
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Fig. 6. t-SNE feature distributions of the ViT baseline and MoE-FFD. Visualization results of (a) ViT baseline on CDF dataset, (b) MoE-FFD on CDF
dataset, (c) ViT baseline on WDF dataset, and (d) MoE-FFD on WDF dataset.
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Fig. 7. Grad-CAM maps of the baseline model (ViT) and our proposed method MoE-FFD on six Deepfake datasets: FF++/DF, CDF, DFDC-P, WDF,

DFD, and DFR.

fake data samples, respectively. As shown in Fig. [f] (a) and
(c), the baseline model struggles to discriminate the real
faces from fake ones, leading to limited detection perfor-
mance. In contrast, MoE-FFD feature distribution maps in
Fig. 6] (b) and (d) illustrate that the real and fake faces are
more discriminative.

We further provide the Grad-CAM maps of the baseline
model and MoE-FFD in Fig. [7] Both models are trained on
FF++ dataset and tested on six Deepfake datasets: FF++/DF,
CDF, DFDC-P, WDF, DFD, and DFR datasets. While the
baseline model often neglects informative fake facial regions
or attends to peripheral irrelevant areas, MoE-FFD consis-
tently directs attention to the manipulated regions within
each input face. Despite the diverse environments captured
in these datasets, including conditions like poor illumi-
nation, extreme head pose, and low resolution, MoE-FFD
accurately localizes the forgery regions containing abundant
forgery features. This observation further underscores the
generalizability of our method.

5 CONCLUSIONS AND FUTURE WORKS

In this paper, we introduced MoE-FFD, a generalized
yet parameter-efficient method for detecting face forgeries.
By incorporating external lightweight LoRA and Adapter
layers with the frozen ViT backbone, our framework adaptly
acquired forgery-specific knowledge with minimal activated

TABLE 9
Effectiveness of loss components.

Le. 2 CDF DFDC-P WDF
AUC EER AUC EER AUC EER
v 0 82.65 2557 7814 29.06 7629 3043
v 01 8509 2329 80.05 2696 7956 27.92
v 1 86.69 22.06 80.83 26.67 80.64 27.11
v 84.01 2469 8147 2668 8014 2732
v 10 8335 2553 8046 2813 7893 29.05

parameters. This approach not only harnesses the expres-
siveness of transformers but also capitalizes on the local
forgery priors with customized adapters, contributing to
enhanced detection performance. Through dynamic expert
selection within both LoRA and Adapter layers, our MoE
design further enhances the model’s generalizability and ro-
bustness. Extensive experiments consistently demonstrated
MoE-FFD’s superiority in face forgery detection across di-
verse datasets, manipulation types, and perturbation sce-
narios. Moreover, MoE-FFD serves as a parameter-efficient
detector and can seamlessly adapt to various ViT backbones,
facilitating its deployment and fine-tuning in real-world ap-
plications. Last but not least, comprehensive ablation stud-
ies demonstrated the effectiveness of our designed LoRA
layers and Convpass Adapter layers, and the MoE learning
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scheme indeed helped the model to search the optimal
forgery experts. We anticipate that MoE-FFD will inspire
future advancements in face forgery detection, particularly
in bolstering generalization and efficiency.

While our MoE-FFD framework achieves generalized
and robust performance in image-level face forgery detec-
tion, adapting our network design and learning scheme
to video-level Deepfake detection is worth considering.
Moreover, detecting audio-visual content forgery is essential
in real world applications, multimodal Deepfake detection
opens an important research path forward. We envision that
our proposed MoE structure and the PEFT strategy should
be still effective in these tasks. This path can be explored in
our future work.
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