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Abstract

Robustness to malicious attacks is of paramount
importance for distributed learning.  Existing
works often consider the classical Byzantine at-
tacks model, which assumes that some workers can
send arbitrarily malicious messages to the server
and disturb the aggregation steps of the distributed
learning process. To defend against such worst-
case Byzantine attacks, various robust aggregators
have been proven effective and much superior to the
often-used mean aggregator. In this paper, we show
that robust aggregators are too conservative for a
class of weak but practical malicious attacks, as
known as label poisoning attacks, where the sam-
ple labels of some workers are poisoned. Surpris-
ingly, we are able to show that the mean aggregator
is more robust than the state-of-the-art robust ag-
gregators in theory, given that the distributed data
are sufficiently heterogeneous. In fact, the learning
error of the mean aggregator is proven to be optimal
in order. Experimental results corroborate our the-
oretical findings, demonstrating the superiority of
the mean aggregator under label poisoning attacks.

1 Introduction

With the rising and rapid development of large machine learn-
ing models, distributed learning attracts more and more atten-
tion by researchers due to its provable effectiveness in solving
large-scale problems [Verbraeken et al., 2020]. In distributed
learning, there often exist one parameter server (called server
thereafter) owing the global model and some computation
devices (called workers thereafter) owing the local data. In
the training process, the server sends the global model to the
workers, and the workers use their local data to compute the
local gradients on the global model and send them back to the
server. Upon receiving the local gradients from all workers,
the server aggregates them and uses the aggregated gradient
to update the global model. After the training process, the
trained global model is evaluated on the testing data. One im-
portant application of distributed learning is federated learn-
ing [Ye et al., 2023; Gosselin er al., 2022; Yang et al., 2019;
McMahan er al., 20171, which is particularly favorable in
terms of privacy preservation.

However, the distributed nature of the server-worker archi-
tecture is vulnerable to malicious attacks during the learning
process. Due to data corruptions, equipment failures, or cyber
attacks, some workers may not follow the algorithmic proto-
col and send incorrect messages to the server. Previous works
often characterize these attacks by the classical Byzantine at-
tacks model, which assumes that some workers can send ar-
bitrarily malicious messages to the server so that the aggrega-
tion steps of the learning process is disturbed [Lamport er al.,
1982]. For such worst-case Byzantine attacks, various robust
aggregators have been proven effective and much superior
to the mean aggregator [Chen et al., 2017; Xia er al., 2019;
Karimireddy et al., 2021; Wu et al., 2023].

The malicious attacks encountered in reality, on the other
hand, are often less destructive than the worst-case Byzantine
attacks. For example, a distributed learning system may of-
ten suffer from label poisoning attacks, which are weak yet of
practical interest. Considering a highly secure email system
in a large organization (for example, government or univer-
sity), if hackers (some users) aim to disturb the online training
process of a spam detection model, one of the most effective
ways for them is to mislabel received emails from “spam” to
“non-spam”, resulting in label poisoning attacks. Similar at-
tacks may happen in fraudulent short message service (SMS)
detection held by large communication corporations, too.

To this end, in this paper, we consider label poisoning at-
tacks where some workers have local data with poisoned la-
bels and compute the incorrect messages during the learning
process. Under label poisoning attacks and with some mild
assumptions, surprisingly we are able to show that the mean
aggregator is more robust than the state-of-the-art robust ag-
gregators in theory, given that the distributed data are suffi-
ciently heterogeneous. The main contributions of this paper
are summarized as follows.

C1) To the best of our knowledge, our work is the first to
investigate the robustness of the mean aggregator under at-
tacks in distributed learning. Our work reveals an important
fact that the mean aggregator is more robust than the existing
robust aggregators under specific types of malicious attacks,
which motivates us to rethink the usage of different aggrega-
tors within practical scenarios.

C2) Under label poisoning attacks, we theoretically ana-
lyze the learning errors of the mean aggregator and the state-
of-the-art robust aggregators. The results show that when the



heterogeneity of the distributed data is large, the learning er-
ror of the mean aggregator is optimal in order regardless of
the fraction of poisoned workers.

C3) We empirically evaluate the performance of the mean
aggregator and the existing robust aggregators under label
poisoning attacks. The experimental results fully support our
theoretical findings.

2 Related Works

Poisoning attacks can be categorized into targeted attacks and
untargeted attacks; or model poisoning attacks and data poi-
soning attacks [Kairouz er al., 2021]. In this paper, we fo-
cus on the latter categorization. In model poisoning attacks,
the malicious workers transmit arbitrarily poisoned models to
the server, while data poisoning attacks yield poisoned mes-
sages by fabricating poisoned data at the malicious workers’
side [Shejwalkar er al., 2022]. Below we briefly review the
related works of the two types of poisoning attacks in dis-
tributed learning, respectively.

Under model poisoning attacks, most of the existing works
design robust aggregators for aggregating local gradients of
workers and filter out the potentially poisoned messages. The
existing robust aggregators include Krum [Blanchard er al.,
2017], geometric median [Chen ef al., 2017], coordinate-wise
median [Yin et al., 2018], coordinate-wise trimmed-mean
[Yin et al., 2018], FABA [Xia et al., 2019], centered clipping
[Karimireddy et al., 2021], etc. The key idea behind these
robust aggregators is to find a point that has bounded distance
to the true gradient such that the learning error is under con-
trol. [Farhadkhani et al., 2022al] and [Allouah et al., 2023]
propose a unified framework to analyze the performance of
these robust aggregators under attacks. Though these meth-
ods work well when the data distributions are the same over
the workers, their performance degrades when the data dis-
tributions become heterogeneous [Karimireddy er al., 2022;
Li et al., 2019]. To address this issue, [Li et al., 2019] sug-
gests using model aggregation rather than gradient aggrega-
tion to defend against model poisoning attacks in the hetero-
geneous case. [Karimireddy er al., 2022; Peng er al., 2022;
Allouah er al., 2023] propose to use the bucketing/resampling
and nearest neighbor mixing techniques to reduce the hetero-
geneity of the gradients, prior to aggregation. There also ex-
ist some works focusing on decentralized optimization with-
out a server, under model poisoning attacks [Wu et al., 2023;
He et al., 2022; Peng et al., 2021]. Nevertheless, we focus on
distributed learning with a server in this paper.

There are a large amount of papers focusing on data poi-
soning attacks [Bagdasaryan et al., 2020; Wang et al., 2020;
Sun et al., 2019; Rosenfeld er al., 2020]. To defend against
data poisoning attacks, the existing works use data sanitiza-
tion to remove poisoned data [Steinhardt er al., 2017], and
prune activation units that are inactive on clean data [Liu et
al., 2018]. For more defenses against data poisoning attacks,
we refer the reader to the survey paper [Kairouz et al., 2021].

In practice, however, attacks may not necessarily behave
as arbitrarily malicious as the above well-established works
consider. Some weaker attacks models are structured; for
example, [Tavallali er al., 2022] considers the label poison-

ing attacks in which some workers mislabel their local data
and compute the incorrect messages using those poisoned
data. Specifically, [Tolpegin er al., 2020; Lin et al., 2021;
Jebreel et al., 2024, Jebreel and Domingo-Ferrer, 2023] con-
sider the case where some workers flip the labels of their lo-
cal data from source classes to target classes. Notably, label
poisoning is a kind of data poisoning but not necessarily the
worst-case attack, since label poisoning attacks fabricates the
local data, yet only on the label level.

It has been shown that label poisoning attacks are equiva-
lent to model poisoning attacks in essence [Farhadkhani et
al., 2022b]. Therefore, defenses designed for model poi-
soning attacks are still effective, including Krum, geometric
median, coordinate-wise median, coordinate-wise trimmed-
mean, FABA, and centered clipping, as validated by [Karim-
ireddy et al., 2022; Gorbunov et al., 2022; Fang er al., 2020].
There also exist some works designing robust aggregators
based on specific properties of label poisoning. For example,
the work of [Tavallali ef al., 2022] proposes regularization-
based defense to detect and exclude the samples with flipped
labels in the training process. However, [Tavallali er al.,
2022] requires to access a clean validation set, which has pri-
vacy concerns in distributed learning. Another work named
as LFighter [Jebreel et al., 2024], is the state-of-the-art de-
fense for label poisoning attacks in federated learning. [Je-
breel et al., 2024] proposes to cluster the local gradients of
all workers, identify the smaller and denser clusters as the
potentially poisoned gradients, and discard them. The key
idea of LFighter is that the difference between the gradients
connected to the source and target output neurons of poisoned
workers and regular workers becomes larger when the train-
ing process evolves. Therefore it is able to identify the poten-
tially poisoned gradients. However, LFighter only works well
when data distributions at different workers are similar. If the
heterogeneity of the distributed data is large, the performance
of LFighter degrades, as we will show in Section 5.

A recent work of [Shejwalkar er al., 2022], similar to our
findings, reveals the robustness of the mean aggregator under
poisoning attacks in production federated learning systems.
Nevertheless, their study is restrictive in terms of the poison-
ing ratio (for example, less than 0.1% workers are poisoned
while we can afford 10% in the numerical experiments) and
lacks theoretical analysis. In contrast, we provide both theo-
retical analysis and experimental validations.

In conclusion, our work is the first one to investigate the
robustness of the mean aggregator under attacks in distributed
learning. It reveals an important fact that robust aggregators
cannot always outperform the mean aggregator under specific
attacks, promoting us to rethink the application scenarios for
the use of robust aggregators.

3 Problem Formulation

Consider a distributed learning system with one server and W
workers. Denote the set of workers as W with [W| = W, and
the set of regular workers as R with |R| = R. Note that the
number and identities of the regular workers are unknown.
Our goal is to solve the following distributed learning prob-
lem defined over the regular workers in R, at the presence of



the set of poisoned workers W \ R:

min f(z) é% Z fuwl(2), (1)
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with f,(z) £ %wa,j(x), Vw € R.
j=1

Here, v € RP is the global model, and f,,(z) is the local cost
of worker w € R that averages the costs f, ;j(z) of J sam-
ples. Without loss of generality, we assume that all workers
have the same number of samples J.

We begin with characterizing the behaviors of the poisoned
workers in W\ R. Different to the classical Byzantine attacks
model that assumes some workers to disobey the algorithmic
protocol and send arbitrarily malicious messages to the server
[Lamport er al., 1982], here we assume the poisoned workers
to: (i) have samples with poisoned labels; (ii) exactly follow
the algorithmic protocol during the distributed learning pro-
cess. The formal definition is given as follows.

Definition 1 (Label poisoning attacks). In solving (1), there
exist a number of poisoned workers, whose local costs are in
the same form as the regular workers but a fraction of sample
labels are poisoned. Nevertheless, these poisoned workers
exactly follow the algorithmic protocol during the distributed
learning process.

To solve (1) with the distributed gradient descent algo-
rithm, the server needs to average the local gradients of the
regular workers at each iteration. However, as we have em-
phasized, the number and identities of the regular workers are
unknown, such that the server cannot distinguish the true lo-
cal gradients of the regular workers and the poisoned local
gradients from the poisoned workers. We call the true and
poisoned local gradients as messages, which the server must
judiciously aggregate.

Let the global model be z? at iteration ¢. Denote the true
local gradient of regular worker w € R as V f,,(x") and the
poisoned local gradient of poisoned worker w € W \ R as
V fu(2?). For notational convenience, we denote the message
sent by worker w, no matter true or poisoned, as:

Vfw(gjt): {Vfw(l' ), wERa

’ 2
Viw(zh), weW\R. @

Upon receiving all the messages {V f,, (') : w € W}, the
server can aggregate them with a robust aggregator RAgg(+)
and then move a step along the negative direction:

2 =o' — 5 RAgg({Vfu(a") :weW}), (3

where v > 0 is the step size. State-of-the-art robust aggre-
gators include trimmed mean (TriMean) [Chen et al., 20171,
centered clipping (CC) [Karimireddy et al., 2021], FABA
[Xia et al., 2019], to name a few.

In this paper, we argue that the mean aggregator Mean(-),
which is often viewed as vulnerable, is more robust than state-
of-the-art robust aggregators under label poisoning attacks.
With the mean aggregator, the update is

g =2t — 5 Mean({Vf,(a*) :w e W}), (4

where
Mean({V fi,(z!) : w € W}) £ % > Viwh). ©)
wew

We summarize the distributed learning algorithm with dif-
ferent aggregators in Algorithm 1.

Algorithm 1
Input: Initialization 20 € RP, step size v > 0, and number
of overall iterations 7.
1: fort=0,1,--- ,T—1do
2: Server broadcasts x* to all workers.
Regular worker w € R computes V f,,(z") and

3

4 sends V f, (2!) = V f,, (') to server.

5 Poisoned worker w € W\ R computes V f, (")
6: and sends V f,, () = V f,, (") to server.
7

8

9:

Server receives {V fu, (') } ey from all workers
and updates z'*! according to (3) or (4).
end for
Output: = = 2" where
7 € argmin [RAgg({Vfu(a") : w e W],
0<t<T-1
or

7 € argmin |[Mean({V f,(z*) : w € W})|.
0<t<T-1

4 Convergence Analysis

In this section, we analyze the learning errors of Algorithm 1
with different aggregators under label poisoning attacks. We
make the following assumptions.

Assumption 1 (Lower boundedness). The global cost f(-)
is lower bounded by f*, namely, f(xz) > f*.

Assumption 2 (Lipschitz continuous gradients). The
global cost f(-) has L-Lipschitz continuous gradients.
Namely, for any x,y € RP, it holds that

IVf(z) = VIl < Lz -yl (6)

Assumption 3 (Bounded heterogeneity). For any x € RP,
the maximum distance between the local gradients of regular
workers w € R and the global gradient is upper-bounded by
&, namely,

max [V fu(z) = V(@) < €. ()

Assumptions 1, 2 and 3 are all common in the analysis of
distributed first-order algorithms. In particular, Assumption 3
characterizes the heterogeneity of the distributed data across
the regular workers; larger £ means higher heterogeneity.

Assumption 4 (Bounded disturbances of poisoned local
gradients). For any x € RP, the maximum distance between
the poisoned local gradients of poisoned workers w € W\ R
and the global gradient is upper-bounded by A, namely,

S IV fur(@) = V()| < A, (®)



Assumption 4 bounds the disturbances caused by the poi-
soned workers. This assumption does not hold for the worst-
case Byzantine attacks model, where the disturbances caused
by the Byzantine workers can be arbitrary. However, under
label poisoning attacks, we prove that this assumption holds
for distributed softmax regression as follows. We will also
demonstrate with numerical experiments that this assumption
holds naturally in training neural networks.

4.1 Justification of Assumption 4

Example: Distributed softmax regression under label poi-
soning attacks. Distributed softmax regression is common
for classification tasks, where the local cost of worker w € W
is in the form of

fuw(z) ®

1 K
Z 1{b9) =k} log
1k=1

exp(g;ga(ﬂuj))
K — .
i= Soim exp(af alwd))

In (9), K stands for the number of classes; (a(®7),b(w:7))
represents the j-th sample of worker w € W with a(*7) ¢
R¢ and b(J) € R being the feature and the label, respec-
tively; 1{b(*»J) = k} is the indicator function that outputs 1
if 5“9 = k and 0 otherwise; z, 2 []3q.(k+1)a € R is the
k-th block of . Note that for poisoned worker w € W \ R,
the labels b(*7) are possibly poisoned for all j € [J].

It is easy to verify that the global cost f(z) with the local
costs f,, () in (9) satisfies Assumptions 1 and 2. Since the
gradients of the local costs f,(x) in (9) are bounded (see the
supplementary material), the global cost f(x) satisfies As-
sumption 3 and ¢ refers to the heterogeneity of the local costs
fw(x). Next, we show that Assumption 4 also holds.

|

Lemma 1. Consider the distributed softmax regression prob-
lem where the local costs of the workers are in the form of (9).
The poisoned workers are under label poisoning attacks, with
arbitrary fractions of sample labels being poisoned. If (">
is entry-wise non-negative for all w € W and all j € [J],
then Assumption 4 is satisfied with
1
_ - (w,35)
A—2\/Equ]}ae%||<]j_zla Il (10)

Lemma 1 explicitly gives the constant A for Assumption
4. Observe that the non-negativity assumption of a(*»7) nat-
urally holds; for example, in image classification tasks, each
entry of the feature stands for a pixel value. For other tasks,
we can shift the features to meet this requirement.
Relation between Assumptions 3 and 4. Interestingly, the
constants £ and A in Assumptions 3 and 4 are related. Similar
to Lemma 1 that gives A, for the distributed softmax regres-
sion problem, we can give ¢ as follows.

Lemma 2. Consider the distributed softmax regression prob-
lem where the local costs of the regular workers are in the
form of (9). If a\*+7) is entry-wise non-negative for allw € R
and all j € [J), then Assumption 3 is satisfied with

J
1 .
< 9/ (w9
£<2 K{UneaXHJjg:la I (11)

In particular, when the distributed data across the regular
workers are sufficiently heterogeneous, the constant £ is close
to 2V K max,er |+ Z}le a™7)|| (see the supplementary
material). Further, if the feature norms of the regular and
poisoned workers have similar magnitudes, which generally
holds in practice, then 2v/K max,cx || 5 Ej:l a9 || is in

the same order as 2v/ K max,cw ||+ Z}le a(®9)||. Hence,

we can conclude that A = O(€) when the distributed data are
sufficiently heterogeneous. This conclusion will be useful in
our ensuing analysis.

4.2 Main Results

To analyze the learning errors of Algorithm 1 with robust ag-
gregators, we need to characterize the approximation abilities
of the robust aggregators, namely, how close their outputs are
to the average of the messages from the regular workers. This
gives rise to the definition of p-robust aggregator [Wu et al.,
2023; Dong et al., 2024].

Definition 2 (p-robust aggregator). Consider any W vec-
tors y1, Yo, - -+ ,yw € RP, among which R vectors are from
regular workers w € R. An aggregator RAgg(-) is said to be
a p-robust aggregator if there exists a contraction constant
p > 0 such that

IRAgg({y1, -+ s yw}) — 9yl < p-max|yw —yll, (12)
wER

where §j = % Y weRr Yw is the average vector of the regular

workers.

From Definition 2, a small contraction constant p means
that the output of the robust aggregator is close to the aver-
age of the messages from the regular workers. The error is
proportional to the heterogeneity of the messages from the
regular workers, characterized by max,er ||Yw — |-

However, since a robust aggregator cannot distinguish the
regular and poisoned workers, p is unable to be arbitrarily
close to 0. Additionally, when the messages from the poi-
soned workers are majority, there is no guarantee to satisfy
Definition 2. Therefore, we have the following lemma.

Lemma 3. Denote § =1 — % as the fraction of the poisoned
workers. Then a p-robust aggregator exists only if § < é and
p > min{lfﬁ, 1}

We prove that several state-of-the-art robust aggregators,
such as TriMean [Chen et al., 2017], CC [Karimireddy et al.,
2021] and FABA [Xia et al., 2019], all satisfy Definition 2
when the fraction of poisoned workers is below their respec-

tive thresholds. Their corresponding contraction constants p
are given in the supplementary material.

Remark 1. Our definition is similar to (f, k)-robustness in
[Allouah et al., 2023], while our heterogeneity measure is
maXyer ||Yw — Y| instead of % Y wer Yw — y||%. Due
10 the fact maxyer |yw — J° < X per 1w — l12

, our
definition implies (f, k)-robustness in [Allouah et al., 2023].
Further according to Propositions 8 and 9 in [Allouah et
al., 2023], our definition also implies (f, \)-resilient averag-
ing and (Smax, ¢)-ARAgg in [Farhadkhani et al., 2022a] and
[Karimireddy et al., 2022], respectively.



Thanks to the contraction property in Definition 2, we can
prove that the learning error of Algorithm 1 with a p-robust
aggregator is bounded under label poisoning attacks.

Theorem 1. Consider Algorithm 1 with a p-robust aggrega-
tor RAgg(-) to solve (1). Under label poisoning attacks where
the fraction of poisoned workers is 6 € [0, %) if the step size
isy € (0, %] and Assumptions 1, 2 and 3 are satisfied, then
we have

8(f(=%) = f*)

~T
Interestingly, we are also able to prove that Algorithm 1

with the mean aggregator, under label poisoning attacks, has
a bounded learning error.

IV f(@)]* < +10p%¢2. (13)

Theorem 2. Consider Algorithm I with the mean aggregator

Mean(-) to solve (1). Under label poisoning attacks where

the fraction of poisoned workers is § € [0, 1), if the step size

is v € (0, 7] and Assumptions 1, 2 and 4 are satisfied, then

we have

8(f(2°) — f*)
~T

Theorems 1 and 2 demonstrate that Algorithm 1 with both
p-robust aggregators and the mean aggregator can sublinearly
converge to neighborhoods of a first-order stationary point of
(1), and non-vanishing learning errors are p2£2 for p-robust
aggregators and 62 A? for the mean aggregator. Note that the
O(%) convergence rates are optimal for first-order nonconvex
optimization algorithms [Carmon et al., 2020].

Before comparing the learning errors in Theorems 1 and 2,
we give the lower bound of the learning error for Algorithm
1 with either a p-robust aggregator or the mean aggregator.

IVf(2)]* < 1106242, (14)

Theorem 3. Under label poisoning attacks with § = 1 — %
fraction of poisoned workers, consider Algorithm I with any
p-robust aggregator or the mean aggregator, where p >
min{ %, 1}. There exist R regular local functions { f.,(z) :

w € R} and W — R poisoned local functions {f,(z) :
w € W\ R} satisfying Assumptions 1, 2, 3 and 4 such that
the output & of Algorithm 1 has

IVf(@)]? > Q(5°¢?). (15)

Since the identities of poisoned workers are unknown, it is
impossible to fully eliminate the effect of malicious attacks,
which results in the non-vanishing learning error as demon-
strated in Theorem 3. In Table 1, we compare the learning er-
rors for different aggregators, given large heterogeneity such
that A is in the same order as £ (which holds when the dis-
tributed data are sufficiently heterogeneous, as we have dis-
cussed in Section 4.1).

According to Table 1, we know that the learning errors of
TriMean, FABA and the mean aggregator all match the lower
bound in order, when § is small. However, the learning errors
of TriMean and FABA explode when § approaches % and %,
respectively, while the mean aggregator is insensitive. There-
fore, the learning error of the mean aggregator is optimal in
order regardless of the fraction of poisoned workers. In addi-
tion, the learning error of the mean aggregator is smaller than
that of CC by a magnitude of J.

Aggregator | Learning error
242
TriMean O( %)
cC 0(5¢2)
62 2
FABA 05557
Mean 0(52%€?)
Lower bound ‘ 0(62%¢?) .

Table 1: Learning errors of Algorithm 1 with TriMean, CC, FABA
and the mean aggregator when the heterogeneity of distributed data
is sufficiently large such that A is in the same order as £. The lower
bound of using any p-robust aggregator and the mean aggregator is
also given.

Remark 2. We analyze Algorithm 1 in the deterministic set-
ting, but will evaluate its performance in the stochastic setting
(namely, sampling a mini-batch of samples at each iteration),
due to the high computation overhead of computing full gra-
dients. Extending the analysis from the deterministic setting
to stochastic is non-trivial, due to the difficulty of handling
the variance of stochastic gradients in establishing the upper
bounds and the tight lower bound. We will investigate this
issue in our future work.

5 Numerical Experiments

In this section, we conduct numerical experiments to validate
our theoretical findings and demonstrate the performance of
Algorithm 1 with the mean and robust aggregators under label
poisoning attacks.

5.1 Experimental Settings

Datasets and partitions. For the convex problem, consider
softmax regression on the MNIST dataset. As for the noncon-
vex problem, we train multi-layer perceptrons on the MNIST
dataset and convolutional neural networks on the CIFAR10
dataset. We setup W = 10 workers where R = 9 workers are
regular and the remaining one is poisoned. We consider three
data distributions: i.i.d., mild non-i.i.d. and non-i.i.d. cases.
In the i.i.d. case, we uniformly randomly divide the training
data among all workers. In the mild non-i.i.d. case, we divide
the training data using the Dirichlet distribution with hyper-
parameter o = 1 by default [Ronning, 1989]. In the non-i.i.d.
case, we assign each class of the training data to one worker.
Label poisoning attacks. We investigate two types of label
poisoning attacks: static label flipping where the poisoned
worker flips label b to 9 — b with b ranging from 0 to 9, and
dynamic label flipping where the poisoned worker flips label
b to the least probable label with respect to the global model
x! [Shejwalkar et al., 2022].

Aggregators to compare. We are going to compare the mean
aggregator with several representative p-robust aggregators,
including TriMean, FABA, CC, and LFighter. The baseline is
the mean aggregator without attacks!.

5.2 Convex Case

Classification accuracy. We consider softmax regression on
the MNIST dataset. The classification accuracies under static

'The code is available at https://github.com/pengjo7/LPA
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Figure 1: Classification accuracies of softmax regression on the

MNIST dataset under static label flipping attacks.
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Figure 2: Classification accuracies of softmax regression on the
MNIST dataset under dynamic label flipping attacks.

label flipping and dynamic label flipping attacks are shown
in Figure 1 and Figure 2, respectively. In the i.i.d. case, all
methods perform well and close to the baseline. In the mild
non-i.i.d. case, FABA and LFighter are the best among all ag-
gregators and the other aggregators have similar performance.
In the non-i.i.d. case, since the heterogeneity is large, all ag-
gregators are tremendously affected by the label poisoning
attacks, and have gaps to the baseline in terms of classifi-
cation accuracy. Notably, the mean aggregator performs the
best among all aggregators in this case, which validates our
theoretical results.

Heterogeneity of regular local gradients and disturbance
of poisoned local gradients. To further validate the reason-
ableness of Assumptions 3 and 4, as well as the correctness of
our theoretical results in Section 4.1, we compute the small-
est £ and A that satisfy Assumptions 3 and 4 for the softmax
regression problem. As shown in Figure 3, the disturbances
of the poisoned local gradients, namely A, are bounded under
both static label flipping and dynamic label flipping attacks,
which corroborates the theoretical results in Lemma 1. From
i.i.d., mild non-i.i.d. to the non-i.i.d. case, the heterogeneity
of regular local gradients characterized by ¢ increases. Par-
ticularly, in the non-i.i.d. case, £ is close to A under both
static label flipping and dynamic label flipping attacks, which
aligns our discussions below Lemma 2. Recall Table 1 that
when the heterogeneity is sufficiently large, the learning error
of the mean aggregator is optimal in order. This explains the
results in Figures 1 and 2.
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Figure 3: Heterogeneity of regular local gradients (the smallest £
satisfying Assumption 3) and disturbance of poisoned local gradi-
ents (the smallest A satisfying Assumption 4) in softmax regression
on the MNIST dataset, under static label flipping and dynamic label
flipping attacks.

5.3 Nonconvex Case

Classification accuracy. Next, we train multi-layer percep-
trons on the MNIST dataset and neural networks on the CI-
FAR10 dataset under static label flipping and dynamic label
flipping attacks, as depicted in Figures 4 and 5. In the i.i.d.
case, all methods have good performance and are close to
the baseline, except for TriMean that performs worse than
the other aggregators on the CIFAR10 dataset under dynamic
label flipping attacks. In the mild non-i.i.d. case and on
the MNIST dataset, Mean, FABA and LFighter are the best
and close to the baseline, CC and TriMean perform worse,
while TriMean is oscillating. On the CIFAR10 dataset, Mean,
FABA, CC, and LFighter perform the best, while TriMean
performs worse than the other methods with an obvious gap.
In the non-i.i.d. case, all methods are affected by the attacks
and cannot reach the same classification accuracy of the base-
line, but mean aggregator still performs the best. CC, FABA
and LFighter perform worse and TriMean fails.
Heterogeneity of regular local gradients and disturbance
of poisoned local gradients. We also calculate the smallest
values of £ and A satisfying Assumptions 3 and 4, respec-
tively. As shown in Figure 6, the disturbance of poisoned
local gradients measured by A are bounded on the MNIST
and CIFAR10 datasets under both static label flipping and dy-
namic label flipping attacks. From i.i.d., mild non-i.i.d. to the
non-i.i.d. case, the heterogeneity of regular local gradients &
is increasing. In the non-i.i.d. case, & is close to A.

5.4 TImpacts of Heterogeneity and Attack Strengths

To further show the impacts of heterogeneity of data distribu-
tions and strengths of label poisoning attacks, we compute
classification accuracies of the trained multi-layer percep-
trons neural network on the MNIST dataset, varying the data
distributions and the levels of label poisoning attacks. We em-
ploy the Dirichlet distribution by varying the hyper-parameter
a ={100,1,0.1,0.001} to simulate various heterogeneity of
data distributions, in which a smaller o corresponds to larger
heterogeneity. In addition, we let the poisoned worker apply
static label flipping attacks by flipping labels with probability
p={0.0,0.4,0.7,1.0} to simulate different attack strengths.
A larger flipping probability indicates stronger attacks.
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Figure 4: Classification accuracies of multi-layer perceptrons on the
MNIST dataset and convolutional neural networks on the CIFAR10
dataset under static label flipping attacks.

[ID (MNIST) Mild Noniid (MNIST) _ Noniid (MNIST)
> ’,,/**::*:;
©0.8 ===
3
$os6

Noniid (CIFARL0)

11D (CIFARlO) Mild Noniid (CIFAR10)

i
o ;
I v '*'f“w‘f”

o
o

Accuracy
o
i

0'20 10000 200000 10000 200000 10000 20000
iterations iterations iterations
—e— Baseline TriMean —<— CC
—— Mean —s— FABA —e— LFighter

Figure 5: Classification accuracies of multi-layer perceptrons on the
MNIST dataset and convolutional neural networks on the CIFAR10
dataset under dynamic label flipping attacks.

11D (MNIST) Mild Noniid (MNIST Noniid (MNIST)
020
E (M“w il ‘M*NMMM«W
=10 \ “ \‘M iy sy [y bl i J}\\
2 memwm rw ki merend B il
= 0 Fs

11D (CIFAR10) Mild Noniid (CIFAR10) Noniid (CIFARlO)
(]
©
2 40 W A I W%MW% \(A,qu
520 | il ol | ||
o b o wm Tty |
g ;MWK '
0 10000 200000 10000 200000 10000 20000
iterations iterations iterations

—e— Disturbance of static label flipping Heterogeneity

—+— Disturbance of dynamic label flipping

Figure 6: Heterogeneity of regular local gradients (the smallest £
satisfying Assumption 3) and disturbance of poisoned local gradi-
ents (the smallest A satisfying Assumption 4) in training multi-layer
perceptrons on the MNIST dataset and training convolutional neu-
ral networks on the CIFAR10 dataset, under static label flipping and
dynamic label flipping attacks.
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Figure 7: Best classification accuracies of trained multi-layer per-
ceptrons by all aggregators on the MNIST dataset under static label
flipping. Each block is associated with a hyper-parameter « that
characterizes the heterogeneity and the flipping probability p that
characterizes the attack strength. For each block, the best classifica-
tion accuracy and the corresponding aggregator is marked.

We present the best performance among all aggregators,
and mark the corresponding best aggregator in Figure 7. The
mean aggregator outperforms the robust aggregators when the
heterogeneity is large. For example, the mean aggregator ex-
hibits superior performance when o = 0.001 and the flipping
probability p = {0,0.4,0.7,1.0}, as well as when « = 0.1
and p = {0, 0.4, 0.7}. Furthermore, fixing the flipping proba-
bility p, when the hyper-parameter o becomes smaller which
means that the heterogeneity becomes larger, the mean ag-
gregator gradually surpasses the robust aggregators. Fixing
the hyper-parameter «, when the flipping probability p be-
comes smaller which means that the attack strength becomes
smaller, the mean aggregator gradually surpasses the robust
aggregators. According to the above observations, we recom-
mend to apply the mean aggregator when the distributed data
are sufficiently heterogeneous, or the disturbance caused by
label poisoning attacks is comparable to the heterogeneity of
regular local gradients.

6 Conclusions

We studied the distributed learning problem subject to label
poisoning attacks. We theoretically proved that when the dis-
tributed data are sufficiently heterogeneous, the learning error
of the mean aggregator is optimal in order. Further corrobo-
rated by numerical experiments, our work revealed an impor-
tant fact that state-of-the-art robust aggregators cannot always
outperform the mean aggregator, if the attacks are confined to
label poisoning. We expect that this fact can motivate us to
revisit which application scenarios are proper for using robust
aggregators. Our future work will extend the analysis to the
more challenging decentralized learning problem.
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Supplementary Material for
Mean Aggregator Is More Robust Than Robust Aggregators Under Label Poisoning Attacks

A Analysis of distributed softmax regression

In this section, we analyze the property of distributed softmax regression where the local cost of worker w € W is

. T o (w,5)
—ZZl{b(wJ):k}log apr ™) (16)

J leil exp(x?a(wd))

Here K stands for the number of classes; (a(““j ), b(w3)) represents the j-th sample of worker w € W with a(*)) € R¢ and
b(w:3) € R being the feature and the label, respectively; 1{b(*»7) = k} is the indicator function that outputs 1 if b(*-/) = k and
0 otherwise; 7, = [x] kd:(k+1)d € R is the k-th block of . Note that b(*"») for w € VW \ R is probably mislabeled under label
poisoning attacks.

We first show that the gradient of the local cost of worker w € W is bounded in distributed softmax regression. Then we
prove Lemma 1 which gives a valid constant A to satisfy Assumption 4 in distributed softmax regression. Last, we prove
Lemma 2 that gives the upper bound for the heterogeneity of the local costs £ in distributed softmax regression, and further
demonstrate that when the distributed data across the regular workers are sufficiently heterogeneous, the constant ¢ is in the

same order of 2v/K max,cr || ZJ Lawd].

—_

A.1 Bounded gradients of local costs
Lemma 4. Consider the distributed softmax regression problem where the local cost of worker w € W is in the form of (16).
Then the norm of the gradient of the local cost V f,,(x) is bounded by the maximum of the norms of the local features, i.e.,

IV fu(2)]| < 2max [[a™7)||, Vw e W. (17)
JelJ]
Moreover, if ') is entry-wise non-negative for all w € W and all j € [J], we have

J
N 1 .
IV ful@)| < \/K||j > ™Dl Vwe W, (18)
j=1

Proof. Note that f,, () = L ijl fw, j(x) where the sample cost function fw7 j(x) in distributed softmax regression is

P K 4 exp(xfal®d))
fwj(x) == 1{"7) = k}log —. (19)
k=1 Yoy exp(a] alwd)
Therefore, the k-th block of the gradient of the sample cost function is
. ) . (w,5)
Va:kfw,j(ﬁﬁ) — _a(w,])(]_{b(wvj) =k} — exp( a ) (20)

Zl:l exp(ajl a(wyj)) '
Taking the average of the gradients of the J samples and concatenating the blocks together, we have
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where we use the inequality ||§ Z] 1

<3 ZJ 1 |lv;||? for any J vectors {v]} _, in the last line. Since
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we have

exp(x;‘ga(waj)) 2 N2 < (w,5)
Vfu, — 1 pwd) = k - max ||a(* 2 max a\“’ (23)
|| zkz { V= S ioTany) Ele I < (a2
which shows the upper bound for the norm of the gradient.
Now, we turn to the second claim with the non—negativity assumption. Starting from the second equality in (21), we have

H

w w eXp(xga(W7j)) 2
IV fu ()| = Z H Za< D) =k} - ¢ ol (24)
=1 7 j=1 oo exp(af alwd))
2
K T (w,
< Z max|1{b(w> =k} — exp(aal”7) Zam) 7
=1 JE[J] Zl 1 exp((pl a(wd)
where the inequality is due to | > el c;xj| < maxjep el >_jels) %; for any sequence {c; } jc7) and any positive sequence
{z;} ;e Since max;c(y |1{b7) = k} — %’ < 1, we reach our conclusion of
~ 1 .
IV fu(@)” < KI5 Za(w’”lﬁ (25)
j=1
which completes the proof. u

A.2 Proof of Lemma 1
We restate Lemma 1 as follows.

Lemma S. Consider the distributed softmax regression problem where the local cost is in the form of (9). The poisoned workers
are under label poisoning attacks, with arbitrary fractions of sample labels being poisoned. If a\*>7) is entry-wise non-negative
forallw € W and all j € [J)], then Assumption 4 is satisfied with

J
1 .
A=2VK — (w,3)]|. )
% ﬁ%IIJ;a [ (26)

Proof. Note that

Sy IV fulz) = Vf(@)|* <2 R IV fu (@)1 + 2V f ()% 27

From Lemma 4, we know the first term at the right-hand side of (27) can be upper-bounded as
12
Viw(@)|> < K = a2, 28
wénV%le Ju(@)[I” < ngV%zHJj:la | (28)

For the second term at the right-hand side of (27), applying the inequality || > cr Vi wll? < £ X wer IV full? gives

J
1 w.i
IV f(@)|” < Z IV Fu(@)* < max [V fun (@) |* < K max||5 > ot 2|2, (29)
i=1

wGR
where the last inequality similarly comes from the assumption that a(*») is entry-wise non-negative for all w € W and all
j € [Jl.
Combining (28) and (29), we have
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or equivalently
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which is exactly (8) with A = 2v/K max,ew || & 7 Z] Law D). m



A.3 Proof of Lemma 2
We give a complete version of Lemma 2 as follows.
Lemma 6. Consider the distributed softmax regression problem where the local cost is in the form of (9). The poisoned workers

are under label poisoning attacks, with arbitrary fractions of sample labels being poisoned. If o) is entry-wise non-negative
Sforallw € R and all j € [J], then Assumption 3 is satisfied with

J
1 .
¢ <2VK max||5 > ol (32)
j=1

On the other hand, suppose Assumption 3 holds true. If for any regular worker, the labels of its local data are the same and
differ from labels of data at the other regular workers’ side (namely, b(*-7) = b(w'd") if and only if w = W', for all w,w’' € R
and j, j' € [j]), we have

J

1 .
= - (w,3)
3 9(gg%lljj§::1a 1) (33)
Proof. Notice that for any regular worker w € R, it holds
1 1
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With (18) in Lemma 4, we have
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and thus Assumption 3 is satisfied with
J
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Next, we prove the lower bound of &. For any regular worker w’ € R and any € R, Assumption 3 gives that
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Letting [x]; = 0 for any ¢ € [d] and k € [K], it holds that
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Given the heterogeneous label distribution, there exists &’ € [K], such that b)) = &/ £ b)) for all w # w’ and j € [J].
Specifically, taking one of the summing parts in (37) with k = k', we obtain
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where the last inequality is because each term in the summation is non-negative. Note that w’ € R is arbitrary, which results in

€2 (1= 3)(1 - ) max |5 ZaWn. (39)
Combining (36) and (39), we have
£= maxnfz a ), (40)
which completes the proof.
|

B Analysis of p-robust aggregators

In this section, we prove Lemma 3 that explores the approximation abilities of p-robust aggregators, and show that the state-
of-the-art robust aggregators, including TriMean, CC, and FABA, are all p-robust aggregators when the fraction of poisoned
workers is below their respective thresholds.

We first recall the definition of a p-robust aggregator.

Definition 3 (p-robust aggregator). Consider any W vectors y1,%s, . . ., yw € RP, among which R vectors are from regular
workers w € R. An aggregator RAgg(-) is said to be a p-robust aggregator if there exists a contraction constant p > 0 such
that

|RAgg({y1,--,yw}) — 7l < p- max lyw — ¥l (41)

where §j = % > weRr Yw i the average vector of the regular workers.

B.1 Proof of Lemma 3
The equivalent statement of Lemma 3 is shown below.

Lemma 7. Denote § = 1 — W as the fraction of the poisoned workers. If § > % orp < min{lfﬁ, 1}, then there exist W
vectors yi, Yz, . . ., yw € RP such that

|RAgg({y1,-- - yw}) — 7l >p~glg7>2<llyw =l (42)

Proof. Without loss of generality, consider D = 1and R = {1, 2, ..., R}. For higher-dimensional cases, setting all entries but
one as zero will degenerate to the scalar case.

If§ > 1, then2R < W. Lety; = ... = yg = 0, Yyp1 = ...Y2r = p+ 1l and yogy1 = ... = yw = 0. Then
7 = 0 and max,er ||yw — ¥l = 0. f RAgg({y1,...,yw}) # 0, we have found W vectors in (42). Otherwise, we know that
RAgg({y1,...,yw}) = 0. Rearranging those vectors as z; = ...zr = p+1land zgr11 = ... = zw = 0, the aggregator based
on the same set of vectors outputs the same value RAgg({#1,...,2w}) = 0, while Z = p + 1 and maxyer ||z2w — Z|| = 0.
Thus {z,,, w < W} are the set of vectors satisfying (42).

Next, consider § < % but p < min{lfw, 1}. Similar to the above construction yet with 2R > W, we consider y; = ... =
yr =0and yg41 = ... = yw = 1. Accordingly, we have § = 0 and max,er ||yw —7|| = 0. T RAgg({y1,...,yw}) # 0, we
have found W vectors in (42). Otherwise, we get RAgg({y1, ..., yw}) = 0. Rearranging those vectors as z; = ...z _g = 1
and zw_pg4+1 = ... = zw = 0, the aggregator based on the same set of vectors outputs the same value RAgg({z1,...,2zw}) =

max{1-20,0} "y, {zw,w < W} are the set of vectors satisfying (42). [ ]

0, while z = 1%5 and max er |20 — Z|| = 5

For notational convenience, hereafter we denote P as the set of poisoned workers, with P = |P| being the number of
poisoned workers. Therefore, ? = W\ R and P =W — R.

B.2 TriMean

TriMean is an aggregator that discards the smallest P elements and largest P elements in each dimension. The aggregated
output of TriMean in dimension d is given by

. 1
[TriMean({y1, ..., yw })]a = W 2P ;L;] [Yw]d, (43)

where [-]; denotes the d-th coordinate of a vector, and [U/]4 is the set of workers whose d-th elements are not filtered after
removal. Below we show that TriMean is a p-robust aggregator if § < %



Lemma 8. Denote § = 1 — £ as the fraction of the poisoned workers. If § <

p = 125 min{VD, VR}. v

Proof. We first analyze the aggregated result in one dimension d and then extend it to all dimensions. Denote [Ur]s = [U]aNR

and [Up|q = [U]q NP as the set of remaining regular workers and poisoned workers after removal, respectively.
If TriMean successfully removes all the poisoned workers in dimension d, such that [Up]; = ) and [4]4 C R, it holds

2, TriMean is a p-robust aggregator with

. N 1 1
[[TriMean({y1, ..., yw })]a — [7ldll :||m Z [Ywla — R Z [y lall (44)
weE[U]q wER
S (—— >l D S
W — 2P R Yold = 3 op [yl
€ER weR\[U]4
P B 1
—||m[y}d "W _ap Z [Yuwlall
weR\[U]q
1
<1 e
<=5 > el
wER\[Ula
< max||[yua — (5]
S1-20 wer |Wwld = Wldll:
Otherwise, TriMean cannot remove all poisoned workers in dimension d, which means [p]q # 0. Define
_ 1 B 1
YR £ W Z [Ywld,  Tp, = W Z [Yuwla (45)
Rld we[uR]d Pld ’LUE[Z/fp]d
as the average of elements in [Ug]q and [Up],, respectively. Also denote u; £ ‘ﬁﬁ’]]j‘ as the fraction of poisoned workers that
remains. With the above definitions, we have u; < ﬁ = ﬁ and

[[TriMean({y1, - ... yw Hla — [Flall = llui - gp, + (1 —wi) - Yr, — [Hlall <willyp, — [Glall + (1 — wi) YR, — [Flall. (46)
For the first term at the right-hand side of (46), we have

1
uil[gp, — [Ylal ZUiHm > lywla — [Flall (47)
’LUE[Z/{p]d
1)
< max ||[yw]a — [7]all

1—2(5w€lxlpd
6

< ma [yl = [3lall

where the last inequality is due to the principle of filtering. Specifically, as the poisoned workers cannot own the P largest
values in dimension d, there exists a regular worker such that its d-th element is larger than [y,,]4 for all w € [Up]q. Similarly,
there exists a regular worker with the d-th element smaller than all [y,,]4’s. This observation guarantees the last inequality in
(47). For the second term at the right-hand side of (46), we have

(= il = Bl =0 =l = ) 3 b= L el @)
=)l S (el )
<55 2 llvula— (ol
wER\[Ur]a
<] eyl — [l
26

3 .
< max[yola — [7lal,



where the last inequality is due to |[Ugr]q4| = (W — 2P) — |[Upl4| > (W —2P) — P = R — 2P.
Substituting (47) and (48) into (46), we have

. _ o
ITTriMean({ys, ..., yw }la = [¥lall < 5 max |[[ywla — [7]all (49)
Combining the first case (44) and the second case (49), we have
. 36
I[TriMean({y, .. yw Dl = [Fall < 75 masx [yula — [7lal. (50)

Next, we extend the scalar scenario to the vector scenario. Notice that

D
ZmaXH Yola — [Flall* < ZmaXIIyw glI* < D max|ly., — 3|, (51)

On the other hand, we also have

D D
Zglg%”[yw]d - [,@_/]d”2 < Z Z H[yw}d - _ < Z Z ” yw d— _ | < Rmaxnyw g”Q (52)
d=1 d=1weR wER d=1
Combining (51) and (52) gives
_ T2 < mi _ 2.
;glR lfywla = [al* < min{D, R} max |1y, — g (53)

Substituting (53) into (50), we have

D
ITriMean({y, .., yw}) — 71° = 3 [ TriMean({y1, .. ., yw Do — [l (54)
d=1
D
30 9 12
<(=2 _
<(rgs)” e lals — Bl
(2 min{ D, R} mas [l — 31
<7y win{D: B gl — o
Taking the square roots on both sides of (54), we have
. _ 30 . _
[TriMean({ya, . -..yw}) = gl < 15 - min{VD, VR} - max s, — gl (59
which completes the proof. [ ]

B3 CC

CC is an aggregator that iteratively clips the messages from workers. CC starts from some point v°. At iteration 7, the update
rule of CC can be formulated as

ol — g 1 % ;CLIP(yw —v',7), o
where
e I o'l < 7,
CLIP(y, —v',7) = m(yw =), lyw =" >, 7

and 7 > 0 is the clipping threshold. After L iterations, CC outputs the last vector as
CC({yr, - yw}) = v". (58)

Below we prove that with proper initialization and clipping threshold, one-step CC (L = 1) is a p-robust aggregator if 6 < %



Lemma 9. Denote § = 1 — L& as the fraction of the poisoned workers. If § < 5 L choosing the starting point vy satisfying

lvo — 7)? < maxper ||Yw — y||2 and the clipping threshold T = \/ (1-9) 2 tueR lyw=9l% " ppe-step CC is a p-robust
aggregator with p = \/245.
Proof. The output of one-step CC is
|
cCluyr, .. yw)) ="+ W > CLIP(y,, — ", 7). (59)
w=1

Note that if max,er ||yw — || = 0, we have 7 = 0 and v° = ¢, which leads to CC({y1, ...,yw}) = ¥. Therefore, we have

ICCHy1,---,yw}) — 7l = max lyw — 9l < V240 max lyw — 7l|- (60)

Below we consider the case that max,er ||y — || > 0, then by definition 7 > 0.
Denoting §,, = v° + CLIP(y,, — v%, 7) forany w € {1,..., W}, we have

CC({y1, .- yw}) = Z G- (61)
According to (61), we have
1w
2 _ . —112
ICC{yn, - 9w ) —9l” =l Z;yw -9l (62)
_ 2
= Z Gu—9)+8- Z ol
wER w673
<2(1 - 4)? II* > (G yw)||2+252|| > (G = D)7
weR w€73'
1 . 1 . _
<21 =675 D lgw — yull® +26° 5 > [l —3lI*
wER weP

where the last two inequalities are due to the Cauchy-Schwarz inequality.
For any w € R, the term ||, — ¥y holds

||gw - yw” = UO — Yw + CLIP(yw - UO,T)' (63)

If the regular message ¥, is not clipped, meaning that CLIP(y,, — v°,7) = y,, — v°, we have

||?jw - yw” =0. (64)

Otherwise, we have

N T
19w — Yll = [0° = Yo — ——7 (0" = wu) | = [0 = gl — 7 (65)
|9 — 0|
Since
0 2 0 _ -2 —112 —112
— 2 — 2 — 4 —

R e P s o P L 1 R )

where the first inequality is due to a — b < % that holds for any a > 0,b > 0, and the last inequality is due to ||vg — 7[|? <
maxyer ||y — ¥]|?, we have

. 4 max,, i
Combining (64) and (67), we have
4 w w T g||?
1w — Yl < maxyer ||y vl ' (68)

T



For any w € P, the term ||¢,, — 9| holds
19 = 11" < 2w — v°I* +2]0° = g|I* < 2r* + 2max ||y, — gI*, (69)
where the last inequality is due to ||§,, — v°[|? = ||CLIP(y,, — v°,7)[|? < 72 and |Jvo — 7||? < maxyer ||yw — 7l|%
Substituting (68) and (69) into (62), we have
ICC{yrs - yw}) —4l? (70)

4 w w il
6)2( maXyer ||y y” )2
T
<245 176 w*_ 2 462 w*_ 2
<246(1 — &) max [y, — FI* + 46% max [ly, — 7|

<2(1-—

+ 40%7% 4+ 46% max ||y — 7|?
wER

<246 — g7
< glg%llyw yll*,

. .. _ T
where the second inequality is due to 7 = \/4(1 3) e lyw =7l1*

Therefore, we have

ICCHy1s s uw}) — 3l < V245 ma s — 1. )
Combining (60) and (71), we have that one-step CC is a p-robust aggregator with p = v/244. This completes the proof. [ ]
B.4 FABA
FABA is an aggregator that iteratively discards a possible outlier and averages the messages that remain after P iterations. To be
more concrete, denote I/(?) as the set of workers that are not discarded at the i-th iteration. Initialized with /() = {1,..., W},

at iteration i, FABA computes the average of the messages from ¢/(*) and discards the worker whose message is farthest from
that average to form U/ (i+1)  After P iterations, FABA obtains U/(F ) with W — P workers, and then outputs

FABA({y1,...,yw}) = 5 D Y- (72)

wGM(P)
Below we prove that FABA is a p-robust aggregator if 6 < %
Lemma 10. Denote § =1 — % as the fraction of poisoned workers. If § < % FABA is a p-robust aggregator with p = 13—‘;5.

Proof. For notational convenience, denote RO 2 1) N R and PO £ /() NP as the sets of the regular workers and the
poisoned workers in 2/(*), respectively Further denote three different averages

- A A A
Yytiy = |U(Z)| Z Yw, yR() - )| Z Yw, y”P() — |,P(,L)‘ Z Yw (73)

weld () weR() weP (i)
over UD, R and P, respectively. Then
Yur = (L — ;) - Jrey + Ui - Upe, (74)
and our goal is to bound ||7,,») — || by maxyer ||yw — Fl-
Denote u; £ P as the fraction of the poisoned workers in @), Fromd < %, u; < % < % for any ¢ € {0,..., P}.

u@]
We claim that a regular worker is filtered out at iteration ¢ only if

ST 2w, max |y (75)
This is because if |70 — Jpw || > 75 2u maxyer ||Yw — Yro ||, then for any w € R, we have
Y — (76)
=[|Yw —
< maX Y — 1
< 1 2uz ”
1_ Ypi)y — 11—

< max Hyw
weP @)




where (74) is applied to both the second and fourth lines. Therefore, there exists w’ € P with farther distance to Yy» than
all the regular workers, which guarantees that all the remaining regular workers will not be removed in this iteration.
If at every iteration FABA discards a poisoned worker, then /(") = R and

25 B
|Gcr — 9l = < {3 max lyw — |- (77)

Otherwise, there are iterations with regular workers removed. Denote ¢* as the last one among the P iterations that removes the

regular worker. Denote w(*") as the discarded worker at iteration i*, we have w(*") € R and from the algorithmic principle of
removal

Y = Gyan | = max ||y — Jyam (78)
weld (i)
Note that
19 =3Il < NGue = Gy | + 1Guas — 9l (79)

thus it suffices to bound the two terms on the right separately. First we notice that

> wll (80)

|Gy — G || =

u<P>| 2 y“’_\u

GM(P) u;ez,{(i*)
1
iy ~ ) o v > wl
U®| U] -
wel (") wel (¢ )\Z,{(P)
1 _
:WH Z (Y = G|l
u;eu(i*)\u(P)
|u(l |_|u(P)| ma ” T
—_ ‘Z/[ | wEZ,{(’ )\L{(P) yu) yu(l )
pP—i i
<= (9w = Ypan
P - B B B
<7 (1Y = Iran || + 1R — Guan |I)
P —i* N B _
= R (1Yt — Uran || IR — Ypiu) )
<P (max w — G ||+ — o —
) g1€a7)2( Yw — YR 1— 2u,. glg% Yw — YRG*)

P—it 1 —up I _
. max — i*
R 1 — 2u;« wer Yuw = YR

where the second inequality is from (78) and the last inequality is from (75) with 7 = ¢*. Additionally, the second term at the
right-hand side of (79) has upper bound

G — gl = [[(1 = wix) - G +uix - Jpas — Yl < |Jra — Gl + wix
For ||gre* — ||, we have

Uran — Jpan |- (81)

i i 1
7R — gl = Z o =3 D Yol (82)

weR(™) weR
1 _
:WH > @)l
wER\R?
< maxlve =gl
Substituting (82) and (75) into (81), we have
3 3 R _ (7/*) _ U _
s~ < I i 5+ 1 ma s — e 53)

|'R,(Z*) wWER

VER



Substituting (80) and (83) into (79), we have

i~ < (E= Ly, — e+ e i, gl 9
- . max ||yw — g ————— max |lyy — 7.
Yum =Yl = R 1—2u;x 1 —2u; " wer Y YR |RE)| wer y y
Since
U < U U gl < i 0] 85

max ||y — Frao || < max |y — gl + |gres — 9l < RG] A 1w =9l (85)

where the last inequality comes from (82), we have
P—i* 1 —u U= R R —|RU _ Qi+

max |y — . (86)

o g = 2
e =l < ((— ) o s =l = =5 - ma

T 20 12w [ROY TR

Since u;x = < % = %_5, we have

_ _ 26 )
15cer =9Il < =5 - maxlyw — - (87)

Combining the first case (77) and the second case (87), we have

[FABA({y1, - yw} = 9l = lgucm — 9l <

T35 maxllye -7l (88)

which completes the proof.

C Proof of Theorem 1
We restate Theorem 1 as follows.

Theorem 4. Consider Algorithm 1 with a p-robust aggregator RAgg(+) to solve (1). Under label poisoning attacks where the

fraction of poisoned workers is 6 € [0, %) if the step size is v € (0, %] and Assumptions 1, 2 and 3 are satisfied, then we have

8(f(z°) — f*)

OGEE

+10p%€2. (89)

Proof. For notational simplicity, denote g* = RAgg({V f,(2!) : w € W}). Since f(z) has L-Lipschitz continuous gradients
from Assumption 2, it holds that

Pt <P + (V)0 —2t) + ot — P 90)

L
<f(") = (V@) g") + 579
Since
ty ot Loy N NI
—(Vf(2%),9%) = Sllg" = VF@)I" = SV = Fllg"lI%, ©On
we have
AT t v 2 ¢
Py @) + 2ot = Vi = 21V - 2 - ylg')? ©2)
g g
<fa) + 2lg' = IO - 21V s,
where the last inequality is from 7 € (0, %] Further, since RAgg(-) is a p-robust aggregator with definition (41), it holds that

lg" = V(I < p* max ||V fu (") = VF()|* < p%, (93)

where the last inequality comes from Assumption 3. Substituting (93) into (92), we have

2(f(=") = f(=*1)

)12
IV ()" < 5

+ p2€2. (94)




Taking the average over ¢ from 0 to 7" — 1, we have

_ .Z‘T 20) — f*
TZHVf 2 < <f<x°>7Tf< Dy e < 200G =) ©5)

where the last inequality comes from Assumption 1 such that f(z7) > f*.
Recall that the output & of Algorithm 1 is # = 7 where T € arg ming<;<7—1 ||g*||. Our goal is to bound

IVF@IP = IV f)? = IVf(@T) = g7+ g7II> < 2V f(z7) — 7[> +2]lg7|I. (96)
According to (93), we have ||V f(27) — g7||? < p*¢? and further
1717 =, _minlg'17 < _min (VS + o'~ VTG o)
<,min_ (2IVSG >|\2+2||gt—w<xt>||2}
<, OV ) + 2%

<= Z V@2 + 20%€?

4p%€2.
< T +4p7¢
As a result, we have
R 8(f(xd
Ivr@p < L= g e (98)
~T
which completes the proof. u

D Proof of Theorem 2

We restate Theorem 2 as follows.

Theorem 5. Consider Algorithm I with the mean aggregator Mean( ) to solve (1). Under label poisoning attacks where the
fraction of poisoned workers is § € |0,1), if the step size is v € (0, } and Assumptions 1, 2 and 4 are satisfied, then we have

) 8(f(z%) — f*)
IVF(@)]* < R 1062 A%, (99)

Proof. For notational simplicity, denote g* = Mean({V f,, (') : w € W}). Note that the same inequality (92) holds true with
Assumption 2, which says

@) < J@h) + gt = VI = IV (100)
For the term ||g* — V f(z?)]|2, we have
lg" = Vf(z ||2—H—ZVfw — V()| (101)
weWw
—Hf Y Vil +—Vf< B~ Vi)
wEW\’R
Sl Y (Vi) - V)P
weW\R
2
<z X I9hute) - 9r60)
weW\R
P2
< W BY e VAt — Vi)

- w2 wEW\R
< 5242,



where the last inequality comes from Assumption 4.
Substituting (101) into (100) gives

A t+1
Taking the average over ¢ from 0 to 7" — 1, we have
T—1 0y T 0y ex
t=0

where the last inequality comes from Assumption 1 such that f(z7) > f*.
With (101) and (103), the rest of the proof follows that of Theorem 1 from (96) to (98) by replacing p2£2 with §2A2, and is
therefore omitted. |

E Proof of Theorem 3

We recall the statement of Theorem 3 as follows.
Theorem 6. Under label poisoning attacks with § = 1 — % fraction of poisoned workers, consider Algorithm 1 with any
p-robust aggregator or the mean aggregator, where p > min{ﬁ7 1}. There exist R regular local functions { f,(z) : w € R}
and W — R poisoned local functions {fw(x) :w € W\ R} satisfying Assumptions 1, 2, 3 and 4 such that the output I of
Algorithm 1 has

IV(#)]? > Q(6%€?). (104)

Proof. The key idea of the proof is to find two sets of W local costs that are the same under label poisoning attacks, while
their objectives based on R regular local costs are different. Therefore Algorithm 1 with any p-robust aggregator or the mean
aggregator cannot distinguish between them and the algorithmic output necessarily has an error on at least one of the two tasks.

The construction of the example is as follows. Without loss of generality, let W = {1, ..., W} be the set of workers where
R = {1,..., R} is the set of regular workers. The data among all workers have two possible labels, 1 or 2. Consider two
different functions f(x;1) and f(x;2) where

(1-0)¢ Lo
k) = ——— = ke {1,2}. 105
f(l, ) \ﬁ [l']k+2||"£”7 6{7 } ( )
For each worker w € [WW], there is only one data with label 5(*). The two different sets of local costs share the same form of
folz) = f(2;0™), Vw <R, (106)
fu(x) = f(z;6™)), Vw > R. (107)
However, the labels differ. The first set of labels, denoted as {b(**1), w € [W]}, consists of
1, w<R
A 108
2, w>R, (108)

while the second set with notation {b(*>2),w € [W]} is defined as

. 1, w>W-—-R
b(u),2) _ ’ ’ 109
{2, w<W-—R. (109)

The above two settings result in the same set of local costs (R of them are f(x;1) and the others are f(z;2)) yet different

orders of labels. In particular, if we denote f)(z) = LS°F_ f(a;p(» D) and f& = LSF_ f(2;0(42) as the two
objectives, we can check that all the assumptions are satisfied by both, and the learning error of an algorithmic output has a
non-vanishing lower bound on one of the objectives. Since

1-6
Vf(x; k)= (\/ﬁ)gek—FLx, (110)
where ey, is the unit vector with the k-th element being 1, we obtain the gradients of f(*) and f(?) are
1-6
Vi (z) = (\/i)gel + Lz, (111)
1-20 )
Vf(z)(x): ¢61+£62+L$. (112)

V2 V2



As a result, we know their minimums are achieved at z*() = *%61 and 22 = — (1:/;2)5 e] — %62, respectively, and
there exists a uniform lower bound
2
fW@) s e S (113)
¥ = 2L

satisfying Assumption 1. As the gradients are linear, Assumption 2 is satisfied with L. Further, Assumption 3 is satisfied with
constant &, as

max ||V £ (2:bV) = VW (2)]| =0, max |[Vf(a;00) - VO (@) = max{|L - 20,5} <& (114)

Assumption 4 is analogously satisfied with A = max{4, (1 — §)}¢, since
max ||V (2:6V) = VW ()] = (1= 6)¢,  max ||V f(a;002) - VIO ()] = 6. (115)
w> w>

For any x, we notice that

0§

max{[|V @), IV O @) 2 5 (I9/O@ ]+ VO @) 2 519706 - V@) =% a6

Specifically let z = & be the output of Algorithm 1 with any p-robust aggregator or the mean aggregator running on either one
of the two settings. Choosing R regular local functions { f,,(x) = f(x;b(*"®)) : w < R} and W — R poisoned local functions
{fw(@) = f(z;0"F) : w > R} where k = arg max;.c 1, oy [|VS®)(&)]], (116) gives that

5252
4

IVf(&)]* > = Q(5°¢?), (117)

which concludes the proof. [ ]
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