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Abstract

Counterfactual Explanations (CEs) have emerged
as a major paradigm in explainable Al research,
providing recourse recommendations for users af-
fected by the decisions of machine learning mod-
els. However, when slight changes occur in the
parameters of the underlying model, CEs found by
existing methods often become invalid for the up-
dated models. The literature lacks a way to certify
deterministic robustness guarantees for CEs under
model changes, in that existing methods to improve
CEs’ robustness are heuristic, and the robustness
performances are evaluated empirically using only
a limited number of retrained models. To bridge
this gap, we propose a novel interval abstraction
technique for parametric machine learning mod-
els, which allows us to obtain provable robustness
guarantees of CEs under the possibly infinite set
of plausible model changes A. We formalise our
robustness notion as the A-robustness for CEs, in
both binary and multi-class classification settings.
We formulate procedures to verify A-robustness
based on Mixed Integer Linear Programming, us-
ing which we further propose two algorithms to
generate CEs that are A-robust. In an extensive
empirical study, we demonstrate how our approach
can be used in practice by discussing two strategies
for determining the appropriate hyperparameter in
our method, and we quantitatively benchmark the
CEs generated by eleven methods, highlighting the
effectiveness of our algorithms in finding robust
CEs.

1 Introduction

As the field of explainable AI (XAI) has matured, counter-
factual explanations (CEs) have risen to prominence as one
of the dominant post-hoc methods for explaining the out-
puts of Al models (see [Guidotti, 2022; Karimi et al., 2023]
for overviews). For a given input to a model, a CE es-
sentially presents a user with a modified input which re-
sults in a different output from the model, thus pointing to
the reasons for the original output. CEs have been advo-
cated to improve human understanding and trust [Miller,

2019], as they can help humans build rich mental representa-
tions [Celar and Byrne, 2023]. Intially [Tolomei et al., 2017;
Wachter et al., 2017], CEs were optimised for validity, i.e. cor-
rectness in changing the output, and proximity, with respect
to some distance measure between the original and modified
inputs. Since then, additional metrics have been proposed (see
[Guidotti, 2022] for an overview), such as diversity [Mothilal
et al., 2020], i.e. how widely CEs differ from one another, and
plausibility [Dhurandhar et al,, 2018], i.e. whether the CEs lie
within the data distribution.

A further metric which is receiving increasing attention of
late is robustness, i.e. how the validity of a CE is affected by
changes in the scenario for which the CE was initially gener-
ated. In this paper, we focus on robustness to slight changes
in the Al model parameters induced by, for example, retrain-
ing [Upadhyay et al, 2021; Bui et al.,, 2022; Black et al., 2022;
Dutta et al.,, 2022; Nguyen et al, 2022; Jiang et al, 2023a;
Jiang et al.,, 2024a]. This form of robustness is of critical im-
portance in practice. For illustration, consider a mortgage
applicant who was rejected by a model and received a CE
demonstrating changes they could make to their situation in
order to have their application accepted. If retraining occurs
while the applicant makes those changes, without robustness,
their modified case may still result in a rejected application,
leaving the mortgage provider liable due to their conflicting
statements. This is especially concerning when CEs are op-
timised for proximity, as they are likely to be close to the
model’s decision boundary and thus at high risk of being
invalid if small changes in this boundary occur [Upadhyay et
al., 2021].

Methods recently introduced to target this problem typi-
cally rely on heuristics to induce robustness to model changes,
used either directly in a gradient-based optimisation proce-
dure [Nguyen et al., 2022; Upadhyay et al, 2021] or post-
hoc to refine any candidate CEs found by non-robust CE
generation methods [Black et al., 2022; Dutta et al., 2022;
Hamman et al., 2023]. Due to their heuristic nature, these
methods lack formal guarantees, which are advocated as be-
ing vital towards achieving trustworthy Al [Marques-Silva
and Ignatiev, 2022].

In this work, we present a method which provides de-
terministic robustness guarantees for CEs, filling the above
gap. Specifically, we first define the plausible model changes,
A, which represents our robustness target. Then, we pro-



pose a novel interval abstraction technique, which over-
approximates the output node ranges of parametric machine
learning models (including neural networks and logistic re-
gressions) when subject to the model changes encoded in
A. This technique is inspired by the abstraction method in
[Prabhakar and Afzal, 2019], originally proposed for esti-
mating neural networks’ outputs by grouping weight edges
into weight intervals. We show that using our interval ab-
straction, the robustness of CEs under A can be formally
verified. We formalise such provable robustness as the A-
robustness of CEs. Unlike most previous robust CE meth-
ods which only apply to binary classification, our focus on
computing output node ranges allows our method to also
work on multi-class classification. Mixed Integer Linear Pro-
gramming (MILP) is used to practically test A-robustness.
Using this, we further propose an iterative algorithm operat-
ing on existing CEs methods, and a sound and complete Ro-
bust Nearest-neighbour Counterfactual Explanations (RNCE)
algorithm to generate provably robust CEs. Finally, in an
extensive empirical study, we show how our approach can
also adapt to capture robustness against unbounded model
changes. We demonstrate the effectiveness of our CE gener-
ation algorithms in the benchmarking study against seven
existing methods. Notably, one configuration of our iterative
algorithm finds A-robust CEs with the lowest costs among all
the robust baselines, and our new RNCE algorithm achieves
perfectly robust results while finding CEs close to the data
manifold.

The paper is structured as follows. In Section 2 we cover
the related work, and in Section 3 we introduce the context
of computing CEs with formal notations. Sections 4, 5, and 6
introduce the formalisations for A-robustness and the MILP
encodings for testing it. Then, the two CEs generation al-
gorithms are presented in Section 7, which are extensively
evaluated through experiments in Section 8. We conclude in
Section 9 with future research directions. The core contribu-
tions of our work are summarised as follows:

« We propose a novel interval abstraction method to test

A-robustness, deterministically verifying whether a CE
is robust against plausible model changes.

Our method explicitly characterises provable robustness
guarantees for CEs in multi-class classification, and, to
the best of our knowledge, is the first to do so.

We introduce an iterative algorithm and the RNCE al-
gorithm to generate provably robust CEs, which are
demonstrated to have superior performances against
seven baselines.

« We present a principled workflow demonstrating the
usefulness of A-robustness for evaluating and generating
robust CEs in practice.

This paper builds upon our previous work [Jiang et al,
2023a] with significant extensions. Specifically, Section 4
extends the corresponding section in [Jiang et al, 2023a] to
account for different parametric machine learning models
in addition to feed-forward neural networks. We present
in-depth discussions and relaxations for the soundness of A
(Definition 9), and formalisations for multi-class classifica-
tions are included with an empirical study (Sections 5, 8.5).

Section 6 formalises testing procedures for A-robustness in
terms of MILP programs, which were only briefly mentioned
in Appendix B of our previous work. Section 7 significantly
extends the algorithm proposed in [Jiang et al., 2023a], which
could fail to find provably robust CEs. We show that our new
algorithm, RNCE, (Algorithm 2), is sound and complete and
thus solves the above issue, while also addressing plausibil-
ity, an additional desirable property of CEs. In Section 8, we
propose and comprehensively investigate two strategies to
find the optimal hyperparameters in our approach, which is
not presented in the previous work. Further, the empirical
study additionally includes logistic regression models, and
four more CE generation baselines, two of which generate
robust CEs, giving a more thorough experimental evaluation
of both our approach and the research landscape in general.
Finally, throughout the paper, we have added discussion and
examples to give more intuition on the introduced concepts,
as well as a more in-depth view of the existing literature.

2 Related work

2.1 Counterfactual Explanations

Various methods for generating CEs in classification tasks
have been proposed throughout the recent surge in XAI re-
search, often optimising for one or more metrics character-
ising desirable properties of CEs. [Tolomei et al., 2017] fo-
cused on tree-based classifiers and evaluated the CEs’ valid-
ity, whereas [Wachter et al, 2017] formulated the CE search
problem for differentiable models as a gradient-based op-
timisation problem and evaluated also CEs’ proximity (we
refer their method as GCE in Section 8). These metrics re-
main a prominent research focus, e.g. [Mohammadi et al,
2021] treat CE generation in neural networks as a constrained
optimisation problem such that formal validity and proxim-
ity guarantees can be given. Various works have consid-
ered plausibility, e.g. [Brughmans et al.,, 2023] find dataset
points which are naturally on the data manifold as CEs (we
refer to their method as NNCE in Section 8). Meanwhile,
variational auto-encoders have been used to generate plau-
sible! CEs [Dhurandhar et al., 2018; Pawelczyk et al., 2020a;
Van Looveren and Klaise, 2021]. Actionability ensures that
the CEs only coherently change the mutable features. This is
usually dealt with by customising constraints in the optimisa-
tion process of finding CEs [Ustun et al., 2019]. [Mothilal et al,
2020] and [Dandl et al., 2020] build optimisation frameworks
for the diversity of the generated CEs. Another line of re-
search focuses on building links between CEs and the causal-
ity literature, formulating the problem of finding CEs as inter-
vention operations in causal frameworks [Karimi et al., 2020;
Karimi et al., 2021].

Methods for generating CEs have also been defined for
other classifiers, e.g. [Ustun et al, 2019] consider different
types of linear classification models, [Albini et al,, 2020] focus
on different forms of Bayesian classifier, and [Kanamori et al.,
2020] target logistic regression and random forest classifiers.

“Plausible” has been used to describe both the property of CEs
and the form of model changes; the specific meanings are clear from
the context.



Outside the scope of tabular data classification, studies have
also investigated CEs for, e.g., graph data tasks [Bajaj et al.,
2021], visual tasks [Augustin et al., 2022], time series predic-
tion tasks [Delaney et al, 2021], etc. We refer to [Guidotti,
2022; Karimi et al., 2023] for recent overviews.

2.2 Robustness of Counterfactual Explanations

In this work, we consider the robustness of CEs against model
changes. When using the non-robust traditional methods
(i.e. methods that focus on the properties introduced in Sec-
tion 2.1) to find CEs for some classification models, when the
model parameters are updated, the resulting CEs are highly
unlikely to remain as valid CEs under the new classifiers
[Rawal et al, 2020; Upadhyay et al., 2021]. As illustrated in
Section 1, this could cause issues for both the users receiving
the CEs and the providers of the explanations.

Many research studies have been conducted to tackle this
problem, aiming at facilitating high-quality CEs. [Upadhyay
et al,, 2021] adopt a gradient-based robust optimisation ap-
proach to generate CEs that are robust to model parame-
ter changes. A similar gradient-based approach is taken by
[Nguyen et al., 2022; Bui et al., 2022; Nguyen et al.,, 2023] under
probabilistic frameworks where model changes are expressed
by probability distributions associated with ambiguity sets.
[Ferrario and Loi, 2022] proposes a retraining procedure using
counterfactual data augmentation to mitigate the invalidation
of previously generated non-robust CEs, while [Guo et al,
2023] introduces a robust training framework which jointly
optimises the accuracy of neural networks and the robustness
of CEs. A line of work places more focus on designing heuris-
tics central to increasing the model confidence (predicted
class probability) to induce more robust CEs [Black et al., 2022;
Dutta et al., 2022; Hamman et al., 2023]. These heuristics are
then used as part of certain search-based refining processes
to improve the robustness of CEs found by any base CEs
generation methods. Though some studies could provide
probabilistic measures of CEs’ robustness [Bui et al., 2022;
Dutta et al., 2022; Hamman et al., 2023], to the best of our
knowledge, no existing work could give deterministic formal
guarantees which our method affords.

Other forms of robustness of CEs have also been studied.
Robustness against input perturbations requires that the CEs
generation method not produce drastically different CEs for
very similar inputs [Slack et al., 2021; Leofante and Potyka,
2024]. Robustness against changes in the training dataset,
especially those that resulted in data deletion requests, aims
to ensure the CEs’ validity under the consequently retrained
models [Krishna et al, 2023; Pawelczyk et al., 2023b]. The
methods in [Pawelczyk et al, 2020b; Leofante et al., 2023;
Jiang et al, 2023b] focus on the implications of the inconsis-
tencies of CEs under predictive multiplicity, where multiple
comparable models exist for the same task while assigning
conflicting labels for the same inputs. Finally, users might
only implement the recourse indicated by CEs to an approxi-
mate level, instead of achieving the prescribed feature values
exactly. It is therefore desirable that CEs stay valid when sub-
ject to such noisy execution [Dominguez—Olmedo etal, 2022;
Leofante and Lomuscio, 2023a; Leofante and Lomuscio, 2023b;
Virgolin and Fracaros, 2023; Maragno et al., 2024]. The study

of these forms of robustness is outside the scope of this paper
as our focus is on model changes, we refer to [Mishra et al,
2021; Jiang et al., 2024b] for recent surveys.

2.3 Robustness and verification in machine
learning

The robustness problem has been extensively studied in the
machine learning literature. The form of robustness is usually
concerned with the consistency of neural network predictions
when various types of small perturbations occur in the input
[Carlini and Wagner, 2017; Weng et al., 2018] or in the model
parameters [Weng et al., 2020; Tsai et al., 2021]. One line of
research to address the robustness challenge is using abstrac-
tion techniques. These methods derive over-estimations of
the neural networks’ output ranges, which are then integrated
into the training loop to ensure provable robustness guar-
antees against small perturbations [Wong and Kolter, 2018;
Mirman et al, 2018; Gowal et al., 2019; Zhang et al., 2020;
Henriksen and Lomuscio, 2023]. Notably, interval bound
propagation-based methods have been found effective, us-
ing interval arithmetic to propagate the perturbations in
the input space to the output layer [Mirman et al., 2018;
Gowal et al, 2019]. Tighter bounds are further obtained by
symbolic interval propagation [Zhang et al, 2020; Henriksen
and Lomuscio, 2023]. Finally, the most relevant work to our
study is the Interval Neural Networks (INNs) proposed by
[Prabhakar and Afzal, 2019]. INNs also use interval arith-
metic to estimate the model output ranges, but with a focus
on aggregating adjacent weights to simplifying the neural
network architecture for easier verification. By solving MILP
programs, over-approximations of model output ranges can
be obtained. Differently from previous work, we propose to
use INNs to obtain a novel abstraction technique that repre-
sents the robustness property of CEs under a pre-defined set
of plausible model changes.

3 Background

Notation We use [k] to denote theset {1,...,k}, fork € Z*.
Given a vector x € R” we use x; to denote the i-th compo-
nent. Similarly, for a matrix W € R" x R™, we use Wj; to
denote the i, j-th element and vec(W) to refer to W’s vec-
torisation vec(W) = [Wi1,..., W1, Wiz, ..., Wha, oo, Wi |-
Finally, I(R) denotes the set of all closed intervals over R.

Classification models A classification model is a paramet-
ric model characterised by a set of equations over a parameter
space © C R?, for some d > 0. We use M to denote the fam-
ily of classifiers spanning ©® and My to refer to a specific
concretisation obtained for some 0 € ©. The latter is typically
obtained by training on a set of labelled inputs. Then, for any
unlabelled input x € X', My can be used to infer (predict) its
label.

Example 1. Consider an input x € X and assume Mg im-
plements a logistic regression classifier, characterised by the
following equation:

d-1
M@(X) = G(Z Hix,- + 9(1)
i=1



where o is a logistic function defined as usual. Then, 0 =
[01,...,04].

Example 2. Consider an input x € X and assume Mg imple-
ments a fully connected neural network with k hidden layers,
characterised by the following equations:

e VO = x;

« VO =g(w® .v=D 4 BOY fori e [k], where WD and
B® gre weights and biases, respectively, associated with
layer i, and ¢ is an activation function applied element-
wise;

e Mo(x) = a(VED) = g(wk+D) .y (K) L BU+1)) aypere
o is a logistic function defined as usual.

Then, 0 = [vec(W)) vec(BM)...vec(W*+1)) vec(B*+D)].

We now define the classification outcome of My; while
we focus on binary classification tasks for legibility, i.e. with
label ¢ € {0, 1}, the ensuing definitions can be generalised to
any classification setting.

Definition 1. Given input x € X and model My, we say
that My classifies x as 1 if My(x) > 0.5, and otherwise x is
classified as 0.

In the following, we abuse notation and use My(x) =
1 (respectively My(x) = 0) to denote when x is classified
as 1 (respectively 0). Note that classes 0 and 1 are often
assumed to be the undesirable and the desirable classes for
the user [Upadhyay et al, 2021; Mohammadi et al, 2021;
Dutta et al., 2022].

Counterfactual explanations Consider a classification
model My trained to solve a binary classification problem.
Assume an input x is given for which My(x) = 0. Intuitively,
a counterfactual explanation is a new input x’ which is some-
how similar to x, e.g. in terms of some specified distance
between features values, and for which My(x") = 1. For-
mally, existing methods in the literature may be understood
to compute counterfactuals as follows.

Definition 2. Consider an input x € X and a (binary) clas-
sification model My s.t. Mg (x) = 0. Given a distance metric
d: X x X - R*, a counterfactual explanation is any x” such
that:

argmin d(x,x") (1a)
x'eX
subjectto My(x") =1 (1b)

A counterfactual explanation thus corresponds to the clos-
est input x” (Eq. 1a) belonging to the original input space that
makes the classification flip (Eq. 1b). Eq. 1a and 1b are typi-
cally referred to as proximity and validity properties, respec-
tively, of counterfactual explanations. A common choice for
the distance metric d is the normalised L; distance [Wachter
et al., 2017] for sparse changes in the CEs, which we also
adopt here. Under this choice of d, we note that when My is
a piece-wise linear model, an exact solution to Egs. 1a-b can
be computed with MILP - see, e.g., [Mohammadi et al., 2021].

Example 3. (Continuing from Example 1.) Assume a logistic
regression classification model Mg(x) = o(—x1 + x3) for any
input x = [x1,x2], where o is the standard sigmoid function.
For a concrete input x = [0.7,0.5], we have My(x) = 0. A
possible counterfactual explanation for x may be x' =[0.7,0.7],
for which My(x") = 1.

Example 4. (Continuing from Example 2.) Consider the
fully-connected feed-forward neural network Mg below, where
weights are as indicated in the diagram, biases are zero. Hid-
den layers use ReLU activations, whereas the output node uses
a sigmoid function. The network receives a two-dimensional
input x = [x1,x2] and produces output Mgy(x).

X1

X2

The symbolic expressions for the output is Mp(x) =
o(max(0,x;) — max(0,x;)), where o denotes a sigmoid func-
tion with the usual meaning. Given a concrete input x = [1,2],
we have My(x) = 0. A possible counterfactual explanation
may be x" = [2.1,2], for which My(x") = 1.

4 Interval abstractions and robustness for
binary classification

In this section, we introduce a novel interval abstraction
technique inspired by INNs to reason about the provable ro-
bustness guarantees of CEs, under the possibly infinite family
of classification models obtained by applying a pre-defined
set of plausible model changes, A. We formalise the novel
notion of A-robustness, which, once satisfied, will ensure
that the validity of CEs is not compromised by any model
parameter change encoded in A.

4.1 Plausible model changes A

First, in this section, we formalise the type of model changes
central to our method. We begin by defining a notion of dis-
tance between two concretisations of a parametric classifier.

Definition 3. Let My and My be two concretisations of
a parametric classification model Mg. For 0 < p < oo, the
p-distance between My and My is defined as:

dpy(Mo,Mg) = [60-0"|,

Example 5. Consider two models My = o(-x; + x2) and
Mg =0(0.8-x1 + x3). Assume p = oo. Then, their p-distance
is dp(Meg, Mgr) = max;|0; - 0]| = 1.8.

Intuitively p-distance compares My and My in terms of
their parameters and computes the distance between them as
the p-norm of the difference of their parameter vectors. Using
this notion, we next characterise a model shift as follows.

Definition 4. Given 0 < p < oo, a model shift is a function
S mapping a classification model My into another My =
S(My) such that:



« My and My are concretisations of the same parame-
terised family Meg;

. dy(Mg, Mgr) > 0.

Model shifts are typically observed in real-world appli-
cations when a model is regularly retrained to incorporate
new data. In such cases, models are likely to see only small
changes at each update. In the same spirit as [Upadhyay et
al., 2021], we capture this as follows.

Definition 5. Given a classification model My, a threshold
0 € Ryp and 0 < p < oo, the set of plausible model shifts is
defined as:

A ={S|dy(Mp,S(My)) < 5}.

When a set of plausible model shifts A is applied on My,
the resulting maximum change on each model parameter in
the original model is conservatively upper-bounded:

Lemma 1. Consider a classification model Mgy and a set of
plausible model shifts A with threshold § and 0 < p < oo.
Then, VMg = S(My), S € A, and ¥0;, 0], i € [d], we have
01, € [91 - 5>0i + 5]

Proof. combining Definition 5 with Definition 3, we obtain:

d 5
(Zlei —9£|") )
i=1

We raise both sides to the power of p:

d
(10— 6ifr) < 8
i=1

where the inequality is preserved as both sides are always
positive. We now observe this inequation bounds each addend
from above, i.e.,

|0; — 0[P < &P

Solving the inequation for each addend we obtain 6] €
[6; - 8, 0; + 8], which gives a conservative upper-bound on
the maximum change that can be applied to each parameter
in Mg/. O

4.2 Interval abstractions

To guarantee robustness to the plausible model changes A,
methods are needed to compactly represent and reason about
the behaviour of a CE under the potentially infinite family
of models originated by applying each S € A to My. In the
following, we introduce an abstraction framework that can
be used to this end.

Definition 6. Consider a classification model My with 0 =
[01,...,04]. Given a set of plausible model shifts A, we define
the interval abstraction of Mg under A as Zgay : & - I(R)
such that:

+ My and I(Q,A) are concretisations of the same parame-
terised family Me;

* Z(g,n) is parameterised by an interval-valued vector 6 =
[91, ey 0,1];

« 0, fori € [d], encodes the range of possible changes in-
duced by the application of any S € A to My such that
0; =[0; - 68,0; + 8], where § is the maximum shift obtain-
able as per Definition 5.

Lemma 2. Z(y ) over-approximates the set of models Mg
that can be obtained from Mg via A.

Proof. Lemma 2 states that Z(y ) captures all models M
that can be obtained from My applying a S € A, and possibly
more models that violate the plausibility constraint (Defini-
tion 5, the p-distances are upper-bounded by §). The former
can be seen by observing that each parameter 0; in Z (g z)
is initialised in such a way to contain all possible parame-
terisations obtainable starting from the initial value 6; and
perturbing it up to +6 (Lemma 1). As a result, Z(g 5y captures
all shifted models by construction. Z(g 1) also captures more
concrete models for which the p-distance is greater than J, as
the bounds used in the interval abstraction, 6; = [0;-8, 6;+6],
are conservative. O

The following two examples demonstrate the interval ab-
straction in the context of different classification models.

Example 6. Continuing from Example 3. Consider the same
model My and assume a set of plausible model shifts A = {S |
doo(Mo,S(Mg)) < 0.1}. The interval abstraction Lg sy is
defined by the model equation Zigay(x) = o (01x1 + 05x2),
where 0; = [-1-0.1,-1+0.1] and 0 = [1-0.1,1+0.1]. Then,
0=1[601,0,].

Example 7. Continuing from Example 4. Consider the same
model My and assume a set of plausible model shifts A = {S |
doo (Mg, S(Myg)) < 0.05}. The resulting interval abstraction
Z(g,n) is defined as:

f\ [0.95,1.05]

[~0.05,0.05]
[-0.05,0.05]

[0.95,1.05]

X [~1.05,-.095]

_/ [0.95,1.05]

where the symbolic expression of the output interval is
([0.95,1.05] - max(0, [0.95,1.05] - x; + [—0.05,0.05] - x) +
[~1.05,-0.95] - max(0, [~0.05,0.05] - x; + [0.95,1.05] - x;)).

Our interval abstractions map input points to output inter-
vals representing all possible classification outcomes that can
be produced by any shifted model M. The classification
semantics of the resulting model thus departs from Defini-
tion 1 and needs to be generalised to account for this new
behaviour.

Definition 7. Let Z g a) be the interval abstraction of a clas-
sification model My. Given an input x € X, let [l,u] be the
output interval obtained by applying L py to x. We say that
T g,y classifies x as 1, if 1 > 0.5, 0 if u < 0.5, and undefined
otherwise.



Figure 1: Visual representation of Definition 7. In (a), Z(¢ ) classifies an input as 1 because the output range for that input is always greater

than 0.5. In (b), the output range includes value 0.5 therefore the classification result is undefined. In (c), in a similar manner to the way in

which the input in (a) is classified as 1, the input is classified as 0.

As in Section 3, we will slightly abuse notation and use
To,n)(x) = 1 (respectively, Z(g 1)(x) = 0) to denote the case
where the abstraction classifies an input as 1 (respectively, 0).
A visual representation of this interval-based classification
semantics is given in Figure 1. In this work, we are interested
in the conservative worst-case robustness of CEs. Therefore,
we leave for future work (Section 9) the explorations of the
undefined case, as in Figure 1 (b).

4.3 A-robustness

Using the interval abstraction as a tool to represent infinite
families of shifted models, we now present A-robustness, a
notion of robustness to model changes which is central to this
contribution. First, we define the conditions within which the
robustness of a counterfactual can be assessed by introducing
a notion of soundness as follows.

Definition 8. Consider an input x € X and a model My such
that Mg(x) = 0. Let Ly 5y be the interval abstraction of Mg
for a set of plausible model shifts A. We say that A is sound
for x iff Z(gpy(x) = 0.

In other words, soundness requires that shifts in A do not
alter the class predicted for the original input x. This is a
safety requirement that we introduce to ensure consistency
in the predictions produced by the interval abstraction.

We then can reason about the robustness properties defined
as follows.

Definition 9. Consider an input x € X and a model My
such that Mg(x) = 0. Let Ty py be the interval abstraction
of My for a set of plausible model shifts A. We say that a
counterfactual explanation x’ is:

« A-robust iff Zg 2y (x") = 1 and
« strictly A-robust iff it is A-robust & A is sound for x.

The soundness of A to ensure the theoretical correctness of
A-robustness. We point out that, in practice, this requirement
may be relaxed such that for any input x labelled as class 0
by the original model, one can find a CE x’ that is classified
as class 1 by all the model shifts in A. In this case, strictly,
x’ cannot be said to be valid for A because it is possible that
for some M; induced by A, M;(x) = M;(x") = 1. However,
practically the focus is often placed on obtaining x’, ignoring
the output of M;(x) and thus soundness (as are the setups
ine.g. [Upadhyay et al., 2021; Dutta et al., 2022]), in which
case the non-strict A-robust CEs can be more useful.

We conclude with an example summarising the main con-
cepts presented in this section.

Example 8. (Continuing from Examples 3 and 6). We ob-
serve that T 5y (x) produces an output interval [0.42,0.48],
i.e. Zigpy(x) = 0. Since Mp(x) = 0, we can conclude that the
set of model shifts A is sound. We then check whether the pre-
viously computed counterfactual explanation x' = [0.7,0.7] is
A-robust. Running x’ through Z(o,n) we obtain an output inter-
val [0.45,0.53], i.e. Z(g p)(x) = 0. Therefore, the counterfactual
is not A-robust. Assume a new counterfactual is obtained as
x"" =1[0.7,0.86]. The output interval produced by Lo ay is now
[0.5,0.58], i.e. Zga)(x") = 1. Thus, the counterfactual x"" is
strictly A-robust.

5 Interval abstractions and robustness for
multi-class classification

Next, we introduce the notion of A-robustness in multi-class
classification settings. One notable difference is that in the
classifiers, the final layer contains multiple output nodes,
followed by a softmax activation, as opposed to one output
node with a sigmoid function. Additionally, unlike the binary
case where it is usually assumed that class 0 (unwanted class)
is the original prediction result for the input and class 1 is the
desirable target class for the CE to achieve, in the multi-class
settings, the classes need to be explicitly specified [Dandl et
al., 2020; Mothilal et al,, 2020]. Given a set of labels {1,...,¢},
we generalise Definitions 1 and 2 as follows.

Definition 10. Given input x € X and model My, we say
that Mg classifies x as c € {1,..., €} if Mg(x)c > Mg (x).,
forallc' € {1,...,¢} such that ¢’ # c.

Definition 11. Consider an input x € X and a (binary) clas-
sification model My s.t. Mg(x) = c € {1,...,¢}. Assume a
desirable target class ¢’ € {1,...,£} such that ¢’ # cand givena
distance metricd : X x X — R*, a counterfactual explanation
for class ¢ is any x" such that:

argmin d(x,x")
x'eX

subject to Mg (x") =¢’

Example 9. Consider the fully-connected feed-forward neu-
ral network My below, where weights are as indicated in the
diagram, biases are zero. Hidden layers use ReLU activations,
whereas the output layer uses a softmax function. Output classes

are {c1,c2,¢3}.
The symbolic expressions  for the out-
Softmax([max(0,x;) -

put My (x) =

is



X1

X2

max(0, x3),0.5 max(0, x3), max (0, x;) — max(0,x;)]). Given
a concrete input x = [2,2], we have My(x) = cz. A possible
counterfactual explanation for class c; may be x' = [3,1], for
which My(x") = .

Example 9 illustrates a toy example for CEs in the multi-
class classification setting. Then, the classification semantics
of an interval abstraction for multiclass problems can be
obtained by extending Definition 7 as follows.

Definition 12. Let Z(y ) be the interval abstraction of a clas-
sification model My. Given an input x € X, let [l;,u;] be
the output interval obtained for eachi € {1,...,¢} by apply-
ing Zigny to x. We say that Z(g a) classifies x as class c, if
I. > uy forallc’ € {1,...,¢} ~ {c}. Otherwise we say the
classification result from L g 5y is undefined if Vc' € {1,..., ¢},
3" e{1,...,6} ~{c'} such thatuer > I

Figure 2 intuitively illustrates the classification semantics
of interval abstractions in multi-class settings. Next, we for-
malise A-robustness for CEs.

Definition 13. Consider an input x € X and a model My
such that Mg(x) = c € {1,...,¢}. Let L(g ) be the interval
abstraction of My for a set of plausible model shifts A. We say
that A is sound for x iff Z(g 5y (x) = c.

Definition 14. Consider an input x € X and a model My
such that Mg(x) = c € {1,...,¢}. Let L g ) be the interval
abstraction of My for a set of plausible model shifts A. Assume
a desirable target class ¢’ € {1,...,¢} such that ¢’ # c, we say
that a counterfactual explanation x' is:

« A-robust for class ¢" iff Tigay(x") = ¢" and

« strictly A-robust for class ¢’ iff it is A-robust & A is sound
forx.

The definition of A-robustness transfers to the multi-class
semantics by estimating lower and upper bounds for each
output class and then checking the robustness property. In
Example 10, we instantiate an interval abstraction for a neural
network and show how the output intervals can be calculated,
thus how A-robustness can be examined. We introduce a
more general solution for testing A-robustness in the next
section.

Example 10. Continuing from Example 9. Consider the same
model Mg and assume a set of plausible model shifts A = {S |
doo (Mg, S(My)) <0.05}. The resulting interval abstraction
Z(o,n) is defined as:

The symbolic expression of the output interval is obtained
by applying softmax activation on a vector of intervals

[0.95,1.05] c

[~1.05,-0.95]

-0.05,0.05]
[-0.05,0.05]

C:
[0.05,0.05] 2

[0.45,0.55]
[~1.05,-0.95]

X2

AN [0.95,1.05]

[0.95,1.05] ‘s

[Mo(x)e;, Mo(x)c,, Mo (x)c, | Where each entry is the pre-
softmax output interval for output classes {c1, ¢z, c3}, then sort-
ing the corresponding class interval for each class. We de-
note the node interval for the hidden nodes as Mg(x)p, =
max(0,[0.95,1.05] - x; + [-0.05,0.05] - x2) and My(x)p, =
max(0,[-0.05,0.05] -+ x; + [0.95,1.05] - x3). Then, the
output node intervals can be expressed as Mg(x), =
[0.95,1.05]- Mg (x)p, +[-1.05,-0.95]- Mo (x)p,, Mg(x)c, =
[-0.05,0.05] - Mg(x)p, + [0.45,0.55] - Mg (x)p,, Mg(x)e, =
[-1.05,-0.95] - Mg (x)p, + [0.95,1.05] - My(x)p,.

For the input x = [2,2], we observe that Z g »(x) produces
output intervals [0.114,0.322],[0.356,0.51],[0.114,0.322] re-
spectively for each class, therefore the lower bound of class out-
put node c; (0.356) is greater than the upper bound of the other
two classes (0.322), i.e. Z(gp)(x) = c2. Since Mp(x) = cz, we
can conclude that the set of model shifts A is sound for c,. We
then check whether the previously computed counterfactual ex-
planation x" = [3,1] is A-robust. Running x" through (g ny we
obtain output intervals [0.617,0.91],[0.08, 0.345],[0.01,0.038],
i.e. Zign)(x) = c1. Therefore, the counterfactual is A-robust for
class c. Further, this CE is A-robust.

6 Computing A-robustness with MILP

To determine whether a CE x’ is A-robust, we are interested
in the output node ranges of the interval abstraction Zy 5)
when x’ is passed in. [Prabhakar and Afzal, 2019] proposed
an approach to compute the output ranges of an INN, which
we adapt in this section to compute the reachable intervals
for the output node in our interval abstraction Z(g »). The
output range estimation problem can be encoded in MILP,
and we instantiate the encoding for fully connected neu-
ral networks with k hidden layers (Example 2) with ReLU
activation functions. Note that, instead of directly comput-
ing the model output, Mg(x) = o(V*+1), our MILP pro-
gram analyses the interval of the final-layer node values
before applying the final sigmoid or softmax function, e.g.
v ke1) -y (k1) y (k) L B(k+1) The model output interval can
be subsequently obtained by applying these final activation
functions. The encoding introduces:

« a real variable vj(.o) for j € [[V(?]], used to model the

input of Z(g p);

- a real variable U](i) to model the value of each hidden
and output node v forie [k+1]and j € [|V(i)|];
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Figure 2: Visual representation of Definition 12 instantiated with three colour-coded classes {"orange’, ‘green’, ‘blue’}. In (a), Z(p,n) classifies

an input as o since the output range for that class is always greater than those of any other classes. In (b), the output ranges for o overlap
with b, the classification result is therefore undefined. In (c), in a similar manner to the way in which the input in (a) is classified as o, I(Q’ A)

classifies an input as b.

« a binary variable §§i) to model the activation state of
each node in V) for i € [k] and j € [|[V(D]].

Then, for each layer index i € [k] and neuron index j €
[[V(D]], the following set of constraints are asserted:

e {U@ - 0.0 < (1~ £0),

veD A .
) < Z (W()+5 (=) (BEI)+5)+M§(.’), 3)

_ |v<l ”\ , - _
S Z W - 6)of ™+ (B - 6)}

where M is a sufficiently large constant, and § is the magni-
tude of model shifts in A. Each CJ(.I) uses the standard big-M

formulation to encode the ReLU activation [Lomuscio and
Maganti, 2017] and estimate the lower and upper bounds of
nodes in the INN.

Then, constraints pertaining to the output layer k + 1 are
asserted for each class j € [V(<*1)).

N
C](k+l) _ { (k+1) < Z (W(k+1) + 5)x(k) (B](k+l) +5),

V
k k k
o > ;(M/j’f,“ -8 4 (B 1 6))
(4)

For more details about the encoding and its properties, we
refer to the original work [Prabhakar and Afzal, 2019].

For the case of binary classification (e.g. as in Example 4),
we assume the input x to explain is predicted as class 0 and
the number of output node |V (¥*1)| = 1. In this case, testing A-
robustness of a CE amounts to solving only one optimisation

(k+1)

problem which minimises v;
bound to value 0:

, and comparing this lower

Definition 15. Consider an input x € X and a fully connected
neural network Mg with k hidden layers, and Mg(x) = 0. Let
Z(o,n be the interval abstraction of M for a set of plausible

model shifts A. Let U(k )lb be the solution of the optimisation

problem
min v(kH)
0,¢ 1

subject to C](i), ielk+1],je [|V(i)|]

We say that a counterfactual explanation x' is A-robust if

(k+1)
v 20

Indeed, if for a CE x’ the lower bound of the output node

satisfies vfkﬂ) w20 then after the final sigmoid function,
o(v(k+1)lb) > 0.5, meaning that Zigay(x") = 1, x’ is thus
A-robust.

For multi-class classification (e.g. as in Example 9), the ex-

act output range for each class j € [V**1)| can be computed

by solving two optimisation problems that minimise, respec-
(k+1)

tively maximise, variable o; subject to constraints 3-4.
Referring to Definitions 12 and 14, we are interested in com-
paring the lower bound of the desirable target class output
interval with the upper bound of output intervals from other
classes. Therefore, testing A-robustness in multi-class classi-

fication amounts to solving |V(k+1)| optimisation problems.

Definition 16. Consider an input x € X and a fully connected
neural network Mgy with k hidden layers with My(x) = c €
{1,...,¢} and the desirable target classc’ € {1, ..., £} such that
¢" # c. Let Tygny be the interval abstraction of My for a set

of plausible model shifts A. Letv( ) , be the solution of the
optimisation problem

. 1
min (,k+ )
0,& Y

subject to Cj(.i), ie[k+1],je€ [|V(i)|]

For each class ¢" € {1,...,£} such thatc" + ¢/, leto(k+1)ub

be the solution of the optimzsatlon problems

k+1
max g,, )

0f

subject to Cj(i), ielk+1],je [|V(i)|]

We say that a counterfactual explanation x’ is A-robust for
(k+1) o (k1)

class ¢’ ifv,, 2% b



Algorithm 1 Iterative algorithm embedding A-robustness
tests

Require: Classifier My, input x such that My (x) =0,
1: set of plausible model shifts A and threshold ¢
: Step 1: build interval abstraction Z( rq 5).
: Step 2 (Optional): check the soundness of A
: while iteration number < t do
Step 3: compute CE x’ for x and My using base
method
if I(G,A) (X') =1 then
return x’
else
Step 4: increase allowed distance of next CFX
10: Step 5: increase iteration number

G W N

b

11: return the last x’ found

Similar to the binary case, if a CE passes the above A-
robustness test, then after applying the final softmax function,
the predicted class probability of the desirable target class
will always be greater than that of the other classes.

In practice, with white-box access to the classifier, the
above optimisation problems can be conveniently encoded
using any off-the-shelf optimisation solver, e.g. Gurobi®.

7 Algorithms

We now show how the A-robustness tests introduced above
can be leveraged to generate CEs with formal robustness
guarantees.

7.1 Embedding A-robustness tests in existing
algorithms

We propose an approach (Algorithm 1) that can be applied on
top of any CE generation algorithms which explicitly param-
eterise the tradeoff between validity and cost. For example, if
the method is optimising a loss function containing a validity
loss term and a cost loss term with a tradeoff hyperparam-
eter (similar to [Wachter et al, 2017]), then modifying the
hyperparameter to allow more costly CE with better validity
(higher class probability) could lead to more robust CEs. Such
heuristics, identified as necessary conditions for more robust
CEs, are discussed in several recent studies [Black et al., 2022;
Dutta et al., 2022; Hamman ef al., 2023; Krishna et al., 2023].

The algorithm proceeds as follows. First, an interval
abstraction is constructed for the classifier My and tar-
geted plausible model change A; the latter is then optionally
checked for soundness (Definition 9), depending on whether
we are aiming at finding strict or non-strict robust CEs. Then,
the algorithm performs a A-robustness test for the CE gener-
ated by the base method. If the test passes, then the algorithm
terminates and returns the solution. Otherwise, the search
continues iteratively, at each step the hyperparameter of the
base method is modified such that CEs of increasing distance
can be found. These steps are repeated until a threshold num-
ber of iterations t is reached. As a result, the algorithm is
incomplete, in that it may report that no A-robust CE can be

thtps ://www.gurobi.com/solutions/gurobi-optimizer/

found within ¢ steps (while one may exist for larger ¢). In
such cases, the last CE found before the algorithm terminates
is returned, assuming the CE found at each iteration is more
robust than the previous iteration. As we will see in Section 8,
we have identified a configuration of our iterative algorithm
with a MILP-based method [Mohammadi et al., 2021] as the
base CE generation method, which empirically overcomes
the above limitations and is always able to find A-robust CEs.

7.2 Robust Nearest-neighbour Counterfactual
Explanations (RNCE)

We also propose a robust and plausible CE algorithm shown
in Algorithm 2 which is complete under mild assumptions.
After some initialisation steps, an interval abstraction is con-
structed for the model My and set A in Step 1 (Alg. 2, 6). The
algorithm then moves on to Step 2 where the dataset D used
to train My is traversed to identify potential CEs for x and
filter out unsuitable inputs as described in Algorithm 3. In a
nutshell, Algorithm 3 iterates through D and picks instances
that satisfy the counterfactual requirement, parameterised
according to a robustness criterion specified by the user via
the robustInit parameter. When robustInit is T (True),
the interval abstraction is used to check, for every instance
in the dataset, whether it satisfies A-robustness (Definition 9)
prior to adding it to S (Alg. 3, 9). Alternatively, when set-
ting robustInit to F (False), instances are added to the
set of candidate CEs S as long as their predicted label differs
from that of x (Alg. 3, 8). In the latter case, the A-robustness
guarantees are postponed to Step 4.

Once the set S of potential candidates is obtained from
D (Alg. 2, 8), we fit a k-d tree T to efficiently store spatial
information about them (Step 3). The algorithm then enters
its final step, where the best CE is selected from S as described
in Algorithm 4 and returned to the user (Alg. 2, 10). First,
7T is queried to obtain the closest robust NNCE x;,,. When
Algorithm 3 is instantiated with robustInit = T, the first
nearest neighbour returned from 7 is guaranteed to be robust.
Otherwise, several queries might be needed to obtain an
instance from 7 that also satisfies A-robustness (Alg. 4, 4-
6).> Thus, instantiations of different robustInit settings
help to find the nearest point satisfying A-robustness. As the
nearest neighbour may not be optimal in terms of proximity
to the original instance x, further optimisation steps can be
triggered by setting the parameter optimal to T. This starts
a line search to find the closest robust CE to x (Alg. 4, 7-10).
The CE computed by Algorithm 4 is then returned to the user.

We stress that when robustInit=T and optimal=F, once
T has been fitted, the CE generation time (Alg. 2, 10) for any
input is O(log(|D])), and T can be used to query CEs for
any number of inputs efficiently. When the number of inputs
requiring CEs is far smaller than |D|, robustInit=F may
result in faster computation than robustInit=T (including
time for obtaining 7), see A for more details.

Remark 1. RNCE is sound.

Soundness of the procedure is guaranteed by construction,
as solutions can only be chosen among the set of instances

3For clarity, Algorithm 4 describes the latter case; the robustness
check in omitted in the code when robustInit is T.



Algorithm 2 RNCE: main routine

Require: Classifier My, input x such that My (x) =0,
1: training dataset D = {(x1,y1), ..., (xn.yn)},

sound set of plausible model shifts A,

parameters robustInit, optimal € {F, T}

: Init: x' < @

Step 1: create interval abstraction

Z(o,n) < buildAbstraction(My)

Step 2: select candidate counterfactuals

: SegetCandidates(x,Mg,D,I(B,A),robustInit)

: Step 3: fitk-d tree T on S

: Step 4: x’egetRobustCE(x,Mg,I(Q,A),’T,optimal)

: return x’

R AR A R i

—_ =
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Algorithm 3 RNCE: getCandidates

Require: input x, model My,
1: dataset D = {(x1,y1), ..

o (xn’ yn)}

2: interval abstraction I(g A)

3: parameter robustInit € {F, T}

4: Init: ¢ « My(x),S < {}

5: Step 1: find candidate subset of the training dataset
6: for (x;,y;) € D do

7: if robustInit is F then

8: Add (x5, yi) to S if Mp(x;) =1

9: else Add (x;,y;) to S if Zga)(xi) =
10: return S

Algorithm 4 RNCE: getRobustCE

Require: input x, model My, interval abstraction I(e’ A)s
1: k-d tree T, parameter optimal € {F, T}

: Init: ¢ « My(x); x" < @3 a < 1;5 < 0.05

: Step 1: find robust CE

: while T .queryNextNeighbour(x) is not @ do

Xpp < T queryNextNelghbour(x)

if Ziga)(x;,) = 1then x" < x;,

: if optimal is T then

while a > 0 do
Xine < ax' +(1-a)x; a<a-s
if Z(gp)(x];pe) = 1then x" < x,

—_
=4

: return x’

—_
—

for which the classification label flips (see Algorithm 3). This
is also true when RNCE is instantiated with optimal set to T,
as an additional check is performed in line 10 of Algorithm 4
to ensure that only valid CEs are returned.

Remark 2. RNCE is complete if there exists an (x',y")
such that Zig py (x") # Mg (x).

Completeness of the procedure is conditioned on the exis-
tence of at least one A-robust instance x’ in D whose label
differs from that of the original input x. Completeness is
not affected by the configurations of parameters in RNCE.
When robustInit is T, Algorithm 3 is guaranteed to iden-
tify such input as a candidate CE and add it to set S; when
robustInit is F, the multiple queries of the next nearest

eD
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neighbour and the following A-robustness test (Alg. 4, lines
4-6) will also identify a feasible result. For the parameter
optimal, Algorithm 4 will always return one among x’ or
an optimised version of it (in terms of distance) for which
robustness is still guaranteed (Alg. 4, 10). Our experimental
analysis in Section 8 shows that our approach is always able
to find A-robust CEs.

Remark 3. RNCE is equivalent to a plain NNCE algorithm if
optimal is F and A = @.

RNCE collapses to a plain NNCE algorithm if the set of
plausible model shifts A is an empty set, thus Z(g 5y will be
equivalent to the original model, My. Then, the choice of
the parameter robustInit makes no impact as lines 8 and
9 of Alg. 3 become identical (the multiple queries specified
in Alg. 4, 4-6 are also not needed). Note that the line search
controlled by optimal can also be performed when A = &.

Figure 3 shows a pictorial representation of the different
behaviours that can be obtained from RNCE based on the
configuration of the parameter optimal and whether A is
empty. When A = @ and optimal is F (Figure 3a), the algo-
rithm behaves like a standard algorithm producing NNCEs
and returns the closest counterfactual instance. However,
this CE may not be robust. Analogous results may be ob-
tained when A = @ and optimal is T (Figure 3b). Conversely,
when A # & (Figures 3¢ and 3d), RNCE will only operate on
robust instances as candidates, thus guaranteeing the CEs’
A-robustness.

8 Experiments

In this section, we demonstrate through experiments how
A-robustness can be practically useful. We first summarise
the experimental setup, and present two strategies to find
realistic magnitudes in the plausible model changes given a
dataset and the corresponding original classifier. Then, using
these magnitudes, we construct interval abstractions to test
the robustness of existing CE generation methods, showing
a lack of A-robustness in state-of-the-art methods. Finally,
we benchmark the proposed algorithms to compute A-robust
CEs with evaluation metrics for proximity, plausibility, and
robustness, showing the effectiveness of our methods.

Additionally, we demonstrate the applicability of our meth-
ods to multi-class classification tasks, while most existing
methods focus on obtaining robust CEs only for binary clas-
sifiers.

The code for the implementations and experiments is avail-
able at https://github.com/junqi-jiang/interval-abstractions.

8.1 Setup and Evaluation Metrics

dataset data points attributes NN accuracy LR accuracy
adult 48832 13 .847+.006 .828+.004

compas 6172 7 .844+.010 .833+.011
gmc 115527 10 .860+.001 .852+.002
heloc 9871 21 .728+.015 .725+.013

Table 1: Dataset and classifier details.

We experiment on four popular tabular datasets for bench-
marking performances of CE generation algorithms, adult
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Figure 3: RNCE behaviours when optimal = F, A = & (3a); optimal = T, A = & (3b); optimal = F, A # @& (3c); optimal = T, A # & (3d).
Each figure depicts the CE that is chosen (green cross) among a set of candidate CEs (grey crosses) for a given input (red circle) and model
M. The continuous curved line represents the decision boundary of My; the dashed line represents a possible change in the decision
boundary under A. Figures 3a and 3b show configurations under which RNCE may return CEs that are not A-robust, whereas Figures 3c and

3d depict robust ones.

income dataset [Dua et al., 2017], compas recidivism dataset
[Angwin et al, 2016], give me some credit (gmc) dataset
[Cukierski, 2011], Home equity line of credit (heloc) dataset
[FICO, 2018], from the CARLA library [Pawelczyk et al., 2021].
All datasets contain min-max scaled continuous features, one-
hot encoded binary discrete features, and two output classes.
Class 0 is the unwanted class while class 1 is the target class
for CEs. We train neural networks with two hidden layers
and 6 to 20 neurons in each layer, and logistic regression mod-
els (used in Section 8.4) on the datasets. Table 1 reports the
dataset sizes, the number of attributes of the datasets, and the
5-fold cross-validation accuracy of the classifiers obtained.
We randomly split each dataset D into two halves, D; and
D,, each including a training and a test set. We use D; to
train the classifiers as stated above, and we call these original
models M. D, is used to simulate scenarios with incoming
data after M are deployed, explained in the next sections.

8.2 Identifying § Values

Recall from Definition 5 that § upper-bounds the magnitude,
measured in p-distance, of the model shifts in A (Eq. 5). When
practically using A-robustness, §, values, regarded as the
hyperparameter in our method, need to be first determined.
We now propose two realistic strategies for obtaining § values,
depending on how the underlying classifier is retrained with
new data in the application.

Incremental retraining This refers to the case where M
is periodically fine-tuned by gradient descent on some por-
tions of D, with a small number of iterations. In this scenario,
depending on how many data points in D, are used for re-
training, the magnitude of parameter changes could be small.
Therefore, the § values can be directly estimated by calculat-
ing the p-distance between M, and the updated classifiers.
By observing the p-distances when retraining on various por-
tions of D,, the model developers could potentially link the
estimated ¢ values to time intervals in real-world applications,
depending on how quickly new data are collected.

Complete or leave-one-out retraining Complete retrain-
ing means retraining a model with the same hyperparameter
setting using the concatenation of D; and D,. Leave-one-out
retraining concerns obtaining a new model using a subset of
D; with 1% of data points removed. As mentioned in [Ham-
man et al., 2023], when retraining from scratch using the
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concatenation of D; and D,, it becomes unrealistic to upper-
bound the weights and biases differences in classifiers as the
p-distance can be arbitrarily large. In this case, we can treat §
as a hyperparameter and empirically find the optimal target.
Similarly to the standard train-validation-test split for evalu-
ating the accuracy of machine learning models, we propose
to use a held-out validation set to estimate § values which
lead to sufficient robustness under such retraining scenarios.
The procedures are as follows:

1. Retrain from scratch some new classifiers using D; and
D,*, set initial § value to a sufficiently small value,

2. Generate A-robust CEs using the current .

3. Evaluate the percentage of the explanations which are
valid under all the retrained models.

4. Examine the above empirical validity, if it has not
reached 100% then increase the § value and repeat steps
2-3. Choose the smallest § value which results in 100%
validity.

The terminating condition in step 4 balances the
robustness-cost tradeoff. Once the empirical validity on mul-
tiple retrained models reaches 100% for the validation set,
increasing § further will negatively affect the proximity eval-
uations. It is also expected that when finding A-robust CEs
with the same § value for the test set, a similar level of ro-
bustness can be observed.

We report the § value results using both strategies in Fig-
ure 4, referred to as d;,. (incremental retraining) and J,4
(validation set). Specifically, for the first scenario, we record
and plot § values as the average co-distances (in the exper-
iments, we use p = 0o) between M, and five incrementally
retrained® models using increasing sizes of the retraining
dataset (a% of D;). As can be observed, § values increase with
slight fluctuations as incrementally retraining on more data.
The magnitudes are classifier- and dataset-dependent, though
in our setting we obtain values from 0 to about 0.3. The §;,,
values are obtained by recording the § values when retraining

4Complete retraining is possible in an experimental environment.
In practice, however, if D is not available at the time of robust CE
generation, leave-one-out retraining on D; could be a viable option
in step 1.

SWe reimplemented the partial_fit function in Scikit-learn library.



on 10% of D;, and use them as one robustness target in the
next experiments.

For the second scenario, we use five completely retrained
and five leave-one-out retrained classifiers as the new models
in Step 1. We use RNCE-FF to find A-robust CEs in Step 2.
We record the obtained §,4; as another robustness target, and
we highlight these values in the same plots in Figure 4. After
matching their magnitudes to the ones obtained for incremen-
tal retraining, we identify that these §,,; are much smaller
than J;,,. and they correspond to the magnitudes of retrain-
ing on only 2% of D,. The fact that being A-robust against a
very small magnitude results in 100% empirical robustness
(validity) in a validation set confirms the conservative nature
of A-robustness, as it guarantees the CE’s robustness against
all possible model shifts entailed by A (Lemma 2).

8.3 Verifying A-Robustness

In this experiment, we demonstrate how A-robustness can be
used as an evaluation tool to examine the robustness of CEs.

CEs are generated using the following SOTA algorithms.
We consider three traditional non-robust baselines, namely a
gradient-descent based method GCE similar to [Wachter et al.,
2017], a plausible method using gradient descent Proto [Van
Looveren and Klaise, 2021], and a MILP-based method (re-
ferred to as MCE) inspired by [Mohammadi et al., 2021]. We
also include ROAR [Upadhyay et al., 2021], a SOTA frame-
work specifically designed to generate robust CEs, focusing
on robustness against the same notion of plausible model
changes®. For our algorithms, using the iterative algorithm
(Algorithm 1) proposed in Section 7, we devise robustified
versions of the non-robust baselines, which we call GCE-
R, PROTO-R, and MCE-R, to demonstrate the effectiveness
of Algorithm 1 for improving robustness. We also include
our RNCE-FF algorithm (Algorithm 2, robustInit=False,
optimal=False) to show the guaranteed robustness results
of this method.

For each dataset, we randomly select 50 test inputs for
which we use the above baselines to generate CEs. We evalu-
ate their robustness against model shifts of magnitudes up
to ine using A-validity, the percentage of test inputs whose
CEs are A-robust. For all robust methods, their targeted A
values are instantiated with &;,.

Figures 5 (a-d) report the results of our analysis for the four
datasets. As we can observe, all methods generate CEs that
tend to be valid for the original model. For the non-robust
baselines, A-validities soon drop to value 0 as small model
shifts are applied, revealing a lack of robustness for these
baselines. ROAR exhibits a higher degree of A-robustness,
as expected. However, its heuristic nature does not allow
to reason about all possible shifts in A, which affects the A-
robustness of CFXs as § grows larger. Also, the fact that it
uses a local surrogate model to approximate the behaviour
of neural networks could negatively affect the results. For
compas and gmc datasets, its A-robustness stays lower than
100%.

6Differently to our previous work [Jiang et al, 2023a], we use
the implementation of ROAR in CARLA library [Pawelczyk et al,
2021] which allows more comprehensive hyperparameter tuning.
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For the two gradient-based non-robust baselines, our ro-
bustified versions (GCE-R, PROTO-R) successfully improved
their robustness against small model shifts with lower ¢ val-
ues, however, the A-robustness tends to drop (drastically
for adult dataset) when it increases near J;,.. This is likely
due to the vulnerability to local optimum solutions for the
gradient-descent algorithms. The MILP-based method MCE-
R which gives more exact solutions for the problem always
finds robust CEs with 100% A-validity. With proven robust-
ness guarantees, our RNCE algorithm also finds CEs that are
100% robust.

8.4 Generating A-robust CEs

Next, we rigorously benchmark the performance of our CE
generation methods against various robust and non-robust
baselines. Apart from the CE methods used in Section 8.3,
we additionally include NNCE [Brughmans et al., 2023], RBR
[Nguyen et al., 2022], and ST-CE [Hamman et al., 2023]. We
refer to Section 2 for their details. We also instantiate RNCE-
FT as one of our methods. The properties of all compared
methods are summarised in Table 2.

For each dataset, we randomly select 20 test points from
the test set to generate CEs using each method. We repeat
the process five times with different random seeds and report
the mean and standard deviation of the results. The CEs are
evaluated against three aspects using the standard metrics
in the literature. For proximity, we calculate the average
£1 cost between the test input and its CE, which captures
both closeness of CEs and sparsity of changes [Wachter et
al.,, 2017]. For plausibility, we report the average local outlier
factor score lof [Breunig et al., 2000] which quantifies the
local data density. A lof score close to value 1 indicates an
inlier; the more it deviates from 1, the less plausible the CE.
For robustness, we report validity after retraining vr, i.e. the
percentage of CEs correctly classified to class 1, under 15
retrained classifiers using respectively complete retraining,
leave-one-out retraining, and incremental retraining (with
10% new data). We use the same J,, and J;,. obtained from
Section 8.2 to instantiate A with different model shift magni-
tudes and report the respective A-robustness, termed vA 4
and vA;,.

Table 3 reports the mean results for neural network clas-
sifiers of the benchmarking study. See B for the standard
deviation results and the evaluations for logistic regression
classifiers. Next, we analyse the results by their properties,
and for our methods, we first consider the results when tar-
geting 8,4

Our methods produce the most robust CEs Our RNCE
algorithm (both configurations) generates the most robust
CEs among the compared methods, showing 100% vr and
100% targeted A-validity. For the robustified methods using
Algorithm 2, MCE-R is the most robust, finding perfectly A-
robust and 100% empirically robust CEs in most experiments.
As discussed in Section 8.3, the limited search space might be
the cause of the reduced robustness for GCE-R and PROTO-R
in two datasets. As a result, when compared with the ro-
bust baselines, RNCE and MCE-R both give better robustness
than ROAR, ST-CE, and RBR. All robust methods have better
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Method

Validity ~Proximity Plausibility Robustness

Classifiers
NN LR

Properties

GCE [Wachter et al., 2017]

PROTO [Van Looveren and Klaise, 2021]
MCE [Mohammadi et al., 2021]

NNCE [Brughmans et al., 2023]

RBR [Nguyen et al., 2022]

ROAR [Upadhyay et al., 2021]

ST-CE [Dutta et al., 2022]

v

GCE-R (ours)
PROTO-R (ours)
MCE-R (ours)
RNCE (ours)

NN N

v
v
v
v

NN N NN
NN N N N

SENENENENENEN

v v

Table 2: Properties (validity, proximity, plausibility, robustness) addressed by baselines and whether the methods apply to neural network

(NN) or logistic regression (LR), indicated by v".

robustness performances than the non-robust baselines, as
expected.

Cost-robustness tradeoff This tradeoff has been dis-
cussed in several other studies [Upadhyay et al, 2021;
Pawelczyk et al., 2023a], which we have also empirically
observed. The non-robust baselines always find the most
proximal CEs (lowest £1 costs). Apart from them, the next
best proximity results were obtained by MCE-R (when tar-
geting the smaller J,,;) among all the robust methods. Con-
sidering that MCE-R also finds near-perfectly A-robust CEs,
it can be concluded that MCE-R effectively balances the cost-
robustness tradeoff. RBR also finds CEs with low costs, but
their method is not as robust. Similar remarks can be made
for ST-CE as this method moves more towards the robustness
end of the tradeoff. Our methods GCE-R, PROTO-R, RNCE
demonstrate similar £1 costs. Setting optimal=True in our
RNCE algorithm slightly improves the proximity, as can be
seen when comparing RNCE-FF and RNCE-FT. ROAR results
in CEs with high ¢1 cost, and the method has been identi-
fied as being overly costly [Nguyen et al., 2023] due to their
gradient-based robust optimisation procedure.

Plausibility results ST-CE have the best lof scores among
all the methods while the results from RNCE are comparable,
this is because these two methods select in-manifold dataset
points as the resulting CEs and thus are unlikely to return
outliers. By inherently addressing data density estimation,
RBR also finds plausible CEs. The plausibility performances
of our three robustified methods and ROAR are not as good
due to less regulated search spaces or lack of plausibility
constraints, with ROAR having the worst lof results.

The effects of robustification For Algorithm 1, robusti-
fying GCE, PROTO, and MCE resulted in improved empirical
and A—robustness, but this negatively affected the proximity
and plausibility results. Targeting larger-magnitude plausible
model shifts (instantiated with J;,.) pushes these tradeoffs
further. For RNCE, similar trends can be identified when com-
pared with NNCE, but in most cases, the lof score improves.
When targeting §;,. instead of §,4, the cost also increases
together with robustness, but plausibility stays comparable.
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Concluding remarks From the analysis above, we can
conclude that MCE-R achieved the best robustness-cost trade-
off, finding the most proximal CEs among the robust baselines
while showing near-perfect robustness results, outperform-
ing all robust baselines. RNCE, on the other hand, finds CEs
with even stronger robustness guarantees and great plausibil-
ity, at slightly higher costs. However, any less-costly methods
than RNCE are not as robust.

8.5 Multi-Class Classification

Next, we demonstrate the applicability of our RNCE method
to multi-class classification settings, which is not supported
by any robust CE generation baselines listed in Table 2. We
use the Iris dataset [Anderson, 1936; Fisher, 1936], a small-
scale dataset for three-class classification tasks, and the Cal-
ifornia Housing dataset [Pace and Barry, 1997], in which
we transform the regression labels into three classes. Both
datasets are available in sklearn [Pedregosa et al, 2011]. We
trained neural network models with cross validation accu-
racies 0.93 and 0.70. Again, we randomly select (five times
with different random seeds) 20 test instances from the test
sets which are classified to class 0, and we specify a desired
label 2 for CEs. Following similar experimental procedures
in Section 8.4, we use the validation set strategy to identify §
values as our targeted plausible model changes magnitude,
and we report the same evaluation metrics for NNCE and
RNCE.

Table 4 presents the final evaluations. Similarly to the
results for binary classification, the CEs computed by the
NNCE method are not robust against realistically retrained
models (indicated by the low vr). Measured by the A-validity,
they also fail to satisfy the A-robustness tests for multi-class
classifications. With a slight tradeoff with ¢1 costs and lof
scores, our two configurations of RNCE are both able to find
perfectly robust CEs in this study. This demonstrates that
the A-robustness notion can be used to evaluate provable
robustness guarantees for CEs, and our proposed algorithms
succeed at finding more robust CEs in the multi-class classifi-
cation setting.



VI‘T VAvalT VAincT [1'1/ lOfJ/ VI‘T VAvalT VAincT [IJ/ loﬂr
adult compas
GCE 51% 0% 0% 016 1.29 | 26.5% 0% 0% .039 3.05
PROTO 61.1% 1% 0% 011 1.44 | 50.7% 6.6% 0% .144  1.66
MCE 48.5% 0% 0% .009 141 | 25.6% 0% 0% .019 1.79
NNCE 76.1% 2% 2% .032 134 | 43.3% 8% 0% .028 1.30
ROAR 100% 100% 94.8% .877 12.5 | 100% 100% 94.7% 388 8.44
RBR 90.1% 0% 0% 025 133 | 98.3% 38% 0% .038 1.53
ST-CE  98.7% 20% 4% 046 1.27 | 99.9% 74% 0% .039 1.23
target d,q; = 0.02 target d,q; = 0.02
GCE-R 100% 100% 0% .048 1.47 | 86.9% 87% 0% .055 3.04
PROTO-R 100% 69% 0% .042 1.68 91% 91% 0% .049 1.74
MCE-R 100% 100% 0% .021 1.65 | 99.8% 100% 0% .035 1.68
RNCE-FF 100% 100% 4% .057 132 | 100% 100% 0% .039 1.26
RNCE-FT 100% 100% 0% .049 1.28 | 100% 100% 0% .037 1.33
target djp. = 0.061 target djpe = 0.079
GCE-R 100% 100% 0% .051 1.65 87% 87% 67% .109 3.62
PROTO-R 100% 100% 9% 072 2.36 91% 91% 84% .108 1.99
MCE-R  100% 100% 100% .051 291 | 100% 100% 100% .096 2.81
RNCE-FF 100% 100% 100% .122 2.78 | 100% 100% 100% .088 1.11
RNCE-FT 100% 100% 100% .095 2.70 | 100% 100% 100% .088 1.11
gmc heloc
GCE 75.8% 0% 0% 022 1.52 | 20.5% 0% 0% .019 1.18
PROTO 89.1% 1% 0% .023 1.36 | 39.5% 0% 0% .024 1.16
MCE 63.3% 0% 0% .016 1.40 22% 0% 0% .014 1.40
NNCE 88.9% 22% 1% .029 1.23 | 35.9% 0% 0% .053 1.05
ROAR  99.3% 98% 98% 199 23.1 | 100% 100% 100% .454 6.94
RBR 100% 62% 0% .034 1.55 | 58.7% 0% 0% .038 1.08
ST-CE 100% 92% 6% .041 1.10 | 100% 40% 0% .078 1.04
target ,q; = 0.02 target d,q; = 0.02
GCE-R 100% 100% 0% .032 1.79 | 100% 100% 0% .049 132
PROTO-R 100% 100% 0% .036 1.45 | 100% 100% 11% .079 1.62
MCE-R  100% 100% 0% .022 148 | 100% 100% 0% .031 194
RNCE-FF 100% 100% 7% .040 1.07 | 100% 100% 0% .083 1.04
RNCE-FT 100% 100% 0% .035 136 | 100% 100% 0% .080 1.04
target 9, = 0.091 target O = 0.04
GCE-R 100% 100% 100% .053 3.43 | 100% 100% 100% .109 2.07
PROTO-R 100% 100% 100% .118 2.49 | 100% 100% 100% .163 2.41
MCE-R  100% 100% 100% .032 1.86 | 100% 100% 100% .049 3.04
RNCE-FF 100% 100% 100% .084 1.22 | 100% 100% 100% .150 1.13
RNCE-FT 100% 100% 100% .084 1.22 | 100% 100% 100% .150 1.13

Table 3: Quantitative evaluation of the compared CE generation methods on neural networks. The 1 (}) following each metric indicates the
higher (lower) the value, the better. Methods are separated by horizontal lines, indicating non-robust baselines, robust baselines, and our

methods with robustness target A instantiated by J,,; and ;p¢, respectively.

Table 4: Quantitative evaluation of the compared methods on neural networks in multi-class classification tasks. The evaluation metrics are

the same as in Table 3.

Dataset Method vr? VALt il lof|
iris NNCE 75%+.004 0%+.0 .393+.002 1.48+.026
Syu1 = 0.015 RNCE-FF 100%=+.0 100%=+.0 .438+.003 1.50+.002

RNCE-FT 100%+.0 100%+.0 .438+.003 1.50+.002
housing NNCE 18.1%+.035 0%+.0 .032+.003 1.10+.020
Syu1 = 0.040 RNCE-FF 100%=+.0 100%=+.0 .053+.004 1.33+.037

RNCE-FT 100%=+.0 100%=+.0 .052+.004 1.31+.035
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9 Conclusion

Despite the recent advances in achieving robustness against
model changes for CEs, we identified a key limitation in the
current state-of-the-art, namely the lack of formal robust-
ness guarantees. By introducing a novel interval abstraction
technique and a novel notion, A-robustness, we provided the
first method in the literature to obtain CEs with provable
robustness. We showed how such A-robustness can be practi-
cally tested in binary and multi-class classification settings by
solving optimisation problems via MILP, and we defined this
process as A-robustness tests. Further, two algorithms have
been proposed to generate CEs that are provably A-robust.
To demonstrate how our methods can be used in reality, two
strategies for identifying the appropriate hyperparameter in
our method have been investigated, linking to three model
retraining strategies. We then presented an extensive empir-
ical evaluation involving eleven algorithms for generating
CEs, including six algorithms specifically designed to gener-
ate robust explanations. Our results show that our MCE-R
algorithm finds CEs with the lowest costs along with the best
robustness results, and our RNCE outperforms existing ap-
proaches and is able to generate CEs that are both provably
robust and plausible, achieving a balance in the robustness-
cost and plausibility-cost tradeoffs. We see these outcomes
as important contributions towards complementing existing
formal approaches for XAI and making them applicable in
practice.

This work opens up several promising avenues for future
work. One such direction is to investigate relaxed forms
of robustness, e.g., when the output intervals in I(g) A) for
different classes overlap, with similar interval abstraction
techniques. In this work, we considered the deterministic ro-
bustness guarantees, aiming at ensuring CEs’ validity against
even worst-case model parameter perturbations encoded by
A. However, as a limitation of our approach, this notion is
conservative in that, if not targeting adversarial attack scenar-
ios, the worst-case perturbations might not always occur in
realistic model retraining. As a result, the A-robust CEs might
be overly robust than needed. One potential way to overcome
this is to determine the hyperparameter § which controls the
magnitude of model changes in A using a validation set, as
illustrated in Section 8.2. However, that requires additional
computational efforts. Therefore, probabilistic relaxations of
our A-robustness notion allowing more fine-grained analyses
would be valuable.

Another possibility is to investigate the A-robustness of
CEs under causal settings. CEs which conform to some struc-
tural causal models are usually within data distribution, and
they reflect the true causes of predictions, making causality a
desirable property [Karimi et al., 2020; Karimi et al., 2021]. It
has also been found that plausible CEs are likely to be more
robust against model shifts [Pawelczyk et al., 2020b]. There-
fore, there could be intrinsic links between causality and
robustness. [Dominguez-Olmedo et al., 2022] have proposed
a framework to compute CEs robust to noisy executions un-
der a causal setting. It would be interesting to also investigate
the interplay of A-robustness and causality to facilitate the
development of higher-quality CEs.
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Finally, it would be possible to apply similar interval ab-
straction techniques to provide robustness guarantees for
other forms of CE robustness. In our A-robustness tests, a
fixed-value CE is fed into the interval-valued abstraction
of a classification model. Intuitively, if instead an interval-
valued CE is passed as input into a fixed-valued classification
model, it would be similar to reasoning about the robustness
of CEs against noisy executions. Going further, it would be
interesting to investigate training techniques incorporating
A-robustness notions to train models which can produce ro-
bust CEs by plain gradient-based optimisation methods.
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Appendices

A Computation Time of RNCE and the
Impact of robustInit

Since querying for the nearest neighbour from a k-d tree is in
logarithm time complexity wrt the tree size, the computation
time bottleneck of RNCE is the total time for the more com-
plex A-robustness tests. Therefore, the computation time of
RNCE mainly depends on two factors, the time required for
each A-robustness test, and the number of A-robustness tests
performed in total. For the former factor, each A-robustness
test is a MILP program whose problem size, affected by the
number of attributes in the dataset and the architecture of the
classifier in our setting, determines its computation time. The
latter factor, however, is directly controlled by the algorithm
parameter, robustInit. When robustInit=F, the number
of A-robustness tests is the product of the number of inputs
for which CEs are generated and the average number of times
querying for the next nearest neighbour (Alg.3, lines 4-6) be-
fore reaching a A-robust CE, which is further affected by the
value of § constructing A. When robustInit=T, the number
of A-robustness tests is upper-bounded by the dataset size.

We empirically compare the computation time when
robustInit=T with robustInit=F. Specifically, since the
line search controlled by the parameter optimal (Alg. 4, lines
7-10) is independent of the impact of robustInit, we report
results for optimal=F, i.e., RNCE-FF and RNCE-TF, under
two different settings, in Tables 5 and 6.

adult
NN LR
7.69 0.47
59.55 3.84
0.002  0.002

heloc
NN LR
55.83  0.49
44.23 317
0.001  0.002

compas
NN LR

1147  4.34
20.21 177
0.001  0.001

gmc
NN LR
4.33 0.41
268.35 43.20
0.008  0.007

configuration
RNCE-FF

RNCE-TF incl. time for obtaining 7°
RNCE-TF excl. time for obtaining 7

Table 5: RNCE computation time (seconds) of generating robust CEs
for 100 randomly selected inputs using neural networks (NN) or lo-
gistic regressions (LR), when configured with different robustInit
settings.

. adult (15500) | compas (200) gmc (700) heloc (2000)

Configuration NN IR | NN IR | NN IR | NN IR
RNCE-FF 1306 59.55 | 27.16  5.63 42.44 1.22 1052 9.79

RNCE-TF incl. time for obtaining 7~ | 59.75 4.15 20.21 1.77 268.42 43.21 | 44.24 3.19
RNCE-TF excl. time for obtaining 7 | 0.21 031 | 0.001  0.001 0.08 0.02 | 0.01  0.02

Table 6: RNCE computation time (seconds) of generating robust
CEs for all data points in the training dataset that are classified
to class 0 using neural networks (NN) or logistic regressions (LR),
when configured with different robustInit settings. The numbers
following the dataset names represent the approximate number of
inputs for each dataset.

The results empirically support our analysis. The compu-
tation times of both RNCE-TF and RNCE-FF for neural net-
works are much higher than those for logistic regressions due
to the fact that neural networks are more complex in terms
of model architecture. The computation time of RNCE-FF
tends to be lower than RNCE-TF when the number of in-
puts is smaller because fewer A-robustness tests are required.
When robustInit=F, the time is almost proportional to the
number of inputs. When robustInit=T, the computation
times are almost identical regardless of the number of inputs
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because building the k-d tree 7 is more time-consuming than
querying for CEs. Our RNCE-TF excl. time for obtaining 7~
results show that, when robustInit=T, after obtaining 7,
the time needed for querying CEs is almost negligible, since
for every input, the first query will be the closest A-robust
CE.

B Full Experiment Results

Standard deviation results accompanying Table 3 are pre-
sented in Table 7.

For linear regression models, we find §;p, and 8,4 using the
same strategy for neural networks as stated in Section 8.2. We
quantitatively compare the CEs found by NNCE, ROAR, and
two configurations of our algorithm RNCE using the same
evaluation metrics introduced in Section 8.4. Tables 8 and 9
report the mean and standard deviation results for logistic
regression classifiers.

Slightly different from the neural network results, the d;pc
values, found by incrementally retraining on 10% of D,, can
be smaller than the §,,;, and sometimes insufficient to in-
duce 100% empirical robustness (indicated by vr). Comparing
RNCE with baselines, similar to the results for neural net-
works in Section 8.4, RNCE produces more robust CEs than
the NNCE method, and is less costly and more plausible than
ROAR. The impact of changing optimal to True is more
obvious in this set of experiments, with #; costs decreasing
to a greater extent and plausibility remaining comparable to
RNCE-FF.



vt VA, VA 6 lof vt VA, VA 6 lof
adult compas
GCE 223 0 0 .003 .036 | .011 0 0 .007 .697
PROTO .178 .020 0 .002 .089 | .172 .055 0 .062 .192
MCE .201 0 0 .001 .063 126 0 0 .006 .047
NNCE .139 .024 .024 .004 .114 | .123 .024 0 .003 .057
ROAR 0 0 .065 .208 4.187 0 0 .033 .033 .574
RBR .092 0 0 .002 .051 .008 .024 0 .003 .170
ST-CE .014 .071 .020 .008 .087 | .003 128 0 .003 .057
target 8,4 = 0.02 target 6,47 = 0.02
GCE-R 0 0 0 .007 .079 | .041 .040 0 .006 .664
PROTO-R 0 .203 0 .010 .119 .037 .037 0 .008 .299
MCE-R 0 0 0 .001 .099 | .002 0 0 .003 .161
RNCE-FF 0 0 .020 .005 .021 0 0 0 .003 .062
RNCE-FT 0 0 0 .003 .045 0 0 0 .003 .060
target d;,c = 0.061 target ;. = 0.079
GCE-R 0 0 0 .008 .130 .040 .040 .051 .005 .565
PROTO-R 0 0 .091 .053 .356 | .037 .037 .058 .009 .244
MCE-R 0 0 0 .005 .054 0 0 0 .004 .235
RNCE-FF 0 0 0 .006 .168 0 0 0 .004 .086
RNCE-FT 0 0 0 .011 .085 0 0 0 .004 .086
gmc heloc
GCE .003 0 0 .005 .064 | .042 0 0 .002 .045
PROTO .012 .020 0 .004 .057 | .052 0 0 .002 .036
MCE .032 0 0 .003 .103 .053 0 0 .001 .034
NNCE .027 .068 .020 .003 .031 .053 0 0 .003 .011
ROAR .015 .025 .025 .014 9.69 0 0 0 .010 .164
RBR 0 117 0 .004 .105 | .070 0 0 .003 .022
ST-CE 0 .087 .058 .005 .068 0 152 0 .004 .016
target d,4; = 0.02 target d,4; = 0.02
GCE-R 0 0 0 .006 .019 0 0 0 .003 .043
PROTO-R 0 0 0 .004 .019 0 0 .073 .002 .061
MCE-R 0 0 0 .003 .103 | .002 0 0 .001 .043
RNCE-FF 0 0 .087 .004 .033 0 0 0 .002 .019
RNCE-FT 0 0 0 .004 .157 0 0 0 .003 .019
target d;,c = 0.091 target d;nc = 0.04
GCE-R 0 0 0 .006 .021 0 0 0 .010 .114
PROTO-R 0 0 0 .011 .014 0 0 0 .003 .025
MCE-R 0 0 0 .003 .100 0 0 0 .002 .055
RNCE-FF 0 0 0 .007 .036 0 0 0 .003 .022
RNCE-FT 0 0 0 .007 .036 0 0 0 .003 .022

Table 7: Standard deviation results of the quantitative evaluation of the compared CE generation methods on neural networks.
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Table 8: Quantitative evaluation of the compared CE generation methods on logistic regression models. The evaluation metrics are the same

as in Table 3.

Table 9: Standard deviation results of the quantitative evaluation of the compared CE generation methods on logistic regression models.

vt VAl VARt A of] | vit vAuT VARt A1 lof]
adult compas
NNCE 97.9% 45% 42% .078 1.99 | 73.6% 1% 49% .034 1.32
ROAR  100% 100% 100% .265 1.69 | 100% 100% 96.8% .220 2.59
target 9,4 = 0.04 target ,q; = 0.08
RNCE-FF 100% 100% 70% .085 2.21 | 100% 100% 100% .045 1.22
RNCE-FT 100% 100% 16% .060 1.71 | 100% 100% 100% .043 1.30
target dinc = 0.063 target dinc = 0.01
RNCE-FF 100% 100% 100% .087 2.18 | 86.1% 1% 100% .035 1.30
RNCE-FT 100% 100% 100% .064 1.74 | 78.1% 0% 100% .033 1.34
gmc heloc
NNCE 92.7% 57% 51% .035 1.21 | 77.5% 5% 49% .057 1.06
ROAR  100% 100% 100% .119 2.76 | 100% 100% 100% .089 1.42
target 8,4 = 0.06 target 0,47 = 0.07
RNCE-FF 100% 100% 92% .043 1.23 | 100% 100% 100% .070 1.06
RNCE-FT 100% 100% 35% .034 1.23 | 100% 100% 0% .066 1.05
target O = 0.079 target d;,c = 0.019
RNCE-FF 100% 100% 100% .043 1.17 | 98.8% 10% 100% .061 1.06
RNCE-FT 100% 100% 100% .035 1.23 | 96.7% 0% 100% .054 1.06

vt VA, VA & lof | vr vA,y VA 6 lof
adult compas
NNCE .035 .130 .144 .017 .188 | .025 .020 .037 .003 .068
ROAR 0 0 0 .028 .020 0 0 0 .002 .151
target d,4; = 0.04 target d,4; = 0.08
RNCE-FF 0 0 122 .016 .251 0 0 0 .003 .032
RNCE-FT 0 0 .092 .010 .070 0 0 0 .002 .060
target djnc = 0.063 target d;,c = 0.01
RNCE-FF 0 0 0 .015 .273 | .015 .020 0 .003 .068
RNCE-FT 0 0 0 .009 .104 | .002 0 0 .003 .093
gmc heloc
NNCE .028 .129 .159 .003 .021 | .023 .045 .102 .003 .013
ROAR 0 0 0 .010 .225 0 0 0 .003 .038
target 0,47 = 0.06 target ,q; = 0.07
RNCE-FF 0 0 112 .004 .055 0 0 0 .003 .021
RNCE-FT 0 0 .055 .004 .048 0 0 0 .004 .019
target dinc = 0.079 target dinc = 0.019
RNCE-FF 0 0 0 .003 .039 | .010 .008 0 .003 .016
RNCE-FT 0 0 0 .004 .053 | .012 0 0 .004 .015
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