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Universal Fingerprint Generation: Controllable
Diffusion Model with Multimodal Conditions

Steven A. Grosz, and Anil K. Jain, Life Fellow, IEEE

Abstract—The utilization of synthetic data for fingerprint recognition has garnered increased attention due to its potential to alleviate
privacy concerns surrounding sensitive biometric data. However, current methods for generating fingerprints have limitations in creating
impressions of the same finger with useful intra-class variations. To tackle this challenge, we present GenPrint, a framework to produce
fingerprint images of various types while maintaining identity and offering humanly understandable control over different appearance
factors such as fingerprint class, acquisition type, sensor device, and quality level. Unlike previous fingerprint generation approaches,
GenPrint is not confined to replicating style characteristics from the training dataset alone: it enables the generation of novel styles
from unseen devices without requiring additional fine-tuning. To accomplish these objectives, we developed GenPrint using latent
diffusion models with multimodal conditions (text and image) for consistent generation of style and identity. Our experiments leverage a
variety of publicly available datasets for training and evaluation. Results demonstrate the benefits of GenPrint in terms of identity
preservation, explainable control, and universality of generated images. Importantly, the GenPrint-generated images yield comparable
or even superior accuracy to models trained solely on real data and further enhances performance when augmenting the diversity of
existing real fingerprint datasets.

Index Terms—Artificial Fingerprint Generation, Synthetic Fingerprints, Denoising Diffusion Probabilistic Models, Latent Diffusion
Models, Zero-shot Image Generation.

✦

1 INTRODUCTION

THE use of Artificial Intelligence Generated Content
(AIGC) over the last few years has exploded due to ad-

vancements in model architectures and larger computation
and data being used to train Generative AI (GAI) models [1].
In particular, text generation models, such as ChatGPT, have
catapulted the field of GAI into the public view since its
public release in November of 2022 [2]. Following in its
wake came stunning advancements in image and video
generation models, such as ImageGen [3] and SORA [4],
utilizing denoising diffusion probabilistic model (DDPM)
frameworks. Since then, DDPM models have proliferated as
the center of attention in many top computer vision confer-
ences and journals. Notably, their probabilistic framework
and straight-forward optimization process makes DDPMs
more stable and easy to train compared to generative ad-
versarial networks (GANs) [5], one of the predominant
frameworks for image generation previously. Furthermore,
the work of Dhariwal and Nichol further demonstrated
the advantages of diffusion models over GANs for image
generation in terms of image quality [6]. Indeed, the intro-
duction of GANs by Goodfellow et al. [5] in 2014 and the
recent surge in DDPM models have revolutionized GenAI
capabilities across enumerable industries and applications.

Artificial fingerprint generation is one application which
has received increased interest for the potential of synthetic
data for training and evaluation of algorithms, aided by
recent privacy and ethical concerns as well as difficulty and
cost associated with collecting biometric data. Before the ex-
plosion of deep learning techniques, fingerprint generation
methods began with intelligent, hand-crafted methods to
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simulate convincing fingerprint patterns and textures [7].
Importantly, these methods allowed for generating multiple
images of the same finger, opening the door to training and
evaluation of fingerprint recognition algorithms.

Early GAN-based methods drastically improved the re-
alism of the generated prints but lacked control over the
fingerprint identity being generated [8], [9], [10], [11], [12],
[13]. Subsequent works aimed to fill this gap by replacing
each stage of the mutli-stage generation pipeline of hand-
crafted methods with GANs, preserving the identity of the
generated fingerprints at each stage [14], [15], [16]. However,
with the exception of identity, other appearance factors
remained obscured and uncontrollable, such as the specific
fingerprint class (e.g., arch, loop, and whorl), acquisition
type (e.g., rolled, slap, contactless, swipe, and latent), sensor
characteristics (e.g., optical, capacitive, thermal, etc.), and
quality level (e.g., high, average, and low) of the generated
prints. Shoshan et al. [17] proposed FPGAN-Control to dis-
entangle identity and appearance factors in the latent space
and allowed for swapping between different appearance
latent vectors to achieve some degree of control over intra-
class variations (e.g., acquisition type, sensor, and pressure
level); however, this method lacked explicit, humanly ex-
plainable control over appearance factors.

Recent advancements in text to image generation mod-
els utilizing DDPMs have demonstrated very realistic and
controlled image generation capabilities. In this work, we
aim to leverage DDPM advancements for controllable fin-
gerprint image generation utilizing multimodal conditions
(text and image) for improved generation capabilities. We
leverage text prompts to allow for guidance of explainable
appearance factors and rely on image style embeddings
for factors not easily expressed in language. Importantly,
an added benefit of our novel image style condition is
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Fig. 1: Synthetic fingerprint images generated by various baseline methods and the proposed GenPrint. The four images in
each panel are impressions of the same finger to show case the intra-class variance of each method.

that the generation outputs are no longer constrained to
interpolating between the domain of the seen training data,
for it allows for zero-shot generation of novel fingerprint
sensor characteristics not seen during training. For a visual
comparison, figure 1 shows some example synthetic images
generated from SFinGe, PrintsGAN, FPGAN-Control and
the proposed model which we refer to as GenPrint. The
four images in each panel are of impressions of the same
finger identity to showcase the intra-class variance of each
method, which demonstrates the improved diversity which
GenPrint is capable of generating.

More concisely, the contributions of this research are the
following:

1) A controllable latent diffusion model, GenPrint, us-
ing text and image conditions for highly realistic
and diverse synthetic fingerprint generation.

2) GenPrint is capable of generating fingerprints of
any acquisition type, sensor, fingerprint class, and
quality, including fingerprint styles not seen during
training without any additional fine-tuning (e.g.,
zero-shot fingerprint style generation).

3) The generation process is controllable (both in ap-
pearance and identity preservation) and explainable
with humanly interpretable text prompts.

4) The utility of GenPrint synthetic images is validated
through experiments showcasing improved recog-
nition performance of models trained on GenPrint
images compared to real datasets and other bench-
mark fingerprint generation methods.

5) We also demonstrate the utility of GenPrint images
for evaluating fingerprint recognition systems by
replacing real data for large-scale identification ex-
periments.

6) Upon acceptance and publication, a dataset of 100K
synthetic finger identities with 15 impressions of
various acquisition devices will be released to the
research community.

2 RELATED WORK

2.1 Hand-crafted Fingerprint Generation Methods
The seminal work of Cappelli et al. [7] utilized a combina-
tion of an elliptical shape generation model, mathematical

ridge flow and Gabor filters for ridge pattern generation,
and noise and distortion models to simulate realistic finger-
print patterns. Importantly, this model allowed for gener-
ating multiple impressions of the same finger leading to its
adoption for aiding in training and evaluation of fingerprint
recognition models. Despite its impressive capabilities and
intelligent design, SFinGe is limited in its intra-class vari-
ations it is able to generate due to its hand-crafted nature
(see subfigure (a) of Figure 1 for examples). More recent
methods have turned to deep learning techniques, starting
with GANs, to learn the subtle intra-class variations that
have led to more varied and realistic fingerprint images.

2.2 Fingerprint Generation via GANs
The introduction of GANs gave way to more realistic
fingerprint generation that captured more realistic texture
characteristics that are difficult to hand-design [8], [9], [10],
[11], [12], [13]; however, early uses of GANs lacked control
over the fingerprint identity being generated - severely lim-
iting the utility of the generated fingerprints. Wyzykowski
et al. [14], aimed to fill this gap by adopting CycleGAN
as a wrapper around SFinGe generated images to impart
them with more realistic textures, while leveraging SFinGe’s
ability to generate multiple impressions. However, the intra-
class and inter-class variations were still limited by the
hand-designed generation of SFinGe. Engelsma et al. went
one step further and designed a multi-stage GAN method
for generating highly realistic fingerprint ridge patterns
with multiple impressions per finger and showed substan-
tial improvement over SFinGe in utility for recognition
model training [15]. Finally, Shoshan et al. [17] adopted a
mixed variational autoencoder (VAE) and GAN architecture
called FPGAN-Control to interpolate between latent identity
and appearance vectors to be able to render fingerprint
images in multiple different appearances. Still, this model
lacked explicit control over the appearance factors, and the
possible space of generated fingerprint styles is constrained
to the distribution of styles belonging to the original training
set.

2.3 DDPMs for Fingerprint Generation
To the best of our knowledge, DDPMs have only just begun
to be investigated for artificial fingerprint generation [18],
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Fig. 2: Architecture of GenPrint.

[19]. Tang et al. applied a vanilla DDPM to synthesize
unconditional fingerprint patches and validated the realism
compared to real fingerprint patches using the Fréchet In-
ception Distance (FID) metric [19]. Li and Yang also applied
an unconditional DDPM model trained on a dataset of
latent, rolled, and plain (i.e., slap) fingerprint images to ran-
domly generate fingerprint impressions of these types [18].
They demonstrated the realism of the DDPM generated fin-
gerprint images both in terms of NFIQ quantitative values
and t-SNE qualitative comparisons to the real fingerprint
images. However, their model lacked control over both
the identity and appearance of the generated fingerprints,
which is critical for training and evaluation of fingerprint
recognition models. To the best of our knowledge, the
proposed GenPrint model is the first use of DDPMs for
fingerprint generation with explicit control over both the
identity and appearance of generated fingerprint images.

3 GENPRINT: CONTROLLABLE MULTIMODAL FIN-
GERPRINT DIFFUSION MODEL

GenPrint is a multimodal latent diffusion model [20] fine-
tuned for fingerprint generation from a pretrained Stable
Diffusion v1.5 model with weights made available from the
Diffusers library [21]. In this section, we first describe the
text to image fingerprint generation capabilities including
the dataset curation process and fine-tuning procedure.
Next, we describe the architectural design for incorporating
style image embeddings into the Stable Diffusion pipeline
and explain the zero-shot style generation capability it facil-
itates. Finally, the identity preservation process is described
along with a detailed description of the full pipeline for
generating synthetic fingerprint images with GenPrint. An
overview of the architecture design is given in Figure 2.

3.1 Control Factors via Text Conditions

The first step in fine-tuning Stable Diffusion for text to fin-
gerprint generation is obtaining a large corpus of fingerprint

images and associated text descriptions. For this purpose,
we aggregated data from multiple fingerprint datasets from
predominately publicly available sources. These training
datasets are listed in Table 1 along with the acquisition
label, sensor label, and number of images for each dataset.
Our aggregated dataset consists of data from five different
acquisition types (rolled, slap, swipe, contactless, and latent)
and thirty different sensing devices ranging from optical
readers as well as capacitive, thermal, contactless, and latent
surfaces.

Missing from many fingerprint datasets are annotations
for fingerprint class (whorl, plain arch, tented arch, left loop,
and right loop) and quality (low, average, and high quality),
which are needed to impart the generator with this kind of
control. To obtain these labels, we utilized Verifinger SDK
v12.41 to extract class and NFIQ 2.0 [22] quality estimations.
Since the NFIQ 2.0 metric was optimized for slap im-
pressions utilizing frustrated total internal reflection (FTIR)
optical imaging, the quality levels across each acquisition
type may vary distinctly. Thus, we fit individual quality dis-
tributions according to a normal distribution using images
belonging to each acquisition category and assigned low,
average, and high quality labels to image clusters based on
the mean ± standard deviation.

Using these annotations we constructed text prompt
labels for each training image utilizing the following tem-
plate: “a {acquisition} fingerprint image, {class} pattern,
{quality} quality, {sensor}, {sensing}”, where the acquisi-
tion type is one of {rolled, slap, swipe, contactless, latent},
class is one of {whorl, plain arch, tented arch, left loop, right
loop}, quality is one of {low, average, high}, sensor is one of
the thirty training sensors listed in Table 1, and sensing type
is one of {FTIR optical, direct-view optical, multispectral
optical, capacitive, thermal}.

For fine-tuning Stable Diffusion on our text to fingerprint
image dataset, we utilize the low-rank adaptation (LoRA)
strategy for more efficient training with a rank of 128 [23].

1. https://www.neurotechnology.com/verifinger.html

https://www.neurotechnology.com/verifinger.html
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The LoRA weights are finetuned with a learning rate of
0.0001, cosine scheduler [24], default Adam optimizer [25],
and batch size of 96 spread across 8 Nvidia A100 GPUs. The
model is trained for 500,000 steps and trained on fingerprint
images of a resolution of 512× 512 pixels.

3.2 Zero-shot Style Generation
Motivated by the fact that many of the textural intra-class
variations present in fingerprint images are not easily ex-
pressed in language via simple text prompts, we turned to-
ward a deep learning-based representation to capture those
characteristics. In particular, we take a pretrained VGG [40]
model trained on ImageNet to embed style embeddings for
each training image. These style embeddings are injected
into the diffusion model via cross-attention layers which are
de-coupled from the cross-attention layers from the textual
embeddings used to control the explainable style factors.
Our choice of VGG embeddings for style representation is
motivated from two key insights: i.) the previous use of
VGG for neural style transfer [41] and ii.) visualizing the
separation of VGG style embeddings for various fingerprint
sensor types in the t-SNE embedding space (see Figure 5).

During inference, style embeddings from various sensor
types present in the training data can be sampled to generate
images of that sensor. On the other-hand, even style embed-
dings extracted from images of a completely new, unseen
sensor can be used to generate images in that new sensor
domain. Therefore, our method is generalizable and allows
for “zero-shot” fingerprint style generations without any ad-
ditional fine-tuning required. This fact is later supported by
empirical evidence in section 4.3 to produce new fingerprint
characteristics of latent, optical, capacitive, and contactless
sensors outside those seen during training.

3.3 Fingerprint Identity Preservation
Several strategies for identity preservation and personal-
ization in diffusion models have been proposed. Some of
these techniques, such as Textual Inversion [42] and Dream-
Booth [43], require additional fine-tuning for each new
concept, whereas others, such as IP-Adapter [44] and Pho-
toMaker [45], can produce identity consistent generations
for multiple subjects without inference time fine-tuning.
Both IP-Adapter and PhotoMaker embed the identity of an
input reference image or images into the diffusion process
via cross-attention layers. This guides the diffusion model
to generate images which are identity consistent with the
input reference images. Empirically, we tried IP-Adapter but
found that it lacked the fine-grained spatial control needed
to maintain the fingerprint ridge structure throughout the
image. To solve this, we turned to ControlNet [46], which is
another adaptation to the diffusion model process in which
reference images are provided to the diffusion model to
guide the generation with spatially consistent outputs.

For fingerprints, the identity discriminative features
which are consistent across multiple different acquisition
and sensor types are the silhouettes of the ridge flow
patterns giving rise to the relative orientation of minutiae
points of each finger. We posit that ControlNet is a suit-
able choice for imparting our DDPM model with identity
preservation. Therefore, we propose to adapt the ControlNet

framework to provide explicit spatial consistency of the
generated fingerprint ridge pattern by pre-pending a ridge
extraction module to the input of our identity preserving
diffusion model, ID-Net. This ridge extractor removes sen-
sor dependent and other style characteristics from the input
fingerprint control image leaving only the ridge pattern
silhouette image to guide the spatial preservation of the
fingerprint identity, including the location and orientation
of minutiae points. This, combined with the text and style
embeddings providing the style information, allows our
ID-Net to generate varying textural characteristics while
maintaining the input fingerprint ridge pattern. The archi-
tecture for our ridge extraction model is the light-weight
SqueezeUNet model, which has been successfully applied
previously for fingerprint ridge extraction [47].

3.4 Generation Pipeline for GenPrint

The full generation pipeline for GenPrint consists of two
stages. First, our finetuned stable diffusion model is used
to generate full (i.e., rolled) fingerprint images of various
fingerprint classes from a random noise vector. For this
stage, the text prompt guiding the generation follows the
template of “a rolled fingerprint image, {class} pattern”,
high quality, ink on stock paper”, where the fingerprint
class is randomly selected from the five available classes.
This provides a full fingerprint ridge pattern for use in
the subsequent generation stage which imparts controllable
style variations to generate large intra-class variations. By
varying the noise vector for each generation, completely
new and unique fingerprint patterns are generated. This fact
is supported in section 4.6, showcasing the inter-class sep-
aration of the generated fingerprints, and section 4.7, high-
lighting the low similarity between generated identities and
the training fingerprint identities. In the second stage, the
generated fingerprint images from the first stage are passed
through ID-Net and imparted with varying appearances
based on the style embeddings (from reference images either
belonging to the training set or from new example images
from unseen sensors) and different text prompts providing
explainable acquisition, sensor, and quality factors.

One critical observation we noticed was that the Control-
Net framework was indeed very successful at constraining
the local spatial details to be preserved in the generated
images; however, often we found that the generated images
had the tendency to over-constrain the generation process
to preserve every detail of the input control image. This
is undesirable if, for example, the desired output image
is a slap fingerprint image where the input control image
is a full, rolled fingerprint ridge pattern. The result is an
unrealistic image with the full rolled fingerprint pattern in
the style of the specified “slap” sensor input. Therefore, we
apply a mask to the output of the ridge extractor aligned
with the input text prompt to apply a realistic foreground
mask for the specified acquisition type. For example, if
the prompt is to produce a slap fingerprint image, then
an extracted mask of the fingerprint foreground area from
one of the slap training images is applied to the input
rolled fingerprint ridge pattern to produce an image with
a fingerprint area resembling a realistic slap fingerprint. If
instead the prompt is to generate a latent fingerprint, then a
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TABLE 1: Training datasets for GenPrint.

Train Dataset Acquisition
Types

Sensor Types No. Images (Fingers)

NIST SD14 [26] Rolled Ink on paper 54,000 (27,000)

FVC 2002 [27] Slap Desktop Scanner, TouchChip, DF90 2,400 (100)

FVC 2004 [28] Slap, Swipe CrossMatch, Digital Persona, Fingerchip 2,400 (100)

PLUS-MSL-FP [29] Slap, Swipe Eikon, Integrated Biometrics Columbo, Integrated Biometrics
Curve, Lumidigm, Next Biometrics, Suprema RealScan G1,

Digital Persona

106,712 (580)

MSU Infant Fingerprint [30] Slap SilkID 9,683 (1,921)

NIST SD302 (N2N) [31] Slap,
Contactless,

Rolled

CrossMatch, Eikon, GreenBit, ANDI, S120, MorphoWave,
DactyScan, LIVETOUCH, Futronic, RaspiReader

45,072 (1,600)

NIST SD302 Latent [31] Rolled, Latent Ink on paper, crime scene 7,586 (1,019)

MSP Latent [32] Rolled, Latent Ink on paper, crime scene 1,866 (933)

IIITD SLF [33] Slap, Latent CrossMatch, crime scene 480 (150)

MOLF [34] Slap, Latent Lumidigm, Secugen, CrossMatch, crime scene 65,512 (1,000)

MUST [35] Slap, Latent CrossMatch, crime scene 20,247 (120)

IIT Bombay Touchless and
Touch-based [36]

Slap,
Contactless

eNBioScan, smartphone 3,200 (200)

ISPFDv2 [37] Slap,
Contactless

Secugen, smartphone 57,600 (304)

UWA Benchmark 3D
Fingerprint [38]

Slap,
Contactless

CrossMatch, 3D scanner 18,266 (1,500)

ZJU Finger Photo and
Touch-based Fingerprint [39]

Slap,
Contactless

Digital Persona, smartphone 39,580 (824)

mask from a training latent fingerprint image is applied to
the input control image to produce a realistic looking latent
fingerprint with occluded areas of the ridge pattern.

Similarly, the ControlNet aspect of the ID-Net model
will not produce realistic non-linear distortions to the gener-
ated images because it would modify the input fingerprint
pattern supplied as the ControlNet input. Therefore, we
also randomly sample realistic distortion grids to apply to
the ControlNet image for each generation. These realistic
distortion grids are obtained by computing minutiae dis-
placements between genuine fingerprint pairs within the
training dataset. During inference, an example distortion
grid, indexed by the specified fingerprint acquisition type,
is sampled and applied to the input reference image.

4 EXPERIMENTAL RESULTS

In this section, we first evaluate the realism of GenPrint-
generated images compared to real fingerprint images and
other baseline fingerprint generation methods. We then
verify the validity of each of the explainable control factors
which GenPrint is trained to generate, including control
over the fingerprint class, acquisition, sensor, and quality.
Next, we examine GenPrint’s adaptability for zero-shot style
generation by using GenPrint to generate fingerprint im-
ages following the style characteristics of the unseen Latent
Fingerprint in the Wild (LFIW) dataset consisting of three
new latent fingerprint types, one optical sensor, one capac-
itive sensor, and one contactless sensor [48]. Additionally,
we evaluate the utility of GenPrint-generated images for
training fingerprint recognition models and compare it with

other fingerprint generation methods both when training
on only synthetic images and for augmenting a set of real
fingerprint images with additional synthetic fingerprint im-
pressions. Furthermore, we show the potential for GenPrint
images to be used for evaluation of fingerprint recogni-
tion models as a replacement for real fingerprint images
in large-scale identification experiments. Next, we verify
the uniqueness and independence of GenPrint-generated
finger identities compared to the set of training fingerprint
identities from which it was trained. Finally, we include a
discussion on the failure cases and limitations of GenPrint.

4.1 Realism of Generated Fingerprints

To validate the realism of GenPrint-generated fingerprints,
we performed two experiments: i.) comparing the genuine
and imposter score distribution of GenPrint images to a
similar composition of real fingerprint images and ii.) com-
paring various fingerprint and minutiae related statistics
between real images and GenPrint synthetic images.

For the first experiment, we generated 400 unique syn-
thetic fingers with 12 impressions each across a random
selection of slap, rolled, and contactless fingerprints using
GenPrint to mimic the size and sensor distribution of a test
split of the NIST SD302 dataset consisting of 400 real finger
identities with roughly 12 impressions each and a mix of
different sensor and acquisition types. We then computed
genuine (same identity) and imposter (different identity)
score distributions using a pretrained AFR-Net [49] finger-
print recognition model for both the GenPrint-generated
dataset and the test split of NIST SD302. The results are
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Fig. 3: AFR-Net similarity score distributions for NIST
SD302 real dataset and similar GenPrint dataset.

shown in Figure 3, showcasing the similarity between the
score distributions of the real and generated datasets. We
chose NIST SD302 for this comparison as it encompasses
many of the different acquisition types (rolled, slap, con-
tactless) that GenPrint is trained to generate. The realism of
GenPrint-generated images is evident from the overlap in
the distributions compared to the real fingerprint dataset.
The recognition performance of each of the datasets (real
and synthetic) is also very similar. For NIST SD302 and the
corresponding GenPrint dataset, the true accept rate (TAR)
at a false accept rate (FAR) of 0.01% is 96.33% and 97.33%,
respectively.

Next, we compare various fingerprint statistics from
1,000 real, rolled fingerprint impressions from the NIST SD4
dataset to 1,000 synthetic rolled impressions generated by
GenPrint and the baseline method PrintsGAN. The specific
metrics being compared are summarized in Table 2 and
include fingerprint area, minutiae count, and average qual-
ity of minutiae. Compared to the real fingerprint dataset,
GenPrint and PrintsGAN images differ slightly between
average fingerprint area compared to the real images, where
PrintsGAN tends to produce smaller fingerprints and Gen-
Print tends to produce larger fingerprints. To normalize for
the relative differences in fingerprint area, we computed the
minutiae statistics on a center crop of 256×256 pixels. Com-
pared to the real images, GenPrint images exhibit a higher
degree of similarity than PrintsGAN images in terms of
average minutiae count and quality. For example, GenPrint
differs from the real fingerprint images in average minutiae
count by 5.27, whereas PrintsGAN differs by 6.52. Similarly,
GenPrint differs in minutiae quality by 0.02, whereas Prints-
GAN differs by 1.15.

4.2 Consistency of Control Factors

In this section, we evaluate all the different explicit control
factors which GenPrint is trained to accommodate via text
prompts, including control over the fingerprint class, acqui-
sition, sensor, and quality level.

TABLE 2: Fingerprint statistics comparison of GenPrint and
PrintsGAN generated images to real fingerprint images.

MSP [32]
(real dataset) PrintsGAN GenPrint

Minutiae
count 37.18 ± 9.75 30.66 ± 6.98 42.45 ± 8.52

Minutiae
quality 80.38 ± 10.36 81.53 ± 9.52 80.40 ± 9.83

Area
(pixels) 192,285 ± 34,368 175,460 ± 25,189 211,599 ± 19,241

Fig. 4: Example GenPrint images of different fingerprint
classes and corresponding classification accuracy of Verifin-
ger v12.4 SDK.

4.2.1 Fingerprint Class
GenPrint is able to generate fingerprints of any of the
five major classes of fingers: whorl, left loop, right loop,
plain arch, and tented arch. Examples of each of the cate-
gories generated by GenPrint are shown in Figure 4. The
consistency of GenPrint-generated images in following the
fingerprint class prompt provided by the user is validated
quantitatively using the commercially available fingerprint
recognition software, Verifinger SDK v12.4. Specifically, we
generate 100 unique finger identities using GenPrint in each
of the five different fingerprint classes and classify each of
the fingerprints using Verifinger and compute the accuracy
between the Verifinger predictions and the ground truth
class assigned by the input text prompts. The classification
accuracy for whorl, left loop, and right loop fingerprints
was 99%, indicating that 99 out of 100 generated fingerprints
were classified by Verifinger as the same class intended to be
generated by GenPrint. It turned out that the classification
accuracy for Verifinger on the plain arch (92%) and tented
arch types (25%) was much more challenging for Verifinger,
which often misclassified the arch type as either left or right
loop in all the misclassifications. Understandably, these two
fingerprint classes can be difficult to distinguish given the
similarity in the ridge patterns.

4.2.2 Fingerprint Acquisition and Sensor Type
GenPrint is trained on data from 30 different acquisition
devices which consist of various rolled, slap, swipe, contact-
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Fig. 5: T-SNE plots to show (a) separation of GenPrint-generated images from different acquisition devices, (b) similarity
of GenPrint images and corresponding real images of the same acquisition device, (c) similarity of zero-shot generated
images to corresponding real images of novel acquisition devices which were not included in the training set of GenPrint.

Fig. 6: Example GenPrint-generated and real fingerprint images from corresponding acquisition device domains. In each
pair, the left image is generated by GenPrint and the right image is a real fingerprint image of the same acquisition device
to show the similarity of GenPrint images to real images with corresponding sensor characteristics.
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Fig. 7: Example low, average, and high quality rolled finger-
print impressions of a finger generated by GenPrint.

less, and latent fingerprint acquisition types. Some example
images from different devices are given in Figure 6 along
with corresponding GenPrint-generated images in those
same device domains, where the left image in each pair
is a synthetic fingerprint generated by GenPrint, and the
right image is an example fingerprint image from a real
fingerprint database. Comparing GenPrint images and cor-
responding real images in the same sensor and acquisition
types highlights the realism and diversity in the possible
generation space of GenPrint.

To visualize the separability of all 30 acquisition device
characteristics that GenPrint is trained to generate, we first
generated 100 example fingerprint images in each acquisi-
tion device domain. Then, we extracted representation em-
beddings using a pretrained VGG network and plotted them
in t-SNE [50] embedding space. The result is shown in sub-
figure (a) of Figure 5 which shows clear separation between
very distinct acquisition devices and some small overlap in
similar sensors, such as the large number of different slap
FTIR optical devices sharing similar characteristics. Fur-
thermore, we also generated VGG embeddings for 100 real
fingerprint image examples in 5 different acquisition devices
and embedded them into the t-SNE space along with their
corresponding generated images from GenPrint to show the
similarity between corresponding real and synthetic images
of the same acquisition device domains.

4.2.3 Quality Control

There are two ways in which GenPrint can manipulate the
quality of the generated images. The first is through the text
prompt where the user can specify either low, average, or
high quality, and the other is through passing a reference
style image with a relatively low, average, or high quality
appearance. Empirically, we found both approaches to work
well. For validating the quality control of GenPrint, we
generated datasets of 100 unique synthetic finger identities
with 300 impressions of each of the five different acquisition
types (rolled, slap, swipe, contactless, and latent) and used
the text prompt to generate 100 of those impressions for
each quality level (low, average, and high). Example low,
average, and high quality images for three generated rolled
fingerprints are given in Figure 7 for visualization. We then
computed the NFIQ 2.0 quality score using the Verifinger
SDK and plotted the quality distributions in Figure 8. There
is clear separation among each of the quality levels across
each of the acquisition types, verifying GenPrint’s appropri-
ate control over the quality of the generated fingerprints.

4.3 Zero-shot Fingerprint Style Generation
To validate the quality of zero-shot fingerprint style gen-
eration, we performed one last experiment using t-SNE
visualizations where we embed 100 example synthetic and
real images from 6 different acquisition device domains
from an unseen dataset which was not included in the
training dataset for GenPrint. These images come from the
recently released LFIW dataset [48]. Again, we observe very
close similarity to corresponding real and synthetic images
of the same acquisition devices, demonstrating GenPrint’s
adaptability toward zero-shot style generation from novel
acquisition devices.

4.4 Utility for Training Fingerprint Recognition Models
One of the most important criteria for the quality of syn-
thetic fingerprint generators is their utility for training
fingerprint recognition models. We evaluate the utility of
GenPrint both when training on only synthetically gener-
ated images and when augmenting a set of real fingerprint
images with additional synthetic data. We compare with
several previous synthetic fingerprint generators as base-
lines including SFinGe, PrintsGAN, and FPGAN-Control.

For the first experiment, we generate synthetic databases
of 35,000 identities and 15 impressions per identity using
each synthetic generation method. Some example images
from each method are shown in Figure 1. We then train
ResNet50 [51] recognition models using an ArcFace loss
function on incremental subsets of each database using
increments from 1,600 identities (the size of the real N2N
fingerprint database) to 35,000 identities and plot the perfor-
mance of the trained models on various evaluation datasets
(see Figure 9). The evaluation datasets used are summarized
in Table 3 and include fingerprint impressions of diverse
acquisition devices including rolled, slap, contactless, and
latent fingerprint types. We also summarize the TAR at an
FAR of 0.1% for training on 35,000 identities from each
method in Table 5. From Figure 9, we can clearly see that the
performance of the recognition model trained on GenPrint
images performs far better than any of the baseline synthetic
methods and even surpasses the performance of training on
the real N2N fingerprint dataset as the number of synthetic
identities is increased.

For the second experiment, we compared the utility
of GenPrint to the next best performing synthetic method
FPGAN-Control in augmenting an existing set of real fin-
gerprint data for training on a combination of real and syn-
thetic. Starting from the initial set of 1,600 real finger iden-
tities from N2N, we add increasing amounts of synthetic
identities and again plot the performance of the trained
ResNet50 models as the number of identities is increased.
The results in Figure 10 show that both synthetic methods
improve the performance when used for augmentation, but
the improvement from GenPrint images is far superior.

The previous experiment showcased improvement of
augmenting a limited set of real fingerprint data of only
1,600 unique finger identities, but naturally a question arises
as to whether synthetic data augmentation is still helpful
if the number of unique, real fingerprint identities in the
training set is already large (e.g., 35,000). To investigate
this question given that the number of identities is already
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Fig. 8: NFIQ 2.0 score distributions for fingerprints generated by GenPrint across five different fingerprint acquisition types.

large, rather than include additional synthetic identities, we
instead take the existing real identities and use GenPrint to
synthesize additional impressions in a more diverse range
of acquisition devices. For this experiment, we use 35,000
unique fingerprint identities from the Michigan State Police
(MSP) longitudinal fingerprint dataset [32] which has about
12 impressions per identity and augment each finger iden-
tity with an additonal 15 synthetic impressions of various
acquisition devices. The result of augmenting MSP with
GenPrint impressions is shown in Figure 10. As the number
of identities increases, the plots show that GenPrint does in-
deed improve the performance significantly by augmenting
the diversity of the already existing fingerprint images. This
improvement is particularly evident when the test datasets
contain sensor characteristics not included in the original
MSP dataset but which GenPrint is able to synthesize (e.g.,
contactless and latent fingerprints). For reference, the TAR at
FAR=0.1% using 35,000 training identities is given in Table 5.

In both of the previous experiments, we trained only
ResNet50 models for the comparison. Thus, we now study
the impact of additional model architectures and examine
whether similar trends arise. In particular, we train two ad-
ditional model architectures on both GenPrint and FPGAN-
Control datasets of 35,000 identities and 15 impressions
per identity. These include a ResNet18 model and a vision
transformer (ViT) [52] with a patch size of 16 and 12 layers.
As shown in Table 6, the same relative performance gap
between training on GenPrint vs. FPGAN-Control images
across each model architecture is consistent with our more
extensive experiments using ResNet50.

4.5 Utility for Evaluating Fingerprint Recognition Mod-
els
In addition to being useful for training, synthetic finger-
prints can also help with large-scale evaluation of finger-
print recognition algorithms, where collecting a dataset
of potentially millions of unique real fingers can be pro-
hibitively expensive. To demonstrate the feasibility of Gen-
Print images to be used for such purposes, we generated
a large database of 64,000 unique rolled fingerprints to
compare with a database of 64,000 real rolled fingerprint
identities from the MSP dataset as a background gallery for
latent to rolled fingerprint search using latent probes and
corresponding mates from the NIST SD 27 latent dataset.
Ideally, the search performance should be similar when
using the real fingerprint background images and GenPrint
fingerprint background images. We repeated the experiment
using a database of 64,000 unique identities from FPGAN-
Control as a baseline. The results on the three different
gallery backgrounds are given in Figure 11, which shows
better overlap in the search accuracies between GenPrint
background gallery and the real fingerprint gallery com-
pared to the overlap between FPGAN-Control and the
real dataset, indicating that GenPrint images make a more
suitable replacement for real images for large-scale search
evaluations than the baseline FPGAN-Control method. In
particular, the rank-1 accuracy on the real background
dataset is 82.17%, whereas it was 82.95% and 83.72% for
GenPrint and FPGAN-Control, respectively.

4.6 Biometric Capacity
Ideally, every synthetically finger identity should be unique,
but the probability of encountering “duplicate” identities,
those which have a high similarity to each other, increases
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TABLE 3: Test Datasets.

Test Dataset Acquisition
Types

Sensor Types No. Images (Fingers)

PolyU Contactless 2D to
Contact-based 2D [53]

Slap, Contactless Digital Persona, smartphone 1920 (336)

NIST SD 4 [54] Rolled Ink on paper 4000 (2,000)

NIST SD 302 [31] Slap, Contactless,
Rolled,

CrossMatch, Eikon, GreenBit, ANDI, S120, MorphoWave,
DactyScan, LIVETOUCH, Futronic, RaspiReader

2548 (400)

NIST SD 27 [55] Rolled, Latent Ink on paper, crime scene 1032 (258)

Fig. 9: Authentication accuracy (TAR at FAR=0.1%) of ResNet50 trained on synthetic data from various fingerprint
generation methods including the proposed GenPrint.

TABLE 4: Authentication accuracy (TAR at FAR=0.1%) of ResNet50 trained on synthetic data from various fingerprint
generators including the proposed GenPrint. A ResNet50 model trained on N2N, a real dataset, is included as a baseline.

Training Data No. IDs No. imgs/ID N2N
slap-rolled-contactless

NIST SD4
rolled-rolled

PolyU
contact-contact

PolyU
contactless-contactless

PolyU
contact-contactless

NIST SD27
latent-rolled

N2N [31] (real dataset) 1,600 12 85.73 87.90 94.00 95.79 47.08 13.95

SFinGe [7] 35,000 15 7.62 37.25 52.63 78.42 3.07 1.55

FPGAN-Control [17] 35,000 15 74.52 83.60 89.38 95.00 37.86 12.02

PrintsGAN [15] 35,000 15 63.66 96.15 89.58 96.92 61.51 18.60

GenPrint 35,000 15 86.08 97.85 97.58 97.71 75.26 39.53

TABLE 5: Authentication accuracy (TAR at FAR=0.1%) of ResNet50 trained on a combination of real and synthetic data
from FPGAN-Control and the proposed GenPrint evaluated on six different test scenarios.

Training Data No. IDs No. images/ID N2N
slap-rolled-contactless

NIST SD4
rolled-rolled

PolyU
contact-contact

PolyU
contactless-contactless

PolyU
contact-contactless

NIST SD27
latent-rolled

N2N [31] (real dataset) 1,600 12 85.73 87.90 94.00 95.79 47.08 13.95

N2N [31] + FPGAN-Control [17] 35,000 15 89.71 88.80 95.33 96.83 68.25 23.64

N2N [31] + GenPrint 35,000 13.5 94.69 98.90 99.54 99.17 90.90 46.51

MSP [32] (real dataset) 35,000 12 96.04 99.80 99.79 99.71 97.29 62.02

MSP [32] + GenPrint 35,000 27 96.49 99.70 99.75 99.75 98.07 69.38
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Fig. 10: Authentication accuracy (TAR at FAR=0.1%) of ResNet50 trained on a combination of real and synthetic data from
FPGAN-Control and the proposed GenPrint evaluated on six different test scenarios.

TABLE 6: Training on 35K IDs, 15 impressions with different model architectures and evaluated on six different test
scenarios. Results reported as TAR @ FAR=0.1%.

Model Training Dataset NIST SD302
slap-rolled-contactless

NIST SD4
rolled-rolled

PolyU
contact-contact

PolyU
contactless-contactless

PolyU
contact-contactless

NIST SD27
latent-rolled

ResNet18 FPGAN-Control [17] 61.92 70.60 80.79 87.83 26.70 8.14

ResNet18 GenPrint 71.84 91.75 90.25 93.04 42.45 23.64

ResNet50 FPGAN-Control [17] 74.52 83.60 89.38 95.00 37.86 12.02

ResNet50 GenPrint 86.08 97.85 97.58 97.71 75.26 39.53

ViT FPGAN-Control [17] 45.47 70.40 45.92 83.33 6.28 5.43

ViT GenPrint 79.81 96.80 95.75 96.71 61.25 30.62

as the size of the dataset grows, which is true even for
real fingerprint datasets. Nonetheless, the possible num-
ber of unique finger identities that a model can generate,
referred to as the biometric capacity [56], is an important
factor for comparison among synthetic biometric generators.
Unfortunately, accurately measuring the biometric capacity
is a difficult and open question and empirically comput-
ing the similarity between all generated identities scales
in complexity as O(n2), quickly becoming computationally
demanding for anything above 100,000 identities.

One recent method by Bodetti et al. [56] proposed a ge-
ometrical model of capacity by embedding face images into
a hyperspherical representation space and using a specified
FAR to measure the overlap between class representations.
However, this approach only aims to estimate an upper
bound on the capacity and when we applied the code
to our generated images and several other baselines, we
received capacity estimates on the order of 1032. Instead,
to obtain more practical insights, we used a pretrained

AFR-Net fingerprint matcher to compute the percentage
of “duplicate” identities being generated as the number
of generated identities increases for both PrintsGAN and
GenPrint. We obtain duplicate identities by computing all
possible imposter score comparisons between the generated
identities and determine how many of the pairs produced
similarity scores to each other which fell above the genuine
match threshold of 0.35 computed on the real NIST SD4
dataset. This capacity comparison is fair since PrintsGAN
and GenPrint were trained on fingerprint databases of simi-
lar number of identities (38,291 for PrintsGAN and 37,351
for GenPrint); however, GenPrint is based off diffusion
models which are believed to better capture the full data
distribution compared to GANs [6]. As shown in Table 7, the
number of duplicate identities is increasing at a large rate for
PrintsGAN as the number of generated identities increases,
unlike GenPrint which closely follows the trend on the
real MSP fingerprint dataset as the number of identities
approaches 100,000.
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Fig. 11: Search results using probes from NIST SD 27 and
64,000 identity background from GenPrint compared to the
real MSP dataset and FPGAN-Control backgrounds.

TABLE 7: Percentage of duplicate identities generated by
PrintsGAN and GenPrint as the number of generated iden-
tities increases from 20,000 to 100,000. A duplicate identity
is counted whenever an imposter score between any of the
generated identities is above a genuine match threshold of
0.35, which was computed on the real NIST SD4 dataset
using a pretrained AFR-Net fingerprint recognition model.

Number of IDs MSP
(real data) GenPrint PrintsGAN [15]

20,000 0.060% 0.070% 4.255%
40,000 0.078% 0.190% 7.408%
60,000 0.103% 0.305% 9.885%
80,000 0.154% 0.461% 12.23%

100,000 0.170% 0.535% 14.43%

4.7 Identity Leakage

Besides the capacity of the biometric generator, a privacy
preserving model should also not leak sensitive information
from the dataset on which it was trained. In other words,
the generated finger identities from GenPrint should not
have high similarity with any of the finger identities in
the training set. We aimed to measure the potential identity
leakage of GenPrint by generating 35,000 unique synthetic
fingerprint identities and computed similarity scores to each
of the 37,351 real training finger identities in our training
dataset using a pretrained AFR-Net fingerprint recognition
model [49]. Out of these 35,000 synthetic identities, only 10
(0.03%) had a similarity score with any training identity
above 0.231, the genuine match threshold computed on
FVC 2002 DB1A at FAR=0.01%. Furthermore, even out of
those ten similarity scores that fell above the threshold,
the maximum similarity score obtained was just 0.297, only
slightly above the threshold.

4.8 Failures and Limitations

On occasion, the outputs generated from GenPrint can ex-
hibit some noise and other color artifacts. Some of these

Fig. 12: Example failure cases generated by GenPrint ex-
hibiting noise and color artifacts.

Fig. 13: Example images with mixed text prompts. The
image in (a) was created with a prompt containing the
acquisition type of “latent” and sensor type of “smart-
phone”, whereas (b) was prompted with acquisition type
“contactless” and sensor type “crime scene”.

failure cases are visualized in Figure 12. For the image in
subfigure (a), the prompt was for a low quality contactless
fingerprint from a smartphone camera, and the prompt used
in (b) was for a low quality latent fingerprint from a crime
scene. Empirically, we found that the probability of such ar-
tifacts occurring is higher when the quality of the fingerprint
is prompted as low. Another potential area for unexpected
outputs is in mixing acquisition and sensor types that may
not be realistic. For example, the image produced in subfig-
ure (a) of Figure 13 was prompted with the acquisition type
of “latent” and sensor type of “smartphone”, whereas sub-
figure (b) was prompted with acquisition type “contactless”
and sensor type “crime scene”. These mixed prompts pro-
duce fingerprint images that resemble characteristics of both
contactless and latent fingerprints but are not quite realistic.
Nonetheless, even though mixing various acquisition and
sensor types may produce unrealistic fingerprint images,
the results may still prove to be a useful data augmentation
tool for training fingerprint recognition models. In fact, all
experiments conducted in this paper are without editing or
removing any images generated by GenPrint.

One of the most significant limitations of GenPrint and
DDPM models in general is the computational efficiency,
both in terms of training and inference time and memory
footprint. Training efficiency of GenPrint was partially mit-
igated by utilizing LoRA weights for training; however, the
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inference speed for GenPrint is still about 1.13 seconds per
image (512×512 resolution) using an Nvidia A100 GPU and
an AMD EPYC 7543 32-Core Processor - which is much
slower compared to GANs (e.g., 7.41 ms per image for
FPGAN-Control on the same hardware). For offline gener-
ation of synthetic datasets, the latency and RAM usage are
both just a nuisance; however, they prevent the model from
being useful for online generation of synthetic data during
training of recognition models.

5 CONCLUSION

By employing latent diffusion models with multimodal
conditions, GenPrint offers a versatile framework capable
of generating diverse fingerprint images while preserving
identity and providing explainable control over various
appearance factors. Unlike previous approaches, GenPrint is
not constrained by the characteristics of the training dataset
alone, allowing for the generation of novel sensor and style
attributes during inference without the need for additional
fine-tuning. The experimental results showcase the efficacy
of GenPrint in terms of identity preservation and narrowing
the gap between synthetic and real domains. Moreover, the
universality of GenPrint-generated images improves model
training by augmenting the diversity of existing fingerprint
datasets, thus enhancing the performance and generaliza-
tion of fingerprint recognition systems. The same or similar
model architecture can also be applied to other areas of
biometrics (e.g., face, palmprint, iris, etc.) which we are
currently undertaking.
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