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Abstract—With the rapid development of sixth-generation (6G) communication technology, global communication networks are
moving towards the goal of comprehensive and seamless coverage. In particular, low earth orbit (LEO) satellites have become a critical
component of satellite communication networks. The emergence of LEO satellites has brought about new computational resources
known as the LEO satellite edge, enabling ground users (GU) to offload computing tasks to the resource-rich LEO satellite edge.
However, existing LEO satellite computational offloading solutions primarily focus on optimizing system performance, neglecting the

of performance.

potential issue of malicious satellite attacks during task offloading. In this paper, we propose the deployment of LEO satellite edge in an
integrated satellite-terrestrial networks (ISTN) structure to support security-sensitive computing task offloading. We model the task
allocation and offloading order problem as a joint optimization problem to minimize task offloading delay, energy consumption, and the
number of attacks while satisfying reliability constraints. To achieve this objective, we model the task offloading process as a Markov
decision process (MDP) and propose a security-sensitive task offloading strategy optimization algorithm based on proximal policy
optimization (PPO). Experimental results demonstrate that our algorithm significantly outperforms other benchmark methods in terms

Index Terms—Integrated Satellite-Terrestrial Networks, Task Offloading, Information Security, Deep Reinforcement Learning

INTRODUCTION

e emerging sixth-generation (6G) communication tech-
nology is rapidly gaining momentum, with its vision be-
g to establish a ubiquitous communication network that
~rovers the entire globe, catering to the surging demand
OBdr intelligent devices and data traffic. Although the formal
gulation and commercial deployment of 6G have yet to
mmence, both academia and industry have been actively
—€ngaged in research and development efforts related to
communication technology. 6G holds the promise of
roviding wireless communication services across the en-

e globe, supporting a wide range of Internet of Things
oT) applications, especially in remote areas. However, the
zcurrent coverage of terrestrial networks is relatively limited,
\ Erimarily concentrated in major urban areas, which impedes
><1e broader proliferation and application of communication
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?nbptworks [1].

Under the circumstances, satellite communication net-
works have emerged as a promising and highly potential
solution [2]. Compared to medium earth orbit (MEO) and
geostationary orbit (GEO) satellites, low earth orbit (LEO)
satellites are closer to the Earth, making them more suit-
able for supporting latency-sensitive communications on
a global scale. LEO satellites possess high capacity and
wide coverage capabilities, which are currently experiencing
rapid development [3], [4], [5], [6]. Companies like SpaceX
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and OneWeb are driving the large-scale deployment of LEO
constellations, redefining network architectures to enable
low latency, high capacity, and global service [7], [8], [9].
This presents a fresh opportunity for achieving a global net-
work. The low latency communication capabilities of LEO
satellites make them an ideal choice for Internet of Things
applications, while the rise of large-scale LEO constella-
tions is fundamentally transforming network architectures
to achieve the objectives of low latency, high capacity, and
global coverage. This lays a solid foundation for realizing
the vision of a connected world and provides reliable commu-
nication connectivity for remote areas, bridging the digital
divide.

Recent research findings strongly confirm the immense
potential of satellite networks in addressing ground back-
haul link failures or congestion issues and significantly
enhancing the offloading capabilities of remote base stations
[10], [11]. Particularly, with the utilization of LEO satellites,
serving as alternative wireless access nodes, they effectively
support users in offloading tasks beyond the coverage range
of base stations or to remote regions with poor channel
conditions. This brings important inspiration for the up-
coming era of 6G, where LEO satellite networks will play a
crucial role in bridging the global digital divide and meeting
the growing and diverse communication demands. In this
emerging paradigm, satellites can form clusters or con-
stellations, enabling coordinated communication to provide
more efficient and comprehensive coverage for users on the
Earth’s surface. Therefore, integrated satellite-terrestrial net-
works (ISTN) will dominate in the coming years. The ISTN
includes LEO satellites with considerable computational
capabilities, which give rise to a new paradigm as the LEO
satellite edge. This new edge computing paradigm will bring
higher efficiency and convenience to various application



scenarios, creating more opportunities for future smart cities
and the connected world. Given the limited computational
resources at the edge of LEO satellites, much like most edge
computing scenarios, computation offloading emerges as a
potential solution capable of significantly enhancing system
performance [12]. In the scenario of ISTN, when end-user
devices generate computational tasks, they can offload tasks
directly to the LEO satellite edge for real-time processing,
which reduces frequent data transfers between devices and
the cloud, thereby reducing end-to-end communication la-
tency and expanding service coverage.

However, in practical applications, due to the public
nature of network access, the ever-changing network topol-
ogy, and potential risks associated with wireless channels,
ground users may encounter privacy and security risks
during the data transmission process of task offloading.
Furthermore, it is essential to prevent the offloaded data
from being attacked by malicious satellites. Therefore, se-
curity in the satellite-terrestrial link of ISTN becomes a
crucial focal point [6], [13]. In task offloading, the involved
data may include sensitive information such as personal
identities, trade secrets, or research data. If these data are
transmitted in plaintext without any encryption measures,
there will undoubtedly be security risks. To ensure the
security of data transmission in ISTN, it becomes crucial
to employ advanced encryption techniques to protect user
data transmitted over satellite-terrestrial links. Encryption
technology can effectively safeguard the confidentiality and
integrity of data, thus preventing unauthorized access and
tampering. Even if a malicious satellite successfully inter-
cepts encrypted data, it cannot decrypt it to obtain useful
information. In addition to encryption techniques, when
formulating task offloading strategies, it is crucial to con-
sider potential security threats to ensure that the task data
within the ISTN maintains a high level of information se-
curity strength and minimizes the risk of malicious satellite
attacks.

Deep reinforcement learning (DRL) is widely regarded
as an efficient approach for optimizing offloading strategies
in complex network environments. In recent years, there has
been a surge in research on satellite edge computing offload-
ing based on DRL. In satellite edge computing, DRL is ap-
plied to optimize offloading strategies, which determine the
optimal way to offload tasks between satellites and ground
servers. By using DRL, the system can learn and optimize
decisions continuously by receiving feedback from the envi-
ronment, resulting in more efficient computation offloading
solutions. This approach is particularly suitable for complex
network environments as it can adapt to changing network
conditions and task requirements. However, the unique
nature of satellite edge computing poses some challenges
to the application of DRL in practice. Firstly, the latency
and bandwidth constraints of satellite communication links
require the system to make decisions within limited time
and resources. Secondly, satellite edge computing systems
must have a high level of security, considering the security
requirements of tasks and block cipher lengths to prevent
unauthorized access and data leakage. Additionally, due
to limited satellite resources, latency and energy consump-
tion management is also a crucial consideration. Lastly,
the instability and unreliability of satellite communication
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environments can lead to network disruptions and data
loss, necessitating a highly reliable system. Therefore, while
some studies have made some progress, achieving highly
secure, low-latency, low-energy, and high-reliability compu-
tation offloading in satellite edge computing still requires
overcoming many challenges.

To address the aforementioned challenges, we have con-
sidered not only random task arrivals, the high mobility
of satellites, and the uncertainty of wireless channel states
but also security factors such as task security level re-
quirements and block cipher lengths. Our objective is to
minimize offloading latency, energy consumption, and the
number of attacks while satisfying reliability constraints. To
achieve this goal, we have employed a joint optimization
approach for satellite allocation and offloading orders. We
have modeled this problem as a Markov decision process
(MDP) for discrete offloading actions to comprehensively
consider various complex factors. Finally, we have proposed
a security-sensitive task offloading strategy optimization
algorithm based on proximal policy optimization (PPO) to
make offloading decisions adaptively. The main contribu-
tions of this paper are summarized as follows:

1) We propose the deployment of the ISTN structure
with LEO satellite edge that takes into account
factors such as random task arrivals, task security
requirements, the high mobility of LEO satellites,
and the variability of wireless channel conditions.
It aims to effectively support security-sensitive task
offloading for ground user. We formalize the task
allocation and offloading order problem as a joint
optimization problem. The objective is to minimize
a weighted sum of task offloading latency, energy
consumption, and the number of attacks while sat-
isfying reliability constraints.

2) We model the task offloading process in ISTN as
an MDP and propose a security-sensitive task of-
floading strategy optimization algorithm based on
PPO to jointly optimize task allocation decisions
and offloading order and learn the optimal task
offloading strategy.

3) Extensive experiments demonstrate that our pro-
posed algorithm outperforms greedy algorithm,
round-robin algorithm, all-local algorithm, and all-
offloading algorithm, and performs to some extent
better than TRPO-based algorithm and A2C-based
algorithm.

The remaining sections of this paper are organized as fol-
lows. Section [2] provides a review of related works. Section
introduces our system model and problem formulation.
Section M establishes the MDP framework and describes
the PPO-based algorithm. Section [5|shows the experimental
results. Finally, Section [6| concludes this paper.

2 RELATED WORK

2.1 Computation Offloading in Satellite Edge Comput-
ing

With the advancement of mobile edge computing (MEC)
technology [14], researchers have started applying it to
satellite networks, which brings computational resources



to the edge of satellite networks. Satellite edge comput-
ing networks, as a novel network architecture, harness the
strengths of both satellite communication and ground net-
works. Therefore, satellite edge computing networks hold
significant potential in addressing task offloading and tack-
ling communication latency issues.

In the scenario of a multi-layer Ka/Q-band integrated
satellite-ground network for the Internet of Remote Things
(IoRT), Chen et al. [15] have introduced a dynamic com-
putation offloading solution. They have employed a DRL
algorithm based on the deep double Q network (D3QN)
to optimize the selection of offloading paths and resource
allocation. This approach aims to maximize the number
of offloaded tasks while meeting latency requirements and
minimizing satellite energy consumption. Tang et al. [16]
proposed a hybrid cloud and edge computing LEO satellite
(CECLS) network with a three-layer computing architecture.
This network leverages the resources of both cloud and
edge servers to provide heterogeneous computing capabili-
ties to ground users. Additionally, it employs a distributed
algorithm based on the alternating direction method of
multipliers (ADMM) to effectively reduce the energy con-
sumption of ground users. The authors of [[17] proposed an
integrated satellite-aerial-terrestrial (I-SAT) network. This
network aims to improve the throughput of users in the
I-SAT network by jointly optimizing user association, trans-
mit power, and drone trajectory control. To achieve this,
they employed an alternating iterative algorithm based on
the block descent method, which effectively enhances the
throughput of users in the I-SAT network. Zhou et al. [18]
researched task scheduling problems in space-air-ground
integrated networks (SAGIN). They proposed a solution
called delay-oriented IoT task scheduling (DOTS), which
aims to reduce task processing latency and meet energy
constraints. Chai et al. [19] researched a multi-task mobile
edge computing system in satellite IoT. They prioritized
tasks in the directed acyclic graph (DAG) based on their cost
consumption and proposed a collaborative optimization
algorithm called attention mechanism and proximal policy
optimization (A-PPO). Simulation results demonstrate that
this approach effectively reduces the long-term cost of the
offloading system. Cao et al. [10] conducted research on a
LEOS edge-assisted multi-layer multi-access edge comput-
ing system to support computation-intensive and latency-
sensitive services. They achieved a low-latency and energy-
efficient offloading scheme by jointly optimizing the allo-
cation of communication and computing resources. Cui et
al. [20] researched the delay optimization problem in the
hybrid GEO-LEO satellite-assisted Internet of Things (SIoT)
network. They proposed an intelligent task offloading and
multidimensional resource allocation (TOMRA) algorithm
to effectively reduce the system latency of IoT tasks. Ding
et al. [21] researched a satellite-aerial integrated edge com-
puting network (SAIECN) that combines LEO satellites and
high-altitude platforms (HAPs) to provide edge computing
services to ground user equipment (GUE). Their work fo-
cused on minimizing the energy consumption of SAIECN
by jointly optimizing GUE association, multi-user multiple
input and multiple output (MU-MIMO) precoding, task
allocation, and computing resource allocation. The authors
of [22] proposed an intelligent satellite edge computing
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method. This method is based on the deep deterministic
policy gradient (DDPG) algorithm, which addresses the
challenge of simultaneously learning discrete and continu-
ous actions. They jointly optimize offloading decisions and
resource allocation to minimize system energy consumption
while satisfying latency and resource constraints.

Based on the aforementioned literature, the issue of
computation offloading in satellite MEC environments is
highly complex. However, most of the existing research fails
to consider the potential failures that can occur during task
offloading, the coverage time limitations imposed by the
high-speed movement of satellites, and the aspect of secu-
rity. These studies typically rely on traditional optimization
methods, which restrict the full utilization of computing re-
sources and the reasonability of edge computing strategies.
To address these limitations, our research proposes a com-
prehensive network model that takes into account offload-
ing latency, energy consumption, reliability, and security
concerns. Then, we utilize a DRL algorithm to optimize the
offloading strategies. This innovation represents significant
progress and contribution to the existing body of research
literature.

2.2 Security Solutions in Satellite Network

The unique nature of satellite networks necessitates height-
ened attention to security issues when communicating be-
tween ground users or base stations and satellites. This
attention is not only because communication involves sen-
sitive data but also due to satellite networks face a range of
unique security challenges in their environment and condi-
tions [23]. In satellite networks, it is necessary to implement
multi-layered security measures, including encryption, au-
thentication, network monitoring, and attack detection, to
ensure the confidentiality, integrity, and availability of com-
munication data.

Liu et al. [24] designed a privacy-preserving trust man-
agement (PPTM) scheme in the scenario of the SAGIN. This
scheme establishes a secure and reliable communication
framework for emergencies. It achieves precise trust man-
agement and robust conditional privacy-preserving while
maintaining low communication overhead. Liao et al. [25]
proposed a dual-layer Stackelberg game model aimed at
addressing the physical layer security issues in the infor-
mation feedback link of the Satellite-UAV integrated (SUI)
network. They designed a three-stage optimal response
iterative (TORI) algorithm to find the game equilibrium
and encourage the participation and cooperation of UAVs
through a price incentive mechanism. Li et al. [26] pro-
posed an innovative architecture consisting of satellites
and ground devices, incorporating blockchain technology
to protect satellite networks from threats of unauthorized
information access and usage, thereby enhancing commu-
nication security. This architecture achieves authentication
and privacy protection of the communication network at
various stages, providing users with a more reliable pro-
tection mechanism. To enhance the reliability and secu-
rity of the integrated 5G-satellite network, Lin et al. [27]
proposed a novel beamforming scheme. The objective of
this scheme is to strike a balance between security and
reliability, to improve system performance. The authors of



[28] researched the design of secure multicast communi-
cation in cognitive satellite-ground networks. To enhance
the security of satellite links, they proposed a method that
optimizes transmission power and leverages ground inter-
ference, thereby effectively safeguarding the confidentiality
of communication content and ensuring reliable informa-
tion transmission. Tang et al. [29] proposed a blockchain-
based secure federated learning framework. This framework
incorporates a node security evaluation mechanism and
an enhanced Byzantine fault-tolerant algorithm to optimize
routing paths and minimize overall latency in the offloading
process of the SAGIN architecture while satisfying secu-
rity constraints. Additionally, a blockchain-based federated
asynchronous advantage actor-critic (BFA3C) algorithm is
employed to optimize the decision-making process. Liao
et al. [30] proposed a secure and low-latency electromag-
netic interference-aware computation offloading algorithm
based on blockchain and semi-distributed learning. This
algorithm combines the technologies of blockchain, space-
air-ground integrated power Internet of Things (SAG-PIoT),
and machine learning to achieve secure and low-latency
computation offloading. However, the model of [29] and
[30] ignores the energy consumption and reliability of the
transmission. The authors of [31] proposed a secure-aware
computation offloading algorithm for space computing plat-
forms. This algorithm, based on DDPG, models risk as a
Poisson distribution and optimizes time, energy, and risk
components. Its objective is to ensure system security while
efficiently saving time and energy. However, their study
focused on static scenarios involving satellites and space
stations, which differ from the dynamic scenarios discussed
in this paper regarding ISTN. Additionally, their research
did not consider the dynamics of satellite networks and the
physical limitations of communication transmission, which
may result in data transmission errors.

In summary, although there have been some efforts to
maintain the security of communication links and network
architecture in satellite networks, the attention given to the
reliability and security issues of task offloading, a crucial
step in satellite networks, has been limited. In the process
of task offloading in satellite networks, it is necessary to
comprehensively consider factors such as offloading latency,
energy consumption, reliability, and security to achieve a
low-latency, low-energy, reliable, and secure task offloading
strategy.

3 SyYsSTEM MODEL

In this section, we first introduced the ISTN network model
that we considered. Next, we presented a detailed task
offloading framework, including the communication model,
computational model, reliability model, and information se-
curity strength model. Finally, we formulated the problem.
Table [I| summarizes the notations in our system.

3.1 Integrated Satellite-Terrestrial Network

We consider the deployment of an integrated satellite-
terrestrial Network (ISTN) with LEO satellite edge, as
shown in Figure [1] In this scenario, the ground user (GU)
are limited in their computational capabilities and cannot
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Fig. 1: Integrated satellite-terrestrial network.

process a large number of computing tasks on their own.
To address this limitation, our system includes some LEO
satellites moving uniformly on orbital planes. These LEO
satellites are considered trusted entities and form the LEO
satellite edge. Each LEO satellite is equipped with servers
that can provide computational services for offloaded tasks.
Thus, the LEO satellite edge can collaborate with GU to
assist in task processing. In this situation, GU have the
option to choose between two offloading schemes for their
tasks: firstly, GU can choose to perform task computations
on their local devices. Secondly, GU can choose to offload
the tasks to the LEO satellite edge via a Ka-band radio link,
and then complete the computation on the LEO satellite
edge. Finally, the computational results will be sent back
to the GU.

Besides, there exist malicious satellites within the com-
munication range that possess the capability to attack the of-
floaded task data. Therefore, when the GU offloads comput-
ing tasks to the LEO satellite edge, there is a potential risk of
the offloaded data being attacked. To effectively address this
situation, we employ well-established and practical block ci-
phers to protect the information. Specifically, we divide each
task into fixed-sized data blocks and subsequently apply
independent encryption operations to each data block.

In the ISTN environment, time is discretized into
T scheduling periods, represented by the set 7 =
{1,...,7,...,T}. At the beginning of each scheduling pe-
riod 7, the GU generates I security-sensitive computing
tasks. The GU has the option to offload these computing
tasks for process either on local devices or on the LEO
satellite edge. Assuming that the LEO edge consists of J
LEO satellites, we represent these satellites with the set
J ={1,...,],...,J}. Assuming that during the process
of offloading tasks to the LEO satellite edge, the number of
malicious satellites present within the communication range
is  and follows a Poisson distribution with parameter p,
be represented as x ~ Poisson(u). The set of I security-
sensitive computing tasks generated in each scheduling
period 7 is represented as Z(7) = {1,...,4,...,I}. The task
i generated in scheduling period 7 is denoted as Z;(7) =
{D;(7),Si(7)}, where D;(7) follows a Poisson distribution
[34] with parameter A, denoted as D;(7) ~ Poisson(\),
and S;(7) represents the security level requirement of the
task. As each task may have different security requirements,
we categorize these requirements into three levels: low,
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medium, and high levels.

In each scheduling period 7, the GU’s task allocation
decision 7;;(7) € {0,1} represents whether the computing
task Z; () is offloaded to the LEO satellite j. Since each com-
puting task needs to be allocated only once, the GU’s task
allocation decision must satisfy the following constraints:

> mij(r) <LVreT,Viel 1)
J€T

Particularly, when >~ c 7 7;;(7) = 0, it indicates that the
computing task Z;(7) is processed on the local device.

The GU’s local device and each LEO satellite respectively
maintain a First-Come-First-Served (FCFS) queue to pro-
cess the offloaded tasks. Additionally, due to the adoption
of a sequential offloading scheme [35], [38], the order in
which tasks are offloaded has a significant impact on the
overall system performance. Therefore, besides making task
allocation decisions, the GU also needs to determine the
order in which tasks are offloaded. We represent the task
offloading order as O(7) = {01(7), 02(7), ..., 01(7)}, where
o; represents the offloading order of task Z;(7).

Therefore, in each scheduling period 7, the task offload-
ing decision made by the GU is represented as A(r) =
{n(7),O(7)}. It is important to note that the task allocation
decision 7(7) can simultaneously represent which tasks to
be offloaded and they are offloaded to which LEO satellite.

3.2 LEO Satellite Communication

For LEO satellite communication, the GU can obtain infor-
mation about the altitude, velocity, and position of the LEO
satellite within a scheduling period since the orbit is pre-
planned. Due to the high mobility of LEO satellites, the
channel conditions are constantly changing. Additionally,
each LEO satellite can only provide service to the GU
within a certain range of positions [16]], [36]. Since line-of-
sight (LOS) transmission is primarily considered, the spatial
relationship between the LEO satellite edge and the GU is
illustrated in Figure

In LOS transmission, we assume that the angle between
the line connecting satellite j and the center of the Earth
and the reference line is denoted as «y. The boundary angle
for the visible range is represented as 6. Therefore, task
offloading to the LEO satellite j is only possible when
the absolute value of + is less than the boundary value 6.
Otherwise, the task offloading will fail.

When a computing task is offloaded to the LEO satel-
lite j, according to the cosine rule, the distance between

TABLE 1: Summary of notations in our system.

notation description

T The set of scheduling periods

T Total number of scheduling periods

T Scheduling period

z Set of tasks

I Total number of tasks

i Task number

J Set of LEO satellites

J Total number of LEO satellites

j LEO satellites number

x Number of malicious satellites

I Average number of malicious satellites

D; Data size of task Z;

S; Security level requirement of the task Z;

I Average number of data sizes

A(T) Task offloading decision in scheduling period 7

n(7) Task allocation decision in scheduling period 7

O(r) Task offloading order in scheduling period 7

55 Distance between the GU and the LEO satellite j

h]K @ Channel gain received by the LEO satellite j

SNR; SNR of the link between the GU and satellite j

pKa Transmission power of the GU

&2 Variance of the AWGN

RJLE o Achievable transmission rate between the GU and the
LEO satellite j

BER; BER of the transmission from the GU to satellite j

glocal Average number of CPU cycles required for the GU to
process 1 bit

local Local computation frequency of the GU

Tfocal Total latency for the GU to perform local computation
for task Z;

Tprait Waiting time of task Z;

tfbcal,sta'rt
7
local,end

7
en

q

f&n
Thran
7o
¥

LEO
T

wait
Tij
tLEO,strLrt
tL]EO,end
ij
local
Ei

local
Etotal

k
LEO
E;

LEO
Etotal

The time of GU starts to process task Z; on the local
device

Completion time of task Z; on the local device

Average number of CPU cycles for the GU to encrypt 1
bit

Encryption computation frequency of the GU
Encryption time for the GU to encrypt task Z;
Transmission time to offload task Z; to LEO satellite j
Computation time for the LEO satellite j to process task
Z;

Total latency for computation task Z; to be offloaded
and processed by the LEO satellite j

Waiting time of task Z; on the LEO satellite j

The time of GU starts to offloading task Z;
Completion time of task Z; on the LEO satellite j

Computational energy consumption for the GU to pro-
cess local task Z;

Total energy consumption for the GU to process all local
tasks

Coefficient representing the hardware architecture of the
local device

Energy consumption for processing the computation
task Z; at the LEO satellite edge

Total energy consumption for processing all tasks at the
LEO satellite edge

Probability of successful offloading for task Z;
Probability of GU offloading successfully

Block cipher length

Successful probability of malicious satellites” attacks on
a block cipher with a length of N;

Information security strength of task Z;

Situation of task Z; being attacked

Random number

Total offloading delay

Total energy consumption

Total number of attacks

Probability of successful task offloading

Weight factors




the GU and the LEO satellite j can be calculated as
=/R2+ (R+ H)? —2R(R + H) cos(7), where R is the
radius of the Earth and H is the orbital height of the LEO
satellite edge.
To simplify the analysis, we consider the free-space path
loss (FSPL) model [17], [37] and additive white Gaussian
noise (AWGN). Therefore, the channel gain received by the

LEO satellite j in the Ka-band can be represented as hf( ¢ =

s’i %, where f3, is the parameter for the channel gain.

To ensure the communication quality and reliability be-
tween LEO satellites, it is assumed that each satellite uses an
independent frequency band during transmission to avoid
signal interference. The signal-to-noise ratio (SNR) of the

link between the GU and satellite j can be represented as
Kap Ka

SNR; = PT, where PX¢ is the transmission power of
the GU and 62 is the variance of the AWGN.

According to Shannon’s formula, the achievable trans-
mission rate between the GU and the LEO satellite

j in the Ka-band can be represented as R}#¢

, where By, is the total band-

pKapKa

B log, <1 + —5
width in the Ka-band.
In our research, we use the bit error rate (BER) as a metric
to measure the probability of errors in the transmission of
1 bit of data. Assuming that the satellite communication
system adopts binary phase-shift keying (BPSK) modula-
tion, the BER of the transmission from the GU to satellite j

/SNE;
can be calculated as BER; = %, where erfc()
represents the complementary error function.

3.3 Computational Model

Our system integrates local computation and LEO satellite
edge computation, providing the GU with two different
computation offloading schemes that differ in terms of
offloading time and energy consumption. In this section, we
will focus on discussing the computation tasks generated
by the GU in a specific scheduling period 7. To simplify
the representation, we will ignore specific descriptions and
relevant symbols related to the scheduling period .

3.3.1

When the GU performs local computation for task Z;, there
is no need for additional encryption time as block cipher
protection is not required. The average number of CPU
cycles required for the GU to process 1 bit is denoted as
q'°ce!, and the local computation frequency of the GU is
represented as floce!.

The GU’s local device maintains an FCFS service queue
and processes local tasks in order. If the GU’s local device’s
waiting queue is not empty, the task needs to enter the wait-
ing queue and wait for the previous tasks to be processed
before it can start processing. Therefore, the total latency
required for the GU to perform local computation for task
Z; can be represented as:

Local Computation

l cal

Tlocal _ { Tot + W7 ifn; #1,Vj €T, @

0, otherwise,

where T represents the waiting time of task Z; on the
local device.

LEO Satellite Computing Process
Waiting for offloading COmp\m:::l:l results

T

| ks |

[ ks |

Fig. 3: LEO satellite computing process.

Assuming that the GU starts to process local computa-
tion task Z; at time £.°°*"*""" the completion time of task

local,end
Z; on the local device can be represented as t;”“""" =

tlocal start + Tlocal

3.3.2 LEO Satellite Edge Computation

When the GU'’s task Z; is offloaded to the LEO satellite edge,
we need to consider the time for encryption, transmission,
and computation at the LEO satellite edge.

Before offloading, task Z; needs to be encrypted to ensure
a certain level of transmission security. The average number
of CPU cycles required for the GU to encrypt 1 bit is denoted
as ¢°”, and the encryption computation frequency of the
GU is represented as f°". Therefore, the encryption time
required for the GU to encrypt task Z; is calculated as T7™ =
i, the use
og block c1phers does not increase the size of the transmitted

data. Therefore, the transmission time can be expressed as
Ttran _

Each LEO satellite uses a separate FCFS queue to process
offloaded tasks. Therefore, after task Z; is transmitted to the
LEO satellite j, if the server’s waiting queue of the LEO
satellite j is not empty, task Z; needs to enter the waiting
queue and wait for the previous tasks to be processed before
it can start processing. The specific process is shown in
Figure 3]

The average number of CPU cycles required for the
LEO satellite j to process 1 bit is denoted as ¢;, and the
computation frequency of the LEO satellite j at the LEO
edge is represented as f/#C. Therefore, the computation
time required for the LEO satellite j to process task Z; is

D;
calculated as Tcomp fugé

RLEO

Based on the above discussion, the total latency TLF©

required for computation task Z; to be offloaded and pro-
cessed by the LEO satellite j can be represented as:

i D; D;q, . _ .
T‘[{EO _ fgn +RjLW+Twult+ fLE]07 1f77ij - 173] er
1
’ 0, otherwise,

®)
where T4*" represents the waiting time of task Z; on the
LEO satellite j. This waiting time depends on the arrival



time of task Z; and the waiting queue on the LEO satellite j,
which varies dynamically with the system operation. Com-
pared to the encryption and uplink transmission latency of
the GU, the decryption and downlink transmission latency
of the satellite server can be ignored.

The completion time of task Z; on the LEO satellite
J, generated in a scheduling period 7, depends on the
completion time of the tasks already received on the LEO
satellite j and their respective computation times. Assuming
that the GU starts to offloading task Z; at time tL]EO start
the completion time of task Z; on the LEO satellite j can be

LE LE
represented as ¢, Orend _ =t O,start TEFO.

3.4 Energy Consumption Model
3.4.1 Local Energy Consumption

The computational energy consumption required for the GU
to process local task Z; can be represented as:

Elacal kflocalgtlocal 3771] =1,VieI,Vj e J, (4)

where k is a coefficient representing the hardware architec-
ture of the local device.

The total energy consumption required for the GU to
process all local tasks can be represented as:

Blgat = >0 3 By ®

i€LjeT

3.4.2 LEO Satellite Edge Energy Consumption

When the GU offloads computation task Z;, the energy con-
sumption required for encryption is k( f¢" )3T, 6", and the en-
ergy consumption for transmission is PX® AL +o . Therefore,

the energy consumption for processing the computation
task Z; at the LEO satellite edge can be represented as:
D;
EiLon _ kfen3Tien + pKa_1 RLEO , I =1L, VieI,VvjeTJ. (6)
The total energy consumption required for processing all
tasks at the LEO satellite edge can be represented as:

€T jET

LEO
Etotal

3.5 Reliability Model

In the satellite communication environment, the high mobil-
ity of satellites can result in adverse wireless transmission
conditions for the satellite-terrestrial link, leading to poten-
tial failures in task offloading. Therefore, when devising
offloading strategies, it is crucial to consider the reliability
of the transmission, which is defined as the probability of
offloading failure [38]]. During the task offloading process,
it is necessary to ensure that the probability of offloading
failure is controlled within a certain range to guarantee
the reliability of the transmission. Assuming that the GU
offloads computation task Z; to the LEO satellite j, the BER
during the wireless communication transmission process
is denoted as BER;;. For each task, every 1 bit of data
must be transmitted correctly to consider the task offloading
successful.

Furthermore, as described in Section 3.2} each LEO satel-
lite can only provide services to the GU within a certain

7

coverage area. Therefore, when the GU chooses to offload
task Z; to the LEO satellite j, if the absolute value of ~y
is greater than or equal to the boundary value 0, it will
also result in offloading failure. Once task Z; computation
is completed, if the LEO satellite j moves out of the LOS,
the LEO edge can migrate the computation result to another
LEO satellite within the LOS using inter-satellite links (ISL).
Then, the computation result can be sent back, ensuring the
successful transmission of the computation result. There-
fore, the probability of successful offloading for task Z; can
be represented as:

i { (1-BERy)? 3 =1,y |<OVieTVj €T, o

v 1, otherwise.

For the I computation tasks in the scheduling period 7, it
is considered a successful offloading for the GU only if every
task is transmitted correctly. Otherwise, it is considered as a
failure offloading. It is important to note that local compu-
tation tasks can always be offloaded successfully since they
do not require wireless transmission.

In summary, the probability of GU offloading success-
fully can be represented as:

1T I1 7 )

€L jET

Ttotal =

3.6 Information Security Strength Based On Adversary
Model

In general, the security level can be measured by factors
such as the mathematical complexity of the encryption
scheme and the length of the encryption key. However, dif-
ferent encryption algorithms may be vulnerable to various
attack methods, making it difficult to accurately measure
security using universal standards.

When evaluating the security of a system, we can mea-
sure the security level by assessing the adversary’s capa-
bility to break block ciphers. Specifically, the ability of an
attacker to break a block cipher of a specific block length is
related to the probability mass function (PMF). We introduce
the parameter attacker strength denoted as o, which is associ-
ated with the length of the encryption block. The probability
that an attacker can break a block cipher of length N can
be represented as P.(0 = N). An attacker with strength
o is capable of breaking any block cipher with a length
less than or equal to o. Therefore, P.(c = N) can also be
viewed as the probability of the block cipher being broken
by an attacker, leading to data leakage. It can be expressed
as®=P.(c =N)=P. (0 > N).

When the GU offloads tasks to the LEO edge, the risk of
block cipher being attacked needs to be considered if there
are malicious satellites within the communication range. In
this scenario, to ensure the security of the system, we have
adopted the RIJNDAEL algorithm as the encryption algo-
rithm, which is a popular symmetric encryption algorithm.
We have defined the maximum block length N, and the
minimum block length N, available in the cryptographic
system. Due to the use of the RJNDAEL encryption algo-
rithm, the block length is restricted to between 128 and 256
bits, and it is a multiple of 32 bits. Therefore, Ny, 4 is set to
256, and N,y is set to 128. Based on the security level of



the tasks, we have determined the encryption block lengths
for different security-level tasks, as follows: For tasks with a
low-security level, the encryption block length is set to 192
bits. For tasks with a medium-security level, the encryption
block length is set to 224 bits. For tasks with a high-security
level, the encryption block length is set to 256 bits.

We employed a linear adversary strength model to rep-
resent the attack intensity of malicious satellites [32], [33],
which can be expressed as 5—

We assume that the successful probablhty of mali-
cious satellites” attacks on a block cipher with a length of
N; follows a uniform distribution, represented as ®; =
P. (0 > N;) = Nmae=Ni

To measure the information security strength of a task,
we consider the presence of malicious satellites within the
communication range. Let’s assume that during the process
of task Z; offloading to satellite j, there are x malicious
satellites within the communication range. The information
security strength of task Z; can be defined as the probability
of x malicious satellite attacks failing, which represents the
probability of task Z; successfully avoiding attacks, which
can be expressed as S; = (1 — ®;)%, & ~ Poisson(i).

Whether task Z; is attacked successfully (i.e., does not
satisfy S;) is an independent random event. To estimate the
total number of successful attacks on tasks, denoted as A, we
employ a Monte Carlo simulation [31]], [34]. For task Z;, the
determination of whether it is successfully attacked is based
on its information security strength S;. If it is successfully
attacked, the number of attacks is increased by 1. Thus, the
situation of task Z; being attacked can be expressed as:

4 — { 1, ife> S,
0,

10
otherwise, (10)

where ¢ is a random number between 0 and 1.

3.7 Problem Formulation

Since local computation and LEO satellite edge computa-
tion progress simultaneously, the overall offloading delay
depends on the larger value between the completion time of
local computation and the completion time of LEO satel-
lite edge computation. The total offloading delay can be
expressed as:

max Tlocal end(T)

Tiotal = mMax
ora reTieT b

LEO,end
T: .
TETI?GaIX,JGJ i (r )>

(11

In this equation, the first term in the max() function repre-
sents the latest completion time among all local computation
tasks. The second term represents the latest completion time
among all offloading tasks in all scheduling periods.

The total energy consumption can be expressed as:

__rlocal LEO
_Etotal + Etotal

= > (Bl + BEPOM).

TET €L, jET

Eiotal
12)

By accumulating the number of times each task is at-
tacked in each scheduling period, we can obtain an estimate
for the total number of attacks, denoted as A;,¢q;, which can
be expressed as:

TET €T

Atotal = (13)
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Based on the aforementioned definitions, the optimiza-
tion objective can be formulated as the minimization of a
weighted sum of the offloading delay, energy consumption,
and the number of attacks, which is referred to as the system
cost and denoted as:

min (Ttotal + IBIEtotal + IBQAtotal)
{n,0}
st mi;(r) €{0,1},Vr € T,Vi € Z,Vj € J,

Z”w )< LVreT,Viel,
JjET

Ttotal(T) Z p7VT € Tv

SP1:

(14)

where 8; and B2 are weight factors used to balance the
importance of offloading delay, energy consumption, and
the number of attacks. Under this optimization objective,
we need to consider several constraint conditions. The first
and second constraint conditions ensure that each task in
each scheduling period can only select either a LEO satellite
or local device for offloading. The third constraint ensures
transmission reliability, requiring the probability of success-
ful task offloading 7;¢:(7) in each scheduling period to be
greater than or equal to a threshold value p.

4 SECURITY-SENSITIVE TASK OFFLOADING So-
LUTION

In this section, we have established a Markov decision
process (MDP) model for security-sensitive task offloading
in the ISTN environment. Then, we introduced a security-
sensitive task offloading strategy optimization algorithm
based on PPO for solving this model.

4.1 Markov Decision Process Model

In the ISTN environment, the task offloading problem ex-
hibits Markovian properties, allowing us to model the task
offloading problem as an MDP. In the MDP model for task
offloading in the ISTN environment, the agent is the GU,
and the environment consists of elements related to task
offloading in the ISTN. These elements include generated
task information and LEO satellite edge status information.
Time in the ISTN environment is discretized into several
scheduling periods. At the beginning of each scheduling
period, the GU obtains the state for that period from the en-
vironment. Then, based on the offloading strategy, it makes
task offloading decisions. After executing these decisions,
the ISTN environment changes, and new environmental
information serves as reward feedback for the GU to eval-
uate the quality of the offloading decisions. Following the
changes in the ISTN environment, the system enters the next
scheduling period. The GU repeats these actions until all
scheduling periods have concluded. The state space, action
space, and immediate reward in the ISTN environment are
described as follows:

State space: The state of the ISTN environment serves
as the foundation for the GU to make task offloading de-
cisions. The GU must base its offloading decisions on the
current scheduling period 7, including the task information,
LEO satellite edge load status, and the current time. The
ISTN environment’s state during scheduling period 7 is
defined as S(r) = {Z(7), L(7),t}, where Z(7) represents
the information of the I security-sensitive computing tasks



generated in scheduling period 7, L(7) corresponds to the
load status information of LEO satellite edges, and ¢ denotes
the moment when scheduling period 7 begin.

Action space: The action space defines the task offload-
ing decisions made by the GU during the scheduling period
7. This includes which tasks should be offloaded, to which
specific LEO satellite they should be offloaded, and their
offloading order. Hence, the GU’s offloading actions are
defined as A(7) = {n(7),O(7)}, where, as defined in Sec-
tion[3.1} () denotes the task allocation decision, specifying
which tasks should be offloaded and to which LEO satellite,
while O(7) represents the offloading order of tasks.

Immediate Reward: The immediate reward is the feed-
back from the ISTN environment regarding the task of-
floading decision made by the GU. Since the optimization
objective SP1 is a minimization problem, we can use the
negation of this optimization objective as the immediate
reward. Therefore, the immediate reward for scheduling pe-
riod 7 can be defined as: r(7) = —(Tiotat (7) + B1 Etorar (7) +
ﬂ2At0tn,l(T))-

4.2 PPO-based Security-Sensitive Task Offloading Al-
gorithm

Reinforcement learning is an effective machine learning
algorithm that seeks to maximize rewards through contin-
uous interaction between an agent and its environment,
making it well-suited for solving Markov decision problems.
Furthermore, deep reinforcement learning combines deep
learning techniques, such as deep neural networks (DNNs),
with reinforcement learning, enhancing the efficiency and
reliability of the decision-making process. Schulman et al.
[39] introduced the proximal policy optimization (PPO)
algorithm, which is a state-of-the-art deep reinforcement
learning method applicable to both discrete and continuous
state and action spaces. Moreover, it outperforms other
algorithms on benchmark tests while offering a good bal-
ance between ease of adjustment, efficient sampling, and
straightforward implementation. Therefore, we choose the
PPO algorithm to generate task offloading strategies and
propose a security-sensitive task offloading strategy opti-
mization algorithm based on PPO.

PPO is a policy gradient algorithm that optimizes task
offloading strategies by optimizing the policy network.
The PPO-based deep reinforcement learning (DRL) training
framework is illustrated in Figure [4| Specifically, it consists
of three neural network components: the new policy net-
work 7y, the old policy network 7y, , and the value network
V. PPO interacts with the environment using the old policy
network 7y, . In each scheduling period 7, based on the
current state s,, an action a, is sampled from the old policy
network 7y, and executed. The resulting next state s,
immediate reward 7., and other environmental information
are observed. Finally, a batch of trajectories in the form
(Sr,ar,77,5741) is generated and stored in the experience
buffer D.

PPO employs two loss functions to optimize the policy
network and the value network, namely the policy loss
function L1 (9) and the value loss function LY ¥ () :

Policy loss function : The policy loss function LCU P(0)
measures the improvement of the new policy relatlve

ll Experience (S,.a.,0,,5,..,)
(O

31 Se) ISTN Environment

Agent

Fig. 4: The PPO algorithm framework.

to the old policy and is expressed as LELIF() =
E- {min (ﬂﬂe(aﬂflﬂclip ( molarlss)  q e, 1+ e) A )]

1d (ar|s-) W’
where 6 represents the parameters of the new policy
network, mg(a,|s;) is the probability of selecting action
ar under the new policy, mg,,(a-|s;) is the probability of
selecting action a, under the old policy, A, is the advantage
function, and € is a constant that controls the magnitude of
policy updates.

Value loss function : The value loss function LY ¥ (¢) is
used to evaluate the performance of the value network V.
The objective is to minimize the discrepancy between the
estimated value by the value network and the actual return
R,, and it is expressed as LY ¥ (¢) = E, [(V¢ (sr) — RT)Ql,
where ¢ represents the parameters of the value network,
Vg(s-) is the estimated value of state s, by the value net-
work, and R is the observed reward from the experience.

The total loss function L, (6,¢) of PPO is a linear
combination of the policy loss and the value loss, and is
expressed as L, (0,¢) = LYEIP(0) — i LY F (¢) + c25x, (s7),
where Sy, (s;) denotes the entropy reward, which is used
to promote exploration in the policy. Hyperparameters c;
and cy are used to balance the importance of these three
components.

The PPO algorithm continuously interacts with the en-
vironment, collects generated trajectories, and stores them
in the experience buffer D. Periodically, data is sampled
from the experience buffer D and the parameters of the
policy network 7y and the value network Vj are updated
using gradient descent to minimize the total loss function
L(0, ¢). It is important to note that the training process of
PPO usually involves multiple iterations, where the data in
the experience buffer D is cleared in each iteration to obtain
a better policy. By continuously optimizing the parameters
0 of the policy network and ¢ of the value network, the
optimization objective of secure-sensitive task offloading
strategies can be achieved.

The pseudo-code for the training process of the PPO-
based algorithm is presented in Algorithm

5 NUMERICAL RESULTS

In this section, we evaluate the performance of our proposed
algorithm through numerical simulations.

5.1 Evaluation Setup

We utilized the PyTorch framework to construct a simu-
lation environment and conducted a comprehensive eval-



Algorithm 1 Training process of the PPO-based algorithm.

Input: Environment dynamics, neural network architectures, hyperpa-
rameters
Output: Optimal policy 7*
1: Initialize policy network my(a|s) and value network Vy(s) with
random weights
: Initialize a replay buffer D for experience storage
: Initialize hyperparameters ¢, 8, and others
for n = 1 t0 Nepisodes dO
Initialize environment state sg
forT=1toT do
Sample action ar ~ mg(a|s+)
Execute action a., observe reward r- and next state s,1
Store (sr,ar,rr,Sr41) as a trajectory
10: St 4 8141
11:  end for
12:  Compute advantages A, and rewards R, from the collected
trajectories
13:  Compute total loss L(8, ¢) = LELIP () —

VRN 2D

1 LY F () + c2S(mp)

14:  Store trajectories into replay buffer D
15:  if D > batch_size then

16: for i = 1 to Npini_batch dO

17: Sample mini-batch of trajectories from D: (sr, ar, 77, Sr41)

18: Update policy and value network parameters § and ¢ using
gradient ascent on L(6, ¢)

19: end for

20: Update 6o1q = 6

21: Clear replay buffer D

22:  endif

23: end for

uation of the performance of the proposed solution. The
network scenario considered in this paper consists of a LEO
satellite edge and a GU. In this scenario, the LEO satellites
are uniformly distributed on the same orbital plane, with
an angular separation of 4° between adjacent LEO satellites.
They orbit around the Earth in a clockwise direction with
the same angular velocity V = 0.0002°/s. The number of
LEO satellites is J = 12, and their orbital altitude is 780km,
while the radius of the Earth is 6371km. The GU is located
on the Earth’s surface and is positioned along a straight line
passing through the Earth’s center.

In our simulations, we set the number of scheduling
periods T' to 50. In each scheduling period 7, 20 security-
sensitive computing tasks are generated, with an average
data size A = 20M B. The average number p of malicious
satellites within the communication range is 3. The param-
eter for channel gain 3, is —37dDB, the transmission power
PXa of the GU is 5W, the AWGN power 62 is 1075w/,
and the total bandwidth B, for the Ka-band is 20M H z.
The average number ¢'°“*! of CPU cycles for the GU to
process 1 bit locally is 80, the computing frequency floc@!
of the GU’s local device is 6.5GH z, the average number
q°" of CPU cycles for the GU to encrypt 1 bit is 20, the
encryption computing frequency f*" of the GU is 3.0GHz,
and the parameter k for the hardware architecture of the
local device is 1073W - s3 /cycle3. The threshold p for the
success probability of task offloading is set to 70%, and the
weight factors 81 and (s for the optimization objective are
both set to 1. Table 2] lists the training parameters of PPO.

5.2 Convergence performance

In this section, we will evaluate the converge performances
of the PPO algorithm with different hyperparameters. We
also compare it with other DRL algorithms.

TABLE 2: training parameters of PPO.

Parameter Value
Total timesteps 5 x 105
Update interval 5

Batch size 64
Gamma 0.99
Gae lambda 0.95
Clip range 0.2

Reward

2800 update interval=5
update interval=50

— update interval =500

update interval=1000

-3200

0 100000 200000 300000 400000 500000
Timestep

Fig. 5: Convergence performance under different update
interval.

5.2.1 Convergence Performance Under Different Update
Interval

The update interval hyperparameter in training specifies the
number of steps to be executed in each environment before
performing a model update. To investigate the impact of
this hyperparameter on the convergence of the PPO al-
gorithm, we compared the convergence curves of reward
values for different update intervals in our experiment. As
shown in Figure [§] when the update interval is set to 5,
the reward curve reaches a higher value at approximately
30,000 steps, and then maintains a slight upward trend,
eventually reaching the highest reward value. This indicates
that with a smaller number of steps, the reward can be
quickly improved, leading to the attainment of the optimal
strategies in a relatively short time. Conversely, when the
update interval is set to 50, the reward curve initially
increases but starts to exhibit a declining trend at around
150,000 steps. It eventually converges to a lower reward
value at approximately 480,000 steps. For update intervals
of 500 and 1000, both reward curves show a slow upward
trend. However, the final converged reward values are
relatively lower. These findings suggest that longer update
intervals can enhance model performance to some extent,
but there are limitations in reaching the optimal solution.
Hence, it is evident that the selection of the update interval
parameter significantly affects the algorithm’s performance
and convergence speed. This analysis aids in selecting an
appropriate update interval hyperparameter to achieve im-
proved model performance and results.

5.2.2 Convergence Performance Under Different Learning
Rates

To explore the impact of the learning rate on the conver-
gence of the PPO algorithm, we compared the convergence
curves of reward values for different learning rates in our
experiment. As shown in Figure [, when the learning rate
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Fig. 6: Convergence performance under different learning
rates.
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Fig. 7: Convergence performance under different DRL algo-
rithms.

is set to 3 x 1074, the reward curve converges after ap-
proximately 490,000 steps. However, when the learning rate
is set to 1 x 104, the curve reaches its peak after about
50,000 steps but then shows a downward trend. This may
be due to the learning rate being too low, preventing the
model from adequately learning and adjusting its strate-
gies. When the learning rate is set to 1 x 1073, the curve
converges after approximately 110,000 steps, but the final
reward value is lower. This could be because the learning
rate is too high, causing the parameter updates to be too
large, and the model misses out on better strategies during
the training process. Lastly, when the learning rate is set to
1 x 1072, the curve quickly converges to a lower reward
value shortly after training begins. This indicates that the
learning rate is too high, causing the model to skip over
better strategies early in training and preventing further
performance improvement. The experiment demonstrates
that the learning rate significantly affects the convergence
speed and performance of our proposed PPO algorithm.
Choosing an appropriate learning rate can help the model
better fit the training data and find the optimal offloading
strategy for the task.

5.2.3 Convergence Performance Under Different DRL Al-
gorithms

To validate the convergence and adaptability of the PPO
algorithm in the ISTN scenario, we compared the reward
convergence curves of PPO with those of the Advantage
Actor-Critic (A2C) and the Trust Region Policy Optimiza-
tion (TRPO) algorithms. As shown in Figure @ the reward
curve of the PPO algorithm quickly rises and converges
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shortly after training begins. At the end of training, the PPO
algorithm achieves the highest reward value. In contrast,
the reward curve of the A2C algorithm exhibits a slower
ascent and converges at around 170,000 steps. The curve
of the TRPO algorithm also rises at a slower pace and
converges towards the end of training. PPO introduces
importance sampling ratio clipping, which ensures that
the sampled data in the update steps are more effectively
utilized, thereby improving sampling efficiency and data
utilization. In comparison, A2C and TRPO require more
sampled data for policy updates, resulting in relatively
lower efficiency. The experiment demonstrates that the PPO
algorithm exhibits superior convergence and adaptability
in this environment, enabling faster learning of effective
offloading strategies.

5.3 Performance Analysis for Security-Sensitive Task
Offloading Algorithm

To further evaluate the performance of the proposed solu-
tion, we included the following algorithms in our experi-
ments for comparison:

A2C-based: This algorithm is based on A2C, aiming to
find the optimal task offloading policy. The A2C algorithm
combines policy gradient and value function estimation,
improving the task offloading policy by maximizing the
advantage function.

TRPO-based: This algorithm is based on TRPO, aim-
ing to find the optimal task offloading policy. The TRPO
algorithm utilizes gradient ascent to maximize policy per-
formance and ensures that the magnitude of policy updates
is constrained by enforcing a limit on the KL divergence of
policy updates.

Greedy: During each scheduling period, the algorithm
generates 1000 different task offloading strategies randomly
and selects the one with the best performance based on the
defined performance metrics.

Round-Robin: This algorithm follows a fixed order to
sequentially allocate the generated computing tasks in each
scheduling period to the local device and each LEO satellite,
ensuring that both the local device and each LEO satellite
have the opportunity to participate in the processing of
computing tasks.

All-Local: This algorithm allocates all computing tasks
to the local device for processing without offloading them to
LEO satellites. This approach is suitable when the local de-
vice has sufficient computational resources and processing
capabilities, which helps to avoid communication latency
and privacy risks associated with offloading.

All-Offloading: This algorithm offloads all computing
tasks to LEO satellites for processing, sequentially allocat-
ing tasks to each LEO satellite in order of proximity. This
offloading algorithm is suitable for scenarios where the
local device has limited computational capabilities and low
communication transmission latency, allowing for efficient
utilization of computational resources at the LEO satellite
edge.

5.3.1 Total Cost Under Different Task Data Sizes

To evaluate the adaptability of the PPO algorithm to dif-
ferent task data sizes, we varied the mean value )\ of the



3500

—s—PPO
A2C

—a—TRPO

—v— Greedy

2500 | —#— Round-Robin

—<—All-Local

—— All-Offloading

B
82000-

1500+

1000

T T T

5 1‘0 15 20 25
Task Data Size A (MB)

Fig. 8: Total cost under different task data sizes.

4000+
—=—PPO
A2C
3500 —a—TRPO
—v— Greedy
—— Round-Robin
3000 —<—All-Local
jd —— All-Offloading
o
2500+
—
2001 X;A\
—a
1500 T T T T 1
3 4 5 6 7 8

Local Computing Frequency f'*(GHz)

Fig. 9: Total cost under different local computing frequen-
cies.

task data size. The results, as shown in Figure [8] reveal
that the system cost for all algorithms increases with an
increase in task data size. This is because larger data sizes
result in multiplied delays and energy consumption costs
for task offloading. Among the algorithms, the Round-robin
scheduling algorithm, Full local algorithm, and Full offload-
ing algorithm yield the highest system costs as the task
data size increases. This is because using fixed offloading
strategies leads to wastage of computational resources when
the system needs to handle larger task demands. Addition-
ally, the Random algorithm exhibits poor adaptability to
environmental changes, resulting in higher system costs. Al-
though the A2C-based and TRPO-based algorithms demon-
strate lower system costs as the task data size increases,
they remain relatively higher compared to the PPO-based
algorithm. This could be attributed to the introduction of a
clipping function in the PPO-based algorithm, which better
controls the magnitude of policy updates. In conclusion,
under varying task data sizes, the PPO-based algorithm
consistently achieves the lowest system costs, showcasing
its outstanding performance in adapting to different task
data sizes.

5.3.2 Total Cost Under Different Local Computing Frequen-
cies

We also analyzed the impact of the local device’s com-
putational frequency on the system cost, and the results
are shown in the Figure [} Generally, the system cost for
most algorithms decreases as the local device’s computa-
tional frequency increases. This is because the improved
computational capability of the local device leads to sig-
nificant reductions in task computation time. When the
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Fig. 10: Total cost under different average number of mali-
cious satellites.

local device’s computational frequency increases from 3.5
GHz to 5.5 GHz, the system cost of the A2C algorithm
gradually decreases. However, when the frequency exceeds
5.5 GHz, the A2C algorithm’s system cost does not fur-
ther decrease significantly. This could be attributed to the
relatively lower sampling efficiency and data utilization of
the A2C algorithm, limiting its optimization effectiveness
when environmental conditions change. At a local device
computational frequency of 3.5 GHz, the Full local algo-
rithm yields the highest system cost. This is because, with
lower computational capabilities of the local device, the
majority of tasks are offloaded to the LEO satellite edge
server, resulting in an overloaded LEO satellite and longer
task waiting times. Additionally, the increased offloading
frequency significantly increases the likelihood of malicious
satellite attacks, ultimately leading to higher system costs.
As the local device’s computational frequency gradually
increases, more tasks tend to be retained for local compu-
tation, leading to a rapid decrease in system cost for the
Full local algorithm. On the other hand, the Round-robin
scheduling algorithm, Random algorithm, and Full offload-
ing algorithm exhibit almost no change in system cost as
the computational frequency increases. This is because they
are static scheduling strategies that do not effectively adapt
to environmental changes. Despite achieving lower system
costs, the TRPO algorithm remains higher compared to the
PPO algorithm. In conclusion, under varying local device
computational frequencies, the PPO algorithm consistently
achieves the lowest system cost, indicating its ability to learn
optimal task offloading strategies.

5.3.3 Total Cost Under Different Numbers of Malicious
Satellites

To investigate the impact of the average number of ma-
licious satellites p on the system cost, we adjusted u to
different values: 0, 3, 6, 9, and 12. The results are shown
in Figure As expected, with an increase in the average
number of malicious satellites, most algorithms demonstrate
varying degrees of increased system cost. This phenomenon
is primarily due to the higher probability of task offloading
being attacked as the average number of malicious satellites
within the communication range increases, leading to an
increase in the number of attacks. Additionally, as the aver-
age number of malicious satellites increases, the GU tends
to keep a larger portion of the tasks for local computation.



While this can protect the tasks from attacks, it also results in
a heavier workload on the local device, leading to significant
increases in queuing time and energy consumption. It is
worth noting that the system cost remains unchanged for
the All-Local algorithm since it keeps all tasks for local
computation, thus avoiding attacks from malicious satel-
lites. Compared to the Greedy algorithm, Round-Robin al-
gorithm, All-Local algorithm, and All-Offloading algorithm,
the PPO-based algorithm, A2C-based algorithm, and TRPO-
based algorithm, which employ DRL, achieve lower system
costs. Particularly, the PPO-based algorithm achieves the
lowest system cost, indicating that it can allocate tasks
more effectively when facing different average numbers of
malicious satellites, and strike a balance between attack risk
and system performance.

6 CONCLUSION

In this paper, we explore security-sensitive task offloading
schemes in integrated satellite-terrestrial networks, aiming
to enhance the performance and security of ground user
offloading by leveraging LEO satellite edge computing. Our
objective is to minimize user offloading delay, energy con-
sumption, and the number of attacks while satisfying relia-
bility constraints. To achieve this, we propose a PPO-based
algorithm for optimizing task offloading strategies, which
jointly optimizes task allocation decisions and offloading
orders. Simulation results demonstrate that our proposed
algorithm, through agent training, achieves the lowest sys-
tem cost compared to other algorithms and learns optimal
task offloading strategies. This research holds significant
importance for the application of satellite edge computing,
as it allows for the efficient utilization of LEO satellite edge
computing resources to provide faster, more efficient, and
secure task offloading services for ground users.
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