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Abstract. Federated learning (FL) has emerged as a privacy-preserving
machine learning approach where multiple parties share gradient infor-
mation rather than original user data. Recent work has demonstrated
that gradient inversion attacks can exploit the gradients of FL to recre-
ate the original user data, posing significant privacy risks. However, these
attacks make strong assumptions about the attacker, such as altering the
model structure or parameters, gaining batch normalization statistics, or
acquiring prior knowledge of the original training set, etc. Consequently,
these attacks are not possible in real-world scenarios. To end it, we pro-
pose a novel Gradient Inversion attack based on Style Migration Network
(GI-SMN), which breaks through the strong assumptions made by previ-
ous gradient inversion attacks. The optimization space is reduced by the
refinement of the latent code and the use of regular terms to facilitate
gradient matching. GI-SMN enables the reconstruction of user data with
high similarity in batches. Experimental results have demonstrated that
GI-SMN outperforms state-of-the-art gradient inversion attacks in both
visual effect and similarity metrics. Additionally, it also can overcome
gradient pruning and differential privacy defenses.

Keywords: Gradient inversion - Federated learning - Style Migration
Network - Prior Knowledge.

1 Introduction

As deep learning technology advances, an increasing number of deep learning
applications depend on vast quantities of high-quality data for effective model
training. However, due to the presence of data silos among different entities [14],
individual entities often have access to only limited or low-quality data, which
complicates the training of deep learning models. Although pooling data from all
entities could address this issue, it raises concerns over issues like copyright in-
fringement and privacy breaches [14]. In response, FL is proposed, which avoids
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Fig.1: An example of gradient inversion attack. The attacker reconstructs the
original user data by utilizing the obtained gradient information.

centralizing all data in one place for model training [14]. FL employs a param-
eter server to send a global model to each user, who then partially trains it
on their local device before transmitting updated gradient information back to
the central parameter server for aggregation, thereby training the global model.
This decentralized training approach prevents the transmission of personal data
to centralized servers or other users, ensuring data privacy and security.

Recent research has demonstrated that merely exchanging gradients does
not sufficiently protect compromised user privacy in federated learning [25]. In
gradient inversion attacks, attackers can recover labels [7], attributes [16], and
even clear images of the original data by exploiting the shared gradient infor-
mation. As displayed in Fig. 1, the attacker reconstructs the FL participant’s
original training images from the obtained gradient and FL model. Although
participants only upload the gradient information of their training data, it still
leads to privacy breaches [16]. The gradient inversion attack is founded on a
straightforward principle: the closer the gradients of two data points are, the
more similar those data points become [20]. For instance, during image recon-
struction, a federated learning participant possesses a private and original image,
and the attacker aims to reconstruct the specific original image. The attacker
begins by generating a dummy image and then minimizes the distance between
the corresponding gradients of the two images. This process enables the creation
of a dummy image that is highly similar to the original image, thereby effectively
reconstructing the private user data.

Despite recent advancements in gradient inversion attacks against FL, there
are still notable deficiencies, such as low similarity of reconstructed data [21],
inability to reconstruct data in batches [19], etc. In particular, some gradient
inversion attacks assume that attackers can modify the weights or structures of
federated learning models [5,19]. An attacker with such superpowers would be
easily detected during an actual attack [4]. Furthermore, some gradient inver-
sion attacks rely heavily on additional prior knowledge to aid the reconstruction
of user data. For example, they utilize the batch normalized statistics to recre-
ate images, employ the selected prior images as the optimal starting point for
reconstructing images [8], and use the generative models trained on FL users’
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local data [12]. However, it is difficult to find these super-powered attackers and
acquire the idealized prior knowledge in FL. The training data is usually stored
locally, making it difficult for attackers to obtain prior images or pre-trained
models without access. Meanwhile, the batch normalization statistics are not
uploaded to the parameter server, making them unavailable to attackers [11].
Therefore, it is necessary to investigate gradient inversion attacks that require
neither a powerful attacker nor idealized prior knowledge to enhance the privacy-
preserving functionalities of federated learning.

In this paper, we propose a novel Gradient Inversion attack based on Style
Migration Network, which requires neither super-attackers nor idealized prior
knowledge. In GI-SMN, the latent encoding, the input of the style migration
network, is carefully optimized to significantly reduce the required parameter
optimization space, thereby avoiding the need for additional prior knowledge.
Moreover, a series of regularization terms are integrated into the loss function to
assist gradient matching, thereby reconstructing target data with high similar-
ity. Extensive experiments have been conducted, and results have demonstrated
that GI-SMN outperforms state-of-the-art gradient inversion attack methods re-
garding visual effect and similarity metrics. Additionally, it also can overcome
gradient pruning and differential privacy defenses. The main contributions of
this paper are as follows:

(1) Unlike traditional gradient inversion attacks, GI-SMN overcomes the de-
pendence on powerful attackers and idealized prior knowledge, making the
attack more threatening.

(2) GI-SMN can recreate original data with high similarity in batches using a
style migration network and a series of regularization terms.

(3) GI-SMN surpasses state-of-the-art gradient inversion attacks in visual effect
and similarity metrics.

(4) This paper demonstrates that gradient pruning and differential privacy are
not effective defenses against privacy breaches in federated learning.

2 Related Work

This section provides an overview of recent gradient inversion attacks, which can
be separated into two categories based on how to reconstruct images: iterative
optimization-based and analytical reasoning-based.

2.1 Gradient Inversion Attacks Based On Iterative Optimization

In iterative optimization-based gradient inversion attacks, attackers create dummy
data and feed it into the FL model to produce dummy gradients. The dummy
data are continuously optimized by calculating the distance between the true and
dummy gradients until the private data is reconstructed. Moreover, dummy data
initialization is crucial for data reconstruction, and poor initialization will lead
to a failed data reconstruction [6]. The dummy data is initialized by a random
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Gaussian [6,21,25], constant [17], or uniform distribution [13] before iterative
optimization. During the repeated optimization procedure to extract the final
gradients of dummy data, attackers supposedly have easy access to the true gra-
dient and FL model. However, various gradient inversion attacks have varying
assumptions about attackers’ capabilities [12]. Gradient matching is a research
topic in iterative optimization, which aims to minimize the difference between
gradients by optimizing metrics and regularization terms to recover more re-
alistic data [23]. Loss functions employing Euclidean distance [13] and cosine
[6,10] to calculate the separation between the dummy and true gradients. In ad-
dition, regularization items can be split into two groups: improving fidelity and
correcting image position. Prior information, such as BN statistics, can signifi-
cantly enhance the quality of data reconstruction [18], but is difficult to obtain
in reality. Therefore, investigating attacks that do not require additional prior
knowledge and ensure stability in gradient inversion is essential.

2.2 Gradient Inversion Attacks Based On Analytical Inference

Instead of iterative optimization-based attacks, analytical inference-based gra-
dient inversion attacks reconstruct data from gradient information by parsing
formulas [5]. These attacks typically deal with limited network types. However,
they cannot handle ResNet’s pooling layer and residual links [23], resulting in
cumulative errors and reconstructed data that are distant from the originals.
Since analytical inference-based attacks rely on the completeness of the gradient
information, they will fail to reconstruct data when perturbations are added or
insufficient gradient information is employed. In addition, since it is challenging
for analytical inference-based attacks to reconstruct data just from gradients,
they often require additional prior knowledge. Fowl et al. [5] incorporated many
extra layers in the FL model to gather more information regarding the param-
eter server as a malicious attacker. Boenisch et al. [2] developed an inferential
analysis-based attack that relies on the first layer of the target model being fully
connected. It can recover the original data in a very short time. However, these
methods modify the FL model and are easily detectable. To this end, Zhu et
al. [24] proposed an inferential analysis-based attack that does not change the
FL model but suffers from an error accumulation problem, which can degrade
the quality of reconstructed data. Therefore, it is necessary to investigate the
gradient inversion attack, which not only does not modify the structure and pa-
rameters of FL but also breaks through the gradient pruning and adding-noise
defense mechanisms.

3 GI-SMN

This section describes a gradient inversion attack against federated learning
using StyleGan-XL [15]. It aims to improve attack performance while limiting
prior knowledge usage and attacker capabilities.
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3.1 Gradient Inversion Problem

This work focuses on federated learning for image classification. Eq. (1) describes
a classical supervised classification model, where model F' is obtained by mini-
mizing loss function ¢ with parameter w.

min 3" A(F(z,w),y) (1)

(z,y)€ED

where D denotes a dataset of z € R™ and label y € {0, 1}L. The corresponding
gradient information Vw is defined as follows:

B

where B indicates the batch size and Vw represents the gradient information
obtained by a node using batch images. In FL, all or some nodes send the
calculated gradient Vw of ¢(F(z,w),y) to the parameter server to optimize
model F'.

Inverting the gradient aims to reconstruct the original images utilized to com-
pute the reported gradients. The image in the reconstruction process is referred
to as the dummy image. After initialization, the dummy image z* is obtained,
and the corresponding dummy gradient Vw* is generated using Eq. (2). The
image z* is reconstructed by the following loss function:

¢* = argmin || Vw* — V|5 + Rau () (3)

where R.ux is the auxiliary regularization, which will be discussed later. When
a generative model is introduced in the attack, the result of Eq. (3) is used as
an input to the generative model to generate a dummy image rather than being
directly acquired.

Image reconstruction is comparable to supervised learning, where the true
gradient Vw corresponds to a high-latitude ‘label’, and the dummy image gra-
dient Vw™ is the parameter to be learned. Dummy images constantly approach
the original images by optimizing the distance between their gradients.

3.2 The Workflow of GI-SMN

Fig. 2 depicts the main structure of GI-SMN, which comprises image generation,
gradient matching, and iterative optimization process. GI-SMN operates in the
following steps to successfully reconstruct images from the target FL system.
First, a random Gaussian distribution creates latent code fed into the gener-
ative model StyleGAN-XL to generate the initial dummy images. Then, the
generated dummy images are input into the FL. model to get the dummy gra-
dients using backpropagation. Meanwhile, the original images are also fed into
the FL model to acquire the true gradients. Next, the latent code is optimized
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using the loss value given by Eq. (3) and placed into the generative model of
StyleGan-XL to produce optimized dummy images. When the above iterative
optimization reaches a set period, the dummy images are eventually optimized
as reconstructed. Algorithm 1 provides the details of GI-SMN.

Original images Reconstrusted images

v
FL rrllodel u H D [] synthesis

True Dummy  FL

Rry R B <«
TV L2 RGroup gradient  gradient model i
C J . J v
1 1 | O |:| Mapping
Ry Gradient
loss f
Dummy images  Style Migration Network
Gradient
matching L
Optimize
Training phase Latent code

Fig.2: An overview of GI-SMN. GI-SMN optimizes the latent code and employs
regularization terms to enhance gradient matching during training.

3.3 Attacker

To effectively attack the target with more auxiliary information, traditional gra-
dient inversion attacks tend to assume that the attacker has powerful capabilities
[5,19]. However, the strong assumptions are not realistic in real-world attacks,
e.g., collusion with participants can be easily detected [4], and tampering with
the model or parameters is easily prevented by integrity checks [4]. In this study,
we assume that the attacker is an honest but curious parameter server with ac-
cess to the gradient information uploaded by each node during FL training. At
the same time, the attacker gets access to the FL. model and the corresponding
parameters to obtain the gradients corresponding to dummy data. This assump-
tion will not interfere with the activities of FL, causing the attack to be more
stealthy and thus less noticeable. Furthermore, previous works demonstrated
that the label can be recovered almost precisely by examining the gradient of
the last layer [21], while the reconstruction of images remains difficult [12]. We
assume the attacker has access to true label information.
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Algorithm 1 GI-SMN reconstructs the original image

Require: latent code z
Ensure: Reconstructed image z*
z + Random initialization
G < Pre-trained StyleGAN-XL model
B 9U(F(x;,w),y;
YV % S (F(x4,w),y;)

7 ow
while ¢t < T do
"« G(z)
% B 0¢(F(zf,w),y;
vor 4 30 Helie))

if t <47/9 then
2z < argmin ||Vw* — Vwl||?,
else
Raux < 01 Rrv + a2Ri2 + a3Raroup
z < argmin ||Vw* — Vwl||% 4+ Raux
end if
end while
return z* < G(z)

3.4 Trained Generative Model

There is still room for development for those images reconstructed by existing
gradient inversion attacks in terms of quantitative measurements and visual
effects [23]. To this end, we utilize a specialized pre-trained model, StyleGAN-
XL, known for its efficiency in reconstructing high-quality images. This model is
particularly advantageous for gradient inversion attacks as it leverages a smaller
latent code space compared to the target image’s dimensions [12,15], significantly
reducing the required optimization space. For instance, targeting an original
image of 3x32x32 pixels, the latent code z in StyleGAN-XL is a constant size of
64 [15], offering a substantial reduction in the optimization domain by a factor
of 48. Given the relatively low intrinsic dimensionality of natural image datasets
[3], such as ImageNet, which typically has a dimensionality of approximately 40,
the utilisation of a 64-dimensional latent code in StyleGAN-XL simplifies the
network’s objective of decoupling image features. This, in turn, improves the
efficiency and effectiveness of image reconstruction in gradient inversion attacks.
Reducing the dimensionality of the optimization target not only significantly
decreases computational complexity but also eliminates the need for additional
prior knowledge to assist the optimization process. Moreover, it lessens the risk
of overfitting. This is because each dimension of the latent code typically controls
a broader set of features in images, rather than individual pixels, thus promoting
more generalized solutions [15].

3.5 Auxiliary Regularization

Regularization terms are utilized to improve the quality of reconstructed im-
ages. Here, the regularization terms consist of Total Variation (TV) [6], L2 [9],



8 J.Qian et al.

and Group Regularization [21]. More formally, the regularization term may be
formulated as follows:

Raux(x) = alRTV (J}) + 042RL2 (-T) + a3RGroup<x) (4)

where the scaling factors «aq, as, and a3 balance the regularization terms.

TV regularization is an image processing regularization approach that achieves
image smoothing by regulating the total variation of images. In gradient inver-
sion, TV regularization may minimize noise and recover detailed information
about images by limiting the difference between pixels and suppressing high-
frequency noise components in the images [6,12]. More formally, TV regulariza-
tion can be expressed as Eq. (5).

Rev(@) =Y > |l=6.5) —=@,5)|° (5)

(4,9) (i,5")€0(i,5)

where 9(i, j) denotes a set of neighboring pixels of (¢, ) in images.

Group regularization also be utilized to improve the quality of reconstructed
images. Gradient inversion attacks are brutal to do with convolution neural
networks (CNNs) because dummy images have to be precisely placed about the
target images. Convolution, pooling, and filling operations cause spatial variance
in the forward pass of CNNs, making it challenging to locate them in image
reconstruction. Group regularization can alleviate this problem [9], as described
below:

Reroup (@) = |7 — E (2,26 (6)
where z; is a single image in a batch. E(z4ee) computes the average of the
pixels of the entire batch of images generated by the generative model G. It
penalizes any candidate x; once it deviates away from the group’s consensus
images E(zgeci). To avoid calculating E(zg4eq) frequently, we update E(zg4ec)
every 100 epochs during optimization.

Unlike the Group term, the L2 regular term constrains the variation range
of a single image [9], stated as Eq. (7). The localization problem is alleviated
by combining L2 with the Group regular term to achieve better reconstruction
results.

R, (@) = [l (7)

The loss function is crucial for reconstructing original images. In the early
stages of iterations, the regularization auxiliary term with gradient loss leads to
convergence to a sub-optimal solution [9]. Therefore, the action time of regular-
ization terms is adjusted to reduce the probability of falling into a sub-optimal
solution. For a total of T training iterations, the loss scheduler at iteration ¢ can
be defined as Eq. (8).

0<t<3T

Qgrad
I't) = sra 8

2 {éagrad +oaux g7 <t<T ®)
where grad and aaux signify the gradient loss function and R..x matching
scale factors, respectively. After numerous experiments, we set experience values
of 1/2 and 4/9 for them.
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4 Performance Evaluation

4.1 Experimental Setup

Datasets description. To assess the effectiveness and breadth of GI-SMN, we
conduct image classification tasks on two widely used datasets, CIFAR10 and
ImageNet, while performing face recognition tasks on the famous face datasets,
FFHQ. Due to the massive number of parameters in the pre-trained model of
StyleGAN-XL, we scale down images to 32x32 pixels to reduce the computational
overhead. Furthermore, we utilize TinylmageNet [10], a subset of ImageNet, to
minimize computational effort even more.

Evaluation metrics. To objectively measure the quality of reconstructed im-
ages, we utilize PSNR, [22] as a quantitative analysis metric. PSNR is a widely
used metric in gradient inversion that assesses the similarity between the recon-
structed and original images. It is formulated as Eq. (9).

MAX1>
vVMSE

where MAX; denotes the maximum pixel value of images, and MSE represents
the mean square error. Typically, with a PSNR value over 30, the image quality
is excellent, and the dummy image is very similar to the original image.

We also adopt LPIPS and SSIM [22] to evaluate the visual similarity of two
images based on perceptual information. LPIPS evaluates the visual similarity
of two images based on perceptual information. In contrast to PSNR, a smaller
LPIPS value indicates a higher similarity. In addition, SSIM also measures the
similarity of two images. Its value ranges from -1 to 1, with a value close to 1
indicating high image similarity.

PSNR =20 -log, < 9)

Implementation details. We use a randomly initialized ResNet18 [12] as the
target model of FL. The StyleGAN-XL is a pre-trained model trained on Im-
ageNet and consists of two sub-networks: Mapping and Synthesis. We set the
default batch size to 4 and utilized the MSE as a loss function to measure the
difference between gradients. Additionally, we apply the Adam optimizer with a
learning rate of 0.1 for 4000 epochs, adjusting the learning rate at 3/8, 5/8, and
7/8 of Epochs. The balance factor for all three regularization terms is set to 1E-
4. We initialize the latent code using the standard normal distribution and place
the seed at 1314. The above hyperparameter values are empirical values from
experiments. We employ two NVIDIA 3090 for computing in all experiments.

Comparison gradient inversion attacks. We compare GI-SMN with the
following state-of-the-art gradient inversion attacks.

(1) Inverting gradients (IG) [6]. It takes the cosine distance as loss and utilizes
the total variation as regular terms. It also makes use of the Adam for
optimization.
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Table 1: A comparison of experimental results generated by GI-SMN versus

state-of-the-art gradient inversion attacks on three datasets and batches. Since

Fishing can only reconstruct a single image, only one PSNR value is shown in

the table and the mean value of the other methods is demonstrated under batch.
CIFAR10 FFHQ ImageNet

PSNR{ SSIMf LPIPS| PSNRf SSIM{ LPIPS) PSNRt SSIMt LPIPS|

Attacks

1G 24.47 0.91 0.0024  23.36 0.92  0.0055 22.83 0.92 0.0054
Fishing 10.11 0.43 0.1100  14.66 0.48 0.1000 16.08 0.57 0.0700
GIAS  32.79 0.98 0.0006 34.46 0.99 0.0003 32.27 0.98 0.0013
GI-SMN 36.98 0.99 0.0003 31.31 0.99 0.0003 34.30 0.99 0.0004

Batch=1

1G 17.35 0.67 0.0299 18.45 0.65 0.0400 17.32 0.64 0.0400
Fishing 14.82 0.39 0.5000 13.06  0.33 0.4600 13.53 0.25 0.4500
GIAS  25.02 0.91 0.0046  25.34  0.94 0.0039 28.36 0.95 0.0042
GI-SMN 29.40 0.96 0.0033 29.07 0.96 0.0017 31.84 0.97  0.0018

Batch=4

1G 15.41 0.56 0.0543  15.67  0.57 0.0620 15.64 0.57 0.0757
Fishing 12.56 0.41 0.5400 12,59  0.38 0.5000 10.51 0.53 0.5600
GIAS  21.06 0.82 0.0130 25.02  0.92 0.0065 24.91 0.89 0.0123
GI-SMN 28.01 0.95 0.0041 28.93 0.96 0.0016 29.45 0.96 0.0100

Batch=6

(2) Fishing [19]. It employs gradient amplification to find target data in large-
batch federated learning.

(3) GIAS [12]. Like IG, it incorporates the BN statistics model and StyleGAN2
model to optimize the reconstruction of dummy images.

We implemented these attacks according to the code repositories and param-
eters released by the authors [6,12,19]. For a fairer comparison, we normalize the
FL model to ResNet18 and provide true labels [12]. Additionally, we do not im-
pose any restrictions on the comparative methods regarding the use of image
prior knowledge and the proactive capabilities of the attackers.

4.2 Results Analysis

Comparison with state-of-the-art gradient inversion attacks. We per-
formed gradient inversion attack comparison experiments on three datasets to
reconstruct images with different data batches and record the experimental re-
sults as shown in Table 1. In the three different datasets, our method GI-SMN
obtains the best results for different batches of data reconstruction, with slightly
better PSNR values for the GIAS method outperforming ours for a batch of 1
on the FFHQ dataset only. In contrast, the same values are obtained for the
LPIPS and SSIM metrics. Compared to IG and Fishing, GI-SMN achieves an
average of 125% and 61% PSNR value improvement. For the GIAS method,
whose results are close to our process, we achieved an average of 10% PSNR
value improvement on different batches of the three datasets, with a maximum
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of 33% improvement on individual data. Overall, GI-SMN achieves the highest
similarity, which means that our reconstructed images possess superior fidelity.

The comparison experiments also reveal the effect of data variability on the
reconstruction results. For example, in Table 1, our method GI-SMN typically
performs better on the TinylmageNet images than on the FFHQ dataset, espe-
cially for small batch reconstruction. This discrepancy primarily arises because
FFHQ face images contain a higher level of detail compared to the less complex
TinyImageNet images, presenting additional challenges for gradient inversion.
However, the effect of this difference gradually decreases when the batch size
increases, mainly because the difficulty caused by the increase outweighs the
impact of the difference in the data itself.

Furthermore, Fig. 3 reveals the reconstructed face images from different gra-
dient inversion attacks on FFHQ. While the GIAS achieves a complete recon-
struction, its results still contain noise and distortion. The IG method generates
significantly noisy images, which seriously affects the recognizability of its im-
ages. Fishing cannot reconstruct batch images due to its strategy of modifying
parameters. In contrast, the GI-SMN method excels in preserving details and
maximizes restoring the original image’s features. Even under more stringent
constraints imposed on the attacker and the required prior knowledge, GI-SMN
outperforms the other compared methods regarding data fidelity and visualiza-
tion. The above results further validate the superiority of our process in image
reconstruction similarity metrics obtained.

Original images GI-SMN  GIAS IG  Fishing

Fig.3: A comparison of images reconstructed by GI-SMN and state-of-the-art
gradient inversion attacks with a batch size of four on FFHQ. The left column
represents images from FFHQ, and the rest denote images constructed by dif-
ferent gradient inversion attacks.

Effect of image size on image reconstruction. The pixel size of an image
is a crucial factor affecting the reconstruction results of gradient inversion. We
evaluate the reconstruction effect of the GI-SMN method on images with differ-
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Fig. 4: Effects of reconstructing images of different sizes in PSNR similarity and
visual comparison.

ent resolutions, where Fig. 4a demonstrates the variation of PSNR values during
the reconstruction process, while Fig. 4b presents the final reconstructed image.
Fig. 4a reveals an intuitive trend: as the image resolution increases, the PSNR
values tend to decrease, confirming that higher pixel images pose more significant
challenges in the gradient inversion reconstruction process. Notably, for images
with resolutions up to 64x64 pixels, the PSNR values of the reconstructed images
generally exceed 30, as shown in Fig. 4b, indicating these images successfully re-
store the details and colors of the original images. When dealing with 128x128
pixel resolution images, although some confusion appears in the reconstructed
images, the key visual features and colors are still relatively accurately captured
and reproduced. Our method demonstrates effective reconstruction capabilities
for 64x64 pixel images and shows potential for reconstructing 128x128 pixel im-
ages.

Effect of batch size and loss function on image reconstruction. The
batch size of the reconstructed images is also a key factor affecting gradient
inversion. Table 1 shows some batch comparisons where GI-SMN achieves lead-
ing results at different batches. We further extend this with more batch size
experiments in Fig. 5a. From these experiments, it is observed that the PSNR
and SSIM values show a similar decreasing trend as the batch size of the recon-
structed image increases, indicating that the gradient inversion attack becomes
more and more difficult with the increase in batch size, which inspires the use
of larger batch values as a safer strategy in federated learning. It is also worth
noting that when the batch size does not exceed 16, our reconstructed images
have PSNR values of more than 20 and SSIM values of more than 0.6, which
show a more effective reconstruction for small batch samples. However, limited
by the high memory requirement of the generative network, we could not realize
further experiments on larger batches of samples. This limitation reveals one of
the technical challenges that need to be considered when conducting experiments
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Fig. 5: The effect of different batch sizes and loss functions on gradient inversion.
GI-SMN utilizes an optimal loss function that enables efficient batch reconstruc-
tion of images.

on gradient inversion attacks and also points to issues that need to be addressed
in future research.

We further analyze the effect of different loss functions on the effectiveness
of gradient inversion attacks during gradient matching. According to the ex-
perimental results shown in Fig. 5b, the cosine similarity (Sim) and the MSE
perform similarly in providing an upper bound on the reconstruction effect. At
the same time, the MSE has performed better in terms of stability. Compar-
atively, the Maximum Absolute Error (Max) is significantly less effective than
the other methods. This phenomenon is because the Max loss function only con-
siders the maximum absolute value difference in the gradient and ignores other
gradient information, resulting in a degradation of the reconstruction quality.

Effectiveness of GI-SMN against gradient pruning and gradient inter-
ception. Since FL relies on the exchange of gradient information, a straightfor-
ward FL privacy-preserving approach is to protect gradients. Gradient pruning
protects against gradient inversion attacks by setting smaller gradients to zero.
Zhu et al. [25] demonstrated that pruning more than 70% of gradients can cause
gradient inversion failure. We evaluate the effectiveness of our method under the
gradient pruning defense approach as shown in Fig. 6a, where the horizontal
coordinate indicates the percentage of gradient information retained. We found
that the score of the reconstructed image can still reach 20.05 even when only
the maximum 1% of gradient information is used. Gradient pruning at the 90%
level caused only a 6% loss of score, and when the pruning rate is below 70%, it
hardly affects the reconstruction. Our attack method can still achieve effective
reconstruction under gradient pruning defense. This finding also reveals that the
more considerable absolute value of gradient information has a decisive role in
the reconstruction effect in the gradient inversion process.
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Fig.6: The impact of gradient pruning and gradient interception on GI-SMN.
The horizontal axis indicates the retained gradient information (%).

We also evaluated another form of gradient truncation, such as intercepting
10% of the gradient vector and setting the remaining gradient information to
0, distinguishing it from gradient pruning by selecting the percentage gradient
information of the maximum value. As shown in the right panel of Fig. 6b, this
type of truncation has a significant negative impact on the effectiveness of the
attack, especially when the first 30% of the gradient is retained, which can signif-
icantly reduce the effectiveness of the attack. However, even so, when keeping the
first 50% of the gradient information, our attack achieves similar effectiveness
as when there is no defense. These results suggest that while gradient pruning
and truncation can reduce the effectiveness of gradient inversion attacks to some
extent, they are not foolproof solutions against efficient attack strategies. This
emphasizes developing more advanced defense strategies to ensure data privacy
security in federated learning environments.

30.36

le-1 le-2 le-3 le-4 le-5
Noise scale

Fig. 7: The effect of GI-SMN against the differential privacy defense. The hori-
zontal axis indicates the level of noise added to the gradient information.
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Effectiveness of GI-SMN against differential privacy. Incorporating noise
into the gradient sharing process is a widely used differential privacy defense to
enhance against gradient inversion attacks [1,25]. To evaluate the performance of
the gradient inversion attack under different noise levels, Gaussian noise with 0 as
the mean and variance varying from le-1 to 1le-5 is introduced in our experiments.
As can be seen in Fig. 7, the reconstruction results reduce the metrics as the
noise increases, reflecting that the effectiveness of the gradient noise defense
depends on the magnitude of the noise variance. It is worth noting. When the
noise variance is less than le-4, the effect on the gradient reconstruction effect is
minimal. When the noise variance is le-3, it achieves very good results, with a
PSNR value of 21.88. In contrast, an increase in the variance to more than le-2
usually seriously affects the regular optimization of the model, and it is difficult
for gradient inversion to reconstruct the original image effectively. In summary,
the above results show that the gradient inversion attack is still a threat even in
the presence of noise interference. Further research and robust defense measures
are needed to ensure data privacy security.

Table 2: Effect of different initialization functions and random seeds on gradient
inversion. Randn denotes the standard normal distribution, Rand represents the
uniform distribution, and Normaly is the normal distribution constrained by the
ImageNet mean and variance.

Function Seed GI-SMN GIAS 1G

88 31.63 28.24  19.90
Randn 1314 31.84 28.36 16.84
2586 31.98 30.19 16.87

88 30.51 28.44 18.30
Rand 1314 31.57 29.21 1743
2586 30.78 29.79  17.75

88 30.91 29.66  21.67
Normal 1314 31.18 28.67  20.24
2586 30.59 29.42  16.73

Effectiveness of dummy image initialization. In gradient inversion at-
tacks, the initialization of the virtual image has a significant impact on the final
reconstruction results, especially when random initialization is used. The recon-
struction often appears unstable, and in some cases, the rebuilding fails [21].
Therefore, we tested the stability of the GI-SMN method in different initializa-
tion methods, as shown in Table 2. The data in Table 3.4 show that the fluc-
tuations in the PSNR values of our GI-SMN reconstruction samples are stable
within 5% at different random initialization methods. In contrast, the fluctua-
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tions are close to 7% for GIAS and close to 30% for IG. This result demonstrates
our method’s excellent stability under different initialization scenarios, mainly
due to our framework of relying on generative network models and appropriately
designed regularization terms. Together, these mechanisms effectively mitigate
the effects of random initialization and ensure that the attack method obtains
consistent and reliable reconstruction results even under different initialization
conditions. The GIAS method exhibits good stability based on the generative
network model. However, the fact that GI-SMN differs in its regularization strat-
egy and network structure makes it more robust in dealing with initialization
changes, thus outperforming GIAS in terms of stability. This stability advan-
tage is significant for gradient inversion attacks as it ensures that the attacker
obtains reliable reconstruction results even under uncertain initialization condi-
tions, thus increasing the attack’s practicality and effectiveness.

5 Conclusions

Gradient inversion attacks have recently attracted widespread attention since
they pose a significant privacy threat to federated learning. In this paper, we pro-
pose an innovative gradient inversion attack based on a style migration network
against FL, which requires neither super-attackers nor idealized prior knowledge
as traditional gradient attacks. In GI-SMN, we reduce the optimization space by
optimizing the latent code and enhance the image reconstruction capability by
using regularization terms. Extensive experiments have been conducted on three
different datasets. Experimental results demonstrate that GI-SMN outperforms
existing state-of-the-art gradient inversion attack methods in visualization and
similarity metrics. Moreover, we also prove that gradient pruning and differential
privacy are not effective defences against privacy breaches in federated learning.
In this paper, we conduct a preliminary exploration of gradient inversion
attacks against federated learning, which do not require super attackers and
additional prior knowledge. The observed attack outcomes are favourable. This
illustrates trends that can be utilised to direct future efforts towards more com-
prehensive privacy-preserving federated learning methodologies. Our forthcom-
ing endeavours will adhere to this path, as we persist in our pursuit of novel
systems that may use advancements in federated learning while mitigating the
introduction of vulnerabilities that may result in gradient inversion attacks.
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