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ABSTRACT
The rise of Mixed Reality (MR) stimulates new interactive tech-
niques that seamlessly blend the virtual and physical environments.
Just as virtual content could be overlayed onto the physical world
for providing adaptive user interfaces [5, 8], emergent techniques
"repurpose" everyday environments and sensory cues to support
the virtual content [7, 9, 13–15]. For instance, a strong wind gust in
the real world, rather than being distracting to the virtual experi-
ence, can be mapped with trees swaying inMR to achieve a unifying
experience [15], as shown in Figure 1. Such techniques introduce
stronger immersion, but they also expose users to overlooked per-
ceptual manipulations, where safety risks arise from misperception
of real-world events. In this work, we apply a causal inference per-
spective to understand the harms of repurposing real-world sensory
cues for MR. We argue that by viewing the MR experience as a
causal inference process of interpreting cues arising from both the
virtual and physical world, MR designers and researchers can gain
a new lens to understand potential perceptual manipulation harms.

CCS CONCEPTS
• Human-centered computing ! Mixed / augmented reality.

KEYWORDS
Mixed Reality, Safety, Computational Modeling

ACM Reference Format:
Yujie Tao and Sean Follmer. 2024. Harms in Repurposing Real-World Sen-
sory Cues for Mixed Reality: A Causal Perspective. In CHI’24: Workshop on
Novel Approaches for Understanding and Mitigating Emerging New Harms in
Immersive and Embodied Virtual Spaces, May 11–16, 2024, Honolulu, Hawaii.
ACM, New York, NY, USA, 3 pages.

1 A CAUSAL PERSPECTIVE
Humans understand the world by combining multisensory cues
and inferring causal relationships [10]. Imagine you return home
and see fragments of porcelain plates on the kitchen �oor. Almost
immediately, a familiar meow cuts through the silence. The synthe-
sis of these sensory cues leads to a direct inference of the event, in
which the cat’s actions might have resulted in the broken plates.

Using this perspective, we can view the MR experience as the
user receiving sensory cues from both the virtual and physical
world, each from its own sequence of events within causal chains,
as shown in Figure 2. There, the user tries to infer if their actions
cause the cues they observe and remains in presence in the virtual
world if the events and cues are causally congruent [3].
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Figure 1: A demonstration of repurposing real-world sensory
cues for MR. The wind gust from the real world, instead of
distracting the user, is mapped with the sway of trees in MR.
Figure adapted from Tao and Lopes [15].

Figure 2: A conceptual causal model of perceiving multisen-
sory cues in a MR experience. +⇠ and +⇢ denote sensory
cues and events in the virtual world. '⇠ and '⇢ denotes sen-
sory cues and events in the real world. The directional edges
between nodes indicate a causal chain. The dashed lines in-
dicate a weakened causal relationship.

In the work from Tao and Lopes [15], the authors described a VR
museum experience. There, the user roamed through the museum
and joined a guided tour (+⇢1), during which the user listened to
the guide’s narration (+⇠1) and observed virtual avatars moving
around (+⇠2). The integration of those multisensory cues leads to
immersion in the virtual museum [3].
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Figure 3: A conceptual causal model of repurposing real-world sensory cues for MR by (a) creating a virtual event that can be
inferred as the direct cause of the real-world sensory cue; and (b) creating a virtual cue that is congruent with the real-world
sensory cue. With both cues, user infers about the hidden virtual event that causes them. Safety risk emerges when user
re-establishes the causal chains, as the sources of harms in the physical world now get unnoticed.

Suddenly, a long "motorized" sound emerged and broke the pres-
ence. Here, the motorized sound ('⇠1), coming from the real world,
is not congruent with any virtual cues. It weakened the causal chain
of the virtual world, and the user started to infer the real-world
event ('⇢1) that caused that cue ('⇠1).

To mitigate distractions from the real world, researchers pro-
posed to integrate real-world sensory cues into the virtual environ-
ment by mapping them with congruent virtual content [15]. One
way is to introduce a virtual event that can lead to the real-world
cue. For instance, the motorized sound can be mapped with a run-
ning co�ee machine in the virtual museum [15]. This technique
creates a virtual event +⇢2 (i.e., co�ee machine running) that es-
tablishes a causal capture [11] with the real-world cue '⇠1 (i.e.,
motorized sound), as shown in Figure 3(a).

The direct cause of an e�ect does not need to be observed by
the user for them to make an inference of an event. Thus, another
way to map the real-world sensory cue is to introduce an additional
virtual cue that is congruent with the real-world sensory cue. In
this example, the motorized sound can be mapped with the fall of a
painting. Here, using both real-world cue ('⇠1) and the new virtual
cue (+⇠3), the user remains immersed as they infer the hidden
virtual event (+⇢3) that causes these cues, as shown in Figure 3(b).

The potential for harm arises at this exact moment when the
user re-establishes the causal chains among di�erent sensory cues
and events. Here, the motorized sound becomes an e�ect of both
real-world and virtual-world events. The introduced causal capture
weakens the evidence for the real-world event ('⇢1), as shown in
Figure 3. The motorized sound could be an e�ect of a wide range
of events in the real world, from a co�ee machine in the room to
a drone �ying toward the user. Depending on the nature of the
real-world sources, repurposing everyday sensory cues might lead
to di�erent outcomes. When it’s implemented improperly, the user
misperceives real-world harm and indulges in virtual immersion at
the cost of physical safety.

Prior research on causal perception can also inform researchers
of new methods [1, 12] and tools [2, 6] for mitigating the harms
in repurposing real-world sensory cues for MR. From a causal
perspective, one way to mitigate harm is to enable the user to re-
establish the causal chains of real-world events and cues when
physical harms emerge. This can be instantiated by exposing the

user to the sources of real-world sensory cues. For instance, by
enabling noti�cations and/or a direct see-through of the real world,
the user can re-establish the causal capture of real-world events
and cues and act against the harms accordingly.

Another direction is to weaken the causal binding between the
virtual events/cues and real-world cues. An instantiation of this is
to adjust the virtual content so that it is no longer perceived as the
cause of real-world sensory cues. For instance, by manipulating the
timing, spatial location, contextual priors, and realism of the added
virtual event/cue, designers can create experience where the user
is less likely to perceive the real-world sensory cues to be part of
the virtual environment.

2 FUTURE OUTLOOK
In this work, we focus on a causal inference perspective to un-
derstand the harms of repurposing real-world sensory cues for
MR. Learning from causal perception in psychology, researchers
can construct a causal representation of the world given the set
of observations the user has. Using a causal inference framework,
researchers can further computationally model the integration of
multisensory cues in anMR experience using probabilistic program-
ming [1] and hierarchical bayesian models of causal perception [12].
Such a computational model could help VR designers understand
at which moment the user starts to misperceive real-world events
that might expose them to higher safety risks. We believe a causal
framework will inspire new mitigation techniques, optimizing for
metrics that can break or enhance the causality perception when
repurposing real-world sensory cues for MR. In the meantime, the
probabilistic inference approach needs to be validated through hu-
man subject studies.

More broadly speaking, this work taps into understanding the
risks of perceptual manipulation attacks, which is becoming an
increasing concern in the use of MR. Past work on perceptual
manipulation attacks identi�ed safety risks through speculative de-
signs [16] and interviews [4], providing qualitative understanding.
Going beyond empirical approaches, we argue that constructing
computational models of human sensory processes can help more
comprehensively identify perceptual manipulation risks in MR.



Harms in Repurposing Real-World Sensory Cues for Mixed Reality: A Causal Perspective CHI’24, May 11–16, 2024, Honolulu, Hawaii

REFERENCES
[1] Tobias Gerstenberg Battaglia, Tomer D Ullman, and B Joshua. [n. d.]. Intuitive

physics as probabilistic inference Kevin A. Smith, Jessica B. Hamrick, Adam N.
Sanborn, Peter W. ([n. d.]).

[2] Marc J Buehner and Gru�ydd R Humphreys. 2009. Causal binding of actions to
their e�ects. Psychological science 20, 10 (2009), 1221–1228.

[3] Marc Cavazza, Jean-Luc Lugrin, and Marc Buehner. 2007. Causal perception in
virtual reality and its implications for presence factors. Presence 16, 6 (2007),
623–642.

[4] Kaiming Cheng, Je�ery F Tian, Tadayoshi Kohno, and Franziska Roesner. 2023.
Exploring user reactions and mental models towards perceptual manipulation
attacks in mixed reality. In USENIX Security, Vol. 18.

[5] Yifei Cheng, Yukang Yan, Xin Yi, Yuanchun Shi, and David Lindlbauer. 2021. Se-
manticadapt: Optimization-based adaptation of mixed reality layouts leveraging
virtual-physical semantic connections. In The 34th Annual ACM Symposium on
User Interface Software and Technology. 282–297.

[6] Hoon Choi and Brian J Scholl. 2006. Perceiving causality after the fact: Postdiction
in the temporal dynamics of causal perception. Perception 35, 3 (2006), 385–399.

[7] Cathy Mengying Fang, Ryo Suzuki, and Daniel Leithinger. 2023. VR Haptics
at Home: Repurposing Everyday Objects and Environment for Casual and On-
Demand VR Haptic Experiences. In Extended Abstracts of the 2023 CHI Conference
on Human Factors in Computing Systems. 1–7.

[8] Violet Yinuo Han, Hyunsung Cho, Kiyosu Maeda, Alexandra Ion, and David
Lindlbauer. 2023. BlendMR: A Computational Method to Create Ambient Mixed
Reality Interfaces. Proceedings of the ACM on Human-Computer Interaction 7, ISS

(2023), 217–241.
[9] Daniel Harley, Alexander Verni, Mackenzie Willis, Ashley Ng, Lucas Bozzo, and

Ali Mazalek. 2018. Sensory vr: Smelling, touching, and eating virtual reality. In
Proceedings of the Twelfth International Conference on Tangible, Embedded, and
Embodied Interaction. 386–397.

[10] Konrad P Körding, Ulrik Beierholm, Wei Ji Ma, Steven Quartz, Joshua B Tenen-
baum, and Ladan Shams. 2007. Causal inference in multisensory perception.
PLoS one 2, 9 (2007), e943.

[11] Brian J Scholl and Ken Nakayama. 2002. Causal capture: Contextual e�ects on
the perception of collision events. Psychological science 13, 6 (2002), 493–498.

[12] Ladan Shams and Ulrik R Beierholm. 2010. Causal inference in perception. Trends
in cognitive sciences 14, 9 (2010), 425–432.

[13] Lior Shapira and Daniel Freedman. 2016. Reality skins: Creating immersive and
tactile virtual environments. In 2016 IEEE International Symposium on Mixed and
Augmented Reality (ISMAR). IEEE, 115–124.

[14] Misha Sra, Sergio Garrido-Jurado, Chris Schmandt, and Pattie Maes. 2016. Pro-
cedurally generated virtual reality from 3D reconstructed physical space. In
Proceedings of the 22nd ACM Conference on Virtual Reality Software and Technol-
ogy. 191–200.

[15] Yujie Tao and Pedro Lopes. 2022. Integrating real-world distractions into virtual
reality. In Proceedings of the 35th Annual ACM Symposium on User Interface
Software and Technology. 1–16.

[16] Wen-Jie Tseng, Elise Bonnail, Mark Mcgill, Mohamed Khamis, Eric Lecolinet,
Samuel Huron, and Jan Gugenheimer. 2022. The dark side of perceptual manip-
ulations in virtual reality. In Proceedings of the 2022 CHI Conference on Human
Factors in Computing Systems. 1–15.


