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Abstract

Federated Learning (FL) is a decentralized machine
learning method that enables participants to collabora-
tively train a model without sharing their private data.
Despite its privacy and scalability benefits, FL is suscep-
tible to backdoor attacks, where adversaries poison the
local training data of a subset of clients using a backdoor
trigger, aiming to make the aggregated model produce
malicious results when the same backdoor condition is
met by an inference-time input. Existing backdoor at-
tacks in FL suffer from common deficiencies: fixed trig-
ger patterns and reliance on the assistance of model
poisoning. State-of-the-art defenses based on analyz-
ing clients’ model updates exhibit a good defense per-
formance on these attacks because of the significant di-
vergence between malicious and benign client model up-
dates. To effectively conceal malicious model updates
among benign ones, we propose DPOT, a backdoor at-
tack strategy in FL that dynamically constructs back-
door objectives by optimizing a backdoor trigger, mak-
ing backdoor data have minimal effect on model updates.
We provide theoretical justifications for DPOT’s attack-
ing principle and display experimental results showing
that DPOT, via only a data-poisoning attack, effec-
tively undermines state-of-the-art defenses and outper-
forms existing backdoor attack techniques on various
datasets.

1 Introduction

Federated Learning (FL) is a decentralized machine-
learning approach that has gained widespread attention
for its ability to address various challenges. Unlike tra-
ditional centralized model training, FL enables model
updates to be computed locally on distributed devices,
offering enhanced data privacy, reduced communication
overhead, and scalability for a large number of clients. In
each round of FL, a central server distributes a global
model to participating clients, each of whom indepen-
dently trains the model on their local data, and their
model updates are aggregated by the server for updat-
ing the global model.

Despite its advantages, FL has been proven suscepti-
ble to backdoor attacks [I]. Backdoor attacks in fed-
erated learning involve adversaries inducing the local
models of a subset of clients to learn backdoor infor-
mation carried by triggers and strategically integrating
these backdoored local models into the global model. Ul-
timately, the global model will generate the adversary-
desired result when the same trigger conditions are met.
In this work, we term clients manipulated by adversaries
during local training as malicious clients, and those un-
affected as benign clients.

Existing backdoor attacks in FL present two common
deficiencies. First, the patterns of backdoor triggers
are pre-defined by the attacker and remain unchanged
throughout the entire attack process [I}, 39, [35] 14]. Con-
sequently, the optimization objective brought by back-
doored data (backdoor objective) is static and incoher-
ent with the optimization objective of main-task data
(benign objective), resulting in distinct differences in
model updates after training. These malicious clients’
model updates are therefore easily canceled out by ro-
bust aggregations [T}, 46] [14]. Second, many approaches
rely on model-poisoning techniques to enhance the ef-
fectiveness of backdoor attacks. Implementing model-
poisoning attacks requires attackers to change the train-
ing procedures of a certain number of genuine clients
(e.g., at least 20% of all clients [2},[8,[37]) to make their lo-
cal training algorithms different from other clients. How-
ever, achieving this condition is challenging, as advanced
defense mechanisms [29] have introduced Trusted Exe-
cution Environments (TEEs) to ensure the secure exe-
cution of client-side training, making it harder to adopt
suspicious modifications to the training procedure.

Existing defenses against backdoor attacks in FL (see
more details in Section rely on a hypothesis that
backdoor attacks will always cause the updating direc-
tion of a model to deviate from its original benign objec-
tive, because the backdoor objectives defined by back-
doored data cannot be achieved within the original direc-
tion. However, the capabilities of backdoor attacks are
not limited to this hypothesis. To counter this hypoth-
esis, adversaries can align the updating directions of a
model with respect to backdoor and benign objectives by



strategically adjusting the backdoor objective. Applying
this idea to FL, if the injection of backdoored data has
minimal effect to the updates of a client’s model, then
detecting this client as malicious becomes challenging
for defenses based on analyzing clients’ model updates.

In this work, we propose Data Poisoning with
Optimized Trigger (DPOT), a backdoor attack on FL
that dynamically constructs the backdoor objective to to
continuously minimize the divergence between clients’
model updates in the backdoored states and the non-
attacked states. We construct the backdoor objective by
optimizing the backdoor trigger that is used to poison
malicious clients’ local data. Without any assistance of
model-poisoning techniques, malicious clients can effec-
tively conceal their model updates among benign clients’
model updates by simply executing a normal training
process on their poisoned local data, and render state-
of-the-art defenses ineffective in mitigating our backdoor
attack.

The optimization of the backdoor trigger in each
round is independent and specific to the current round’s
global model. The objective of this optimization is to
generate a trigger such that the current round’s global
model exhibits minimal loss on backdoored data having
this trigger. Once the global model becomes optimal
for the backdoored data, further training on the back-
doored data will result in only minor model updates to
the current state of global model within a limited num-
ber of local training epochs. Therefore, when a malicious
client’s local dataset is partially poisoned by the opti-
mized trigger while the rest remains benign, the model
updates produced by training on the local data will be
dominated by benign model updates. We provide both
theoretical and experimental justifications for the suffi-
ciency of trigger optimization in minimizing the differ-
ence between a malicious client’s model updates in the
backdoored state and the non-attacked state.

In order to enhance the practicality of our attack, we
limited the trigger size to a reasonable level, ensuring
it cannot obscure essential details of the original data.
To meet this constraint, we developed two algorithms to
separately optimize trigger pixels’ placements and val-
ues. To the best of our knowledge, we are the first to
generate an optimized trigger with free shape and place-
ment while specifying its exact size.

We evaluated DPOT on four image data sets (Fash-
ionMNIST, FEMNIST, CIFAR10, and Tiny ImageNet)
and four model architectures including ResNet and VG-
GNet. We assessed the attack effectiveness of DPOT
under a variety of defense conditions, testing it against
10 defense strategies that are based on analyzing clients’
model updates — these include Median [42], Trimmed
Mean [42], RobustLR [27], Robust Federated Aggrega-
tion (RFA) [28], FLAIR [33], FLCert [6], FLAME [26],

FoolsGold [12], Multi-Krum [3], and FRL [25] — along

with one defense strategy that uses client-side adversar-

ial training to recover the global model: Flip [45]. We
compared DPOT attack with three state-of-the-art data-
poisoning backdoor attacks that employ fixed-pattern

triggers, distributed fixed-pattern triggers (DBA [39]),

and partially optimized triggers (A3FL [44]), respec-

tively. Using a small number of malicious clients (5% of
the total), DPOT outperformed existing data-poisoning
backdoor attacks in effectively undermining defenses
without affecting the main-task performance of the FL
system.

In summary, our contributions are as follows:

e We propose a novel backdoor attack mechanism,
DPOT, in FL that effectively conceals malicious
client’s model updates among those of benign clients
by dynamically adjusting backdoor objectives, and
demonstrate that existing defenses focusing on ana-
lyzing clients’ model updates are inadequate.

e We dynamically construct the backdoor objective
solely by optimizing the backdoor trigger and inject-
ing it to clients’ data (a.k.a. data-poisoning), without
relying on additional assistance from model-poisoning
techniques.

e We offer both theoretical and experimental justifica-
tions for the adequacy of our trigger optimization in
reducing the disparity between model updates in the
backdoored state and the non-attacked state.

e We develop algorithms to optimize a trigger, allowing
for flexibility in its shape, placement, and values, while
precisely constraining its size.

e We extensively evaluate our attack on four benchmark
datasets, showing that DPOT achieves better at-
tack effectiveness than three advanced data-poisoning
backdoor attacks in compromising 11 state-of-the-art
defenses in FL.

2 Related Work

2.1 Federated Learning (FL)

The Federated Learning [23] (FL) training process in-
volves four main steps: 1) Model Distribution: A
central server distributes the most recent global model
to the participating clients. 2) Local Training: Each
client independently trains the global model on its local
training dataset and obtains a local model. 3) Model
Updates: Each client calculates the parameter-wise dif-
ference between its local model and the global model,
referred to as model updates, and then sends them to
the central server. 4) Aggregation: The central server
aggregates clients’ model updates to create a new global
model. This entire process, consisting of step 1 to 4, con-
stitutes a global round. The FL system repeats these
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Figure 1: An overview of related works on backdoor attacks in FL.

steps for a certain number of rounds to obtain a final
version of the global model.

2.2 Backdoor Attack

Backdoor attack in machine learning is a security vulner-
ability where an adversary manipulates a model’s behav-
ior by making it learn some trigger information, causing
the model to produce erroneous results when trigger con-
ditions are met. Meanwhile, the backdoor attack also
ensures that the model maintains normal performance
on benign data to evade abnormal detection. In image
classification tasks, a backdoor attack aims to manipu-
late a model so that it classifies any image containing a
specific pixel-pattern trigger into a label chosen by the
attacker [7, 15, 18] 20} 4T, [36] 2T].

2.3 Backdoor Attacks in FL

FL is easily suffered from backdoor attacks. As train-
ing data are privately held by clients, the security of
data is hard to track or protect. Adversaries can inject
backdoors into the global model simply by compromis-
ing a few vulnerable client devices and poisoning their
data with backdoor triggers. To date, many variations
of backdoor attacks targeting FL. have emerged, and we
summarize those specific to image classification tasks in
Figure [T}

With model poisoning v.s. Without model poi-
soning:

The foundation of backdoor attacks in FL is through
data poisoning - attackers embed backdoor triggers
into the local training data of certain clients and change
the ground-truth labels of the infected data to malicious
labels. As a result, clients’ local models trained on the
poisoned data will be backdoored, and consequently, the
global model that aggregates these backdoored models
will also be backdoored.

A standalone data poisoning is found challenging to
succeed when employing some types of triggers. There-
fore, many works introduce model poisoning to assist

backdoor attacks in FL. Model poisoning aims to ei-
ther directly manipulate clients’ model updates or in-
directly achieve this by changing their local training
algorithms. Three main approaches in model poison-
ing were widely adopted in existing attacks: 1) Scal-
ing based [Il 35, 39, 14]. Attackers amplify malicious
model updates generated from backdoored models be-
fore clients send them to the server. These malicious
updates can overpower the aggregation results, caus-
ing the global model to quickly incorporate backdoors.
However, this approach is vulnerable to defenses that
exclude outlier model updates from the aggregation. 2)
Constraint based [I], 22]. Attackers change clients’ local
training algorithms by adding extra constraints to their
loss functions, giving backdoored models specific charac-
teristics, such as being less distinguishable from benign
models. 3) Projection based [46, 2 B7, [10]. Attackers
constrain backdoor implementation to bounded model
parameters: by clipping parameter values or using Pro-
jected Gradient Descent, backdoor models are Ly-norm
bounded to a chosen model state; by selectively updat-
ing a subset of parameters, they are Lo-norm bounded
to a chosen state.

Model poisoning requires attackers to modify certain
clients’ local training procedures. However, with the in-
troduction of Trusted Execution Environments (TEEs)
by state-of-the-art defense mechanisms [29], client-side
execution for training can be authenticated and secure,
thus increasing the difficulty of conducting model poi-
soning. In contrast, data poisoning is easier to conduct
and harder to prevent since clients may collect their lo-
cal data from open resources where attackers can also
get access to and make modifications. For example, au-
tonomous driving vehicles collect their data on road traf-
fic signage [40] from real world, and attackers can easily
place stickers on traffic signage objects to inject back-
door trigger information. Hence, we consider backdoor
attacks that do not involve model poisoning to be more
advanced than those that do.



Static objective v.s. Dynamic objective:

If a backdoor attack has a specified and unchanging
objective that is independent to the training system’s
status, we refer to this as a static objective. For in-
stance, Semantic trigger as backdoor [I] aims to asso-
ciate certain features from input that is unrelated to
the main training tasks with an attacker-chosen output,
causing the model to make incorrect predictions on those
inputs; Edge-case backdoor [37] selects data that share
certain commonalities but are from the tail end of the
input data distribution as the backdoored input, causing
the model to mispredict them; Artificial trigger as back-
door [35] 46} 2, B9] embeds a few pixels forming a spe-
cific artificial pattern into the input, leading the model
to mispredict any input containing this pixel pattern. In
FL, since the static objectives of backdoor attacks are
inconsistent with the optimization objectives defined by
the main-task data, malicious models will exhibit dis-
tinct differences in their model updates compared to be-
nign models, making them easy to detect.

In contrast to a static objective, a backdoor attack
that adjusts its objective based on the training system’s
status is referred to as having a dynamic objective. By
adjusting its objective, a backdoor attack is expected to
achieve greater effectiveness. Several approaches have
been proposed in recent attack studies to attempt to
accomplish this. For example, Model-dependent at-
tack [I4] and F3BA [I0] optimized the trigger pattern
based on a hypothesis that maximizing the activation
of certain neurons in the backdoored local model can
enhance the attack’s persistence on the global model,
which is however lack of theoretical evidence and proof-
of-concept codes; A3FL [44] optimized triggers specifi-
cally for a corner case in FL training, where the global
model is directly trained to unlearn the trigger, but the
effectiveness of A3FL triggers in more general FL train-
ing scenarios remains unaddressed.

Lo-norm bounded optimized trigger v.s. Lo-norm
bounded optimized trigger:

A critical consideration in designing backdoor trig-
gers is ensuring their stealthiness when applied to input
data, resulting in a substantial disparity between human
perception and the backdoored model’s interpretation.
Existing dynamic objective attacks achieve this by con-
straining the optimized triggers’ Lo-norm or Lg-norm
bounds.

An Ls-norm bound on a trigger or perturbation
means that the total magnitude of the changes intro-
duced by the backdoor is limited. This makes the per-
turbation subtle, ensuring it doesn’t drastically alter the
input data. For example, CerP [22] generates optimized
perturbations of the same size as a data point for each
round and adds them to clients’ local data to induce their
local models learn to misclassify the perturbed data to

a specified target label.

An Lg-norm bound restricts the number of compo-
nents (e.g., pixels in an image) that can be altered by
the trigger. This constraint ensures that the trigger is
sparse, meaning it only affects a small portion of an in-
put data. For example, optimized triggers in Model-
dependent attack [14], F3BA [I0], and A3FL [44] all
consist of a small number of pixels arranged in a square
shape and are placed in a fixed corner location on the
data to poison.

An Ly-norm bounded trigger is less practical for real-
world data poisoning because it spreads changes across
many pixels, requiring the attacker to access and alter a
figure’s values before it is physically printed for use. Ad-
ditionally, these small perturbations are easily disrupted
by data preprocessing techniques that filter out unnec-
essary noise. In contrast, an Lo-norm bounded trigger is
easier to apply to any data (e.g., a sticker on an image)
due to its stable shape, consistent values, and compact
size. However, existing works in optimizing Lp-norm
bounded triggers are limited by fixing their shapes and
placements and only updating triggers’ values, which
fails to fully leverage the potential of optimized triggers
for attacking FL.

2.4 Defenses against Backdoor Attacks
in FL

In this work, we focus on discussing defenses that adhere
to the fundamental privacy-preserving principles of FL
introduced by McMahan, et al [23] - clients’ private data
are kept local, and their model updates are not shared
with any entities other than the server. We summarize
the related defense works in figure For a discussion
on additional defenses with varying privacy-preserving
properties, please refer to the Appendices

In existing defenses, the server and clients are the
two subjects commonly considered for implementing de-
fense strategies. For clients as the defense subject, the
global model of each round is the input they receive
from the FL system. Flip [45] proposed using trigger
inversion on the global model and adversarial training
on local models to mitigate the impact of the backdoor
trigger, which is a defense strategy implemented by be-
nign clients. However, Flip’s effectiveness against opti-
mized triggers remains unaddressed. Optimized triggers
are more challenging to recover than fixed ones due to
their variability across different rounds. For the server
as the defense subject, clients’ model updates are the
input that the server receives from the FL system. Nu-
merous studies have proposed defenses against backdoor
attacks by analyzing clients’ model updates, which can
be further classified into three categories, as discussed
below.



(By server)
Analyzing clients’
model updates

Defenses against
Backdoor

Attacks
in FL |

(By clients)

Excluding model updates with outlier values:
FLAIR
FLAME [26]

Excluding model updates that are outliers in certain features:
BayBfed [19], FRL [2))], FreqFed [11)]

[33],  FoolsGold [13], RobustLR [27],

Byzantine-robust aggregation:
Trimmed Mean [{2], Median [{2], Multi-Krum [3],
RFA [28], FLCert [6/

Recovering by adversarial training: Flip [/5]

T In this work, we only discuss defenses that adhere to the fundamental privacy-preserving principles of FL [23] - clients’ private data
are kept local, and their model updates are not shared with any entities other than the server.

Figure 2: An overview of related works on defenses against backdoor attacks in FL.

Excluding model updates with outlier wval-
ues: Some existing works believed that a malicious
client’s model updates will directly exhibit significant
difference in values from those of benign clients, there-
fore excluding model updates with outlier values can
mitigate the effects of backdoor attacks. FLAME [26]
and FoolsGold [I2] exclude a client’s model updates that
have outlier cosine similarity in values to other clients’
model updates. FLAIR [33] and RobustLR [27] reduce
or penalize the contribution of model updates that show
a certain degree of sign dissimilarity, either on a client-
wise or element-wise basis.

Excluding model updates that are outliers in cer-
tain features: Some existing works believed that the
effects of backdoor attacks could be reflected on some
features extracted from model updates’ values, so they
proposed to filter model updates according to certain
features. BayBfed [19] and FreqFed [I1] assess the
probabilistic distribution and frequency transformation
of clients’ model updates, and eliminate outlier clients
based on these features. FRL [25] creates a sparse space
of model updates for clients to vote, where the server
rejects outlier votings and aggregates the acceptable up-
dates within this space.

Byzantine-robust aggregation: Some existing
works propose aggregating only the most trustworthy
model updates to tolerate the presence of malicious
clients, which we refer to as byzantine-robust aggrega-
tion. Median and Trimmed Mean [42] aggregate reliable
model updates element-wise, while Multi-Krum [3] and
RFA [28] select and aggregate reliable model updates
client-wise. FLCert [6] takes the majority inference re-
sults from the reliable models of different client groups
to mitigate the influence of malicious clients.

Analyzing clients’ model updates can effectively de-
fend against backdoor attacks with static objectives
due to the great divergence existing between malicious
clients’ and benign clients’ model updates. However,
when a backdoor attack can dynamically change its ob-

jective to effectively eliminate the difference between a
client’s model updates in malicious state and benign
state, defenses based on this strategy may struggle to
succeed.

3 Threat Model

Attacker’s capability: As shown in Figure [3] we
assume that each FL client—even a malicious one—is
equipped with trustworthy training software that con-
ducts correct model training on the client’s local train-
ing data and transmits the model updates to the FL
server. Aligning with the security settings in the state-
of-the-art defense work [29], we assume that both the
client training pipeline and the FL server, as well as
the communication between them, faithfully serve FL’s
main task training and cannot be undetectably manipu-
lated. These properties would be achievable by execut-
ing FL training within Trusted Execution Environments
(TEEs) 31, 29], for example, by applying cryptographic
protections to the updates (e.g., a digital signatures)
to enable the FL server to authenticate the updates as
coming from the TEEs.

Due to the TEE’s protections, malicious clients are
not allowed to conduct any model poisoning. The capa-
bility of malicious clients in our attack is limited to the
manipulation of their local training data that are input
to their training pipelines—i.e., a data-poisoning attack.
In addition, in line with existing works [22], [44] [10} [14],
we do not assume the secrecy of the global model pro-
vided by the FL server, as it would typically need to be
accessible outside TEEs for use in local inference tasks.
As such, in each FL round, clients are granted white-box
access to the global model.

Attacker’s background knowledge: In our attack,
we consider the presence of malicious clients in the FL
system. As discussed above, malicious clients can white-
box access to the global model in each round. Originat-
ing from initially benign clients that have been compro-
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malicious clients while other clients (e.g. Client #n) are benign clients.

mised, these malicious clients possess some local training
data for the FL main task.

Attacker’s goals: The malicious clients aim to accom-

plish the following goals.

e Effectiveness. By convention, Attack Success Rate
(ASR) is used to assess the effectiveness of a back-
door attack. For classification tasks, ASR is defined
as the accuracy of a model in classifying data embed-
ded with a backdoor trigger into the target label as-
sociated with this trigger. The DPOT attack aims to
cause the global model in each FL round to misclassify
data embedded with a backdoor trigger, generated in
the previous round, into a target label. Our effective-
ness goal is for the global model to achieve an ASR
of over 50% in the final round and even maintain an
average ASR of over 50% across all rounds.

e Stealthiness. The stealthiness goal of a backdoor at-
tack is to maintain the Main-task Accuracy (MA) of
the global model at a normal level, ensuring the func-
tionality of the global model on its main-task data.
Specifically, we require that the compromised global
model resulting from our attack has a similar MA (£
2 percentage points) compared to a global model that
has not been subjected to any attacks.

4 DPOT Design

4.1 Overview

In each round of FL (e.g., the i-th round), DPOT attack
takes place after the malicious clients receive the global
model Wg(i) of this round but before they input their
local training data to the trustworthy training software.

Given a global model Wg(i) and a pre-defined target la-
bel y;, we optimize the pattern of a backdoor trigger
to increase the ASR of Wq(i). By poisoning malicious
clients’ local training data using this optimized trigger
() we expect that the global model of the next round
Wg(”l) will also exhibit a high ASR in classifying data
embedded with 7(?) into its target label y;.

To achieve this goal, we first construct a trigger train-
ing dataset by collecting data from malicious clients. Af-
ter changing the labels of all data in the trigger train-
ing dataset to be the target label y;, we compute the
gradient on each pixel of each image with respect to the
loss of Wg(i) in misclassifying each clean image into lable
yt. We determine trigger-pixel placements F; within the
pixel location space of an image by selecting riy;,. num-
ber of pixels that demonstrate largest absolute values
among the pixel-wise sum of gradients from all images.
Next, we optimize each pixel’s value in F; using gradient
descent, obtaining the trigger-pixel values V;. Finally,
we embed the optimized trigger defined by (Ey, V;) with
its target label y; into malicious clients’ local training
data at a certain poison rate.

4.2 Building a Trigger Training Dataset

At the beginning of the DPOT attack, we initially gather
all available benign data from the malicious clients’ local
training datasets and assign a pre-defined target label y;
to them. We refer to this new dataset, which associates
benign data with the target label, as the trigger training
dataset D.



4.3 Optimizing Backdoor Trigger

Formulating an optimization problem: We use the
trigger training dataset to generate a different backdoor
trigger for each round’s global model. The optimization
process operates independently across the rounds of FL,
implying that generating a backdoor trigger for the cur-
rent round’s global model does not depend on any infor-
mation from previous rounds. Therefore, in this part,
we introduce the trigger optimization algorithms within
a single round of FL.

In the image classification context, consider the global
model W as input and all pixels within an image as the
parameter space. Our approach aims to find a subset
of parameters that have the most significant impact in
producing the malicious output result (i.e., target label),
and subsequently optimize the values of the parameters
in this subset for the malicious objective (i.e., a high
ASR). In the end, the pixels in this subset with their
optimized values will serve as a backdoor trigger. This
trigger will increase the likelihood that an image con-
taining it will yield the malicious output when employ-
ing the same model W, for inference. The optimization
objective to resolve the above problem can be written as
formula [I1

1
mjn WZDEZDLOSS(W!](IQT)’yt)? (1)

where 7 represents the backdoor trigger composed of
trigger-pixel placements F; and trigger-pixel values V;.
The objective is to minimize the difference between the
target label y; and the output results of the global model
W, when taking the backdoored images as input, which
can be quantified by a loss function. The symbol ® rep-
resents an operator to embed the backdoor trigger 7 into
a clean image z, whose definition is further described in
of Section |5, To enhance generalization performance
of the optimized backdoor trigger, we employ all images
in the trigger training dataset D as constraints and try
to find a backdoor trigger that takes effect for all of these
images.

Solving the optimization problem: To solve the
above optimization problem, our approach employs two
separate algorithms: one for computing the trigger-pixel
placements E; (see Algorithm 1), and the other for opti-
mizing the trigger-pixel values V; using F; as input (see
Algorithm 2).

Compute trigger-pixel placements E;. In Algo-
rithm 1, we select pixel locations that contain the largest
absolute gradient values with respect to the backdoor
objective (1) as the trigger-pixel placements.

Algorithm 1 takes several inputs, including the global
model Wy, the trigger training dataset D, the target

Algorithm 1 Computation for Trigger-pixel Place-
ments

Input: Wy, D, y;, trige

Output: FE,

: Vo € Dy, + Wy(x).

L+ ﬁ erD(yz - yt)z'

Ve e D:d, + %.

§ < abs(d_,cp Oz)-

0y < flatten 0 into a one-dimensional array.

S <« argsort(dy).{Store the sorted indices (descending

sort) }

7: E¢ < S[: trisize]. {Top trisize indices are trigger place-
ments}

8: E; + transform from one-dimensional indices to indices
for x € D.

9: return F;

label y;, and a parameter trig;,. that specifies the trig-
ger size. The trigger size trig;,. determines the number
of pixel locations we will choose. The output of the
Algorithm 1 is the trigger-pixel placement information
denoted as F;.

Starting from line 1 and line 2, we first calculate the
loss of the global model Wy in predicting clean images
in dataset D as the target label y;, where we show Mean
Square Error (MSE) as an example loss function. Next,
we compute the gradient of the loss with respect to each
pixel in each image and store the values of gradients in
each image z in ¢, (line 3). After summing up ¢, per
pixel and take the absolute value of the results, we ob-
tain an absolute gradient value matrix with the same
shape as an individual image in dataset D (line 4). To
better describe how we sort elements in § by their values,
we first flatten ¢ into a one-dimensional array d; (line 5),
and then sort elements in this array in descending order
and store the sorted indices in an array S (line 6). The
top trisie number of indices are the trigger-pixel place-
ments of interest, but before returning these indices, we
transform them from indices for a one-dimensional array
to indices for a matrix of an image’s shape in dataset D
(line 7 line 8).

Optimize trigger-pixel values V;. In Algorithm 2,
we optimize the values of the trigger pixels defined in E}
using a learning-based approach.

Algorithm 2 requires the following inputs: the trigger-
pixel placements F;, the global model Wy, the trigger
training dataset D, and the target label y;. Additionally,
it uses two training parameters: the number of training
iterations n;., and the learning rate . The output
produced by Algorithm 2 is the trigger-pixel value infor-
mation denoted as V;.

The first step of each iteration is making a copy
dataset D’ of D (line 2) so that the optimized trigger



Algorithm 2 Optimization for Trigger-pixel Values

Inp]-It: Et7 Wg7 Da Yty Niter, Y
Output: V;

1: for iteration < 1 to Nz, do
D'+ D.
if iteration = 1 then

‘/t — qu ZzED/ €Z.
else if iteration > 1 then

Vre D : SC[Et] — ‘/t[Et]
end if
Vo e D' @y, + Wy(x).
L 157 Lwep (Vo — ye)*.

© % NS g o ed

10: Vo eD :6, + 2.

1: 04> cp s

122 Vi|Ey] < (Vi — - 6)[Ey].
13: end for

14: return V;

of each iteration can always be embedded into clean
data. In the first iteration, we initialize the trigger-pixel
value matrix V; by taking the mean value of all images
in dataset D’ along each pixel location (line 4). Then,
we calculate the loss of the global model W, in predict-
ing images from D’ as the target label y; (line 8, 9).
Next, we compute the gradients of the loss with respect
to each pixel in each image in dataset D’ and store the
values of gradients in each image x in d, (line 10). The
gradient matrix § is obtained by summing up J, along
each pixel location (line 11) (but not need to take the
absolute value as Algorithm . After that, we use the
gradient descent technique with v as the learning rate
to only update the values of pixels within the trigger-
pixel placements F; (line 12) and assign those new val-
ues to the trigger value matrix V;. For all iterations after
the initial one, we consistently replace pixels within the
trigger-pixel placements F; of each image with their cor-
responding values in the trigger value matrix V; (line 6).
The steps of line 6 and line 12 ensure that the only vari-
ables influencing the loss result are the pixels specified
by Et-

4.4 Poisoning Malicious Clients’ Train-
ing Data

The last step of our attack is to poison malicious clients’
local training data using the optimized trigger 7 =
(Ey, Vi) and its target label y; by a certain data poi-
son rate. The data poison rate can be specified on a
scale from 0 to 1, while smaller data poison rate induces
stealthier model updates, making them more difficult for
defenses to detect and filter. In the following, we set the
data poison rate to 0.5 for all experiments.

5 Theoretical Analysis

In this section, we delve into the reasons behind DPOT’s
ability to successfully bypass state-of-the-art defenses,
and analyze the improvements of an optimized trigger
generated by our algorithms in assisting backdoor at-
tacks, compared to a fixed trigger.

We use a linear regression model to explain the in-
tuition of this work. Consider a regression problem to
model the relationship between a data sample and its
predicted values. We define x € D'*", where D is a
convex subset of R as a data sample, and the vector
§ € R1X™ as its target values. The model 3 € R*X™
that makes 8 = ¢ is what we want to solve.

For any given data x, a backdoor attack is aiming to
make the model g fit both the benign data point (z, )
and the corresponding malicious data point (xy,y:). We
use y; € R1X™ to represent the backdoor target values
and specify that y, # 4. =, € DX is the data x em-
bedded with a trigger 7 by the following operation.

xy = x(I,, — Ey) + Vi Ey, (2)

where V; € D'X" is a vector storing the trigger 7’s
value information, and E; € {0,1}"*" is a matrix iden-
tifying the trigger 7’s location information. FE; spec-
ifies the location and shape of the trigger, defined as
E, = diag(dy,ds, ...,dy),d; € {0,1}, where Y7 | d; = k.
Here, k defines the number of entries in the original z
that we intend to alter. The abbreviation diag(-) stands
for a diagonal matrix whose diagonal values are specified
by its arguments. I,, is an n x n identity matrix.

Definition 5.1. (Benign Loss and Benign Objec-
tive) Let © € D" be a benign data sample, §j € RIX™
be the predicted value of x, and 8 € R™*™ be the predic-
tion model. The loss to evaluate the prediction accuracy
of B on the benign regression is

L(z,g) =l =8 -3 3 - 3)

The optimization objective to solve for 8 for this benign
task is
mﬁin L(z,9). (4)

Definition 5.2. (Backdoor Loss and Backdoor
Objective ) Let x; be a backdoored data sample em-
bedded with a trigger 7(Vi, Ey,y). Let f € R™ ™ be
the prediction model. The loss to evaluate the prediction
accuracy of B on the backdoor regression is

Lz, y) =l xe8— e |I3 - (5)

The optimization objective to solve for B for the backdoor
task that considers both benign data and backdoor data
18

mﬁin (1 —a)L(z,9) + al(xt,y),0 < a < 1. (6)



The FL global model learns backdoor information only
when it integrates malicious clients’ model updates that
were trained for the backdoor objective. Due to the im-
plementation of robust aggregation, backdoor attackers
have to ensure their model updates have limited diver-
gence from those trained on benign data to avoid being
filtered out by defense techniques. We term this inten-
tion as the concealment objective.

To formulate the above problem, we use gradients of
optimizing the benign objective (Gy,) and gradients of
optimizing the backdoor objective (Gpq) with respect to
a same model 8 to represent model updates of a benign
client and a malicious client respectively. We then use
cosine similarity as a metric to evaluate the difference
between Gy, and Gpq, since it is a widely used metric
in the state-of-the-art defenses [B 26 33 12] to filter
malicious model updates.

Gy, and Gy are computed by

G = 22D, (7a)
Gyt — o((1 - a)L(x,gﬁ) + aL(zt, yt)) . (7h)
The concealment objective is
max CosSim(Gppn, Gpq)- (8)
The optimization objective used in DPOT attack is
‘lgllEnt | ((In — Er) + ViE)B — i |l - (9)

Proposition 5.1. Given a model 8 and a data sample x
with its benign predicted value § and a backdoor predicted
value y;, the optimization of objective (@ s a guarantee
of the optimization of objective (@)

Proof. See proof in Appendices O

Proposition offers a theoretical justification for
DPOT’s ability to prevent malicious clients’ model up-
dates from being detected by a commonly used metric
considered in state-of-the-art defenses. In Proposition
and Proposition we demonstrate that an opti-
mized trigger (7) generated by learning the parameters
of a given model 3 is more conducive to achieving the
concealment objective compared to a trigger (75) with
fixed value, shape, and location.

Proposition 5.2. For any fized trigger 7¢(Vy, Ev,yt)
with specified trigger wvalue Vi, trigger location Ei,
and predicted value y;, there exists a backdoor trigger
%(‘;},Et,yt) that has the same y;, but optimizes the V;
and E; with respect to a model 3, which can result in a
smaller or equal backdoor loss on model B compared to

Tf-
Proof. See proof in Appendices [B-3] O

6 Experiments
6.1 Experimental Setup

Datasets and global models: We evaluated DPOT
on four classification datasets with non-IID data dis-
tributions: Fashion MNIST, FEMNIST, CIFARI10, and
Tiny ImageNet. Table [I] summarizes their basic infor-
mation and models we used on each dataset.

Table 1: Dataset description

Dataset #clasy #img| img size Model #params
Fashion 28 x 28 2 conv 3
MNIST 10 70k grayscale fc ~1.5M
FEMNIST| 62 | 33k | 20X28 | Zeonw2 1 g ey
grayscale fc
CIFARI0 | 10 | 60k | 3232 | ResNetis | ~11M
color
Tiny Im-} o5 | 100k | 6420 | vagir | ~a3sm
ageNet color
Comparisons: As DPOT is exclusively a data-

poisoning attack, we compared it with existing attacks
where all the non-data-poisoning components were re-
moved. To be specific, we only implemented the trigger
embedding part introduced in existing attacks, while dis-
regarding any model-poisoning techniques such as objec-
tive modification, alterations to training hyperparame-
ters, or scaling up malicious model updates.

We compared DPOT with three existing attacks as
described below.

e Fixed Trigger (FT). Following recent research on
backdoor attacks on FL [2][39] [5 [1], pixel-pattern trig-
gers are typical backdoors applied in image classifica-
tion applications. A pixel-pattern trigger is a defined
arrangement of pixels with specific values and shape,
placed at a particular location within images. We used
a global pixel-pattern trigger with fixed features (val-
ues, shape, and placement) for all experiments in this
attack category.

e Distributed Fixed Trigger (DFT). Inheriting the
definition of the pixel-pattern trigger, DBA [39] slices
a global pixel-pattern trigger into several parts and
distributes them among different malicious FL clients
for data poisoning. The Attack Success Rate for this
attack category is evaluated based on the global pixel-
pattern trigger.

e A3FL Trigger. A state-of-the-art attack in FL,
A3FL [44], proposed adversarially optimizing the trig-
ger’s value using a local model that continuously un-
learns the optimized trigger information. The shape
and placement of the A3FL trigger stay fixed during
optimization. We compare their methods on CIFAR10
dataset as it is the only available configuration in their
open-source project.



The visualization of various trigger types are demon-
strated in Figures[6] [7] [§] and

Defenses: We evaluated backdoor attacks in FL sys-
tems employing different state-of-the-art defense strate-
gies against backdoor attacks. We selected defense base-
lines based on two criteria: 1) Defenses provided accessi-
ble proof-of-concept codes to ensure accurate implemen-
tation of their proposed ideas; 2) Defenses either claimed
or were proven by existing research to have defense ef-
fectiveness against backdoor attacks in FL.

We presented the evaluation results of 10 defense
strategies that rely solely on server-side execution in
Section [6] Detailed descriptions of these defenses were
presented in Appendices [C} The evaluation results of
defenses requiring client-side execution, Flip [45] and
FRL [25], were demonstrated in Appendices [E|and Ap-
pendices [F] due to space limitations.

Evaluation metrics: We considered three metrics to
evaluate the effectiveness and stealthiness of backdoor
attacks when confronted with different defense strate-
gies.

Final Attack Success Rate (Final ASR). This
metric quantifies the proportion of backdoored test im-
ages that were misclassified as the target label by the
global model at the end of training. In order to reduce
the testing error caused by noise on data or model so as
to maintain the fairness of comparison, we tested ASR
on the global models of the last five rounds and took
their mean value as the Final ASR.

Average Attack Success Rate (Avg ASR). We
initiate the attack from the first round of FL train-
ing. Since the attack cycle of DPOT spans just a single
round, we introduced Avg ASR to assess the average
attack effectiveness across all rounds during the FL pro-
cess. To evaluate ASR for an individual round, we poi-
son test data with the optimized trigger 7(*) which is gen-
erated using the current-round global model Wg(i) and
test its ASR on the next-round global model Wg(i+1).
We took the average of the ASR of all rounds in the
FL process as the Avg ASR. The implication of a high
Avg ASR of an attack is that this attack had consistently
significant effectiveness during the whole FL process, en-
suring a high Final ASR no matter when the FL process
ended.

Main-task Accuracy (MA). We evaluate this met-
ric by testing the accuracy of a global model on its clean
main-task test dataset. A backdoor attack is seen to be
stealthy if its victim model does not show a noticeable
reduction in MA compared to the benign model.

FL configurations: The FEMNIST dataset [4] pro-
vides each client’s local training data with a naturally
non-IID guarantee. For Fashion MNIST, CIFAR10, and
Tiny ImageNet datasets, we distributed training data
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to FL clients using the same method introduced by
FLTrust [5], where we set the non-IID bias to be 0.5.

For all datasets training experiments, we used SGD
optimization with CrossEntropy loss. In the experi-
ments on Tiny ImageNet, we set the mini-batch size to
64, while for the other datasets, we set it to 256. Each
FL client trained a global model for n¢poer, = 5 local
epochs with its local data in one global round.

For training Fashion MNIST and FEMNIST datasets,
we used a static local learning rate (Ir) of 0.01. For
training the larger and more complicated datasets such
as CIFAR10 and Tiny ImageNet, we applied the learning
rate schedule technique following the instructions in the
related machine learning works [16] [34] to boost DNN
models’ performance.

Attack configurations: In our algorithm [2] for train-
ing a trigger value, we set the number of training itera-
tions to n;er = 10, which proved sufficient for obtaining
the optimal trigger values. The learning rate ~ started
from 5 and was halved when the training loss increased
compared to the previous iteration.

Table 2 shows the default settings of DPOT attack
for experiments. In particular, we consider the following
attributes that are critical for attack effectiveness.

Table 2: Default Settings

Fashion Tiny
MNIST FEMNIST CIFAR10 ImageNet
Trigger 64 25 25 64
Size
Round 300 200 150 100
Number of 100 100 50 50
Clients
MCR 0.05
Local Data
PoisonRate 0.5

Trigger size. We defined trigger size for different
datasets according to the following three criteria. First,
a trigger of the defined trigger size should not be able to
cover important details of any images and lead humans
to misidentify the images from their original labels. To
show that we follow this criteria, we demonstrated poi-
soned images from different datasets that are embedded
with DPOT triggers, as shown in Figure [d] and [] Sec-
ond, on basis of the first criterion, we adjust trigger size
to match the image size and the feature size of different
datasets. Specifically, if a dataset contains images with
high resolution (large image size), then a large trigger
size is needed to effectively match it (Tiny ImageNet
vs. CIFAR10). If images in a dataset contain large vi-
sual elements or patterns, then a large trigger size is
needed to effectively match it (Fashion MNIST vs. FEM-
NIST). Third, we found that when using models with
deep model architectures or having large number of pa-



rameters, a small trigger size is sufficient for conducting
DPOT attack (CIFAR10 vs. Fashion MNIST).

Round. We determine the number of training rounds
for each dataset by measuring the convergence time on
an FL pipeline using FedAvg as the aggregation rule.
Convergence is considered achieved when the test accu-
racy on the main task stabilizes within a range of 0.5 per-
centage points over a period of five consecutive rounds
of training.

Number of clients. The number of clients varies
across different datasets due to a balance between our
available computational resources and the size of the
datasets/models. All clients participate in the aggre-
gation for each round of FL training.

MCR. Malicious Client Ratio (MCR) is a parame-
ter defining the proportion of compromised clients com-
pared to the total number of clients in each-round ag-
gregation. We consider 5% as the default MCR (for
FL systems having 50 clients, 2 of them are malicious
clients), which is smaller than the state-of-the-art at-
tacks [44] 22] [T0] that require at least 10% of clients to
behave maliciously during aggregation.

Local data poison rate. It indicates the proportion
of data manipulated by a backdoor attack relative to the
total data available on each malicious client.

Experiment environment and code: We conducted
all the experiments on a platform with multiple NVIDIA
Quadro RTX 6000 Graphic Cards having 24 GB GPU
memory in each chip and an Intel(R) Xeon(R) Gold 6230
CPU @2.10GHz having 384 GB CPU memory. We im-
plemented all the algorithms using the PyTorch frame-
work. We will open-source this project after its publica-
tion.

6.2 Experimental Results
6.2.1 Representative Results

In this section, we presented the performance of DPOT
attack under 10 defense methods and compared our re-
sults with two widely-used data-poisoning attacks.

The effectiveness of an attack is measured using the
ASR metric, as shown in Figure[)] Results indicate that
the DPOT attack consistently achieves a final ASR ex-
ceeding 50% across all considered defense methods, re-
gardless of the dataset’s characteristics such as imgae
size and number of images. Additionally, the DPOT at-
tack also exhibits a considerable average ASR in each
attack practice, indicating its malicious effect on each-
round global model. The stealthiness of an attack is
assessed using the MA metric, as indicated in Table [8]
We established a baseline MA for each defense method
on every dataset by measuring the final MA achieved
in an attack-free FL training session employing the re-
spective defense. Upon comparing the baseline MA of
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Figure 5: Representative results on four different

datasets are provided. The attack settings correspond
to the default settings outlined in Table @

various defenses to that of FedAvg, we observed that cer-
tain defenses, such as Multi-Krum on most of datasets
and FLAME on Tiny ImageNet, failed to achieve simi-
lar convergence performance as FedAvg under the same



training conditions. Defenses with deficient baseline MA
are less likely to be adopted in practice. The results pre-
sented in Table[indicate that the DPOT attack success-
fully maintains the MA of victim global models within
a 2 percentage-point difference range compared to the
corresponding baseline MA values.

In comparison to FT and DFT attacks, the DPOT at-
tack demonstrates superior attack effectiveness in com-
promising existing defenses. As illustrated in Figure [5]
the DPOT attack consistently demonstrates a higher Fi-
nal ASR compared to FT and DFT attacks and also
achieves a significantly better Average ASR.

6.2.2 Comparison to A3FL Trigger

Final ASR | Average ASR MA
Ours A3FL | Ours A3FL | Ours A3FL
FedAvg 100 48.9 | 98.5 38.1 70.7  70.6
Median 100 32.9 | 96.1 24.0 69.1 69.1
Trimmed Mean | 100 35.0 | 88.6 23.5 70.4  69.9
RobustLR 100 46.2 | 98.6 40.7 70.1  T71.2
RFA 100 24.7 | 97.8 23.8 70.7  70.2
FLAIR 62.3 13.2 | 50.7 12.5 70.6  70.7
FLCert 99.2 39.0 | 88.3 28.4 70.0 69.9
FLAME 59.8 13.7 | 56.0 32.1 70.3 70.1
FoolsGold 100 46.9 | 98.5 38.0 71.0 70.8
Multi-Krum 100 33.4 | 98.7 29.5 63.0 62.8

Table 3: Comparison results with A3FL attack on CI-
FARI10.

In this section, we compared the performance of
DPOT attack with the A3FL [44] attack. We imple-
mented the A3FL attack by faithfully replicating the
attacker’s actions as designed by A3FL, with reference
to their open-source project. We evaluated the effective-
ness of A3FL attack against 10 defense strategies within
our FL configurations and attack settings (refer to Ta-
ble [2).

The results in Table Bl demonstrate that our attack
achieved significantly higher ASR values in both the fi-
nal and average metrics compared to the A3FL attack.
This suggests that the optimized triggers generated us-
ing our algorithms are more effective in compromising
FL global models through data poisoning compared to
those generated using A3FL’s techniques. Additionally,
we observed that the ASR results of A3FL were even
worse than those of FT and DFT (as shown in Figure[5))
in our experiment settings. This implies that dynami-
cally changing the backdoor objective may not enhance
the effectiveness of backdoor attacks compared to main-
taining a static backdoor objective if it can not align to
the benign objective effectively.
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6.2.3 Analysis of the DPOT working principles

In this section, we analyzed the attack effectiveness of
each component of the DPOT attack’s working princi-
ples and report evidence that it effectively conceals ma-
licious clients’” model updates, thereby getting them in-
tegrated into the global models through aggregation.
In the i-th round, DPOT generates a trigger 7(9 by
optimizing its shape, placement and values to make the
global model of this round Wg(i) achieve a maximum
ASR. However, what we were truly interested in is its
ASR on the global model after the i-th round aggrega-
tion, which is the next-round global model denoted as
Wg(”l). The attack effectiveness of the trigger 7() on

the global model Wg(Hl) stems from two factors:

1. Trigger Optimization: Trigger optimization us-
ing Wq(l) results in an improvement of the trigger’s
ASR on Wg(ZH) due to the small difference between
W, and W, .

2. Concealment of Model Updates: Model updates
that were trained on data partially poisoned by 7%
exhibit small differences from those were trained on
data without poisoning. Therefore, they were ag-
gregated into Wg(i"'l) and made Wg(i"’l) incorporate
backdoored model parameters.

In the following, we explain how we designed experi-
ments to study the impact of each factor, and analyzed
the experiment results.

Experiment design: To assess the attack effectiveness
solely brought by Trigger Optimization, we eliminated
any effects produced by data poisoning. Specifically, we
set all clients in the FL system to be benign, ensuring
that the next-round global model, denoted as Wg(iﬂ),
aggregated benign model updates only. In the mean-
time, we still collected data from a certain number of
clients and optimized a trigger 7() for Wg(i). Then, we
tested Wg(iﬂ) on a testing dataset in which all images are
poisoned with the trigger 7(*) to obtain an ASR. This
ASR evaluates the attack effectiveness achieved by the
current-round optimized trigger 7(*) on the next-round
global model Wg(iﬂ), which does not contain any model
updates learned from backdoor information.

To assess the attack effectiveness brought by Conceal-
ment of Model Updates, we introduced malicious clients
into the FL system and therefore the global model, de-
noted as W(](Hl), was allowed to aggregate model up-
dates submitted by malicious clients. In this system,
malicious clients partially poisoned their local training
data (aligning with default settings in Table[2)) using the
trigger 7(*) that was optimized for Wg(i),
ducted their local training. We tested the

and then con-

Wéiﬂ) on the



Fashion
MNisT | FEMNIST | CIFAR10
ASR type | Final Avg|Final Avg|Final Avg
FedAve ASR | 588 45.1|54.0 28.6| 55.6 50.9
ASR | 97.7 69.1] 99.7 92.9| 100 98.5
Median ASR | 579 382|180 17.5| 56.6 48.7
ASR | 97.8 61.7| 954 81.2| 100 96.1
Trimmed  ASR | 31.6 29.7| 242 25.6| 55.6 40.9
Mean ASR | 944 56.0|95.2 84.3| 100 88.6
ASR | 70.2 47.2| 28.8 27.3| 60.1 47.3
RobustLR — sp | 992 62.8] 99.3 93.0100.0 98.6
RFA ASR | 780 464|189 13.4| 574 46.1
ASR | 97.7 62.0] 98.3 95.9|100.0 97.8
ASR | 42.2 36.2|23.0 29.6| 54.1 45.9
FLAIR ASR | 85.3 50.1| 88.7 72.7| 62.3 50.7
FLCert ASR | 49.6 39.7|27.7 34.6| 48.7 46.7
ASR | 95.2 57.9| 97.1 86.7| 99.2 88.3
ASR | 38.0 26.2|34.7 35.7| 28.1 51.0
FLAME ASR | 71.1 434992 86.1| 59.8 56.1
Fools- ASR | 54.2 50.3| 57.0 43.7| 35.5 35.6
Gold ASR | 989 685|99.6 95.2| 100 98.5
Multi- ASR | 60.6 45.4| 31.7 28.7| 49.7 36.1
Krum ASR | 99.9 63.6] 99.7 92.0| 100 98.7

Table 4: ASR under different attacking conditions. ASR
assesses the attack effectiveness of “Irigger Optimiza-
tion” alone, while ASR assesses the combined effective-

ness of both “Trigger Optimization” and “Concealment
of Model Updates”.

testing dataset that was also poisoned by 7 to obtain
an ASR. We evaluated the attack effectiveness of Con-
cealment of Model Updates by measuring the increase
in ASR c/ozn/pared to the previous setting, calculated as
(ASR — ASR). This metric reveals how much the mali-
cious clients’ model updates influenced the global model
i éiH) to achieve a higher ASR compared to Wg(iﬂ).
Experiment results: Table [4f shows results of ASR
and ASR over 10 different defense methods. We used
same settings as in Tablefor testing ASR, and kept the
S;IZE/ of trigger training dataset consistent when testing
ASR. .

The results of ASR in Table |Z| show that different
defense methods resulted in very different ASR even
for the same learnigg_/task of a dataset. The reason
for the variance of ASR is the gap between Wg(i) and

Wé“” were different when implementing different de-
fense methods. According to the recent studies [22] [44],
if the gap between consecutive rounds of global models
in an FL system is smaller, Trigger Optimization will be
more effective in its attack.

The results of ASR in Table |4| show that the pres-
ence of malicious clients’ model updates consistently en-
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hances ASR compared to ASR across all defense meth-
ods on different datasets. We consider this enhancement
as an evidence of the statement that the attack effective-
ness of DPOT comes from both Trigger Optimization
and Concealment of Model Updates, with the latter one
playing a critical role in producing a high ASR.

A general hypothesis made by the state-of-the-art de-
fenses against backdoor attacks in FL is that malicious
clients’ model updates have a distinct divergence from
benign clients’ model updates. However, as indicated
by the results in Table [4] DPOT effectively conceals the
model updates from malicious clients amidst those of
benign clients, eluding detection and filtering by state-
of-the-art defenses. Consequently, defenses formulated
based on this broad hypothesis will inherently struggle
to defend against DPOT attacks.

6.2.4 Impact of Malicious Client Ratio (MCR)

In this section, we evaluated the impact of different Mali-
cious Client Ratios (MCR) on the attacking performance
of DPOT attack. We assumed that the number of ma-
licious clients in the FL system should be kept small
(< 30%) for practical reasons. We varied the MCR
across four different settings (0.05, 0.1, 0.2, and 0.3)
while keeping other settings consistent with those in Ta-
ble 2] We experimented over 10 different defenses on
the learning tasks of the CIFAR10 datasets and com-
pare DPOT’s results with FT and DFT.

Tables || presents the evaluation results of attack ef-
fectiveness. DPOT exhibited a dominant advantage
over FT and DFT when the MCR is small (0.05 and
0.1). However, this advantage diminished with increas-
ing MCR, indicating that when a sufficient number of
malicious clients present in FL, even FT and DFT can
achieve respectable ASR against certain defense strate-
gies. In most cases, the ASR for all attacks continued
to rise as the MCR increased, with the exception of
FLAME. Results obtained with FLAME indicate that
the number of malicious clients did not significantly im-
pact its defense effectiveness.

Table [9] presents the Main-task Accuracy results for
each experiment considered in this section. All MA re-
sults for different attacks remain similar to the baseline
MA, indicating the correct implementation of each at-
tack.

6.2.5 Impact of Trigger Size

Trigger Size, determining how many pixels in an image
we can alter, is an important parameter for DPOT at-
tack. Larger trigger size generally results in a better
optimization performance. However, it is essential to
strike a balance because an excessively large trigger size
will make a trigger obscure important details of images,
making the trigger easier to perceive by humans. In this



Final ASR Average ASR

MCR 0.05 0.1 0.2 0.3 0.05 0.1 0.2 0.3
Ours FT DFT|Ours FT DFT|Ours FT DFT|Ours FT DFT||Ours FT DFT|Ours FT DFT|Ours FT DFT|Ours FT DFT
FedAvg 100 100 93 [100 100 100|100 100 100|100 100 100[| 99 88 50 [ 99 96 88 [ 99 99 92 | 99 100 97
Median 100 81 72 [100 100 97 |100 100 100|100 100 100 || 96 47 42 | 97 79 63 | 99 97 82 | 99 98 93
Trimmed Mean[100 95 38 | 100 100 99 [100 100 100|100 100 100|[ 89 59 23 | 98 82 69 | 99 94 85 | 99 99 92
RobustLR | 100 100 100|100 100 100 | 100 100 100|100 100 100|[ 99 94 87 | 99 98 94 [99 99 98 | 99 99 99
RFA 100 100 98 [100 100 100|100 100 100|100 100 100[| 98 81 55 [ 99 95 90 [ 99 99 97 | 99 99 98
FLAIR 62 15 10 | 58 25 9 |67 27 22 | 82 33 40 |[[51 14 10 |64 24 9 | 68 24 16 | 84 42 30
FLCert 99 93 34 [100 100 95 |100 100 100|100 100 100 || 88 60 21 | 98 87 60 | 98 94 83 | 99 99 91
FLAME 60 19 17 |52 18 51 |50 16 16 | 55 19 16 || 56 18 14 | 66 19 34 | 53 19 16 | 70 23 43
FoolsGold | 100 100 94 | 100 100 100|100 100 100|100 100 100|[ 98 88 53 | 99 97 87 | 99 99 95 | 99 99 98
Multi-Krum | 100 100 100]100 100 100 | 100 100 100[100 100 100|[ 99 99 83 | 99 100 98 | 98 100 99 | 99 100 100

Table 5: The effects of malicious client ratio on the effectiveness of different attacks (CIFAR10).
Final ASR Average ASR

Trigger Size 9 25 49 100 9 25 49 100
Ours FT DFT|Ours FT DFT|Ours FT DFT|Ours FT DFT||Ours FT DFT|Ours FT DFT|Ours FT DFT|Ours FT DFT
FedAvg 100 94 49 [100 100 93 [100 100 91 [100 100 77 || 95 60 28 [ 99 88 50 | 99 90 59 | 99 93 52
Median 97 23 12 [100 81 72 [100 95 25 |100 99 46 || 66 21 12 | 96 47 42 | 98 66 17 | 99 82 29
Trimmed Mean| 98 51 14 [100 95 38 [100 99 43 [100 100 74 |[ 71 29 13 [ 89 59 23 | 99 74 27 | 99 79 44
RobustLR | 100 100 100 | 100 100 100 [100 100 98 100 100 99 |[[ 95 91 69 | 99 94 87 | 99 94 77 | 99 95 82
RFA 100 100 99 | 100 100 98 |100 100 100[100 100 98 || 93 79 56 | 98 81 55 | 99 81 71 | 99 90 73
FLAIR 27 14 14 [ 62 15 10 [ 89 22 15 | 99 24 14 |[ 24 14 13 [ 51 14 10 | 84 22 15 | 98 16 13
FLCert 99 38 14 | 99 93 34 [100 88 51 [100 100 49 || 78 26 13 [ 88 60 21 | 99 59 23 [ 99 78 33
FLAME 21 18 12 [ 60 19 17 [100 12 11 [100 33 31 |[ 35 17 12 |56 18 14 | 84 17 11 | 90 31 24
FoolsGold | 100 100 43 [100 100 94 [100 100 98 |100 100 81 [[ 93 72 23 | 98 88 53 | 99 94 69 | 99 94 55
Multi-Krum | 100 100 15 [ 100 100 100 | 99 100 100|100 100 100 |/ 99 99 11 [ 99 99 83 [ 99 99 95 | 99 99 97

Table 6: The effects of trigger size on the effectiveness of different attacks (CIFAR10).

section, we assessed the impact of different trigger sizes
on the performance of different attacks. We explored
trigger sizes across four different settings (9, 25, 49, and
100) while maintaining other settings in accordance with
those outlined in Table 2|

Tables [6] shows that DPOT maintained a significant
advantage in ASR over FT and DFT across various trig-
ger sizes, ranging from small to large. According to the
results, we found that FT and DFT did not benefit from
larger trigger sizes in achieving higher ASR when en-
countering with robust aggregations that have advanced
defense effectiveness, such as FLAIR and FLAME. A
possible explanation on that is when malicious model
updates were trained on data poisoned with larger FT
or DFT triggers, they exhibited greater divergence from
benign model updates, making them more susceptible to
detection and filtering by defense mechanisms. In con-
trast, DPOT demonstrated a continuous improvement
in ASR as the trigger size increased.

Table [10] presents the Main-task Accuracy results for
each experiment considered in this section. Results in it
indicate all backdoor attacks achieved their stealthiness
goals during attacking.

7 Conclusion and Future Work

In this work, we proposed DPOT, a novel backdoor
attack method in federated learning (FL). DPOT dy-

14

namically adjusts the backdoor objective to conceal ma-
licious clients’ model updates among benign ones, en-
abling global models to aggregate them even when pro-
tected by state-of-the-art defenses. DPOT attack is easy
to implement, relying solely on data poisoning, yet it
poses a significant threat to existing defense methods.

Future work based on this paper includes extending
the research to other learning tasks beyond image clas-
sification, such as text generation. Additionally, the
time and computational costs of implementing our at-
tack were not discussed, as we assumed attackers could
use more powerful resources; thus, optimizing these as-
pects and developing timing-based defenses will be ex-
plored later. Lastly, designing defenses against back-
door attacks like DPOT will need to account for scenar-
ios where a malicious client’s model is indistinguishable
from its non-attacked model. It is also crucial to ensure
that defenses adhere to FL’s privacy-preserving princi-
ples, in line with the primitive version that attracted
users to FL.
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Appendices

A Additional Related Works
A.1 Clean-label attacks

Clean-label attacks [32] involve manipulating input
data with subtle perturbations while keeping labels un-
changed. Although this assumption aligns with scenar-
ios like Vertical Federated Learning [38] (VFL), where
participants possess vertically partitioned data with la-
bels owned by only one participant, our study does not
consider VFL as our attack scenario. Furthermore, we
focus on examining the effects of different backdoor trig-
gers on hiding malicious model updates rather than their
imperceptible characteristics. Therefore, discussions of
clean-label attacks are beyond the scope of our work.

A.2 Defenses with different privacy-
preserving properties

Recent defense works have introduced several unconven-
tional FL pipelines aimed at enhancing the security of
FL against various types of attacks. These novel archi-
tectures provide different levels of privacy protection and
often require additional techniques (e.g., Secured Multi-
party Computation) to ensure privacy for FL clients.
In light of these privacy considerations, we have chosen
to focus our analysis on the conventional FL structure
that was originally proposed in the concept of Federated
Learning [23]. Although defenses built on newly pro-
posed FL structures fall outside the scope of our main
comparison, we offer a discussion of these related works
in this section.

Clients’ private data were shared to the
server: Some approaches allow the server to have
access to a small portion of main-task data shared by
clients. To mitigate backdoor attacks, server-side de-
fense strategies use this data to either independently
train a model and use its updates as a reference for each
round of aggregation (e.g., FLTrust [5]), or to validate
clients’ model updates and eliminate those with abnor-
mal outputs (e.g., SSDT [24], SHERPA [30]). However,
both of these methods still rely on analyzing clients’
model updates, making them vulnerable to backdoor at-
tacks with dynamic objectives that conceal malicious up-
dates. FedREdefense [43] detects and filters out artificial
model updates by reconstructing distilled data shared
by clients, but this approach is not effective against
backdoor attacks where malicious clients genuinely train
their models on poisoned local data rather than fabri-
cating artificial updates.

Clients’ model updates were shared to each
other: Some approaches propose allowing clients to
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share their model updates with one another, rather than
just with the server. CrowdGuard [29] and FLShield [I7]
suggest that a subset of clients validate other clients’
model updates using their own data, assuming that ma-
licious clients’ updates would produce abnormal outputs
on benign data. However, this hypothesis fails when
malicious clients’ updates are indistinguishable from
non-backdoored updates, a state that can be achieved
through backdoor attack with optimized triggers. Fang
et al. [9] proposed a decentralized FL framework without
a central server, where clients exchange model updates
and apply Byzantine-robust aggregation using their own
updates as a reference. Like other defenses that rely on
analyzing clients’ model updates, this approach is also
vulnerable to backdoor attacks with optimized triggers.

B Proofs

B.1 Proof of Proposition

Proof. The gradient of benign loss (3) with respect to 8

is
IL(,9)

Gbn = T = 2$T(5175 —17)-
The gradient of backdoor loss with respect to § is
OL(z¢,yt)
Wi =""pg = 2af (x4 — i)

Gradients Gy, and Gpq defined by and can be

written as

Gbn = Ggon-
Gra = (1 — @) gpn + agpa-

The cosine similarity between Gy, and Gpq is

. ~ Gon - (1 — @) gbn + agpa)
CosSim(Gyy, Gpa) = [ gom | | (L= @)gom + Ogoa |

~ 9on - (9on + 725 90d)
| 9on ‘ : | Gon + %agbd |

One sufficiency to maximize C0sSim(Gpn, Gpq) is to
minimize the distance between gy, and gyn + 125 gbd,
which is

Ad :l Jon —

o
(gon + mgbd) |

— | gua |
= bd | -
1l-«a 9
Since « is a constant, minimizing Ad is equivalent to

minimizing | gpq |, which is bounded by

0 <[ goa |= 227 (@B —wu) [<2]€" |- | @B - |,
where e € R™™ consists of the largest edge of the
domain of z;, e.g. 17 if considering normalization.



Thus, the optimization objective is to decrease | gpq |
by minimizing its upper bound.

min | 28 — y; |,
which can be achieved by

. B . 2
min || (x(In — E) + ViE)B —ue |l -

B.2 Proposition

Proposition B.1. For any fized trigger 71(Vy, Ey, y1)
with specified trigger value Vi, trigger location E;, and
predicted value y, there exists an optimal backdoor trig-
ger %(V},Et,yt) that has the same E; and y; but opti-
mizes its Vi with respect to a model 3, which can result
in a smaller or equal backdoor loss on model B compared
to 7.

Proof. With a specified location E; and predicted value
yt, the optimization objective for minimizing backdoor
loss is

f= H‘l/in | (x(In — E) + ViE)B — v |I3

9% f
Ve =
0 for any V; € D" f: D" 5 R is a convex function.
Thus, there exists an optimal value V; for the objective

function f in the domain D**". O

Since V; € D*" where D is a convex domain and

B.3 Proof of Proposition

Proof. Assume the value of data x before embedding
a trigger is [z1, 22, ...,x,]. If an entry location in z is
able to reduce the backdoor loss of § by optimizing its
entry value more effectively than any individual entry
location within F;, we incorporate this location into E,.
After constructing a E,, we optimize value of entries
within E, to obtain the optimized trigger 7. We are
going to prove that constructing the trigger location E,
in this way results in the optimized trigger 7 always
outperforming the fixed trigger 7; in terms of backdoor
loss.

We use k to represent the number of trigger entries
that have been embedded into x. Assume the trigger
value V; is composed of [v1,va, ..., Up].

When k£ = 0, the backdoor loss is

L(ﬂf,yt)kzo :|| B — yi ||§ .

When k& = 1, we calculate a location of interest ¢ by
taking the largest absolute gradient of the L(zx,y;)k—0
with respect to all entry locations in x,

5L($7 yt)k:o ‘
Bxi ’

i = argmax |
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If the entry location ¢ is inside of F;, according to
Proposition there exists an optimal entry value v;
resulting in a smaller or equal backdoor loss compared
to v;. In this case, we save i as one of entry location in
E't.

If the entry location ¢ is outside of Ey, we have the
following observation:

For any entry location j inside of E;, we already know

| OL(x, yt) k=0 OL(x, yt) k=0 |
8351' axj '

=]
We use Gradient Descent optimization algorithm to
decrease loss by updating the entry value of the selected
location with a constant step size Av. When the selected
location is 4, the updated loss L(x*, y¢)k=1 will be

. OL(zx, =
L(‘T{z}ayt)kzl = L(l’ayt)kzo - wAM
T
and when the selected location is j, it is
) OL(x, =
L(x{]}vyt)k=1 = L(2, yt)r=0 — %AU-
J

It can be found that
Ly < LYYy gz

Therefore, 7 is a better entry location in reducing
backdoor loss compared to j when we constrain the up-
dating step size Av being static. After repeating the
optimization step iteratively, if we finally find the opti-
mal entry value ¥; resulting in a smaller backdoor loss
compared to v, then it must also outperform the fixed
value v; in V; according to Proposition If so, we
save i as one of entry location in E,. Otherwise, we save
j as one of location in E,.

By recursively operating the procedures across k =
2,3, ..., we will finally construct a E, in which every
entry location is proved to contribute a better attack
performance than entry locations defined in F;.

O

C Descriptions of Defenses

We implement our attack on FL systems integrated with
9 different defense strategies and provide a brief intro-
duction for each of them:

FedAvg [23], a basic aggregation rule in FL, com-
putes global model updates by averaging all clients’
model updates. Despite its effectiveness on the main
task, it is not robust enough to defend against backdoor
attacks in the FL system.

Median [42], a simple but robust alternative to Fe-
dAvg, constructs the global model updates by taking the
median of the values of model updates across all clients



Trimmed Mean [42], in our implementation, ex-
cludes the 40% largest and 40% smallest values of each
parameter among all clients’ model updates and takes
the mean of the remaining 20% as the global model up-
dates.

Multi-Krum [3] identifys an honest client whose
model updates have the smallest Euclidean distance to
all other clients’ model updates and takes this honest
client’s model updates as the global model updates. De-
spite its robustness to prevent the FL system from being
compromised by a minor number of adversaries, Multi-
Krum is not able to ensure the convergence performance
of the FL system on its main task when the data distri-
bution of clients is highly non-IID.

RobustLR [27] adjusts the aggregation server’s
learning rate, per dimension and per round, based on
the sign information of clients’ updates.

RFA [28] computes a geometric median of clients’
model updates and assigns weight factors to clients de-
pending on their distance from the geometric median.
Subsequently, it computes the weighted average of all
clients’ model updates to generate the global model up-
dates.

FLAIR [33] assigns different weight factors to clients
according to the similarity of the coefficient signs be-
tween client model updates and global model updates
of the previous round, and then takes the weighted av-
erage of all clients’ model updates to form the global
model updates. FLAIR requires the knowledge of exact
number of malicious clients existing in the FL system.

FLCert [6] randomly clusters clients, calculates the
median of model updates within each cluster, incor-
porates them into the previous round’s global model,
and derives the majority inference outcome from these
cluster-updated global models as the final inference re-
sult for the entire FL system. In our implementation, we
cluster clients into 5 groups, use FLCert inference out-
come for testing the Attack Success Rate, and employ
Median as the aggregation rule for updating the global
model in each round.

FLAME [26] first clusters clients’ model updates ac-
cording to their cosine similarity to each other, and then
aggregates the clipped model updates within the largest
cluster as the global model updates.

FoolsGold [13] reduces aggregation weights of a set
of clients whose model updates constantly exhibit high
cosine similarity to each other.

D Visualization of Triggers

D.1 Different types of trigger on images

We displayed different types of triggers on images from
the Tiny ImageNet dataset in Figures 8] [6] and [7] The
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Figure 6: FT trigger on Tiny ImageNet data. Train-
ing Data [6a] and [6D] are from different malicious
clients. Test Data is used to test ASR.

(a) Training Data

(b) Training Data (c) Test Data

Figure 7: DFT trigger on Tiny ImageNet data.
Training Data [Ta] and [TD] are from different malicious

(a) Training Data  (b) Training Data (c) Test Data

Figure 8: DPOT trigger on Tiny ImageNet data.
Training Data Ba] and [8D] are from different malicious
clients.

Test Data is used to test ASR.

(a) Training Data  (b) Training Data (c) Test Data

pattern of the FT trigger remains consistent across all
datasets. The DFT triggers shown in Figure [7] are
the same as those used for images from the CIFARI10
dataset, while for the Fashion MNIST and FEMNIST
datasets, DF'T triggers appear in black.

D.2 DPOT triggers on images from dif-
ferent datasets.

We displayed DPOT triggers generated for images from

different dataset in Figure[0] Our triggers are in a small

size that could not obscure important details of any im-
ages.

D.3 A3FL trigger on
FAR10

In Figure [I0] we showed triggers generated by A3FL’s
methods on images from CIFARI10.

images of CI-



FEMNIST

Fashion MNIST

Figure 9: DPOT triggers on images from different datasets.

D.4 Trigger evolution during training

In Figure[I3|and Figure[14] we demonstrated how DPOT
trigger changes during the FL training.

In Figure we showed one screenshot of the trig-
ger on a blank background in the same size of the ci-
farl0’s figure for every ten global rounds. These trigger
screenshots were collected during a DPOT attacking ex-
periment that trains ResNetl8 as the global model on
the CIFAR-10 dataset, with Trimmed Mean used as the
aggregation rule. Figure [T] displays the Main-task Ac-
curacy and Attack Success Rate of the global model over
150 global rounds in this experiment.

Similarly, in Figure we showed one screenshot of
the trigger on a blank background in the same size of
the Tiny ImageNet’s figure for every ten global rounds.
These trigger screenshots were collected during a DPOT
attacking experiment that trains VGGI11 as the global
model on the Tiny ImageNet dataset, with Trimmed
Mean used as the aggregation rule. Figure displays
the Main-task Accuracy and Attack Success Rate of the
global model over 100 global rounds in this experiment.

According to Figure and Figure the DPOT
trigger does not change drastically over rounds; instead,
it develops gradually and coherently. Since the DPOT
trigger is optimized based on the global model’s param-
eters, and the global model is in turn influenced by ma-
licious model updates backdoored by the DPOT trigger,
the DPOT trigger and the global model form a Markov
chain. During training, as the global model evolves co-
herently and gradually, the states of the DPOT trigger
evolve as well in the same pattern.

CIFAR10
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Tmy ImageNet

Figure 10: A3FL trig-
ger on images from
CIFARI0.

Global model’s accuracy on main/ backdoor tasks
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Figure 11: Global model’s accuracy in experiment of
getting trigger screenshots in Figure (CIFARIO,
ResNet18)
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Figure 12: Global model’s accuracy in experiment of get-
ting trigger screenshots in Figure (Tiny ImageNet,
VGG11)
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Figure 13: (CIFARI10, ResNet18) DPOT triggers on different rounds.
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(i) Round 90

Figure 14: (Tiny ImageNet, VGG11) DPOT triggers on different rounds.

(j) Round 100




E Evaluation of DPOT attack
against Flip [45]

Flip [45] is a client-side defense strategy where benign
clients perform trigger inversion and adversarial training
using their local data to recover the global model from
backdoors. In this section, we evaluate the effectiveness
of the DPOT attack against the Flip defense. We imple-
mented the DPOT attack by modifying the data prepa-
ration approach in Flip’s open-source project, replacing
it with the method used in this work, and injecting our
data-poisoning algorithms into a subset of clients. Ad-
ditionally, as DPOT is a pure data-poisoning attack, we
removed any additional steps in their project specified
to malicious clients but not existed in benign clients’
training, to ensure consistency between malicious clients
and benign clients in FL training. We selected Fashion
MNIST as the main-task dataset for our evaluation and
directly adopted Flip’s default experiment settings pro-
vided in their project - the total number of clients was
100 and 4% of them were malicious clients; the aggrega-
tion rule was set to FedAvg; the global model’s param-
eters were initialized by a pre-trained state. The size of
DPOT trigger was set to 64, consistent with our default
attacking settings.

We compared the performance of the DPOT attack
under two attack patterns provided by Flip’s project: 1)
Single shot: Each of the 4 malicious clients conducts
a one-time attack at the beginning of training. 2) Con-
tinuous: All 4 malicious clients continuously execute
the attack algorithms in every round during training.

Figure [I5] shows the performance of the DPOT attack
on an FL system using Flip as its defense, measured by
the Attack Success Rate (ASR). In the single-shot at-
tack pattern, DPOT maintains a stable ASR of around
15% across all training rounds, exceeding the random
guess accuracy of 10% for the 10-class dataset. In the
continuous attack pattern, DPOT achieves a significant
ASR, peaking at 80.03% during training and stabiliz-
ing around 40%, which is higher than the single-shot
pattern. These results indicate that Flip is vulnerable
to optimized triggers with varying appearances across
different rounds, because recovering from backdoors is
an after-effect strategy which is unable to stop new and
distinct backdoors from injecting into the model.

Figure illustrates the global model’s performance
on the main task data when using Flip as a defense while
under DPOT attack. We observed that employing Flip
reduces the global model’s main-task performance com-
pared to not using it. In our baseline experiment on
Fashion MNIST, with the same data distribution and
aggregation rule (FedAvg), the model achieved an 86.7%
MA. However, Flip’s global model achieved only 82.8%
MA at its best by the end, even with pre-trained model
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initialization. Additionally, under continuous attack by
the DPOT trigger, the global model’s MA further de-
clined compared to the less frequent attack pattern. This
raises concerns about Flip’s ability to maintain stable
and normal performance on the main task while effec-
tively defending against attacks.

Global model’s accuracy on backdoor task (DPOT)

[T I T T T T .
100 —— Single shot
g 80 —— Continuous |
> 60 -
)
3
5 40 :
S
< 20| .
\//\WWM
0 [ | | | | | |
0 20 40 60 80 100
Rounds

Figure 15: Global model’s Attack Success Rate under
DPOT attack when employed Flip as defense strategy.
(Fashion MNIST)
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Figure 16: Global model’s Main-task Accuracy under
DPOT attack when employed Flip as defense strategy.
(Fashion MNIST)

F Evaluation of DPOT attack
against FRL [25]

FRL [25] is a defense strategy where the server sparsi-
fies the value space of model updates, allowing clients
to vote on the most effective model updates based on
their local data. The server then aggregates only the
accepted votes while rejecting outliers to construct the
global model. In this section, we evaluate the effective-
ness of the DPOT attack against the FRL defense. Sim-
ilar to the experiment on Flip, we implemented our at-
tack on FRL’s open-source project by injecting our data-



poisoning algorithms into a portion of clients’ execution
and removing any inconsistent steps that distinguished
malicious clients from benign ones during training. We
used FRL’s default settings, in which only 2% of clients
were malicious, and tested our attack on the CIFAR10
dataset as the main training task.

Table[7] presents the performance results of the DPOT
attack on an FL system employing FRL as the defense
method. The ASR of DPOT (92.5%) is significantly
higher than that of other backdoor attack approaches
tested and discussed in FRL’s paper. This indicates that
FRL, which relies on analyzing clients’ model updates,
is vulnerable to our attack. The evaluation results also
demonstrate that the DPOT attack is more advanced
than backdoor attacks with static objectives when tar-
geting the FRL defense strategy.

Attacks ASR
Semantic backdoor attacks | 49.2
Artificial backdoor attacks 0
Edge-Case backdoor attacks | 64.6
DPOT backdoor attacks | 92.5

Table 7: Comparison results on CIFARI10.

G Effects of the scaling-based
model poisoning techniques on
attacks
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Figure 17: Comparison results of different attacks when
employing the scaling-based model poisoning technique
to undermine FLAME defense (implemented on the
FEMNIST dataset).

In this section, we removed the TEEs assumption and
conducted experiments to examine the effects of employ-
ing scaling-based model poisoning techniques on the at-
tack performance of DPOT, FT, and DFT. By incorpo-
rating the model poisoning technique, our implementa-
tion of FT and DFT attacks aligns more closely with the
attack strategies introduced in state-of-the-art backdoor
attacks on FL [T} [39].
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Our experiments were designed within an FL system
utilizing FLAME as its aggregation rule and FEMNIST
dataset as its main training task. We adjusted the scal-
ing factors, used to scale malicious clients’ model up-
dates, to be 0.5, 1, 3, 9, 33, and 129 respectively. Figures
and illustrate the results of Final ASR and Avg
ASR of various attacks in response to different scaling
factors.

We observed that when the scaling factor is 1, all
DPOT, FT, and DFT attacks exhibit comparable and
high ASR against FLAME defense. However, as the
scaling factor increases, FLAME demonstrates robust
defense performance, significantly reducing the ASR of
every attack pipeline. Despite this mitigation, DPOT
shows greater resilience in attack effectiveness com-
pared to FT and DFT. The optimized trigger gener-
ated by our algorithms retains intrinsic attack effects on
the global model even without successful data-poisoning
techniques. When the scaling factor is reduced to 0.5,
malicious model updates are expected to be stealthier,
yet their contributions to the aggregated global model
are also mitigated, resulting in reduced ASR for all at-
tacks compared to when the scaling factor is 1.

H Main-task Accuracy Results

Table [§]lists the Main-task Accuracy of each experiment
in getting results in Figure Table [§] demonstrates
that for different datasets used as the main tasks, global
models under various attacks maintained a comparable
level of Main-task Accuracy to the baselines with no
attacks (“None”), indicating that all types of backdoor
attacks successfully achieved their stealthiness goals.

Table [J] lists the global model’s Main-task Accuracy
of each experiment in getting results in Table Ta-
ble [f] evaluates the impact of different malicious client
ratios on the attack effectiveness of various attacks when
using the CIFAR10 as the main-task dataset. Table [J]
demonstrates that the performance of global models on
Main-task data is not affected by changes in the mali-
cious client ratio, indicating that the stealthiness goals of
all backdoor attacks were achieved. “None” represents
the baseline MA results with no attack present during
FL training.

Table [10] lists the global model’s Main-task Accuracy
of each experiment in getting results in Table[6l Table[]
evaluates the impact of different trigger sizes on the at-
tack effectiveness of various attacks when using the CI-
FAR10 as the main-task dataset. Table[I(] demonstrates
that the performance of global models on Main-task data
is not affected by changes in the trigger sizes, indicating
that the stealthiness goals of all backdoor attacks were
achieved. “None” represents the baseline MA results
with no attack present during FL training.



MA Tiny ImageNet Fashion MNIST FEMNIST CIFAR10
None Ours FT DFT |None Ours FT DFT |None Ours FT DFT | None Ours FT DFT
FedAvg 43.9 435 43.0 43.3 | 86.7 87.3 86.7 86.8 | 82.2 81.4 833 823 | 70.3 70.7 704 714
Median 40.6 40.2 40.6 38.6 | 8.0 85.8 86.6 86.3 | 80.4 81.5 79.8 79.9 | 70.2 69.1 69.8 69.7
Trimmed Mean | 40.8 40.4 40.1 40.6 | 86.4 85.8 &86.4 86.3 | 80.2 81.7 81.3 81.2 | 694 70.4 70.2 70.8
RobustLR 44.1 427 429 432 | 8.5 86.8 86.6 86.9 | 81.8 82,5 81.9 82.6 | 70.4 70.1 70.3 70.5
RFA 43.6 43.0 43.0 43.0 | 86.4 86.0 &87.1 87.1 | 83.0 80.7 81.0 80.8 | 70.4 70.7 70.3 70.8
FLAIR 43.6 426 41.8 42.1 | 86.1 84.9 85.2 84.4 | 81.5 80.7 80.6 79.7 | 70.3 70.6 71.0 70.4
FLCert 40.3 40.2 39.7 39.7 | 86.2 85.9 86.0 86.8 | 81.3 80.9 81.5 81.0 | 69.6 70.0 69.8 70.4
FLAME 29.9 28.7 29.2 289 | 86.4 86.4 86.4 86.7 | 81.8 80.2 80.7 81.0 | 70.1 70.3 70.9 70.9
FoolsGold 43.1 43.2 435 432 | 8.6 87.1 86.8 87.3 | 83.4 82.7 83.0 81.8 | 704 T71.0 712 T1.7
Multi-Krum | 30.7 27.7 27.7 264 | 8.2 859 86.0 &87.0 | 79.9 80.4 79.6 80.2 | 61.4 63.0 63.2 60.8

Table 8: The Main-task Accuracy (MA) of global models in getting representative results in Figure ”None”
represents no attack existing in the FL training.

MCR 0.05 0.1 0.2 0.3

None | Ours FT DFT | Ours FT DFT | Ours FT DFT | Ours FT DFT
FedAvg 70.3 | 70.66 70.37 71.37 | 70.03 71.04 70.13 | 69.9 70.39 T71.18 | 70.25 70.69 70.24
Median 70.21 | 69.06 69.76 69.71 | 69.32 69.17 70.12 | 68.23 69.05 68.87 | 68.49 68.47 67.82

Trimmed Mean | 69.43 | 70.42 70.24 70.84 | 69.9 69.17 69.78 | 69.33 69.19 69.8 | 69.23 68.83 68.02
RobustLR 70.35 | 70.10 70.35 70.48 | 70.58 70.42 69.90 | 70.31 70.56 70.43 | 70.05 69.11 69.22

RFA 70.42 | 70.69 70.27 70.77 | 70.35 70.44 70.16 | 70.72 70.33 69.56 | 70.09 69.72 69.37
FLAIR 70.25 | 70.62 71.04 7042 | 69.80 7145 70.89 | 71.85 71.20 71.16 | 71.26 69.74 70.99
FLCert 69.6 | 69.95 69.76 70.42 | 69.44 69.44 69.45 | 69.28 69.25 69.73 | 68.54 69.06 68.24

FLAME 70.14 | 70.28 70.93 70.85 | 69.62 70.87 71.01 | 70.71 70.4 70.58 | 69.19 71.45 70.52
FoolsGold 70.42 | 71.02 71.19 71.68 | 70.71 71.32 71.27 | 70.45 70.38 70.82 | 70.12 69.97 69.97
Multi-Krum 61.38 | 62.98 63.16 60.80 | 61.44 62.89 62.09 | 59.38 61.26 63.70 | 60.28 64.02 62.96

Table 9: The Main-task Accuracy (MA) of global models under different attacks at varying malicious client ratios.
(CIFAR10).

Trigger Size 9 25 49 100
None | Ours FT DFT | Ours FT DFT | Ours FT DFT | Ours FT DFT
FedAvg 70.3 | 70.88 70.72 71.25 | 70.66 70.37 71.37 | 70.77 71.35 70.94 | 69.92 70.71 71.15
Median 70.21 | 68.31 70.04 68.69 | 69.06 69.76 69.71 | 69.95 70.54 70.56 | 69.88 70.30 70.86

Trimmed Mean | 69.43 | 69.75 70.13 70.19 | 70.42 70.24 70.84 | 69.42 70.17 69.79 | 69.67 70.26 70.68
RobustLR 70.35 | 70.48 70.95 69.48 | 70.10 70.35 70.48 | 70.79 70.08 70.27 | 70.39 69.73 69.86

RFA 70.42 | 70.45 70.16 71.00 | 70.69 70.27 70.77 | 70.56 70.19 70.62 | 70.52 69.22 70.77
FLAIR 70.25 | 70.79 70.67 70.58 | 70.62 71.04 70.42 | 70.84 69.96 71.03 | 71.17 70.65 70.28
FLCert 69.6 | 69.88 69.64 69.87 | 69.95 69.76 70.42 | 67.77 69.83 70.08 | 68.81 70.81 70.41

FLAME 70.14 | 70.07 71.24 70.19 | 70.28 70.93 70.85 | 69.87 71.20 70.68 | 67.24 71.06 70.75
FoolsGold 70.42 | 704 72.1  70.09 | 71.02 71.19 71.68 | 70.66 70.75 71.38 | 69.84 71.06 71.64
Multi-Krum 61.38 | 62.86 64.65 58.90 | 62.98 63.16 60.80 | 58.23 60.16 64.04 | 63.03 61.64 63.33

Table 10: The Main-task Accuracy (MA) of global models under different attacks with varying trigger sizes. (CI-
FARI10).
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