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Abstract—Electronic countermeasure (ECM) technology plays
a critical role in modern electronic warfare, which can interfere
with enemy radar detection systems by noise or deceptive
signals. However, the conventional active jamming strategy incurs
additional hardware and power costs and has the potential threat
of exposing the target itself. To tackle the above challenges, we
propose a new intelligent reflecting surface (IRS)-aided radar
spoofing strategy in this letter, where IRS is deployed on the
surface of a target to help eliminate the signals reflected towards
the hostile radar to shield the target, while simultaneously
redirecting its reflected signal towards a surrounding clutter to
generate deceptive angle-of-arrival (AoA) sensing information for
the radar. We optimize the IRS’s reflection to maximize the
received signal power at the radar from the direction of the
selected clutter subject to the constraint that its received power
from the direction of the target is lower than a given detection
threshold. We first solve this non-convex optimization problem
using the semidefinite relaxation (SDR) method and further pro-
pose a lower-complexity solution for real-time implementation.
Simulation results validate the efficacy of our proposed IRS-aided
spoofing system as compared to various benchmark schemes.

Index Terms—Radar spoofing, intelligent reflecting surface
(IRS), reflection optimization, angle-of-arrival (AoA) sensing.

I. INTRODUCTION

LECTRONIC countermeasure (ECM) technology has

attracted growing attention with the development of
electronic warfare due to its ability to evade/spoof enemy
radar systems with noise or deceptive signals [[1]]. Conventional
ECM can be categorized into two types: passive ECM and
active ECM. Passive ECM involves the use of devices that do
not emit electromagnetic (EM) waves to evade enemy radar
detection, such as chaff clouds for target shielding and EM ab-
sorbing materials for target stealth. While active ECM disrupts
enemy radar detection by actively transmitting EM waves,
such as jamming [2]. With the application of digital radio-
frequency memory (DRFM) units, active ECM has become
a predominant approach due to its ability to replicate and
modify the received radar signals for retransmission, which is
especially useful in deceiving the enemy radar of the target’s
distance and velocity [3].
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However, passive ECM methods have limited flexibility and
reconfigurability, while active ECM methods not only require
costly hardware and additional power consumption, but also
pose the potential risk by exposing the genuine direction of
the target due to the broadcast nature of EM waves. Thus,
it is imperative to develop high-performance radar spoofing
strategies in a cost-effective manner.

On the other hand, intelligent reflecting surface (IRS) has
emerged as a promising technology for enhancing wireless
communication and sensing thanks to its low hardware cost
and energy consumption [4]], [3]. By adjusting the reflection
coefficients of low-cost passive reflecting elements, IRS is
able to dynamically alter the reflected signal propagation to
improve the communication/sensing performance. In partic-
ular, the use of IRS for achieving secure radar sensing has
been recently studied in [6]-[8], where IRS is mounted on the
surface of target to evade radar detection. In this context, IRS
adjusts its reflection coefficients to suppress the echo signal
from the target to one or more radars to greatly decrease their
detection probability for the target. However, the IRS-aided
radar spoofing still remains largely unexplored. In contrast
to traditional ECM, IRS can provide flexible and real-time
control over its reflected EM waves, which enables a new and
cost-effective approach for radar spoofing.

Motivated by the above, we study a new IRS-aided radar
spoofing strategy in this letter, where the target’s reflected
radar signal is diverted towards a selected surrounding clutter
to create an echo signal with false angle-of-arrival (AoA)
information for deceiving the adversarial radar, while simul-
taneously concealing the true target’s AoA by suppressing
the echo signal directly from the target to the radar. To this
end, we formulate an optimization problem for designing the
IRS’s unit-modulus reflection coefficients to maximize the
received echo signal power at the radar from the direction
of the clutter subject to the constraint that its received power
from the direction of the target is lower than a given detection
threshold. To solve this non-convex optimization problem,
we first apply the semidefinite relaxation (SDR) technique
to obtain a high-quality suboptimal solution. Moreover, for
the ease of real-time implementation, we propose a lower-
complexity algorithm to solve the problem via the inequality
transformation. Simulation results are provided to demonstrate
the advantages of the proposed IRS-aided radar spoofing
strategy as compared to various benchmark schemes.

II. SYSTEM MODEL

As illustrated in Fig. [[l we consider an IRS-aided radar
spoofing system mounted on a moving target (e.g., aircraft),
where an IRS is installed on the target’s surface to spoof the
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Fig. 1. An IRS-aided radar spoofing system.

adversarial radar detection with deceptive angle sensing infor-
mation. Without loss of generality, we consider that the IRS
is a uniform planar array (UPA), which is composed of N £
N, x N, reflecting elements, where N, and IV,, are the number
of reﬂectmg elements along x— and y—axes, respectlvely The
reflection coefficients of the IRS for time epoch ¢ are denoted
by the matrix ©* = diag (Bgt]ejegt] ) ,ﬂg]eﬂ’w) € CNVxN,

where 1Y € {0,1} and olfl e [0,27) with n = 1,..., N are
the ON/OFF amplitude and phase shift of the n-th element for
time epoch ¢, respectively. To facilitate the estimation of AoAs
and powers of radar probing signals from different directions
at the IRS/target, a sensing array consisting of L = L,+L,—1
sensing devices is equipped at the edges of IRS (see Fig. [I).
Specifically, this semi-passive IRS operates in two alternat-
ing modes, i.e., sensing mode and reflection mode. In the
sensing mode, all reflecting elements are switched OFF (i.e.,
Br[f] =0,Vn € {1,...,N}), indicating that the incident radar
signals are fully absorbed by the reflecting elements (similar to
EM stealth materials). Meanwhile, the sensing array estimates
the AoAs of the incident radar signals and their powersﬂ
In the subsequent reﬂectlon mode, all reflecting elements are
switched ON (i.e., ﬁn =1,Vn € {1,...,N}) to adjust phase
shifts for radar spoofing based on the parameters estimated in
the sensing mode. Moreover, we assume a mono-static full-
duplex adversarial radar equipped with a UPA consisting of
M 2 M, x M, transmit/receive antennas.

A. Channel Model
Let GI , e VM pll e cMx1 and Bl | €
CMx1 denote the equivalent baseband channels for the
radar—IRS/target, radar—-clutter, and clutter—IRS/target for
time epoch ¢, respectively. Due to the high altitude of the aerial
target, the propagation channels among the radar, IRS/target,
and clutter can be characterized by the far-field line-of-sight
(LoS) model. Let e(¢, N;) denote the one-dimensional (1D)
steering vector function for a generic uniform linear array
(ULA), which is defined as
1,e 3% ...

e(p,N;) = Y

T
eﬂ'@(zvﬁl)ﬂ

'The method of estimating the signal AoAs and powers from the radar and
clutter directions at the IRS sensing array can be referred to [9].

where j = \/—1 denotes the imaginary unit, ¢ denotes the
constant phase-shift difference between the signals at two ad-
jacent antennas/elements, d denotes the distance between two
adjacent antennas/elements, A denotes the signal wavelength,
and N, denotes the number of antennas/elements of the ULA.
The IRS and target share the same AoAs/angles-of-departure
(AoDs) for the radar signals given the same reference point.
We denote the elevation and azimuth AoA pair of the received
radar signal at the IRS/target from the direction of the radar
as (19[1;] N 77% _, ;) and that from the direction of the clutter as
(ﬁ[é] N 77[0}4 1)- Similarly, we denote the AoD pair from the
adversanal radar towards the direction of the clutter as (9. RO
nﬁﬁc) Accordingly, we let aj(ﬁggﬁl, W%LI) and al(ﬁ[clﬁl,
770 ', ;) denote the two-dimensional (2D) steering vectors at
the IRS for the incident signals from the direction of the

radar and clutter, respectively. We also let a 3(19%] N 77%] )

and a 3(19[;] O n%]_@) denote the 2D steering vectors at the
radar for transmitting probing signals towards the direction of
the IRS/target and clutter, respectively. Accordingly, the 2D
steering vector can be expressed as the Kronecker product of
two 1D steering vectors under the UPA model. For example,
the 2D steering vector at the IRS/target from the direction of
the radar can be expressed as

a;(ﬁg_)l,n%]_ﬂ) =e (cos (77%]_)1) sin (195;]_)1) ,Nw)

®e (sin (ngﬁj) sin (19%]%[) ,Ny) .
2
[ [¢]

The other 2D steering vectors ar (V¢ 1, o) aR(ﬁ[}g_}I,
ng}_ﬂ), and aR(ﬂ[}Q_}C, 77%]—@) can be similarly defined as
above, which are omitted for brevity.

Thus, the far-field LoS channel for the radar—IRS/target

GE’Q—U € CN*M can be expressed as
Gg’g—ﬂ = P%]_}IG«I (195’2]—%7 775‘?—)])0‘5(19%]%]7 775‘?—)])7 (3)
d[t]

where p[}g_ﬂ = C}gd

" is the equivalent complex-valued

path gain between them for time epoch ¢ with « being the
reference path gain at a distance of 1 meter (m) and d[]
denoting the distance between the radar and IRS/target for
time epoch ¢.

Similarly, the radar—-clutter channel h[R] ¢ € CMx1 and
the clutter—IRS channel Al , € CM*1 can be respectively
written as

t t t t
h[R]»c = p[R]»ca (19[R]ac= WE?LC) “)
t t t
h[C]—>I p[C]—>Ia1 (19[0]—%7 77[0]—>I)7 (%)
0 N ] N s
where pp - = Fon ¢S and Pl = ['f]o‘eﬂ » are

the correspondmg equlvalent complex-valued path gains with
K denotln% the radar cross section (RCS) of the clutter. In the
above, d [t] ¢ 1) represents the distance between the radar
(IRS) and clutter for time epoch t.

For the purpose of exposition, we assume that all the
involved LoS channels have approximately constant ampli-
tudes during each channel coherence interval and the channel



t t t T T t t t T t t T
Y[t] = [GE’%]—U + h[C]—>I (hg’%]aC) ] © GE’%]—U + h[C]—>I (hg’%]aC) S[t] + h‘g’%]—>C (h[R]—)C) S[t] +Z[t]7 (6)

Reflected by IRS

</ t T t t t
Y[t] = (GE‘%]—J) e {GE‘%]—H + h’[C]—>I (h’g’%]aC

Background

T t 1 \7 t t ¢ T
) } S[t] +h[R]—>C (h[C]—ﬂ) © [GE’%]—U + h[C]—ﬂ (hg%]ﬁc) ] S[t] +Z[t]- (7)

Received echo signal from the direction of the IRS/target

Received echo signal from the direction of the clutter

reciprocity holds for each link in its forward and reverse direc-
tions. However, to characterize the effect of small variations in

d[]gj and d[é]l due to local perturbation in the target’s position

: ¢ 2 2rxdd ] a 2rdll
on the 51gna1t phases VR?I = AL and v, = =9,
we model uy_} ; and I/[C] _,; as independent and uniformly

distributed random variables in [0, 27) over time epoch ¢ [[10].

B. Signal Model
t t
Let St [s[l},w- ,s[K]

waveform for time epoch ¢ with E {S(S!)#} = I,; and
K indicating the number of transmitted samples. Based on the
channel model, the received echo signals at the radar for time
epoch t can be expressed as in (@) at the top of this page, where
Z e CM*K ig an additive white Gaussian noise (AWGN)
matrix with independent elements of zero mean and variance
o2. In the following, we omit the second term in (@) to further
derive () since the background echo signal between the radar
and clutter can be removed prior to target detection by the
radar, regardless of the presence of any target.

In radar detection, the performance of AoA estimation
mainly relies on the received echo signal power from the
target’s direction. A larger average received signal power from
the target results in a higher signal-to-noise ratio (SNR) at
the radar, thus leading to more accurate AoA estimation.
Consequently, we adopt the average received signal power as
the performance metric to evaluate the effectiveness of the
IRS-aided radar spoofing system. Moreover, we drop the time
epoch index [t] for brevity in the following since we consider
the average received power at the IRS/target or radar over
multiple time epochs during each channel coherence interval.

Accordingly, the average received signal power at the ad-
versarial radar from the direction of the IRS/target can be
expressed as

ﬁT =E |:HG£_>]® (hC%Ihg—)C + GRHI)H?}
=E U‘Gﬁ_ﬂ@hc—uhg—w’fp}
+E[|G10GR-1 ]3] ®)

] denote the transmitted radar

where the expectation is taken over time epochs. The above
equation holds since the signal phase vr_,; in G, is inde-
pendent of vc_,; in he_,y. Therefore, the cross terms in (8)
are zero after taking the expectation due to E [eij VR I } =0
and E [e*J¥c=1] = 0. In particular, by substituting (3), @),
@) into @), Py can be further simplified as

Pr = QrQc |g" 6" + Q% [v"0|”, )

where
g & al (Ir-1,mR—>1) @ al (o1, no—1), (10
v 2 al (Vp1,mr>1) © @] (VR—1,MR—1), (1D

denote the cascaded steering vectors at the IRS, 6 £

[ﬁlejel, . ,ﬂnejeN]T € CNV*1 is the IRS reflection vector,
and
2
Qr = lpr—1l’ lak(Or—1,mR-1)|7 (12)
2
Qc = lprscpesil’ lak(Wr-crnr—0)]| 5 (13)

are the received signal powers at the IRS sensor array from
the direction of the radar and clutter, respectively.

After removing the background echo signal, the average re-
ceived signal power at the adversarial radar from the direction
of the clutter can be expressed as

FC = ]E |:HhR—>0hg~>]® (hC—)IhEHC + GR%I) Hi’:|

= E ||ha-chl Ok b o]

2
+E [||hRﬁchgﬂ,®GRﬂ||F} . (14)
Similar to (@), P¢ can be further simplified as
_ 2 2
Po=Q¢|r"0|" +QcQr 9" 0|, (15)

where » £ aT (Vo 1,m0-1) © a¥(9o—s1,m0-1) denotes

the cascaded steering vector at the IRS.

III. PROBLEM FORMULATION AND SOLUTION

We aim to maximize P for effectively diverting the
echo signals from the IRS/target to clutter and then radar’s
receiver when the IRS is switched ON (.e., ﬁr[f] =1,Vn €
{1,...,N}). Meanwhile, it is required that the target remains
stealthy under the constraint that Py is lower than a given de-
tection threshold, . Therefore, the corresponding optimization
problem is formulated as

(P1): max Q% r70|" + QcQr |g" 6|’ (16a)
st Q% [v76]” + QoQr|g™6|" <, (16b)
0, =1, n=1,---,N. (16¢)

A. SDR-based Solution

Problem (P;) is non-convex due to the unit-modulus con-
straint (T6d). We first consider applying the SDR method



to solve this problem suboptimally. By relaxing the rank-one
constraint on ©, (P;) can be reformulated as

(P2) : max Tr(A®) (17a)
s.t. Tr(BO) <+, (17b)
Opn=1Yn=1,--,N, (17¢)

® -0, (17d)

where ©® = 007, A = QZrrf + QcQrgg”, and B =

2vv + QcQrgg™ . Note that (P2) is a standard convex
semidefinite programming (SDP), which can be solved by the
CVX toolbox. After solving (P2), the Gaussian randomization
technique can be applied to find a high-quality suboptimal
solution to (P1).

B. Low-Complexity Solution

Next, we propose an alternative approach for solving prob-
lem (P;) with a lower complexity than the SDR-based so-
lIution. This solution applies the majorization-minimization
(MM) technique to obtain the closed-form solution for the
phase shifts of IRS in an iterative manner. First, we rewrite
(P1) equivalently as

(Ps) : max 07 A6 (18a)
s.t. 0B < ~, (18b)
|9n|:17 TL:1,,N, (180)

where A and B are defined in (Ps). By applying the first-order
Taylor expansion, (I8a) is lower-bounded by

6" A0 > 2R {67d} — 1, (19)

where d = Aé, c1 = éHAé, and @ is the phase shifts vector
obtained in the previous iteration. Next, we find an upper
bound for the left-hand side of constraint (I8b) based on the
MM inequality transformation [12], which is given by

6/"B6 < 0"'Mo + 2R {0" (B - M)} + 6" (M- B)0,

(20)
where M = B. In this letter, we set M = X\,q. (B) Iy
since 8776 = N. We thus obtain 67M6 = N\,,..(B) with

Amaz(B) denoting the largest eigenvalue of matrix B. By
substituting (20) into (I8B), (I8D) can be rewritten as

2P {OH (M — B) é} > o, 1)

where ¢o = NXjpaz(B) + 0 (M - B) 0— ~. However, the
problem is still non-convex due to the constraint (I8d). It is
worth noting that a non-negative u always exists, such as (Ps)
can be reformulated into the following equivalent problem,
‘N H H
(Py) = max 2R {0"d} +2uR {6"e}  (22a)
st. |0, =1, n=1,---,N, (22b)

where e = (M — B) 6. It is obvious that the objective function
attains its maximum only when the phases of 8 and d + ue
are equal. Thus, the optimal solution of problem (Pj) is

od arg(dn +uex)
Y

(23)

j arg(d j arg(d
Oopt (1) = |7 2reldituer) pjarg(datues) .
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Fig. 2. Adversarial radar’s received power versus AoA direction

where p is an unknown dual variable. Substituting Oop (/1)
into (ZI), p can be obtained according to the complementary
slackness condition 1 [2R {#"e} — c;] = 0. To solve this
equation, we consider the following two cases:

(1) =0 : In this case, Oopy (0) = el 212(d) hag to satisfy
constraint (2I); otherwise, p > 0.

(2) o > 0 : The complementary slackness condition holds
if and only if 2§R{HHe} = c2 in this case. Thus, i can
be obtained via the bisection search since 2R {#7e} is a
monotone increasing function of p. Therefore, the optimal
solution is Oy () = €’ arg(d+i'e)

The complexity of the proposed MM-based solution is
O (LN®10gy (Qmax — Qmin) /€), where L is the number of
iterations, and ., Qmin and e are the upper-bound, lower-
bound, and accuracy of bisection search, respectively. In con-
trast, the complexity of the SDR-based solution is O (N%-9)
[11]]. Thus, the complexity of the MM-based solution is much
lower than that of the SDR-based solution, especially for large-
size IRS with a large value of N.

IV. NUMERICAL RESULTS

In this section, we evaluate the performance of the proposed
IRS-aided radar spoofing system via numerical results. Two
baseline systems are considered for comparison: 1) Without
IRS, where the target is not equipped with IRS by setting
0t) = 0; and 2) IRS with random phase shifts, where 9%] ,n =
1,..., N, follow the independent uniform distribution within
[0,27). In our simulation, we consider the target, adversarial
radar, and clutter are within the same 2D (vertical) plane by
setting 77%]%1 = nELC = 7 and W[ctv]ﬁz = 0. Thus, we only
need to focus on the AoAs/AoDs 03;]%],&&?%0,&%]%[}.
The mono-static radar is equipped with a UPA consisting of
M = 8 x 8 = 64 transmit/receive antennas. The IRS is also
assumed to be a UPA with N = 11 x 11 = 121 reflecting
elements. The distances d%}[, d[;;]c and d[é]l are set as 100 m,
97 m, and 36 m, respectively, which remain approximately (by
ignoring the local distance perturbations) constant during the
radar detection. Unless otherwise specified, the reference path

T gain at the distance of 1 m is set as a = —30 dB for all links.

The wavelength of the signal is set as A = 0.05 m. The RCS
of the clutter is set as 7 dBsm.
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In Fig. @l we plot the adversarial radar’s received signal
power over different AoA directions. It is observed that the
target angle of —30° is detected by the adversarial radar
while the received signal power from the clutter angle of
—b52° is negligible in the baseline system without IRS. The
genuine target angle and the deceptive clutter angle can be both
detected by the adversarial radar in the baseline system with
IRS random phase shifts. In contrast, for the proposed IRS-
aided radar spoofing system, the received signal power from
the clutter direction is significantly enhanced for spoofing,
whereas that from the true target direction is suppressed below
a given detection threshold, v = 10~7 mW. As a result, the
adversarial radar will detect the clutter angle falsely as the
target angle, and thus is spoofed successfully.

In Fig. Bl we examine the impact of radar detection thresh-
old v on the received signal powers at the adversarial radar
from the target and clutter directions, respectively. One can
observe that increasing v is beneficial to spoofing (i.e., leading
to higher P) while it also makes the target less stealthy (i.e.,
leading to higher Pr), thus resulting in a fundamental trade-
off. In addition, the proposed MM-based solution achieves
almost the same received power as the SDR-based algorithm,
thus being appealing for practical implementation due to its
much lower computational complexity.

In Fig. @l we investigate the impact of radar-clutter angle
difference dqi¢ at IRS (i.e., daig = Yr—1 + Yc_1 when

Nr»1 = m and nor = 0, and dair = Vo1 — YR
when nr_,; = nc—; = m) on the received power from the
clutter direction, Pc. Note that we move the clutter position
only along the z—axis to change the value of dq4ig. For the
proposed IRS-aided radar spoofing system, two interesting
observations can be made as follows. First, Pc is relatively
low when dq;¢ is smaller than 10°, even when the product path

gain (i.e. ﬁ) is relatively high. This is because it is
I

al.d

difficult to deslign the IRS phase shifts to enhance P while
suppressing P simultaneously due to the small radar-clutter
angle difference. Second, Pe is also relatively low when dq;¢
is larger than 70°, which is mainly due to the lower product
path gain with the increase of d zgc and d[ct]z- Therefore, it
is practically wise to select a clutter with sufficient angle
difference dq;¢ as well as moderate distance from the target
for effective radar spoofing.

V. CONCLUSION

In this letter, we proposed a new IRS-aided radar spoofing
strategy for deceiving the adversarial radar with a false clutter
angle as well as concealing the true target angle at the
same time. The IRS reflection phase shifts were designed
to maximize the received echo signal power at radar from
the clutter direction, subject to the constraint that the echo
signal power from the target direction was lower than a given
detection threshold. A low-complexity solution was proposed
to solve this problem efficiently. Simulation results validated
the effectiveness of the proposed radar spoofing system design
as compared to baseline schemes.
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