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Abstract. The notion of branch numbers of a linear transformation is
crucial for both linear and differential cryptanalysis. The number of non-
zero elements in a state difference or linear mask directly correlates with
the active S-Boxes. The differential or linear branch number indicates
the minimum number of active S-Boxes in two consecutive rounds of an
SPN cipher, specifically for differential or linear cryptanalysis, respec-
tively. This paper presents a new algorithm for computing the branch
number of non-singular matrices over finite fields. The algorithm is based
on the existing classical method but demonstrates improved computa-
tional complexity compared to its predecessor. We conduct a comparative
study of the proposed algorithm and the classical approach, providing an
analytical estimation of the algorithm’s complexity. Our analysis reveals
that the computational complexity of our algorithm is the square root
of that of the classical approach.

Keywords: Branch number, Diffusion matrices, Non-singular matrices,
Finite field

1 Introduction

Claude Shannon, in his seminal paper “Communication Theory of Secrecy Sys-
tems” [19] introduced the concepts of confusion and diffusion, which are crucial
properties for any cryptographic primitives. In cryptographic primitives, achiev-
ing the diffusion property is typically realized through the incorporation of a
linear layer, often represented as a matrix. This matrix is designed to induce
a significant alteration in the output for even minor changes in the input. The
strength of the diffusion layer is usually assessed by its branch number, and the
optimal branch number is achieved by the use of MDS matrices.

In [8], Daemen introduced the concept of branch numbers of a linear transfor-
mation as a measure of its diffusion. The branch number can be categorized into
two types: differential branch number and linear branch number. The differential
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(or linear) branch number of a matrix M is defined as the smallest sum of the
Hamming weight of the input vector x and the output vector Mx (or its trans-
pose MT ). The notion of branch numbers for linear transformations is crucial
for both linear and differential cryptanalysis. It provides the minimum number
of active S-boxes we can expect in any valid differential (or linear) trail over two
rounds. Specifically, for any two-round differential (or linear) trail, the number
of active S-boxes is lower bound by the differential (or linear) branch number.
Thus, a higher branch number implies better diffusion and therefore stronger
resistance against differential cryptanalysis [5] and linear cryptanalysis [18].

The optimal branch number of MDS matrices makes them a preferred choice
for designing diffusion layers in many block ciphers and hash functions. An
example of such utilization is seen in the MixColumns operation of AES [9].
Furthermore, MDS matrices are widely applied in various cryptographic primi-
tives, including stream ciphers like MUGI [22] and hash functions such as Mael-
strom [10], Grφstl [11], and PHOTON [12]. This widespread application under-
scores the effectiveness of MDS matrices within diffusion layers, which prompts
the development of various techniques for their design. We refer to [14] for various
constructions on MDS matrices.

On the other hand, Near-MDS matrices with sub-optimal branch numbers
provide a better balance between security and efficiency as compared to MDS
matrices. Several lightweight block ciphers, such as PRIDE [1], Midori [2], MAN-
TIS [4], FIDES [6], and PRINCE [7], have leveraged NMDS matrices. The im-
portance of lightweight symmetric key primitives with attributes such as low
power consumption, minimal energy usage, or reduced latency is growing, and
Near-MDS matrices are commonly employed in their construction. However,
Near-MDS matrices have received comparatively less attention in the existing
literature. Some relevant studies include [15,16,17,20,21].

We can determine whether a matrix of order n is MDS or Near-MDS simply
by checking its branch number. For MDS matrices, both differential and linear
branch numbers are n + 1, while for Near-MDS matrices, they are n. There-
fore, one might want to explore specific techniques or algorithms for efficiently
checking the branch number of a matrix. Moreover, it’s worth noting that the
differential branch number of a matrix A is equal to the minimum distance of a
linear code C generated by the matrix [I | A]. Additionally, Bl(M) is equivalent
to the minimum distance of the dual code C⊥ of C. Therefore, finding efficient
techniques for calculating the branch numbers not only impacts the design and
analysis of symmetric key cryptographic algorithms but also provides insights
for linear error-correcting codes.

One method to determine the branch number of a matrix is by a straightfor-
ward approach, which involves finding the smallest sum of the Hamming weights
of the input vector x and the output vector Mx. In [13, Appendix A], Guo et
al. noted that the branch number d of a binary non-singular matrix M of or-
der n can be identified by searching for the minimum value of wh(x) +wh(Mx)
and wh(x) +wh(M

−1x) among the input vectors with weights up to d/2, where
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d ≤ n+ 1 and wh(x) represents the Hamming weight of the vector x. However,
the paper lacks a proof or detailed explanation of this observation.

In this paper, we extend the concept introduced by Guo et al. to encom-
pass non-singular matrices over any finite field Fq. Additionally, we provide a
mathematical foundation for our method of computing the branch number of
a non-singular matrix M of order n over Fq. Moreover, as an enhancement, we
demonstrate that it is unnecessary to consider all input vectors with weights up
to d/2. Instead, only a select few are needed. Specifically, we illustrate that we
can compute the branch number by focusing on the equivalence classes. There-
fore, we can determine the branch number by calculating over the representatives
of these equivalence classes, thus improving the efficiency of our approach. Addi-
tionally, we analyze the time complexity of our proposed algorithm and identify
specific instances of non-singular matrices where the complexity can be further
reduced.

This paper is structured as follows: Section 2 covers the preliminary concepts
necessary for understanding our work. We present our proposed algorithm for
computing the branch number of non-singular matrices over a finite field Fq

in Section 3. In Section 4, we delve into the computational complexity of our
algorithm compared to the direct approach. Additionally, we demonstrate that
our proposed algorithm requires nearly the square root of the field multiplications
needed for the direct approach. Finally, we conclude the paper in Section 5.

2 Preliminaries

In this section, we discuss some definitions and mathematical preliminaries that
are important in our context.

Let Fpm represent a finite field of order pm, where p is a prime and m is
a positive integer. We denote the multiplicative group of the finite field Fpm

by F
∗
pm . The set of vectors of length n with entries from the finite field Fpm

is denoted by F
n
pm . The Hamming weight of a vector x = (x1, . . . , xn) ∈ F

n
pm ,

denoted by wh(x), is the total number of non-zero elements in the vector x, i.e.,
wh(x) = |{i ∈ {1, 2, . . . , n} : xi 6= 0}|.

An n×n matrix, or a matrix of order n over Fpm , is considered non-singular
if the determinant of the matrix is a non-zero element in Fpm . Now we define
the notions of differential and linear branch numbers.

Definition 1. [8] The differential branch number, Bd(M), of a matrix M of
order n over the finite field Fq is defined as the smallest number of non-zero
components in both the input vector x and the output vector Mx, as we consider
all non-zero x in Fq i.e.

Bd(M) = min
x 6=0

{wh(x) + wh(Mx)}.

Definition 2. [8,9] The linear branch number, Bl(M), of a matrix M of order n
over the finite field Fq is defined as the smallest number of non-zero components
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in both the input vector x and the output vector MTx, as we consider all non-zero
x in F

n
q i.e.

Bl(M) = min
x 6=0

{

wh(x) + wh(M
Tx)

}

.

Remark 1. [9, Page 144] It is important to note that the differential branch
number Bd(M) of a matrix A equals the minimum distance of a linear code
C generated by the matrix [I | A]. Furthermore, Bl(M) is equivalent to the
minimum distance of the dual code C⊥ of C.

Remark 2. [9, Page 132] It is noteworthy that the maximum value for both
Bd(M) and Bl(M) is n + 1. Although Bd(M) and Bl(M) may not always be
equal, a matrix with the highest possible differential or linear branch number
will have the same value for both.

In this paper, our focus lies on the differential branch number of a matrix M ,
which we will simply refer to as the branch number and denote as B(M).

3 The New Algorithm for Computation of Branch

Number

In this section, we propose a new algorithm for computing the branch number
of a non-singular matrix over a finite field. The algorithm builds upon existing
methods but demonstrates improved computational complexity by leveraging
techniques from linear algebra and finite field arithmetic. The following theorem
ensures that it is unnecessary to consider vectors of all weights in the computa-
tion of the branch number.

Theorem 1. Branch number of an invertible matrix M ∈ Mn(Fq) is given as

B(M) = min

{

min
{

h(M,x), h(M−1, x)
}

| x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋}

,

where h(M,x) = wh(x) + wh(Mx).

Proof. To begin with, recall that for an invertible matrix M in Mn(Fq), where
n > 1, the branch number B(M) of M is given as

B(M) = min{h(M,x) | x ∈ F
n
q , x 6= 0}.

As x 6= 0 ⇒ wh(x) 6= 0. Consequently, we write

B(M) = min{h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤ n}.

We partition the set {1, . . . , n} in two parts viz.
{

1, . . . ,
⌊

n+1
2

⌋}

and
{⌊

n+1
2

⌋

+ 1,
. . . , n} to compute B(M) as

B(M) = min

{

min

{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋}

,

min

{

h(M,x) | x ∈ F
n
q ,

⌊

n+ 1

2

⌋

< wh(x) ≤ n

}}

.

(1)
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Next, we consider the second term of RHS in (1) to write it as

min

{

h(M,x) | x ∈ F
n
q ,

⌊

n+ 1

2

⌋

< wh(x) ≤ n

}

=min

{

min

{

h(M,x) | x ∈ F
n
q ,

⌊

n+ 1

2

⌋

< wh(x) ≤ n,wh(Mx) ≤
⌊

n+ 1

2

⌋}

,

min

{

h(M,x) | x ∈ F
n
q ,

⌊

n+ 1

2

⌋

< wh(x) ≤ n,wh(Mx) >

⌊

n+ 1

2

⌋}}

.

(2)

Note that for the second term of Equation (2), h(M,x) = wh(x) + wh(Mx) >
2
⌊

n+1
2

⌋

+ 1.

When n is even, we have ⌊n+1
2 ⌋ = n

2 , then h(M,x) > n+ 1. Since we know
that the upper bound for B(M) is n + 1, we conclude that the second term of
the RHS in (2) will not contribute to the computation of branch number.

When n is odd, we have ⌊n+1
2 ⌋ = n+1

2 , then h(M,x) > n+2, Hence, the sec-
ond term of RHS in (2) will not contribute to the computation of branch number.

Therefore, from (1) and (2), we have

B(M) =min

{

min

{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋}

,

min

{

h(M,x) | x ∈ F
n
q ,

⌊

n+ 1

2

⌋

< wh(x) ≤ n,wh(Mx) ≤
⌊

n+ 1

2

⌋}}

.

(3)

We note that

{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋

, wh(Mx) ≤
⌊

n+ 1

2

⌋}

⊆
{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋}

.

(4)

Therefore, from (4) ,we have

min

{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋}

≤

min

{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋

, wh(Mx) ≤
⌊

n+ 1

2

⌋}

.

(5)

Note that the RHS in (5) is always greater than or equal to the LHS in (5).
Therefore, if we include this extra term in (3) it will not affect the minimum
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value computed in (3).

B(M) =min

{

min

{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋}

,

min

{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋

, wh(Mx) ≤
⌊

n+ 1

2

⌋}

,

min

{

h(M,x) | x ∈ F
n
q ,

⌊

n+ 1

2

⌋

< wh(x) ≤ n,wh(Mx) ≤
⌊

n+ 1

2

⌋}}

=min

{

min

{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋}

,

min

{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤ n,wh(Mx) ≤

⌊

n+ 1

2

⌋}}

.

Let Mx = y, then x = M−1y and x 6= 0 ⇐⇒ y 6= 0 ⇐⇒ wh(y) > 0.
Then h(M,x) = h(M−1, y) and

B(M) =min

{

min

{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋}

,

min

{

h(M−1, y) | x ∈ F
n
q , 0 < wh(x) ≤ n, 0 < wh(y) ≤

⌊

n+ 1

2

⌋}}

.

We may drop the condition 0 < wh(x) ≤ n as this is a trivial condition for x 6= 0.
Note that the term x ∈ F

n
q may be replaced by y ∈ F

n
q as the correspondence

x → y is one-to-one. Therefore, we may write

B(M) =min

{

min

{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋}

,

min

{

h(M−1, y) | y ∈ F
n
q , 0 < wh(y) ≤

⌊

n+ 1

2

⌋}}

.

We may also change y by x, and then we have

B(M) =min

{

min

{

h(M,x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋}

,

min

{

h(M−1, x) | x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋}}

Or,

B(M) = min

{

min
{

h(M,x), h(M−1, x)
}

| x ∈ F
n
q , 0 < wh(x) ≤

⌊

n+ 1

2

⌋}

.

(6)

Hence the theorem. ⊓⊔

We now illustrate that it is unnecessary to consider all input vectors with weights
up to ⌊(n+ 1)/2⌋. Instead, only a few select vectors are required. Specifically,
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we demonstrate that we can compute the branch number by concentrating on
equivalence classes. Consequently, we can determine B(M) by calculating over
the representatives of these equivalence classes, thereby enhancing the efficiency
of our approach.

Define an equivalence relation ∼ in F
n
q as a and b in F

n
q are related if there

exists c ∈ F
∗
q such that a = cb, where cb is the multiplication of the vector b with

a scalar c. For a ∈ F
n
q , let ā denote the equivalence class of a.

Let Uk = {x | x ∈ F
n
q , wh(x) = k} represent the set of all vectors of weight k

in F
n
q . We now decompose Uk into equivalency classes. The set of representative

elements for each equivalence class of Uk is denoted by Sk. The Sk is defined as
follows:

Sk = {x ∈ Uk | x = (a1, a2 . . . an), the first non-zero coordinate in x is 1}.

Lemma 1. The following requirements are met by Uk and Sk for k = 1, 2, . . . n:

(i) Given x, y ∈ Sk, x̄ = ȳ =⇒ x = y. In other words, any two distinct elements
of Sk belong to distinct equivalence classes.

(ii) Uk = ∪
x∈Sk

x̄, where x̄ denotes the equivalence class of x, i.e., every equiva-

lence class contains an element of Sk.

Proof. Let x, y ∈ Sk be such that x 6= y and suppose x and y belong to same
equivalence class, i.e, ∃ c ∈ F

∗
q such that x = cy. Let x = (x1, x2, . . . , xn) and

y = (y1, y2, . . . , yn) and let t be the least index such that xt 6= 0 and yt 6= 0.
Then xt = 1 and yt = 1. Consequently, x and y can be written as

x = (0, 0, . . . 0, 1, xt+1, . . . , xn), y = (0, 0, . . . 0, 1, yt+1, . . . , yn).

As x = cy, we obtain (0, 0, . . . 0, 1, xt+1, . . . , xn) = (0, 0, . . . 0, c, cyt+1, . . . , cyn).
After comparing these, we get c = 1, which further yields x = y. This proves
part (i).

Next, we prove part (ii), i.e., Uk = ∪
x∈Sk

x̄.

Let α ∈ ∪
x∈Sk

x̄

⇒ ∃ y ∈ Sk such that α ∈ ȳ.

This further implies that

α = cy,where c ∈ F
∗
q

⇒ wh(α) = wh(y) = k

⇒ α ∈ Uk

⇒ ∪
x∈Sk

x̄ ⊆ Uk.
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Now, let β ∈ Uk. Then β ∈ F
n
q is such that wh(β) = k.

Let β = (β1, β2, . . . , βn) and i be the least index for which βi is non-zero. Let
β1 = cβ, where c = β−1

i . Then β ∼ β1 and β1 = (0, 0, . . . , 1, βi+1, βi+2, . . . , βn).

Clearly β1 ∈ Sk and β ∈ β̄1.

⇒ β ∈ ∪
x∈Sk

x̄

⇒ Uk ⊆ ∪
x∈Sk

x̄.

Therefore, we have that Uk = ∪
x∈Sk

x̄. This completes the proof. ⊓⊔

Theorem 2. The branch number of an invertible matrix M ∈ Mn(Fq) is given
as

B(M) = min

{

min
{

h(M,x), h(M−1, x)
}

| x ∈ Sk, k = 1, 2, . . . ,

⌊

n+ 1

2

⌋}

.

Proof. Using Lemma 1, Equation (6) can be written as

B(M) = min

{

min
{

h(M,x), h(M−1, x)
}

| x ∈ Uk, k = 1, 2, . . . ,

⌊

n+ 1

2

⌋}

= min

{

min
{

h(M,x), h(M−1, x)
}

| x ∈ ∪
y∈Sk

ȳ, k = 1, 2, . . . ,

⌊

n+ 1

2

⌋}

.

Given 1 ≤ k ≤
⌊

n+1
2

⌋

and y ∈ Sk, if z ∈ ȳ, then ∃ c ∈ F
∗
q such that z = cy.

Thus, we have

h(M, z) = h(M, cy) = h(M, y).

Similarly, h(M−1, z) = h(M−1, y) for all z ∈ ȳ.

Hence, we deduce that

B(M) = min

{

min
{

h(M,x), h(M−1, x)
}

| x ∈ Sk, k = 1, 2, . . . ,

⌊

n+ 1

2

⌋}

.

(7)
This completes the proof. ⊓⊔

3.1 Description of the Proposed Algorithm

We describe our algorithm as Algorithm 1, which is essentially the algorithmic
formulation of Theorem 2 with some additional filtering steps. Our proposed
algorithm takes an invertible matrix and its size as input and computes its
branch number. The notations used in the algorithm are consistent with those
used in the theoretical treatment of the topic. In Example 1, we demonstrate
how to calculate the branch number of an 8 × 8 non-singular matrix over F28

using our proposed algorithm.
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Algorithm 1 Computation of branch number of a matrix over a finite field

1: function getbranchnumber(M,n)
2: B(M)← n+ 1 ⊲ Stores branch number of M
3: r ← ⌊n+ 1/2⌋
4: for (k ← 1 to r) do

5: while (Sk 6= ∅) do

6: Choose z ∈ Sk

7: w← weight of (M.z) and w′ ← weight of (M−1.z)
8: if (w > w′) then

9: w ← w′

10: end if

11: if (w + k < B(M)) then

12: B(M)← w + k
13: end if

14: if (B(M) ≤ r) then

15: r ← B(M) − 1
16: end if

17: Sk ← Sk \ {z}
18: end while

19: end for

20: return B(M)
21: end function

Example 1 Let F28 be the finite field generated by the primitive polynomial
x8 + x4 + x3 + x2 + 1. Now, consider the 8× 8 involutory MDS matrix M over
F28 provided in [3].

M =

























01x 03x 04x 05x 06x 08x 0Bx 07x
03x 01x 05x 04x 08x 06x 07x 0Bx

04x 05x 01x 03x 0Bx 07x 06x 08x
05x 04x 03x 01x 07x 0Bx 08x 06x
06x 08x 0Bx 07x 01x 03x 04x 05x
08x 06x 07x 0Bx 03x 01x 05x 04x
0Bx 07x 06x 08x 04x 05x 01x 03x
07x 0Bx 08x 06x 05x 04x 03x 01x

























.

We find the branch number of matrix M using our algorithm in the following
steps.
First, we find the inverse of M i.e. M−1 = M . Here, ⌊n+1/2⌋ = ⌊9/2⌋ = 4. For
computing branch number of M , our search space is ∪4

k=1Sk. The cardinality of
Sk represents the number of vectors in F

8
28 of weight k with the first non-zero

coordinate equal to 1, i.e. |Sk| =
(

8
k

)

(28 − 1)k−1. Thus, we have

|S1| = 8, |S2| = 28×(28−1), |S3| = 56×(28−1)2, and |S4| = 70×(28−1)3.

For the branch number computation, we have to search for the minimum
value of wh(x) + wh(Mx) or wh(x) + wh(M

−1x) in S1, S2, S3, and S4. Since
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M−1 = M , therefore, we search only for the minimum value of wh(x)+wh(Mx)
in S1, S2, S3, and S4.

In S1: min {wh(x) + wh(Mx)} = 9
In S2: min {wh(x) + wh(Mx)} = 9
In S3: min {wh(x) + wh(Mx)} = 9
In S4: min {wh(x) + wh(Mx)} = 9

Hence, the branch number of M is 9.

Remark 3. Steps 14 and 15 of Algorithm 1 are designed to filter some classes.
If at any point the value of B(M) turns out to be less than or equal to r, the
algorithm skips all classes with weights greater than or equal to B(M). This
is because when k equals B(M), the value of w + k is greater than or equal to
B(M)+1, which is greater than B(M). While these steps do not alter the outcome
of the algorithm, they contribute to reducing its average-case complexity.

In the following example, we discuss the advantages of Steps 14 and 15 in Algo-
rithm 1.

Example 2 Let F28 be the finite field generated by the primitive polynomial
x8 + x4 + x3 + x2 + 1. Now, consider the 8× 8 matrix M over F28 .

M =

























01x 02x 03x 04x 01x 02x 03x 07x
02x 01x 04x 03x 02x 01x 07x 03x
03x 04x 01x 02x 03x 07x 01x 02x
04x 03x 02x 01x 07x 03x 02x 01x
01x 02x 03x 07x 01x 02x 03x 04x
02x 01x 07x 03x 02x 01x 04x 03x
03x 07x 01x 02x 03x 04x 01x 02x
07x 03x 02x 01x 07x 03x 02x 01x

























.

Here, r = ⌊n+ 1/2⌋ = ⌊9/2⌋ = 4, and initially, our search space is ∪4
k=1Sk.

The cardinality of Sk represents the number of vectors in F
8
28 of weight k with

the first non-zero coordinate equal to 1, i.e. |Sk| =
(

8
k

)

(28 − 1)k−1.
First, we find the inverse of M i.e.

M−1 =

























00x 00x 00x f4x 00x 00x 00x f4x
cex 80x 1cx 00x cex 80x e8x bax
e9x 9cx 80x 00x e9x 68x 80x 27x
26x e9x cex 00x d2x e9x cex 9dx
9dx 27x bax f4x 9dx 27x bax 4ex
cex 80x e8x 00x cex 80x 1cx bax
e9x 68x 80x 00x e9x 9cx 80x 27x
d2x e9x cex 00x 26x e9x cex 9dx

























.

We need to search for min
{

min{wh(x) + wh(Mx)},min
{

wh(x) + wh(M
−1x)

}}

.

In S1, we find min
{

min{wh(x) + wh(Mx)},min
{

wh(x) + wh(M
−1x)

}}

= 3,
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which is less than the initial value of r = 4. According to Remark 3, the up-
dated value of r becomes 3− 1 = 2, and thus, we need to search over ∪2

k=1Sk.

Now, in S2, we have min
{

min{wh(x) + wh(Mx)},min
{

wh(x) + wh(M
−1x)

}}

=
3. Therefore, we conclude that the branch number of M is 3.

4 Complexity Analysis

In this section, we analyze the complexity of the proposed algorithm and compare
it with that of the exhaustive approach. The algorithm is not memory-intensive;
it requires both M and its inverse to be stored in memory. For a matrix of order
n, a maximum of 2n2 values should be stored. Although this is twice as large
as what is required for the exhaustive approach, it is typically not a concern
because we usually deal with matrices of small orders, such as 4, 8, 16, or 32. In
other words, space complexity is not a significant issue here. Consequently, our
analysis focuses on time complexity.

The proposed Algorithm 1 is an algorithmic formulation of Equation (7). The
computationally dominant step in the algorithm is the Step 7, which is repeated
∑r

k=1 o(Sk) times, where r = ⌊n + 1/2⌋. Given 1 ≤ k ≤ r, step 7 involves
two matrix multiplications. This will take 2n(k − 1) multiplications (we have
(k− 1) in place of k as the first non-zero entry in every vector of Sk is always 1).
Furthermore, note that o(Sk) =

(

n
k

)

(q − 1)k−1 as Sk contains vectors of weight
k from F

n
q whose first non-zero entry is 1. Thus, the computation complexity is

of the order of

2n
r

∑

k=1

o(Sk) · (k − 1) = 2n

⌊n+1

2 ⌋
∑

k=1

(

n

k

)

(k − 1)(q − 1)k−1. (8)

Next, we demonstrate that this complexity is much lower than that required
for a brute-force algorithm. Before proceeding to the actual comparison, we
establish some necessary results.

Proposition 1 The computational complexity of computing the branch number
of an n× n matrix over Fq using the exhaustive approach is O(n2qn).

Proof. The direct approach is based on the definition of branch number, i.e.,

B(M) = min{wh(x) + wh(Mx) | x ∈ F
n
q , x 6= 0}.

The dominating step involved here is the matrix multiplication step. One ma-
trix multiplication roughly takes n2 field additions and n2 field multiplications.
The complexity of matrix multiplication is O(n2). To compute the minimum,
total qn − 1 matrix multiplications are required. Thus, the complexity becomes
O(n2qn). ⊓⊔
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Remark 4. To the best of our knowledge, there is no algorithm in the literature
for computing branch numbers of any non-singular matrix over Fq, except for the
exhaustive approach. Therefore, our goal is to compare the complexity with that
of the exhaustive approach. However, the complexity of the exhaustive approach
appears quite different from the expression of the complexity of our approach, as
given in (8). So, it is not straightforward to compare the two complexities. We
simplify the expression (8) in Theorem 3, and finally, we compare the simplified
expression with the complexity of the exhaustive approach.

In Theorem 3, we simplify the expression (8) for comparison with our algorithm.
To do this, we require the following lemma:

Lemma 2. For n ≥ 1 and q > 2, we have

⌊n−1

2
⌋

∑

k=1

(

n

k

)

(k − 1)(q − 1)k−1 ≤
(

n

⌊n+1
2 ⌋

)⌊

n− 1

2

⌋

(q − 1)⌊
n−1

2
⌋.

Proof. We prove the lemma by induction on n. Let P (n) denote the statement
for any integer n ≥ 1. For n = 1, both sides are zero. Thus, P (1) is true. Now
we assume that all P (1), . . . , P (n) are true. We aim to show that P (n + 1) is
also true.

We have

⌊n

2
⌋

∑

k=1

(

n+ 1

k

)

(k − 1)(q − 1)k−1

=

⌊n−2

2
⌋

∑

k=1

(

n+ 1

k

)

(k − 1)(q − 1)k−1 +

(

n+ 1

⌊n
2 ⌋

)⌊

n− 2

2

⌋

(q − 1)⌊
n−2

2
⌋

=

⌊n−2

2
⌋

∑

k=1

(n+ 1)n

(n+ 1− k)(n− k)

(

n− 1

k

)

(k − 1)(q − 1)k−1

+

(

n+ 1

⌊n
2 ⌋

)⌊

n− 2

2

⌋

(q − 1)⌊
n−2

2
⌋.

Note that (n+1−k)(n−k)≥ (n+1−⌊n−2
2 ⌋)(n−⌊n−2

2 ⌋) for k = 1, 2, . . . ⌊n−2
2 ⌋.

Thus, from above we have

⌊n

2
⌋

∑

k=1

(

n+ 1

k

)

(k − 1)(q − 1)k−1

≤ (n+ 1)n

(n+ 1− ⌊n−2
2 ⌋)(n− ⌊n−2

2 ⌋)

⌊n−2

2
⌋

∑

k=1

(

n− 1

k

)

(k − 1)(q − 1)k−1

+

(

n+ 1

⌊n
2 ⌋

)⌊

n− 2

2

⌋

(q − 1)⌊
n−2

2
⌋.
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Since (n+ 1 − ⌊n−2
2 ⌋)(n− ⌊n−2

2 ⌋) ≥ (n + 1− ⌊n
2 ⌋)(n − ⌊n

2 ⌋). Consequently,
from above we may write

⌊n

2
⌋

∑

k=1

(

n+ 1

k

)

(k − 1)(q − 1)k−1

≤ (n+ 1)n

(n+ 1− ⌊n
2 ⌋)(n− ⌊n

2 ⌋)

⌊n−2

2
⌋

∑

k=1

(

n− 1

k

)

(k − 1)(q − 1)k−1

+

(

n+ 1

⌊n
2 ⌋

)⌊

n− 2

2

⌋

(q − 1)⌊
n−2

2
⌋. (9)

Since by induction hypothesis P (n− 1) is true, we have

⌊n−2

2
⌋

∑

k=1

(

n− 1

k

)

(k − 1)(q − 1)k−1 ≤
(

n− 1

⌊n
2 ⌋

)⌊

n− 2

2

⌋

(q − 1)⌊
n−2

2
⌋. (10)

Therefore, from (9) and (10), we have

⌊n

2
⌋

∑

k=1

(

n+ 1

k

)

(k − 1)(q − 1)k−1

≤ (n+ 1)n

(n+ 1− ⌊n
2 ⌋)(n− ⌊n

2 ⌋)

(

n− 1

⌊n
2 ⌋

)⌊

n− 2

2

⌋

(q − 1)⌊
n−2

2
⌋

+

(

n+ 1

⌊n
2 ⌋

)⌊

n− 2

2

⌋

(q − 1)⌊
n−2

2
⌋

≤
(

n+ 1

⌊n
2 ⌋

)⌊

n− 2

2

⌋

(q − 1)⌊
n−2

2
⌋ +

(

n+ 1

⌊n
2 ⌋

)⌊

n− 2

2

⌋

(q − 1)⌊
n−2

2
⌋

≤ 2

(

n+ 1

⌊n
2 ⌋

)⌊

n− 2

2

⌋

(q − 1)⌊
n−2

2
⌋.

Note that q > 2 =⇒ q− 1 ≥ 2, and
(

n
r

)

=
(

n
n−r

)

, for any positive integer r ≤ n.
Thus, we have

⌊n

2
⌋

∑

k=1

(

n+ 1

k

)

(k − 1)(q − 1)k−1 ≤
(

n+ 1

⌊n+2
2 ⌋

)

⌊n

2

⌋

(q − 1)⌊
n

2
⌋.

This shows that P (n+1) is also true. Thus, the result holds for all integers n ≥ 1
and q > 2. ⊓⊔

Theorem 3. The computational complexity of Algorithm 1 is

O(2n+
3
2
+n−1

2
log2(q−1)+ 3

2
log2 n).



14 Mishra et al.

Proof. From (8), we know the computational complexity of Algorithm 1 is

2n

⌊n+1

2
⌋

∑

k=1

(

n

k

)

(k − 1)(q − 1)k−1.

Now, we can write the above expression as:

2n

⌊n+1

2
⌋

∑

k=1

(

n

k

)

(k − 1)(q − 1)k−1

= 2n

⌊n−1

2
⌋

∑

k=1

(

n

k

)

(k − 1)(q − 1)k−1 + 2n

(

n

⌊n+1
2 ⌋

)⌊

n− 1

2

⌋

(q − 1)⌊
n−1

2
⌋.

From Lemma 2, we have

2n

⌊n+1

2
⌋

∑

k=1

(

n

k

)

(k − 1)(q − 1)k−1 ≤ 4n

(

n

⌊n+1
2 ⌋

)⌊

n− 1

2

⌋

(q − 1)⌊
n−1

2
⌋

= 4n

(

n

⌊n
2 ⌋

)⌊

n− 1

2

⌋

(q − 1)⌊
n−1

2
⌋

(11)

Now, we will employ the following inequality 1:

(

2r

r

)

<
22r√
r
, (12)

where r is any positive integer.
Therefore, from (11) and (12), we have

2n

⌊n+1

2
⌋

∑

k=1

(

n

k

)

(k − 1)(q − 1)k−1 < 4n
2n

√

⌊n
2 ⌋

⌊

n− 1

2

⌋

(q − 1)⌊
n−1

2
⌋

< 2n+3/2n3/2(q − 1)
n−1

2

= 2n+
3
2
+n−1

2
log2(q−1)+ 3

2
log2 n.

Therefore, we estimate that

2n

⌊n+1

2
⌋

∑

k=1

(

n

k

)

(k − 1)(q − 1)k−1 = O(2n+
3
2
+n−1

2
log2(q−1)+ 3

2
log2 n).

This completes the proof. ⊓⊔
1 By the Stirling’s approximation, we have r! ≈

√
2πr

(

r

e

)r
. Thus,

(

2r

r

)

≈
√
4πr

(

2r

e

)

2r

√
2πr

(

r

e

)r ·
√
2πr

(

r

e

)r =
22r√
πr

<
22r√
r
.
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We will now theoretically demonstrate that the complexity of Algorithm 1 is
significantly lower than that of the naive approach when n, q ≥ 4.

Theorem 4. For n, q ≥ 4, the complexity of Algorithm 1 is significantly lower
than that of the naive approach.

Proof. Proposition 1 states that the complexity of the naive approach is O(n2qn),
which is equivalent to O(2n log2 q+2 log2 n). On the other hand, according to The-

orem 3, the complexity of Algorithm 1 is O(2n+
3
2
+n−1

2
log2(q−1)+ 3

2
log2 n).

Now let us define

f(n, q) = (n log2 q + 2 log2 n)− (n+
3

2
+

n− 1

2
log2(q − 1) +

3

2
log2 n)

=
n− 1

2
log2 q +

n+ 1

2
log2 q − (n+

3

2
+

n− 1

2
log2(q − 1)) +

1

2
log2 n

=
n− 1

2
log2

q

q − 1
+

n+ 1

2
log2 q −

(

n+
3

2

)

+
1

2
log2 n.

We observe that this expression is increasing in n for all n > 0. We show that
it also increases in q when q > 2.

We differentiate the function f(n, q) partially with respect to q to get

∂

∂q
f(n, q) = −n− 1

2

(

q − 1

q
.

1

(q − 1)2

)

+
n+ 1

2q

=
n− 1

2q

(

1− 1

q − 1

)

+
1

q
.

This is positive for n ≥ 1 and q > 2 and hence f(n, q) is increasing. Furthermore,
We note that

f(4, 4) =
3

2
log2

4

3
+

5

2
log2 4−

(

4 +
3

2

)

+
1

2
log2 4

=
3

2
log2

4

3
+

1

2
> 0.

Hence f(n, q) > 0 for all n ≥ 4 and q ≥ 4. Thus, the theorem is proved. ⊓⊔

4.1 A Special Type of Non-Singular Matrices

For an involutory matrix M , we have M−1 = M . Also, for the Hadamard ma-
trix 2 over characteristic 2, we have M−1 = 1

c2M , where c is the sum of the
elements in the first row. Therefore, for a non-singular Hadamard matrix or any
involutory matrix, we have wh(Mx) = wh(M

−1x). Thus, the complexity of our

2 A 2n × 2n matrix M is Hadamard matrix in F2r if it can be expressed in the form:
[

U V
V U

]

, where the submatrices U and V are also Hadamard matrices.
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proposed algorithm will be further reduced. Now, step 7 of Algorithm 1 requires
only one matrix multiplication, which will take n(k−1) multiplications. Thus, for
a non-singular Hadamard or any involutory matrix, the computation complexity
is of the order of

n

r
∑

k=1

o(Sk) · (k − 1) = n

⌊n+1

2 ⌋
∑

k=1

(

n

k

)

(k − 1)(q − 1)k−1.

Now, similar to the proof of Theorem 3, we can use the above expression to
determine the computational complexity for a non-singular Hadamard matrix or
any involutory matrix as follows:

Theorem 5. The computational complexity of Algorithm 1 for a non-singular
Hadamard or any involutory matrix is

O(2n+
1
2
+n−1

2
log2(q−1)+ 3

2
log2 n).

To validate the effectiveness of our algorithm, we conducted extensive compu-
tational experiments on various non-singular matrices over different finite fields
using (8). The results demonstrate a notable improvement in computational ef-
ficiency compared to existing methods, especially for large matrices and finite
fields. Furthermore, the advantage of the proposed algorithm over the exhaustive
approach can be quantitatively seen in Table 1 for different values of n and q.
The size q of the finite field for every value of n is divided into 28 and 216.

Table 1. Comparison of the computational complexity of the proposed algorithm over
the exhaustive approach

Number of field

multiplications

Matrix size (n) Field size (q) Exhaustive

Approach

Proposed

Algorithm

4
28 236 213.58

216 268 221.58

5
28 244.64 223.64

216 284.64 239.64

6
28 253.17 224.90

216 2101.17 240.91

7
28 261.61 234.51

216 2117.61 258.52

8
28 270 235.70

216 2134 259.71
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Table 1 shows that the number of field multiplications required for the branch
number computation is significantly reduced compared to the direct approach.
Using this algorithm, the computation for the branch number for certain values
of n and q (e.g., for n = 6 and q = 216) can be done in real-time, which would
otherwise not be computationally feasible through the direct approach.

Remark 5. It is easy to verify that our algorithm and its mathematical founda-
tions apply to both differential and linear branch numbers (see Definitions 1 and
2). This can be done by simply changing M to MT .

5 Conclusion

This paper presents an algorithm designed to compute the branch number of a
non-singular matrix over a finite field. It proceeds to analyze the complexity of
the proposed algorithm and demonstrates a notable reduction in search space
complexity compared to the naive approach, approximately to the square root of
the original requirement. Through detailed complexity analysis and a compara-
tive table, it illustrates the significant improvement offered by the proposed al-
gorithm over the direct approach. Additionally, given the connection highlighted
in Remark 1 between the minimum distance of a linear code and the branch
number, this advancement has the potential to offer insight into error-correcting
codes, as well as its impact on symmetric key cryptographic primitives.
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