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Abstract

Currently, Blockchain (BC), Artificial Intelligence (AI), and smart Industrial Internet of Things (IIoT) are not only leading promis-
ing technologies in the world, but also these technologies facilitate the current society to develop the standard of living and make it
easier for users. However, these technologies have been applied in various domains for different purposes. Then, these are success-
fully assisted in developing the desired system, such as–smart cities, homes, manufacturers, education, and industries. Moreover,
these technologies need to consider various issues–security, privacy, confidentiality, scalability, and application challenges in di-
verse fields. In this context, with the increasing demand for these issues solutions, the authors present a comprehensive survey on
the AI approaches with BC in the smart IIoT. Firstly, we focus on state-of-the-art overviews regarding AI, BC, and smart IoT appli-
cations. Then, we provide the benefits of integrating these technologies and discuss the established methods, tools, and strategies
efficiently. Most importantly, we highlight the various issues–security, stability, scalability, and confidentiality and guide the way
of addressing strategy and methods. Furthermore, the individual and collaborative benefits of applications have been discussed.
Lastly, we are extensively concerned about the open research challenges and potential future guidelines based on BC-based AI
approaches in the intelligent IIoT system.

Keywords: Artificial Intelligence, Internet of Things, Blockchain, Smart Industrial IoT, Security, Data Management, Data
Collection and Analysis.

1. Introduction

Industry 4.0 [1] is a novel and smart concept of an exten-
sively connected factory that implements innovative technolo-
gies (such as IoT, cloud computing, artificial intelligence.) and
state-of-the-art solutions (i.e., IIoT, automation, monitoring,
etc.) to improve the manufacturing conditions with reduced
expenses, dexterity, improved efficiency, and performing re-
mote activities, among other things. Data and network secu-
rity are critical in such an autonomous system. At a glance,
additive manufacturing techniques, autonomous and collabora-
tive robotics, the Industrial Internet of Things (IIoT), big data
analytics, and cloud manufacturing processes are the main tech-
nologies that enable 4IR to be sustained [2]. The current sce-
narios demonstrate the benefits of IIoT in improving QoS in
industries, starting with predictive maintenance and progress-
ing to remote asset control and the deployment of the Digital
Twin concept [3], which allows the owner to virtualize the op-
erations environment and be proactive when any anomalies are
detected. Despite the fact that IIoT brings value to traditional
industries, a balance must be struck between operational bene-
fits and security levels. However, the applications of the IIoT
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can be divided into four groups. Here, production flow, quality
control, and energy usage are all part of the first class. The goal
of this lesson is to improve industrial processes. Management,
which is concerned with operations, including supply chain and
corporate decision, is the second type of application. The third
class is concerned with resource allocation and collaboration.
Technology for collaborative production and customization is
covered in this lesson. Moreover, the final lesson is mostly
concerned with the management of product lifetime. Also, it
emphasizes performance enhancements, which include remote
monitoring and the ability to trace products [4]. As the num-
ber of IIoT applications and services grows, so does the range
of cyber security threats, necessitating the development of new
security measures and controls [5, 6].

On the other hand, in recent years, the use of Artificial Intelli-
gence (AI) in IIoT has gained massive interest, particularly due
to the effectiveness of deep learning in addressing previously
regarded difficult concerns, such as security and privacy. AI is
being tested in a wide range of environments, which includes
healthcare, finance, and driverless cars. Along with AI, other
technologies such as Internet-of-Things (IoT) have boosted
other fields such as Industry 4.0, where corporations seek to
have smarter manufacturing that can be tailored to their cus-
tomer’s needs through the integration of Industrial-IoT (IIoT)
into the production chain. Moreover, smart machines, equip-
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ment, and integrated automated systems [7] can now automate
ordinary processes and handle complicated issues, reducing the
requirement for human intervention. Intelligent workspace en-
hancements, smart data exploration, and rationale automation,
together with other facets of corporate smartness, need to be
considered. Furthermore, M2M communication infrastructure
is an essential component of interconnected industries, with an
increased reliance on cutting-edge wireless communication sys-
tems (5G, time-sensitive networking, etc.) [6] coupled with au-
tomated, self-driven, and improved network characteristics. In
the future, M2M devices are expected to function autonomously
and relay decisions depending on AI and ML algorithms. Such
devices require minimal human involvement and a high de-
gree of security because they possess the ability to impose dis-
rupting hazards [8, 9]. However, the principal area of poten-
tial threats for M2M communications is unexpected internet
breaches, software that is mostly discovered after the fact, re-
duced abilities as a result of low energy, economic barriers, dis-
tant locations, and legacy systems.

At the present world, there is an exponential growth in the
availability of internet-connected devices with the development
of the IIoT, generating a significant quantity of data. Contrary
to traditional IoT networks, data volume and characteristics are
important in the IIoT. As a result, huge amount of data pro-
duced by industries necessitates simultaneous smart processing
[10]. Deep Learning (DL) has the potential to perform a sig-
nificant part in evaluating Big Data from IIoT networks to gain
smart processing ability. Because the technologies concerned
with improving the IIoT differ greatly from previous technolo-
gies. Moreover, The IIoT has also been referred to as a sec-
ond industrial revolution. Human working conditions and ev-
eryday lifestyles will be drastically altered by emerging IIoT
technology [11]. Significant amount of current studies have
identified IIoT security and confidentiality issues from various
perspectives. For example, the authors of [12] classified IoT
and IIoT security challenges. The research work also stated if
these issues apply to IoT, IIoT, or both. Furthermore, the work
highlights the security concerns in the IIoT and emphasizes the
importance of developing feasible solutions. Furthermore, the
study demonstrates that different IIoT environment necessitate
requirement-specific designs. The authors, however, do not
propose solutions to the problem of appropriate designs. The
authors of [13] examined the security issues of IIoT and de-
tailed an overall analysis of potential solutions. The purpose
of this study was to define certain open research subjects in the
areas of system assimilation, device communication, energy is-
sues, defensive and identification measures, authorization, and
IIoT infrastructure. However, the study makes no recommen-
dations for feasible and practical solutions. In a similar vein,
Tange et al. [14] conducted a thorough review of the literature
on the necessities of IIoT security. The researchers showed the
use of fog computing to meet these requirements. Furthermore,
the authors detailed certain research opportunities for using pro-
tected fog computing in IIoT. Similarly, business resources may
be jeopardized, resulting in financial consequences [15]. As a
result, the reliability, fidelity, and threat of IIoT application-
failure standards should be greater as compared to IoT appli-

cations. Furthermore, IIoT approaches must maintain strict re-
quirements such as simultaneous processing and response, time
synchronization, and consistent communication [16]. The CIA
triangle refers to the three essential components of security:
confidentiality, integrity, and availability. Confidentiality en-
sures that only certified users can read network data. The con-
sistency of the data ensures that no alterations are performed,
and accessibility ensures that all resources and information are
available [17, 18]. On the other hand, data accessibility and
consistency are regarded as carrying greater importance than
confidentiality in an industrial setting. Confidentiality still car-
ries significant importance in such environment. The attributes
discussed above should be raised up to an adequate level using
IIoT internet-connected systems. As a result, when develop-
ing new IIoT and Industry 4.0 systems, privacy and consistency
should be prioritized alongside accessibility [14].

However, deploying AI requires data science expertise, which
adds complexity to an already complex environment. While en-
gineers are adept at evaluating massive amounts of data, setting
up and establishing production-grade machine learning systems
is a difficult task. Unlocking the value of industrial data us-
ing artificial intelligence necessitates a hybrid approach. This
brings us to the Industrial AI paradigm, which integrates data
science and AI with software and domain expertise to offer
measurable business outcomes for capital-intensive enterprises.
This manufacturing digital nervous system was once mostly re-
liant on outdated technologies and architectures. However, the
sector is already adopting from IT methodologies and archi-
tectures designed for enterprise systems, with an emphasis on
speed and size. These next-generation Industrial AI solutions
make it easy for the industry to embed and deploy AI into in-
dustrial systems, allowing users to address industrial challenges
without having to retrain or add data science capabilities to in-
dustrial organizations.

Recent IIoT surveys have concentrated on the general IoT do-
main rather than the IIoT domain. They either provided a
broad overview of IoT security [19] or a detailed security
analysis focused on specific IoT technologies or a specific
layer of IoT architecture [20]. Furthermore, several surveys
[21, 22, 23, 24] investigated the relationship between IoT secu-
rity and Blockchain technologies. In the IIoT domain, survey
directions have recently been directed to be hammered down
[25]. These IIoT security surveys are focused on deep learning
in IIoT threat detection [26], and decentralized BC technolo-
gies [27]. However, none of them conducts a thorough security
analysis of IIoT architecture and recent industry solutions. It
should be noted that the world is entering a new era, one of
globalization and digital technology evolution. This evolution
is causing changes in vertical sectors as well as having a di-
rect impact on society. The environment and citizens’ values
are becoming more diverse and complex. This digital transfor-
mation is quickly becoming a cornerstone of industrial strat-
egy [28]. This transformation has completely altered the mode
of operation of the vast majority of industrial applications and
businesses. Employees capable of understanding, implement-
ing, and developing new work models are now required by the
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latter. As a result, the stakes of this transformation are defined
by process digitization mastery, business line redefinition, good
data analysis, and agile integration within the company.

On the other hand, Many businesses use AI algorithms to make
real-time choices in their IIoT applications. When it comes to
AI-based solutions, it is critical to recognize that data is king.
The most significant part of applying AI for optimizing an or-
ganization and obtaining insights is aggregating, cleansing, and
preparing unique data. Before AI developers can start train-
ing their machine learning models, they generally spend up to
75 percent of their time just digesting the raw data. Remem-
ber that in order to train a machine learning model running
on IIoT devices, you’ll need a data set or series of data sets
that reflect the actual conditions and situations you’ll be work-
ing with when the application is live. However, just because
of multiple computing and storage problems, existing solutions
are unable to compete with human decision-making capabili-
ties. If IoT devices are automated, they can make decisions
for themselves. Only when all activities are adequately coordi-
nated can a factory work normally. Even in a single sector or
part of the assembly line, any failure might stymie the entire
operation and put production on hold indefinitely. Any irregu-
lar changes in data in smart systems can signal a problem, and
devices in succeeding sections can be delayed to preserve re-
sources [29]. Furthermore, innovative industries collect a large
amount of data from a variety of sources and use it to create use-
ful business solutions and insights. The benefits of implement-
ing autonomous systems in industries include increased pro-
ductivity, scalability, cost savings, and flexibility. Furthermore,
employing pattern-based and repeated decision-making models
intelligent decision-making models in numerous industries may
contribute to controlling things like subordinates. Motivated to
take this step, this survey research have looked at the practical
considerations of integrating security and privacy solutions into
smart IIoT system architectures that move away from the cloud
paradigm to reduce exposure to threats.

1.1. Related Surveys

The authors of [89] look into the issues and modern advance-
ments of relevant state-of-the-art IIoT technologies, frame-
works, and solutions for simplifying interoperability between
distinct IIoT components. They also go over a number of IIoT
standards, protocols, and models for digitizing the Industrial
revolution that are compatible. However, they have identified
certain obstacles and directions for their future work. The au-
thors of [14] provide a systematic evaluation of the literature
on IIoT Security from 2011 to 2019, with an emphasis on the
IIoT’s security requirements. Their secondary contribution is a
discussion of how the relatively new Fog computing paradigm
might be used to satisfy these needs and, as a result, improve
IIoT security. This research [90] looks into the extent of IIoT
forensics and the necessity of investigating and incorporating
forensic standards and procedures into IIoT. The authors be-
lieve that the hypotheses presented here can serve as key build-
ing blocks for future IIoT-centered research frameworks. Salih
et al. [91] focuses on the IoT’s value in the industrial domain
as a whole. It examines the IoT, focusing on its advantages and

Table 1: List of common abbreviations with description

Keys Description

AI Artificial Intelligence
ANN Artificial Neural Networks
BC Blockchain
CIA Confidentiality, Integrity, and Avail-

ability
COVID-19 Coronavirus Disease 2019
DAC Distributed Autonomous Corporations
DoS Denial of Service
DDoS Distributed Denial of Service
DL Deep Learning
DT Decision Tree
FL Federated Learning
GA Genetic Algorithm
IoT Internet of Things
IIoT Industrial Internet of Things
IP Internet Protocol
LPU Local Processing Unit
MCDM Multi-criteria Decision Making
ML Machine Learning
M2M Machine to Machine
MIMO Multiple Input, Multiple Output
NLP Natural Language Processing
P2P Peer-to-Peer
PCA Patient Centric Agent
PDA Personal Digital Assistants
PM Patient Management
QoS Quality of Services
SH Smart Healthcare
SC Smart Contact
SDN Software Defined Networking
SDP Sensor Data Provider
SVM Support Vector Machine
WIoT Wireless Internet of Things
WSN Wireless Sensor Networks
DAO Decentralized Autonomous Organiza-

tion
OT Operational Technology

disadvantages, as well as some of the IoT’s applications, such
as in transportation and healthcare. In addition, the trends and
statistics around IoT technology on the market are examined.
Finally, the benefits of IoT technologies for COVID-19 are dis-
cussed, as well as the significance of IoT in telemedicine and
healthcare. The authors are now working on an Industry 4.0
cybersecurity project, and the information in this paper is based
on their findings. This study [92, 93] presents a path for iden-
tifying, aligning, mapping, converging, and implementing the
correct cybersecurity standards and techniques for safeguard-
ing M2M communications in the IIoT, as well as an overview
of best practices. Atharvan et al. [94] provide the state-of-the-
art in networking layered frameworks for IIoT, evaluating links
between cloud and edge computing technologies. They also
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Table 2: Related surveys regarding BC, AI, and IIoT. The works are grouped, based on the related technology, and reported chronologically
Works Year Used Tech-

nology
Major Contributions

Ali et al. [30] 2019

Blockchain

Blockchain-based smart-IoT trust zone measurement architecture.
Moniruzzaman et
al. [31]

2020 Blockchain for smart homes: Review of current trends and research challenges.

Shrestha et al. [32] 2020 A Blockchain Platform for User Data Sharing Ensuring User Control and Incentives.
Hou et al. [33] 2020 IoT and Blockchain-based smart agri-food supply chains.
Majeed et al. [34] 2021 Comprehensively reviewed the role of Blockchain in enabling IoT-based smart cities.
Ahmed et al. [35] 2021 Quantum-Inspired Blockchain-Based Cybersecurity: Securing Smart Edge Utilities in IoT-Based Smart Cities.
Sahal et al. [36] 2022 Digital Twins Collaboration for Smart Pandemic Alerting.
Hannah et al. [37] 2022 Blockchain-based Deep Learning to Process IoT Data Acquisition in Cognitive Data.
Abdelzahir et
al. [38]

2022 Blockchain for IoT Applications: taxonomy, platforms, recent advances, challenges and future research directions.

Lin et al. [39] 2022 Research directions on Blockchain smart contract.
Valanarasu et
al. [40]

2019

AI

Smart and secure IoT and AI integration framework for hospital environment.

Ullah et al. [41] 2020 Applications of artificial intelligence and machine learning in smart cities.
Alshehri et al. [42] 2020 A comprehensive survey of the Internet of Things (IoT) and AI-based smart healthcare.
Singh et al. [43] 2020 Convergence of Blockchain and artificial intelligence in IoT network for the sustainable smart city.
Molinara et al. [44] 2021 Highlighted the advancement of AI in three areas that are: Smart Cities, Smart Industries, Smart Healthcare.
Lv et al. [45] 2021 AI-empowered IoT security for smart cities.
Sarker et al. [46] 2022 AI-based modeling: Techniques, applications and research issues towards automation, intelligent and smart systems.
Gupta et al. [47] 2022 Artificial intelligence empowered emails classifier for Internet of Things based systems in industry 4.0.
Chaudhary et
al. [48]

2022 5th Generation AI and IoT Driven Sustainable Intelligent Sensors Based on 2D MXenes and Borophene.

Xu et al. [49] 2022 Explainable AI: A brief survey on history, research areas, approaches and challenges.
Vitturi et al. [50] 2019

IIoT

Industrial communication systems and their future challenges: Next-generation Ethernet, IIoT, and 5G.
Nagpal et al. [51] 2019 IIoT based smart factory 4.0 over the cloud.
Abuhasel et al. [52] 2020 A secure industrial Internet of Things (IIoT) framework for resource management in smart manufacturing.
Nanda et al. [53] 2020 IIOT based smart crop protection and irrigation system.
Contreras et al. [54] 2020 Implementing a novel use of multicriteria decision analysis to select IIoT platforms for smart manufacturing.
Riasanow et al. [55] 2021 Examined the similarities of digital transformation in five platform ecosystems: automotive, Blockchain, financial, insur-

ance, and IIoT.
Jiang et al. [56] 2021 3GPP standardized 5G channel model for IIoT scenarios: A survey.
Mantravadi et
al. [57]

2022 Design choices for next-generation IIoT-connected MES/MOM: An empirical study on smart factories.

Fedullo et al. [58] 2022 A Comprehensive Review on Time Sensitive Networks with a Special Focus on Its Applicability to Industrial Smart and
Distributed Measurement Systems.

Lin et al. [59] 2022 A Novel Architecture Combining Oracle with Decentralized Learning for IIoT.
Harris et al. [60] 2019

BC-AI

Decentralized and collaborative AI on Blockchain.
Wang et al. [61] 2019 Securing data with Blockchain and AI.
Kumari et al. [62] 2020 AI-based approaches along with the advantages and challenges of integrating the BC technology and AI in the ECM

system.
Ekramifard et al.
[63]

2020 A systematic literature review of integration of Blockchain and artificial intelligence.

Kumar et al. [64] 2021 An Integration of Blockchain and AI for secure data sharing and detection of CT images for the hospitals.
Alshamsi et al. [65] 2021 Artificial intelligence and Blockchain for transparency in governance.
Jabarulla et al. [66] 2021 A Blockchain and artificial intelligence-based, patient-centric healthcare system for combating the COVID-19 pandemic.
Hua et al. [67] 2022 Applications of Blockchain and artificial intelligence technologies for enabling prosumers in smart grids.
Aich et al. [68] 2022 Protecting personal healthcare record using Blockchain federated learning technologies.
Rahman et al. [69] 2022 Blockchain based AI-enabled Industry 4.0 CPS Protection against advanced persistent threat.
Liu et al. [70] 2019

BC-IIoT

Proposed a novel deep reinforcement learning (DRL)-based performance optimization framework for Blockchain-enabled
IIoT systems.

Gai et al. [71] 2019 Privacy-based Blockchain technology for internet-of-things in an industrial setting.
Sengupta et al. [72] 2020 A comprehensive survey on attacks, security issues and Blockchain solutions for IoT and IIoT.
Wu et al. [73] 2020 Convergence of Blockchain and edge computing for secure and scalable IIoT critical infrastructures in industry 4.0.
Khattak et al. [74] 2020 Application of Blockchain technology to introduce dynamic pricing in IIoT thereby enabling energy management in smart

cities.
Yu et al. [75] 2021 BC-enhanced data sharing with traceable and direct revocation in IIoT.
Dwivedi et al. [76] 2021 Blockchain-Based Internet of Things and Industrial IoT.
Latif et al. [27] 2021 Presented a comprehensive survey on security issues, Blockchain architectures, and applications from the industrial per-

spective.
Mrabet et al. [77] 2022 A Secured Industrial Internet-of-Things Architecture Based on Blockchain Technology and Machine Learning for Sensor

Access Control Systems in Smart Manufacturing.
Huo et al. [78] 2022 A Comprehensive Survey on Blockchain in Industrial Internet of Things: Motivations, Research Progresses, and Future

Challenges.
Sun et al. [79] 2019

AI-IIoT

Introduced an intelligent computing architecture with cooperative edge and cloud computing for IIoT.
Chen et al. [80] 2019 Emerging trends of ml-based intelligent services for industrial internet of things.
Miao et al. [81] 2020 Blockchain and AI-based natural gas industrial iot system: Architecture and design issues.
Zheng et al. [82] 2020 Advancing from predictive maintenance to intelligent maintenance with AI and IIoT.
Michailidis et
al. [83]

2020 AI-inspired non-terrestrial networks for IIoT: Review on enabling technologies and applications.

Rahman et al. [84] 2021 AI-Enabled IIoT for live smart city event monitoring.
Banaie et al. [85] 2021 Discussed the opportunities and challenges of realizing the AI, and particularly ML, approaches in IIoT systems that are

used in the smart manufacturing environment.
Ammar et al. [86] 2022 Implementing Industry 4.0 technologies in self-healing materials and digitally managing the quality of manufacturing.
Raimundo et al. [87] 2022 Cybersecurity in the Internet of Things in Industrial Management.
Ghayvat et al. [88] 2022 STRENUOUS: Edge-Line Computing, AI and IIoT enabled GPS Spatiotemporal data-based Meta-transmission Healthcare

Ecosystem for Virus Outbreaks Discovery.
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looked into the kind of security attacks that could occur in an
IIoT-driven 5G network, as well as how to prevent them. How-
ever, there are some flaws in their research. The authors of this
paper [95] perform a thorough examination of the prospects,
uses, and limitations of differential privacy in the intelligent
IIoT. They begin by reviewing related publications on IIoT and
privacy protection. Then they look at industrial data privacy
metrics and look at the conflict between using data for deep
models and protecting individual privacy. A number of essen-
tial issues are summarized, and new study proposals are pro-
posed. The authors of [96] presented a detailed analysis on the
threats on the many stages of the IoT stack, such as device, in-
frastructure, communication, and service, together with the spe-
cial properties of every layer that attackers can exploit. They
also use nine real-world cybersecurity incidents that targeted
IoT devices in the consumer, commercial, and industrial sec-
tors to highlight IoT-related vulnerabilities, exploitation tech-
niques, attacks, impacts, and potential mitigation mechanisms
and defense tactics. By identifying and comparing distinct at-
tacks on each IIoT layer, this research [13] assists researchers
in understanding the reason for penetration. The major goal of
this survey is to examine the numerous security concerns that
IIoTs encounter and to give a comparative analysis of the cur-
rent solutions to improve the protection systems of industrial
IoT. This research also identifies several unsolved research is-
sues for academia, technologists, and researchers in order to
advance the IIoT area and its security features. The enhanced
heuristics of the AOSR algorithm are presented in this work
[97], along with specifics on how they improve performance
efficiency in an SME-oriented warehouse. A detailed overview
of the extensive validation using scenario-based experimenta-
tion and test cases explains how AOSR improved performance
indicators by 60–148 percent in specific key warehouse regions.
The authors [98] identified the critical ability of DL in the IIoT
in this research. They begin by discussing several deep learning
approaches, such as convolutional neural networks [99], auto-
encoders, and recurrent neural networks, together with their
applications in diverse environment [100]. The authors fur-
ther go over some DL application scenarios for IIoT systems,
which includes intelligent manufacturing, metering, and agri-
culture. They outline a number of research problems associ-
ated to proper design and deployment of DL-IIoT. Eventually,
they provided many potential future study directions in order to
stimulate and inspire more study in this field. This article [101]
gives a thorough examination of IIoT security, including ex-
isting industry countermeasures, research suggestions, and on-
going difficulties. They classified IIoT technologies into the
four-layer security architecture, assess implemented counter-
measures based on CIA+ security criteria, report current coun-
termeasure weaknesses, and identify open challenges and chal-
lenges. Moving to a data-centric approach that ensures data se-
curity whenever and wherever it travels could potentially solve
industry deployment difficulties. Additionally, the summary of
the related survey based on the considered technologies (BC,
AI, and IIoT) and their integration has been cited in table 2 to-
gether.

1.2. Contributions of the Survey

This survey discusses several leading technologies–BC, AI,
and IIoT. In detail, we present an extensive analysis of their
recent advanced concepts, security and confidentiality issues,
tremendous applications, open issues, and further direction. We
also adjust the integration’s of these technologies aiming to
great support applications in various areas. In this survey, we
provide the subsequent contributions:

• We present the state-of-art overviews and a general discus-
sion regarding the BC, AI, and smart IIoT efficiently.

• We discuss the integration benefits of these technologies–
BC-AI, and BC-AI-IIoT. We also searched their features
and methods, which have already been established.

• We highlight in-depth of security, stability, confidentiality,
and reliability issues in the existing fields and upcoming
fields, as well as using the BC-AI and IIoT technologies.
Also, provided significant guidelines for the various solu-
tion tools and techniques against existing problems have
been covered in this study.

• We collaboratively and individually represent the appli-
cations of these technologies in various fields, including–
BC-IIoT, AI, and AI-BC-IIoT applications.

• Finally, we cover the different issues, open challenges, op-
portunities and future guidance related to the considered
technologies.

1.3. Outlines of this Survey

To the best of our knowledge, this study is the only poten-
tial and informative survey that incorporates all the considered
technologies. Some of the notations are listed in Table 1. The
remainder of this survey has been organized as follows: Sec-
tion 2 discuss the state-of-the-art overview regarding desired
technologies–BC, AI, and smart IIoT individually. Sections
3 describe the integration’s impacts based on the BC-AI-IIoT
technologies. Further, the individual and collaborative appli-
cations have been covered in Section 4 on the basis of these
technologies. After that, section 5 focuses on the research chal-
lenges and future opportunities of this survey. Lastly, we con-
clude this article in section 6. For easy understanding, we add
a complete road map of this survey, which is depicted in 1.

2. Concepts of BC, AI, and Smart IIoT: State-of-the-art

2.1. Blockchain Technology

2.1.1. Advanced Characteristics of BC
Asymmetric cryptography [119] is a strategy for dealing with

some Blockchain concepts connected to AI and IoT. Public and
private keys are a fundamental principle of asymmetric cryptog-
raphy. We begin by encrypting a numerical message M. Max,
for example, wishes to deliver M to Mary devoid of anyone be-
ing capable of accessing it. Public and private keys of Max are
indicated

(
KMax

pw ,K
Max
pr

)
, and Mary’s ones

(
KMary

pu ,KMary
pr

)
. Max
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Figure 1: Road map of this survey

has the ability to cipher M with the use of an encryption func-
tion C and public key of Mary’s:

V = C
(
KMary

pu ,M
)

(1)

Mary can interpret the information with the use of her private
key and the decoding function D associated with C once she has
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Table 3: State-of-the-art works focus on the utilization of BC, AI and IIoT in diverse techniques, major findings, and drawbacks & challenges. The outcomes are
reported in chronological order

Works Methods and Tools Major Contributions Drawbacks and Challenges Applications Fields
Khan et
al. [102]
(2022)

Wireless networking, FL,
IoT

Identification of challenges and advantages
of FL in healthcare predictive modelling
and addressing critical issues related to pri-
vacy and ownership are addressed

The study requires further analysis
with hyper-parameters.

Education, Healthcare,
and Industries

Rani et
al. [103]
(2022)

Neural Network
(SqueezeNet, ResNet50,
VGG19, InceptionV3),
Transfer learning

To develop a secured protocol for commu-
nication by integration Blockchain and IoT
for healthcare system monitoring

Data needs to be transmitted that still
may include some threats to be hacked.

Healthcare

Verma et
al. [104]
(2022)

Blockchain, IoT Reviewed security threat to the IoT based
systems and presented Blockchain-based
mitigation process

The authors presented Blockchain
based security enhancement system,
however, Blockchain based security
system can also be under attack.

IoT security

Huo et al.
[78] (2022)

Blockchain, IIoT Scope and challenges of integrating
Blockchain in IIoT sector

This article lacks taxonomy of related
research works.

IIoT manufacturing chal-
lenges

Rajawat et
al. [105]
(2022)

AI and Blockchain for
data security

Blockchain and AI-based model for en-
hancing the data security in the smart ap-
plications

Proper adaptation of healthcare is
missing.

Smart healthcare and
Smart City

Chatterjee
et al. [106]
(2022)

IoT, Blockchain Data security issues in IoT based commu-
nication system

Addressed major security issues in the
IoT based communication system with
possible solution.

IoT security

Ullah et
al. [107]
(2021)

IIoT, VD-Net, AI Industrial Surveillance system with IIoT
and VD-Net

Considered available dataset but with
different view of same images this
method has not been tested.

Industrial Security
(surveillance)

Zhang et al.
[108](2021)

IIoT, Blockchain, Feder-
ated Learning

A secured data transmission system by in-
tegrating Blockchain and Federated learn-
ing model in IIoR scenario

The cost of complexity is not examined
to a significant extent.

Security of data transmis-
sion

Xiao et
al. [109]
(2021)

IIoT, DNN, Cloud Integration of AI and DNN with a cloud
edge-based system that takes into account
both energy consumption and quality of
service

Cost analysis is missing. Computing service

Ramasamy
et al. [110]
(2021)

AI, Blockchain, IoT ad-
vancement

Focuses on the integration of AI,
Blockchain, and IoT with indepen-
dent plans of action

Only highlighted the data security. Safe sharing of informa-
tion

Mehta et
al. [111]
(2021)

Blockchain Secured contract transaction scheme in
IIoT scenario

Considered only industrial perspec-
tive and in real scenario transaction
also occurs with other pirates such as
landowners or service providers.

Supply chain

Espinoza et
al. [112]
(2021)

AI and smart IIoT Excellent combination between AI and
IIoT for vibration-based fault diagnosis ar-
chitecture

CVCM-based optimized algorithm
should be offered for the data collec-
tion.

Global positioning sys-
tem location and Industry
4.0 applications

Zhao et
al. [113]
(2021)

Edge Computing, AI, and
Industrial IoT for secu-
rity purposes

An edge computing framework for intelli-
gent IIoT AI-driven to improve the flexibil-
ity and security of IIoT edge systems

Resource utilization approaches need
to be clarified more concisely.

Real-time performance
analysis for smart IIoT

Rahman et
al. [114]
(2020)

Blockchain. IR 4.0 Blockchain for securing data and enhanc-
ing privacy

As Data is transferred, there still may
remain some security threats, handling
those attacks not mentioned.

Security for IIoT based
on Blockchain and SDN

Singh et
al. [43]
(2020)

Blockchain, AI, and IoT
Intelligence

Discussed the sustainability of smart city
with the support of AI and Blockchain
technology

Development of an intelligent commu-
nity should have been discussed.

Smart city

Wu et al.
[73] (2020)

Blockchain, Edge com-
puting, IIoT

Integration of Blockchain and Edge Com-
puting for enhancing security of IIoT based
systems

Comparison with other related re-
search not presented.

Security and privacy for
smart IIoT.

Guan et
al. [115]
(2020)

Blockchain, IIoT Blockchain-based secured energy trade
system

When data is transmitted there still
may some security threats in the over-
all system that is not considered in this
work.

Energy trading

Sharma et
al. [116]
(2020)

Blockchain, AI, and IoT Presented a Smart Road Traffic Manage-
ment System (SRTMS) architecture for
reducing vehicle collision with the help
of emerging technologies AI, Blockchain,
and IoT

Collision detection and correction al-
gorithm is messing.

Road traffic management

Wazid et
al. [117]
(2020)

Drone technology, AI,
Blockchain

AI and Blockchain based secured systems
for healthcare professionals

Healthcare based data are susceptible
and private. Collecting data and addi-
tionally providing security to them is
challenging.

Healthcare

Campero et
al. [118]
(2020)

AI (SVM, CNN, Naive
Bayes), smart IIoT

Design of a smart Helmet that can sense
the surroundings, monitor, and safeguard
employees in any dangerous circumstance

Maintaining the data transmission
quick and smooth is challenging.

Industrial construction
sites

received the value V:

M = D
(
KMary

pr ,V
)

(2)

The identification of a message M is the second question: The
ability of Mary to detect that Max is the one delivering the mes-
sage. The following is the solution: Max dispatches both M and

the signature S to Mary where:

S = C
(
KMax
ρr ,M

)
(3)

After Mary has received (S ,M), she has the ability to decode S
with Max’s public key:

m = D
(
KMax

pu , S
)

(4)
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The most important distinction is the fact that the private key
of Max should be kept private at all times: only the authorized
person of the key should have access to it, but the public key
may be delivered to anyone. The RSA algorithm is the most
well-known asymmetric encryption technique: it uses prime
numbers to create public and private keys and generate math-
ematical functions (power functions and modules) to encipher
and decrypt messages.

2.1.2. Blockchain Categories
In accordance with user accessibility, a Blockchain can be

categorized into two types that shown in Fig. 2. Open
Blockchain, also known as Public Blockchain, permits inter-
action between users with deceptive identities. Sometimes, the
identity of the users involved in an agreement remains com-
pletely anonymous. Public Blockchain technology imposes
very little in the way of privacy. In terms of data accessibil-
ity, private Blockchain technology provides a greater level of
reliability and privacy. Another accessible BC is consortium
BC. This particular type of Blockchain has authorized nodes to
manage decentralized ledgers.

Figure 2: Types of Blockchain

2.1.3. Usefulness of Blockchain in Security and Privacy Appli-
cations

Blockchain can be used to validate the user in the network
system of the 5th-century [120]. The data alteration of at-
tackers becomes difficult as Blockchain stores the information
along a couple of computers together that creates a network.
Additionally, the smart contracts in the Blockchain mechanism
enable the establishment of authentic and verified communica-
tion along the 5G network [121]. For the sensors used in IoT,
Blockchain can be an option to provide an encryption mecha-
nism and an environment for trustworthy execution and identi-
fication [122]. The essential steps in the BC-based distributed
AC model for IoT are as follows:
Generate (G1, G2, e) with k as input parameters, where G1 and
G2 are the order groups of e and q, respectively, and satisfy G1
× G2→G2; randomly pick the master key s ∈ Z∗q, which is one
of the system’s two secure hash functions [123, 124].

HAS H1 = {0, 1}∗ → G∗1
HAS H2 = G2 → {0, 1}n

(5)

Using a self-generated address and the device’s identity flag ID,
each IoT device in the system can request an attribute value pair

(prop ni, prop vi) from the AAA. The IoT device first chooses
s ∈ Z∗q as the device’s key SKi, then the public key PKi = kG
that corresponds to this key. The IoT device can hash the PKi-
IDdevtimestamp to acquire the Blockchain address correspond-
ing to this public key, and then encode the BC address obtained
using the Base58Check function, as follows:

Address = Base 58Check
(
H2
(
PKi ∥Ddev ∥ timestamp

))
(6)

This address is used to request an attribute-value pair for an
IoT device from an attribute authorization authority. When an
IoT device requests an attribute value pair (prop ni, prop vi),
the appropriate attribute authorization authority must verify on
a case-by-case basis whether the IoT device is allowed to have
the attribute value pair. If this verification is successful, this
attribute authority generates an authorization transaction for the
attribute value pair right away, concatenates the transaction with
the current timestamp, performs a hash operation to obtain a
hash value, and then signs the hash value as follows:

SigS Ki

H1

AA

(
prop ni

, prop vi

)
−→ Address ∥ timestamp

 (7)

Finally, the attribute authorization authority bundles the sig-
nature value, transaction, and current timestamp into a single
package and uploads it to the federated Blockchain. When an
IoT device is registered with an attribute authorization author-
ity, the attribute authorization authority must create a reason-
able access control policy file based on the specific situation,
after which the transaction and the current timestamp are con-
catenated and hashed, and the hash value is signed, as follows:

SigS KID

(
H1

(
AA

PID
−→ Address || timestamp

))
(8)

Moreover, the AAA will use Fabric to combine the signature
value, transaction, and current timestamp. Because the IoT sys-
tem is dynamic and evolving, access control policies for IoT
terminals may fail due to changes in business requirements. In
this case, the AC policy of the IoT device must be revoked by
connecting the transaction with the current timestamp for the
operation and hashing it, then signing the hash value, as fol-
lows:

SigS KID

(
H1

(
AA

PID
←− Address ∥ timestamp

))
(9)

The attribute authorizer will bundle the signature value, transac-
tion, and current timestamp into a single package and send it to
the federated Blockchain. Lastly, because of the cryptographic
feature of the technology, security and privacy are preserved in
Blockchain technology.

2.1.4. Impact of Blockchain in Industry 4.0 Applications
Blockchain can be a possible and suitable solution for the

5G networking scheme for IR 4.0. With the encryption prop-
erties of Blockchain, user validation is possible at both ends
between parties of the IR ecosystem. Again for the decentral-
ization of the network, data is stored in the decentralized server
with better authorization and authentication mechanism, which
is indeed a robust method for storing data along the cloud [125].
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2.2. Artificial Intelligence

Recent developments in the world of computative resources
and programming coupled with the significant growth of avail-
able data on the web means that there is an extensive variety
of applications of artificial intelligence in several sectors of our
everyday life. A simple scenario of AI is shown in Fig. 3.
Some of the key features of AI includes– Deep Learning is one
of the primary characteristics of AI, an ML algorithm that trains
computers to perform tasks by studying human examples. Fa-
cial recognition is another prominent feature of AI through dif-
ferent model or networks [126]. AI also has the property of
performing tasks in an automated manner. Other characteris-
tics of AI are chat-bots which are essential software used for
answering client’s issues via text. Artificial intelligence also
possesses the ability to assist in performing problems related
to quantum physics with increased accuracy. It performs these
complex problems with the assistance of a neural network. This
has enabled a revolution in the development made in this par-
ticular field. Finally, a key characteristic of AI is cloud comput-
ing. The increased amount of digital data from a wide range of
sources requires a storage facility.

Figure 3: Feature of Artificial Intelligence

2.2.1. Methods and Tools of AI
AI has the ability to transform manufacturing into smart in-

dustries based on data-driven decision-making. AI is being
implemented to mitigate the risks of machine failure, increase
quality control and productivity, and achieve economic means
of manufacturing Several types of research explored the poten-
tial of AI in smart industries. Recent developments in using AI
in smart manufacturing are also presented by authors in [127].
A detailed summary of AI and big data in the field of Indus-
try 4.0 is reviewed in [128]. Artificial Intelligence is seen as
a significant driver of the Industry 4.0 revolution, as identified
in [129]. The research introduces a novel way of generating a
map of Industry 4.0 technologies with the help of natural lan-
guage processing to gather technical information from relevant
research articles. Various areas like computer science, mathe-
matical analysis, statistical data, biological science, human so-
ciology, and many other areas of science have participated to
consolidate AI’s multidisciplinary attributes. The overall data
created from each of these domains instigates towards knowl-
edge. It is critical to analyze this data in order to uncover the
concepts that underpin it. It is simple for the human brain to
perform, but it requires a longer time period. The reason be-
hind this is due to the fact that information in reality has some

unsuitable features: (i) massive volume, (ii) indeterminate na-
ture, (iii) diverse information sources, (iv) requires simultane-
ous processing, (v) varies constantly. Further attributes com-
prise unreliability, spontaneity, and so forth. AI may be identi-
fied as a method for effectively using the information in a man-
ner that is comprehensible to those who supply it, adjustable
(when an error occurs), beneficial in the present situation, and
reasonable. Because of this, data science approaches are heav-
ily used in AI. Here, data science is the science of generating
elements and techniques for studying significant quantities of
data and deriving information from them. In summary, the var-
ious methods and tools of Artificial Intelligence are Machine
Learning, ANN, DT, Natural Language Processing, Automa-
tion and Robotics, and SVM.

2.2.2. Expansion of AI
The growth of AI in response to the ever-altering scenario

is a significant source of concern for everyone since it raises a
variety of challenges ranging from administrative initiatives to
private usage. On top of assisting to make our daily life more
easier, AI also has several uses. In order to boost economic
growth and productivity and maintain a moderate and steady
market, AI is used. AI assists businesses in expanding. Fur-
thermore, AI assists employees in the workplace by providing
convenience. The programs deployed by AI to do the assigned
work are far more effective than those used by employees and
the task will be completed significantly faster. It would pro-
vide far more consistent findings when evaluating algorithm ef-
ficiency. AI further focuses on the algorithms’ clarity and li-
ability. For example, one must safeguard highly skilled data
such as the patient’s medical report without jeopardizing data
sensitivity.

2.3. Smart Industrial IoT

2.3.1. Existing IoT Features
One of the most significant features of IoT remains commu-

nication which is critical for establishing a secured connection
between sensors (and other relevant devices) to the IoT plat-
form via the server. The established communication is bidirec-
tional, and high-speed communication is required for exchang-
ing information amongst the several interconnected devices and
the server. In order to effectively establish a communication
medium and to help understand the IoT platform regarding the
source of the data, it is essential to identify and manage the de-
vice endpoint. IoT also offers an analysis feature which assists
to study the collected data and make intelligent or smart deci-
sions. The IoT platform performs real-time analysis in regard
to data aggregation, filtering of data, and successive correla-
tion. Integration is yet another feature of IoT which enables
the system to improve its performance. IoT further permits the
connectivity between heterogeneous devices and networks. The
devices in the IoT platform are able to communicate amongst
each other despite their heterogeneity, thereby establishing a
smart system. Finally, the IoT platform also performs the ac-
tion based on data collection, communication, and intelligent
decision.
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2.3.2. Why Required Industrial IoT?
The IIoT platform involves interconnection between smart

devices through a distributed network. These smart devices
range from sensors, automated technologies, and relevant de-
vices to highly efficient gateways coupled with simultaneous
data analysis. Fig. 4 has been deemed to demonstrate smart
IIoT for a better understanding of readers. However, IIoT has
the potential towards a transformative solution throughout sev-
eral sectors including smart cities, smart healthcare, robotics
and automation, intelligent transport system and many more.

Figure 4: Smart Industrial IoT Architecture

2.3.3. Analytic and Overview of Smart Industrial IoT
IoT technology plays a significant function in advanced in-

dustries by automating tasks and eventually reducing relevant
expenses. IIoT has gained increased attention from both the in-
dustrial and academic sectors as state-of-the-art technology for
the process of manufacturing in an industrial environment. IIoT
simply refers to the interconnection between several sensors,
tools, and relevant devices, which are merged with computer
applications to perform surveillance, development, and energy
supervision. IoT features increased control of operation by pro-
viding machine operators with up-to-date information and in-
creased reliability.

In one example, the SMART strategy is a method for deal-
ing with multi-criteria decision making (MCDM) challenges
used in this paper [130]. It depends upon the idea that every
other possibility is made up of several standards with princi-
ples, and every benchmark has a weight that reflects its impor-
tance in relation to other benchmarks [131]. A combination of
the SMART and Shannon’s entropy approaches is utilized in
some studies to determine weights depending on the provided
criteria. The following three equations can be used to compute
Shannon’s entropy (Ej). Assume k j( j = 1, 2, 3 . . .) contains nu-
merous possibilities and ki (i= 1, 2, 3 . . .) indicates the criteria
contained in these alternatives. Kij then indicates the ith bench-
mark value in the jth alternative, forming the weight evaluation
mechanism on this premise. These elements should be stan-
dardized using:

Ri j =
ki j∑m

i=1
∑n

i=1 ki j
(10)

where Rij is the specific gravity per kilogram and m is the num-
ber of criteria. Then, the entropy for each factor alternative Ej

is then calculated as follows:

E j =

[
−1

ln(m)

] m∑
i=1

[
Ri j ln

(
Ri j

)]
(11)

where m is the matrix’s number of standardized assessment
possibilities and ij is the number of criteria.

D j = 1 − E j (12)

where, Dj denotes the diversity criterion.
Using the mean absolute error (MAE) to calculate the dynamic
threshold (DT). MAE is an element that quantifies the accu-
racy of forecasts as compared to real results. MAE is used as
it provides a simple method for measuring the content of errors
[132]. It is frequently utilized in the privacy area to compute
errors based upon the issue.

Dynamic Threshold (DT) =

∑n
i=1

∣∣∣∣u (ai) − u (ai)
∣∣∣∣

n
(13)

where u (ai) is the value of the trust, u (ai) is the predicted trust
value, and n is the total number of samples.
The comparison of the value of trust and the DT calculated gen-
erates a value and if the value of trust is higher or equal to the
DT value, the device is trusted; or else, it is considered un-
trusted:

Trust Score =
{

u (ai) < DT, Untrused
u (ai) ≥ DT, Trusted (14)

To summarise this section, we consider the state-of-the-art
table 3; this table provides a piece of tremendous information
based on the BC, AI, and intelligent IIoT technologies. Also,
this table offers some parameters such as–tools and methods,
main contribution, limitations, and application areas as well
based on the existing research.

3. Integration Impacts: BC-AI, AI-IIoT, and BC-IIoT

3.1. Integration of BC-AI
3.1.1. Discussion of Security Challenges

Security concerns are seen as one of the most important
issues to address in smart apps, particularly in the case of
Blockchain-based applications, issues such as security or pre-
serving users’ private information are a top priority.

• With the increasing creation of data from many sources,
data security has become a major security problem for
many organizations. They have become a target for attack-
ers due to the large amount of data they generate. Again,
Blockchain technology alone will not be able to uncover
the flaws because the review process would be lengthy.

• Through the core mechanism of Blockchain, which is en-
cryption and hashing, the adoption of Blockchain tech-
nology in the field of data transmission and generation-
based systems unquestionably strengthens security. In the
Blockchain system, the account address is utilized to per-
form transactions. As a result, there is a certain amount of
obscurity.
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Table 4: Previous Studies Analysis based on Interrogation and Motivation of BC-AI-IIoT technologies
Authors & Year Integrated Techniques Main Motivations Limitations
Karamchandani et
al. [133] (2022)

AI, Robotics, IR 4.0 applica-
tions, Blockchain

In the context of Big Data, integration benefits of BC. Security issues of Blockchain in the Big
data scenario.

Wolf et al. [134]
(2022)

AI GHG emission reduction in the healthcare based scenarion by
integrating AI based methods.

Performance matrices not discussed

Deebak et al. [135]
(2022)

IoT, Blockchain, AI Blockchain integrated secured user authentication system. In real time the model is not tested.

Kumar et al. [136]
(2022)

Blockchain, AI, IIoT The effects of Blockchain and AI in the sector of Business. considered theoretical context only.

Panagopoulos et al.
[137] (2022)

AI, IoT Data transmission flow management with AI based methods. Proposed method need to be tested upon
some real time healthcare data

Sarosh et al. [138]
(2022)

AI, Image Encryption Image encryption method for secured transmission through
AI based IoT system.

Security issues of AI based image en-
cryption mecahnism

Alahmari et al.
[139] (2022)

AI, ML, NLP, Big data A model to identify healthcare services by analyzing social
media.

Attack scenario not considered in this
work

Khan et al. [102]
(2021)

AI, IoT, NFV, 5G A study the application of SDN-NFV for the advancement
of the present world and additionally discussed some issues
related to this.

Considered only cases related to rational
agents and attacks that are already settled
only.

Kumar et al. [64]
(2021)

Blockchain, Deep learning Combination of deep learning with Blockchain for CT image
for healthcare scenario.

Dataset consists 5842 CT cases only.

Alrubei et al. [140]
(2021)

AI, IoT, Blockchain Data security enhancement by integrating Blockchain with
IoT.

System with real time response time
need further analysis.

Yu et al. [75] (2021) Blockchain, IIoT To validate identity in a system based on the combination of
Blockchain and IIoT.

The transaction size considered in this
work is not very high.

Islam et al. [141]
(2021)

Blockchain, IoT, NFV, SDN Cluster head selection algorithm for IoT based smart city en-
ergy management.

Analysis of cyber attacks requires further
analysis with the mitigation procedure.

Luo et al. [142]
(2021)

Blockchain, Deep neural net-
work

Integration of Blockchain and AI to enhance the performance
of business operations.

Complexity analysis of implementing
such technology requires further analy-
sis.

Singh et al. [143]
(2020)

Blockchain, IoT An effective and intelligent way of integrating Blockchain
with AI-IoT based scenario.

Lacks of comparison with other related
research.

Hu et al. [144]
(2020)

SDN, Blockchain, IoT Rewarding system for game theory by integrating Blockchain
technology.

Attack in such scenario not examined
vastly.

Yazdinejad [145]
(2020)

Blockchain, SDN, IoT Energy efffcient method for transferring data witin the IoT
devices.

With real time datasets the management
of data needs further analysis.

Wang et al. [146]
(2021)

Blockchain, IIoT Verification of transaction process securely with Blockchain. Blocks can store 2000-5000 transaction
that may lead to 51% attack or some
other security attacks.

Ghahramani et al.
[147] (2020)

AI, CPS, NN, IIoT, Genetic
Algorithm

Effective manufacturing process by investing various per-
spectives.

Lacks comparison with other research
methods.

Rahman et al. [148]
(2020)

Blockchain, SDN, IoT, Open-
Flow

Enhancement of security by integrating Blockchain with
SDN.

Latency and complexity not analyzed in
this work.

Liu et al. [70]
(2019)

Blockchain, IIoT Reinforce-
ment learning

Development of a unique deep reinforcement learning
(DRL)-based performance optimization methodology for
Blockchain-enabled IIoT systems.

Lacks performance comparisons with
other studies.

• The majority of devices in IR 4.0 based systems with IoT
integration have limited resources. With this limited re-
sources, the implementation of Blockchain is a major chal-
lenge as it contains vast amount of parameters and blocks
of data.

• Another challenge with combining BC with AI is the scal-
ability of Blockchain. For example, bitcoin transactions
are deemed low since the typical block time is 10 minutes
and only 5 to 7 transactions occur per second.

• Private Blockchains have a quicker transaction rate than
public Blockchains, but they do not provide totally de-
centralized networks. To provide Byzantine fault toler-
ance, the private Blockchain consensus algorithms con-
tain a round of voting. This shouldn’t be used on public
Blockchain networks. The public Blockchain philosophy
assumes that all users are equal and that there is no central
authority.

3.1.2. Integration Benefits
Integrating Blockchain and artificial intelligence strengthens

and empowers each other. A combined approach has been de-
picted in Fig.5. There are two ways to define it. Blockchain
assists AI become more efficient and robust, and likewise.

Blockchain for AI:

• Data source transparency: Integrating several technolo-
gies is primarily intended to provide a secure environment
for data sharing. There are a variety of approaches to
guaranteeing data transparency. Blockchain has acquired
popularity as a result of its consensus process for guar-
anteeing data security while still retaining data openness.
The data to be transferred is added to a chain of blocks
where the nodes are synchronized to enable data traceabil-
ity during the transaction using this approach. As a result,
Blockchain technology may be used to create a transparent
data exchange medium.

• Fair Rewarding Mechanism: Proper provider monitor-
ing is available because to Blockchain technology. In this
situation, the provider that does not follow the system’s
rules in the case of a transaction is penalized, while honest
suppliers are rewarded [149].

• Decentralization: The idea of a central server is replaced
with a distributed ledger in the Blockchain system. The
authority of a single central server is obliterated, and the
system’s management power is no longer under the control
of a single entity.
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• User’s Data Confidentiality: If not adequately protected,
the large volume of data shared in today’s online environ-
ment may result in data leakage. User privacy may be
ensured through the Blockchain using traditional mecha-
nisms such as pseudonyms or shuffling. These approaches,
however, cannot guarantee complete secrecy because in-
truders can use any mining process to obtain the user’s per-
sonal information. Incorporating conditional anonymity
with the ring signature can strengthen the confidentiality
measure and assure sufficient privacy [150, 151].

• Power distribution: The AI based mechanism provides
computing power by single unit. However, with the inte-
gration of IR 4.0 technologies, the amount of data sharing
and receiving has been rapidly increased, increasing the
complexity of computation. Blockchain decentralization
mechanism can mitigate this issue through the distribution
property.

Figure 5: Integration of BC-AI Approaches

AI for Blockchain: The Blockchain-based system is com-
plicated since it involves a large number of security methods,
settings, and decentralization processes. As a result, AI-based
approaches may aid in the system’s organization in a simpler
manner, allowing for the efficient use of the Blockchain method
while achieving improved accuracy and a reduction in mistakes
caused by man-made impacts.

• Reliability: For boosting security, Blockchain-based ap-
proaches are highly popular. The organization suffered a
significant loss as a result of this [152]. To maintain a
safe environment, AI might be a solution that generates
automatic contracts for determining smart contract flaws.
Thus, by combining AI with Blockchain, a durable and
safe system may be created through a continuous learning
pattern of AI-based technologies [153].

• Effectiveness: Blockchain-based technologies have a lim-
ited datastore capacity. When the data in this restricted
database, which is essentially level DB, grows, the cost
of reading and writing data increases as well. By utiliz-
ing AI-based approaches/algorithms, BC’s storage meth-
ods may be further enhanced. As a result, it improves the
efficiency of the Blockchain-based data management sys-
tem by speeding up data queries [154].

3.2. Integration of AI-IIoT

3.2.1. Discussion of Security Challenges
For an AI-enabled IIoT system that is shown in Fig. 6, addi-

tional security considerations for the AI system, its data, and its
training ecosystem must be considered. Furthermore, the par-
ticular requirements imposed by IT/OT convergence, as well
as the inter-connectivity of OT and IT concerns, must be ad-
dressed. Artificial intelligence (AI) is a data-driven technology.
Some security concerns are listed below:

• Confidentiality: AI works in a data-heavy environment.
In general, confidentiality poses two issues that must be
handled. For starters, there may be circumstances in which
secret data cannot be mixed with non-confidential or other
sensitive data, whether operational or training data. Sec-
ond, it is critical to ensure that the insights produced by the
AI system based on secret data are not utilized to infer the
source data. Mechanisms for ensuring the confidentiality
of business and commercial data must be put in place.

• Explainability: Understanding an AI system may be
approached from two angles, both of which are related
to the context of the AI system’s employment inside the
specific IIoT application. To begin, an IIoT system that
will contain AI must comprehend how the AI system
works, including its predictive nature, so that the total
system can be specified, architected, and constructed.
Second, in order to create trust in the system and its
insights, the end-user of the AI-based IIoT service must
comprehend what the AI component is doing.

• Controllability: With AI-enabled IIoT systems, control-
lability is a critical security and safety risk. However, it
has yet to be demonstrated that AI controllability will al-
ways be entirely achievable. This is due to the fact that the
problem contains multiple subtypes, which might lead to
inherent ambiguity.
Explicit control: AI can immediately interrupt the line,
even if it is in the middle of an operation.
Implicit control: AI attempts to stop the line at the first
safe chance.
Aligned control: AI relies on its model of human inten-
tions behind the order and employs common sense inter-
pretation of the command to do what humans hope will
happen.
Delegated control: If AI considers that the process could
benefit from an improvement, it will stop it without wait-
ing for a human to issue a directive.

• Ethical and Societal Concerns: The context of the
application of AI technology raises a number of issues
concerning ethics, societal concerns, bias, safety, the
influence on labor, and policy in general. To avoid
unforeseen outcomes, AI must be employed properly.
A rising number of countries have established AI ethics
standards and principles.
Human, social, and environmental wellbeing: AI sys-
tems should help individuals, society, and the environment
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throughout their existence.
Human-centered values: AI systems should respect hu-
man rights, diversity, and individual autonomy throughout
their existence.
Fairness: AI systems should be inclusive and accessible
throughout their lifecycle and should not include or result
in unfair discrimination against individuals, communities,
or groups.
Privacy protection and security: AI systems should
respect and uphold privacy rights and data protection
throughout their lifecycle, as well as ensuring data secu-
rity.
Reliability and safety: AI systems should perform
consistently in accordance with their intended purpose
throughout their existence.
Transparency and explainability: Transparency and
responsible disclosure should be implemented to guaran-
tee that people are aware when an AI system is having a
substantial impact on them and can determine when an AI
system is interacting with them.
Contestability: When an AI system has a substantial
impact on a person, community, group, or environment,
there should be a timely method in place to allow people
to question the AI system’s use or output.
Accountability: Those responsible for the various phases
of the AI system life cycle should be identified and held
accountable for the AI systems’ outputs, and human
supervision of AI systems should be enabled.

Figure 6: AI with smart Industrial IoT Process

It is critical to understand the following concepts while cre-
ating an AI system and incorporating it into an IIoT system:

• which assets must be protected,

• what are the corresponding data governance models,

• what measures are required to protect the security of AI
systems and

• what are the broader data protection considerations in re-
gard to AI, such as institutional and policy regulations for
data privacy and confidentiality.

The general security design principles that guide the capabili-
ties and tactics used in implementing security in IIoT systems
(based on Saltzer and Schroeder [155]) must also be applied to
AI security throughout implementation:

• Principle of the economy of mechanism: The principle
of mechanism economy is to keep the design as simple and
minimal as feasible.

• Principle of fail-safe defaults: The principle of fail-safe
defaults states that access decisions should be based on
permission rather than exclusion.

• Principle of complete mediation: The principle of com-
prehensive mediation states that access to all objects must
be checked for authority.

• Principle of open design: procedures should not rely on
possible attackers’ ignorance, but rather on the possession
of explicit and easily safeguarded keys.

• Principle of separation of privilege: Wherever possible,
a protective mechanism that requires two keys to open it is
more resilient and adaptable than one that simply provides
access to the presenter of a single key.

• Principle of least privilege: The principle of least privi-
lege states that every application and every user of the sys-
tem should utilize the fewest set of privileges necessary to
fulfill the task.

• Principle of least common mechanism: The principle of
least common mechanism states that the amount of mech-
anism that is shared by more than one user and relied on
by all users should be kept to a minimum.

• Principle of psychological acceptability: The psycho-
logical acceptability principle states that the human inter-
face should be developed for ease of use so that users ap-
propriately implement the protection measures on a regu-
lar and automatic basis.

3.2.2. Integration Benefits
• Data and Device Management: The IIoT is primarily

concerned with the management and efficacy of the OT.
OT is a broad term that encompasses both hardware and
software that regulates the physical system’s functioning.
The use of AI and IIoT in the management of OT can be
beneficial.

• Data Security: The information created by IIoT activities
is sensitive and private. If these data are not securely pro-
tected, they might possibly lead to the system’s demise.
Furthermore, analyzing such a large volume of data is
tough. In addition, intrusion detection using an Artificial
Neural Network (ANN) and data analysis beneficiary for
the IIoT industry [156].
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• Data Analysis: Data analytic is the process of analyzing
data based on the data’s history and the system’s continual
assessment of the data it receives. The AI-based intelli-
gent system allows for the prediction of hazards as well as
potential advantages[157].

• Decision-Making Strategy: The most recent Industrial
IoT trend is communication-based, with some technology
integration and data. However, data collection alone will
not solve an IIoT design problem. It has a decision-making
component that supports the development of an intelligent
system for connected devices. This issue incorporates en-
vironmental control, horticulture, water management, en-
ergy management, and other components [158]. In today’s
IR 4.0 environment, improved AI-based technologies have
made the operations involved in the factory production
chain, from manufacturing to raw sample collection, more
efficient. Tasks that need human involvement may be as-
signed to robots with the use of AI blessings [159, 160].

3.3. Integration of BC-IIoT
3.3.1. Discussion of Security Issues

The combination of IoT and Blockchain opens up a slew of
new possibilities for Industry 4.0 [161]. The combination of
them is depicted in Fig. 7. However, there are a number of
issues that must be addressed before the Blockchain-assisted
IoT or IIoT methods can be released. Discussions have been
made on a few of the most important open research challenges
so far.

• Devices with Resource Constraints: The devices uti-
lized in IoT and IIoT systems are typically resource-
constrained. These devices have limitations in terms of
processing power and storage capacity. As a result, they
are not suited for deployment on the Blockchain network
since they require a lot of computing power and storage
space [162].

• An Appropriate Incentive Mechanism for a Blockchain-
Powered IoT System: The basic functionality of
Blockchain technology is the incentive system. Because
solving the problems demands a lot of computational
power, the mechanism depending upon proof-of-work is
unsuitable for the IoT system. After mining 210, 000
blocks, the block reward is also halved [163]. As a result,
determining an incentive mechanism that is appropriate for
an IoT or IIoT system is an area of investigation for future
research.

• Big Data Analytics Scheme: The Internet of Things
is commonly utilized for data-related applications in
which the devices generate a large volume of multimedia
data[164]. The obtained data is saved on a cloud server,
where the machine learning algorithm performs data ac-
quisition, extraction, and analysis.

• Scalability of a Blockchain-Enabled IoT System: The ex-
isting Blockchain mechanism’s scalability also restricts

the usability of IoT and IIoT systems. IoT device-based
applications (such as smart healthcare) generate a large
amount of data quickly. As a result, current platforms
aren’t directly applicable to IoT or IIoT systems.

• Security Threat and Privacy Breach: The implementation
of the Blockchain method in the area of IoT undoubtedly
increases the defense of IoT systems by the use of the fun-
damental mechanism of Blockchain, which is encryption
and hashing. However, the components are linked through
a wireless communication system (mostly). However, this
approach is not secure because it can be cracked using a
machine learning algorithm[165].

• IoT requires Federated Learning (FL): The conventional
learning technique cannot be employed in the IIoT due to
scattered and private datasets. FL is a system in which
devices execute locally trained data and then transfer the
results to the server for model aggregation on a global
scale. This is a novel research direction, and in order to
combine Blockchain-assisted FL for resource-limited IoT
equipment’s, extensive analysis is necessary[166, 102].

Figure 7: Blockchain with smart IIoT Scenario

3.3.2. Integration Benefits
Industrial IoT systems, as stated in the previous subsection,

have numerous challenges, including heterogeneity, poor inter-
operability, and device resource constraints. To address these
issues, Blockchain technology can be used in conjunction with
current IIoT platforms. When compared to standard IIoT plat-
forms, integrating Blockchain into IIoT platforms offers various
potential benefits.

• Enhanced Interoperability: Blockchain might potentially
increase the interoperability of IIoT platforms by con-
verting and storing data records in a shared Blockchain.
To achieve interoperability, Blockchain-enabled IIoT plat-
forms must maintain some public information from their
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equivalents, such as authorization rules, user-associated
public keys, and audit logs of data access. This has the
potential to greatly increase interoperability in IIoT appli-
cations.

• Improved Security: Blockchain can deliver safety improv-
ing solutions due to the Blockchain’s inherent security
qualities, such as confidentiality and availability. Because
all legitimate data are saved as Blockchain settlements
which are encoded and digitally signed, the IIoT data will
be secure. Under Blockchain-enabled authentication, this
procedure assures that all interactions with the IIoT plat-
form stay private.

• Greater Transparency: Blockchain technology improves
data and transactional data exchange transparency. As
a distributed and decentralized ledger, all network mem-
bers have the similar data in their own versions, which
may only be altered through consensus methods. Any
changes to a single transaction would necessitate changes
to all future records, which could necessitate network-
wide collusion[167].

• Improved Traceability: The Blockchain opens up the pos-
sibility of resolving major traceability issues that plague
traditional IIoT platforms. The importance of traceability
in the verification of industrial transactions across different
industries cannot be overstated.

• Improved Corporation: Using Blockchain, corporate
cloud service providers can connect with IIoT consumers
without the need for a central authority. Even in an untrust-
worthy setting, IIoT data is safely sent using Blockchain
management.

3.3.3. BC, and IR 4.0 for Security Purposes
In the advanced world with the development of IoT, the in-

dustrial sectors now established industry 4.0 applications that
use a wide number of sensors and devices. These devices com-
municate with each other and transmit data all around the globe.
To deal with uninterrupted and secured data transmission, some
issues must be ensured, such as data transparency, heterogene-
ity, privacy, redundancy, security, and so on [168]. Moreover,
the applications within the IR 4.0 ecosystem need to get access
to data servers that may be on different locations with a not
similar format. There are some known attacks that may hamper
the industrial work lie, DDoS, network routing congestion, ma-
nipulation of data or phishing attacks are some attacks that can
cause delay or harm to the data transferred within the network.
With the increase of automation in the era of IR 4.0 the ratio of
vulnerabilities also increased [169].

Blockchain is one of the powerful technologies with cryp-
tographic capabilities that help to ensure the security of IR 4.0
applications. It prevents unauthorized access by imposing secu-
rity measures like a private key Blockchain that is used to sign
the digitally passed message, and on the other hand, a public
key helps to verify. Further, the hashing mechanism helps to
implement data integrity and also ensures that all of the trans-
actions are stored in a safe block, and those blocks cannot be

manipulated without the matching hash value [170]. Again,
for the base station, Blockchain allows authentic boot, counter,
firmware, and encryption for data [171]. After that, a stable way
of communication is allowed in the top layers for the public key
system and cloud architecture Blockchain [172]. Decentraliza-
tion, the authentication of centralized structure to decentralized
management; thus, the authentication in a cost-efficient way is
possible by incorporating Blockchain mechanism [173]. Lastly,
because of the cryptographic feature of the technology, security
and privacy are preserved in Blockchain technology. Further-
more, The software-defined network is another solution to the
security challenges of IR 4.0 [174]. Further, the SDN controller
is considered as the brain of the model interface with detec-
tion and prevention of intrusion through the northbound API
[175, 176].

3.3.4. Industry 4.0 Applications Challenges and Services
The application of IR 4.0 is countless, from medical to ed-

ucation, manufacturing all sectors are now implementing the
features of IR 4.0 to achieve the goal of automation. During
the present pandemic situation of COVID-19, the application
of IR 4.0 is huge, which is shown in Fig. 8. To detect or pre-
dict any disease, scan temperature, or other symptoms that can
be easily observed by the outside bodily criteria, distribution
of vaccine [177], or primitive measures for healthcare workers
or professionals, or providing services during lockdown possi-
ble through the application of industry 4.0 applications [178].
In the industrial sector for the manufacturing sector, develop-
ing intelligent products, collecting important data for the im-
provement of the design process, assessment of products, and
management of prototypes are possible with the IR 4.0 appli-
cations [179, 180, 181]. The security issues of IR 4.0 can
further be subdivided into the layers of the architecture. The
layer that holds the smart devices for sensing purposes faces
attacks related problems like trying to get access from unau-
thorized users, maintaining the confidentiality of the user, and
handling noisy data. Then the layer that is responsible for net-
working purposes needs to handle routing jams or congestion
during data transmission. The application layer that manages
the application faces security attacks such as, phishing attacks
or malicious code attacks. Then, the service layer responsible
for the management of data servers is the main attraction of the
intruders by attacking the layer for example DoS attack, data
manipulation, and so on [182].

3.3.5. Solutions to Address the IR4.0 Challenges
The base of Industry 4.0 is IoT, and it faces many challenges

like attacks in the IoT ecosystem by a third party or data trans-
parency, or providing security and privacy to the applications
under Industry 4.0. To overcome the challenges of IR 4.0,
some additional technology has been attracted to researchers.
For example, Blockchain technology, which is well known for
its consensus mechanism and encryption procedure, helps to
protect data from being manipulated by intruders by creating a
secured chain-like structure. Further, it provides a transparent
method for the user[183]. Again, the machine learning that is
used for better prediction can be used to train a system and then
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Figure 8: Applications and Challenges Industry 4.0

predict the possibility of attacks under certain circumstances.
The SDN is able to divide the overall network by leveraging
its data, control, and application plane and also operates with
the switches that send data to and forth. The controllers control
the overall process. It is clear that SDN creates a centralized
program. Through this centralized medium, the mitigation of
attacks is easier, and thus, the system protects the networking
system [184]. Moreover, the establishment of wireless commu-
nication is another challenge in the edge of IR 4.0 to achieve
automation flawlessly. In this regard, 5G technology is a pos-
sible solution that can connect an array of communicating de-
vices with the option of flexibility and efficiency. Capable of
handling a large number of IoT devices [185]. To sum up this
section, we have presented a Table 4 that has discussed the pre-
vious studies based on the integration and motivation of the BC,
AI, and smart Industrial IoT.

3.4. Key Comparative Metrics Analysis based on BC, AI, and
smart IIoT

In table 5, the performance metrics that have been used to
analyze the performance under different scenarios is depicted.
Here, we have used different metrices related to AI, BC and
smart IIoT field. In addition, we have mentioned the appli-
cation areas of the recent individual studies which have been
used in Artificial Intelligence, Blockchain, and smart Industrial
IoT technology. Moreover, we have analyzed the comparative
study, including the analysis of these metrics related to different
technologies, which has included individual application areas.

4. Individual & Collaborative Applications: BC, AI, IIoT

4.1. Individual Applications Overviews
Blockchain technology plays a critical role by ensuring data

security while being exchanged. Further, in a smart building or
city management system, data transfer is a must in order to con-
struct a smart system [209]. It is impossible to make any deci-
sions or move forward without accurate knowledge about a sin-
gle component of a system. The creation of any energy, system,
or object is considered by gathering and processing user needs.

As a result, data exchange is more common, and data security is
a primary consideration in these situations. Because, every sin-
gle lack of knowledge or change of data will result in fictional
output outcomes that are of no service to the world. The crypto-
graphic method offers a better approach to safeguard data from
hackers by encrypting it and storing it in a chain of blocks that
is difficult to modify by a third party. In this way, other smart
systems like smart agriculture, smart grid, and smart vehicular
system are all the base of the data communication system. As a
result of securing these data or information, the application of
Blockchain in remarkable [38]. The application of BC technol-
ogy has been visualized in Fig. 9. Again, data collecting alone
cannot be the solution to a smart city’s design dilemma. It has
a decision-making portion that aids in the creation of an intelli-
gent system for linked devices. The environment control, hor-
ticulture, water management, energy management, and other
components are incorporated in this situation. AI is also being
used in the field of parking and traffic management, which is be-
coming more important as the number of vehicles on the road
increases, giving a better answer for a country’s rising popula-
tion. Then, using AI, a drone-based surveillance system, door-
to-door service for senior people, and effective monitoring are
all achievable in the smart cities scenario. The procedures in-
volved in the factory production system, from manufacturing to
raw sample collecting, have become efficient in today’s current
IR 4.0 situation by employing advanced AI-based approaches.
Smart devices, sensors, and sophisticated AI algorithms are all
used to create intelligent factory management system. Again,
with the use of AI blessings, tasks that require human involve-
ment may be delegated to robots [159, 210].

Figure 9: Scenario of Blockchain Applications and Challenges

4.2. Collaborative Applications Overviews

4.2.1. BC-AI Applications
• Data management with BC-AI: By blending a decen-

tralized Blockchain with an intelligent way that is AI-
enabled, many smart systems can securely communicate
with a large number of agents from various suppliers. For
example, Wang et al. [61] presented a solution for trust-
worthy data exchange that integrates Blockchain and AI
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Table 5: Performance Metrics analysis based on BC, AI, and IIoT technologies

Study Technologies Used Performance Metrics Applications AreasBC AI IIoT Throughput Response
Time

Communication
Overhead

Bandwidth and
Latency

Energy
Con-
sump-
tion

Security
& Pri-
vacy

GAS
Con-
sumption

Block Vali-
dation Time

Bu
et al.
[186]

X ✓ ✓ X ✓ X X ✓ X X X Manufacturing
Process

Sasikumar
et al.
[187]

✓ ✓ ✓ X ✓ X X ✓ ✓ X X Secured sys-
tem for IIoT

Salim
et al.
[188]

✓ X ✓ X ✓ X ✓ ✓ ✓ X ✓ BC for IIoT
secuirty by
eraly detection
of BotNet

Yazdinejad
et al.
[189]

✓ ✓ ✓ ✓ X X ✓ X ✓ X X Cyber threat
finding tho-
rugh FL and
BC for Smart
IIoT

Li et
al.
[190]

✓ X ✓ ✓ X X ✓ X ✓ X X BC based sup-
ply chain man-
agement.

Alrubei
et al.
[191]

✓ ✓ X ✓ ✓ ✓ ✓ ✓ X ✓ X Support to the
IoT system.

Ratta
et al.
[192]

✓ ✓ X ✓ X X X X ✓ X X BC in medical
sector security.

Koushik
et al.
[193]

✓ ✓ X ✓ X X X X ✓ X X BC in medical
sector security.

Ismail
et al.
[194]

✓ X X ✓ X X X X ✓ X X BC in medical
sector security.

Roehrs
et al.
[195]

✓ X X ✓ X X X X ✓ X X BC in medical
sector security.

Figure 10: Smart Industrial Internet of Things Applications and Challenges

by introducing intelligent security rules. In another simi-
lar research, Bertino et al. [211] emphasized the necessity
of guaranteeing data openness in an algorithmic manner,
as well as a Blockchain-based technique for data security
in AI-based systems.

• Decentralized Intelligence: The rapid proliferation of
IoT has resulted in a massive amount of IoT data. We
can get learning outcomes and models from the vast IoT
data using the AI service. Due to the wide deployment of
IoT and edge computing devices, coordination with sev-
eral devices is usually required to complete difficult model

training tasks. There are two ways to collaborate in this
situation. For complete data analysis and prediction, dis-
tinct IoT devices or edge devices must first communicate
data (which includes smart monitoring, monitoring in sev-
eral areas require to share information).
LearningChain, a decentralized security learning mecha-
nism, was suggested in [212]. There are two types of
members in the learning chain network: data holders and
compute nodes. The data holder pays for the computa-
tional node’s assistance in training the learning model.
Finally, several data sources collaborate to train a global
model.

• EHR Data management with BC-AI: In a smart health-
care system, the integration of different smart technolo-
gies and the transfer of data have increased vastly, which
implies the importance of securing data in the healthcare
sector as it comprises of sensitive user information [213].
Chamola et al. [214], emphasized the significance of AI in
the event of a medical emergency since, via this method,
hospital administration and doctors may rapidly retrieve
the stored information about a patient. In this study, AI
(OCR technique) assists the staff in giving stored infor-
mation in a very short period of time while maintaining
Blockchain-based data security. With the advancement
of intelligent agent-based robotics, the use of robots in
surgery has grown in popularity. However, the use of
robots in this role raises concerns about security. In this
context, Gupta et al. [215] presented an AI technique
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Table 6: Existing Studies Analysis based on Applications of AI-BC with IIoT
Authors & Year Applications Areas Used Techniques & Tools Major Drawbacks
Khezr et al.
[196](2022)

Data management in IIoT era Blockchain, IIoT, Edge Computing Comparison with other consensus approach not present.

Kumar et al. [136]
(2022)

Business Blockchain, AI Attack detection and mitigation process requires further anal-
ysis.

Lin et al. [197]
(2022)

Large scale industry Blockchain, IIoT , AI Complexity cost of implementing such method not analysed
vastly.

Rizwan et al. [198]
(2022)

Machine learning, Blockchain, IIoT,
VANET

Traffic management Possibilities of attacks in the case of data transmission not
considered in this work.

Bhargava et al.
[199] (2022)

Management of supply chain AI, IIoT, VANET Complexity and cost of implementing such method in real
world scenario requires further study.

Rajawat et al.[200]
(2022)

IIoT, AI IIoT energy management Privacy and security ensuring with such methods are chal-
lenging.

Wang et al. [201]
(2022)

Recourse trade system Blockchain, Edge Computing, IIoT Workload forecasting not taken into account.

Safa et al. [202]
(2022)

Supply chain management Blockchain, IIoT Analysis of cost to implementation such method not present
in this work.

Wang et al. [203]
(2021)

IIoT applications Blockchain, IIoT, Transfer Learning Comparison with other related work not presented.

Kalinin et al. [204]
(2021)

Transportation system Blockchain, AI, IIoT, VANET Cost and effectiveness of such method with real time data re-
quires analysis.

Yu et al. [75] (2021) To authenticate user data in the IIoT
based application

Blockchain, IIoT The user in this system are fully rescinded and another issue
in this work is the number of transactions shown per second
is between 100 to 1000..

Zhu et al. [205]
(2021)

Industry AI, Edge Computing, IIoT The dataset used is not real time dataset.

Luo et al. [142]
(2021)

Business perspectives Deep learning, Blockchain The simulation based result does not include real world sce-
nario.

Kumar et al. [206]
(2021)

Indian small along with medium sized
organizations

Blockchain, IIoT The paper focuses on the small and medium enterprises ex-
cluding large sectors.

Rahman et al. [84]
(2021)

Smart City AI, IIoT, CPS, Deep learning In real world based implementation scenario the results not
tested.

Jogunola et al.
[207] (2020)

Energy based trading organization Blockchain, Reinforcement learning,
IIoT,

The integration benefits of such technologies not presented.

Rahman et al. [114]
(2020)

Industry 4.0 application Blockchain, IIoT Comparison with other related research work is not analyzed
to a great extend.

Wu et al. [73]
(2020)

Industry 4.0 Blockchain, IIoT Complexity analysis of implementing such methods in real
world scenario requires further analysis.

Wang et al. [208]
(2020)

Transportation management Reinforcement learning, IIoT In worst case scenario like, delay time the system not tested.

Wazid et al. [117]
(2020)

Healthcare system Blockchain, AI, Drone technology Using BC for the peer to peer connectivity requires massive
data; thus there might be some security challenges.

based on the XGBoost algorithm with Blockchain inte-
gration for data security and privacy. According to Tagde
et al. [216], the Blockchain-based technique supplements
the AI-based EHR data storage mechanism, in which AI
maintains system security and Blockchain cryptographi-
cally handles EHR data.

• Internet Security Enhancement: In today’s modern
world, internet usage has skyrocketed, resulting in an in-
crease in human-machine or machine-machine contact.
Approximately 52% of traffic on the web subsystem is by
the bots; the necessity of previous history records is a must
for future communication between them to reduce traffic.
Progga et al. [217] proposed to solve the VANET’s secu-
rity issues with Blockchain and AI with the smart network
management system.

4.2.2. AI-BC-IIoT Applications
At the moment, the application of IIoT has grown signifi-

cantly, including data storage management and data transmis-
sion, in order to achieve the objective of making an industry
smart. The integration of the cloud has accelerated the growth
of IIoT, but it has also caused several issues in terms of pri-
vacy and security of information storage, deletion, or upgrade.
In order to make IIoT applications more secure and private, re-
searchers proposed solutions. Among numerous technologies,

BC is one of the most promising for ensuring the security of
user data through a cryptographic solution.

• Smart Manufacturing: The smart manufacturing indus-
try is a broad category of manufacturing that includes
cloud, IoT-enabled technology, and service-oriented
manufacturing, among other technologies. These tech-
nologies, when combined, transform standard automated
manufacturing into smart manufacturing. Most existing
solutions, on the other hand, pursue a consolidated indus-
trial structure and rely on a intermediary administration.
Blockchain-AI-powered IIoT platforms typically address
interoperability difficulties by joining several IIoT systems
via a P2P network and permitting information exchange
over various industrial areas.

• Smart Grid: With rising energy demands to provide fa-
cilitate production activities, smart energy and associated
systems are becoming increasingly important in several
industrial environment. The rise of distributed green
energy sources is transforming consumers’ roles into
prosumers, where an individual can participate in both
generation and consumption of energy. The advent of
BC-AI technologies opens up new possibilities for assur-
ing secure peer-to-peer energy trade; additionally, some
recent research has recommended using Blockchain to
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address difficulties in energy management systems (EMS).

• Supply Chain: An industrial product is usually the result
of collaboration between several suppliers from various
production areas. Certain fabricated parts may, neverthe-
less, find their way into the supply chain. Systems which
are able to apprehend fraudulent activities are fairly costly.
This issue may be resolved by combining Blockchain
with IIoT. When a part is formed, it is usually assigned
a unique ID. This ID is then assigned an immutable
timestamp. As tamper-resistant proof, each part’s identity
information can be recorded in a Blockchain. After-sale
services in supply chain management can also be reduced
with BC-AI-enabled applications.

• Testing and Validation: The purpose of the testing and
validation technique is to establish a set of KPIs for each
conceivable use case and to assess the performance of
our proposed AI-based strategy through trial and error.
Because not only technical needs but also commercial
feasibility and impact, as well as ethical considerations
associated to the introduction of novel AI concepts
and models, the evaluation plan incorporates technical,
business, and ethical validation metrics.

Furthermore, we analyze a table 6 to describe different ap-
plications based on the considered technologies. The follow-
ing are some of the case studies from the underlying BC-AI
enabled Industrial IIoT research such as– Yu et al. [75] pro-
posed a solution based on the integration of Blockchain and
IIoT, Where Blockchain is used to authenticate identity. The
Blockchain is in charge of storing all keys and characteristics.
In this suggested solution, the mechanism of intruder detec-
tion is used at each level to improve system security while us-
ing minimal overhead time. The factories may safely transport
data within their network by utilizing this method. In similar
study, Christidis et al. [218] describe a smart contract and BC-
based approach for automatic firmware updates. Decentralized
BC-based intelligent production platforms can provide more se-
cured and confidential safety than centralized structures. Again,
Kim et al. [219] provided a track-ability reasoning based on the
Ethereum Blockchain platform that integrates Blockchain, AI
and IoT technologies to give tamper-proof evidence for prod-
ucts. Then, Xu et al. [220] presented a Blockchain-based
crowd-sourced energy system (CES) that allows for P2P en-
ergy exchange at the distribution level, where resource holders
can transact with each other devoid of assistance from trustwor-
thy entities. Kumar et al. [206], identified 10 flaws where the
IIoT system may fail to offer security and proposed strategies
to establish a system secret and safe for the Indian SMEs sec-
tor utilizing Blockchain-based techniques. Another syudy, Jo-
gunola et al. [207] analyzed the use of Blockchain, Reinforce-
ment learning, IIoT, in the field of the energy-based trading or-
ganization. Moreover, in this article, the application of different
consensus protocols that are mainly for Blockchain and AI has
also been analyzed.

5. Open Issues and Opportunities

5.1. Discussion of Open Challenges

The combination of IoT and Blockchain opens up a slew of
new possibilities for Industry 4.0 [161]. However, there are
a number of issues that must be addressed before the entire
Blockchain-enabled IoT or IIoT system can be released. We’ve
discussed a few of the most important open research problems
so far.

• Devices with Resource Constraints: Most of the devices
utilized in IoT and IIoT systems are resource-constrained.
As a result, they are not suited for deployment on the
Blockchain network since they demand a lot of comput-
ing power and storage space. Furthermore, consensus al-
gorithms such as proof of work take a significant quan-
tity of energy and power to mine[162, 221]. Therefore,
the method dependent on this variety is unsuited for a
resource-bound method.

• An Appropriate Incentive Mechanism for an AI-BC-
Enabled IoT System: The basic component of AI-based
Blockchain technology is the incentive system. Because
solving the problems demands a lot of processing power,
the incentive process dependent on proof-of-work is un-
suitable for the IoT system. After mining blocks, the block
reward is also halved[163]. As a result, determining an in-
centive mechanism that is appropriate for an IoT or IIoT
system is an exploration area for scholars.

• Scheme for Big Data Analytics: The Internet of Things
(IoT) is commonly utilized for data-related applications
in which devices create large amounts of multimedia
data[164]. The created data is saved on a cloud server,
where the machine learning algorithm performs data
preparation, extraction, and analysis. Important concerns
with this method include privacy leaks, access control
measures, and so on.

• AI-Blockchain-Enabled IoT System Scalability: The
current Blockchain technology’s scalability further bounds
the suitability of IoT and IIoT systems. The bitcoin
technology has a lower transaction throughput (5 to 7
transactions per second, with a 10-minute average block
time), whereas Ethereum has a 15-second average block
time[222]. On the other hand, IoT device-based applica-
tions (such as smart healthcare) quickly generate a large
amount of data. As a result, existing platforms aren’t im-
mediately applicable to IoT or IIoT systems.

• Decentralized IoT frameworks using machine learning
and deep learning: With the improvements in AI and ma-
chine learning over the last several years, we’ve seen dra-
matic changes. In IIoT networks, machine learning (ML)
and, in particular, deep learning (DL) algorithms may be
used to make intelligent decisions. In IIoT networks, it
may optimize a variety of industrial activities and energy
trading procedures. The use of AI in conjunction with
the IIoT can help to maintain trust across various sources
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and network members. IIoT users will be able to mone-
tize their data and crowdsource data to ML models for IoT
services once a BC-enabled system is implemented. In ad-
dition, combining ML and DL methods in a Blockchain-
based system can improve the security and performance of
IIoT systems in several ways.

• Framework for Dynamic Security: Heterogeneous de-
vices, ranging from low-power devices to high-power
servers, are connected in the IoT system. As a result, a
single solution may not be applicable to all Blockchain-
enabled IoT systems. Furthermore, the security solu-
tion should take into account the nature of resource-
constrained IoT devices, as well as the end customers’
basic security requirements[223]. As a result, devel-
oping flexible and adaptive defense architecture for a
Blockchain-assisted IoT (or IIoT) technology is an excit-
ing investigation topic.

• Vulnerability in Security and Privacy Leak: Through
the fundamental mechanism of Blockchain, which is en-
cryption and hashing, the use of Blockchain technology in
the realm of IoT unquestionably increases the safety of IoT
systems. However, the devices are (primarily) connected
by wireless communication systems, which are vulnerable
to protection gaps, which include replying attacks, over-
hearing, and jamming owing to the open wireless channel.

• Transaction Rejection: Edge nodes, especially for IoT
devices, are resource-restricted. Despite the fact that mul-
tiple research papers have been published on incentive sys-
tems for IoT devices and edge servers, transaction rejec-
tion remains an unsolved issue. Because miners are ex-
pected to have a strong motive to record the transaction
into a block for a reward, most publications take the suc-
cess of Blockchain transactions for granted. Edge nodes,
being resource-constrained devices, may be unable to ex-
pend their energy and participate in the Blockchain system
due to the difficulties of recharging.

• System for Advanced Smart Contracts: The standard
IoT system employs a centralized design in which IoT
pieces of equipment communicates information to a cloud
network for analysis. The network server, in turn, com-
pletes the work and returns to the IoT equipment. The dif-
ficulty with the centralized approach is its restricted scala-
bility. This platform is not ideal for instances when devices
desire to begin payments with their own interest to others
(e.g., a smart healthcare system with automatic payment).

• Federated Learning for IoT: The conventional learning
technique cannot be employed in the IIoT due to scattered
and private datasets. Federated learning is a system in
which devices execute training and then transfer the results
to the server for data accumulation on a global scale [224].
The advantage of federated learning is that it eliminates
the need to migrate a large volume of information from
IoT equipment to a cloud server. This is a novel research
path, and in order to incorporate Blockchain-assisted FL

for resource-bound IoT equipment’s, further study is nec-
essary [102, 225].

In addition, IIoT, being a relatively new area of exploration,
is facing several challenges with the increased level of applica-
tions.

Real-Time Optimization Issue for IIoT: The implemen-
tation of IoT in the industrial sector means increased usage of
interconnected devices and a massive amount of data generation
and transfer. This results in several issues for wireless commu-
nication and creates an opportunity for improved interoperabil-
ity amongst devices. Since IIoT involves a wide area of ap-
plications in several environments and serves diverse demands,
a single wireless network cannot perform the required tasks in
an IoT platform. Connectivity via a high-performing wireless
technology for each IoT application is a necessity since it re-
quires a significant number of standards, numerous frequency
bands and communication protocols [226]. As such advanced
technology in wireless communication such as RFID, Wi-Fi-
Direct, and 5G is deployed to enhance the ability of IoT. Cloud
computing and edge computing to manage complex database-
related tasks creates the structure of communication platforms
in IoT. The use of cloud computing and edge computing in IIoT
is discussed briefly. Systems that are capable of solving real-
world problems within specified time constraints require the
development of programs based on timing characteristics. IIoT
further requires the development of embedded systems with in-
tegrated micro-controllers. A real-time embedded system plays
a key role in optimizing human-machine interference. An anal-
ysis of challenges and future directions in the optimization issue
of deploying IIoT is discussed in [227].

Cybersecurity Gaps in IIoT: The ever-expanding usage of
IIoT in the industry sector means the cybersecurity risk related
to these areas is on the rise. The introduction of the new inter-
connected device into the manufacturing and infrastructure or-
ganizations is creating new areas of attack that has the potential
to reveal critical operational functions to cyber-attacks leading
to severe consequences. These exposures can be critical to the
performance of an organization and create considerably damag-
ing incidents [228]. As such new technological advancements
and cybersecurity systems need to be implemented to solve the
technical challenges in an operational system. This means fur-
ther work is also needed to improve and process regulations
and design incentive models to generate the required cyberse-
curity practices. The characteristics of industrial IoT, which
has a potential impact related to cybersecurity, are discussed in
[229]. Future research work to understand the nature of system-
atic risk involving cybersecurity is required to develop tools for
preventing and responding to those events. Also, the policies
and practices to manage the IIoT from malicious threats need
further study.

Energy-Efficiency Issue in IIoT: In order to assess the life-
time of IIoT systems and keep track of energy consumption
made by sensors, devices, and machines in IIoT, it is impor-
tant to realize the significance of energy efficiency in this sec-
tor. Energy-efficient communication networks and computa-
tional models in IIoT systems can considerably reduce the car-
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bon footprint. The sensing and communication tasks in IIoT
consume a tremendous amount of energy and potentially im-
pact the life of a smart grid system, as discussed in [230]. En-
ergy efficiency issue in IIoT systems also impacts the manufac-
turing and mining industry. A comparison study is presented
in [231] to understand the impact of energy efficiency issues
in IIoT systems based on communication and computational
methods. This area requires significant attention to promote
green and efficient IIoT systems.

Computational models for Smart IIoT: It is essential to
perform an analysis to determine the efficacy of several com-
putational models for IIoT prior to the implementation of a
particular approach for usability. Significant research into the
proposal of innovative computational models and strategies for
IIoT means it is necessary to classify the existing algorithm for
the proper selection. Researchers performed a thorough anal-
ysis and presented summarized comparison models, including
the state-of-the-art technologies of the IIoT dealing with im-
plementation models, major developments, and potential chal-
lenges. Industrial IoT supports several technologies such as
cloud computing, fog computing, edge processing, distributed
computing, and cloud figuring [232]. The research depicts a
survey of the research community to enhance the pattern of
proposed algorithms for future research based on the process,
development, and monitoring of IIoT applications.

5.2. Future Opportunities
5.2.1. Role of AI in Cybersecurity

Artificial intelligence is built on a self-learning process that
may improve notions of comprehending any circumstance us-
ing data. As part of the current smart scenario, the creation of
data has increased dramatically due to the fast growth of IoT-
based systems. The cyber system has to be powerful and safe in
order to protect this data. The growing use of IIoT in business
means that the cybersecurity risk associated with these sectors
is increasing. The introduction of the new networked device
into industrial and infrastructure companies has the potential to
expose essential operational activities to cyber-attacks, result-
ing in serious repercussions. To address the technical issues
in an operational system, new technology breakthroughs and
cybersecurity solutions must be deployed. This indicates that
more work is needed to strengthen and process rules as well as
create incentive models to encourage the adoption of the nec-
essary cybersecurity procedures. DOS (includes spam), R2L
(get local access through packets), user to root (accessing host’s
rights), and probing (by system access) are some of the most
common cyber threats. The scope of AI in the cyber security
enhancement system is in the initial stage. Though new but the
opportunities are high because of the nature of AI to secure the
system.

• False Positives Removal: In the networking world, the
machines needs to perform some important analysis daily,
such as traffic analysis, access grant or deny based on the
criteria set, and abnormalities detection. In this case, the
false-positive results would create a mess for the security
system. However, by leveraging AI, the removal of this
scenario is possible [233].

• Predicting Abnormalities: AI has the advantage of be-
ing able to learn from the past. With the advancement of
internet usage, cyber assaults are growing more compli-
cated; therefore, adequate monitoring and identification of
attacks have become a vital element of the industry. In this
regard, the AI can forecast the harmful action at the earli-
est stage with the rationale of the assault. As a result, by
detecting the assault early on, the attack mitigation tech-
nique will be far more successful in the future [234].

• Providing Protection: In science, AI is compared to a
white blood cell in the human body since it does not shut
down the entire system in the event of a defect but rather
locates and corrects the problem. As a result, the system
is protected from failure by evaluating its patterns. As a
result, AI can effectively aid in strengthening cyber system
security.

However, compared to conventional security methods, the
AI-based method will be faster and more convenient. By com-
prising two methods that are expert systems and neural net-
works, the AI-based methods detect and mitigate attacks effi-
ciently [235].

5.2.2. Ensuring Security through AI and Blockchain
With the growth of data and the usage of the internet, the

security of digital data systems must improve. User-sensitive
data, in particular, must be handled with greater caution. With
the danger to the security system, however, cybersecurity ad-
vancements bring new ways to enhance security systems. Cy-
bersecurity is the most pressing problem for every corporation
or government in today’s digital era because a database attack
might expose sensitive information such as passwords or bank
account numbers. The Blockchain offers a cryptographic solu-
tion for data protection. This allows personal information to be
stored outside of the parties’ databases. Data is controlled by
persons who are data owners, and only metadata is maintained
on Blockchain. Zero-knowledge proofs employ cryptographic
algorithms to verify the accuracy of propositions without re-
sealing data. Again, AI-based algorithms with Blockchain inte-
gration help the system detect if it is under assault or at risk of
attack by continuously monitoring blocks in the Blockchain’s
chain. As a result, the whole system’s trust improves, poten-
tially increasing the system’s security. The role of AI with
Blockchain in the cybersystem are as follows:

• AI-based algorithms identify harmful assaults in the sys-
tem to increase system security. Additionally, the inte-
gration of AI and BC has strong cryptography capabilities
making a robust system.

• Users’ security is ensured by smart contracts that compel
the formation of dataset permissions. Again, this connec-
tion aids the user in deciding whether or not to disclose
data.

• Improves data security through proper data validation and
accepts only permissioned data through proper monitor-
ization.
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5.2.3. Concrete Contribution of Blockchain in Smart Industrial
IoT

IoT is at the heart of Industry 4.0, and it confronts several is-
sues, including third-party assaults on the IoT ecosystem, data
openness, and providing security and privacy to Industry 4.0 ap-
plications. Some new technology has been drawn to overcome
the limitations of IR 4.0, according to researchers. Blockchain
technology, for example, protects data from outsiders by form-
ing a secure chain-like structure.

• As Blockchain keeps information across a couple of com-
puters that form a network, data tampering by attackers
becomes more difficult.

• The Blockchain mechanism’s smart contracts allow for
the formation of legitimate and verifiable communication
throughout the network.

• For IoT sensors, Blockchain might be a viable choice for
providing an encryption method as well as a secure envi-
ronment for execution and identification.

• Blockchain enables for legitimate boot, counter, firmware,
and data encryption for base stations.

• A stable way of communication is allowed only in the top
layers for the public key system and cloud architecture
Blockchain

• By adopting the Blockchain method, decentralization al-
lows for the authentication of centralized structures to de-
centralized administration in a cost-effective manner.

• Blockchain provides services such as a traceable and trust-
worthy means of data transmission by offering an open and
trusted medium to ensure the transparency and traceability
of data shared between users of the automated sector.

5.2.4. Security for Industry 4.0 through SDN
Data plays a vital role in effective communication in this

digitalized age. Thus, by offering a stable and secured data
transmission system, modern technologies can perform their
relevant tasks without interference. In industry 4.0, a massive
amount of devices are interconnected and continuously trans-
fer data from one device to another. Thus, the system may
be compromised by intruders due to the heterogeneity of de-
vices in Industry 4.0 applications. Additionally, the possibility
of attacks has escalated with the industrial revolution. Injection
attack, Side-channel attack, Time delay attack, False logic at-
tack, Stuxnet attack, Deception attack, DOS attacks, Zero-Day
Attacks, Application protocol attack, Fake Location Injection,
False Routing Information attack, Man in middle attack, Scan
attack, Eavesdropping attack are some of the attacks identified
that impact the security of industry 4.0 [236, 237]. Moreover,
the software-define network divides the total network using its
data plane, control plane, and application plane. To maintain a
proper organization of the workflow, the controller and switches
perform the overall operation. Here, the switches are responsi-
ble for moving the data here, and the controller, which is known

to be the network brain, controls the route and other related
functionalities. Thus, the connection between Industry 4.0 and
the SDN environment is made possible with the aid of switches
and controllers. From the above-mentioned section, it is clear
that SDN is a centralized program. This is centralized as the
complete network control process is carried out by a single con-
troller that may have multiple controllers [238].

Furthermore, this nature is useful to ensure security since it
can respond quickly to attacks that are destructive to the net-
work, thus providing a firewall for the devices that serve in In-
dustry 4.0. If the threat is immediately identified, the road to
minimizing threats is enormously easier. However, SDN en-
sures security without violating the functionality of the sys-
tem. By fusing advanced filtering techniques, combining the
network switch and firewalls into a robust security concept, and
synchronizing security decisions across different layers, SDN
provides enhanced security to industry 4.0 applications [239].
Again, the hardware is used to connect devices in conventional
systems; on the other hand, the SDN transfers data quite ef-
fectively using the software. Being a software system, the data
transfer rates, the route of the data, and the detection of attacks
in the network are easily maintained and detected, which en-
sures the network’s security. Thus, this method removes the
limitations of traditional hardware-connected systems. As this
procedure is software-based, it is easy to make a change if re-
quired. In addition, SDN maintains a flow table where the in-
formation about the connections and the associated properties
of the network. The controller of this network decides where
to send data based on user requests. By encompassing a model
that can identify if the request is from hackers or from a re-
spected user, then the rate of several attacks can be mitigated.

5.2.5. Merging Industry 4.0 and 5G Network
From the combining perspective, the combination of Industry

4.0 and 5G has a great impact on the advancement of the indus-
trial revolution. In [185], the authors studied the technologies
that can have a great effect on the growth of IR 4.0 applications,
where 5G is considered to be one of them. In the smart indus-
try, effective communication between the cloud and the factory
is essential. In this case, the 5G network can serve the pur-
pose of wireless communication within the sensors and other
parts of the industry [240]. Another similar research, [241],
has pointed out some challenges regarding the manufacturing
process while showing the impact of 5G in the industry’s man-
ufacturing module. As the internet is opening new directions to
technological advancement, the next-generation internet based
on 5G and above can be an effective solution to many chal-
lenges faced by the smart industry, smart city, and so on. In
addition, for the development of Industry 4.0, these networking
schemes also need to be considered [242, 243].

5.2.6. Collaborative Advantages of SDN, BC, and 5G Services
The aim of moving toward a 5th generation mobile network

is to build one network with higher data rates but lower latency,
as well as wide-area coverage, [244]. To develop a common
platform that allows for faster data transmission and processing.
As people are getting busier in the modern era, and they need
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to travel from one location to another. They need a networking
device that does not disconnect and wants to establish a link as
quickly as possible. 5G meets this requirement by maintaining
a fast link even when switching from one cell to another. How-
ever, switching from one cell to another takes time, which is a
contradiction in the 5G networking scheme [245]. Furthermore,
the authentication mechanism needs attention because if it is
not done properly, it can cause user data to be harmed, data and
history to be lost, and data to be tempered, all of which raises
the question of user data protection[246, 247, 248]. Moreover,
as it offers speed connection while changing cells when the user
randomly changes their place or their cell, the management and
maintenance become much more difficult. Thus there is a need
for a method that can efficiently handle the issues of the net-
work to make it suitable for use holding its objectives. Be-
ing heterogeneous, privacy protection requires some intelligent
measure like Blockchain or SDN or some other methods that
have recently advanced and are handling a lot of issues in the
wireless community [249, 250]. The benefit of combining SDN
in the 5G networking arena is mainly the separation of control
and data plane. The advanced feature provided by SDN (flex-
ibility) will be able to fulfill the enormous demand of the 5G
network, additionally maintaining the service quality and pro-
viding a better pathway for communication (M2M, H2H) [251].
Blockchain technology will help the network overcome the se-
curity challenge with the help of a cryptographic solution. With
a decentralized server, a better and more secure network is pos-
sible among the users of the 5G network [125]. No third-party
intervention and secured and open access data transfer a reli-
able, transparent, and secured connection is maintained [252].
Thus, the combination of SDN, Blockchain, and 5G will enable
the wireless communication system to be a better and more se-
cure solution for connection establishments.

5.2.7. Impact of Smart Industrial IoT in Smart Agriculture
Industrial IoT is essentially the internet of things that aids

businesses in monitoring the instruments that execute certain
tasks. Many industries have improved their security, produc-
tion, and efficiency by embracing IIoT. Farmers can better mon-
itor their crops with the use of smart IIoT in the agricultural
area. The essential principle here is to obtain visibility of the
crop farming process through the effective application of smart
sensors. The sensor data capture weather and water level data.
The data was stored for future reference in case an error oc-
curred. Smart sensor readings also assist farmers in growing
crops without the use of pesticides and with the right use of
natural resources. Environmental records also assist specialists
in forecasting future agricultural conditions. Smart sensors, on
the other hand, may be used to manage the greenhouse weather.
Some of the main applications of Smart IIoT in the agriculture
fields are–

• Nurture Soil: The soil is the main food for crops. With-
out proper nurture or preparation of soil, crops will never
grow well. By leveraging smart sensors like humidity and
water level sensors, the actual soil data is achievable, and
by analyzing their sensor data, the soil’s level of nutrition
is found. These sensor data provide insights of soil mois-

ture level, water holding capacity, nutrition in the soil and
deficiencies as well. Robot with GPS system enables the
user to get data of the global map by which the farmers get
the knowledge of where the water level is nearby [253]

• Fertilization: Soil fertilization is mostly influenced by the
soil’s water level. However, the water resource is depleting
day by day. As a result, appropriate water management is
another critical responsibility in making the soil produc-
tive. For this reason, IIoT methods such as sprinkler irri-
gation or drip irrigation can be beneficial [254].

• Disease Detection and Proper Management: Drones
and small cameras have been developed to help profes-
sionals record real-time plant data. Because IoT devices
generate data in real-time and on a regular basis, system
control is more accurate and quick, with no need for hu-
man intervention. Drones can also be used to do real-
time field monitoring. Furthermore, accurate diagnosis of
plant disease is achievable thanks to IIoT-based intelligent
mechanisms. Through the use of IIoT-based sensors and
systems, accurate detection and identification of appropri-
ate pesticides are also achievable [255].

5.2.8. Smart Healthcare Development through BC-AI Tech-
niques

Integration of numerous smart technologies and data transfer
has expanded dramatically in a smart healthcare system, im-
plying the significance of safeguarding healthcare data because
it contains sensitive user information. AI (OCR technology)
aids the staff in retrieving stored data in a short amount of time
while ensuring Blockchain-based data security [256, 257]. In
a smart healthcare system, the production of data is vast, and
the total system depends on this data to make everything auto-
mated. However, the data in this sector is sensitive and needs
high-level security protocols to be followed. Blockchain is a
novel and promising technology that is mostly employed in
situations where centralization is inappropriate, and privacy is
crucial [66]. The data is saved in blocks that are spread within
a network using the fundamentals of Blockchain, which are de-
centralization and cryptographic solutions. The user can access
this data with the appropriate key, and if the key does not match,
the system will be protected by raising the alarm through the
Blockchain. Smart contracts are also used to guarantee extra
transparency amongst system users. The correct monitoring of
each activity is also feasible by using the transaction’s identify-
ing number. Integrating AI in the healthcare sector with secured
Blockchain enables methods the intelligence of the system im-
proves. The use of robots in surgery has gained favor as intel-
ligent agent-based robotics has advanced. However, the usage
of robots in this capacity creates security issues. AI method
is based on algorithms like XGBoost plus Blockchain integra-
tion, where the Blockchain-based approach complements the
AI-based EHR data storage mechanism, in which AI main-
tains system security and Blockchain cryptographically man-
ages EHR data. It assists healthcare professionals in making
quick decisions in very critical situations by properly analyzing
the patients’ reports through algorithms [258].
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• Blockchain allows for improved information exchange be-
tween multiple healthcare organization platforms in a safe
manner.

• Patients’ sensitive records are securely saved and main-
tained using a Blockchain-based data storage system for
future reference by patients and healthcare providers.
Thus remote monitoring of patients is also possible [256]

• With the decentralized database of healthcare information,
Blockchain has aided in the study and development of
healthcare-based systems and therapy.

• AI can help with security improvement and automation.
Healthcare practitioners benefit from AI’s automated mon-
itoring system.

• The sophisticated AI-based algorithms aid in the analysis
of health-related pictures such as X-ray images, MRI im-
ages, ultrasound images, and so on for early illness identi-
fication and prediction.

• In the event of a pandemic, AI can also help the pharma-
ceutical industry research new medications.

• The use of robots in surgery has gained favour as in-
telligent agent-based robotics has advanced. However,
the usage of robots in this capacity creates security is-
sues. AI method is based on algorithms like XGBoost
plus Blockchain integration where the Blockchain-based
approach complements the AI-based EHR data storage
mechanism, in which AI maintains system security and
Blockchain cryptographically manages EHR data [216].

5.2.9. Role of AI and Smart IIoT to Mitigate the 6G challenges
The wireless communication system is moving toward au-

tomation, which can be accomplished via AI-based smart tech-
nologies. However, with many advancements come new ob-
stacles. The most important of them is intrusion detection and
mitigation in a 6G system. The use of AI in maintaining pri-
vacy and security. Sub-networks in 6G, which can be thought of
as an extension of local 5G networks outside vertical domains,
may derive assistance from training-based security solutions
both within and across sub-networks. Other sub-networks’ be-
havior can be captured, and malicious traffic can be detected
using ML-based algorithms placed at the perimeter. Massive
data transfers between sub-networks may be ineffective because
these networks are typically self-contained. For communication
efficiency, a sub-network can solely communicate the learned
security information with another. A second sub-network can
take the collaborative data, input it into its machine learning
models, and apply dynamic policies to other networks’ hostile
traffic.
In contrast to current centralized cloud-based AI systems, 6G
will rely heavily on edge intelligence. In the vast device and
data regime [259], the dispersed nature facilitates the imple-
mentation of edge-based FL for network safety, ensuring com-
munication efficiency. 6G design envisions connected intelli-
gence and employs artificial intelligence at many levels of the

network structure [260]. At the cellular level, artificial intel-
ligence has the ability to prevent DoS attacks on cloud net-
works. The ability of a device to enable multiple connections
in a mesh network enables numerous base stations to analyze
the behavior of equipment using AI classification programs and
coordinately make decisions on the verification with the use
of weighted average techniques, as described in [261]. AI-
powered predictive analytics can identify attacks, such as 51
percent attacks on Blockchain, before they happen. A quan-
tum computer could put asymmetric key cryptography in jeop-
ardy. They can, however, give exponential speedups for AI/ML
systems, allowing them to complete previously impossible jobs
considerably faster. In 6G, multi-connectivity mesh networks
with tiny cells enable devices to communicate simultaneously
via numerous base stations. Edge-based machine learning mod-
els might be used to dynamically discover privacy-preserving
routes, rate them, and enable devices to transfer data via those
routes based on the ranking. In contrast to cloud-based central-
ized learning, federated learning keeps data close to the user,
enhancing data and location confidentiality. The 6G subnet-
work level AI maintains confidentiality within the subnetwork
and only shares learned data with the outside world to reduce
security threats. AI-based services privacy-preserving policy
updates [262] have the ability to provide wholly automated 6G
networks while maintaining privacy.

6. Conclusion

In this survey, the authors provided a piece of state-of-the-art
information regarding Blockchain, AI, and smart IIoT on the
basis of the current world demand. This article offers excel-
lent integration of these (BC-AI-IIoT) techniques. Moreover,
this survey efficiently discusses different issues–security, pri-
vacy, confidentiality, and so on based on these technologies.
Then, it also presents the various tabular analyses regarding the
vast areas. A significant number of solutions, tools, and tech-
niques have been extensively analyzed in this survey. Addition-
ally, some open issues and opportunities have been discussed in
this research. Although this research can provide current and
innovative information on the basis of BC, AI, and IIoT tech-
nologies, this article still needs to cover extra information that
can properly mitigate the various problems and challenges in
the different domains. In the future, the authors suggest some
taxonomies with proper groups and apply these technologies
in the other fields, such as smart cities, innovative healthcare,
smart vehicle management, etc.
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