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Abstract—In recent years, the remarkable advancements in deep
neural networks have brought tremendous convenience. However,
the training process of a highly effective model necessitates a
substantial quantity of samples, which brings huge potential
threats, like unauthorized exploitation with privacy leakage.
In response, we propose a framework named HiddenSpeaker,
embedding imperceptible perturbations within the training speech
samples and rendering them unlearnable for deep-learning-based
speaker verification systems that employ large-scale speakers for
efficient training. The HiddenSpeaker utilizes a simplified error-
minimizing method named Single-Level Error-Minimizing (SLEM)
to generate specific and effective perturbations. Additionally, a
hybrid objective function is employed for human perceptual
optimization, ensuring the perturbation is indistinguishable from
human listeners. We conduct extensive experiments on multiple
state-of-the-art (SOTA) models in the speaker verification domain
to evaluate HiddenSpeaker. Our results demonstrate that Hidden-
Speaker not only deceives the model with unlearnable samples but
also enhances the imperceptibility of the perturbations, showcasing
strong transferability across different models.

Index Terms—deep learning, speaker verification, privacy
protection, unlearnable examples

I. INTRODUCTION

Due to the rapid breakthroughs in deep learning technol-
ogy, the field of speaker verification has seen tremendous
improvements [1], [2]. While researchers are excited about this
progress, concerns about the privacy of personal audio data
have emerged. The reason is that training speaker verification
models rely heavily on large-scale voice datasets, which contain
abundant voiceprint information. Thus, the exploitation of such
personal privacy data without the individual’s consent can
understandably cause dissatisfaction [3]. Notably, datasets like
LibriSpeech [4], VCTK [5], and VoxCeleb [6], [7], which have
made significant contributions to the speaker verification field,
also involve collecting audio from diverse sources without
explicit consent, raising questions about the legality and
ethicality of using unauthorized data. Although some countries
and regions have clear laws and regulations for the protection
of personal data, taking proactive measures to protect one’s
publicly available audio data is also an effective method, which
is precisely the direction our research is striving towards.

Efforts to protect privacy in model training data have been
ongoing. Tarun et al. [8] proposed a method for image models
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Fig. 1: When users upload unprotected audio files to the internet,
they become accessible for training purposes. The Single-Level
Error-Minimizing method that the HiddenSpeaker system uses,
injects noise into raw audio to render these audio datasets
unlearnable, thereby disrupting model training effectiveness.

that achieves machine unlearning through error-maximizing
noise generation and impair-repair weight manipulation. In
the audio domain, to discourage hackers from proactively
collecting people’s voice data, Ge et al. [9] proposed a clean-
label poisoning attack to prevent adversaries from proactively
collecting voice data. Although there are many current works
on privacy protection, the protection of training data for
speaker verification models is still not perfect, and the results
in this field are not ideal. Therefore, we propose a privacy
protection system for the speaker verification model named
HiddenSpeaker. Building upon the limitation of ¢, norm
that introducing imperceptible perturbations, difficult for a
human to distinguish, renders the model unlearnable, we
extend this concept from the field of images [10] to the
speaker verification domain. HiddenSpeaker is designed to
generate protected audio data that is indistinguishable from the
original, offering a privacy safeguard for audio information so
that it cannot be used for training by speaker verification
models. Compared to image data where perturbations are
primarily spatial: (1) Audio perturbations must consider both
the time and frequency domains, presenting unique challenges
in preserving the perceptual quality; (2) Human auditory
perception is highly sensitive to even subtle changes in sound
than the eye, making the task of adding noise to audio more



challenging compared to images. This requires a careful balance
in the design of HiddenSpeaker, ensuring that the added noise
is effective in preventing model training while remaining
undetectable to listeners. The intricacies of audio data, such
as its temporal structure and spectral characteristics, demand
a nuanced approach to noise addition, one that respects the
natural dynamics and rhythms of audio.

Integrating the above challenges, our HiddenSpeaker system
consists of two key components. Firstly, we employ a simplified
error-minimizing method to generate imperceptible perturba-
tions called Single-Level Error-Minimizing (SLEM), which
renders the data unlearnable when embedding to the raw audio
as Fig. 1. The SLEM method only utilizes the internal loop,
thereby reducing the loss function faster. Then HiddenSpeaker
utilizes Perceptual Hybrid Losses (PHL) for noise perceptual
optimization, making the added noise hard to detect. PHL
incorporates the Short-Time Fourier Transform (STFT) [11]
loss and the Short-Time Objective Intelligibility (STOI) [12]
loss. It optimizes the noise in both frequency and time domains,
aligning it with human perception. The STFT loss maintains
the integrity of the audio’s spectral characteristics, while the
STOI loss preserves speech intelligibility [13].

To make the speaker verification models better able to learn
the generated perturbation, we choose to embed noise in the
high value of the amplitude range to compensate for the
potential decrease in noise interference ability due to noise
optimization. In the image domain, it has been shown that
adding noise at high frequency has more interference effect
than at lower one [14], so in the audio domain, we guess that
embedding noise to high values of amplitude would have a
similar effect. The experimental results in Section IV subsection
C demonstrate the significant effectiveness of this strategy. As
the HiddenSpeaker approach balances the impact of noise on
the model and the imperceptibility of the noise, the addition of
noise does not affect users’ normal usage of audio. We have
also verified that the HiddenSpeaker system has a certain level
of transferability, meaning the protected audio generated by
this approach can work on a certain range of different models.

In summary, our work makes three main contributions:

« We propose a privacy protection system named Hidden-
Speaker to prevent unauthorized exploitation of voice
samples in the speaker verification domain, utilizing the
SLEM noise generation scheme.

o We introduce the PHL function that fuses STFT and STOI
losses, ensuring the resultant noise remains imperceptible.

o We verify the effectiveness and transferability of protected
audio generated by the HiddenSpeaker system, proving
its potential to secure against the SOTA model.

II. RELATED WORK

In this section, we provide and compare a brief overview of
the domains relevant to our study, including privacy protection,
poisoning attacks, and speaker recognition.

A. Privacy Protection

The widespread application of deep learning across various
domains has heightened concerns for data privacy, as the
training of models requires extensive data containing personal
information. To protect sensitive information within data, a
series of approaches such as differential privacy [15] and
homomorphic encryption [16] have been proposed. Techniques
like homomorphic encryption have also been widely used in the
audio domain. For example, Lai et al. [17] discussed the use
of encrypted audio fragile watermarking using homomorphic
encryption and SIMD batching in cloud computing. Ezgi Zo-
rarpaci et al. [18] proposed a method that achieves both security
and privacy by processing the encrypted training audios and
minimizing the privacy leakage of individuals. However, these
solutions significantly increase the computational overhead and
require customization for different models, and they are not
universal. Certainly, more simple and universal solutions exist;
techniques such as obfuscation [19] are used to protect media
information. Techniques specifically tailored for audio include
advanced anonymization of voice characteristics [20], and
selective noise addition to mask-sensitive audio elements [21].
However, these solutions impair the usability of the audio,
making it highly unlikely for users to upload such protected
audio to social platforms, which is a problem we hope to
solve. Therefore, we are inspired by the image domain’s
error-minimizing noise schemes [10] aimed at addressing
the unauthorized use of personal data in training speaker
verification models. The image domain’s error-minimizing noise
approach has also been transferred to the privacy protection of
text data, where Li et al. [22] proposed a method for extracting
simple patterns from unlearnable text and successfully verified
the method’s usability under multiple models. It is evident that
data privacy protection is needed across various domains, and
the protection of privacy in training data for speaker verification
models is particularly urgent.

B. Poisoning Attack

Since the concept of poisoning attack was put forward [23],
techniques for poisoning deep learning models have been
continually practiced [24], [25]. Currently, poisoning attacks
can be roughly divided into two types [26], data poisoning and
backdoor attacks. Data poisoning [27] involves tampering with
a certain amount of data to affect the overall accuracy of model
inferences. In contrast, backdoor attacks [28] maintain normal
inference accuracy on benign samples, while reasoning errors
in the face of samples with triggers, and the results are often
controlled by the attackers. Both types of attacks can affect the
availability and stability of the model by adding perturbations
to the sample. The same kind of attack works in the audio
domain [29]. Aghakhani et al. [30] presented the first data
poisoning attack in the audio domain, named VENOMAVE,
which demonstrated the practical feasibility of this attack and
underscores the need to consider data poisoning attacks as a real
threat to Automatic Speech Recognition systems. Ge et al. [9]
explored a novel clean-label poisoning attack called WaveFuzz,
which operated by perturbing audio data to generate poisoned
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Fig. 2: The HiddenSpeaker system workflow operates in two phases. SLEM noise is embedded into the audio in need of
protection. Subsequently, a PHL function optimizes this noise, factoring in both STFT and STOI considerations, to maintain

auditory indiscernibility.

frequency features and significantly degrade the performance of
audio intelligence systems, including speaker recognition and
speech command recognition systems. Our work has similarities
with poisoning attacks but with a contrary intention. We aim
to render the model difficult to learn useful information from
data by embedding perturbations into training samples, which
are imperceptible to humans, to decrease the training effect.

C. Speaker Recognition

Studies on speaker recognition technology have a long
history, among which different technical schemes can be
divided into two types [7], traditional methods and deep
learning methods. Among traditional methods, some solutions
have been able to solve the problems of channel or session
variability [31]. One standout approach in traditional methods
is the i-vector [32] scheme, which uses a low-dimensional
speaker and channel-dependent space defined by factor analysis.
Subsequent research has further refined this approach by intro-
ducing enhancements such as Probabilistic Linear Discriminant
Analysis (PLDA) and a heavy-tailed variant of PLDA for
scoring i-vectors [33].

However, traditional methods still have some drawbacks,
particularly in handling complex scenarios where their per-
formance may be unsatisfactory. In contrast, deep learning
methods can cope with the change and complexity of the
scene, and the application of representation learning [34] and
end-to-end learning [35] schemes makes speaker recognition
technology more stable and more mature.

Studies on speaker recognition can be subdivided into
several different tasks such as speaker verification [36], speaker
identification, and diarization, among which speaker verification
is more relevant to our study. For example, ECAPA-TDNN [1],
which has reached the SOTA performance, has made contribu-
tions to the development of this field, and this model is also
one of our experimental models.

III. METHOD

To reduce the loss function by embedding noise more quickly,
we simplify the initial bi-level error-minimizing method [10]
and adopt the inner loop, which can be termed the Single-
Level Error-Minimizing (SLEM) method. Building on this, to

address the issue of SLEM noise being detectable, we employ
a Perceptual Hybrid Losses function for audio enhancement to
minimize the impact of noise addition on the original audio,
thereby improving the quality and auditory experience of the
generated unlearnable audio.

Assumption and capability. We assume that the model
trainer can collect publicly available voice information from
the internet and utilize these data for training a speaker
verification model without authorization. The objective of
the audio protector is to prevent unauthorized entities from
actively collecting users’ voice data for speaker verification
model training by generating protected data. Audio protectors
possess the capability to add perturbations into audio with the
HiddenSpeaker system and then upload the protected audio,
which sounds normal compared to unprotected audio, on social
platforms. The workflow of the system is shown as Fig. 2.
At the same time, we assume that the audio protector is
knowledgeable about the model’s information, and the model
primarily belongs to the ECAPA-TDNN or its related models.

In this section, we provide a detailed introduction to the
SLEM method and the PHL function, which offers a clearer
understanding of how SLEM achieves perturbation to influence
model training, and we also explain how the PHL function
enhances the concealment of the perturbation.

A. Single-Level Error-Minimizing

In research on the computer vision domain, a type of
data protection by embedding error-minimizing noises was
proposed on deep neural networks [10]. They crafted the
error-minimizing noises by a bi-level optimization that the
inner loop is for optimizing the noise, while the outer loop is
for parameters 6 of the targeted model f. The bi-level error-
minimizing optimization problem can be described as:

N
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where IV represents the number of the data to be protected,
0; is the i-th perturbation which is bounded by ¢, norm as
[16:]], < € with controlling e for generating slight one. (x;,y;)
denotes input data and its label.



The formula 1 brings much computational complexity and
time when optimizing both a noise generator and model
parameters. Meanwhile, it is more difficult to simultaneously
optimize the time delay neural network g(-) on the speaker
verification domain to reach the set loss function value with
the bi-level optimizer for noise generation. Based on the above,
we utilize a Single-Level Error-Minimizing noise generator
which eliminates the optimization of parameters of the model
and preservers the internal loop, thereby faster reducing the
loss function by adding noise. Based on this, the single-level
error-minimizing problem can be expressed by:

N
min - D= Elole + 6.0 @

Using the SLEM method, we generated “sample-wise” noise
for different speech samples and “speaker-wise” noise based
on the voiceprints of different speakers, both of which can
provide fine voiceprint protection for audios in the current
SOTA speaker verification model in Section IV.

B. Speech Enhancement

To improve the noise quality using SLEM, we utilize the PHL
function for optimizing the perception of the noises in frequency
and time domains. We exploit the distance between the original
and protected examples after STFT as loss function and the
standard STOI loss function for improving the comprehension
for humans which will be introduced in the following part. The
total losses can be described as:

‘ctotal = aEArc + Bcstft + 7E5t0i7 (3)

where L ayc, Lgi s and Lgy,; represent the loss Additive An-
gular Margin (AAM) [37] loss function for speaker verification
model, STFT loss function and STOI loss function for noise
optimizing. «, 3, are weight coefficients. The STFT loss and
STOI loss are described in detail below.

The SOTA models in the speaker verification domain usually
take the first step to extract the time domain and frequency
domain features by STFT. On this basis, to make the added
noise more consistent with the spectral characteristics of the
audio signal and maintain the alignment of the time-frequency
information of the audio, we use the STFT loss function for
describing the difference between the original and unlearnable
audio after STFT. The function can be formulated as:
|STFT (z; + 6;)

— STFT(z;)|,, “)

where STFT(-) is the Short-Time Fourier Transform for input
audio data. | - | represents the ¢5 distance.

STOI score is a measure that can predict the clarity of
noise or processed speech, which takes into account human
auditory perception and ranges from O to 1. A higher STOI
value indicates better speech clarity. Therefore, we exploit it
as our perceptual loss. We need to calculate the STOI score
first, which is achieved by grouping DFC bins after removing
silent frames and performing STFT. A total of 15 one-third

Estft =

octave bands are used, with the lowest center frequency set to
150Hz, and the center frequency of the higher one-third octave
band set to 4.3kHz. The short-time envelope vector of clean
speech is shown as:

Tgn = [X;(m = N 4+ 1), X;(m = N +2), ., X;(m)]", (5)

where m is the index of the frame and j € {1,2,...,15}
is the index of the third-harmonic band. X is the obtained
third-harmonic band.

Subsequently, the normalized and limited time envelope of
the degraded speech is represented as x; ,,. The STOI calcu-
lates the average of the intermediate intelligibility across all
frequency bands and towns, while the intermediate intelligibility
metric is defined as the correlation coefficient between two-time
envelopes. The STOI score is formulated as:
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where pi(-) represents the sample mean of the input vectors and
J is the total number of the one-third octave bands. Based on
this, by setting an appropriate weight parameter A, the STOI
loss function is defined as:

£stm’ = (1

To compensate for the potential attenuation of SLEM
capabilities due to noise optimization, we attempt to incorporate
the noise into the high value of the amplitude components of the
audio. Since a well-studied feature of models is their tendency
to capture the higher value of the amplitude components in the
data [14], we infer that embedding noise to the high value of
the amplitude might have a more disruptive effect than adding
it to the low value of the amplitude. Therefore, to achieve a
better unlearnable effect, we choose to introduce noise in the
high value of the amplitude. The experiments demonstrated
that this strategy yielded effective results.

= Fotoi(Xm, X0))? + A (11X, = X311/ 7). (D

IV. EXPERIMENTS

In this section, we design experiments to demonstrate
that audio data processed by HiddenSpeaker has remarkable
performance when training on ECAPA-TDNN or its related
models. First, we list the details of the experimental design
scheme, and then We describe four experiments to verify the
effectiveness of the SLEM method, extreme conditions, the
PHL method, and noise transferability.

A. Experimental Setup

We outline the experimental settings used in our experiments.

Datasets. We train models on the complete VoxCelebl [6]
train dataset and the first 2,000 speakers dataset of Vox-
Celeb2 [7] about 340,827 utterances, both of which are
recognized in the field of speaker verification. VoxCelebl
was curated using the pipeline to assemble a collection of
hundreds of thousands of real-world utterances from over



TABLE I: Comparison of ECAPA-TDNN and its related models trained on clean, random noises added, and SLEM noises
added dataset and the evaluation metrics of training are EER and MinDCF.

ECAPA-TDNN DS-TDNN MFA-Conformer MFA-TDNN
Dataset Method
EER(%)({) MinDCF(]) EER(%)({) MinDCF(]) EER(%)({) MinDCF(]) EER(%)(}) MinDCF()
clean 4.830 0.301 5.250 0.352 5.292 0.347 4.936 0.329
Dy random noise 5.255 0.342 5.986 0.363 5.944 0.385 5.760 0.362
SLEM 24.919 0.947 22.402 0.908 25.105 0.913 28.545 0.908
clean 3.674 0.249 3.759 0.223 4.095 0.251 3.808 0.241
Do random noise 3.867 0.272 4.648 0.297 4.822 0.304 4.393 0.274
SLEM 23.595 0.921 21.310 0.900 26.013 0.915 26.615 0.962

D1 and D> represent the dataset VoxCelebl and VoxCeleb2, respectively.

1,000 celebrities. For evaluation, we select the VoxCelebl-
O test dataset. It ensures a standardized assessment of model
performance, consisting of selected audio samples that present
challenges for speaker verification systems.

Experimental Details. Our experiments are all conducted
on a NIVIDA Tesla V100 GPU with 32 GB memory and the
hyperparameter « is set to 1, and § and  are set to 0.005
and 0.01, respectively. In the noise process, we optimize the
perturbation at a fixed patch and train the model as the same set.
This decision is made to maintain methodological consistency.
We directly add noise to the original audio and set € as 0.005
to obtain a better sound with the effectiveness of unlearnability.
After obtaining the unlearnable data, we train the model for
30 epochs to fully learn the features.

Models. The foundational model selected for our experi-
ments is the ECAPA-TDNN [1], a prevailing voiceprint recog-
nition model, achieving first place in the VoxCeleb Speaker
Recognition Challenge in the same year of its proposal. The
ECAPA-TDNNs model has demonstrated SOTA performance
in the field of speaker verification. In our experiments, we also
employ the models DS-TDNN [38], MFA-Comformer [39], and
MFA-TDNN [40], all of which also achieve SOTA performance.

Metric. We quantify our evaluation using Equal Error Rate
(EER) for unlearnability, where lower EER values indicate
higher accuracy. We also employ the Detection Cost Function
(DCF) to calculate minimum DCF (minDCF) and a smaller
value of minDCF indicates a better performance of the model.
For evaluating perturbation imperceptibility, we employ Mean
Squared Error (MSE)(e~%), and Signal-to-Noise Ratio (SNR).
MSE quantifies signal variance, where lower values indicate
minimal impact. Higher SNR denotes clearer signals, while
lower SNR may indicate increased noise introduction.

B. Effectiveness of Single-Level Error-Minimizing Noise

To assess the effectiveness of SLEM noise, we conduct
comparative experiments on models including ECAPA-TDNN,
DS-TDNN, MFA-Conformer, and MFA-TDNN as introduced
earlier. We employ different models to generate noise and train
to verify the usability of the method.

Table I presents the experimental results, detailing the
training performance of different models on both clean and
SLEM-protected datasets. The SLEM method consistently
generates unlearnable data across different datasets, effectively

degrading the training performance of the models. In the
experiment, the noise optimization time performed by the
SLEM method is also within the acceptable range. Take the
noise optimization performed on the VoxCelebl dataset which
contains 148,641 samples for the ECAPA-TDNN model as
an example, noise optimization on the entire dataset with our
device takes about 183 minutes, and optimizing individual
samples takes about 70 milliseconds on average. It is worth
noting that the recorded experimental results for EER and
minDCF are the lowest values observed during the training
period. Even so, such values are still significantly high, all
models trained on SLEM-protected datasets exhibit a significant
increase in both EER and minDCF compared to training on
clean datasets. The increase in EER values, exceeding 400% on
average, highlights the disruptive impact of SLEM on model
training. For example, under the VoxCelebl training set, the
MFA-TDNN model experiences a remarkable 478% increase in
EER, reaching 28.545%. The minDCF values further support
this observation, rising from around 0.3 during training on
clean datasets to above 0.9 for models trained with datasets via
SLEM. When the model’s EER reaches such high values, it can
be considered that the model’s training is ineffective and the
SLEM method is successful in protection. Take ECAPA-TDNN
as an example, the embeddings calculated by ECAPA-TDNN
at this time are not accurate with a failed speaker verification.
These results affirm that SLEM effectively disrupts model
training across datasets and models, validating its efficacy.
The observed disruptive impact on EER and minDCF values
provides a strong foundation for subsequent experiments.

C. Noises Analyses

Cause that in reality world it is impractical to obtain a large
number of user’s speeches for perturbations generation. So in a
further exploration of the capabilities of SLEM, we experiment
with more methods of perturbation generation and assess the
effectiveness of SLEM noise under extreme conditions.

Therefore, we intentionally select one sample from each
of the 1,211 speakers in the VoxCelebl dataset to create
a subset referred to as “speaker-wise”. In this setup, the
“speaker-wise” dataset is used to generate perturbation and
subsequently transfer it to the entire VoxCelebl dataset with
the corresponding speaker, which is used for the training of
the ECAPA-TDNN model.
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ECAPA-TDNN model training, and clean VoxCelebl samples without added noise as a control group.

Fig. 3 illustrates the evolution of EER and minDCF values
over epochs as different noise generation methods are applied
to the complete VoxCelebl dataset for ECAPA-TDNN model
training. The experiment compares samples of SLEM-protected,
“speaker-wise” generated, random Gaussian noise added, and
unprotected clean datasets, respectively. By comparing the
training effects of each sample on the ECAPA-TDNN model,
we assess the effectiveness of the noise generated under
speaker-wise conditions. Surprisingly, the reduction in EER
achieved with speaker-wise SLEM, an extreme condition, is
only approximately 1.2% lower than the EER obtained with the
normal SLEM method using the complete dataset, reaching an
EER of 20.014% after 30 epochs, with a particularly alarming
EER of 25.332% at the 30th epoch, indicating the speaker-
wise SLEM experiment significantly interfered with training
effectiveness. Furthermore, a minDCF of approximately 0.895
supports the efficacy of this extreme approach. The speaker-
wise method closely follows the normal SLEM curve and
becomes more similar as epochs progress, indicating that the
noise generated under speaker-wise conditions is very similar
in effect to the noise generated under normal conditions by
the SLEM method, making the verification of the speaker fail.
Additionally, attempts to train the model using random noise
added to the dataset showed minimal interference with training,
closer to the performance on clean datasets, indicating that not
all noise interferes with model training, making the experiment
more rigorous.

In conclusion, the speaker-wise SLEM experiment reveals
that SLEM exceeds initial expectations, inducing an unlearnable
effect even with noise generated from a small subset. This
suggests SLEM’s adaptability to challenging situations.

D. Effectiveness of Perceptual Hybrid Losses Function

To assess the impact of the PHL function on enhancing
the imperceptibility of SLEM noise, we conduct a series of
experiments comparing the audio sample quality generated
using the standard SLEM method with SLEM optimized
through the PHL (PSLEM) for four different models. We

TABLE II: Comparison of audio sample quality generated
using SLEM method and PSLEM method for four models.

SLEM
Model # Params SNR(T) MSE())
ECAPA-TDNN 1473 M 22.190 9.498
DS-TDNN 20.97 M 22.515 8.692
MFA-Conformer 17.87T M 22.137 9.591
MFA-TDNN 20.84 M 22.397 8.988
PSLEM
Model # Params SNR(T)  MSE())
ECAPA-TDNN 1473 M 26.589 3.494
DS-TDNN 20.97 M 26.457 3.596
MFA-Conformer 17.87 M 26.518 3.540
MFA-TDNN 20.84 M 26.583 3.511

evaluate the audio quality using SNR, and MSE, providing a
comprehensive analysis of PHL function’s efficacy.

The VoxCelebl dataset serves as the training set. The
experimental results are presented in Table II. Notably, without
the PHL optimization, the SNR values for the generated noisy
datasets by all four models are approximately 22. However,
with the application of PHL optimization, an improvement
can be observed, with a general increase of around 20% in
SNR values for the HiddenSpeaker-protected datasets generated
by each model. Furthermore, the respective MSE values
were reduced by approximately 60%, indicating a substantial
reduction in noise distortion due to the PHL optimization.
These figures suggest that the noise is nearly imperceptible to
ears. Importantly, the interference effects on model training are
nearly consistent between PSLEM and SLEM. For example,
using the SLEM method, the EER for the MFA-TDNN model is
28.545% while using the PSLEM method, it slightly decreases
to 26.131%, with very similar results that still prevent the
trained MFA-TDNN model from correctly completing the
speaker verification task. The PHL optimization does not
significantly alter the capability of SLEM to interfere with
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Fig. 4: The visual comparison between the original audio waveform and the HiddenSpeaker-protected waveform. It can be
observed that visually, there is no clear difference between the two waveforms.

model training. This result validates our strategy of embedding
noise to the high value of the amplitude as effective.

To visually demonstrate the effectiveness of PHL optimiza-
tion, we perform visualizations on the audio data. Fig. 4 dis-
plays the waveform comparison between clean audio data and
the protected sample by HiddenSpeaker. The two waveforms
are challenging to differentiate, indicating that the PSLEM-
protected speech data can successfully convey information
without exhibiting noticeable differences.

In summary, the results affirm that the PSLEM noise elevates
the quality of the HiddenSpeaker-protected dataset, making
it closely resemble a noise-free state. This further validates
the PHL as an optimization technique, substantially aiding in
enhancing the imperceptibility of noise for privacy protection
in the audio domain.

TABLE III: ECAPA-TDNN, DS-TDNN, and MFA-Conformer
trained on the protected dataset generated by MFA-TDNN.

Model EER(%)({) MinDCF()
ECAPA-TDNN 26.381 0.966
DS-TDNN 23.457 0.901
MFA-Conformer 23.717 0913

E. Transferability Analyses

We consider a crucial question: Can the SLEM noise
generated by a surrogate model be effectively transferred to
disrupt the training of other models?

In reality, it is often challenging to know in advance which
model the trainer will employ for training after obtaining
user data, so we cannot guarantee that we can choose the
corresponding model for noise generation based on the type
of model trained. Therefore, the transferability of the noise
becomes crucial. To explore this hypothesis, we experiment
to see if we could use one model to generate SLEM noise,
apply this noise to the complete VoxCelebl dataset, and then
employ the dataset to train different models checking if it can
also perturb the training of these models.

As seen in Table I, the noise generated by MFA-TDNN
demonstrates the most effective interference with model train-
ing. Consequently, we select MFA-TDNN as the surrogate

model, while the other three models directly employ the
HiddenSpeaker-protected dataset generated by MFA-TDNN for
training. Table III presents the results of this experiment. Re-
markably, the three models, when trained on the HiddenSpeaker-
protected dataset generated by MFA-TDNN, exhibit significant
interference effects. The EER for all three models exceeds 23%
after 30 epochs, with ECAPA-TDNN reaching a best EER of
26.381%. Such a value means that the trained models cannot
perform speaker verification tasks correctly. The unlearnable
effect on the DS-TDNN model using the HiddenSpeaker-
protected dataset from MFA-TDNN surpasses the effect of
training DS-TDNN with its HiddenSpeaker-protected dataset.
This suggests that SLEM exhibits strong transferability, and
the minDCF values for all three models exceeded 0.9, further
supporting this observation.

In conclusion, SLEM demonstrates robust adaptability and
portability, expanding its applicability to various scenarios. This
undoubtedly strengthens the possibility of utilizing SLEM in
privacy protection within complex real-world scenarios.

CONCLUSION

In this paper, we explore the possibility of preventing
personal speech data from unauthorized exploitation for speaker
verification model training by introducing noise that is dif-
ficult for humans to capture. We propose a system called
HiddenSpeaker. In this system, we introduce a Single-Level
Error-Minimizing noise and demonstrate its effectiveness across
SOTA models. Additionally, we use a Perceptual Hybrid Losses
function to make the noise imperceptible, enabling the practical
application of SLEM in real-life scenarios. To ensure that the
PHL does not impact the effectiveness of SLEM, we choose to
add noise in the high values of amplitude that models are more
inclined to capture. We validate the system’s effectiveness and
transferability through a series of experiments, representing a
breakthrough in privacy protection for speaker verification. Our
work still faces constraints. Our audio employs a fixed-position
clipping approach. Additionally, data augmentation techniques
are often used to enhance speaker verification performance,
so solutions to the complexities encountered in real-world
scenarios will be considered in the future.
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