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Trustworthy DNN Partition for Blockchain-enabled
Digital Twin in Wireless IIoT Networks
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Abstract—Digital twin (DT) has emerged as a promising
solution to enhance manufacturing efficiency in industrial In-
ternet of Things (IloT) networks. To promote the efficiency and
trustworthiness of DT for wireless IIoT networks, we propose
a blockchain-enabled DT (B-DT) framework that employs deep
neural network (DNN) partitioning technique and reputation-
based consensus mechanism, wherein the DTs maintained at the
gateway side execute DNN inference tasks using the data collected
from their associated IIoT devices. First, we employ DNN par-
titioning technique to offload the top-layer DNN inference tasks
to the access point (AP) side, which alleviates the computation
burden at the gateway side and thereby improves the efficiency of
DNN inference. Second, we propose a reputation-based consensus
mechanism that integrates Proof of Work (PoW) and Proof of
Stake (PoS). Specifically, the proposed consensus mechanism
evaluates the off-chain reputation of each AP according to
its computation resource contributions to the DNN inference
tasks, and utilizes the off-chain reputation as a stake to adjust
the block generation difficulty. In this way, the degradation of
PoW consensus security is compensated by off-chain reputation
stake, which improves the consensus efficiency while ensuring the
trustworthiness on the chain. Third, we formulate a stochastic
optimization problem of communication resource (i.e., partition
point) and computation resource allocation (i.e., computation
frequency of APs for top-layer DNN inference and block genera-
tion) to minimize system latency under the time-varying channel
state and long-term constraints of off-chain reputation, and solve
the problem using Lyapunov optimization method. Experimental
results show that the proposed dynamic DNN partitioning and
resource allocation (DPRA) algorithm outperforms the baselines
in terms of reducing the overall latency while guaranteeing the
trustworthiness of the B-DT system.

Index Terms—Industrial Internet of Things, digital twin, DNN
partitioning, blockchain, communication and computation re-
source allocation.

I. INTRODUCTION

HE emergence of artificial intelligence (Al) driven Dig-
ital Twin (DT) has empowered the industrial Internet
of Things (IIoT) to achieve fully industrial automation and
smart manufacturing [1]. With sophisticated interactions be-
tween physical entities and their virtual replicas, Al driven
DTs enable the performance monitoring, analysis, simulation,
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and optimization of physical entities to realize predictive
maintenance and intelligent decision making [2]]. On the one
hand, AI technologies such as deep neural networks (DNN5s)
improve the accuracy of classification and prediction, and
enable effective decision-making processes in DT-assisted IIoT
networks [3]]. On the other hand, the state-of-art DNN archi-
tectures rely on significant computation resources at the cost of
prolonged execution time. Since IIoT networks demand timely
completion of each processing step during the manufacturing
process, execution latency is a critical performance metric in
Al driven DT-assisted IIoT networks [4], [5].

Recent studies focus on communication-efficient DT-
assisted IIoT networks. For example, [6]-[10] optimized
the communication and computation resource allocation (i.e.,
transmit power, channel bandwidth, and computation fre-
quency) to minimize the system latency under time-varying
channel states and energy consumption constraints. However,
lightweight IIoT devices are constrained by insufficient com-
puting power to execute resource-intensive DNN inference
tasks. The aforementioned works that mainly concentrate on
communication and computation resource allocation are not
applicable to Al driven DT-assisted IIoT networks. To address
this issue, one approach is to partition the DNN model into two
distinct segments and offload the top layers of DNN inference
tasks to an edge node with sufficient computing power. Recent
works have investigated the applications of DNN partitioning
technique to reduce the latency of DNN training and infer-
ence in different scenarios [11]-[16]]. For example, [11]-[13]]
developed different DNN partitioning and offloading strate-
gies to accelerate the training process of federated learning.
Later, [14]-[16] optimized DNN partitioning point as well
as communication and computation resource allocation to
reduce the DNN inference latency in mobile edge computing
(MEC) networks. However, DNN model partitioning and task
offloading can pose a potential risk of malicious attacks from
the edge nodes. Additionally, even honest edge nodes may
unintentionally transmit confusing or incorrect DNN inference
results due to their limited computation capabilities. Therefore,
how to design a secure and trustworthy DNN partitioning
scheme for AI driven DT-assisted IIoT networks deserves
further investigation.

In addition, the reliance of DT technology on analyzing sub-
stantial data collected from IIoT devices makes it vulnerable to
device malfunctions and cyberattacks. To mitigate these con-
cerns, blockchain as a decentralized distributed and tamper-
proof ledger technology has been integrated into DT-assisted
IIoT networks to track physical entities and their associated
data in a transparent and traceable manner, enabling secure



and trustworthy interactions between DTs. For instance, [[17]-
[19] proposed different blockchain-enabled DT frameworks
for IIoT networks to improve the efficiency and security of
data sharing among participants.

However, computation-intensive consensus algorithms are
not affordable for lightweight IIoT devices. Driven by this
issue, recent works have proposed different hybrid consensus
mechanisms to achieve a trade-off between scalability and
security. Authors in [20] and [21]] proposed different reputation
update algorithms and hybrid consensus mechanisms that
combine Proof of Work (PoW) and Proof of Stake (PoS)
in blockchain-enabled Internet of Vehicles (IoV) networks.
Specifically, a roadside unit with a higher reputation is re-
warded with a reduced block generation difficulty. In spite
of previous effort, how to evaluate, explore, and leverage
the endogenous reputation to achieve both reduced block
generation latency and system security remains challenging.

To address the above problems, we propose a three-tier
blockchain-enabled DT (B-DT) framework for wireless IloT
networks. Specifically, the DTs maintained at the gateway side
synchronize the real-time data with the respective IIoT devices,
execute the bottom layers of the DNN inference (i.e., bottom-
layer DNN inference for short) tasks locally, and offload the
top layers of the DNN inference (i.e., top-layer DNN inference
for short) to the access point (AP) side. The gateways and APs
collaborate to perform the DTs’ DNN inference tasks off the
chain, and the APs serve as blockchain nodes to record the
inference results on the chain. Our main contributions can be
summaried as follows.

o We propose to partition DTs’ DNN inference tasks be-
tween the gateway side and the AP side, where the
gateways execute the bottom-layer DNN inference tasks,
and offload the top-layer DNN inference tasks to the AP
side. Owing to the sufficient computing power of the APs,
the DNN model partitioning and task offloading scheme
achieves a significant reduction in DNN inference latency.

« We design a novel reputation-based consensus mechanism
that adaptively tunes the block generation difficulty. At
its core, the proposed reputation-based consensus mech-
anism evaluates the off-chain reputation of each AP
according to its computation resource contributions to the
DNN inference tasks, and utilizes the off-chain reputation
as a stake to adjust the block generation difficulty of
the on-chain PoW. In this way, the degradation of PoW
consensus security is compensated by off-chain reputation
stake, which improves the consensus efficiency while
ensuring the trustworthiness on the chain.

o To obtain a communication and computation efficient
wireless B-DT system, we formulate a joint dynamic
optimization problem of communication resource (i.e.,
partition point) and computation resource allocation (i.e.,
computation frequency of APs for top-layer DNN in-
ference and block generation) under the time-varying
wireless channel state and the constraints of energy
consumption and off-chain reputation. The long-term
off-chain reputation constraint is adopted to bound the
average off-chain reputation of each AP to ensure both
scalability and trustworthiness of the B-DT system.

o We analyze the performance of the proposed dynamic
DNN partitioning and resource allocation (DPRA) algo-
rithm in terms of asymptotic optimality, and characterize
an [O(1/V), O(V)] trade-off between the minimization
of system latency and the satisfaction of the long-term
off-chain reputation constraint with a control parameter
V. This trade-off indicates that the minimizing system
latency and guaranteeing system trustworthiness can be
balanced by adjusting V.

o Experimental results demonstrate the performance of
DPRA algorithm in terms of system latency and off-
chain reputation, and show that DPRA outperforms the
baselines in terms of reducing the overall latency while
guaranteeing the trustworthiness of the B-DT system.

We organize this paper as follows. Section [II] introduces the
concepts of DT, blockchain, and DNN partitioning. In Section
we first present the blockchain-enabled DT framework
for wireless IIoT networks, and then formulate the stochastic
optimization problem. In Section we present the DPRA
algorithm. Section |V|investigates the trade-off between mini-
mizing system latency and satisfying the long-term off-chain
reputation constraint. The experimental results are then shown
in Section [VI] Section concludes the paper.

II. PRELIMINARIES
A. Digital Twin

A digital twin (DT) refers to a virtual representation of
a physical entity. The concept of DT consists of two dis-
tinct tiers: physical twin tier and digital twin tier. In the
physical twin tier, entities synchronize real-time data and
state information captured by equipped sensors and running
applications with the digital twin tier. Meanwhile, the digital
twin tier utilizes the collected data and simulation models
to generate virtual entities, which facilitates the prediction
of future scenarios in the real world. Ultimately, the optimal
decisions derived from these predictions are fed back to the
physical entities to enhance their performance.

By employing data analytics, machine learning (ML), and
Al technologies, DTs can serve multiple purposes in IIoT
networks such as monitoring, analysis, prediction, and opti-
mization, which enables IIoT devices to achieve predictive
maintenance, make well-informed decisions, and improve op-
erational efficiency [22].

B. Blockchain

Blockchain is a secure, transparent, and decentralized dis-
tributed ledger technology. The chain structure ensures the
immutability of transaction records by linking each block with
a unique hash to the previous one. Moreover, the consensus
mechanism enhances the data security and integrity by fa-
cilitating agreement among all participating nodes regarding
the validity of transactions. Blockchain technology has been
introduced into DT to facilitate decentralized data storage and
immutable record keeping. This integration drives innovation
in IIoT networks by providing a reliable and trustworthy
infrastructure for managing and sharing data [23|].
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Fig. 1: The system model of the three-tier blockchain-enabled DT framework for wireless IIoT networks.

As a vital component of blockchain technology, a distributed
consensus mechanism is essential to achieve distributed con-
sistency on the data among trustless nodes in a decentralized
manner. In practice, Proof of Work (PoW) [24] and Proof
of Stake (PoS) [25] are the two most popular consensus
mechanisms in blockchain. In PoW, each blockchain node
competes to find a nonce number that matches the hash value
of the transactions to a predetermined target. Once a node
successfully finds the target nonce, it is granted the privilege
to publish a new block. However, solving this cryptographic
hash puzzle consumes significant computation resources for
the participating nodes [26]]. PoS, on the other hand, is
based on the concept of “staking”. Instead of computational
power consumption, nodes participate in the PoS consensus
process by providing verifiable stakes in the cryptocurrency.
The probability of being selected to validate transactions and
publish new blocks is directly proportional to the number of
stakes held by the blockchain node. Compared to PoW, PoS
consumes much less energy and thereby reduces the need for
expensive mining hardware. However, the lack of significant
participation thresholds exposes it to potential long-range [27]
and sybil attacks [28]], which ultimately leads to diminished
decentralization and compromised security.

C. Deep Neural Network Partitioning

In the process of DNN inference, raw data is sequentially
passed through multiple hidden layers and subjected to various
mathematical operations and transformations [29]. Specifi-
cally, the input undergoes weighted and biased, applies non-
linear activation functions at each layer, and then passes to the
subsequent layer until it reaches the output layer.

DNN partitioning divides a DNN model into multiple seg-
ments, which facilitates the deployment and execution of DNN
models across different computing platforms [13]. Partitioning
a DNN model involves selecting a specific layer within the
network (referred to as the partition point) to separate the

model into two distinct segments. The bottom layer refers
to the hidden layer that extends from the input layer to the
partition point, whereas the top layer represents the hidden
layer spanning from the partition point to the output layer.
By employing DNN partitioning, DTs can offload top-layer
DNN inference tasks to an edge server, leading to a significant
reduction in both computation load and execution latency.

III. SYSTEM MODEL

In this paper, we consider a blockchain-enabled DT (B-
DT) system in wireless IloT networks. As shown in Figll]
the B-DT system consists of three tiers: the physical twin
tier with multiple IIoT devices, the digital twin tier with
multiple gateways, and the edge server tier with multiple
access points (APs). Each device holds a local dataset that is
continuously collected from its equipped sensors and running
applications, and keeps synchronising its collected data with
the corresponding DT maintained on its associated gateway.
Let 7 ={0,1,...,T} denote the time index set. In each time
slot, the proposed B-DT system operates in the following
steps:

1) DNN inference: At the beginning of each time slot, each
gateway runs its locally maintained DTs to perform the
bottom-layer DNN inference, and transmits the forward
output of the bottom-layer DNN inference to its asso-
ciated AP. Upon receiving the forward output of the
bottom-layer DNN inference from the gateways, each
AP performs the top layers of the DNN inference, and
finally outputs its inference results.

Block mining: Each AP encrypts its DNN inference
results by a unique digital signature, and exchanges
the DNN inference results with the other APs over the
peer-to-peer network. Then, the APs add the verified
inference results to their respective candidate block, and
compete to generate a new block with the proposed
consensus mechanism.

2)



TABLE I: Layer-level forward output size and FLOPs in the
DNN inference process.

Layer Category | Forward Output Size FLOPs
Convolution SrBsCoHoW, 2BsCiHfWsCoHo W,
Pooling SrBsCoHoW, BsCiH;W;
Fully Connected BsS, 2BS;So

A. DNN Inference and Offloading

Denote the index sets of the devices, gateways and APs by
N ={L2,..N}, M ={1,2,...M}, and I = {1,2,...,J},
respectively. Define an N X M connection matrix as a with
entry d, ., € {0,1},Vn e N,and m e M. If a,,,, = 1, the n-th
device is deployed with the m-th gateway on the same factory
floor, and communicates with the m-th gateway to maintain
its corresponding DT. We refer to the corresponding DT of
the n-th device as the n-th DT. Note that the corresponding
DT of each device is maintained by a single gateway, i.e.,
Ymemnm = 1, Vo € N. From [30], we formulate the
stochastic data arrivals at the gateway side as a homogeneous
Poisson process. To be specific, the new data points D, (¢) that
collected by the n-th device and transmitted to its correspond-
ing DT in each time slot is an independent and identically
distributed (i.i.d.) exponential random variable with an average
rate ®,. Note that the average rate ®,, is positively correlated
with both the data collection rate of the n-th device and the
data transmission rate from the n-th device to the associated
gateway.

Before calculating the latency and energy consumption for
the DNN inference at the gateway and AP sides, we first
introduce the notations for hyper-parameters and tensor shapes
involved in the DNN inference process as follows. Let By
and Sy denote the batch size and the precision format of
the data type, respectively. For convolution layers and pooling
layers, H,, W, and C, represent the output height, width, and
channel, respectively; H;, W; and C; represent the input height,
width, and channel; Hy and Wy are the height and width of
the filter. For the fully connected layers, S; and S, refer to the
input and output sizes, respectively. We present the main layer-
level forward output size and floating-point operation counts
(FLOPs) in the DNN inference process in Table [[] to calculate
the number of bits of the forward output from the bottom-layer
DNN inference and FLOPs for the bottom-layer and top-layer
DNN inference performed at the gateway and AP sides.

Let £, ={1,..., L,} denote the index set of the DNN layers
for the n-th DT. In the ¢-th time slot, the bottom [,,(¢) layers
of the DNN inference are executed locally at the gateway side,
and the top L, —[,,(¢) layers of the DNN inference tasks are
offloaded to the AP side. Let x/ denote the FLOPs required
by the n-th DT to perform the [/-th layer of the DNN inference
for each data point. As such, the DNN inference time of the
m-th gateway in the ¢-th time slot is
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where ¢§,§ is the FLOPs per clock cycle of the m-th gateway,
and f9 is the computation frequency of the m-th gateway
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for the DNN inference. The energy consumption of the m-th
gateway for DNN inference tasks in the ¢-th time slot is

v (19)° AN
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where v is the effective switched capacitance.

Assume that the wireless channels between the gateways
and APs experience i.i.d. block fading. Specifically, the wire-
less channel remains static in each time slot but varies among
different time slots. We model the data transmission between
the gateways and APs using the multiple channel access
method of orthogonal frequency division multiple access
(OFDMA). Define an M xJ connection matrix as b with entry
bpm,j € {0,1}, Vm € M, and j € J. If b, ; = 1, the m-th
gateway is deployed with the j-th AP on the same factory
floor, and offloads the top-layer DNN inference tasks to the
j-th AP via wireless link in each time slot. Notably, each
gateway can only communicate with the AP deployed on the
same shop floor, i.e., Zjej bm,j =1, Vm € M. The uplink
channel power gain from the m-th gateway to its associated
AP is modeled as

Hp (1) = hopm (1) (do/dm)” 3)

where hy is the path loss constant, p,,(t) is the small-scale
fading channel power gain from the m-th gateway to its
associated AP in the 7-th time slot, d,,, is the distance from the
m-th gateway to its associated AP, dj is the reference distance,
and v is the large-scale path loss factor, respectively. Let of,
denote the forward output size of the [-th layer for the n-th
DT in the DNN inference process. The data transmission time
from the m-th gateway to the associated AP is
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where P,, is the transmit power of the m-th gateway, Ny is
the noise power spectral density, and n,, () is the co-channel
interference. The energy consumption of the m-th gateway for
DNN inference task offloading is represented as

P, ZneN an,mDn(t)Oin(t)

P Hp (1)
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The time consumption for the top-layer DNN inference
offloaded from the m-th gateway is represented as

Snen AnmDn(D) T[4 (1 Xh
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where ¢ is the FLOPs per clock cycle of the m-th gateway’s

associated AP, and f2(t) is the computation frequency of the

m-th gateway’s associated AP for DNN inference tasks. The

energy consumption for the top-layer DNN inference offloaded
from the m-th gateway is represented as

A (rA(1))2 Ln
e%e’A(I)ZMZa”,mD"(t) Z )(51, (7

A
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A

where v;, is the effective switched capacitance of the m-th
gateway’s associated AP.

A (1) =
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B. Reputation Based Consensus Mechanism

In this subsection, we develop a reputation-based hybrid
consensus mechanism by integrating PoS and PoW. Before
delving into the reputation-based consensus mechanism, we
first design an off-chain reputation evaluation mechanism to
evaluate the off-chain reputation of each AP as follows.

Off-chain reputation evaluation: Calculating the top-layer
DNN reference tasks offloaded to each AP, we evaluate the
off-chain reputation of the j-th AP in the 7-th time slot as

Uj(1) =g (0;(1)), (8)

where g(-) is a generic off-chain reputation evaluation func-
tion, which can be further customized according to specific
reputation evaluation rules in diverse networks, and

L,
0;(= > > bmjanmDn(®) Y X\ ©

meMneN 1=l (1)+1

is the top-layer DNN reference tasks offloaded from the
associated gateways to the j-th AP. From (8), the AP with
more computational contributions to the DNN inference tasks
can achieve higher off-chain reputation values.

The core of the proposed reputation-based consensus mech-
anism is that the off-chain reputation can be used as the stake
to adjust the block generation difficulty of on-chain PoW.
In this way, the degradation of PoW consensus security is
compensated by off-chain reputation stake, which improves
the consensus efficiency while ensuring the trustworthiness on
the chain.

Block generation difficulty: The block generation difficulty
is inversely proportional to the off-chain reputation of the
APs. From [20]], the relationship between the block generation
difficulty and off-chain reputation is represented as

yj(t) = e"Vi=h, (10)

where @ and S control the influence of the off-chain reputation
values on block generation difficulty and the final convergence
of block generation difficulty, respectively.

We next clarify the statistical property of the stochastic
process with respect to the block generation. From [31]], [32],
the successful query attempts of the j-th AP converge to a
Poisson process with the average rate given by

£
yi() '
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where f]bloc(t) is the computation frequency of the j-th AP
for block generation in the #-th time slot. Since the APs
work independently on the hash puzzle in each time slot, the
successful query attempts of the entire blockchain network can
be formulated as a Poisson process with the average rate [33]:

bty =) 0;().

jeg
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As such, the block generation time in each time slot 7°1°¢(z) |
denoted by 7°°°(¢), can be formulated as an i.i.d. exponential
random variable with the average rate 6(t). Therefore, the

cumulative distribution function of the block generation time
in the ¢-th time slot is given by

Pr(eP(1) < 7) = 1 — 7007, (13)

Assume that the new block can be generated when py =

Pr(7%¢ < 1) approaches one. Thus, the block generation time

in the ¢-th time slot is given by

_In(1 - po)
o

The energy consumption of the j-th AP for block generation

in the ¢-th time slot is expressed as

el}loc (f) — V?Tbloc (l) (f]bloc (t))

olc(p) = (14)
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C. Problem Formulation

According to the analysis above, the total latency of the
wireless B-DT system mainly comes from four parts, i.e.,
bottom-layer DNN inference at the gateway side, data trans-
mission from the gateway side to the AP side, top-layer DNN
inference at the AP side, and block generation. Thus, the
system latency in each time slot is given by

(1) = max {26 (1) + 72M(1) + 12 (1)} + 7°(r). (16)

The total energy consumption of the m-th gateway in the ¢-th
time slot is

¢S (1) = €25 (1) + &%M(r). (17)

The energy consumption of the j-th AP in the #-th time slot is

D)= D by e (1) + €M (0). (18)
meM

Let ES(¢) and E}'.\(t) denote the energy arrivals at the m-
th gateway and the j-th AP in the ¢-th time slot, respectively.
Consider that E}; (1) and E (1) are modeled as i.i.d. stochastic
processes, and are uniformly distributed within [0, ES™] and
[0, Ej.\’max]. Notably, the energy consumption of the gateways
and APs in each time slot cannot exceed the respective avail-
able energy, i.e., 0 < ef (1) < Eq (1), and 0 < e (1) < E}N1).

To obtain a communication and computation efficient wire-
less B-DT system, we jointly optimize the communication
resource (i.e., DNN partition point) and the computation
resource (i.e., computation frequency for DNN inference and
block generation) allocation. Let X (1) =[1(¢), FA(¢), FP'°°(1)].
The stochastic optimization problem is formulated as

1
min 19)

T
1
PO: min 7= TZT(I)
t=1
st. Cl1:1<1,(t) <L,,VneN,teT,

C2:0< ) buifa() < [ VjeT e,
C3:0< [0 < fM™VjeT,1eT,
C4:0<eS(1) <ES(1),Vme M,teT,
C5:0< el () <END).VjeT.teT,

T
o .
C6: U™ < fZUj(t) <U™ Vje .

t=1



Algorithm 1: Dynamic DNN partitioning and resource
allocation (DPRA) algorithm

1 Initialize: Auxiliary queue lengths

Q(t) — % (Umin + Umax)’ S([) — % (Umin + Umax);
2fort=1,2,....,T do
3 Require: Auxiliary queue lengths and channel
state in the ¢-th time slot;
a | Ensure: X (1) = [L(1), f2(2), £2°0)];
5 do in parallel
6 Optimize the DNN partirion point I(z), the
computation frequency for the top-layer DNN
inference f”(t), and the computation
frequency for block generation f*°°(7) by
solving (30), (32), and (38) with block
coordinate descent method;
7 Update Q(t) and S(¢) according to and ;
8 | return X (1) = [I(2), fFA(1), (1) |

where the constraints C1~C3 bound the ranges of the variables
I(t), fA(r), and f°°°(z), respectively. C4 and C5 are the
energy consumption constraints for devices and gateways
in each time slot, respectively. In order to guarantee both
scalability and trustworthiness of the B-DT system, the long-
term constraint C6 is adopted to bound the average off-chain
reputation of each AP. Specifically, the lower bound of the av-
erage off-chain reputation (i.e., % Zthl Uj(t) 2 U™y imposes
an upper bound on the block generation difficulty, and thereby
ensuring a low block generation latency. The upper bound of
the average off-chain reputation (i.e., %ZZ:I Uj(r) < U™
imposes a lower bound on the block generation difficulty,
which guarantees the trustworthiness of the B-DT system.

Therefore, our goal is to minimize the total latency of the
blockchain-enabled DT system with the time-varying wireless
channel state and the constraints of energy consumption and
off-chain reputation.

IV. PROBLEM SOLUTION

In this section, we introduce a dynamic DNN partitioning
and resource allocation (DPRA) algorithm to solve the long-
term stochastic problem in P0, which is shown in Algorithm
1. By leveraging the Lyapunov optimization method, DPRA
first transforms the long-term stochastic optimization problem
in P0 into a sequence of one-shot static optimization problems,
and then subsequently solves the transformed deterministic
problem in each time slot. Unlike existing DNN partitioning
approaches that employ a pre-defined partition point, the pro-
posed DPRA algorithm dynamically optimizes both the DNN
partitioning point and the computation frequency considering
time-varying channels and energy arrivals.

A. Problem Transformation

To decouple the long-term stochastic optimization problem
presented in PO into a sequence of one-shot static problems,
we first define two auxiliary queues for each AP as

Q;(t+1) =max {Q;(t) - U;(1) + U™, 0},  (20)

and

Sj(t+1) =max {S;(t) + U;(t) - U™, 0} . (21)

According to Lyapunov optimization method [34]-[36], the
long-term off-chain reputation constraint C6 can be equiva-
lently transformed into the queue stability constraints for the

auxiliary queues Q;(r) and S;(z) in and as
E .
lim {lo; 0]}

lim —="—1 =0.vj e 7, (22)
and
E{|s;
lim M -0,V e . (23)

By substituting the long-term inequality constraint C6 with
the queue stability constraints in and (23), the original
problem in PO can be rewritten as

R
P1: ?gl) TZf;T(Z‘) (24)
s.t. C1~C5,
]E .
C7:IILIEOM=O,WGJ,
E4|S;
CS:IILrgowzo,Vjej.

The transformed problem P1 is now a standard optimization
problem for the Lyapunov optimization method. To solve P1,
we proceed by formulating the Lyapunov function, charac-
terizing the conditional Lyapunov drift, and minimizing the
Lyapunov drift-plus-penalty ratio function as follows.

Lyapunov function: The Lyapunov function is defined as

L =3 Y (Qw)+s00). e
jeg

Conditional Lyapunov drift: Let ®(t) = {Qj (1),S;(1),Vje
g } be a set that collects all auxiliary queues in the ¢-th time
slot. We define the conditional Lyapunov drift as

AL(t) = E{L(t+1) - L()|®(1)} . (26)

Lyapunov drift-plus-penalty function: Given any Lyapunov
control parameter V > 0, we define the Lyapunov drift-plus-
penalty function as

A(t) =Vt (t) + AL(1). 27

From [34]-[36], minimizing the conditional Lyapunov drift
AL(t) promotes the stability of the auxiliary queues Q;(¢) and
S (). Therefore, we minimize the Lyapunov drift-plus-penalty
function to reduce the system latency while ensuring the sta-
bility of the auxiliary queues. Note that the control parameter
V allows us to adjust the trade-off between minimizing system
latency and satisfying the auxiliary queue stability constraints
C7 and C8.

Lemma 1: Given the auxiliary queue lengths ®(t), the
conditional Lyapunov drift AL(#) is upper bounded by

AL < ) E {Qj(t) (o - U,(z))
7=

+S ,-(t)(u,-(;) - UmaX) (28)

c1>(;)} +H,



2
whete H = %jc 7.8 (et Znenbm,janmDa(t) Tp2 xh) +
%((Umin)z_i_ (Umax)Z).
Proof: Please see Appendix A.
Based on the derived upper bound of the conditional Lyapunov
drift AL(¢) in (28], the goal of the DPRA algorithm is to

minimize the Lyapunov drift-plus-penalty function in each
time slot as

P2: ?(1%’1) V(1) +}; (S;()—Q; () U;(1)

(29)

st. C1~Cs.

B. Solution of P2

In this subsection, we resolve the mixed-integer nonlinear
problem in P2 using the block coordinate descent method. As
shown in Algorithm 1, we first decompose (29) into three sub-
problems in (B0), (32), and (38), and solve the sub-problems
in a successive way.

Fixing the DNN partitioning point [(#) and the computation
frequency f(¢) for the top-layer DNN reference, the problem
in P2 can be rewritten as

. —ln(l - p())
bloc _
fll;}'(l)gI(’lt) 81 (‘f (t)) - Zjejfjl_aloc(t)ean(z)+ﬁ 30)
s.t. C3,C5.

Let gj(#) denote the minimum value of the objective func-

tion in (30). Let g™"(r) = Lﬁm and g™ (1) =
Sjeq eVl

—In(1=po)
Sier fjminean(l)Jr.B
Using the bisection method, we solve the sub-problem in

by iteratively narrowing the interval between the lower
upper bound of the minimum value of the objective
function in , ie., [gl"(r), g™ (r)]. In each iteration, we
first calculate the mid point of the interval [ mln(t) g‘ln"“‘(t)]
ie., = 1 (gMn(r) +g™™*(¢)), and then compute the upper
bound of f}’l"c(t) according to the constraints C3 and CS, i.e.,

EA —2me b »eéEA .
f}’l"c(t) < min {f}“ax,i/ 1 O Zmem bmje (t)}. If the mid

vj;z

denote the lower and upper bound of g7 (7).

—In(1-po)
1 rmax 3 E,A(
2 jeg ming fM,{) =

interval between the lower and upper bound of the minimum
value of the objective function in can be narrowed down
by updating g1"**(¢) = u. Otherwise, the lower bound of gj(#)
is updated by g{""(¢) = u. Thus, the optimal computation
frequency for block generation is derived as

point u > , the

A
0H-3, L (3] .
meMPm,jm eaUJ (1)+B

A
vim

EA(1) = Zme p b, jem™™ (1)
bloc . 3 meMPm,je
S} (1) = min f}“a",J —

ViH

€29

Fixing the DNN partitioning point L(¢) and the computation
frequency f°°°(¢) for block generation, the problem in P2 can
be rewritten as

i ﬁ’)xn
NE nmDn(t) | ———
min g (£4(1) ,m{za (0

2@ e N

Ly 1
02:(1‘) Zl:l,,(t)“ Xn (32)
PuyHp (1) A FA (¢
Blog (1+ nm(t)+NoB) G S (1)

s.t. C2,Cs.

Similarly, the sub-problem in can be solved by the
bisection method. Let g% (¢) denote the minimum value of the
objective function in (]%é]) From the constraint C2, the lower
bound of g5(#) can be derived as

1, (1) Ly )
i I X Zl:ln 1 Xn
g0 () = max & 3" D () | SR 4 ST
meM neN ¢mfm ¢mjezjbm,]fj
I (1)
+ ”"P Fanele (33)
Blog (1 + —nm"fanOB)

Let € = {em}%:1 denote the set of any possible f2(z) that
satisfies the constraints C2 and C5, ie., f™ < Y cpmbm,j

en < S and 0 < Ty p by 2% i) 5 D)
Zle"ln(t)H)(fl +eh°(r) < ENr). The upper bound of g;(r)
can be derived as

e xd
n
glznax(t) :r:lne% Z an,mDn(t) =1 4

neN ¢mfm

L, 1
200 ()41 Xn

¢rAn €m

I (1)
+ On . (34)

Py Hon (1)
Blog (1 + nm<t>+NoB)

In each iteration, we first calculate the mid point of the
interval between the lower and upper bound of g3(1), i..,

A= 1% (gMin(r) + gM*(r)), and then compute the upper bound
of f4(t) according to the equation as

ol

Py Hp (1)
7m (t)+NoB

Iy (t)
2L Xh
Z an,mDn(t) +

neN mfm

Ly
202, ()41 X
+———— |-
P (1)
The upper bound of f2(¢) is derived as

S g X iy
"(;+ A- Z an,mDn(t) W

Blog (l+

(35)

fh >
m neN
(1) -
I (t
+ On . (36)

Py Hp (1)
Blog (1 + 17m(t)+NoB)

If the derived upper bound of fA(¢) in satisfies the
constraints C2 and CS5, the interval between the lower and
upper bound of g7(7) can be narrowed down by updating
mE“"(t) = A. Otherwise, the lower bound of g3(7) is updated
g™n(¢) = A. Thus, the optimal computation frequency for
l\f reference is derlved as

ZLn o Iy (t)
frﬁ(l) = +A)+1X (/l - Z an,mDn(l)(Z

m neN mfm
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I (1)
+ On . (37)

Py Hp (1)
Blog (1 + 77m(t)+NoB)

Fixing the computation frequency f(¢) for the top-layer
DNN inference and the computation frequency f°°°(¢) for
block generation, the problem in P2 can be rewritten as

max Z
meM

min g5 (L) = ), (S(0) = Q;(0) Uj (0 +V

jeg neN
l (t) 1n ()
0
an,mDn (1) - .
P Hy (1)
fm Blog (1+ 7]m(t)+NoB)
Ln l
202, (1)1 Xn —In(1 - po) (38)
¢;\nfrf;(t) Zjejfjl_)loc(t)ean(tHﬁ
s.t. C1,C4,Cs.

We employ the approach of case analysis to solve the
non-linear integer programming problem in (38). That is,
we first split the problem in (38) into M sub-problems, and
then solve each sub-problem separately. Notably, the optimal
solution of the original problem in belongs to the union
of the solutions to the sub-problems. Thus, the optimal DNN
partitioning point [,(f) can be obtained by comparing the
solutions to the sub-problems. Let I = {1,2,..., M} denote
the index set of the M sub-problems. In the i-th sub-problem,
we assume that the i-th gateway and its associated AP
take the largest amount of time for DNN inference, i.e.,

1 L, 1
Ynen AnmDn(t) 2" o L (1141 Xom
ne n.m~n Py Hm (1) A A (4
P S B1og(1+nm";r):"NoB) B fin (2)
1«(:) ! 1; (1) L; 1
< Z a D (t) 111 Xi o 2l:li(r)ﬂ/\/i
= fneN%ni #SfS T Blog(1s _FiH® ROk
iJi og +rh-(r)+N0B iJi

Vm € M. Thus, the i-th sub-problem can be written as

+Z (Van,i (#

neN

an lD (t)Ol (t)
mln gi (1) = VZ P:H; (1) )

nenN Blog (1+—]7 (+NoB

I, (1)
Z Z S (t)_Qj(t)) m,jAn,m

Du(t) ) xn
¢AfA( )) jeImeM Z
+ —Vin(1 = po) +Z(sj(z)

Ln
Z . eﬁfbloc( ) eaZHENZmEMbm janmDn (1) ¥, x <7
Jeg o ZneN Zmem bm.jin, mnnmz’”‘”

1
~0,() (Z 2, bmjanmDa (t)ZX")+Vn€N¢AfA(t)

meMneN
X @i Dy (1) Z X (39)
I=1
st. C1,C4,C5,
Tk 1 1
C9: S dpmDu(t) |2 +( _ )
,;v Smfm @) \dufm (D)
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1
Z Xn ¥ PiHum (t) )
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AT
We solve the non-convex nonlinear integer optimization prob-
lem in by employing the branch and bound method. Then,
given the optimized DNN partitioning point I’(¢) in each sub-

problem, we have i* = argmin;e7{g} (I(r))}. Therefore, the
optimal DNN partitioning point is given by I*(r) = I (z).

Blog(1+ PiHi (1) )

ni (t)+NoB

) VYme M,teT.

V. PERFORMANCE ANALYSIS

In this section, we analyze the performance of the proposed
DPRA algorithm in terms of asymptotic optimality, and char-
acterize the trade-off between minimizing system latency and
satisfying long-term off-chain reputation constraint.

Theorem 1: Let y°P' and * denote the system latency under
the optimal solution of PO and P2, we have

H  B{L(O) - L(T)}

* _ Opt -

A = (40)
lT_l . H + V (yopt — ymin
fZUj(t)ZUm"‘—( (‘”T ™)

=0
1
Q, <0>) (5;0)°f)
+2, =l ] @
JjeT
and
1 T-1 ' (H+V(lﬁ0pt _Tmin)
— U(t) < ymax 4
thz(; J T
1
Q; <0>) (5;0)°f)
+2, { : } . ()
JjET
where
omin o ZneNan,mBn ZlL:"l XL
meM max{"rlnea})\(/( {¢9nf,$f} ,nrlnea/)\(/( {(pﬁ}r’réa} {fj{nax}}

> an,mﬁn minlel,, {Oiz}

—1In(1 -
e PuHpm " maxr-l( {fp“?a‘)x} (ZjEJEB
Blog(1+7m"—f:‘_N’()"B) Jjeg\
D n 1
x e“g(stM ZneN bm,jan,mDn Z[LI/\/ré)) ) (43)
Proof: Please see Appendix B. [ ]

Theorem [1| presents an [O(1/V), O(V)] trade-off between
minimizing the system latency and satisfying the long-term
off-chain reputation constraint C6. From @]) it can be
observed that the DPRA algorithm converges to the optimal
solution as the Lyapunov control parameter V increases, which
verifies the asymptotic optimality of the proposed algorithm.
From (@I) and (@2), the average off-chain reputation ap-
proaches the lower and upper bound specified in constraint C6
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Fig. 2: The average reputation value of the APs under the
DPRA algorithm versus time slot.

as V decreases. That is, a large value of V encourages reducing
the system latency, which can be employed for real-time delay-
sensitive IIoT applications. Conversely, a small value of V
pushes the average off-chain reputation to satisfy the long-
term off-chain reputation constraint, thereby enhancing the
trustworthiness of the B-DT system.

VI. EXPERIMENTAL RESULTS

In this section, we evaluate the performance of the proposed
DPRA algorithm. Consider that the B-DT system consists
of N = 60 devices, M = 20 gateways, and J = 4 APs.
Each gateway is associated with 3 devices, and each AP is
associated with 5 gateways. The APs are equally divided into
two types. For Type 1 APs and the associated devices, we
set the energy arrivals E~™* = 10 J and the data arrivals
0, = 100. For Type 2 APs and the associated devices, we
set E’;“max =30 J and ®, = 50. For each AP, v? = 1072,
on =32 FLOPs per CPU cycle, and f;na" = 0.1 GHz. For each

gateway, E?’max = 0.5 1, £ is uniformly distributed within
[1,10] MHz, ¢S = 8 FLOPs per CPU cycle, v$ = vi = 10724,
P, = 100 mW, and d,, is uniformly distributed within
[0,50] m. The channel parameters are set as dyp = 1 m,
ho = 1073, B = 5 MHz, and Ny = —174 dBm/Hz. The uplink
inference 1,,(t) is produced by the Gaussian distribution, and
the channel power gain p,,(¢) is exponentially distributed with
unit mean. Besides, we set pg = 1 — 107, a = 5% 10‘5,
B = -29, U™in = 25 and U™ = 75. In addition, we adopt
VGG-11 on Cifar-10 dataset and CNN on Fashion-MNIST
dataset to demonstrate the DTs’ DNN inference tasks.

Fig. 2] plots the time variation of the average off-chain
reputation value for Type 1 and Type 2 APs under the DPRA
algorithm with the Lyapunov control parameter V = 10, 10%,
and 10°. First, we observe that the average off-chain reputation
values of Type 1 and Type 2 APs fall within the lower
and upper limits of the long-term off-chain reputation value
specified in constraint C6 when ¢ > 100. Second, it can be
seen that the average off-chain reputation value for Type 1
APs decreases in the beginning and finally falls below the
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Fig. 3: The average auxiliary queue Q(f) under the DPRA
algorithm versus time slot.
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Fig. 4: The average auxiliary queue S(¢) under the DPRA
algorithm versus time slot.

upper limit of the long-term off-chain reputation value U™,
In addition, the gap between the average off-chain reputation
value of Type 2 APs and the lower limit of the long-term
off-chain reputation value U™" gradually increases over time.
This indicates that the average off-chain reputation values of
Type 1 and Type 2 APs gradually approach the mid point of
the lower and upper limits of the off-chain reputation value
as the time elapses, which is consistent with 1)) and (#2) in
Theorem [1l

Figs. 3] and [ illustrate the time variation of the average
auxiliary queue lengths for Type 1 and Type 2 APs under
the DPRA algorithm with the Lyapunov control parameter
V =102, 10%, and 10°, respectively. First, it can be observed
that the average auxiliary queue lengths of Q(r) and S(r)
decrease in the beginning and then stabilize as the time
elapses. Second, the average auxiliary queue lengths Q(t)
and S(¢) of Type 1 APs decrease faster than Type 2 APs.
Recall that Q;(t + 1) = max {Qj(t) -U;(t)+ Umin,O}, and
Si(t+1) = max {Sj(t) +U;(t) - Uma",O} in and 1)
This is due to the fact that the average reputation value of
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Fig. 5: The average reputation values of the APs under the
DPRA algorithm versus V.
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Type 1 APs is higher than Type 2 APs, which is consistent
with Fig. [2]

Fig. [f] plots the average reputation values of Type 1 and
Type 2 APs under the DPRA algorithm over V € (0,107].
First, as the control parameter V increase, the average rep-
utation value of Type 1 APs approaches to the upper limit
of the long-term off-chain reputation value U™#*, and the
average reputation value of Type 2 APs approaches to the
lower limit of the long-term off-chain reputation value U™,
respectively. This is due to the fact that V tunes the trade-
off between minimizing the system latency and satisfying the
long-term off-chain reputation constraint C6. A small value of
V promotes the minimization of system latency and ignores the
satisfaction of the long-term off-chain reputation constraint.
Second, the average reputation value of Type 1 APs is higher
than that of Type 2 APs. That is, the associated gateways
offload more DNN inference tasks to Type 1 APs than Type
2 APs. This is because that the rate of new data arrivals of
the DTs maintained at the Type 1 APs’ associated gateways
is higher than that of the Type 2 APs.

350

w

S

=
T

()

wn

=]
T

Average system latency/min

wn
=
T

0
10° 10° 10* 10° 10° 10’
Lyapunov control parameter V'
Fig. 7: The average system latency comparison between
DPRA and baselines.

Fig. [f] plots the average energy consumption of Type 1 and
Type 2 APs for DNN inference and block generation under
the DPRA algorithm over the Lyapunov control parameter
V € (0,107]. First, the energy consumption of Type 1 APs
for DNN inference tasks are higher than that of Type 2 APs.
It is because that the associated gateways offload more DNN
inference tasks to Type 1 APs than Type 2 APs, which is
consistent with Fig. 2] Second, we notice that the energy
consumption of Type 1 and Type 2 APs for DNN inference
tasks increases with V, while the energy consumption for block
generation decreases with V. This is due to the fact that a
large value of V can lead to a large reputation value for the
APs, which contributes to a low block generation difficulty
and consequently reduces the energy consumption for block
generation.

Fig. [7] shows the average system latency under the DPRA
algorithm over the Lyapunov control parameter V € (0, 107].
For comparison purpose, we also simulate two baselines as
follows: (a) computation resource allocation policy without
DNN partitioning point optimization (WDPO), and (b) DNN
partitioning point optimization and computation resource allo-
cation policy without reputation based consensus mechanism
(WTCM). First, it can be found that the average system latency
of the proposed DPRA decreases as V increase. It reveals that
a larger value of V can lead to a smaller system latency, which
conforms to Theorem|[I] Second, DPRA shows a lower system
latency than baseline schemes. Compared with WDPS, DPRA
reduces system latency by jointly optimizing the DNN parti-
tioning point and the computation frequency in each time slot.
Compared with WTCM, DPRA adjusts the block generation
difficulty according to the off-chain reputation, which reduces
the system latency while guaranteeing the trustworthiness of
the B-DT system.

VII. CONCLUSION

In this paper, we have developed a communication and com-
putation efficient B-DT framework for wireless IIoT networks
with DNN partitioning method. By adaptively tuning the block



generation difficulty according to APs’ computation resource
contributions to the DNN inference tasks, the proposed con-
sensus mechanism can reduce the block generation latency
while ensuring the system trustworthiness. By jointly optimiz-
ing the DNN partitioning point and computation resource allo-
cation for DNN inference and block generation, the proposed
DPRA algorithm can minimize the system latency with the
time-varying channel state and energy arrivals. The long-term
off-chain reputation constraint guarantees both scalability and
security of the B-DT system. The [O(1/V), O(V)] trade-off
between the minimization of system latency and the satisfac-
tion of the long-term off-chain reputation constraint indicates
that minimizing the system latency and improving the system
trustworthiness can be balanced by adjusting the Lyapunov
control parameter V. Experimental results show that the DPRA
algorithm outperforms the baselines in terms of reducing the
overall latency while guaranteeing the trustworthiness of the
B-DT system.
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APPENDIX A
PROOF OF LEMMAT]

First, from the auxiliary queue update function in (22 and

(23), we have
. 2
Q;j(r+1)* < 00 + (U™ - (1)

+20,(1) (U‘“i“ - Uj(t)) , (44)
and
2
Si(t+ l)2 < Sj([)z + (Uj(t) _ Umax)
+ 2Sj(f)(Uj(t) - Uma"). (45)

Obviously, it can be derived that
) 2
0j(r+ 17481+ 1)? £ 01+ 5,0 + (U™ - U;(1)
t _ yymax 2 . min _ gt
+(U;-U +20;()|U U;

+28,(0(U5(0) = U™). (46)

Next, by moving Q; (t)> and S i (1)* to the left-hand side of
(6], dividing both sides by 2, summing up the inequalities
from j =1 to J, and taking the conditional expectation, it can
be derived that

AL < Y B () (UM - U5(1) + 5,0 (U; (1) - U™
jer
‘(I)(t)}+% D E{ (Umi“)2+(UmaX)2+2 (Uj(t))z' (I)(t)} . (47)
JEJ
From and constraint C1, it can be derived that 0 <

Uj(t) < & (et Enen b jnmDa(t) £ xh). Thus, the
upper bound of the conditional Lyapunov drift A(¢) can be
derived as

AL() < )" Bl (1) (U™ = Uy0) + 850 (U5 (0) - Uma")
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which concludes the proof of Lemma [1}
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APPENDIX B
PROOF OF THEOREMII]

Before we represent the main proof of Theorem [T] we first
give Lemma [2] below.

Lemma 2: For any 6 > 0, there exists an i.i.d. policy Q
such that

E{r(t)|Q} < y°P' +56, (49)
and

Ut — 5 <E{U;(1)|Q} < U™ +6. (50)

Proof: Given any 6 > 0, we can note that there exists a
policy w which meets all of the constraints in P0 and yields
that
T-1
ZE{T(W}] <ys,

hm inf [ (28

and

. . 1
U™ - < Jim sup [f ; E{U;(t)|lw}| < U™ +45. (52)

For a integer Tp, it can be derived that

TLOZtTZ;IE{T(Iﬂw} <y 46, (53)

and
ymin _ 5 < lZTO”E {U;Dlw} <U™ =6
= Ty Lar=0 J = :
From [36]], we can note that there exists an i.i.d. policy Q such
that

(54)

Tp-1
T 2 B{r0le) =E(r(] Q). (55)
=0
and
To—
—ZE{U(r)|w} E{U;(1|Q}. (56)

Thus, by plugging (55) and (56) into (53) and (54), we have
Lemma 2 [

Next, from Lemma [I} we have
Av(n) < Y BIVE() + 0,0 (U™ - U (0)

Jjeg
+8;(0 (U5 (0 - U™

Q. 5,0} +H.
Plugging and into the right-hand-side of (57), letting
6 — 0, and taking expectation of both sides, we have

E{L(t+1) - L(1)|Q(1)} + VE{r(1)|Q(1)}
< H+Vy°,

(57)

(58)

By summing up (38) form # = 0 to T — 1, and dividing both
sides by T and V, we have

T
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T V vr
which concludes the proof of (40).
Next, from (38), it can be derived that
Ar) < H+ V(o -7™), (60)
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By summing up (60) from 7 = 0 to T — 1, taking expec-
tations, dividing both sides by 7, and recalling that L(f) =
1 3jeq ((Qj(t))2 + (Sj(t))z), it can be derived that
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By dividing both sides of (63) and (64) by 7', and taking the
square root of both sides, we have
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From (20) and (1), it can be derived that
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and
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Note that E{Q;(0)} < oo and E{S;(0)} < co. By summing up
(©7) and (68) from ¢ = 0 to T — 1, taking expectations, and
dividing both sides by 7, it can be derived that
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